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ABSTRACT ARTICLE HISTORY
This conceptual paper explores the role of communication around Received 1 September 2021
data practices of Big Tech companies. By critiquing communication Accepted 23 March 2023
practices, we argue that Big Tech platforms shape users into data
subjects through framing, influencing behaviour, and the black- D R
° q g g ata communication; data
boxing of algorithms. We approach communication abou.t dgta practices; Big Tech; data
from three perspectives: (1) current data communication identities; critical data
constructs reductive data identities for users and contributes to literacy
the colonization of daily routines; (2) by strategically deploying
the black box metaphor, tech companies try to legitimize abuses
of power in datafication processes; (3) the logic in which
communication is mediated through the interfaces of Big Tech
platforms is normalizing this subjectification. We argue that
critical data literacy can foster individual resilience and allows
users to resist exploitative practices, but this depends on
transparent communication. The opposite seems standard among
tech companies that obfuscate their data practices. Current
commercial appropriations of data ethics need to be critically
assessed against the background of increasing competition in the
digital economy.

KEYWORDS

Introduction

In this conceptual paper, we explore the role of communication around data practices of
Big Tech companies. The aim is to critique how they shape users into data subjects
through framing, influencing behaviour, and the black-boxing of algorithms. We con-
sider digital platforms as means for controlling users’ subjectivity and argue that data
subjects are kept in the dark about how their data identities serve economic and govern-
ance-related objectives via layers of mystification about data practices. The idea of an
unexplainable, automated black box is a smokescreen that deflects from fundamental
questions about the ethical implications of prevailing data practices and the quasi-perma-
nent experimentation with data-driven designs on users. Instead of informing, creating
clarity, and building trustworthiness, data-driven organizations apply communication
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strategies that serve plausible deniability and potentially undermine users’ critical data
literacy. We consider critical data literacy as a combination of conceptual knowledge
and practical skills relevant for opinion formation about datafication processes and for
establishing individual autonomy in digital society. Conceptually, critical data literacy
covers awareness for and understanding of societal, political, and economic ramifications
of current data practices in the public and private sectors. Practically, it includes capabili-
ties for recognizing how digital media affordances datafy interactions, skills in reading
and interpreting data as a means of communication and, where feasible, skills for protect-
ing and managing one’s own data. A deficit of critical data literacy exposes citizens to
diverse risks and contributes to a gradual dissolution of autonomy (Carmi et al,
2020). Communication about data practices is an important factor in the development
of critical data literacy. Only if organizations provide transparent information in ways
accessible to different social groups, individuals may develop awareness, understanding,
and eventually form opinions.

We argue that communication and data practices are closely interwoven, and we dis-
tinguish between two dimensions. First, there is communication about data practices.
This concerns publicly accessible information about data-driven systems (products/ser-
vices), terms and conditions, privacy statements, advertising, marketing, and public
relations, including how tech companies participate in public discourses. Second, there
is communication through data practices that are mediated via user-centric interfaces.
Explicitly and implicitly, interaction possibilities for users embedded within digital inter-
faces translate monitored behaviour into data streams.

We aim to contribute to the theorization of datafication as a complex communication
process that establishes power hierarchies in the making of meaning and construction of
datafied identities in surveillance cultures (Lyon, 2017). The use of data is embedded in
narratives that assign meaning to stakeholders, subjects, and their context-specific
relationships (Dourish & Gdémez Cruz, 2018). Datafication processes and narratives
around them share similarities with the one-sided discursive construction of cultural-
social identities in the pre-Internet age through gazing (Said, 1979), framing (Entman,
1993) and other forms of mediated representation serving domination (Butler, 1990).
Big Tech companies establish a data gaze that casts users in a position of dependence.

While tech companies may not aim to differentiate themselves from their users as past
Western colonial powers intended to when they described their non-Western subjects,
similarities emerge in the ways the data subject is formed through data framing and
data narratives that aim for maximizing economic exploitation and control (Couldry
& Mejias, 2020). We propose that framing processes through data practices are manifes-
tations of power exertion that need to be in focus of critical analysis. Datafication is com-
munication, and previous research on subjectification through discourse helps with
revealing how it operates and causes harm in society. The main goal is to connect framing
to critical data literacy through scrutinizing multi-layered communication within and
around digital interfaces. We argue that the complex role of communication is not always
fully appreciated in research, and aim to expand existing theoretical frameworks by
underlining its relevance for empirically investigating current trends. If ‘data and data
systems have never been and never will be asocial’ (Lee & Cook, 2020, p. 8), then we
need to unpack how data practices enforce social orders through communication.
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This requires a birds’ eye view. We explore communication and data practices of Big
Tech companies through three angles. While there are numerous studies on each one of
these, few consider their intersections in describing and critiquing the communicative
logic and manifestation of ethically questionable data practices. The first part outlines
how companies determine users’ subjectivity, assign data identities, and grant limited
possibilities for reclaiming and counter-framing themselves in datafication processes.
Users’ agency is not fully absent but tightly controlled on most platforms regarding
data recognition and data representation, i.e., how they are subjected to datafication
and represented as collections of data points. The second part examines communication
practices and how the black box metaphor obscures Big Tech companies’ failure to pro-
vide users with a clear understanding of how they affect them. Communication about
data practices is a multidimensional process that involves different interrelated commu-
nicative means that exchange information with users about and through data-driven sys-
tems. The third part discusses how communication around data practices connects to
critical data literacy, which we propose as a crucial element for building awareness
and forming resistance. Overall, this conceptual paper aims to provide a new understand-
ing of datafication from an interdisciplinary angle to demonstrate the value and necessity
of investing in critical data literacy amongst the users of data-driven technology.

Datafication and subjectification
Data practices as means of control and value extraction

There is an ongoing public debate on the deceptive practices of Big Tech companies that
fail to create transparency about their use of personal data. Various scandals illustrated
risks that come with un- or under-regulated and ethically questionable data practices,
such as privacy invasion and surveillance, algorithmic manipulation, data biases, and dis-
crimination. One notorious example is audience targeting by Cambridge Analytica that
attempted to influence voting behaviour of Facebook users during the US 2016 presiden-
tial elections and UK Brexit referendum. Other scandals involve the removal of compe-
titor products by Amazon, the collection of unencrypted Wi-Fi data by Alphabet through
Google Street View cars, or the audio recording of users via Apple’s virtual assistant Siri.
The tech discourse is marked by tensions and contradictions between tech-enthusiasm
and calls for a more ethical direction in the digital transformation (Jergensen, 2021).

In Western countries, a handful of tech companies symbolize the dominance of data-
driven business models that are prone to bearing these risks: the ‘Big Five’, consisting of
Apple, Amazon, Meta/Facebook, Alphabet/Google, and Microsoft. These organizations
acquired quasi-monopolistic positions in the production and distribution of software
and hardware. This dominance has provided them with control over datafication pro-
cesses to which users are exposed daily. It is a self-reinforcing cycle. Datafication catalyses
more datafication, as more accurate insights allow for more effective design interventions
that collect more valuable data. Where the Big Five have not gained direct control, their
ideological impact resonates in dominant narratives of data-driven progress across pri-
vate and public domains (Jergensen, 2021).

Although there is growing public awareness of the powerful position of Big Tech,
societies might fail to grasp the socio-cultural implications that their products and
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services have on people’s lives. We are unable to foresee the unprecedented implications
of control over our subjectivity that Big Tech companies have acquired. Through digital
platforms, Big Tech determines who its data subjects are. Companies assign data identi-
ties to users that are expandable by connecting them with other commercially available
data about the same individuals. Constant tracking and storing of user data allow for tar-
geting them with specific commercial offerings that fit their (growing) data profiles.

The goal of Big Tech companies’ constant data gathering is to capture their users in
their perceived entirety, i.e., their continuous attention, behaviours, attitudes, social
interactions, and leisure activities. Big Tech platforms turned attention into a commodity
and try to keep users engaged 24/7 for virtually everything, i.e., socializing, working,
health, education, entertainment, and consumption. Furthermore, platform users seek
the attention of other users by means of selfies, messages, and constant updates (Mar-
wick, 2015). Consumers have transformed into users that automatically opt-in with
their attention to Big Tech’s services (Williams, 2018). For example, users can set their
alarm on their Android phone, adjust the temperature in their house with their Nest
Thermostat, check their Nest security cameras around their house, cast their favourite
show on their Chromecasts, and ask their Nest Audio to play music while checking
their daily schedule. All these smart devices and services are datafying users’ interactions
within their digital media ecology. They are collecting and storing these data for the same
company, in this case Alphabet.

Big Tech companies have become part of users” daily routines and habits while they
took ownership over data that are not theirs, or did not even exist, in the first place.
The omnipresence of these companies normalizes specific data practices that are ben-
eficial for them but not necessarily for users. By purchasing and interacting with these
products, users generate data but are not able to view the complete recorded data cap-
tured by interfaces that serve company interests. Big Tech companies are gatekeepers
to data representations that they create for their users and retain full control over
what parts they want to make accessible through a format that is economically attractive.
They made conventional that users have ownership of the products that they buy, but
they never own the data that are produced through them.

Data practices are shaped through interactions that users have with the affordances of
platforms, their infrastructures, and interfaces. Users are involved with the synergetic
way in which data practices are initiated, incorporated, and normalized. They are respon-
sible for their own modes of datafication. For example, the success of Amazon’s webshop
is that developers changed its interface to users’ experiences and demands by adding
‘direct buy’ buttons and prioritizing products on its webpage that are recommended to
users based on data analysis. Such a synergy provides users agency to steer the interface
to products that they are interested in, but it encloses this agency to the controlled,
datafied space built by these companies.

Concerning data ownership, a common saying is: ‘when you are not paying for the
product, you are the product’. It is even worse than that. The following analogy shall clar-
ify this: Imagine owning huge acres of land, all filled up with trees. Winter is coming, so
you decide to chop up some of the trees on your land. To save time and energy, you
decide to buy a woodchopper machine. The woodchopper makes your life easier, and
you have more time to focus on other things while the job is completed without any phys-
ical human labour. After a while, you decide that enough trees have been chopped and
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you want to collect your wood. When you arrive at your land, you see that all your wood
has already been collected by the company that sold you the woodchopper. The company
states that by purchasing their product, they are entitled to all the chopped wood. This
analogy demonstrates that we have not only become the product but that we have
become the soil on which data is harvested and transformed into economic value.

How did users come to accept this situation? The ownership of data by Big Tech com-
panies has become conventional due to the public legitimacy that they acquired through
offering efficacy, efficiency, and entertainment with their products and services (Horne &
Przepiorka, 2021). Big Tech companies take great care not to reveal how their data prac-
tices create exploitative relationships in their self-portrayal while establishing their dom-
inance for diverse daily activities in the lives of billions.

Under a layer of positive associations that promote narratives of value, efficiency,
optimization, and perpetual improvement, Big Tech obscures datafication processes
and how they claim users’ data without resistance. They position themselves as inevitable,
irreplaceable, and without alternatives. The perception and framing of technology com-
panies only recently started to turn more critical in public discourses, which was trig-
gered by several high-profile scandals. However, that did not yet drastically change
how users assess the cost/risk-benefit balance when using data-driven services. Users
may not be ignorant of Big Tech’s selfish goals, but they may see little room for circum-
venting them.

Subjugation and subjectification

Through their conventional presence in various data practices, Big Tech companies
shape their users’ subjectivity. In building a postmodern theory of power, Foucault
(1975/1977) argued that people’s subjectivity is culturally formed through disciplining
practices that transform individuals into specific kinds of law-abiding citizens. Foucault’s
discussion of Bentham’s Panopticon is often used to draw parallels between current sur-
veillance cultures in which citizens adapt to self-discipling governmentality based on the
idea that they might be watched. What Foucault did not foresee — but Deleuze (1992)
did - is that disciplining happens nowadays through datafication. Our disciplinary
societies have transformed into societies of control, in which ownership and control
over data and information steer the subjectivity of citizens.

Conceptually, controlling practices of Big Tech companies should be understood
through two positions of domination over users. First, subjugation as an act of making
individuals subordinate to the domination of a power force (Foucault, 2003). Subjugation
is exercised by means of control and dependence. For example, Apple controls and pre-
sents applications via its App Store. Users are subjugated to Apple’s control over the
store, and their dependence on it to find applications. Second, there is subjectification,
which produces subjectivity by tying itself to the identity of individuals, so that it
becomes part of their conscience and self-knowledge (Foucault, 2003). When individuals
are subjectified, they are cultivated in how to abide by specific norms that through con-
stant exposure become normalized and invisible. An example is again Apple’s digital eco-
system. A range of Apple products and services can be automatically synchronized for
optimizing user experience via diverse data streams, such as Apple’s iPod, iPad, iPhone,
iMac, Apple Watches, AirPods, HomePods, Apple TV and accompanying software (e.g.,
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iCloud). The ways in which users make themselves dependent on Apple’s offerings allow
the company to steer users by means of their products and services, as they have become
so connected with users’ identities. It is through these two positions of domination that
individuals submit to the powers that are exercised over them.

These two post-modern concepts demonstrate that this exercise of power is not just a
controlling practice of repression by societally dominant entities. Power is merely a med-
ium of change. This means that for both users and platform owners, power is not a thing,
but a facility. Power ‘traverses and produces things, it induces pleasure, forms knowledge,
produces discourse. It needs to be considered as a productive network which runs
through the whole social body, much more than as a negative instance whose function
is repression’ (Foucault, 1980, p. 119). Both users and Big Tech companies can use
power to generate social change. Oppositional power to domination is often coined as
a resistant entity, but as power is a transformative capacity, resistance is just a classifi-
cation of power and not a different subsistence. Resistant practices by platform users,
such as rewiring smart speakers and using ad blockers are categorically lesser forms of
power compared to the dominant practices by Big Tech companies, but they are not
powerless. Since Big Tech companies own the platforms and data, the distribution of
the transformative capacity of power as a medium becomes asymmetrical. Big Tech com-
panies seem to have users entrapped in a state of domination.

The cynical twist in this use of power is that Big Tech companies give users the illusion
of freedom through providing spaces of possibilities, although these are formatted spaces
of participation. Exemplary is Meta’s upcoming Metaverse, which is a blend of augmen-
ted and virtual reality. Meta datafies users” bodies, movements, and perceptions so that
any interaction in the Metaverse is experienced as an act out of users’ own agency. How-
ever, considering the Metaverse as a platform of surveillance shows that the individual
becomes a dividual that is scattered over the platform through datafication (Deleuze,
1992). This digital surveillance through real-time monitoring in ever finer granularity
creates a data gaze that constructs data subjects who are reduced to economically exploi-
table metrics. The nudging and monitoring of users through data operationalizes digital
surveillance that establishes subjugation and subjectification. A platform such as the
‘Metaverse’ might be experienced as a free space for resistance by users, but the asym-
metric distribution of power in this space governed by Meta ensures that domination
overshadows freedom.

The data gaze of Big Tech reduces users to quantifiable bundles of data points. To
some extent, data practices display similarities to Orientalizing (Said, 1979), as they
colonize their users through data. From a post-colonial perspective, institutionalized
forms of power do not only attempt to own subjugated people in material terms
(e.g., land, resources, labour force), but try to determine their cultural identities, social
configurations, and histories. This shaping of cultural identities is embedded within
how people and their practices are represented. Such a post-colonial perspective is a
useful lens in critiquing and challenging dominant power asymmetries in the context
of digital surveillance and datafication, as it provides theoretical foundation for the
evaluation of ethical implications of datafication; it opens a way of examining data
and the act of datafication as a tool of power and the shaping of subjectivity (Schie
et al., 2020). A post-colonial lens emphasizes the value of a kind of user literacy that
involves how data practices become normalized in users’ ecologies. Through the design
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of interaction possibilities and connected sensors, Big Tech companies decide what
parts of a complex social, cultural, and physical reality are worth taking note of while
creating invasive, expansive, yet reductive representations of users in the language of
data. Data are not just exploitable metrics but are communication- and framing devices
that take selected parts of social reality and embed these in narratives that organizations
use to make decisions over target groups. This puts these organizations in a powerful
position of determining the meaning of data in data narratives and what consequences
these have on the present and future. Users have little to say about how they are looked
at and represented in data narratives. It is through these practices that companies clus-
ter, categorize, and label them with algorithmic identities (Cheney-Lippold, 2011). This
is not to claim that current power imbalances in affluent digital societies are equal to the
horrific plight of colonized peoples throughout history. The point that we want to make
is that the principles at work in data discourses reflect in essence the same one-sided
identity formation and control through framing practices by powerful organizations
over targeted populations.

While users’ agency is not fully devoid of control, the design of data-driven systems
determines to a substantial extent what their data representations look like. Automated
systems draw from user input in data-driven feedback loops that strive for optimization,
usually with the goal to increase economic returns. They are responsive to user input to
be able to observe, learn, and manipulate. In addition, users are subjectified into perfect
attentional consumers willing to provide information about themselves when their atten-
tion is captured (Williams, 2018). For example, the longer YouTube can hold user atten-
tion by recommending yet another dog video, the more behavioural data users supply to
Alphabet. It is through the design of devices and platforms that Big Tech companies
determine how attention is captured, what data are collected, and what sort of subjects
users are shaped into.

Although states of domination on each of these platforms might indicate that users are
merely subjugated, they are most certainly subjectified through the entanglement of all
these platforms in users’ daily routines. Within users’ personal media ecology, these com-
panies datafy users by connecting themselves to their identity. Contemporary surveil-
lance capitalism leaves little space for people to reject the presence of Big Tech in their
lives due to their dependence on its services. However, critical data literacy can enable
individuals - in their dual role as citizens and users - to recognize possibilities for criti-
cally engaging with the omnipresence of Big Tech in different ways, such as questioning
their dominance, re-appropriating digital media affordances for their own goals, as well
as individual and collective resistance through politicizing data practices (e.g., demand-
ing regulation, boycotting brands (Gray et al., 2018)). The conceptual issues that are laid
out in the above theories about power demonstrate the necessity of critical data literacy in
questioning power relations that get normalized over time.

Data communication and ‘black-boxing’
Communication about data practices

To most users, datafication processes through and behind Big Tech’s interfaces appear
invisible and the inner workings of algorithms are perceived as hidden within a black
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box (Pasquale, 2015). Information around applications and platforms seems opaque,
imprecise, unclear, distracting, confusing, and difficult to understand. Claims about
unexplainable artificial intelligence (AI) even from experts contribute to an aura of
vagueness and secrecy around data practices and their consequences. Ideally, clear
communication informs users about the exact purpose and extent of data collection,
data analysis, data retention, and data sharing (Jia & Ruan, 2020). Users should be
able to understand what they sign up for through informational content such as
app store pages, consent forms, pop-ups, terms and conditions, and privacy policies.
These interventions, even if demanded by law, hardly increase transparency and acces-
sibility (Oeldorf-Hirsch & Obar, 2019). Content and formats are often too long and
complex or entirely absent, so users cannot make well-evaluated decisions over
whether they comply with the terms presented to them. Users usually learn very little
about how the data gaze creates a representation of them that serves specific organiz-
ational objectives.

Communication can create awareness, counter misconceptions, inform about benefits
and risks, and build trust. However, Big Tech companies approach communication
mostly through a Public Relations (PR) lens. They use keywords and make promises
but eventually fail to inform about data practices openly and effectively. Admittedly,
full transparency about data practices is not in the interest of data-driven companies,
since secrecy is integral to the business models that enabled rapid growth and reaping
enormous profits.

Communication about data practices is a multidimensional process that happens at
different stages and moments of engagement with a digital system. It starts with the initial
download and installation, through the sign-up and setup of a system (e.g., profile cre-
ation), to the eventual usage and sign-oft or deletion of the application. Communication
includes informational content (e.g., terms and conditions, PR, advertising) but is also
deeply embedded within the constant interaction with data-driven products and services
in users’ media ecologies.

Algorithmic transparency and the myth of the black box

One solution that is suggested for rectifying the power imbalance between users and Big
Tech is more transparency about algorithmic decision-making. Companies tend to keep
their algorithmic designs secret, in effect black-boxing their mechanisms of control. This
does not necessarily mean that algorithms are truly impossible to understand. Indeed, the
algorithmic code itself is not publicly accessible, but users see how their input affects the
outcomes within the interface (Ytre-Arne & Moe, 2021). More important than math-
ematical formulas translated into lines of code are the social contexts in which algorithms
have an effect and how they are shaped by actions outside of the technical (Amoore,
2020). In line with Latour (2005), Bucher (2018) proposes a technography of algorithms
for studying them as assemblages that occur in a specific time and space. Observing when
algorithms are happening as an event through the interaction of inputs could help with
charting the epistemological process to the output. Users can discover and make use of
algorithmic affordances without advanced technical knowledge about machine learning
and predictive statistics. Algorithmic functioning can be experienced through the way
users make use of them. For example, through watching videos on YouTube and
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examining changes in recommendations, users discover the machine learning practices
behind the user interface, without interacting with algorithms on a technical level. In
this way, audiences could develop the critical understanding of algorithms needed to
judge them and hold their creators accountable (Kemper & Kolkman, 2019). Recognizing
algorithmic patterns and their effects does not come naturally but depends on targeted
educational interventions paired with transparent communication about data practices.
Cultivating such awareness and understanding is not per se dependent on numeric-/
mathematical literacy.

Where current calls for transparency are about the technical dimension of algor-
ithms behind data-driven interfaces, we argue that demanding transparent communi-
cation about the black box of algorithms is more urgent. As Bucher (2018) shows,
tech companies frame their algorithms as strategic unknowns. For Big Tech, ‘cultivating
ignorance is often more advantageous, both institutionally and personally, than culti-
vating knowledge’ (McGoey, 2012, p. 555), as it allows to excuse themselves for the
detection of issues that were allegedly undetectable beforehand. Strategic unknowns
provide companies with ways for not taking responsibility through layers of induced
ignorance. When scandals emerge, companies can immediately jump the bandwagon
and apologize for the programmed unknowns within their products and services
(e.g., when Alphabet’s AI labelled black people as gorillas (Nieva, 2015)). The black
box metaphor has become a communication strategy that is pulled by Big Tech to
avoid taking responsibility for mistakes and for legitimizing (un)intended abuses of
power.

Instead of arguing for more transparency in algorithmic code, users should call for
more transparency in communication about algorithms, i.e., what their goals are,
how they work conceptually, and what data they use. However, it is important to
consider the limitations of transparency since making processes within algorithmic
designs visible does not per se lead to fairness, trust, and net-wins for users (Ananny
& Crawford, 2018). A broader view is needed that critically evaluates the context in
which data-driven Al is deployed, including all relevant actors (companies, regula-
tors, users).

Big Tech companies should no longer portray their own algorithms as unknowns and
black boxes but rather take responsibility and accountability for the algorithmic decisions
that they set in motion. The same black box metaphor extends itself to data ownership.
One example is how in 2019 Alphabet excused itself for unknown microphones in its
Nest alarm systems that were not even present in the patent blueprints of the device.
Although Google publicly apologized for the microphones and claimed they were not
meant to be secret, the communication on their data practices still invokes the idea
that the company itself is uncovering the unknowns at the same time as its users.
These kinds of scandals show how power is a medium of social change that is expressed
by users. There is a clear desire for more agency and transparency by users of Alphabet’s
services, while there is also the need to use these services. For users, breaking the black
box is essential to express their power to eventually generate transformative change in
how these companies operate. To counter excuses based on its own black boxes, it is
essential to study how Big Tech frames algorithms and tech specs as unknowns, for
whom, and for what purpose.
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Data communication and critical data literacy
Recognizing data practices and discovering affordances

Interfaces are the time and space in which the assemblage of inputs comes together as an
output for users (Galloway, 2012). The interface is a medium and primary lens for the
data gaze. It frames the user in specific contexts and converts behaviour into data points.
The sensors that enable this gaze are not limited to the functionalities that are visible to
the user but are partly hidden to capture valuable exhaust data (Kitchin, 2014).

To unpack interfaces, it is important to centre on the elements that invite users to
engage with them in specific ways. These affordances steer the interaction that users
have with the technology through e.g., the use of buttons, ways of scrolling through an
interface or using a search engine (Hartson, 2003). Affordances can be examined in
ways of communication, as they invite users to do things, but the underlying data prac-
tices and potential forms of surveillance behind them are not always visible or self-expla-
natory. For example, Facebook built the News Feed and its interaction possibilities as an
important affordance to consume content. Through constant interactions with interfaces,
users grow into specific patterns for engaging with these interfaces in what become con-
ventionalized ways.

Critical data literacy and data emancipation

To describe this learning process through conventional interactions that users have with
Big Tech interfaces, we use the term literacy. Conceptually, literacy concerns ‘the
relationship of learners to the world, mediated by the transforming practice of the
world taking place in the very general milieu in which learners travel” (Freire & Macedo,
1987: viii). Users become literate about the ways in which platforms require interactions
from them and what data they need to operate (Crary, 2014). Whenever users interact
with Big Tech interfaces, they become literate to the interactions that they have with
these, which could be a smartphone, a laptop screen, or a voice-controlled device such
as Alexa. When operating systems such as Android and iOS dominate the market, Alpha-
bet and Apple can monopolize the ‘grammar and vocabulary’ needed to become profi-
cient in using their devices. The predominant position of Big Tech is indirectly
responsible for shaping users’ literacy.

There are possible alternatives to dominant modes of inducing literacy in technology
use. Most pressingly, the idea of literacy needs to expand to abilities in understanding
data practices and critically scrutinizing communication strategies of tech companies.
Users would benefit from being literate in how data and algorithms are considered
black-boxed, while simultaneously comprehending the technography of how algorithmic
outputs are formed by different connections that are made in the assemblage of algorith-
mic decision-making represented within the interface. This kind of literacy is what we
put forward as critical data literacy.

In recent years, data literacy became an important research concept in the intersection
of critical data studies, media literacy research, and media studies. We can generally
differentiate between technical-practical definitions (Wolff et al., 2016) and critical-con-
ceptual ones (Gray et al., 2018). These should not be seen as separate boxes, as practical
skills and conceptual understandings connect. More technical definitions of data literacy
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focus on (basic) knowledge about statistics and numeric skills (Gould, 2017). For
example, being able to read data visualizations is considered an important skill for
informed citizens (Kennedy et al., 2020). In a broader sense, ‘technical’ data literacy
also relates to practical internet skills, and computer skills (Frank et al., 2016). Criti-
cal-conceptual proposals move beyond technical skills. They prioritize conceptual
knowledge and skills in critical thinking about datafication and automation (cf. Carmi
et al., 2020; Pangrazio & Selwyn, 2018), especially regarding the impact on individual
privacy, fairness, equality, inclusion, safety, and access to technological benefits and free-
dom (Park, 2013). Both general types of data literacy aim for individual empowerment.

Building on Gray et al. (2018), we argue that a focus of data literacy on numerical and
statistical knowledge is important but too limited to deal with the societal and political
implications of datafication. It may be unrealistic to expect large proportions of society
to acquire hands-on skills in statistics. What is required is an infrastructural way of think-
ing: to examine the extent to which platforms are influencing data practices and users’
perception of them (Gray et al., 2018). We propose that critical data literacy determines
how aware users are of datafication processes and how much they understand about their
impacts. It transcends practical skills relevant for using data and expands into a concep-
tual understanding of data as tools of control, media of communication, and powerful
framing devices in narratives that have effects on users individually and collectively.
Critical data literacy then becomes a prerequisite for individuals to effectively engage
in critical debates about data justice (Dencik et al., 2019) and data politics (Jorgensen,
2021). Other related forms of literacy are coding literacy (Vee, 2017) and algorithmic lit-
eracy (Silva et al.,, 2022). Coding literacy challenges us to view programming as a use of
language with all the social, cultural, and political implications that this entails. Algorith-
mic literacy focuses on laypeople’s conceptual understanding of algorithms commonly
subsumed under Al Both forms of literacy have strong links to our proposal of critical
data literacy and can be viewed as specializations within its framework.

Critical data literacy by itself neither leads to a more cautious stance towards data
practices per se nor automatically increases the likelihood of an individual user to proac-
tively take data protection measures. People may know a lot about data practices and
their potentially negative impacts, but they may not care, simply resign, or willingly
accept risks for having access to the value that they see in digital technology (Solove,
2021). Yet critical data literacy is the fundament for making better-informed choices
about the use of data-driven technology and developing a political stance on datafication.
This is the starting point for exploring forms of political action and resistance, provided
critical data literacy is combined with education about emancipatory strategies (Pangra-
zio & Selwyn, 2019). Critical data literate individuals can better protect their personal
data by understanding privacy settings, may consider data practices as a factor in choos-
ing between digital services, possibly boycott and protest tech companies, and contribute
to the politicization of datafication by demanding regulation from political decision-
makers. Each of these actions need concrete strategies to move from critical data literacy
as a mere foundation for awareness to a catalyser for change (Pangrazio & Sefton-Green,
2020).

Building data literacy at several fronts through (public) education, critical news
reporting, and transparent communication by ethical data-driven organizations could
lead to the formation of data civics that are capable of challenging current power
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imbalances politically (Andrejevic, 2020). While strong arguments have been made for
formally including data literacy into educational policies (Knaus, 2020), it is for the Euro-
pean context largely unclear whether, where and how exactly the issue is integrated in
school- and university curricula. There does not seem to be a concerted effort in the
form of European and/or national education policies. Considering the transnational
scope of the challenge and how tech companies try to exploit national legal frameworks
to their benefit, taking a European-transnational approach seems necessary for the Euro-
pean context. Within the European Union (EU), collaboration and alignment in regulat-
ory responses to big tech have led to some successes in the past (e.g., the GDPR or Digital
Services Act). In respect to education, the EU has infrastructures for the exchange of
knowledge and educational policies that could facilitate the formal introduction of criti-
cal data literacy across member-states.

Current forms of using resistant power as a transformative capacity for social change
are some political institutions that attempt to make citizens more critical data literate.
Examples are new EU legislations such as The Data Act which ‘will ensure fairness in
the digital environment, stimulate a competitive data market, open opportunities for
data-driven innovation and make data more accessible for all’ (European Commission,
2022). Such legislation should provide platform users more access to data, allow them
to switch easily between cloud data-processing services, and safeguard against unwanted
data transfers. While this can appear abstract for average EU citizens, such measrues
could become more tangible through representation via local aldermen and councilors.
An example is the representative for Digitalization, Citizen Services Participation, and
EU Affairs in Frankfurt, Germany. Also, European cities such as Barcelona and Frankfurt
are investing in new digital structures of institutionalized citizen participation to enable
citizens to engage in the future of their city through different digital formats. Critical data
literacy is taken more seriously among some European politicians but still requires
broader macro-legislations before these resistant forms of power can be classified as
power that is not dominated by Big Tech. The growth in critical data literacy amongst
platform users should therefore not only generate more awareness of datafication prac-
tices, but above all social change through data ownership. As digital republics like Estonia
have shown, investing in both digitalization and critical data literacy gives citizens more
trust in black-boxed data practices and their governance (Tsap et al., 2020). Just as Esto-
nian citizens feel more empowered in their personal control of privacy and data (Priisaul
& Ottis, 2017), others worldwide would be able to politically participate more in their
governance if they become as critical data literate as the average Estonian.

Governments are not the only actors that can and should lead critical data literacy
initiatives. Governmental organizations themselves make use data and Al in ways similar
to tech companies (and often use technology services from the private tech sector). This
can entail the intended or unintended negative effects of current data communication
mentioned above. State institutions need to be held accountable for their data practices.
A third critical perspective is needed through journalism and organizations in the civil
society (e.g., Netzpolitik.org in Germany or Privacy International in the UK). Second,
building critical data literacy should not be confined to primary, secondary, and higher
education but needs to be possible for diverse demographic groups in society. The limited
scope of public education needs to be supplemented by civil society organizations and
NGOs (e.g., School of Data Germany).
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Communication practices of data-driven organizations can have an impact on users’
understanding of datafication and automation. Clear communication about how data is
being collected, stored, shared, processed can create trustworthiness and confidence
while it may address potential risks and how organizations deal with them. Some tech
companies such as Apple began to acknowledge this. However, it is important to criti-
cally assess Apple’s policies against the background of fierce competition between Big
Tech companies. Ethical data practices may become additional selling points without
addressing the core issues of subjugation and subjectification. Critical monitoring of
data practices in the private and public domains by e.g., independent journalism and
non-governmental organizations are indispensable for a transparent information ecosys-
tem about data practices.

Conclusion

This conceptual paper explored the role of communication around data practices of Big
Tech companies. Through using theories and concepts from different fields, we pro-
vided an interdisciplinary understanding of datafication that demonstrates the value
of critical data literacy. We argue that communication should be examined from
three perspectives that matter in the appropriation of data and subjectivity of users.
First, communication about the controlling practices of Big Tech companies is molding
users into subjects who automatically opt-in for surveillance when entering a platform.
Simultaneously, these companies colonize users’ routines and appropriate their data.
Through this data colonization, they frame users into data identities as compilations
of metrics. Second, by communicating about their algorithms as black boxes, Big
Tech companies deploy strategic unknowns that legitimize their abuses of power regard-
ing their data practices. By enforcing the concept of the black box, companies obscure
communication about their data practices that users then often subliminally accept.
Third, the logic in which communication is mediated through the interfaces of Big
Tech platforms is normalizing the subjectification by these companies through their
control over the discourse.

Although the controlling practices of Big Tech companies seem inevitable, we have
outlined ways that may empower users to take control over their data and subjectifica-
tion. We suggest that critical data literacy, as a way of becoming aware of datafication
practices and the molding of user perceptions, offers ways of questioning controlling
practices. Big Tech companies may not have much interest in critical data literacy, as sus-
taining the strategic unknowns of their technologies allows them to remain in a position
of power and deniability. By making strategic unknowns known, users would be able to
call out Big Tech companies on their subjugating practices. As Big Tech companies might
not proactively encourage users to develop this literacy, critical data literacy should be
promoted and initiated by governments. A first step to demonstrate the value of critical
data literacy by governments would be appointing local, national, international ministers
and ambassadors with a focus on datafication practices, data transparency, and educating
people in their critical data literacy. There is need for a concerted effort to integrate criti-
cal literacy systematically in educational programs of schools and universities. It is from a
moral and ethical obligation that governments and users should challenge data practices
and foster empowerment.
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One might ask to what extent tech companies can act ethically and remain economi-
cally viable. Search-engine platforms such as Brave, DuckDuckGo, and Swisscows show
that it is possible to be an ethical company while sustaining growth. These companies
provide de-personalized search results for their users and block trackers, which means
that users are using data without simultaneously being datafied. When looking at the
Big Five, it seems like a longshot that these companies would adapt their business
model to the logic of these smaller platforms. However, these examples illustrate alterna-
tives that users could imagine outside the scope and logic of Big Tech data practices.

The question remains what communication research could practically contribute. We
argue that communication research is vital in analysing the power of Big Tech companies
and should explore ways of addressing data ownership with or without the intervention
of Big Tech companies. As this conceptual paper argues, a communication perspective
offers an interdisciplinary intervention by combining different theoretical lenses on
the communication relationships between users and Big Tech. Focusing on black
boxes and the PR by these tech giants obscures the real issue with user communication.
Communication research should investigate the normalizing communication on data
practices by these companies to give users control over their media ecologies and their
data.
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