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ABSTRACT
The growing number of employee-introduced IT solutions creates
new attack vectors and challenges for cybersecurity management
and IT administrators. These unauthorised hardware, software, or
services are called shadow IT. In higher education, the diversity of
the shadow IT landscape is even more prominent due to the flexible
needs of researchers, educators, and students.

We studied shadow IT and related cyber threats in higher edu-
cation via interviews with 11 IT and security experts. Our results
provide a comprehensive overview of observed shadow IT types
and related cyber threats. The findings revealed prevalent cloud and
self-acquired software use as common shadow IT, with cybersecu-
rity risks resulting from outdated software and visibility gaps. Our
findings led to advice for practitioners: manage shadow IT respon-
sibly with cybersecurity best practices, consider stakeholder needs,
support educators and researchers, and offer usable IT solutions.

CCS CONCEPTS
• Security and privacy → Usability in security and privacy;
Social aspects of security and privacy.
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1 INTRODUCTION
Higher Educational Institutions (HEIs) manage an ever-increasing
demand for high-quality and extensive IT services that combine
a regular “corporate” IT environment with collaboration software
for students and researchers, innovative research equipment, and
blended learning tools. Some researchers call HEIs “the least secure
place in the universe” [2]. HEIs deal with large amounts of (personal)
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data, intellectual property, and computational power, making them
attractive targets for malicious actors.

Another trend also in HEIs is growing shadow IT, i.e., “hardware,
software, or services built, introduced, and/or used for the job without
explicit approval or even knowledge of the organization” [6]. A re-
cent survey1, revealed that 46% of IT directors agreed that “direct
purchasing of SaaS and other non-sanctioned software by individu-
als and business units makes it impossible to protect all their data,
systems and applications” and 21% of participants reported shadow
IT-related cyber incidents. Shadow IT can be deployed by depart-
ments, end-users (incl. students), or research groups to get work
done with no malicious intent (e.g., research groups in Whatsapp,
freemium tools for integrating digital whiteboards, in-lecture vot-
ing apps, virtual cloud machines for research, and other). Security
risks of shadow IT have been highlighted in the literature [7]. On
top of it, shadow IT introduces issues related to compliance, lack
of integration with other IT, and loss of synergy. With these risks,
it would be obvious to ban all shadow IT in HEIs, if it were not
for the value that shadow IT brings. Identifying and managing all
shadow IT instances would not be possible or pragmatic, and there
is evidence that sanctioning is not a practical solution to shadow
IT occurrence [6]. Moreover, shadow IT systems can be innovative
and a helpful response to a lack of organizational agility.

Many institutions take a risk-based approach to shadow IT and
cybersecurity, aiming to get a grip on the risks of shadow IT instead
of banning the phenomenon. Thus, our study aims to gain empirical
insights into shadow IT presence and the related cyber threats
within higher education organizations as the first step towards
comprehensive cybersecurity risk management on this topic.

This paper presents the preliminary results of the first quali-
tative study of cyber threats of shadow IT with 11 experts from
Dutch HEIs. We extended the existing taxonomy of shadow IT by
Mallmann et al. [11] with an inventory of shadow IT types in Dutch
HEIs. We explore the cyber threat landscape of HEIs through the
lens of CORAS threat modelling notation and provide recommenda-
tions on enabling the responsible use of shadow IT and improving
cyber risk management in this light.

2 RESEARCH APPROACH
Following the study aim, we formulated our research questions:
RQ1: What types of shadow IT are observed in Dutch HEIs?
RQ2: What cyber threats do experts associate with shadow IT?
RQ3: How cyber threats are connected to specific shadow IT types?

1Forbes Insights and IBM 2019 Survey Report “Perception gaps in cyber resilience: Where
are your blind spots? The hidden costs of shadow IT, cloud, and cyber insurance.” Report
available at: https://edu.nl/eadeq. Slides: https://edu.nl/evxjj.
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Variable Scale Mean/SD Distribution
Institution type 63% Higher Professional Education (HBO); 36%

Scientific Education (WO)
Role 36% CISO; 45% Security and/or Privacy Officer;

18% Other
Years at institution Years 14.93

±10.35
27% worked 5 years or less; 9% worked 6-10
years; 27% worked 11-20 years; 27% worked >
20 years; 9% did not report;

Work experience Years 25.67
±8.35

27% had 10-20 years; 27% had 21-30 years; 27%
had > 30 years; 18% did not report

Security education 63% had it; 18% did not have; 18% did not report
Participants were directly asked if they have security and privacy-related educations or certifi-
cates (e.g., CISSP or DPO).

Table 1: Demographics of the participants

To address these questions, we conducted semi-structured inter-
views with 11 experts working at various Dutch HEIs. To recruit the
participants, we adopted a mixed method approach combining max-
imum variation purposive sampling and convenience sampling [12].
We interviewed security experts from the policy side of cybersecu-
rity practice (such as CISOs) and the more practical side (such as
SOC analysts and CERT members) with almost 15 years on average
working in the institution. Table 1 shows the demographics of our
participants and the organisations they represent.

The semi-structured interviews were designed to answer RQs
through the lens of the cyber threat-related concepts in the CORAS
notation [10]. This way, we aimed to reveal emerging patterns
among shadow IT types and associated cyber threats.
Ethics: The study was approved by Utrecht University’s Science-
Geo Ethics Review Board (ref. Beta S-22770). Participant consent
was obtained after informing them of the study details, risks, and
our use of collected information. We anonymised the interview
transcripts and analysis project to protect our participants’ privacy
and mitigate possible risks for them and their organisations. The
participants were asked to review the anonymised transcripts and
provide final consent for their publication.
Data analysis:Weemployed a coding process inspired by grounded
theory [3], a widely used approach [1, 8]. Two authors coded
shadow IT types based on Mallmann et al.’s taxonomy [11]. The
CORAS notation was used to facilitate discussion and analysis of
cyber threat components. Through threat modelling, we linked the
observed shadow IT types with perceived cyber threats and shed
light on the threat landscape for HEIs and the impact of shadow IT.
Code Saturation: To assess thematic code saturation, we followed
Guest et al.’s approach [5] by comparing new codes for each run
consisting of three interviews to a base set of four interviews. After
two runs (totalling ten interviews), we achieved saturation with 0%
new codes for shadow IT types and 2.7% for threats, indicating a
comprehensive understanding of emerging themes in the topic.

3 RESULTS
The eleven interviews resulted in a codebook of 63 codes: 18 for
types of shadow IT and 45 for the different components of threat
modelling, which were applied 448 times. We present the most
prominent results for each RQ and the related quotes from our
experts (E01-E11).
RQ1 - Types of Shadow IT: Figure 1 shows the identified types of
shadow IT with the groundedness and coverage metrics per code.

Self-made solutions (32/8)

- Spreadsheets & databases  (15/6) 

- Self-developed software  (11/3) 

- Ad-hoc coupling of systems  0(3/3) 

- Self-built websites   0(3/2)

- Web-apps     (12/5) 

- Cloud productivity suites (11/6) 

- Cloud storage    (9/6) 

Unapproved cloud services (31/9)

Shadow IT occurrences (157/11) 

- Unmanaged PCs    (14/6) 

- Research equipment   (10/4) 

- Server hardware    (9/4) 

- Mobile phones and tablets  (4/2) 

- Control systems and OT  (3/1) 

- AV equipment    (2/1) 

- Networking devices   (2/2) 

- Devices managed by others (2/1) 

- Storage devices    (1/1)

 

Self-acquired devices (47/8)

- Unspecified software (29/9) 

- Locally installed apps (18/7)

Self-acquired software (47/10)

Figure 1: Shadow IT types with groundedness and coverage

Groundedness is the frequency of the code across all interviews,
while coverage shows how many interviewees mentioned this code
at least once. All experts agreed to a common shadow IT definition
beforehand, yet not all of them identified types from every category.
Self-acquired devices is the most varied category of shadow IT.
The top three frequently mentioned examples are ‘unmanaged PCs’,
‘research equipment’, and ‘server hardware’.

“We also have a [unit], and you also have all kinds
of equipment with computers built in that is also not
purchased centrally. Then an [research device] comes
in, and there’s a [legacy] device in there. " [E07]

Self-acquired software is the next most frequent shadow IT type
among our experts that mentioned ‘unspecific software’ and ‘locally
installed apps’ as related types.

“[. . . ] those teachers who think they should have the full
version of [software] and the [department] thinks they
shouldn’t, so the money isn’t there for it, and who then
just [. . . ] download a cracked version, because ‘I have
to have it for work’. [. . . ] that too is not stopped.” [E01]

Self-made solutions include mainly ‘spreadsheets and databases’
duplicating data from official systems and ‘self-developed software’
created by researchers for their own use:

“There are the researchers who are developing some-
thing anyway, put it into production, and we don’t ac-
tually know what they are doing. Besides, they haven’t
applied privacy and security by design either.” [E04]

Unapproved cloud services included three types of cloud-based
services deemed shadow IT instances: ‘web-apps’, ‘cloud storage’,
and ‘cloud productivity suites’.

“We have our friends here from [a specific department]
who [...] have everything running at [a shadow cloud
provider]. They have their ownmail domain on [provider]
they have their own [cloud productivity tool].” [E01]

RQ2 - Cyber Threats of Shadow IT: Due to space limit, we
focus on the identified vulnerabilities (see the full list in Table 2).
Our experts frequently mentioned ‘outdated software’ containing
known security flaws:

“Well, the server was also not managed very profession-
ally, so security patches were not installed. So yes, it
had been an easy target to get in for a hacker [. . . ] from
the outside [. . . ] to attack our network.” [E05]
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Table 2: Shadow IT Types and Vulnerabilities Co-Occurrence

The items on axes are sorted by the number of times mentioned in total. The table
provides insight into the density, the number of links from a code to other codes,
of the different vulnerabilities and shadow IT types.
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Self-aquired Unmanaged PCs ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕ ✕
devices Research equipment ✕ ✕ ✕ ✕ ✕ ✕

Server hardware ✕ ✕ ✕ ✕ ✕ ✕ ✕
Mobile phones and tablets ✕ ✕ ✕ ✕
Control systems and OT ✕ ✕ ✕
AV equipment ✕ ✕ ✕
Devices managed by others ✕
Networking devices ✕ ✕
Storage devices ✕ ✕

Self-aquired Unspecified software ✕ ✕ ✕ ✕
software Locally installed apps ✕ ✕

Unapproved Web-apps ✕ ✕ ✕ ✕ ✕ ✕ ✕
cloud Cloud storage ✕ ✕ ✕ ✕ ✕ ✕ ✕
services Cloud productivity suite ✕ ✕ ✕ ✕

Self-made Spreadsheets and databases ✕ ✕ ✕ ✕
solutions Self-developed software ✕ ✕ ✕

Self-built websites ✕ ✕ ✕
Ad-hoc coupling of systems ✕ ✕ ✕ ✕ ✕

A ‘lack of control of data’ cannot be directly exploited by a threat,
but it was used by our experts to describe what enabled further
problems with shadow IT. A ‘lack of access control’ was mentioned
when there is insufficient access control:

“Whowould know that if you go to [application].domain.nl/
employees.csv that you would simply get all the employ-
ees with all dates and addresses” [E01]

RQ3 - Relations of Shadow IT Types and Cyber Threats: In our
study, we see an occurrence of shadow IT as a tangible thing. Thus,
in CORAS, we can relate it to a vulnerability that may be present in
a specific shadow IT type and potentially be exploited by a threat
actor to attack organisational assets. To explore the role of shadow
IT in the cybersecurity landscape, we build a co-occurrence matrix
for identified shadow IT types and vulnerabilities (see Table 2). We
marked a co-occurrence when an expert mentioned a vulnerability
strictly related to an occurrence of shadow IT.

‘Outdated software’ is related to all types of shadow IT, except
for spreadsheets and the different cloud services. By now, this is
clearly a top-of-mind concern for our experts across organisations
and applicable to most of the IT landscape [4, 9].

Among vulnerabilities, ‘re-used passwords’ stands out due to
limited semantic overlap with other categories. This uniquely chal-
lenges certain shadow IT types: user-chosen passwords for cloud
services and devices, and an application or device is not linked to
the single sign-on solution of the institution. Mobile devices, how-
ever, use passcodes instead. If a weak passcode is used, it becomes
a lack of access control issue, allowing unauthorised access.

We can also group vulnerabilities by specific shadow IT types.
For example, for cloud services, ‘re-used passwords’ and ‘lack of
contracts with the supplier’ are distinctively visible. ‘Lack of contract’
for a cloud service is similar to ‘not actively managed’ for self-
acquired devices: nobody looks after the security and data of the

system in your interest. Self-acquired devices have some specific
issues that are not perceived for other shadow IT types, such as the
unsuitability of the hardware.
Recommendations: We also identified a number of security mea-
sures mentioned by our experts. To minimise shadow IT, our expert
suggested learning about the users’ preferences, monitoring the
network, and providing employees with managed devices. For de-
vices that were initially unmanaged, it was suggested to take those
under the managed umbrella as soon as they became known, and to
provide managed alternatives: “At one point we adopted the policy of:
yes, we can also manage [network attached storage systems]. [. . . ] If
you want, we also manage your [(unmanaged) storage] [. . . ]. We have
deployed large-scale central storage [. . . ] with redundancy, backup,
ransomware protection, [etc]. ” [E07]

4 CONCLUSION
This paper presents the first qualitative study of cyber threats from
shadow IT in HEIs, identifying prevalent types and associated vul-
nerabilities that can lead to cyber threats. One of our interviewees
called shadow IT an ‘unknown unknown’. Our findings show that
shadow IT is ingrained in the IT environments of HEIs. Interviews
with 11 experts highlighted that almost every IT form has a shadow
facet. A taxonomy of types is established, expanding on Mallman
et al.’s framework and exploring links to vulnerabilities and cyber
threats. Finally, we report recommendations for practitioners on
enabling the responsible use of shadow IT and improving cyber
risk management in this light.
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