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COMMENTARY

Hacking Corporate Smart Cities Under COVID-19: Towards a
Smart Governance Approach
Huaxiong Jiang a, Haozhi Pan b, Yanliu Lin c, and Stan Geertmanc

aFaculty of Geographical Science, Beijing Normal University, Beijing, China; bSchool of International and
Public Affairs, Shanghai Jiao Tong University, Shanghai, China; cDepartment of Human Geography and
Spatial Planning, Utrecht University, Utrecht, the Netherlands

ABSTRACT
The COVID-19 pandemic has imposed huge challenges on smart
cities, requiring a reimagining and transformation of their
governance structures. This viewpoint argues that a smart
governance approach should be applied to remodel the uniform,
often technocratic and corporate-led way of coping with COVID-
19 in the smart city context. There is a need to develop more
technology-enabled collaborative actions across sectors and
among various actors to recover better from the pandemic. A far-
sighted view is also needed to build citizen-centric open
governance capacities—the emergent character of mass
participation in cities—for readiness, responsiveness, and long-
term resilience. The need for a robust communication policy is
highlighted to transmit well-timed and critical information to a
range of actors interested in smart city transformation.
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Smart City Operations During the COVID-19 Pandemic

The COVID-19 pandemic has significantly affected cities, overwhelming healthcare
systems, disrupting urban life through lockdowns, and causing severe economic reper-
cussions (Sharifi 2022; Jiang, 2022). Marginalized communities have been disproportio-
nately affected, revealing existing inequalities. This crisis underscores the need for
innovative approaches to address urban vulnerabilities and strengthen infrastructure
and governance systems (Jiang 2022; Pan et al., 2022).

Across the globe, smart city applications have been widely harnessed and leveraged to
develop and implement innovative solutions aimed at the prevention, mitigation, and
control of the COVID-19 pandemic (Das and Zhang, 2021). By capitalizing on the capa-
bilities of smart technologies, such as Internet of Things (IoT), artificial intelligence (AI),
and data analytics, cities have embarked on comprehensive initiatives to enhance public
health surveillance, facilitate contact tracing, monitor crowd density, and optimize resource
allocation. For instance, a number of contract tracing apps were developed in China, Sin-
gapore, and South Korea (Jiang, 2022). Web portals, social media, and mobile applications
were widely used inWestern countries to engage local governments, firms, volunteers, and
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specialists to co-produce public services, such as access to medication, online education,
and e-payment (Criado et al., 2020; Rajan et al., 2020). Smart mobility solutions, exem-
plified by initiatives like Singapore’s TraceTogether and Safe Entry, provide contactless
payment options and real-time transit information, effectively minimizing physical inter-
actions and bolstering the overall safety and efficiency of transportation networks (Das and
Zhang, 2021). These smart city interventions have demonstrated promising potential in
augmenting the pandemic response efforts, enabling authorities to make data-driven
decisions, and empowering citizens with real-time information to promote adherence to
health guidelines. By implementing these innovative technologies, cities can ensure seam-
less and secure movement while mitigating the risk of virus transmission. Nevertheless, the
overly technology-oriented bias has caused the potential negative effects of smart city appli-
cations upon the public and society and raised critical concerns (Popa, 2020).

A first concern is corporatization, privatization, and neo-liberalization of smart city
applications in handling COVID-19. Informed governance for COVID-19 largely relies
on the role of private big tech corporations or startups in developing and providing techno-
logical solutions for public services. By doing this, corporations gain influence in defining
and maneuvering policymaking. A well-known example is the Health QR Code created
by Alibaba (Lei et al., 2020) that exposed the private information of millions of citizens
and diminished personal freedom through massive surveillance by a mega-corporation.

A second concern is the worsened one-sidedness and marginalization caused by the
digital divide and inequality (Mathrani et al., 2020). Technocratic insights generated via
“big data” approaches leave little room for other urban actors to engage in policy initiatives
even when they are conducive for the COVID-19 response (Sharifi et al., 2021). An over-
emphasis on smart city technologies creates barriers for disadvantaged persons to achieve
their well-being, especially those with disabilities in movement, cognition, vision, and
hearing (Zheng and Walsham, 2021). Besides, as cities rely increasingly on digital technol-
ogies for communication, remote work, and accessing essential services, marginalized com-
munities and underserved populations face barriers in accessing the necessary smart devices
and Internet connectivity. This digital divide widens existing social inequalities, leaving dis-
advantaged individuals at a further disadvantage in benefiting from the full potential of
smart city initiatives. For instance, the digital divide in India exacerbated the inequitable
access to smart devices and reliable Internet connectivity, hindering marginalized commu-
nities from fully engaging with the city’s smart city response to COVID-19 (Jiang, 2022).
Thus, bridging the digital divide is crucial for an inclusive smart city response to urban
emergencies like COVID-19, necessitating targeted efforts to provide affordable devices,
Internet access, and digital literacy programs to marginalized communities.

As a part of smart cities, many scholars highlight that the implementation of innovative
concepts and governance processes within smart governance presents a valuable opportu-
nity to gain fresh perspectives on the transformation and advancement of smart cities.
Here, smart governance “is about using new technologies to develop innovative govern-
ance arrangements” (Meijer et al., 2019: 73), aimed at obtaining more collaborative, demo-
cratic, and transparent urban outcomes. This approach is closely linked to the objective of
improving democratic and responsive processes and transforming the delivery of public
services. However, currently, few scholars have explored the connection between the
two and elucidated the potential value of smart governance in facilitating the transform-
ation and development of smart cities in (post-)COVID conditions.
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Interestingly, the pandemic itself presents a unique opportunity to gain a deeper
understanding of the necessary actions to reshape the trajectory of smart city growth
towards a resilient urban future. This viewpoint argues for the application of a smart gov-
ernance approach to restructure the often technocratic and corporate-dominated
response to COVID-19 within the smart city context. Adding to the previous literature
on how collaboration and citizen-centeredness can be incorporated in smart governance
(Lin 2022; Webster and Leleux, 2018; Meijer et al., 2019), the present study constructs a
conceptual framework of typology of smart governance and the pathways to its realiz-
ation using real-world smart technology applications post-COVID that aim to provide
timely insights into the strategic transformation of smart city growth and offer rec-
ommendations for policymakers and practitioners to foster collaborative, democratic,
and transparent smart city solutions that promote resilience, inclusivity, and sustainabil-
ity in urban environments in the post-pandemic recovery of cities.

This study starts with a theoretical development of three types of smart governance
(state-centric, collaborative, citizen-centric) that have been recognized by previous
literature and illustrated by updated COVID-19 coping cases identified for each type.
Then, three pathways and recommendations are posed for smart city transformation
towards smart cities, with best practices of smart governance identified during
COVID-19. Finally, this study concludes with the main findings and arguments.

Theoretical Development: Why Smart Governance Mattered during
COVID-19?

The seminal works of Meijer and Bolívar (2016) and Jiang et al. (2020) provide valuable
insights into the multifaceted nature of smart governance. Their research, supported by
empirical evidence and theoretical frameworks, explores the integration of ICT in gov-
ernance and its impact on smart cities. Drawing upon their research, we have categorized
the modes of smart governance to encompass the diverse and evolving landscape of gov-
ernance models in today’s urban contexts. Through an analysis of the roles undertaken
by different urban actors, including the state, the private sector, and citizens, as well as a
consideration of the potential advantages stemming from ICT implementation in gov-
ernance processes, we have discerned three distinct modes of smart governance, includ-
ing state-centric smart governance, collaborative smart governance, and citizen-centric
open governance.

In this section, our primary objective is to demonstrate how smart governance can
offer innovative approaches and transformative thinking to address challenges faced
by smart cities during the COVID-19 pandemic. By harnessing the power of ICT and
leveraging the strengths of state-centric smart governance, collaborative smart govern-
ance, and citizen-centric open governance, we can unlock new possibilities for
effective governance, urban resilience, and citizen engagement.

State-Centric Smart Governance

State-centric smart governance is defined as the use of ICT to improve government
decision-making and the implementation of those decisions (Jiang et al., 2020). It
focuses on reorganizing government-internal administrative structures and improving
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the effectiveness and quality of their services. Then, by gathering various data and infor-
mation from sensors, web portals, and other digital tools, governments can have access to
a better understanding of the issues of public administration and services, and thereby
making smart decisions. Process management, coordinated leadership, and partnerships
are important for an integrated approach that crosses different sectors and combines pol-
itical, infrastructural, technological, and social systems (Tomor et al., 2019).

During the COVID-19 pandemic, local governments employed state-centric smart
governance approaches to facilitate informed decision-making and responsive policy
implementation. A notable example is seen in China, where advanced AI tools and
urban data analytics were leveraged to effectively identify and map the distribution of
suspected and infected COVID-19 cases. This application of state-centric smart govern-
ance greatly enhanced the government’s ability to make rational decisions in managing
the crisis (Meijer and Bolívar, 2016). By utilizing these technologies, authorities were able
to gather crucial insights and timely information, enabling them to implement targeted
measures and allocate resources efficiently. In South Korea, disease management systems
were transformed into a large-capacity healthcare system to promote the production of
test kits. In the Netherlands, the Minister of Health, Welfare, and Sport (VWS) launched
the CoronaCheck application and the coronacheck.nl website for people to generate a cer-
tificate, also called the coronavirus entry pass, in the form of a QR code. By using the QR
code, people were able to prove whether they had been vaccinated, or had tested negative,
or already had coronavirus (CoronaCheck, n.d.).

Collaborative Smart Governance

In this conceptualization, smart governance indicates collaborative arrangements between
government, civil society, and the private sector to facilitate more interactive governance
for collective problem solving. Various social media sites, apps, planning support
systems, smart platforms and digital infrastructure have been used by cities in many
countries to build a variety of collaborative spaces such as crowdsourcing space, gamifica-
tion, living labs, fablabs and maker spaces, and smart urban/citizens labs (Lin, 2022;
Webster and Leleux, 2018). These collaborative spaces enable the interaction and com-
munication between different actors and facilitate the sharing of information and knowl-
edge. They may lead to the co-production of solutions to solve urban challenges.

Concerning COVID response, the first government-hosted crisis hackathon—#WeVs-
Virus or #WirVsVirus—was launched, for instance, in Germany during COVID-19 to
provide valuable technical solutions and facilitate the interpersonal information
exchange and learning processes (Chandra et al., 2021). The pandemic also fostered
more collaboration between public and private parties in mobility innovations such as
smart mobility policy (e.g., SUMP Resilient Topic Guidelines at the EU level), data
sharing between local governments and mobility service providers, and shared solutions
(Tsvetkova et al., 2022). Collaborative smart governance helped policy makers and prac-
titioners to frame smart city solutions and engage individuals, communities, and cities in
handling the COVID emergency. It may also stimulate long-term innovations and new
development. However, it remains a challenge to educate citizens, stimulate citizen
awareness, and integrate the outputs of citizen participation in this kind of collaborative
governance that is mainly based on public-private partnerships.
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Citizen-Centric Open Governance

According to Meijer et al. (2019), citizen-centric open governance is the emergent, pop-
up, ICT-enabled massive individualized collective action in cities. The field of crisis man-
agement is often the domain in which citizen-centric open governance operates. Instead
of highlighting the importance of citizen-government relationship, citizen relations are
central to open governance. In this process, technology acts as collaboration infrastruc-
ture that enables different stakeholders, especially voluntary citizens, to provide public
services in a co-production (co-creation) model.

During the COVID-19 pandemic, citizen-centric smart governance initiatives emerged,
showcasing the power of grassroots efforts and individual contributions. One notable
example is the establishment of community-led food distribution networks, where local
groups and volunteers organized to collect and distribute food to vulnerable populations
affected by the pandemic (Kumar et al., 2021). These initiatives employed technology
and social media platforms to coordinate resources, mobilize volunteers, and ensure
efficient delivery of essential supplies, empowering individuals and communities to
address food insecurity and support those in need. Another illustration is the emergence
of mutual aid networks connecting neighbors and community members to provide
various forms of assistance, such as grocery shopping for the elderly and delivering medi-
cation (Jiang et al., 2021). Technology platforms, including social media groups and dedi-
cated websites, facilitated effective collaboration and mutual support among participants.

Furthermore, following the outbreak, technology-enabled connections and decentra-
lized forms of intelligence facilitated the exchange of large-scale, connected, and distributed
data, leading to individualized solutions in response to the pandemic’s impact (Jiang,
2022). For instance, a software developer from Arlington, Massachusetts, voluntarily devel-
oped the website-based platformMacovidvaccines.com to make vaccine information more
accessible to the public (Zdanowicz, 2021). This self-created platform consolidated vacci-
nation programs from across the state, providing free vaccine information and services to
the public. These examples exemplify the potential of citizen-centric smart governance to
foster community resilience and address critical needs during challenging times.

Smart City Transformation from a Smart Governance Perspective

By reviewing the need for innovative, ICT-enabled governance across cities and countries
during the epidemic, this section further answers how smart governance is capable of
providing a new pathway for smart city transformation.

To Reinforce the Digital Capability of Local Governments to Govern During
COVID-19

The need for short-term, smart city transformation comes from the effects of COVID-19
on the health and welfare of individuals, communities, and cities. Short-term transform-
ation in smart cities mainly involved innovating urban devices and improving ICT-based
city infrastructure in response to COVID-19. In many Global South cities, there was a
need for smart cities to center on investing in digital technologies as potential solutions
to the pandemic. In those cities, there was a lack of efficient technological capabilities
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to curb the spread of COVID-19, so it was a top priority of short-term public policy to
improve the availability of smart city infrastructures for COVID-19 control (Nurwaesari,
2021; VNA, 2020). In China, the government was trying to promote the use of robots and
telemedicine as supplemental to basic infection prevention measures across the whole
country (e.g., promoting telemedicine systems to improve hospital capabilities)
(Hornyak, 2020; Sharma, 2020).

There were efforts in many cities are tried to integrate COVID-19-related data gath-
ered from various sources (e.g., city sensors, governmental portals, individual-based
social media) to develop COVID-19 dashboards and maps. Via visualized information,
citizens were alerted and gained access to public health advice. In New York City and
Mumbai, India, for instance, customizable COVID-19 dashboards were created that
were able to allow for the comparison of COVID-19 statistics in communities and coun-
ties to better understand the COVID risks in different parts of the city (Unqork, 2020).

To Promoting Technology-Enabled Collaborative Actions for to Improve
Recovery from the Pandemic

Medium-term transformation in smart cities aimed to ensure vigorous ICT-enabled col-
laboration between government and citizens. It indicated that translocal and cross-
department collaboration were critically needed. For instance, in Beijing, a plan was
initiated to build a blockchain-based unified framework for digital governance, aimed
at facilitating data-sharing between agencies and businesses (Dutta, 2020). The Vietna-
mese Government Office worked with the US Agency for International Development
(USAID) to improve Vietnam’s inter-sectoral coordination and accelerate administrative

Table 1. Smart governance modes
Types of Smart
Governance Actors Technology Functions Examples

State-centric
smart
governance

Government - Use of ICT to improve decision-
making and implementation

- Reorganization of administrative
structures for improved
service effectiveness

- The gathering of data for better
understanding of public
administration and services

- AI tools and urban data analytics in
China to track COVID-19 cases

- Transformation of a disease
management system into large-
capacity healthcare system in
South Korea

- Launch of CoronaCheck application
and website in the Netherlands
for COVID-19 certification

Collaborative
smart
governance

Government, civil
society, private
sector

- Utilization of digital platforms
and infrastructure for
collaboration and
information sharing

- Facilitation of interaction and
communication between
different actors

- Co-production of solutions to
urban challenges

- Government-hosted crisis
hackathons like #WeVsVirus in
Germany

- Collaboration between public and
private parties in mobility
innovations and shared
solutions

Citizen-centric
open
governance

Non-state actors
such as voluntary
citizens

- ICT-enabled collaboration
infrastructure for
individualized collective
action

- Co-production of public services
by citizens

- Connections and distributed data
exchange for individualized
solutions during COVID-19

- Development of a simplified vaccine
sign-up website-based platform
in Massachusetts
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reforms (VNA, 2020). Even in Saudi Arabia, an authoritarian state with strong govern-
ment control and surveillance (Khoury, 2020), was expected to expand digital connec-
tivity and leverage multiple stakeholders’ interests and engagement to fulfill citizen
and business needs and expectations.

Building Open Governance Capacities for Resilience, in Particular for Future
Pandemic Threats

A long-term policy priority to improve the sustainability and resilience of smart city
systems need reducing social exclusion and promoting citizen-centric open governance
and a whole-of-society approach (Lakshane, 2020). In this process, long-range trans-
formation in smart cities requires “pointing toward not only a wide variety of digitally
connected actors but also to a fundamentally different and more invisible role of govern-
ment in these arrangements” (Meijer et al., 2019: 1). It relies more on self-organized plat-
forms encouraging forms of self-organization and self-governance. This is because when
facing complex urban system changes, a radically deconcentrated form of intelligence is
more capable of disclosing and handling emergent information. ICT-enabled links and
contacts then are required to prevent a state of disorder due to absence or nonrecognition
of authority in a radically deconcentrated system.

For instance, many Indian cities are facing digital divide between the haves and have-
nots; and people living in slums and found it difficult to receive public service and aid

Table 2. A smart governance perspective on smart city transformation

Recommendations Actor Actions
Technology

Transformation Strategies

Reinforcing the digital
capability of local
governments to govern
COVID-19

- Investing in digital
technologies for
pandemic solutions

- Integration of COVID-19
data for dashboards
and maps

- Promotion of robots and
telemedicine as
supplemental
measures

- Use of various data
sources for
visualized
information

- Improving availability of smart
city infrastructure for
COVID-19 control

- Development of customizable
COVID-19 dashboards for
better risk understanding

Promoting technology-
enabled collaborative
actions for post-
pandemic recovery

- ICT-enabled
collaboration
between
government and
citizens

- Cross-sectoral
collaboration and
administrative
reforms

- Implementation of
blockchain-based
unified framework
for digital
governance

- Inter-sectoral
coordination and
administrative
reforms

- Establishing nation-wide
public service portals for
enhanced connectivity
and stakeholder
engagement

- Leveraging multiple
stakeholders’ interests
and engagement for
citizen and business needs

Building open governance
capacities for resilience
and future threats

- Reduction of social
exclusion and
promotion of
citizen-centric open
governance

- Handling emergent
information in
radically
deconcentrated
systems

- Self-organized platforms
for self-governance

- ICT-enabled links and
contacts for
prevention of
disorder

- Mitigating digital inequality
and ensuring urban
resilience

- Enhancing digital
inclusiveness, data
protection regulations,
and fostering a multi-
stakeholder,
e-participation ecosystem
for long-term
sustainability
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amid COVID-19 (Clarance, 2020). Therefore, it was hoped that the Indian government
could mitigate those negative impacts caused by digital inequality to achieve urban resi-
lience in the long term (Lakshane, 2020). It is also noted that smart devices and IoT data
that prevail in smart cities were often misused, and even pilfered, resulting in infringing
on the confidentiality of people’s information (Bibri, 2019). In some American cities,
experts voiced worries about transparency and overexposure of private information,
when the levels of government actively promoted the digital vaccine programs (DeRuy
and Moore, 2021). Accordingly, these cities are urged to enhance digital inclusiveness,
create data protection regulations, and foster a long-range multi-stakeholder, e-partici-
pation ecosystem.

Conclusion

An exogenous shock caused by COVID-19 promoted the potential of digital responses
to the pandemic (Cheshmehzangi, 2021; Söderström, 2021). It highlights that short-
term transformation in smart cities requires making more investments in connectivity
infrastructure and service-oriented technologies as potential solutions to the pandemic.
In the medium-term, redefining government leadership and facilitating cross-sectoral
and multi-actor collaborations at different jurisdictional levels are needed to facilitate
the delivery of high-quality public service and develop better policies. Then, long-
term smart city transformation requires cities to recreate their “smart” vision of a
city and build open governance capacities for resilience, in particular for future pan-
demic threats. Note that each phase hardly excludes but builds on the preceding
phases and lays the foundation for the following stages of improvement and
development.

In brief, the viewpoint offers a framework through which to inspect the chances to
accelerate smart city transformation to recover from COVID-19 and enhance urban resi-
lience to cope with future uncertainty. It further highlights that a robust communications
policy is needed to transmit this well-timed and critical information to those (e.g., policy
makers and practitioners) who are interested in smart city transformation under
COVID-19.
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