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1. Introduction: contemporary security governing and PMSCs

On May 15", 2011, the New York Times reported that Eric Prince, the former CEO and founder of Black-
water Worldwide — now Xe Services — had been hired by the United Arab Emirates (UAE) to set up an
800-man strong, independent battalion of foreign troops.' The report stated that “The force is intended to
conduct special operations missions inside and outside the country, defend oil pipelines and skyscrapers
from terrorist attacks and put down internal revolts, the documents show. Such troops could be deployed
if the Emirates faced unrest in their crowded labor camps or were challenged by pro-democracy protests
like those sweeping the Arab world this year’ While the UAE did not comment on the actual existence
of the battalion, it did confirm hiring Prince to provide ‘operational, planning and training support’ to
its military.* Coincidentally, these reports came only ten days after Prince’s former company, Xe Services,
reported that it had attracted former US Attorney General John Ashcroft as its independent ethics advi-
sor.’ According to the company, Ashcroft was hired to head its subcommittee on governance, ‘which will
maximize governance, compliance and accountability’ and ‘promote the highest degrees of ethics and
professionalism within the private security industry.

These three reports bring forth two points about the contemporary private security industry: one,
that even a rich and relatively powerful oil-state like the UAE has to rely on private forces to ensure its
internal and external security problems, and that it is apparently more efficient to hire private services
than to invest in strong state security forces. Two, that the branch of private security providers offering
such services has become so respectable, that it is accepted that a former US Attorney General is em-
ployed by one of these companies — even one that has come under scrutiny after multiple instances of
misconduct and even possible human rights violations. Moreover, the reports provide some evidence of
how intricately the private security industry and governmental security interests have become interwo-
ven. Of course, many other examples of this interrelatedness can be named, such as private involvement

*  This paper is an adapted version of the research project by Lucas Roorda (e-mail: ) entitled ‘Supervision Without
Vision’, which was completed at the Utrecht University School of Law, Utrecht (the Netherlands) on 29 September 2011 under the super-
vision of Dr. C.M.J. Ryngaert.

1 M. Mazetti & E.B. Hager, ‘Secret Desert Force Set Up By Blackwater’s Founder’, The New York Times, 14 May 2011, available at <

> (last visited 29 September 2011).

2 M. Mazeti & E.B. Hager, ‘United Arab Emirates Confirms Hiring Blackwater Founder’s Firm’, The New York Times, 15 May 2011, available
at< > (last visited 29 September 2011).

3 ). Epstein, John Ashcroft to advise Blackwater on Ethics’, Politico, 4 May 2011, available at <

> (last visited 29 September 2011).

http://www.utrechtlawreview.org | Volume 8, Issue 1 (January) 2012 | URN:NBN:NL:UI:10-1-101428 | [


http://creativecommons.org/licenses/by/3.0/
http://www.utrechtlawreview.org
mailto:l.roorda%40students.uu.n?subject=

in combating Colombian drug cartels* and police training in Kosovo.” Each of these examples shows the
involvement of private military or security companies (PMSCs)® in a situation short of actual combat,
working closely together with one or more governments on the territory of the state where the security
problem is situated.

PMSCs have become an important factor in modern conflict, and much has been written about
the consequences of these private soldiers for the enforcement of the law of war, whether they violate
prohibitions on mercenaries and their status under humanitarian law. Other questions that have been
dealt with by legal scholars are criminal liability for individual contractors for violations of humanitarian
law or human rights law, monetary compensation for victims and state responsibility for the actions of
PMSCs. One of the major lacunae amongst the various literature, however, is the involvement of private
security providers in situations such as the above - situations where the law of war is not applicable,
but may involve the use of force and have far-reaching consequences for security provision in that spe-
cific situation. This article argues that the role played by PMSCs within those situations has become far
more important than the role they play in times of war. Moreover, very little attention has been paid to
the restructuring of the security industry as a whole, and the formation of security networks. In these
networks, the state is no longer the sole security provider, but merely one actor in a chain of actors col-
lectively responsible for security provision. While such network models have become commonplace in
national and international security as well as in other policy areas, international law has very little to say
about the mutual responsibilities of the actors within such a network. As corporations - like most non-
state actors — remain outside the scope of international law,” most international regulation concerning
security focuses on the state. This article will argue that a thorough analysis of the networking model will
show the inadequacies of international regulatory schemes for the security industry.

The main question is, of course, why is it important to recognize the networking model as a mode
of governance, in order to regulate PMSCs at an international level? To answer this question, this article
will discuss five sub-questions, divided into two parts. The first part will consist of an analysis of the
PMSC industry, and discuss how the industry is built up, and how the different companies that form the
industry can be classified. Secondly, this part will discuss how the risk society and subsequently the risk
commodification and risk aversion culture have changed the security sector, especially from the state’s
point of view. This chapter will explain why, as in the example above, states increasingly rely on private
actors to deal with security problems, rather than establishing their own security forces. Lastly, the first
part will discuss how the network model can be used to describe the security industry, and how the
different actors within that model - such as states, international organizations and private companies —
interrelate. The second part will discuss both the national and international legal arrangements that
govern the private security industry, specifically focusing on the state control of security provision. The
article will then conclude by answering the question at the beginning of this paragraph, and make some
recommendations towards future legislation.

2. A multifaceted industry

2.1. Outline

This first section aims to outline the transformation PMSCs have undergone, and the way their role has
developed from the role of a military auxiliary to an independent security provider within a network of
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other market players. This transformation is not so much visible in the services PMSCs provide, as those
do not differ much from those offered by the first ‘regular’ PMSCs; rather, it is demonstrated through
the structural changes in the security market. As this section will argue, the security sector is changing
rapidly under the influence of neo-liberal modes of governing. While this model has already become a
panacea for other markets, its influence in the market for security and risk reduction is only compara-
tively recent. Neo-liberal forms of governing are different from ‘classic’ liberal modes of governing in that
they move from simple state-to-company privatization to forming networks of actors concerned with the
provision of a good or service. Under the old model, the state still had a role in demarcating the playing
field in which the private actors can operate, and through directly outsourcing certain activities formerly
performed by the state itself. As will be shown later on, it is this model upon which much current legisla-
tion concerning PMSCs is based.

The neo-liberal governing model is structured in a very different way. Instead of having private ac-
tors operating under either the auspices of the state or the invisible hand of the market, the market takes
on the shape of a network consisting of several links or ‘nodes. Several authors, such as the criminologist
Clifford Shearing and the political scientist Rita Abrahamsen, argue that this networking model is much
more useful for explaining social structures that have to adapt quickly and flexibly to new developments
within the field. Their arguments will be discussed later. In this model, the state is still an important
player, but it is no longer the central hub where the rest of the structure is centred around. This model
thus means a larger, more independent role for private actors such as PMSCs, next to the state, NGOs and
international organizations.

Altogether, this section will argue that the PMSC business has changed according to three factors:
(1) the gap in the market for force and specifically for risk reduction, caused by the modern political
attitude towards risks, (2) the shift towards so-called ‘new wars, blurring the distinction between the
actual armed conflict and post-conflict phase, and (3) the aforementioned change in governing models
towards a network structure, as applied to the security sector. Neither of these factors is new or unique in
its effect on the security sector. Rather, they are new trends in processes that can be retraced to before the
end of the Cold War, commonly seen as the starting point for modern PMSCs. What is new about these
factors is the pace in which they have developed under the influence of the neo-liberal mode of thinking.
Thus, this section will be more concerned with a structural view of PMSCs than with specific examples
of activities and incidents.

2.2. PMSCs: origins and taxonomy

As Kateri Carmola argues, there are different stories as to the origins of PMSCs, although they probably
all contain part of the explanation.® This immediately points to the main issue in retracing the origins
of PMSCs and classifying the various activities undertaken by them: there is little data available on how
many firms are actually operating in the security sector, and how their activities are divided up amongst
them. The PMSC business operates globally, with different types of firms operating from different host
states and employing personnel drawn from all parts of the world.’ This distribution is uneven, depend-
ent on local factors such as national history and the political climate. Most PMSCs currently operate
from the US and the UK, followed by Germany, France, Israel and formerly South Africa. The rate at
which the industry has developed within these states varies, even though the business itself is inter-
related through subsidiary companies and sub-contracting. This adds to the lack of reliable data. As a
consequence, different authors employ different systems of classification, corresponding with different
explanations of the origins of the PMSC industry. These different classifications, their merits and cor-
responding activities will be discussed below.

What is certain is that corporate civilian contractors have worked with state armies at least since
the Vietnam War. PMSCs provided logistic support to the US military, eventually employing some 9,000
civilian contractors." Their corporate form and limitation to logistics and supplies distinguished them
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from the mercenaries of the late 1960s and 1970s in post-colonial Africa. While both the US and the UK
viewed the presence of civilians in military support roles as an illegal subset of mercenary action, these
operations helped establish and legitimize the military contractor business.

2.2.1. Historical developments and PMSCs

As most commentators on PMSCs commonly assume, the main catalyst for the growth of PMSCs was
the end of the Cold War. Sheehy et al. cite three interrelated developments that took place after the Cold
War that had a direct effect on PMSCs."" These three broadly correspond with the three factors of PMSC
transformation outlined above. Those three are the surplus of military personnel and equipment after the
downsizing of several national armies, the export of the liberal privatization model and the overall in-
crease in the privatization of government functions, as well as the increase in regional conflicts. To those
one may add the decreased political interest in those regional conflicts, and a category of local political
developments, such as the end of South Africa’s apartheid regime. Of course, these dynamics fed off and
enhanced each other.

The general narrative, common to the analyses of Sheehy et al.,'”* Avant," Singer'* and Kinsey" is that
the end of the Cold War marked the end of hyper-militarization, and reduced the need for large land-
based armies. Both the US and the UK, as well as the Soviet Union, started to radically downsize their
military personnel, reducing to an average of two thirds of their former size. The US army, for example,
currently numbers around 580,000 active duty personnel,'® compared to 780,000 at the beginning of
the first Gulf War."” The downsizing operations also led to a large amount of equipment being sold off,
especially by former Soviet states. Carmola notes that employment studies of former military personnel
show that many have difficulty being re-employed, and many aim to work in either training or military
support to use their skills to the fullest.'® These men formed the main recruitment base for PMSCs, both
in the 1990s and today. A specific example is that of South Africa, where former apartheid security forces
and special police units were dismantled and formed the base of a highly specialized branch of PMSCs.

The availability of labour force on the security and military market was paired with large-scale pri-
vatization of former government functions, now imposed on the security sector and exported to other
states. This was influenced by the assertion that these functions can be more efficiently handled on the
market. The benefit from the perspective of the state was twofold: outsourcing security, intelligence and
training meant vast cost reductions for the military, complementing the downsizing process the state
had already engaged in. Secondly, privatization was supposed to lead to much more efficient solutions to
security problems, as different parties on the market had to compete for government contracts.

Lastly, the end of the respective spheres of influence of both superpowers during the Cold War
meant a declining interest in regional affairs, especially in sub-Saharan Africa. The resulting power vacu-
um spawned a series of regional, often inter-ethnic conflicts, such as in Sierra Leone, Angola, Nigeria and
the DRC. Both the Russian Federation and the US actively disengaged from these conflicts, and ‘Lacking
determined international action in the form of direct intervention from the West, less powerful and de-
veloped nation-States could not guarantee their own security, nor provide for and raise effective national
armies against intra-state wars and internal civil wars’' This development was enhanced by negative
public reactions on the American interventions in Somalia and Yugoslavia, further eroding political
support for military action in localized conflicts. Moreover, these regional conflicts are often blurred in
terms of inter-state/intra-state distinctions, citizen/combatant distinction, and most of all whether they
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actually pass the threshold of armed conflict. They create a demand for security, both by states engaged
in such conflicts as well as by companies and individuals, such as oil companies, diplomats and NGOs.
As such services are no longer offered by stronger states, a new market for PMSCs has emerged. The
presence of PMSCs in these situations has also been stimulated by host states such as the US and the UK.
While these states disengaged their armies from the conflicts, they still have some interest in regional
stability. Licensing PMSCs to operate in these areas thus serves their own purposes as well.

2.2.2. Services and taxonomy

Because the privatization trend has been so comprehensive, contemporary PMSCs offer a wide range of
services, encompassing virtually every aspect of modern conflict. These services include logistics sup-
port, training, facility protection, private protection, intelligence gathering and in some cases even com-
bat support. Nevertheless, this range accounts for the whole industry, not individual companies. Not
every PMSC covers all these services, as some companies are highly specialized in one or another, while
others take a more comprehensive approach to include all-in packages for potential clients. This also
means that not every PMSC is directly involved in the use of force, and for those which are, the examples
range from non-lethal use of force from a defensive perspective, to lethal use of force in offensive opera-
tions. Moreover, the difference in tasks may also depend on the respective clients, as weak states often
seek PMSC services for combat support, while stronger states hire PMSCs for more auxiliary services —
which may, incidentally, also involve the use of force.”

Consequently, there is a need for a ‘taxonomy’ of the PMSC industry, to properly differentiate be-
tween different companies and the services they provide. One widely accepted classification scheme is
offered by Peter W. Singer, using the ‘tip of the spear’ metaphor.* Singer divides PMSCs into three cat-
egories: (1) Military Provider Firms, firms that supply goods necessary to the conduct of war and provide
logistic support. One example of such a firm is Halliburton subsidiary Kellogg, Brown & Root, which
provides services like laundry, catering and construction materials. These firms are usually the furthest
away from combat participation, and their personnel are unarmed, putting them at the base of the spear
in Singer’s metaphor. The second category is the Military Consulting Firm (2). These firms, including
the aforementioned MPRI and Aegis Security, offer services such as training, operational planning and
advice, and intelligence gathering. While still unarmed and not directly involved in combat, these com-
panies are closer to the actual execution of plans and can have a significant impact on a conflict. Even
the US relies extensively on private firms for training and consultancy. The last category (3), the Military
Support Firm, offer services most directly related to combat, such as armed security, escorting convoys
and in some cases independent combat operations. Examples include the now defunct Executive Out-
comes, Sandline Ltd., Blackwater and DynCorp.

As Sheehy notes, Singer’s classification scheme has quite some merit to it.> It shows at a glance the
different levels at which PMSCs function, the way in which those levels are related and share character-
istics, the gradual progress towards battlefield proximity and the functional criteria upon which PMSCs
can be classified, explained and regulated. Understandably, several other authors have put forward simi-
lar functional classifications,” some more or less identical to Singer’s, others more detailed. Still other
functional schemes include a differentiation between firms employing personnel that are nationals of
parties to the conflict, and firms that employ third states’ nationals.*

The downside of these classification schemes, however, is that lucidity also implies reducing the
complex nature of the industry and a certain rigidity in applying the classification logic. Thus, Singer’s
scheme as well as other classifications omit several parameters of PMSC activity. First of all, both the
‘tip of the spear’ metaphor and subsequent schemes do not account for firms that provide services along
the whole spectrum of violence. PMSCs may easily switch from consultancy to the actual operation of
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weapons systems. Moreover, the distinction between logistics provision and combat support is often
artificial, as logistics and intelligence become increasingly interwoven with the actual use of force. More
importantly, the specific tasks fulfilled by PMSCs are only part of the overall taxonomy of the industry.
Other relevant factors are the extent to which the tasks PMSCs take on are actually outsourced by the
state, and what shape that privatization is taking, as well as the degree of control states can exert over
PMSC actions. One classification scheme that does take these factors into account is the model put
forward by Schreier and Caparini, distinguishing PMSCs through the different parameters involved in
privatization: scope, form and function.”® While lacking the elegant brevity of Singer’s classification, it
shows that it is not necessary only to include the activities PMSCs engage in, but the background of the
privatization initiatives by states that characterize the private security industry can also be considered.
This article follows Schreier and Caparini’s approach insofar as, rather than solely relying on a functional
taxonomy of PMSCs, it aims to demonstrate how PMSCs relate to core state functions and the influence
of different models of government. Considering the flexibility PMSCs have demonstrated in adapting
themselves to changing circumstances, it is more important to look at the outsourcing agent, namely the
state. After all, PMSCs follow the market logic of providing services where a demand exists. The next sec-
tion will discuss the social and political modes of thought that have shaped the security industry beyond
the point of strict classification.

2.3. Risk prevention and reduction as a commodity

One way to understand the complexity of security privatization and the relationship between the state
and private security providers is through the lens of the risk society. Like the outsourcing and deregula-
tion trend described above, the risk society is not a new concept, nor is it exclusive to the security sector.
However, like the general outsourcing trend, its implications for the security industry have only come to
prominence comparatively recently. The prevention and distribution of risk as a good or commodity have
come to play a central role in the politics of security, fundamentally changing its character. Moreover,
as will be argued later, the influence of privately-owned business on the risk discourse alters the way
society sees risks, and how both the state and the individual come to bear responsibility for mitigating
their consequences and strengthening the security sector itself. In generic terms, the risk society refers
to a worldview wherein society is defined by risks, which can be defined, quantified and managed. It is
important to note that risk’ is not synonymous with ‘danger’; it is not just the factual threat to personal
safety, it is a method of thinking about and dealing with that threat. In that sense, risk is a concept of
prevention or precaution® rather than of restoration,” providing a backdrop for governance strategies.

2.3.1. Welfare and the creation of the risk society

The risk society does not necessarily deal with external threats, such as scarcity or natural disasters: risks
are a product of the creation of wealth. Beck argues that the industrial societies, by and large situated
in the west, have managed to solve the scarcity problem - at least, for themselves — through heavy in-
dustrialization, associated technological development and global production mechanisms.?® While there
is still a major inequality between the ‘first’ and ‘third’ world, the problem of scarcity is losing its ur-
gency: as Beck notes, in most Western societies, more people are obese than hungry. As a consequence,
a paradigm shift is taking place from a society preoccupied with scarcity, to a society preoccupied with
the side-effects of the solutions to that scarcity. The side-effects of wealth production are well known:
industrial manufacturing leads to pollution, energy consumption depletes the stocks of fossil fuels and
over-medication contributes to the development of diseases highly resistant to antibiotics. Within the
risk society, they are no longer unintended or secondary byproducts of the solution to a larger problem,
but the primary problem itself.

25 F. Schreier & M. Caparini, ‘Privatising Security: Law, Practice and Governance of Private Military and Security Companies’, 2005 Geneva
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In other words, every process that manages or mitigates scarcity or external dangers itself creates a
new risk that needs to be identified and managed. This leads, in a term coined by Anthony Giddens, to
a reflexive modern society;* it is now primarily occupied with itself and its own products.’*® That does
not mean that pre-modern societies were not exposed to dangers and risks, or did nothing to identify
and protect against them, but these risks were of a different nature. The first major difference lies in the
causes and consequences of modern risks. In pre-modern societies, the effects of man-made risks were
mostly personal:*' their consequences affected mostly those who entered them. The new category of risks
carries global consequences, often affecting states or individuals that have little influence on the causes of
that risk. The best example is air pollution: even countries without major polluting industries suffer from
declining air quality and its effects on plant and animal life.

This example notwithstanding, the causes of and responsibility for these global risks are also spread
out amongst different actors - they are inherent in the globalized economy that characterizes late-mod-
ern societies. Indeed, even a state with no polluting industry of its own contributes to air pollution by
importing goods produced by pollutant industries abroad, thus forming an integral part of the structure
that as a whole creates risks. Every actor that contributes to a global economy that produces these risks
carries a certain amount of responsibility for its manifestation. Lastly, the factual consequences of mod-
ern risks are beyond human capacity to control. By their nature, they affect all forms of life, the founda-
tions of the economy, and the cohesive society itself.** The effects of nuclear disasters or climate change
are far beyond human capacity to control, and are capable of doing long-lasting and irreversible damage
to our environment.

The other fundamental difference that characterizes the risk society paradigm is the preoccupation
with risk awareness. In pre-modern societies, large risks such as natural disasters or epidemics were at-
tributed to higher powers, beyond man’s capacity to handle or mitigate; one could call this a ‘danger, its
causes and effects being largely unknown. Transforming a certain danger into a ‘risk means applying
mathematical or statistical tools to quantify the probability of it happening, and qualify the consequences
of its manifestation. The uncertain pre-modern dangers were characterized by unpredictability and in-
determinacy; the application of statistical and mathematical tools changes uncertainty into something
quantifiable.”® Calculating the risk through a mathematical probability test opens up ways to insure and
protect against that risk, instead of attributing it to something outside individual or governmental con-
trol. Carmola dubs this view of risk management the early-modern to modern strategy of dealing with
risks.** Businesses can insure against factory accidents and possible loss of profit, societies at large insure
themselves against security threats such as crime or war by buying into the state’s coercive powers. Each
of these management tactics is preceded by a calculation of the probability of a certain event, the costs
of its effects manifesting, and thus the financial sacrifice one is prepared to make to avert these conse-
quences.

The problem of the late-modern risk society, as opposed to the modern society securely situated in
between the scarcity and risk paradigms, is that this practice of risk identification and mitigation itself
creates a new sensation of uncertainty. The modern obsession with risk and its calculable nature brought
to light a new category of risks that sprung from the same processes used to deal with previous risks.
These ‘new’ risks have three main features: they have a low probability to the point of being immeasur-
able, they pose grave dangers affecting all of society if they ever manifest, and they are caused by a chain
of events involving multiple actors. Examples of such risks are nuclear disasters, climate change, defor-
estation, the fossil fuel crisis and, most relevant for the security sector, globalized terrorism. The more
one focuses on these risks, the more one is confronted with their incalculable and elusive nature, and the
more one’s risk assessment tools seem inadequate. Against these events, there is hardly any insurance or
mitigation possible.
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To take the example of nuclear disasters, nuclear plants are often not privately insured; partially
because the probability of an accident is largely unforeseeable and thus not fit for economic calculation,
partially because the costs of such an accident are far beyond those which any private insurance company
can bear. Similarly, the costs of global terrorism are both invisible and unwieldy for the modern nation
state. Moreover, any attempt to mitigate such a threat leads to yet another side-effect or risk: tools for
combating terrorism erode privacy and trust in public security, abandoning nuclear power increases
reliance on polluting fossil fuel, and so forth. Late-modern risk reflection sends its societies into an end-
less loop of risk prevention and creation. Our obsession with calculating risks of the modern industrial
society has left us no coping mechanisms for incalculable risks of the late-modern reflexive society. The
more we focus on risks, the more insecure we become, leading to Giddens™ ‘ontological insecurity. Con-
sequentially, the late-modern risk society is permanently looking for new mechanisms to cope with risk.

2.3.2. Risks or opportunities?

Beck himself notes that modern risks have five fundamental capacities that determine the social dis-
course of the risk society: (1) because of their incalculable and partially unknowable nature, risks are
open to social construction and selection.*® Most of these risks are beyond everyday experience, and
elude the direct perception of most people — for them, they exist in theory only. This leaves space for
experts on certain issues or other elites to frame these risks, or as Lupton says, ‘It is rarely lay people who
play a major role in the construction of risk objects at the level of public debates’”” When the reality of
incalculable risk eludes even expert analyses, it is especially hard for the general public to challenge as-
sessments of risk. As will be argued later, certain organizations will focus on specific risks, often to their
own benefit.*® Such a focus will thus be inherently biased, with the construction of a certain risk based
upon the interests and convictions of any given actor. This works even more so for society at large, or as
Douglas and Wildavsky note, “We choose risks in the same package as we choose our social institutions.
Since an individual cannot look in all directions at once, social life demands an organization of bias’*

This means that (2) there is an inequality in how risks are socially distributed. As some are more
adversely affected by risks, new social classes emerge based on risk vulnerability rather than wealth. Be-
cause the consequences of risks can strike globally and unpredictably, this development acts globally and
without regard for existing social structures; it creates inequalities between first and third world states,
as well as among first world states. Nevertheless, the redistribution of risk consequences is often enacted
in favour of stronger actors, be it social elites or first world states. This is because (3) risks also provide
business opportunities. Pre-existing power structures reinforce themselves by adapting to the risk distri-
bution problem, and previously acquired wealth can work to buy off certain risks. Of course, the social
definition of risk means that the risk society contains winners — those with the least vulnerability to that
constructed risk — and losers - those with the most — and an exchange of resources between the two. It
is important to again emphasize the role of the social construction of risk, and the inherent bias in that
construction: risk definition will often serve to protect institutions of value within a society. Because the
actual risk will never really be eliminated - there is no such thing as zero risk — the market for risk reduc-
tion is one of insatiable demand. Moreover, as the actors involved in the reduction of risk are also those
involved in its construction, it is a market that sustains itself. The more security providers emphasize the
possibility of personal security, the more they create the image that there is actually a need for it.

More than anything, (4) knowledge of risk determines power hierarchy within the risk society. Be-
cause risks are not quantified and possessed like wealth and resources, knowledge becomes the main
‘currency’ - rather than actual control over risks and consequences, knowledge and awareness structure
the political debate on risks. This being the case, the political aspect of risk management (5) increasingly
penetrates the private sphere, especially the business side of the global economy. As businesses are an
integral part of the industrialization that contributed to the formation of risks, risk management is also
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concerned with eliminating causes of risk in the production process. Private responsibilities become
part of the public debate, and their potential catastrophic outcome cause public concern. Environmental
problems are retraced to polluting factories, and crime is retraced to inadequately secured premises. This
dynamic works both ways: individual risk management becomes part of the public concern, while at
the same time public representatives can be held accountable for problems that originated in the private
sphere. As Beck notes, the essence of the risk society is the ‘reorganization of power and authority’*

2.3.3. Commodification and risk

Despite Beck’s own assessment of the risk society providing ample opportunity for social construction,
risk framing and the protection of private interests, he insists that this only concerns a transitory phase.
At the time of Risk Society, originally published in 1987 and in English in 1991, he argues that even post-
industrial Western societies have not yet fully shifted from the scarcity paradigm into the risk paradigm.
The five characterizations of the risk society outlined above are mostly valid when it comes to the early
stages of that shift, when the implications of global risks are only imperfectly understood. In time, mod-
ern reflexive societies have to look for cross-boundary solutions to understand and deal with global risk.
Beck later returns to this argument for cosmopolitanism in The Cosmopolitan Vision of 2006.*' Krahmann
notes that it appears that Beck is influenced by the German response towards the so-called ‘Waldsterben’:
a massive bipartisan political response to pollution problems in the forests of southern Germany.* This
largely governmental response is not mirrored by other states currently under the influence of the risk
paradigm, such as the US and UK, where the public-private divide is different from Germany. Therefore,
while BecK’s analysis is useful in describing the lens through which security provision is seen, one has to
look beyond that analysis to see how the sector has shaped itself with regard to risk management.

Most notably, both in Risk Society and World Risk Society, Beck fails to see the implications of private
actors for maintaining and shaping the risk discourse. As mentioned, the definition of risks creates an al-
most insatiable demand for risk management solutions. This definition is allowed because the true nature
of the risks is unknown and incalculable, leaving space for the construction of risks. The private security
business has grasped this opportunity by contributing intensively to the risk discourse. Many of them
carry names referring to risk, such as ‘Control Risks Group, ‘Risks Incorporated’ and ‘Global Risk Solu-
tions. As Krahmann notes, the potential range of unknown risks is infinite, as they mostly exist in our
imagination - thus creating the perfect opportunity for private actors to point to the manifold risks out
there and the need for private risk management. Risks are politicized, not just by governments for policy
reasons, but by corporations for profit. Security companies constantly emphasize new vulnerabilities in
a business, a ‘changing risk profile*’ and the importance of regular check-ups. Moreover, as risk assess-
ment is hard for the layman to grasp, even potential clients have a hard time evaluating whether a risk
has been accurately taken care of without professional advice. This leads to the paradoxical situation that
when a government that does not take adequate measures to control crime gets voted out of office, but a
private security provider that convinces his client that he is still at risk gets hired for even more security.*
Moreover, successful risk management means that nothing actually happens. Whether or not a security
provider actually contributed to that nothing happening is difficult, if not impossible to measure.”

It has to be noted that these discursive strategies of both governments and private security provid-
ers mask the fact that the providers do not actually deal with the causes of modern risks in the way Beck
envisioned. Instead, collective risks are dissolved into individualized risk packages that can be micro-
managed by the security industry. The reason why such a strategy is interesting for private actors is
twofold: for one, private actors are usually ill-equipped to deal with the actual economic and political
backdrop of a problem. The risks they manage are a byproduct of globalized production, beyond the
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capacity of a separate company. Secondly, it is economically unprofitable to concern one’s business with
the actual causes at large of a certain risk. Not only are these causes generally spread out globally and thus
not manageable for one company or even a string of companies, such a solution would be undermined
by the free-rider problem. Dealing with the actual causes of a risk benefits everyone, even those who did
not buy into the solution in the first place. If risk is individualized and bought off, every client has a stake
in buying a separate security package, making it much more profitable for the security industry. This is
again a difference from the state’s centralized approach to risks, in which everyone ‘bought into’ solutions
to risks through taxes and their participation in society, preventing a free-rider problem.

Furthermore, the private security industry concerns itself mostly with risk mitigation or precaution,
instead of prevention. Prevention implies taking away the causes of a certain risk, so that the risk will not
manifest itself. As Beck notes, the private industry is more concerned with the consequences, or what
he calls ‘the symbols and symptoms of risk’*® Merchant ships carry armed guards against pirates, vehi-
cles are armoured against IEDs and government personnel are trained in self-defence against personal
attacks. Each of these activities does not reduce the threat itself: they only mitigate the impact of the
consequences, thus acting only in a precautionary fashion. These mitigation activities lend themselves
better for commodification and transfer than actual risk reduction because, unlike the risk itself, they are
calculable. Thus, they form the basis of a ‘risk economy’ where risk is defined by individualized conse-
quence packages that can be made into a commodity, given a price tag, transferred and bought.

The willingness of private security providers to engage in this risk economy is further supported by
the political individualization trend when it comes to private security interests. As mentioned, modern
security strategies have relied heavily on buying into the state’s ability to provide safety and security for
all, through policing and border protection. The neo-liberal thinking model has shifted the responsibility
for personal security onto the individual. As Press notes, while the risks outlined here are of collective
origin and only make sense at societal level, the symptoms of those risks are highly individualized. Look-
ing at PMSC advertising, one can see constant emphasis on the individual risks companies or persons
may experience, and that those risks are unique even for similar businesses. At a governmental level, this
discourse is sponsored by the philosophy that individual risks are no longer a collective responsibility,
and that each individual becomes responsible for his own security.*’

2.4. From auxiliaries to networks

2.4.1. Risk reduction and risk aversion in new wars

As individual responsibility for risk reduction is promoted, the question is why those actors that formerly
provided security are now retreating from managing collective risk problems. With regard to security
provision in conflict areas, that role was and still is that of the military. If that is the case, and if states
have it in their capacity to deal with the causes of risk without encountering the free-rider problem, why
have state armies retreated from their role of primary risk managers? While the problem partially lies in
the attitude towards the individualization of risk as described above, it also relates to the increasing aver-
sion to risk within the military. This aversion, in turn, goes back to the changing nature of interventions
and the increasing tendency to describe these interventions along the lines of risk and risk management.

To properly assess the military’s changing attitude towards risk, it is first important to emphasize
the different dimensions to military risks. It stands to reason that the main category of risks is physical
risks — extensive combat casualties. The political risk, however — changes to the political order as a result
of shifting public opinion - play an almost equally important role. Within this broader definition of risk,
Shaw posits that the contemporary Western approach to conflict is to minimize the amount of Western
casualties, and thus the amount of risk, as much as possible.*® The implication of the political element is
that within the definition of casualties, some count heavier towards the manifestation of a political risk
than others. Specifically, wounded soldiers count more than wounded civilians. As mentioned in the

46 See Beck, supra note 28, p. 22.
47 See Krahmann, supra note 42, p. 23, citing Thatcher that one might ‘[blame] a large proportion of crime on the victims’ carelessness.’
48 M. Shaw, The New Western Way of War: risk-transfer and its crisis in Iraq, 2005, p. 71.



first section, the assumption is that this casualty aversion comes from the public response to war deaths.
Recent polls, however, show that the actual situation is more complex.*”

As Heng notes, war in a risk society perspective has a more proactive element to it than wars of the
industrial age.® Military intervention can be translated as a risk-averting strategy by taking care of a
certain risk (terrorism, weapons of mass destruction, natural resource conflicts) before it manifests itself.
However, at the core of these ‘precautionary’ conflicts is exactly the sort of minimalist attitude towards
risk management that proscribes extensive risk acceptance by the military. If the core of these interven-
tions is a ‘safety first’ logic, then this logic will penetrate into every aspect of the operation. Possible
security hazards are identified and assessed, and have to be mitigated even before they actually realize
themselves. One strategy has been to structurally increase the dependence upon technology to avert the
risk to personnel. Nevertheless, the operation and maintenance of this technology requires more special-
ized personnel to avoid technology breaking down and exposing weak points in the system.’! These per-
sonnel, in turn, have to be fed, housed, trained, and most importantly, guarded. Performing these tasks
themselves would once more expose the military to risks they feel are not necessary to take — making
them ideal activities for private partners to engage in.

Paradoxically, while the military try to shape their interventions in a risk-neutral fashion, the com-
plexity of their operations increases. At the core of contemporary conflicts, or ‘new wars, is a blurred
distinction between combatants and civilians on both sides. As the Iraq war demonstrates, the period
immediately after the initial conflict turns out to be the most deadly, as it escalates into guerilla warfare
where civilians become insurgents at any given time. On the other hand, taking up the task of transform-
ing a society still in the middle of an insurgency means that civilian jobs become intertwined with secu-
rity provision, military support and police training. Moreover, increased dependence on technology also
means increased dependence on civilian engineers; engineers that have to be housed, fed and guarded.
These two aspects taken together result in the type of conflict where the military becomes aware of a vast
expansion of risks to itself and its personnel. Moreover, as argued before, private causes of global risks
have come to the public domain, and the state is becoming responsible for the manifestation of risks
originating in the private sector. As a result, the military becomes part of an intensive public-private
effort to control every possible risk,”? a task which it is neither prepared nor willing to take. In such an
environment, repackaging certain risks and outsourcing them to private actors becomes an attractive
option.

2.4.2. Networking models, nodal structure and security assemblages

The model of the risk society helps explain and understand the worldview that stands at the base of
contemporary models of governance. The risk society changes modern governance from a state-centred
world preoccupied with solving scarcity problems through globalization, to a society dominated by miti-
gating the risks of the by-products of globalization. Spreading the consequences of risks amongst differ-
ent responsible parties has become the dominant governance strategy, giving opportunities to the private
sector, and the private security sector specifically. As explained above, the attitude of private security
contractors towards risk is a somewhat ambiguous one, as is that of the military. To maintain Schreier
and Caparini’s parameter model, risk aversion and dispersion are a general manifestation of the purpose
of privatizing security.”> Whatever the particular motives of the security provider, the state seeks to out-
source its security activities in order to spread responsibility.

The implication of this conclusion is that in the security sector, the state operates in conjunction
with private actors to provide security instead of alone. The question of how that cooperation takes shape
sees to the scope of security privatization. The security sector does not operate solely as an auxiliary or
junior partner of the state, nor is it entirely separate from it in some sort of independent private enclave.*
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In fact, as Abrahamsen and Williams correctly state, the modern security sector is a highly pluralized en-
vironment, best viewed as a network of different actors. While Schreier and Caparini refer to ‘top down’
and ‘bottom up’ models of security provision,” contemporary security networks are in fact neither. The
problem with networks is that they cannot be viewed in terms of hierarchy: they exist by virtue of a
fragmentation of authority amongst state and non-state actors.”® Again referring to Krahmann, security
according to the network model has shifted from government to governance. The question of how that
network functions is then more accurately phrased as how any one actor can manage the network, or
rather his place within it, rather than how one can govern it.

One supposed model for analyzing security networks is the model of nodal governance, as put for-
ward by Les Johnston and Clifford Shearing.”” Nodal governance models are essentially born out of ne-
cessity, for competing models of government do not adequately reflect factual security arrangements on
the ground. The Westphalian, state-centric model has been discussed here before, and its inadequacies
will probably be familiar. Notions of citizenship as the dominant affiliation have started to lose their
strength, and both political and economic globalization have expanded security issues to beyond the
state’s grasp. The latter problem of course relates to the emergence of global risks from the previous sec-
tion. Realizing the paradoxical weaknesses of a strong state, several states responded by resorting to a
model of ruling at a distance.’® The government hands over the implementation of its policies to private
actors under bilateral public-private arrangements. Under this model, several states have outsourced
parts of their security tasks to private actors, as was referred to in the introduction. One may note its
influence on PMSC taxonomy discussed in Section 1.2, where PMSCs are classified according to their re-
spective activities. It is also this model that dominates the debates on the regulation of PMSCs, focusing
on private actors performing singular governmental objectives. As Shearing correctly notes, the model
of ruling at a distance fails on three different levels: it does not account for autonomous objectives of the
contractor — in other words, it is a one-way outsourcing model. Secondly, it assumes clarity in the out-
sourcing party’s objectives, which might not be the case. Lastly, it disregards the presence of other parties
concerned with the provision of security, and the mutual relationships between them.”

The nodal model of governance takes a somewhat in-between view, building upon a networked
structure of security. The ‘nodes’ in this model are, according to Les Johnston, ‘sites of knowledge, capac-
ity and resources that function as governance auspices or providers.® They form essential junctions in
a network where individual security providers function as links. The important difference with either
the state-centred model or the distant governance model is that in a nodal structure, no set of nodes is
given conceptual priority.® This means that at a given time, any one part of the network might play the
dominant role, which in some cases means that the state is not the most important security provider.
Thus, other nodes do not function under the direct auspices of the state, as was the case in the distant
government model. That does not mean that the state is no longer an important player, or even the most
important player; states are still vast bases of knowledge and capacity when it comes to providing secu-
rity. Consequently, the state will almost always play an important role within a security network.®* The
difference is that they now work in conjunction with a network of private actors like PMSCs, local gov-
ernance agents not primarily linked to the centralized state, NGOs, and even international organizations.

2.4.3. Security assemblages

In a way, the networking model mirrors the way the security risks of the previous section are composed.
Transnational terrorist networks do not follow the logic of a single, hierarchical command, but are built
out of several autonomous entities. Especially in areas of armed conflict, such as Iraq, the threat consists
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of loosely affiliated organizations such as former Ba’ath forces, foreign terrorist cells, organized crime and
even local corporations. Another example would be the ongoing conflict in the DRC, where local war-
lords, defected government institutions and natural resource companies form a de facto war economy.
These networks are constantly changing, with continuously shifting alliances. The network itself is not
dependent on the presence of one or more actors; it exists autonomously and can expand or decline over
any given period of time. Moreover, as the Iraq example shows, these networks are not contained to a
certain geographical area: any link in the network can be geographically distant from the actions on the
ground, yet be an important connection within the network. It makes sense for security providers to
form a similar network to combat this threat. In fact, in international police cooperation, such networks
already exist, consisting of local law enforcement, federal agencies, supranational organizations such
as Interpol, internal regulative bodies in specific business sectors such as finance, and private security
firms.®® Each of these actors possesses a certain amount of knowledge and capital that makes it important
within the network.

Nevertheless, the way the model is presented makes it appear as if the nodal security model has
transferred authority and responsibility for security issues into the hands of private actors. This is sup-
posed to be the result of deliberate movements of states, based upon neo-liberal modes of thought. While
that might be the case in some situations, one might argue that what actually happened is the recogni-
tion of already existing de facto security governance structures, giving them the legitimacy they formerly
lacked.®* This argument goes back to the response of insurance industries to the emergence of global
risks: spreading the risk to themselves by outsourcing security and protection where the state fails. As
Wood and Shearing note, this is more in conformity with the broader development of the public/private
discussion that has dominated governance models in the late 20™ century.®® As will be discussed below,
privatization initiatives in the UK and the US demonstrate that networking structures and public-private
partnerships in security provision amount to a transfer of governmental powers to actors that already
have those capacities, rather than the creation of a new actor. Through redefining security and risk aver-
sion as an individual responsibility, states have empowered private actors within the network through le-
gitimizing their existence and actions. Again, rather than being a desperate resort due to a lack of power,
the privatization initiative has been a deliberate move by states inspired by a political model.

The way the network takes shape in the security sector is described by Abrahamsen and Williams
as a ‘global security assemblage’® Within this assemblage, power, knowledge and capital are distributed
over a series of actors, both public and private, to create a governing network semi-independent from the
nation state. Global corporations and private security providers play a central role in these assemblages.
One such example is the resource extraction industry in Nigeria’s Niger Delta. Although this region is
rich in oil, few of its rewards have benefited the local population, sparking continuous unrest and local
eruptions of violence. The Nigerian government has comparatively little control over the region, as it is
constantly on the brink of civil war without actually passing the threshold of armed conflict. As a result,
the oil extracting companies increasingly rely on private security firms for safety and protection, both in
the role of guards and as consultants on fortifying the installations and the housing for their personnel.
As Abrahamsen and Williams note, almost 100,000 people currently work in Nigeria’s private security
industry.”” By law, these contractors have to be unarmed. However, they work in close cooperation with
heavily armed Nigerian special police units, who work under the guidance of the PSCs and receive the
bulk of their wages from the oil companies - all with the consent of the Nigerian government, which sees
a steady income flow in from the oil companies. At the same time, using PSC consultants to guide armed
police is cheaper for the companies’” insurance, compared to the possible loss of oil and installations due
to local uprisings. It is a perfect example of how Western-based oil companies, the insurance industry,
Western-licensed PMSCs employing local guards, and various levels of public authorities work together
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in a security assemblage. Of course, the profit made within this assemblage largely surpasses the popula-
tion.

2.5. Conclusion: the new industry

The Nigerian example is a perfect example of both the structure of the PMSC industry; its relation to gov-
ernments and also its problems. First of all, it demonstrates that the conception that states have receded
from the security business, leaving gaps for the private sector, is erroneous; or at least, incomplete. States
have not so much given up on their role; they have redefined it by shifting from being a prime provider
and regulator to a manager and partner for private corporations. This development is a product of a con-
scious choice by states, as a way of dealing with the complexity of the globalizing risk society with which
they have been faced. It also implies that the image of PMSCs operating in legal vacuums, immune from
state interference, is also false. Both in Nigeria and Iraq, PMSCs have been able to establish the positions
they have because it benefits the states that hire them, taking on individualized risk symptoms. They do
not perform their activities despite state regulations; they perform them because of such regulations.
Moreover, they work as but one extension of the extensive public-private cooperation between states,
their citizens, the insurance industry and company interests. One particular role the state has played in
this cooperation is legitimizing its operations. As far as the state is concerned, transferring the respon-
sibility for mitigating risk through insurance and security provision is not a public concern, and the
state should sponsor solutions that promote individual caretaking of their own risks. While the effects
of this mode of thinking is most clearly visible in states that lack a strong state apparatus to begin with,
its origins lie in stronger, often Western states and the outsourcing of governmental functions, without
re-establishing control through regulation.

3. State-centric regulation and political incentives

3.1. Regulation: a matter of focus and culture

As mentioned above, the risk aversion culture has strongly impacted the debate on regulating private
security services. To examine the differences between states offering and contracting such services and
to show the impact of the networking model, this section will first examine how national regulatory
schemes have changed since the emergence of the private security industry in the 1970s. Although, as
stated in the first section, PMSCs are now present in states ranging from the USA to former Soviet States,
Western Europe, Israel and South Africa, this section will look at the two states that have the largest pri-
vate security industry: the United States and the United Kingdom. The second reason for choosing these
two states is that the privatization debate has been conducted most explicitly in these two states. One
might argue that the neo-liberal mode of thought and the risk aversion culture described in Section 2
originated in the 1980s in these two states, prompting the development of the network model. Describing
the legal developments in the US and the UK will reflect most accurately the privatization debate dis-
cussed above. This section will show that legislation within these states has been largely a matter of
shifting focus, mostly driven by policy needs, rather than by a comprehensive debate on which security
responsibilities can be privatized. This is, of course, backed by a culture of risk aversion and efficiency
resonating in the lack of political will to re-establish some form of state control over PMSCs. This part
will not discuss private or criminal liability for private security actions, but only focus on state control.
The second part of this chapter will be an outline of how these national developments resonate in
the international sphere. As with the first part, this part will focus on state control of the use of force
and international sanctioning of the PMSC industry, and not on criminal liability or compensation for
violations of international law. As will be argued below, until the signing of the Montreux Document,
no international regulation existed that covered PMSCs. The main reason for this legal vacuum was the
exclusive political focus on mercenaries in sub-Saharan Africa and neo-colonialism, rather than private
control of force in general. As PMSCs are hardly equitable with 1970s individual mercenaries, existing
legal provisions do not cover them. While the Montreux Document does address PMSCs and gives some
clarity in this field, it still does not deal with the question of which services may and which may not be



privatized. Concluding, this section will state the reasons why international law fails to grasp the national
tendency to move towards a security network, and thus remains inadequate in dealing with PMSCs.

3.2. National regulation and licensing: governing at a distance

3.2.1. The USA: managing murky waters and hidden objectives

As mentioned above, the US hosts the largest private security sector, and has done so since the Vietnam
era. Even before the end of the Cold War, private contractors accompanied US forces in a variety of roles
into the combat theatre. At the moment, between 190,000 and 196,000 contractors — of which 38,700 are
US nationals - are estimated to be working in Iraq, divided over more than 100 US companies.®® These
companies altogether execute contracts worth some $85 billion, 20 per cent of the total military spend-
ing on the Iraq war.®® Various successions of neo-liberal modes of thinking under four different Presi-
dents, from Reagan to Bush, have narrowed down the definition of ‘inherently governmental services’
to include almost nothing, outsourcing almost everything.” Even though the OMB circular A-76 listed
several activities that would not lend themselves for the private sector, the example of counterintelligence
gathering is telling. While enumerated in the A-76 list, by 2006, almost 70% of counterintelligence gath-
ering was run by private companies and managed by the Department of Defense (DoD). The extent to
which contractors are involved in the daily operation of the US military invokes the image of the military
not as a supplier of services, but in some areas more as a manager. Like the UK below, the US has changed
its privatization focus to create long-lasting partnerships with private actors, splitting responsibilities
over infrastructure and the procurement of both capital and knowledge.

It stands to reason that the US regulatory scheme is more sophisticated and developed from other
PMSC-hosting states, as the US has over time come across the pitfalls of security privatization before
other host states have. Indeed, the US has both a specific regulatory system for the export of military and
security goods and services, which includes PMSCs, and a network of laws making civilian contractors
potentially liable under US law. One would assume that these schemes together create a comprehensive
system of governmental control and accountability for US PMSCs. Nevertheless, it has often been US
PMSCs that are the subject of controversy and legal debate, be it the activities of DynCorp in Bosnia and
Herzegovina,” the involvement in Croatia by MPRI,” or the shooting of 17 unarmed civilians in Nisoor
Square by Blackwater employees.”

Like all arms and security services exporters, PMSCs are subject to the licensing system of the US
Arms Export Control Act’™* (AECA) and its implementation through the International Traffic in Arms
Regulations (ITAR).” This scheme requires every company exporting military goods or services abroad
to obtain a licence from the State Department for its operations.” Nevertheless, while this process aims
to set uniform standards for and ensure the reputability of the companies the US is engaged with, the de-
partments controlling the PMSC contracts change from contract to contract, as the contracts are award-
ed by the DoD, the State Department and intelligence agencies alike. The input upon which the licence
is awarded consequently varies, and it is unclear to both the companies themselves and observers how
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the process exactly works.”” Moreover, not only is there little oversight between governmental depart-
ments over the contracts, congressional control over the contracts is also sorely lacking. Under ITAR,
the government is not required to notify or acquire permission from Congress for a defence contract
worth under $50 million. As Avant notes, most contracts stay under that amount, and larger contracts
can be split up and redistributed to make each sub-contract remain below that limit.”® In the end, there
is no centralized database that monitors the contractors or the requirements they have to fulfil in order
to obtain licences, and whether such licences run contrary to either US foreign policy or international
agreements. While the President does have the power to terminate these licences under AECA, the lack
of oversight, uniform standards and close ties to parent companies of PMSCs, such as Halliburton, will
often prevent him from doing so.

Furthermore, the system only provides for licences for contractors themselves, not the individual
activities they engage in. After awarding the licence, there is little or no oversight or enforcement mecha-
nism to ensure that the company’s operations live up to the same standards as the company appeared to
do during the licensing process.” The UK government realized this when discussing the US licensing
system in its Green Paper on PMSCs, stating that a licensing system for individual companies only works
tully if it is accompanied by extensive policing and enforcement of these licences.® As of now, the US
licensing system works as a kind of endorsement mechanism for PMSCs to operate abroad, as if it were
a stamp of approval - even when a particular PMSC activity may not be approved by the State Depart-
ment. The other side of this problem, as Sheehy notes, is that the State Department may use its licensing
power as leverage to get PMSCs to conform with its foreign policy objectives.®! In such cases, the licence
to operate abroad may only be awarded when the PMSC commits to performing certain activities, which
may range from protecting strategic interests to human rights training. One might argue that this is the
major benefit of a licensing system, namely employing state power and endorsement capacities to influ-
ence PMSC behaviour without directly assuming control over the operations.

Next to the licensing regime, the US has a number of laws in place that aim to ensure liability for mis-
conduct by private contractors by extending jurisdiction for military personnel to PMSC personnel. As
Carmola notes, domestic prosecution of PMSC personnel can be done pursuant to two legal regimes: the
Military Extraterritorial Jurisdiction Act of 2000 (MEJA)® and the amended Uniform Code of Military
Justice (UCMYJ).*#* The MEJA, in short, establishes domestic jurisdiction for any civilian accompanying
the US military, including PMSCs. The MEJA was borne out of a jurisdictional gap between the armed
forces and civilian contractors, manifest after a case of child abuse on a US army base.* Nevertheless, the
MEJA is a partial solution. It only appears to apply to civilians working on US military bases or in front-
line situations, not to civilians working on their own. Moreover, it only applies to contractors working
for the DoD or the State Department, not to contractors with intelligence agencies or private businesses.
Lastly, it only applies to US citizens, not to citizens of receiving states or third states.*> Consequently, the
MEJA has no bearing on roughly 80% of US-hired contractors in Iraq. One can also easily imagine ways
to devise contracts not subject to MEJA jurisdiction, especially considering PMSCs that do not actually
accompany the military into combat. These deficiencies show: as of 2009, only one case had been brought
under MEJA jurisdiction that concerned a DoD contractor, for possession of child pornography® - a
serious offence, but unrelated to PMSC activities.

The application of the UCM] is characterized by similar problems. While initially only applicable
to military personnel, the UCM] was extended in 2007 to include civilian contractors outside of war,
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through an amendment of Senator Lindsay Graham. The amendment changed the reach of the UCM]
to situations from declared war, to include ‘contingency operations’® The background of the Graham
amendment appears logical, in the words of Sen. Graham, ‘this will bring uniformity to the commander’s
ability to control the behavior of the people representing our country’.®* What the amendment did not do,
however, was to clarify which civilians would be included in the UCM] jurisdiction, whether it would in-
clude non-US citizens, and how the jurisdiction could be enforced without direct command and control
by the military commander on the ground. Consequently, the amendment met much resistance within
the military, and it is questionable whether it would stand up to constitutional scrutiny, as the Supreme
Court has constantly re-emphasized that the UCM]J can only apply to professional soldiers. This lack
of clarity has led to much resistance within the DoD legal department, alleging that the amendment
would change the coherent ideology of the UCM] into a piecemeal application of legal norms in wartime.
Nevertheless, Defense Minister Gates and the DoD enacted new regulations meant to implement the
amendment and structure the coordination between the DoD and the Department of Justice (Do]J) in
prosecuting civilian contractors for misconduct in war situations. As of yet, few prosecutions have been
initiated, although this number is expected to rise.®

3.2.2. The UK: all ideas, no initiatives

If the US is the world’s largest supplier of private military and security services, the UK makes a good
second. While not as extensive as the military-industrial complex in the US, the UK has still had a long-
standing tradition of public-private partnerships, semi-public ventures (such as the British East India
Company) and a strong relationship with the insurance industry. More than any other country in Eu-
rope, the UK implemented neo-liberal market policies and external risk management strategies in the
provision of security, almost abandoning the notion that there are core state functions that cannot be
outsourced to private actors.” One can see these policies reflected mostly in the Private Finance Initia-
tive (PFI), introduced in 1992. The PFI took financial responsibility for defence and security services to
private investors, enabling 10 to 40-year contracts with the Ministry of Defence (MOD) for these invest-
ments.”’ Moreover, ownership of the products of these investments remains with the private investors,
instead of with the government. These financial changes were coupled with the ‘Competing for Quality’
programme and its ‘Better Quality Service’ successor, both assessing the extent to which private contrac-
tors could take over defence services — based on the presumption that there are little or no government
services that cannot in principle be outsourced. As Krahmann notes, the only difference between the
neo-liberal Thatcher and Major governments, and the Labour government of Blair is the shift from com-
petition between public and private providers, to cooperation between the two.** In fact, far from break-
ing the Thatcherite tradition of privatization, the Blair government announced PFI to be its primary
method for defence funding.”

The outcome of these extensive privatization programmes is that private investments in the defence
sector under PFI arrangements now total over £2 billion, with another £12 billion in private investments
expected to be generated.” The Competing for Quality programme outsourced the management of most
military bases, including all naval bases and nuclear facilities, to private companies.” While these con-
tracts mostly concern management and logistics, PMSCs and related companies have also jumped on
the risk control wagon in the UK, mostly at the behest of the insurance industry.”® Most PMSCs that ad-
vertise themselves as risk managers, as described in Section 2.3.4, operate out of the UK. British PMSCs
have strongly manifested themselves in Iraq, where the number of private contractors even beats the
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number of British military personnel by a two to one ratio.”” At least seven of the major PMSCs operating
in Iraq originate in the UK, including the most important coordinating PMSC, Aegis Security.”® Demo-
cratic control over these developments has however been lacking. Contracts under the PFI arrangement
are not public, and do not have to be approved by Parliament. In this respect, the privatization and
liberalization initiatives in the UK have gone beyond the already weak control of the US. On the other
hand, the MOD itself loosened its grip on the contracts by handing over the ownership of facilities and
services to the private investors themselves. Although the contracts are reviewed periodically, the MOD
thus lacks the organization to replace those facilities and services in the short term, should the contract
be terminated.*

As noted, the privatization trend in security provision and the emergence of PMSCs in the UK has
its roots in the 1980s. Nevertheless, regulation initiatives and debates on licences have been comparative-
ly recent. It is commonly assumed that the main reason for this is the so-called ‘Sandline Affair’ In 1998,
a UK PMSC, Sandline Inc., exported rocket launchers, assault rifles and ammunition to Sierra Leone in
violation of a UN'™ arms embargo. The UK government refused to prosecute, claiming that Sandline
was acting in the UK’s interests, and therefore did not violate the spirit of the embargo.'” Nevertheless,
the affair put the UK government in the embarrassing position that its privatization strategies had put
it at odds with its own national law. This specific affair, along with growing concerns over the reputabil-
ity of PMSC personnel, led to two initiatives: the 2002 Green Paper on PMSC activities,'® and the 2001
Private Security Industry Act (PSIA), including the creation of the Security Industry Authority (SIA),
operational in 2004.

The Green Paper was commissioned in 1998, just after the Sandline affair, and published in 2002.
Under the guidance of Foreign Minister Jack Straw, the paper listed a number of possibilities and recom-
mendations for the regulation of the private security industry. Dismissing the possibilities of outright
banning PMSCs and having no regulation at all, the Paper came up with three licensing options. First of
all, it proposed a regulatory regime based on licences for each individual contract. Although it did not
specify which services should be subject to a licensing system, the Paper also suggested that any licens-
ing system would also entail the prohibition of combat operations for PMSCs. Another option would be
to register every PMSC with the government, and notify officials of a contract bid. This ‘lighter’ regime
would only activate government control when a company could be suspected of executing that contract
contrary to UK interests. Lighter still would be a licensing system for companies instead of contracts,
mirroring the American solution. As with some of the US companies, this solution would run the risk
of disengaging control of particular operations far more damaging than the company’s general policy.'”®
Lastly, the Paper opted for self-regulation within the industry itself, trusting on internal market regu-
lation and the economic interests of the security industry. This option was supported by the fact that
several companies had themselves asked for regulation, presumably to further their own legitimacy as
security providers.

The focus of the Green Paper was mostly on the provision of military services outside of the UK by
UK companies. In contrast, the PSIA only focused on security provision within the UK, and its regula-
tory body, the SIA, initially only covered England and Wales, later adding Scotland and Northern Ire-
land.’ Although the focus of this Paper is mostly on security provision outside of provider states and
in conflict areas, SIA provides a good allegorical example of governmental priorities and limits when it
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comes to PMSC regulation. SIA has two components: a mandatory registering regime for PMSC employ-
ees and a voluntary Approved Contractor Scheme (ACS) for licensing companies.

While the Green Paper itself was already not hasty in its composition, the government has appar-
ently lost its sense of urgency for regulation completely after the publication of the Paper. As of 2011,
none of the regulatory options considered in the Paper have been put to use. The only concrete initia-
tives that have been taken are policies on the use of foreign PMSCs within the Contractors on Deployed
Operations (CONDO) framework,'” and the foundation of the British Association of Private Security
Companies (BAPSC) by the industry itself in 2006. It appears, however, that cooperation with BAPSC
has provided the British government with another incentive not to regulate from the top down, but
to reinforce its cooperation with the private sector by persuading BAPSC to pursue ‘aggressive self-
regulation’'® Such self-regulation might include new industry standards and even a PMSC ombudsman,
according to one report.'”” As of now, such regulations have either not been installed, or when they are,
they have not been tested.

3.3. International norms: the mercenary shadow

The previous sections have argued that the socio-political developments in the governance cultures of
states are the main factor behind the rise of the PMSC industry, and the current character of the mar-
ket. Moreover, governance culture does not only create demand for PMSC:s, it also shapes the domestic
regulation schemes to accommodate that demand. Risk aversion and commodification has been the
most important contributor to the privatization tendency that characterizes modern - especially West-
ern — governance culture, as demonstrated above. Domestic regulation has been adapted to make that
risk commodification possible, as seen in the previous section. The risk aversion culture can be regarded
as an organizational stigma, a mode of thinking that dominates the PMSC legislation debate. Neverthe-
less, domestic regulation is evidently not the only possible way of regulating PMSCs, especially since
the private security business is by definition an international market. Public international law, as well as
international humanitarian law and international human rights law, all contain some provisions applica-
ble to PMSCs. The next section will discuss how the development of international law regarding private
security and military services has suffered from its own organizational stigma, namely the challenge of
mercenarism. Moreover, it will discuss how the insistence on maintaining state sovereignty vis-a-vis
mercenaries is strongly at odds with the attitude of those same states towards PMSCs, being another
implication of the risk aversion culture. Lastly, it will discuss whether the Montreux Document, dealing
specifically with PMSCs, provides better possibilities for regulating PMSCs and changing the debate.

3.3.1. Anti-mercenary norms: IHL and GA resolutions

While there is currently no international treaty or customary norm directly relating to PMSCs,'* there
are several rules stemming from IHL and relating to mercenary activity and participation in hostilities
by contractors and other non-combatants. Secondly, a number of UN General Assembly resolutions
have dealt with the question of mercenarism, particularly in sub-Saharan Africa. Lastly, there are some
regional conventions regulating the use of mercenaries, and arguably PMSCs. Consequently, unravelling
the legal regime concerning PMSCs resembles what Sheehy calls ‘peeling a legal onion’:'*” several layers
of international law rules covering some core norms regarding mercenaries. This part will discuss several
of those specific norms, their origins and applicability to the contemporary PMSC business.

Arguably, the primary focus of most international instruments relating to private force are born
from the desire to reinstate state control over the use of force. As is often repeated in IHL textbooks, the
primary focus of public international law and IHL specifically is the state. The state is the only actor sanc-
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tioned under international law to use force, and the only actor that can be held responsible for unlawful
use of force."'” This backdrop also provides for the distinction between civilian and combatant: combat-
ants are exempt from prosecution for murder, exactly because their actions in combat are sanctioned by
the state. Mercenaries defy these assertions by acting beyond the permanent control of the state, and thus
evade the sanctioning mechanisms focused on and provided by the state. Consequently, most interna-
tional norms concerning mercenaries have the common aim of bringing mercenaries again within the
control of the state, and thus within the control of accountability mechanisms.

The responsibility for the state for mercenary activities was already recognized in the fifth 1907
Hague Convention,"! wherein Article 4 recognized the possible threat to the neutral status of a state by
recruiting activities by other states.""> While Article 6 states that the neutral state cannot be held respon-
sible for any of its nationals crossing the border to serve in foreign armies,'”* the two articles taken in
conjunction are an expression of the customary norm that states are generally responsible for any illegal
activities originating within its borders. The state thus bears a certain responsibility for any mercenary
recruitment activities on its territories, even though mercenary activity is not proscribed or criminalized;
the implications of Articles 4 and 6 merely concern the state’s neutral status. This of course follows from
the practice that the ‘mercenaries’ of the First World War were mostly nationals of one state fighting in
the army of another, remaining within the sanctioning regime of state responsibility. Arguably for the
same reason, the Geneva Conventions of 1949 do not specifically mention mercenaries, while the First
Additional Protocol (I) devotes a separate article to them."* Nevertheless, the mercenary definition in
Article 47 is so exclusive in nature, containing seven cumulative criteria, that it hardly captures any mer-
cenary — even though it was developed at a time when ‘traditional’ mercenaries were at their prime.

The changing perception of mercenaries as a threat to governmental control of force stems from the
renewed interest in state sovereignty and self-determination pursuant to Article 2(4) of the UN Char-
ter. In the early 1960s, the UN started to read this article as a prohibition for former colonial powers to
enlist the help of mercenaries to oppress national resistance movements and protect their own foreign
policies."”® This reading followed the surge of individual mercenaries in wars of independence and self-
determination in sub-Saharan Africa. Not only did these mercenaries fall outside the ambit of govern-
mental control, they often acted as foreign policy proxies. The response by the General Assembly was
first to condemn, then to outlaw mercenary activity in wars of self-determination, through Resolutions
2395 and 2465 respectively. The problem with the GA resolutions as well as the OAU Convention with
regard to PMSCs is twofold: firstly, their definition of mercenary solely targets individuals, and does
not cover corporate organizations such as PMSCs. More importantly, they show a very narrow political
scope, placing mercenaries in the context of neo-colonialism and self-determination. As will be clear
from Section 2.4, while PMSCs and the security assemblages they are part of have a complex relationship
with state sovereignty — especially in the weak states of sub-Saharan Africa - nowadays they work at the
invitation of and in conjunction with the state. GA resolutions are of course not law; they express state
opinions and form evidence of state practice. If that is how Resolutions 2395, 2465 and their successors
are read, practice and opinions have evolved, making the resolutions obsolete.

Similar criticisms can be made with regard to the 1989 UN Convention against the Recruitment,
Use, Financing and Training of Mercenaries.''® Inspired by the 1980 Convention Against Mercenaries
of the Organization for African Unity (OAU), this Convention contains some exceptionally strong lan-
guage. It does not only prohibit the use of mercenaries by states, but imposes an obligation to criminalize,
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try and extradite individuals suspected of mercenary activity.'”” It also extended the scope of previous
anti-mercenary legislation to all armed conflicts, in line with state opinion as voiced in the GA resolu-
tions. Nevertheless, it suffers from a number of deficiencies that prevent it from being effective against
mercenaries in general, and PMSCs in particular. First of all, while the Convention contains a wider
definition of ‘mercenary’ than the GA resolutions and Article 47 of AP I,"® it is still extremely narrow.'"
The Convention also lacks any monitoring or enforcement mechanism,'” but also does not provide its
signatories with extended jurisdictional powers to control extraterritorial activities. Most importantly,
the Convention only addresses mercenary activity in the context of armed conflict, and more specifically
wars of self-determination subsequent to the GA resolutions mentioned above. Next to the problems as-
sociated with this resolution, this narrow scope does not account for the diverse range of activities most
PMSCs engage in; most PMSCs operate in environments other than armed conflict, and provide services
that do not involve the use of force. Indeed, the 1989 Mercenary Convention was only signed and rati-
fied by 22 states, out of 32 signatories. None of those signatories hosts a significant security industry of
its own, but several have made extensive use of PMSC services, including Angola, Nigeria and the DRC.
This has led Singer to dub the Convention ‘anti-customary law’, a prime example of the failure of merce-
nary prohibitions.

What is striking about the debate on mercenarism and the ineffectiveness of the applicable laws is
the paradoxical attitudes of states towards PMSCs and security assemblages. The prime motivator behind
the anti-mercenary legislation, as outlined above, was the loss of newly gained state sovereignty through
the emergence of private violence, albeit as proxies for former colonial powers. Radiating from the lan-
guage of the GA resolutions, as well as the OAU Mercenary Convention and the 1989 UN Mercenary
Convention is a strong desire to be free from external influences in the territorial affairs of African states,
an attitude that could be summarized as ‘leave us alone’ The same states, however, have had little qualms
about going into partnerships with multinationals, and enabling them to perform semi-state functions
through large security assemblages; some of these examples have been discussed above. These assem-
blages, as shown above, are made possible by a strong private security sector — the same sector that still
suffers under the reputation of being pseudo-mercenaries. While this development can be ascribed to the
inherent weakness of the limited government apparatus present in most African states, it is paired with
the very deliberate trend towards public-private cooperation in security emitting from leading Western
states. The common factor, of course, is the companies — often the same companies working the assem-
blages in sub-Saharan Africa. None of these developments has yet been captured by international law.
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3.3.2. The Montreux Document: one step closer?

The first and thus far only step towards an international regime of PMSC regulation as regards states was
made in 2008 with the Montreux Document on Pertinent Legal Obligations and Good Practices of States
related to Operations of Private Military and Security Companies during Armed Conflict (the Montreux
Document)."” The Document was the result of a series of meetings at the initiative of the Swiss govern-
ment and the ICRC, starting in 2005 and involving most states that were either the main suppliers or
main hirers of PMSC services.'” These states included the UK and the US, the legal regimes discussed
above. In the process of drafting the document, the negotiating states drew upon a number of earlier doc-
uments regarding obligations of states during armed conflict, including the ICRC’s work on Customary
International Humanitarian Law, the UN Basic Principles on the Use of Force and Firearms by Law En-
forcement Officials, the UN Code of Conduct for Law Enforcement Officials, the EU Arms Export Code,
the CIS Model Law on Countering Mercenarism and several domestic and regional jurisdictions.'”® The
resulting document was comprised, as its name suggests, of two parts: one part outlining existing legal
obligations of states under public international law, international humanitarian law and human rights
law, and a second part stating several ‘good practices’ for Contracting States, Territorial States and the
Home States of PMSCs. The Montreux Document is not legally binding; it is only a recommendation for
states to follow, perhaps in the future becoming a customary norm through state practice. At the mo-
ment, it contains some suggestions for future binding instruments, and makes important distinctions
in its analytical framework. Unfortunately, the Montreux Document also suffers from some drawbacks
that make it less effective in tackling the private security sector in all its aspects than it could have been.

The first and main benefit of the Montreux Document is that it is the first international document
that specifically addresses PMSC activities by the nature of their role in combat, rather than by the spe-
cific service they provide.'** The Document thereby rejects the tendency to classify PMSCs differently
according to the services they offer, recognizing that a particular PMSC can change its role from a per-
sonal security provider to a supplier according to the circumstances of its contract, without escaping the
Document’s framework. Also, it rejects the popular conception of ‘offensive’ and ‘defensive’ services,'?
reiterating the notion that international humanitarian law does not distinguish between offensive and
defensive combat.””® Secondly, the Document follows the negotiating states’ agreement that there is a
distinction between hiring states (Contracting States), states on whose territory the activities take place
(Territorial States) and states in which the PMSCs are based (Home States). This distinction is important
both in the context of its reaffirmation of public international law obligations for the territorial state and
occupying state,'”” as well as forming opinio juris on what is the actual base of operation of a PMSC.'? If
the consensus of the Montreux Document holds out, PMSCs cannot evade accountability in their home
state by registering in Monaco, the Cayman Islands or some other tax haven.

As for the specific legal obligations stated in the first part of the Montreux Document, the first sec-
tion deals with state obligations for PMSC contracts, especially those arising from IHL. This section
reaffirms that both contracting and territorial states retain a number of basic IHL obligations, mirrored
in the Fourth Geneva Convention,'? that will remain with states despite the contract.’* It is up to the
state to ensure liability and the possibility for reparations for PMSC misconduct, even when the contract
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does not directly impose those obligations. The second part deals with attributing PMSC actions to
states, drawing upon the combatant definitions of the Third Geneva Convention."! Mirroring Articles 4
and 5 of the Draft Articles on State Responsibility,'*? the Document adds direct state responsibility for
when PMSCs execute ‘inherently governmental” functions.*® However, the Document does not define
more precisely which functions those might be, and as the American debate on outsourcing government
functions shows, such a definition is widely interpretable and unhelpful. Lastly, the Montreux Document
reaffirms that PMSCs themselves carry the same obligations under IHL and have the same status as other
contractors accompanying the armed forces, and that they do not represent a separate category distinct
from the Geneva Conventions."** Nevertheless, this part also lacks definitional clarity, and does not an-
swer the question how a concept like command responsibility functions in the context of PMSCs.'*

The second part, the soft standards and good practices, mostly deal with ensuring the reputability of
PMSCs and the hiring process, and a separate section on monitoring mechanisms. The Document first
lays out some criteria that Contracting States ought to take into account when selecting PMSCs, based on
employee records, financial capabilities and training background. Similar criteria are mentioned when
discussing the authorization of PMSC activities by Host States and Territorial States, including which
procedures should be followed. The Document also looks into the internal organization of PMSCs, in-
cluding its adherence to labour rights and the tendency to use subcontractors. With regard to the latter,
the Document advises to keep a clear command structure and liability mechanisms to ensure that sub-
contractors are not misused to evade responsibility by the prime contractor. The crucial part here is the
closing chapter regarding each of the state categories: adequate monitoring and accountability mecha-
nisms."** As made clear by the US and UK debates on PMSCs, the key factor is the constant monitoring
of PMSC activities and hiring procedures, and setting up bodies to deal with PMSC misconduct and
impose sanctions. Nevertheless, for all its emphasis on monitoring, the Montreux Document does not
detail how such monitoring should take place, according to which criteria, and under whose responsibil-
ity - including responsibility for monitoring failures.

That said, the Montreux Document also has some general deficiencies other than the specific omis-
sions mentioned above. First and foremost, it is only applicable in situations of armed conflict, with its
strong focus on IHL compliance. This discounts the reality of PMSCs operating in situations that do not
meet that threshold, which is notable since the PMSC business came to prominence mostly because of
state militaries lacking the capacity to engage in such operations. One may think of the security assem-
blages governing the Niger Delta, as mentioned above - especially when PMSCs only provide a guiding
role. Secondly, a related problem is that the Document provides no guidance as to the exact conduct
PMSCs may or may not be engaged in; it only refers to the vague notion of inherent government func-
tions.'”” Thirdly, while the Document continuously refers to state liability for PMSC activity, it makes no
suggestions as to how accountability mechanisms should work. Thus, it provides little or no solace for
individual victims of PMSC misconduct. Lastly, and perhaps most importantly, the Montreux Document
says little or nothing about corporate responsibility beyond the state.’*®* As mentioned, the practice of
PMSCs being hired by other private actors rather than states is growing — again referring to the chapter
on security assemblages and the insurance industry — and solely referring to state responsibility has little
bearing on this practice. While the Montreux Document correctly defines PMSCs as actors with respon-
sibilities of their own, not just subsets of the state, it fails in fleshing out the legal implications of those
responsibilities.

In conclusion, the inherent weakness of anti-mercenary norms as applied to PMSCs is exactly in
their nature: PMSCs are not ‘Mercenaries 2.0’ and thus are hardly captured by international regulation
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regarding mercenaries. Neither their organizational structure, nor the services they offer, nor the level of
international political acceptance resembles in any way the individual mercenaries that are the subject
of AP I, the Mercenary Convention and the General Assembly resolutions. On the other hand, the cor-
porate form of PMSCs and the broad spectrum of force they operate in challenge the strict combatant/
civilian distinction of IHL. Even though the Montreux Document is a step forward in casting off the mer-
cenary shadow, it still provides no pathway into the debate on security outsourcing. Consequently, even
with the myriad of international provisions seemingly applying to PMSCs, there is very little substance
governing their activities, nor is there any prospect of these legal provisions leading to a comprehensive
framework of governmental control of security. In other words, beneath the layers of the legal onion, the
core is missing.

4. Conclusion: unwinding the risk/security assemblage?

In the broadest terms, one could say that one of the main goals of public international law is to promote
peace, security and stability, as is also reflected by the preamble to the UN Charter. To achieve this goal,
international law restricts the ability of states to use force to further their own interests. In a similar vein,
international human rights law tries to curtail other state activities, such as deprivation of liberty and
breaching the right to privacy, because of their intrusiveness into citizens’ lives. If that is indeed the case,
the question needs to be asked how international law will treat these activities if states are no longer the
sole or even principal actors conducting those activities. As the first section shows, states themselves have
vested interests in outsourcing and privatizing security, including the use of force, detention and intel-
ligence gathering, so leaving the debate on what can be privatized up to the states themselves is clearly
not a satisfactory solution. As far as international law is concerned, to properly regulate security privati-
zation, either one of the following questions needs to be answered: one, are there ‘core state functions’
that can only be executed by or under the direct responsibility of the state? Two, if one argues that within
transnational security networks, there is no such thing as a ‘core state function, the question would be
how other actors, such as companies or NGOs, can be held accountable under international law - in-
dependently from the states in which they originate. In short, international law needs to be able to deal
with the security network, including recognition of the autonomous role played by private actors such as
PMSCs, instead of only regulating some of the activities conducted by that network.

This merits a debate on the purpose of that network, namely risk reduction. As stated in the second
section, rather than collectively dealing with greater risks, modern risk culture has resorted to commodi-
tying and trading individual risk symptoms. Only regulating the precautions against such risk symptoms
thus contributes to the fragmentation of society’s risk, which cannot be the purpose of a legal system
that aims to promote peace and security in general. Legal recognition of the mutual responsibilities of
the actors within the network, and regulation of the purpose of the network in general, may be a better
option. However, as long as international law remains state driven, this option is as far away as the peace
and security it tries to achieve.



