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Abstract
With the worldwide COVID-19 pandemic in 2020 and
2021 necessitating working from home, corporate Virtual
Private Networks (VPNs) have become an important item
securing the continued operation of companies around the
globe. However, due to their different use case, corporate
VPNs and how users interact with them differ from public
VPNs, which are now commonly used by end-users.
In this paper, we present a first explorative study of eleven
experts’ and seven non-experts’ mental models in the context
of corporate VPNs. We find a partial alignment of these models in the high-level technical understanding while diverging
in important parameters of how, when, and why VPNs are
being used. While, in general, experts have a deeper technical
understanding of VPN technology, we also observe that even
they sometimes hold false beliefs on security aspects of VPNs.
In summary, we show that the mental models of corporate
VPNs differ from those for related security technology, e.g.,
HTTPS.
Our findings allow us to draft recommendations for practitioners to encourage a secure use of VPN technology (through
training interventions, better communication, and system design changes in terms of device management). Furthermore,
we identify avenues for future research, e.g., into experts’
knowledge and balancing privacy and security between system operators and users.

1

Introduction

Virtual Private Networks (VPNs) have become a cornerstone
of security advice for Internet users. They are used to counter
censorship [66], geographical content filters [41], state-level
surveillance [47], corporate privacy invasions [43], and threats
of insecure local Internet access [34]. Especially the rise of
commercial VPN providers puts VPNs on the list of popular
security tools employed by individual end-users on the Internet [34]. As such, VPN usage by end-users receives increasing
attention in recent empirical studies [26, 34, 45, 61].

However, this perspective on private end users’ use of VPN
services neglects other—equally important and far older—use
cases of VPNs, i.e., the use of VPNs in a corporate context to
manage and connect remote workstations to internal corporate
resources. Especially due to the COVID-19 pandemic in 2020
and 2021 and the associated work-from-home orders, the
importance of these corporate VPNs has risen, as highlighted
by the increased deployment of corporate VPNs during the
first wave of COVID-19 related lockdowns [22]. Moreover,
data handled via these VPNs used in a professional context
may be highly sensitive and confidential.
Hence, it is important to understand how, when, and why
corporate users—trained IT professionals and non-experts—
do or do not use VPNs, how they see the impact of these tools
on the threat landscape, and how they think VPNs work. By
exploring the perception of VPNs by users in a corporate
context, i.e., by eliciting their mental models, we can more accurately tailor training interventions to these populations [29,
57], identify use cases that have been so far overlooked to
further improve the usability of these tools, and lay the foundation of further quantitative studies on the subject to get a
globally representative picture. This is especially important
if—as in our case—the mental models we find differ from
those already found in the context of similar Internet security
technology, e.g., HTTPS [25, 36].
In this paper, we conduct a qualitative study in a large consultancy firm’s1 regional office, located in the Netherlands,
to describe the mental models of experts and non-experts
in the context of corporate VPN usage. We recruit experts
(participants holding additional IT and IT security-related
qualifications) and non-experts (participants from non-IT related departments in non-technical roles, e.g., HR and finance)
for semi-structured interviews. We find that the mental models of experts and non-experts actually align on an abstract
level but diverge in the groups’ perspectives on the threat landscape. Based on the data we collected, we make the following
contributions:
1 See

the Big Four (PwC, Deloitte, E&Y, and KPMG) for comparable
organizations in terms of services offered and size.

• We identify mental models for the use of VPNs in a corporate context for experts and non-experts, and find that
these are fundamentally aligned but diverge in perspective on threat models and privacy.
• We identify issues limiting the use of VPNs (policy
limitations, privacy concerns) among experts and nonexperts, and connect them to the differences in mental
models we identify.
• We document limitations in the technical understanding
of VPNs, even among experts, and provide a discussion
about potential causes.
• We provide concrete steps for security practitioners to
improve the security-related efficacy of VPNs in their
corporation.
• We provide the first step to future qualitative and quantitative studies in the context of VPNs, and share our
interview transcripts and code-books with the community as open data.
Structure: We first present our methodology—including ethical considerations—in Section 2, where we also describe the
specific VPN solution used in our participant population in
Section 2.4. We then provide an overview of the results in Section 3 and derive the mental models in Section 4. Finally, we
first discuss our results and provide recommendations rooted
in our data in Section 5, before comparing our results with
related work in Section 6, and concluding in Section 7.

2

Research Methodology

In this section, we present the design and procedure of our
study, including how we recruit participants and how we collect and analyze our data.

2.1

Study Design

A mental model is a representation of a person’s knowledge
of a subject, see, e.g., Sanders & Stappers [59]. To elicit the
mental models of VPN technology of our participants, we
combine techniques previously used in the literature. Specifically, we combine semi-structured interviews with a drawing
task, similar to Krombholz et al. [36] and Mayer et al. [39].
By combining these two methods, we obtain data on how our
participants visualize their mental model [44], but also get
information on how they reason about these concepts and
which relationships they see between different parts of the
model. Hence, our method aids us in structuring [13] and
verifying [30] our participants’ mental models, while also
reducing participant fatigue [27]. Moreover, drawing is a technique that many people are familiar with, and it offers a lot of
freedom of expression.
Based on related work [11, 28, 44] and a general grounded
theory approach [63], we designed open-ended and semistructured interview questions and additional drawing tasks
that included three scenarios:

1. Using the corporate VPN from one’s home-office
2. Using the corporate VPN while being at a coffee bar
3. Sending an e-mail while using the corporate VPN
Please see Appendix A for the full interview protocol. Furthermore, we asked participants to think aloud while drawing [24],
to form a concurrent verbal report (instead of retrospection),
as it captures more consistent information about participants
mental processes than retrospection [24].
All interviews were conducted via an online video conferencing software with an integrated digital whiteboard. Recordings were created using the platform for later analysis, which
also included the drawings made by the participants.
Interview Language: The language used for the interviews
was either Dutch or English, and the informed consent form
was available in the interviewees’ language. Excerpts from
Dutch interviews in this paper have been translated, but analysed in their original form. The interviews were analyzed in
their corresponding language by Dutch native speakers.
Pilot Interviews: We validated the study design with pilot
interviews. Validation focused on the understandability and
unambiguous interpretation of the interview protocol. Additionally, we audited the answers from the pilot interviews to
detect potential bias due to the wording of the questions.
We conducted four pilot interviews with participants not
included in our final sample. Based on the outcomes of these
initial interviews, we adjusted the protocol and evaluated it
on two more experts and three non-experts. No further issues
surfaced during this second round of pilot interviews.

2.2

Ethical Considerations

To mitigate any possible risk for participants and the associated company, we anonymized the interview transcripts
and drawings, and only report aggregate demographics. The
signed consent forms do not contain any links to the interview transcripts. PII (email addresses, recordings, drawings,
non-aggregate demographics) was deleted after the study.
Participants were informed of the purpose of this study
via the recruitment email and the informed consent form, see
Appendix B. These documents made them aware that we collect aggregated demographic information and anonymized
versions of the interview transcripts and produced drawings.
We informed them that this data would be made public for a
minimum retention period of 10 years via an open data repository. Furthermore, the participants were informed about their
subject data access rights, i.e., that—before anonymization,
see below—they could retract their consent to participate in
the study at any time, and have the right to request access to
and rectification or erasure of personal data. Nobody except
the project research team had access to the unredacted data.
This research project was reviewed and approved by the
Delft University of Technology Human Research Ethics Committee (reference number: 55223).

Table 1: Demographics
The interviewed experts reported the following certifications in ITauditing: EMITA or CISA; in Privacy: CIPP/E, CIPM, FIP, CIPT, DPO;
and in Cybersecurity: CISSP, CSX-P or ISO27001. Percentages do not
add up to 100% as one participant may hold multiple qualifications.
Area

Variable/Scale

Experts

Non-Experts

(n = 11)

(n = 7)

Education

Master
Bachelor

9 (82%)
2 (18%)

6 (86%)
1 (14%)

Additional
certificates

IT-audit
Privacy
Cybersecurity

7 (64%)
6 (55%)
5 (45%)

-

Area of
expertise

Business administration
Computer science
Crisis/security management
Engineering, non-CS
Law
Accountancy
Marketing
Sociology

4 (36%)
4 (36%)
1 (9%)
3 (27%)
1 (9%)
-

3 (43%)
1 (14%)2
2 (29%)
1 (14%)
1 (14%)
2 (29%)

Role in
the firm

Department director
Department manager
Staff

0 (0%)
3 (27%)
8 (73%)

2 (29%)
2 (29%)
3 (43%)

Years in
the firm

Median
Min–Max

4
(1,5–6,5)

6
(1–34)

2.3

Participants and Recruitment

We recruited our participants from the employees of a professional consulting firm offering a wide range of services from
financial auditing to IT security assessments. The participants
were working in the Dutch office, and recruited via corporate
channels, i.e., after management buy-in individual department
chairs were contacted and asked to share our interview advertisement with employees in their department corresponding
to our sampling criteria, see below. Nevertheless, participation in the study was voluntary, and informed consent was
explicitly collected, see Sec. 2.2.
Following our objective of comparing experts’ and nonexperts’ mental models, we sampled for ‘experts’ in terms of
computer security and ‘non-experts’. For our study, we considered participants as experts if they worked in an applied
technical role in an information technology-related department of the company for at least two years or held a relevant
technical certification or degree (e.g., EMITA, CISA, CISSP).
Non-Experts are participants who work in a non-technical role
in a non-technical department, such as legal, finance, and HR,
and do not hold a degree or certification related to computer
security. Nevertheless, we ensure that all participants work in
roles that include handling and/or processing confidential or
personally identifiable information. Furthermore, due to the
company’s ongoing work-from-home order, all participants
had experience using the corporate VPN.
2 The non-expert listed as a computer scientist does not have a background
in applied computer science, i.e., computer security, computer networks,
programming, or IT operations.

We iteratively analyzed interviews and recruited additional
participants until we reached theoretical saturation [11, 63].
We considered theoretical saturation to be reached once three
subsequent interviews did not contribute new concepts. In
total, we performed 18 interviews, 11 with experts and 7 with
non-experts before reaching theoretical saturation for the overall sample. See Table 1 for an overview of our participants.

2.4

VPN Used by Interviewee Population

Here, we describe the VPN technology used by the organization in which we conduct our study. Note that different VPN
technologies exist. We discuss how the specific technology
used here may influence users’ mental models in Section 5.2.
VPN Product Overview: The organization in which we conduct our study uses a product ultimately supplied by a major
network device vendor. However, they source it via a third
party supplier that provides custom white-labeled client and
integration services. This integration provides—instead of
the generic client which would be provided by the vendor
directly—a CI (Corporate Identity) compliant login interface.
This login interface abstracts the technical configuration of
the clients away, and instead only requires users to input their
username, password, and two-factor authentication (2FA) token.
Technical Description: The specific VPN used in the company is encapsulation based. Practically, this means that, at
the client, a virtual TUN(nel) interface is created. This interface appears to the local system like any other interface, and
receives a local IP address as well as an IP address for the
remote system to configure a point-to-point IP only configuration [56]. When an application sends to a socket on this
interface, the resulting packet is handed off to the VPN application, which then encapsulates this packet in a packet that is
part of the established TLS session with the VPN server. The
resulting packet is then sent by the VPN application via the
external interface of the client to the VPN server. Receiving
packets then works analogously, with the VPN application
decapsulating packets. The whole process is transparent for
the application.
The company’s VPN utilizes IPSec in tunneling mode for
encapsulation. However, as IPSec relies on IKE messages to
be exchanged via UDP/500, users may experience issues on
public networks with a restrictive outbound firewalling policy [31]. To counteract this, the used VPN solution additionally encapsulates IPSec traffic in a TLS session with the VPN
endpoint. Please note that this indeed leads to double encryption of traffic, as the vendor documentation notes [31]. While
the application also supports tunneling over port TCP/443
without an additional TLS session, this approach makes the
VPN more robust against application-level firewalls [31].
Note that, similarly to our organization, major VPN providers
on the consumer market use TLS encapsulation for similar
reasons [48].

Network and Routing Setup: Depending on the use-case,
all network traffic, or only traffic for selected destinations, e.g.,
internal company resources, may be sent via a VPN. In the
organization from which we recruit participants, all network
traffic—apart from traffic directed towards the VPN endpoint
itself—is redirected via the VPN connection.

2.5

Data Analysis

To analyze the collected qualitative data, we followed a process inspired by grounded theory [16, 17], with four steps:
open coding, axial coding, selective coding, and theory generation (or in our case, model generation). This approach is
commonly used in similar studies [36] to analyze qualitative
data and build corresponding theoretical models.
For the open coding step, we include i) descriptive coding where the code represents the topic of the statement, ii)
process coding where codes represent actions described in
the data, and iii) value coding where codes represent values,
attitudes and beliefs, following Saldana et al. [58].
Codebook Creation: At the beginning of the coding process,
two authors developed an initial codebook based on independent coding of two interview transcripts and consequent
discussion for reaching an agreement. After, the axial coding
grouped the codes into categories and explored the relationships between categories and between codes in categories.
Open coding and axial coding were performed iteratively.
During the coding process, the researcher used memo writing
to keep track of the thought process and theory development.
This way, we could document which new codes were developed and why, which were difficult to differentiate, and what
patterns and themes emerged. Via these steps and constant
communication between the coders, we developed a final
codebook after analyzing all interviews.
Reliability: The intermediary codebook was used for double
coding on three interviews to ensure that the coders interpreted the data in the same way. We calculated the Krippendorff c-alpha-binary [35] using ATLAS.ti3 . This process lead
to a c-alpha binary of 0.724. As recommended by Barbour [6],
we explored the disagreements to develop more nuanced and
useful codes. The disagreements were mainly due to i) a different application of ‘concept codes’, and ii) differences in
quotation length, i.e., differences in the length of annotated
segments between the coders. After solving these disagreements and creating a final codebook, see Appendix C, the
overall c-alpha binary reached 0.837, with all semantic domains being equal to or above 0.74 for the three interviews
coded by both coders. This indicates a reliable codebook.
Additional Closed Coding: To analyze participants’ perception of changes in the threat landscape, we coded the related
part of the transcripts in a partially closed manner. We did it
to align our observations with existing threat frameworks and
3 To

code qualitative data we used ATLAS.ti 8 for Windows http://www.
atlasti.com/.

evaluate the accuracy of the perception of the current threat
landscape. We used the MITRE ATT&CK framework [42] to
code threat types, the typology by de Bruijne et al. [10] for
threat actors, the typology by Casey [14] for threat motivation,
the Threat Agent Library [15] for threat capability, and the
Cyber Security Assessment Netherlands 2019 report by the
Dutch NCSC [46] for threat impact coding.
Accuracy of the Mental Models: To evaluate the technical
accuracy of the mental models solicited from participants,
we compare them to the technical information presented in
Section 2.4. To evaluate the accuracy of the perception of
the current threat landscape by participants, we compared the
results for threats, threat actors, and threat impact with the
threat matrix in the Cyber Security Assessment Netherlands
2019 report [46].

3

Results

We cluster our results with respect to three major themes:
i) Our participants’ perspective on using a VPN, i.e., why
(in which use cases) they use VPNs, on which devices they
use them, and how they interact with the software, ii) Our
participants’ concept of how VPNs work from a technical
point of view, and, iii) Our participants’ perspective on how
VPNs change the threat landscape for them, i.e., which threats
are mitigated by VPNs and which may be introduced by them.
We provide a structured overview of our codebook and codecounts in Table 2 in Appendix C.

3.1

VPN Usage

In this subsection, we describe our findings on how and why
experts and non-experts use VPNs, and in which situations
they do so. We note that, although our interview script only
references ‘VPN’, all participants were either able to expand
this abbreviation explicitly to ‘Virtual Private Network’ (6
experts (E) and 2 non-experts (NE)), or could do so implicitly
using general description or metaphors like "tunnel".
Devices Used and Connection Establishment: Experts and
non-experts indicate using their personal computer (all participants), mobile phone (6 E / 4 NE), or tablet (2 E / 1 NE)
to establish a VPN connection. For the process of connecting
to (their specific) corporate VPN, participants in general described the same process (see C-codes in Table 2): i) connect
to the Internet, ii) launch the VPN software, iii) enter credentials, iv) enter 2-factor token, and, v) click the connect button
in the VPN software.
Interestingly, as one non-expert notes explicitly, we find
that non-experts see the procedure as part of their routine, and
not them explicitly starting a VPN:
"Well, I press an icon at the bottom of my taskbar, because
I put it there. Then I enter my personal password plus the,
what are they, five digits that appear on the [VPN of the
company] app. And together they connect to the intranet

of [the company]. I do not specifically start the VPN. But
my presumption is that that is behind it. That the intranet
applications all are accessible via a VPN connection and
that you start it up automatically with [the VPN of the
company]." [Non-Expert 7]
This is supported by the fact that only 3 experts and 3 nonexperts mentioned that they "click connect to VPN" (see C.4.
in Table 2). This also highlights the importance of integrating
the VPN practice into the workflow to ensure its use.
Use cases: Our participants from both samples mirrored the
use cases already outlined in Section 2.4. That is, they use the
company’s VPN for: i) Getting access to internal company
resources not accessible via the Internet (mentioned by all
participants), and, ii) Securing their network access against
local eavesdropping (10 E / 6 NE).
With regard to the first use case, we found significant confusion, even among experts, of which resources are within the
scope of the VPN, i.e., which resources require the VPN to
be accessible. One expert noted:
"For work, I only use my laptop. For my mobile device [. . . ]
I don’t know the name of the application, but [example of
a mobile application used for work], and I suspect that’s
also somehow secured. [. . . ] you do receive a message
that it is encrypted. So I expect it to be, yes, I don’t know
if it’s really a VPN, but I do expect it to be somehow, um,
secure." [Expert 2]
Still, the same expert notes that certain resources are exempt
from requiring the VPN, even though they are internal, for
example, email:
"But email, if I only have to use email and [cloud software],
then I leave the VPN off because then it is not necessary."
[Expert 2]
Ultimately, we attribute this confusion to recent changes in
the local security policy, and insufficient communication of
the new policy:
"And I know, for example, that previously it was necessary
for our mail traffic to go via the [company’s] network and
that is no longer the case nowadays." [Expert 11]
The second use case is usually invoked around the users’
perception of the local network being insecure, for example,
when using an open WiFi in an airport, train, or cafe. By
contrast, a home network is often considered to be ‘more
secure’.
"[. . . ] if I look at my home situation then [. . . ] I only have
one person who logs in, who has the password for the
router. At a cafe connection or [airport] you have more
people logging in on the same network. I don’t know if
that’s [. . . ] safe or not. I assume that the moment you use
your VPN that it is safe." [Non-Expert 5]
Nevertheless, we also find doubt (especially among experts)
on whether a VPN actually is sufficiently secure (see Section 3.2). One expert and one non-expert had similar doubts

about whether it is secure to use a VPN if the local network
seems insecure (see J.10. in Table 2).
"I am worried that someone tries to target my system, just
because I have sensitive information and I am connected
to a publicly accessible network, which may or may not be
very secure. [. . . ] I know there are a lot of hacks possible
from a network which is not secure, especially when you’re
connecting VPN [. . . ] " [Expert 5]
In that case, 5 experts recommended using other ways to
connect to the Internet, e.g., using tethering with one’s mobile
phone instead of a public WiFi (see A.4. in Table 2).
"When I’m somewhere, like an airport or [restaurant], I
just use my phone, that’s a 4G network, that’s my own
network, so nobody can [. . . ] listen in on it, eavesdrop. "
[Expert 1]
We found this recommendation to be connected with the general threat modelling around VPN use. Participants seemed
to be highly concerned about local attackers, and VPNs protecting against them, namely 8 experts and 4 non-experts
mentioned that VPN mitigates "listening on communication" issues (see H.3. in Table 2). The security of a network
connection—as one of our experts mentioned—assumes that
the portion after the local access network can generally be
considered more trusted, especially if the provider is directly
contracted by their company.
" [. . . ] the hotspot is provided by a [telecom provider] network that is approved by [the company]. [. . . ] I can imagine [the provider] is taking extensive measures to make
sure their, the Internet that they are providing through the
phone is secure and it is not easily crackable. " [Expert 5]
This highlights the importance of users’ threat models in the
decision to (not) use a VPN. Therefore, we will explore our
participants’ threat models in the next subsection.

3.2

VPN Threat Modeling

In this subsection, we take a closer look at which threats our
participants consider mitigated by using a VPN, and which
new threats they think VPNs introduce. Thereafter, we will
also take a closer look at how these perceived mitigated and
introduced threats impact their behavior.
Threats Mitigated by VPNs: Several participants noted that
using a VPN mitigates the threat of an external party listening
in to network communication from a client connected to the
VPN (8 E / 4 NE, see H.3. in Table 2). Seven experts in our
sample clearly attributed this to the encrypted connection
provided by the software. In contrast, only two non-experts
noted that this might have something to do something with
encryption:
"I assume that the data is encrypted, which in that sense
simply cannot be cracked, traced back by people who are
watching the connection at that moment." [Non-Expert 4]

Furthermore, 7 experts and 2 non-experts noted that the VPN
‘hides’ one’s IP address insofar that only an address related
to the (company-operated) VPN server is visible to resources
they access on the Internet (see H.4. in Table 2).
Especially experts also listed several mitigations a VPN
enables that are not directly related to its basic functionality.
Instead, these mitigations relate to the IT operations department’s ability to apply security policies and mechanisms to
users’ machines and network traffic as if they were on-site
and enable users to work on data remotely without having a
copy on the client. For example, 5 experts note that using a
VPN allows the IT department to inspect the client’s network
traffic (see F.11 in Table 2), and 3 experts also note that VPN
enables applying corporate filter lists for malicious sites and
preventing the downloading of malware (see H.8. in Table 2).
Or, as put by Expert 7:
"[. . . ] I always let my data go through this server here,
then I know that everything will enter here as well. [. . . ]
it always goes through this server instead of connecting
directly from the client. [. . . ] thus to catch all those threats,
you now have that on a central point." [Expert 7]
Besides looking at external attacks, one of our experts also
notes that inspecting traffic when using a VPN can prevent
users from leaking internal data to, e.g., cloud services:
"It can also have alarming signals that someone who uploads something to [cloud software] that an IT team gets
notified or something and then they can take appropriate
action." [Expert 9]
Interestingly, the same mechanism is attributed to email communication, even though threat inspection should take place
independent of a VPN being used:
"[. . . ] Now, within the VPN, they have the applications that
should scan all coming packages, for example, anti-virus,
anti-ware, firewall- [. . . ] for example, you are receiving
an email from an unknown source, you will get the email,
but you will not be able to open the attachment. So, the
attachment is deactivated, for example." [Expert 4]
This observation again highlights the uncertainty, even of
experts, on what parts of system usage are influenced by a
VPN, as already documented in Section 3.1. This is not only
limited to applying policies to clients’ network traffic, but
also to software and policy updates. As one of the experts
notes:
"[automatic updates] should be pushed to your laptop
by the admins. Probably that goes through a VPN too,
because as long as you don’t turn on a VPN [. . . ] no
updates happen either." [Expert 2]
Similarly, as suggested by 3 experts, a VPN may enable an
IT department to monitor and update other policies, such as
not allowing users to plug in USB sticks.
"Well, of course, I can plug it in myself, but for example,
what files can be run, like if it has an alter executable on

the USB stick, I think a VPN can play a role in that, in
preventing, or at least detecting what I am doing, with the
data on the USB stick." [Expert 9]
This statement is likely related to services like Active Directory commonly used to update such policies only being
reachable when the client is connected via the VPN. However, please note that the cited experts hold a misconception
here, as an active connection is only necessary for updating
and installing new policies. As soon as new policies have
been rolled out, the system will enforce them even without an
active connection to, e.g., Active Directory.
Finally, both experts (4 participants) and non-experts (2
participants) see an opportunity in using VPNs to keep confidential data from being stored on mobile clients, which may
be stolen (see H.6. in Table 2):
"Even if someone is able to steal my laptop, they will not
be able to connect to the [company’s] systems without the
[access token provider] token, which is on my phone. Or
in the case where it is a physical token, the thief will have
to steal both of them to be able to access [the company’s]
systems." [Expert 5]
As confidential data is stored on remote file shares only reachable via the VPN and not on the client itself, an attacker stealing the notebook can not get access to it. Furthermore, due
to the 2FA used for the VPN, an attacker stealing a notebook
still does not gain access to confidential data.
Regarding user behavior, some of our experts shared the
security practices that they use on top of VPN like not sharing
the same laptop with others and use separate devices for
work and private matters, use VPN only when is necessary
and do not use VPN for private matters (see I. Change in
use behavior in Table 2). Non-experts have not revealed any
specific practices they follow in the light of using a VPN.
Lastly, almost half of the participants (6 E / 4 NE, see H.5.
in Table 2) admit that using a VPN complicates attacks, but it
does not solve all threats as stressed by one non-expert and
eight experts (see H.2. in Table 2).
Threats Introduced by a VPN: Apart from mitigating existing threats, our participants report on new threats introduced
by using a VPN which cluster broadly into three categories:
i) Enabling unauthorized access, ii) Reduced reliability of the
working environment, and, iii) Privacy issues.
While, as mentioned before, participants see benefits for
preventing unauthorized access to corporate resources, they
hold concerns in this regard, too. Specifically, 3 experts and 2
non-experts note that setting up a VPN connection may open
the corporate network up to easier attacks from clients (see
J.1. in Table 2):
"Eh, however, if you have a physical token, if you are like
most of the people, who keep their physical token also in
the laptop bag, which means if your laptop is stolen, your
secure token is also stolen." [Expert 5]
This point is strengthened by Expert 7, who notes that:

"[. . . ] a VPN connection can be started from anyone who
has a username and ultimately password plus key. But
that also means that you can have multiple sessions per
person." [Expert 7]
This relates to the impact of the VPN server itself being compromised as noted by 5 experts and one non-expert (see J.8.
in Table 2), or as Expert 10 notes:
"Well, if your VPN server is compromised, it does not really
make sense to setup the VPN, as it is just an illusion of a
secure connection then. [Expert 10]
In terms of reliability, both groups show concerns about
the resilience of the VPN system.
"I don’t know how much powerful or how much big the
servers are. So, there might be if the powers go off." [Expert 8]
Given the experiences of the COVID-19 pandemic, which
was underway when this study was conducted, and many
companies struggling with scaling their remote work capabilities, doubting the reliability of the VPN infrastructure is a
reasonable assumption. Similarly, non-experts showed concerns about the impact of, e.g., the 2FA mechanism becoming
unavailable, preventing the use of the VPN:
"[. . . ] part of the team works with a hardware token. If that
goes down, then you have no connection to the software
we use." [Non-Expert 5]
Note, however, that authentication is a crucial component in
most IT systems, and it being unavailable leads to a loss of
productivity.
In terms of privacy, our participants considered both organizational and personal perspectives. Several participants
(3 E / 2 NE, see J.11. in Table 2) focus on the operational
requirements of running the VPN service and consider aspects
relevant in case the service is outsourced:
"[. . . ] do you have confidence in your provider, where does
the provider have his servers, who has access to it. That
whole part of trust is very important in this. Who controls the business, who is the ultimate owner, how did they
implement their internal security measures." [Expert 1]
"[. . . ] if employees within [the company] have those who
manage those VPN servers and [they] make a deal with
hackers then it stops of course. You always have that human
factor. [Non-Expert 7]
On the personal side, only 2 experts consider issues of
private information suddenly being routed via corporate infrastructure and, therefore, they do not use the VPN for private
matters (see I.1. in Table 2). This point is highly relevant in
the prolonged home-office situation we find ourselves in at
the time of writing.
In addition to specific threats, both groups also discuss
general threats not specific to VPNs. In this category, one
of our experts was concerned about targeted attacks, e.g., by
state level actors (see J.7. in Table 2).

"I think the NSA did that as well, that they actually were
scanning for people using a VPN or you know, using their
search terms to connect to a VPN and then put them on
a list of people requiring more surveillance because they
felt that was by default suspicious, that someone would try
and keep their web traffic and those connections private."
[Expert 3]
‘Hacking’ is another threat theme considered by 8 experts
and 3 non-experts (see J.3. in Table 2). In particular, they were
concerned about the VPN, after all, not being secure enough,
as ‘there is always a way to get in’. As one non-expert notes:
"Well, just as you can break into other systems, you can
probably break into a VPN tunnel. I mean, there are weaknesses everywhere, so probably also in that shell that surrounds it." [Non-Expert 2]
We note that this may be rooted in a limited understanding of
the underlying technology. In fact, another non-expert specifically remarks that their concerns are rooted in their uncertainty
about what a VPN actually does.
"I do not know where the VPN starts, so it might be possible
that someone can listen in on your WiFi network." [NonExpert 6]
Hence, we will next explore non-experts’ and experts’ understanding of how a VPN works.

3.3

Technical Description

In this subsection, we describe our participants perspective
on how a VPN actually works in general and how it is implemented within the company. We first look at the common
items described by all participants and then discuss the additional aspects brought up only by experts.
General VPN Setup: In general, all participants were able
to communicate the basic idea of a VPN: A client connects to a VPN server to establish a connection to another
network, whereby the connection creates an overlay—the
VPN—securing this process (see D.10.–D.11. in Table 2). For
this connection step, experts would reflect on authentication,
which was not mentioned in-depth by non-experts. We observed that codes D.1.–D.3. co-occurred with D.11. only in
the statements made by experts (5 E). In comparison, only 3
non-experts made statements coded with more general codes
D.1. and D.10 (see Table 2). Non-Experts tend to describe
this connection as a “tunnel”, “tube”, or “shell”. When information is transmitted through this tunnel, tube, or shell, it
is not readable to anyone trying to eavesdrop. For example,
when asked to elaborate on what they meant with a ‘tunnel’,
Non-Expert 2 said (when creating the illustration in Figure 1):
"I see it a bit as a kind of protective cover that surrounds
the data. [. . . ] a kind of protective layer, so that you cannot
see through it, say from the outside, and where data then
passes through. Instead of just being open." [Non-Expert 2]

Figure 1: Illustration of the ‘tunnel’ metaphor by NonExpert 2. The interview was conducted in Dutch.
The system to which the connection is made was correctly
identified as the VPN ‘server’, even though not all non-experts
were able to describe what a server is:
"[. . . ] actually a folder on eh, so, yeah, just really a documents folder [. . . ]" [Non-Expert 1]
Minor variations exist between different participants (see
D.13.–D.15. in Table 2), with, for example, one expert mentioning that the VPN server is most likely located in the demilitarized zone (DMZ) of the company’s network. In this
context, experts used metaphors like a “safe”, “gate”, “door”,
“shield”, or “secured zone”. For example:
"[. . . ] it is a certain zone that you basically have to go
through. [. . . ] I’m not quite sure if it’s a zone, yeah, some
sort of secured zone that you have to go through first [. . . ]."
[Expert 6]
Please see Figure 2 for the drawing created by Expert 6 to
accompany this metaphor. Others assumed that not all traffic
is routed through the VPN. In general, 6 experts and one
non-expert discussed split or complete VPN types (see E.5.
in Table 2) and that data can be transmitted in encrypted
or decrypted form between client and receiving points (see
F.1.–F.2. in Table 2). This may, however, depend on different
configurations being used depending on the department, i.e.,
some only use the VPN for accessing internal content, while
other departments route all network traffic via the VPN.
In addition to these aspects, experts also provided more
information on implementation details within the corporation.
They outlined that, while the VPN connection does provide
access to the corporate network, it does not provide access
to all parts of it. Statements from 2 experts were coded with
’internal network segmentation’. Furthermore, as mentioned
before, they iterated that VPN services may be outsourced
(4 E / 1 NE) or managed in-house (2 E / 1 NE), and multiple
external providers might be used for different purposes (1 E).
Encryption: Both groups noted that the established connection is secured by ‘encrypting’ traffic flowing via it. (6 E /
1 NE, see F.7. in Table 2). The descriptions of encryption
were, however, different. Experts would follow common text-

Figure 2: Illustration of the ‘shield‘ metaphor by Expert 6.
The interview was conducted in Dutch.
book style analogies of (symmetric) encryption, i.e., applying
a secret key that ciphers text in a way that ensures only those
in possession of the key can decipher it.
"[. . . ] if you send from one point to another, information
encrypt need to have like the key to actually read the encryption, if you don’t, if you see from here, you just see a
lot of symbols, let’s say inside. So, if you don’t have the
key to decrypt them, they have no sense for you. Have no
meanings. [sic]" [Expert 8]
Non-Experts similarly expressed the idea of keys being involved, but also stayed closer to the idea of a protected ‘tube’,
most likely superimposed by the cryptographic application
scenario of VPNs. For example, Non-Expert 7 remarks:
"[. . . ] but the message you send, is put in a kind of tube,
as it were. And that tube, there is a key on it, and on the
other side that key goes off again. So should that message
somewhere on the way, or should that tube somewhere
along the way, be opened, then you have to have that key
to be able to read that message in it." [Non-Expert 7]
Additionally, one of the experts discussed steps where encrypted data goes through deep packet inspection, decrypting
the packets on the path, before reaching the company’s network:
"[. . . ] there’s data that you encrypt, that’s sent to a server
[. . . ] that doesn’t come directly into the network via a
server on the other side, there are steps in between. And
[. . . ] often that is done through a load balancer or a firewall or a web application firewall, and they often have a
way to certificate to use. They then have the certificate on
the other side to decrypt the data]" [Expert 1]
Addressing and Routing: While non-experts and experts
were both aware that traffic flowing through the VPN might
change the IP address seen by destinations on the Internet,
for clients, addressing itself remained unclear, even to experts.
This is supported by 7 experts and 2 non-experts discussing
that VPN masks IP-address. Still, experts at least noted that
network addressing and—for IPv4—NAT (Network Address
Translation) [21] play important roles in operating a VPN.
Expert 8, for example, describes NAT as follows:

"[. . . ] it protects the, or it confuse your region IP. For
instance, I can visit a website now from The Netherlands,
but with some VPN connection, I can appear as I am in
Italy." [Expert 8]
Still, even experts were sometimes imprecise in the language
used around IP addressing, and, e.g., around what public IP
and private addresses [54] are, and which implications they
have (see F.5.–F.6. in Table 2):
"Normally I would connect to [the company] using my IP,
which is my Internet name. [. . . ] [The company] sees me as
this, and it will not allow me to enter their server to access
their services. [. . . ] So, I need to have a secure connection
because this can be copied easily; this is a public IP, so
anyone can use this public IP. [. . . ] So, how can we make
this secured connection is to have, for example, a number
of secure IPs [. . . ] it is a bit more complicated than this, but
this is the concept that they have private IPs that are only
known between the server and [the company]." [Expert 4]
Impact of VPN Providers: While the question of whether
the operators of VPNs can be trusted remained a common
theme, see also the statement of Non-Expert 7 in Section 3.2,
only Expert 4 brought up the issue of different external VPN
providers, and how they inflict on the security of a VPN:
"[. . . ] you have multiple types of VPN. So, you have the
commercial VPN, some company who bought a server, put
it online and ask people to pay subscriptions to use this
VPN server. So, this would be secure, but it would not be
highly secure. Then you have another VPN server which is
from a well-known corporate, so, for example, using secure
[company’s] server. So, this [company’s] server, they have
a name they need to maintain, so they use a really state-ofthe-art server. So, this is the second level. The third level,
which is the highest level, is that a VPN that is provided
from your corporate, for example from where I work at
[the company], they have provided their own VPN, this is
known, this is the highest level. [. . . ] There is no way of
anyone intervening in the middle." [Expert 4]
This contextualizes the blurry lines of commercial vs. corporate VPNs even in our study population and despite the
focus on corporate VPNs. Please see Sections 5.1 and 5.2 for
a discussion of this point.

4

Mental Models

In this section, we synthesize experts’ and non-experts’ mental models from the results of our interviews, and then compare the mental models for the two groups. We create the
mental models along three dimensions: How each group
uses VPNs, how each group envisions the technical operation/implementation of VPNs, and which threat models the
groups construct around using VPNs. While both groups were
aligned on basic usage perspectives, we found major differences in their understanding of VPN infrastructure and VPN

related threat models. Section 4 provides a visual representation of the mental models we identified.
Usage: We find that the mental models of experts and nonexperts align when considering how they are using VPNs.
As expected from the study’s scope, both groups share the
perspective that they use a VPN to access corporate resources
and to mitigate threats, with non-experts holding a broader perspective on threats. Both groups were coherent about devices
using a VPN and the steps necessary to start the connection.
We find that—among experts and non-experts alike—there
is significant uncertainty when to use a VPN. Given new
threats some experts see, we found some reporting that they
sometimes actively do not use a VPN in risky situations, as
they assume using a VPN might make them more of a target.
Both of these observations are tied in with limitations (in both
groups) in understanding how a VPN actually works.
VPN Operation/Technology Understanding: Both groups
demonstrate the same fundamental understanding of how
VPNs work. In both cases, the common ‘tunnel’ analogy
for a secure connection between a client and a VPN server
captures our participants basic mental model of the technical
aspects well. However, while non-experts demonstrated a
general understanding of how a VPN is organized, they do
not completely understand what a VPN actually does. As
expected, experts provided a more detailed mental model of
VPN infrastructure. Their technical explanations reach further
depth, and include concepts like external authentication and
authorization, as well as aspects of the corporation’s network
topology and segmentation, e.g., the use of a DMZ. In general,
though, their mental model is a super set of the mental model
we found for non-experts.
Threat Modelling: When we look at the threat modeling of
our participants, i.e., which threats they consider to be mitigated by using a (corporate) VPN, and which they see being
introduced by a VPN, we again find their mental models to
be dominated by their operational conceptualization. In Section 4 we denote the threats that are mitigated or introduced
by a VPN according to our participants with an anonymousstyle hacker pictogram. For mitigated threats, the pictograms
are accompanied by a green shield, while introduced threats’
pictograms are accompanied by a red warning sign. A dotted
line shows if one or both groups brought up the threats.
We find that for non-experts the general understanding
of threats and mitigations around VPNs follows the ‘tunnel’
metaphor. Once the VPN connection is established, the information goes through a secure ‘tunnel’ that mitigates specific
threats, which remain ‘outside’ of that tunnel. Also, experts
were concerned about their privacy, i.e., their personal information being routed via and inspected on a corporate VPN.
Again, as to be expected, experts identified more threats
mitigated and introduced by VPNs. The general theme here
was that experts took a more operational perspective on
threats, in addition to the basic threats also identified by nonexperts. When looking at new threats introduced by VPNs,
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Figure 3: Mental models of experts/non-experts for VPNs along the dimensions of usage, threat modelling, and implementation.
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our participants also considered the VPN service itself as
a potential threat. This included direct attacks on the VPN
service, threats of compromised endpoints connected via the
VPN and lost or stolen credentials.
Furthermore, in contrast to non-experts, experts also considered better control and device management capabilities
due to the VPN as a part of the threats mitigated by a VPN.
They noted that systems connected via VPN could be better monitored and corporate security policies could be better
enforced. In this context, they mentioned, for example, monitoring clients’ software update state and monitoring users’
network traffic by passing it through corporate intrusion detection systems. Interestingly, this point actually relates to the
privacy threats introduced by a VPN mentioned by our participating experts. Still, these mitigations are also not necessarily
related to the VPN itself. Rather, they are additional services

enabled by using a VPN. The same general way of thinking
reappears in experts seeing a VPN mitigating data leaks due
to accidental or intentional actions by insiders. For example,
accidentally uploading sensitive files to public clouds or intentionally sharing confidential data via email. According to
experts, this can be more easily monitored with a VPN.

5

Discussion

In this section, we first discuss our key observations with regard to our participants’ mental models. We then continue
from there to identify recommendations for practitioners and
suggestions for further research. Finally, we discuss the limitations of our study.

5.1

Our Population & The State of the World

With the global outbreak of COVID-19, remote work became
mandatory for the majority of office workers around the world
(see, for example, Brynjolfsson et al. [12]). As the company
from which we recruited our participants also mandate working from home while using the corporate VPN to retain access
to corporate resources, all participants in our sample have—
at least—working knowledge of using the corporate VPN.
In turn, this priming on using VPNs may affect our results,
e.g., participants might be more familiar with which applications need the VPN. However, we find that participants are,
for example, still uncertain on which applications require the
VPN. We conjecture that this is connected to changes in policies to accommodate remote work without a VPN, e.g., see
our participants’ reflections on whether the VPN is necessary
for using email services, see also Section 5.3.
With our participants (forced to be) familiarized with VPN
technology, we are looking at a primed sample concerning
VPN technology. This means that our results have to be understood under these constraints and may deviate for a population
interviewed before the emergence of COVID-19 as a global
pandemic in 2020. At the same time, given the global impact
of COVID-19, these conditions may actually be considered
representative for populations at this point in time.
In any case, these considerations and our results imply a
series of new research questions for follow-up work. We suggest investigating if and how the introduction of mandatory
remote work impacted users’ mental models. For this work,
our findings can serve as a first data point for users mental
models in a corporate setting during work-from-home orders.

5.2

Impact of Specific VPN Technology

As detailed in Section 2.4, the organization in which we executed our study uses a specific commercial VPN integration
tailored to their corporate design. This aspect naturally begs
the question of how this specific technology has impacted our
analysis of users’ mental models.
When we revisit our mental model, see Figure 4, we find
that the specific tunneling technology being used is not part
of the users’ mental models. Instead, non-expert and expert
users alike consider the actual encapsulation part of the VPN
a ‘black box’ that links their own system via a local ‘VPN
software’ to the corporate network and the Internet.
However, besides the specific technology used for the VPN,
we find that other aspects of the VPN’s implementation did
have an impact on our participants mental model. The largest
impact is certainly in redirecting the default route of VPN
users via the corporate network. While this is the case in the
corporation from which we recruit, it is not necessarily the
case for all corporate VPNs, especially when they are only
targeted at providing access to internal services. However,

as the default route is redirected here, we find both groups
describing Internet access as being facilitated via the VPN.
Similarly, as we are dealing with a corporate VPN, and our
users’ mental model heavily involves the workflow and local
VPN application, our results most certainly differ from what
would be expected when interviewing a population familiar
with end-user VPNs. While the actual technology in that
communication—which often will be comparable to the TLS
based tunneling used here to reduce the potential for uservisible connectivity failures—most likely will not play a major
role either, the procedural and workplace dependent factors
we find will not be present. Instead, we conjecture, that for
example, the location of VPN servers will play a bigger role,
as these usually take a prominent position in marketing and
user interfaces for end-user VPNs, see, e.g., NordVPN [48].

5.3

When to use a VPN

In our study, experts and non-experts were often unsure when
to use a VPN. This finding tied into a variety of factors, including different policies between endpoint types (an application
needing the VPN on a PC but not on a tablet), changing policies (An application suddenly being usable (only) with(out)
the VPN), and an unclear threat model on the users’ side
(for experts and non-experts alike). While the first two points
can be addressed by a more straightforward policy and risk
communication, the latter is more difficult to address. We
found that experts’ and non-experts’ conceptualization of
threats heavily depends on their understanding of how a VPN
works. However, we also found limitations in experts’ and
non-experts’ understanding of the inner workings of VPNs
and—in the corporate context—uncertainty of what services
are affected by using a VPN. These beliefs— as in the case of
one expert being worried about becoming a target when using
a VPN—relate to a fear of becoming more of a target when
using a VPN. As users are uncertain about how a VPN works
and may hold false beliefs of the protection (or limitations
of protection) it offers, they decide to not use the VPN, even
though it might be beneficial, e.g., when using a public WiFi.
These challenges can be further amplified if a corporate policy
is inconsistent regarding which applications are accessible
with(out) a VPN or if the policy changes without notifying
users sufficiently.

5.4

Limitations in Experts’ Knowledge

The limitations in experts’ knowledge regarding VPNs outlined above, especially in the context of threats around VPNs
are a notable observation. Given our population, recruitment
channel, and the associated ability to verify these experts’
credentials and certifications—see Section 2.3—it is unlikely
that we accidentally interviewed non-experts as experts.
There must be different root causes for the observed limitations in knowledge and misconceptions about threat modeling

around VPNs and security. We conjecture that there is a multitude of factors leading to the observed behavior. Computer
security has become a complex issue, preventing individuals from attaining a general end-to-end understanding of all
facets of security. The credentials and certifications held by
our experts may only test person compliance with a certain
perspective on security, e.g., in the case of ISO27001 on information security management. Furthermore, not only since
Snowden the capabilities of state threat actors seem to be
limitless, casting doubt and fear even among experts, e.g., see
Expert 3 in Section 3.2. Finally, the industry sees ‘groundbreaking’ vulnerabilities nearly every other day—often partially overhyped with a logo and accompanying social media
campaign—casting further fear, uncertainty, and doubt.
However, as we did not aim to investigate the specific issue
of experts’ knowledge not matching their certified expertise,
our data does not hold sufficient explanatory value for making causal claims in this regard. Still, the observed issue is
alarming and might have widespread implications for society
at large. Hence, we strongly suggest investigating this issue
with a targeted explanatory study in future work.

5.5

Recommendations for Practitioners

We argue that operators can significantly improve the efficacy
of existing VPN infrastructure by improving their corporate
policies, risk communication, and training efforts:
• VPN Automation: users reported uncertainty about
when to use a VPN; still, they usually internalized the
process of using the VPN. We hence recommend improving further the process of using a corporate VPN, so
it becomes invisible and the default for users.
• Privacy Communication: experts were concerned
about the privacy implications of using a corporate VPN.
Corporations should hence find a privacy policy that accommodates a degree of private VPN uses and actively
communicate this to their employees. An intrusion detection system configured to ignore specific traffic via the
VPN may be better than an intrusion detection system
missing important threats because the user turned the
VPN off to browse, for example, Facebook.
• Device Management: especially expert users found
VPNs to be an integral part of device management and
policy/compliance enforcement. Given the increasing
work-from-home situation the white-collar world finds
itself in, we suggest investigating adjusting device management solutions to securely work even without a VPN.
• Technical Training: risk communication should focus
on what people need to know, and the mental model approach can help facilitate such a design [23]. We find
that even non-experts in general do have a basic understanding of how VPNs work. Following the work of
Demjaha et al., we hence suggest utilizing the tunnel
metaphor commonly used by participants to make train-

ing more accessible [19]. In line with our observations
on experts’ knowledge, following work by Wash and
Cooper, we also recommend focusing the training on
story-based peer interactions to improve training outcomes [68].
Finally, we emphasize the importance of IT operators considering users’ perspectives and needs, e.g., in terms of clearly
communicating the impact of security technologies when
deploying mitigations. For example, in our case, several participants reported uncertainty about when a VPN should or
must be used, see Section 3.1, which could be improved upon.

5.6

Further Research Directions:

While we found a generally similar understanding of threats
and mitigations—among experts and non-experts—our results
are not directly transferable to end-user VPNs. Especially the
privacy concerns noted by experts in our study are of significantly higher relevance in the context of privately used
VPNs, see Khan et al. [34]. Users seem to have an imbalanced
trust relationship with their local Internet Service Providers
(ISPs), while they tend to trust commercial VPN providers
more—often unjustly [34]. We hence argue that the trust interdependence between end-users and their local ISPs should
be investigated in future studies. Such studies can leverage
the mental model we constructed for non-experts to create
appropriate interview scripts to explore this trust relationship
and how it interacts with the perceived threat landscape.
Furthermore, we suggest studying the use of VPNs—in a
corporate as well as a private context—quantitatively to obtain
a more general perspective, also spanning different cultural
dimensions. Our mental model provides the necessary foundation for such studies to design appropriate questionnaires.
Similarly, our mental model can serve as the basis for more
controlled studies regarding VPN use, i.e., assessments of the
efficacy of the interventions we outlined for practitioners.
Finally, our findings regarding limitations in (certified) experts’ knowledge require further research to explain better
and quantify these issues.

5.7

Limitations

As qualitative research [6, 11], our work has limitations.
Hence, we document these limitations and describe how we
reduced their impact, so readers can appropriately contextualize our results. Our study’s scope revolves around VPN use in
a professional context, where the population is familiar with
a specific type of VPN, see Section 2.4. Hence, our results
should not be directly transferred to end users’ use of VPN
software in a non-professional setting or professional use of
other VPN technologies. Furthermore, our sample population
has been recruited from a single consulting services firm with
global operations. As such, the company culture and branch
office location in the Netherlands, i.e., cultural environment,

may have impacted our results. Hence, we encourage independent reproduction of our results in other countries.
Our results might be influenced by the work-from-home
reality due to the COVID-19 pandemic: Currently, VPN usage
is mandatory for corporate users who mostly work remotely.
Our study may suffer from a self-reporting or social desirability bias as we rely on self-reported information. Moreover,
as participants volunteered to participate, we may suffer from
a self-selection bias, especially among non-experts. We are
confident that the impact of this factor is limited due to our
sample size and reached theoretical saturation.
The participants were not necessarily familiar with the
video conferencing platform and drawing tools used. To
counter this, we provided them with a test room to try out
the available features before the meeting. Furthermore, we
introduced the capabilities of the drawing tools before each
interview. We did not collect video from all participants for
privacy reasons. Hence, we might have missed some relevant
facial expressions for participants opting out of sharing their
video. On the other hand, disabling the video link ensures
that participants were not biased by the researcher’s facial
expressions or body language.

6

Related Work

In this section, we compare our work with related studies that
either i) compare mental models of experts and non-experts
for security and privacy-related topics or ii) investigate the
adoption of VPN technology.
Mental Models for Security and Privacy: In order to understand how and why users interact with complex security
technology, researchers from usable security and HCI start to
leverage users’ mental models more frequently to understand
human decision-making [33, 60]. We cluster the related work
in three broad categories:
i) Mental models of a security-technology [1–3, 20, 25, 32,
36, 38, 55, 62, 70]
ii) Mental models of security and privacy best practices
(prescriptive knowledge) [4, 5, 9, 40, 49, 50, 67, 69]
iii) Mental models of software development and end users’
practices (descriptive) [51, 64, 65]
Common examples for the first group are, e.g., Krombholz et al.investigating users’ understanding of HTTPS [36],
Abu-Salma et al.’s work on secure communication tools [2,
3], and mental models of Tor by Gallagher et al. [25]. Based
on our scope, our work follows the approach of these earlier papers. However, while, e.g., Krombholz et al.and Gallagher et al.found experts’ and non-experts’ mental models
to be fundamentally different, we found that the mental models of experts and non-experts for VPNs are fundamentally
aligned but diverge on threat and mitigation assessment.
An example from the second group is Asgharpour et al. [5]
who quantitatively examine five risk mental models around

security risks using a card-sorting methodology on a population of 33 experts and 76 non-experts. Similar to us, they
found that risk perception and mental models thereof diverge
between experts and non-experts. This finding aligns with
ours, where we found general alignment in the basic concepts around VPN technology but diverging mental models
concerning the threat environment.
An example for the third category is Votipka et al., who
conduct an observational study on reverse engineers’ work
processes. As our study relies on self-reported data, instead
of using an observational methodology, our results can not be
directly compared to findings from observational studies.
Studies of VPN Adoption: Studies on VPN adoption usually focus on end-user VPNs. Sombatruang et al. [61] studied
attributes affecting VPN adoption in the UK (N = 15) and
Japan (N = 17). They found security and privacy considerations to be secondary concerns when users choose a VPN
service. Instead, users focus on app review ratings, the price,
and recommendations—see also Redmiles et al. [52, 53]—
for choosing a service. This aligns with our observation that,
e.g., corporate policy and integration into the workflow play
a major role in corporate VPN usage.
Namara et al. [45] surveyed 90 end-users already using
public VPNs on their usage patterns in the context of the
Technology Acceptance Model [18] in combination with the
risk-as-feeling theory [37] to investigate emotional and practical aspects of VPN adoption. While this study again focuses
on public VPNs, their results are comparable insofar that we
also observe a connection between perceived risks not necessarily rooted in facts, i.e., fears, and users reported behavior
around using VPNs.

7

Conclusion

We find that—in general—the mental models of VPNs between experts and non-experts are similar. Naturally, experts
exhibit a deeper understanding of the underlying technology
and specific configuration of that technology within the corporations’ infrastructure. As the threat modelling aspects of our
participants’ mental models depend on the depth of their technical understanding, these differences—experts mental models being a superset of non-experts’— can also be found for
users’ threat modeling. This point is supported by the diverse
views our experts have regarding network monitoring enabled
by VPNs: While they do see it as a new threat, they also
recognize it as an important feature mitigating threats. Nevertheless, both experts and non-experts partially hold inaccurate
assumptions of a corporate VPN effect on the threat landscape. These inaccuracies do reflect on participants’ threat
assessment—partially leading to them overestimating risks
introduced by VPNs—and should be addressed appropriately.
Based on our findings, we drafted guidelines for improving
training, communication, and deployment processes around
corporate VPNs, see Section 5.5.
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Interview Protocol

This appendix contains the interview protocol in English. At the beginning of
the interview, a short introduction was provided. The native language version
of the interview protocol can be found in the thesis report [7].

interviewer let the interviewee continue and revisited the previous section
when appropriate.
A Starting question
1. What is a VPN?
B When drawing blank in block A (in order)
1. Have you ever heard the word VPN? Can you remember anything about it?
2. Let’s see whether we can jog your memory. VPN is called
<name of VPN in firm> within <name of firm>.
C Questions how VPN works (not necessarily in this order)
1. Why do you use VPN?
– When?
– Where?
2. What actions do you take to create a VPN connection?
3. On what devices do you use a VPN?
4. How does a VPN work? / What happens when you make a VPN
connection?
5. Drawing exercise
– Basis scenario: Make a VPN connection at home
– Second scenario (different location): Make a VPN connection at a coffee bar
– Third scenario (specific task): Send an e-mail with an
active VPN connection
D Questions changes in threat landscape
1. What is the influence of a VPN connection on your computer
security?
– Why?
– How?
– In drawing: draw influence in previous drawing.
2. What kinds of digital threats do you deal with on a normal day?
– How does the threat change because of the VPN connection?
3. What kinds of social threats do you deal with on a normal day?

A.1

Interview Introduction

The aim of this research is to determine the differences between experts and
non-experts in their perception of VPN. The focus is on the VPN in [the
professional services firm]. In this interview, I will ask you some questions,
and the intention is that you tell as much as possible about what you know
about VPN. I would like to emphasize that there are no right and wrong
answers, so tell everything you can think of. During the interview I will ask
you to make a drawing based on an assignment. I ask you to think out loud
as much as possible while making this drawing. For the drawing we will
use the whiteboard in Big Blue Button. I will now show the whiteboard and
briefly explain how it works. <Show the whiteboard and give a brief overview
of the possibilities>. I would like to inform you again that this interview
will be recorded. The recording will be used to transcribe the interview and
will not be viewed by anyone outside the research group. I have sent you a
consent form by e-mail, have you been able to read this and do you have any
questions about this? Do you have any other questions before we start the
interview?

A.2

Interview Structure

The complete overview is presented in Table A.1. First, a general question
was asked (A), after which each topic mentioned was asked to elaborate.
Continuation to the next section (B, C, or D) happened when either no new
topics came up in the current section or when an interviewee naturally continued to a new section. When an interviewee continued to a new section, the

– How does the kind of attacker change because of the VPN
connection?
– What would be an attacker’s intention?
– What would be an attacker’s capability?
4. What could be the impact of an attack?
– Why?
– How?
Vulnerabilities of VPN
5. How secure is a VPN connection?
6. If not 100% secure:
–
–
–
–

Why?
In drawing: draw where it is not secure and the cause
How do your actions change because of this?
What are the consequences of these insecurities?

E Example neutral continuation prompts
– Could you elaborate on that?
– Could you go into more detail about that?
– Sorry, could you explain what you mean with . . . ?
– What do you mean with . . . ?
– Why do you say . . . ?
– What is . . . ?

B

Informed Consent Form

Dear <name>,
In this e-mail I send you the consent form for the interview upcoming
<day>. In this consent form you will find more information regarding the
study and you can find to what you agree by participating in the study. Giving
consent can by replying on this e-mail, stating that you give consent. If you
have any questions regarding the interview or the consent form, you can
e-mail me or ask the questions at the beginning of the interview.

Information regarding the study, data processing, and questions.
1. Background and aims of the study
The purpose of this research is to determine the similarities and differences
between experts and non-experts of their perception of VPN in a professional
services firm in the Netherlands. This study aims at empirically investigating
the perception of experts and non-experts on: 1) What a VPN is, 2) For what
purpose a VPN is used, 3) What the technical infrastructure of a VPN looks
like, 3) What the security benefits and/or risks of using a VPN are, 4) What
changes occur in the threat landscape when using a VPN, and 5) What the
impact of a possible attack could be when using VPN.
2. Do I have to participate?
You can ask questions about the study before deciding whether or not to participate. If you do agree to participate, you may withdraw yourself from the
study at any time, without giving a reason and without penalty, by informing
the researchers of this decision.
3. What will happen in the study?
If you agree to take part in the study, you will be asked to participate in
an approximately 60 minute semi-structured interview in English or your
native language. The researcher will conduct the interview by using the
conferencing software Big Blue Button. As part of the interview a drawing
task will be completed using the whiteboard in the Big Blue Button. The
interview will be recorded, and transcribed to text after the interview has
taken place. The recording consists of audio, and video if the participants
chooses to enable video.
4. Are there any potential risks in taking part?
Interviews will be held with employees in a professional services firm on
their beliefs of how a VPN works. The knowledge of participants may be
different than expected from experts and/or non-experts. We aim to address
such concerns by:
a. Storing e-mail addresses, the recordings of the interviews, demographic
information, and a pdf file of the consent e-mail securely.
b. Anonymizing the transcriptions.
c. Summarizing demographic information.
d. Deleting the original e-mail from the e-mail inbox.
e. Destroying the collected e-mail addresses, recordings, original demographic data, and pdf file of the consent e-mails after the end of the
study.
5. Are there any benefits in taking part? There are no benefits involved
for the participants of the study.
6. What happens to the data provided? We will securely store all collected data at the [company] laptop of the researcher. A back-up of the
collected data will be securely stored on [private cloud service used by the
university]. Nobody except the project research team will have access to the
data during the study period. The collected e-mail address, recording of the
interview, original demographic data, and pdf file of the consent e-mail will
be destroyed after the end of the study.
At no point will we ask for your name except to confirm your consent.
Consent will be confirmed by replying in an e-mail stating the participant
gives consent. We will ask for the participant’s educational qualifications,
education area, role in the firm, and years active in the firm. As this can be
used to identify certain individuals, we will treat this as personal data and
store it securely. The answers on the questions regarding personal data will
not be published per individual participant, but will be presented in the study
results in a summarized matter.
The participant has the right to request access to and rectification or
erasure of personal data.

The anonymized transcription, drawings made during the interview, and
summarized demographic data will be shared in products of the study and
in will be stored on the [public research data repository] for a minimum
retention period of 10 years after publication or public release of the work of
the research.
We ask participants for their permission to use direct quotes, these will be
attributed to a participant number.
7. Will the research be published?
The results will contribute to the completion of a master’s thesis project
and a paper submitted to an academic venue. To protect the participants’
anonymity we will anonymize all information relating to the participants and
the employer of the participants.
8. Who has reviewed this study?
This study has been reviewed by, and received ethics clearance through,
the Delft University of Technology Human Research Ethics Committee
(reference number: 55223).
9. Who do I contact if I have a concern about the study or I wish to
file a complaint?
If you have a concern about any aspect of this study, please speak to the
relevant researcher [first author], who will do their best to answer your query.
The researcher should acknowledge your concern within 10 working days
and give you an indication of how they intend to deal with it. If you remain
unhappy or wish to make a formal complaint, please contact the relevant
chair of the Human Research Ethics Committee at the [University] who will
seek to resolve the matter in a reasonably expeditious manner:
Chair, Human Research Ethics Committee; Email: HREC@tudelft.nl.
10. Contact details
If you would like to discuss the research with someone beforehand (or if you
have questions afterwards), please contact:
[First Author]
Email: [First Author’s email]

Consent Form
Taking part in the study
I have read and understood the study information dated <date>, or it has
been read to me. I have been able to ask questions about the study and my
questions have been answered to my satisfaction.
I consent voluntarily to be a participant in this study and understand that I
can refuse to answer questions and I can withdraw from the study at any time,
without having to give a reason.
I understand that taking part in the study involves participating in an audio
recorded interview. I understand that if I decide to enable video during the
interview this will also be recorded. I understand that part of the interview
includes a drawing task. I understand that the recorded interview will be
transcribed as text and anonymized and the recording will be destroyed after
the end of the study.
Use of the information in the study
I understand that information I provide will be used for a master thesis report
and publications in academic venues (like conferences or journals).
I understand that personal information collected about me that can identify
me, such as my name or email address, will not be shared beyond the study
team.
I agree that my information can be quoted in research outputs.
I agree to joint copyright of the drawings created during the interview to
[First Author].
Future use and reuse of the information by others
I give permission for the anonymized interview transcript, drawings made
during the interview, and summarized demographic information that I provide
to be archived in the 4TU.Centre for Research Data so it can be used for
future research and learning.
I look forward to your reply,
Kind regards,
[First Author]

C

Codebook
Table 2: Final codebook used during the qualitative analysis.
The table reports the codebook developed in our study. For each code we report how often it occurred (Total) and how many participants mentioned the
code during their interviews at all (Part.)

7
-

E.3. Own VPN provider
E.4. Third party is VPN provider
E.5. VPN complete or split

16

9

8

4

E.6. VPN provider

8

5

-

-

F. Secured connection

8
1
3
13
3
1

5
1
1
9
3
1

3
3
2
-

1
2
2
-

5

3

-

-

7
7

6
6

3
2

3
2

9
12
2

6
11
2

5
10
1

4
7
1

12
15
19
3

7
10
10
3

7
9
4

6
6
3

6
13
13
8
7

5
10
10
7
7

2
8
8
9

2
7
6
7

15
10
3

8
4
2

5
-

3
-

F.1. Data is send to receiving point (RP) decrypted
F.2. Data is send to RP encrypted
F.3. Encryption
F.4. Firewall can decrypt communication
F.5. Private IP for VPN server
F.6. Private IP is only known by VPN server and
endpoint
F.7. Is encrypted between own device and VPN
server
F.8. Load balancer can decrypt comm.
F.9. Protocol
F.10. Secured connection
F.11. VPN filters traffic
F.12. VPN includes antivirus
G. Metaphors
G.1. Tunnel
G.2. Shield
H. Threats mitigated
H.1. Block you from accessing a website
H.2. Does not mitigate all computer security
threats
H.3. Listening in on communication
H.4. Masks IP
H.5. More difficult for threat actor
H.6. No access to files when access to device
H.7. Single point of attack from webtraffic threats
H.8. Stop malicious software
H.9. Updates pushed
I. Change in user behavior
I.1. Do not use VPN for private matters

35
2

9
2

9
-

5
-

54
4
10
9
7
24
45
1
6
4
24

10
3
6
5
3
9
7
1
3
2
7

11
4
9
1
11
2

5
1
5
1
4
1

7
1

2
1

-

-

I.2. Does not change
I.3. Only use VPN when necessary
I.4. Prevent access by other persons
I.5. Separate devices for work and private use
J. New threats due to VPN
J.1. Access to device while VPN is connected
J.2. Authentication measures
J.3. Hacking
J.4. Listening in on communication
J.5. Malfunction
J.6. Malicious traffic can go through sec. layer
J.7. More suspicious for state actor
J.8. Server is compromised
J.9. Trace back IP
J.10. Use VPN when using unsecured network
J.11. VPN provider

Part.

14
-

Total

11
1

Non-Exp.
(N = 7)

Part.

34
2

Code

Experts
(N = 11)
Total

Part.

C.5. Connect to Internet
C.6. Enter code access token
C.7. Enter password
C.8. Enter username
C.9. Launch VPN software
D. Basic configuration
D.1. Authentication
D.2. Authentication by server
D.3. External server can function for only authorisation
D.4. Internal network
D.5. Internal network: uses allowlist for access
management
D.6. Internet
D.7. Internet service provider
D.8. IP address
D.9. IP used to identify endpoint
D.10. Make connection
D.11. Make connection with server
D.12. Server
D.13. Server: in demilitarized zone
D.14. Server: inside corporate network
D.15. Server: outside corporate network
D.16. Webtraffic is routed through server
E. Additional specifications
E.1. Internal network segmentation
E.2. One company can have multiple VPN
providers

Total

A.12. Used when using unsecured network
A.13. Virtual Private Network
B. Device
B.1. Mobile
B.2. Personal computer
B.3. Tablet
C. User actions to establish a connection
C.1. Access token
C.2. Access token: hardware token
C.3. Access token: software token
C.4. Click connect to VPN

Part.

A. Reason for use
A.1. Access internal network
A.2. Internal network: accessible w/o VPN connection
A.3. Internal network: impossible to directly connect
A.4. Mobile network used instead of unsecured
network
A.5. Not necessary when in office
A.6. Not used when using mobile network
A.7. Secure communication
A.8. Secure connection
A.9. Security purpose general
A.10. Use unsecured network if mobile network is
expensive
A.11. Used when using mobile network

Non-Exp.
(N = 7)

Total

Code

Experts
(N = 11)

4
13
5

2
4
2

1
1
-

1
1
-

4

2

-

-

6
5
37
1
4
1

4
5
8
1
1
1

3
9
-

1
4
-

10

6

1

1

2
11
41
20
5

1
4
11
5
1

7
-

4
-

29
3

8
3

9
-

1
-

13
18

3
8

2

1

15
22
8
4
4
15
1

8
7
6
4
2
3
1

12
2
6
2
-

4
2
4
2
-

2

2

-

-

3
2

3
2

2
-

2
-

2
2

2
2

-

-

8
5
18
1
1
2
2
11
1
2
10

3
3
8
1
1
1
1
5
1
1
3

2
3
5
1
1
1
2

2
2
3
1
1
1
2

