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Abstract Smartphone sensors allow measurement of phenomena that
are difficult or impossible to capture via self-report (e.g., geographical
movement, physical activity). Sensors can reduce respondent burden
by eliminating survey questions and improve measurement accuracy
by replacing/augmenting self-reports. However, if respondents who are
not willing to collect sensor data differ on critical attributes from those
who are, the results can be biased. Research on the mechanisms of
willingness to collect sensor data mostly comes from (nonprobability)
online panels and is hypothetical (i.e., asks participants about the
likelihood of participation in a sensor-based study). In a cross-sectional
general population randomized experiment, we investigate how
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features of the request and respondent characteristics influence willing-
ness to share (WTS) and actually sharing smartphone-sensor data. We
manipulate the request to either mention or not mention (1) how partic-
ipation will benefit the participant, (2) participants’ autonomy over
data collection, and (3) that data will be kept confidential. We assess
nonparticipation bias using the administrative records. WTS and actu-
ally sharing varies by sensor task, participants’ autonomy over data
sharing, their smartphone skills, level of privacy concerns, and atti-
tudes toward surveys. Fewer people agree to share photos and a video
than geolocation, but all who agreed to share photos or a video actually
did. Some nonresponse and nonparticipation biases are substantial and
make each other worse, but others jointly reduce the overall bias. Our
findings suggest that sensor-data-sharing decisions depend on sample
members’ situation when asked to share and the nature of the sensor
task rather than the sensor type.

Introduction

In recent years, social and behavioral scientists have increasingly used sens-
ing technology to gain insights into human behavior. Native smartphone sen-
sors allow much more frequent and detailed measurement of phenomena that
are difficult or impossible to capture via self-report. For example, GPS sen-
sors and accelerometers can measure geographic mobility (e.g., Geurs et al.
2015) and physical activity (e.g., Rosli et al. 2013; Kapteyn et al. 2018); log-
ging smartphone use can provide knowledge about social interactions
(Stopczynski et al. 2014); and the combined use of light and ambient noise
sensors allows measurement of sleep (e.g., Wang et al. 2014).

Smartphone sensing technology is also attractive for social research be-
cause it can reduce social desirability and recall biases inherent in self-
reports. Furthermore, sensor data can be linked to auxiliary data and in-situ
self-reports collected via Ecological Momentary Assessment (e.g., Larson
and Csikszentmihalyi 1983), enabling research on topics such as how green
spaces influence a person’s mood and well-being (e.g., MacKerron and
Mourato 2013), and how physical activity is related to happiness (e.g.,
Lathia et al. 2017).

However, it remains unclear whether smartphone sensing is well suited to
studying the general population. Most studies have relied on specific popula-
tions such as students (e.g., Wang et al. 2014), recently paroled inmates
(Sugie 2018), elderly people (Fritz et al. 2017; York Cornwell and Cagney
2017), and opt-in participants. Researchers have often provided devices to
study participants. Only a few recent feasibility studies using smartphone
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sensors have collected data from general populations (Scherpenzeel 2017;
Jackle et al. 2019; Kreuter et al. 2020; McCool, Schouten, Mussmann, and
Lugtig 2021). More typically, these studies are conducted with volunteer
panels rather than randomly sampled members of the population. The pre-
existing relationship that such participants have with the organization
requesting data-sharing likely increases their trust in the organization and the
“survivorship bias” (Lynn and Lugtig 2017) in which only loyal members re-
main in a panel; both might increase willingness and sharing rates.

The general population members have to be willing and able to share
smartphone-sensor data. If the willing and unwilling sample members differ
systematically on an attribute measured by the sensor, the results will be bi-
ased. Several studies have investigated willingness to collect sensor data
(Pinter 2015; Scherpenzeel 2017; Keusch et al. 2019; Revilla, Couper, and
Ochoa 2019; Wenz, Jickle, and Couper 2019; Kreuter et al. 2020).
However, they too used data from panel studies, possibly inflating partici-
pants’ motivation and trust in the research (Hillygus, Jackson, and Young
2014; Matthijsse, De Leeuw, and Hox 2015). Moreover, previous studies
have focused on hypothetical willingness to share sensor data (Keusch et al.
2019; Wenz et al. 2019). How hypothetical willingness relates to actual par-
ticipation/sharing is unclear. Whatever the relationship, nonparticipation bias
in studies using smartphone sensing has not received much attention.

In the current study, we quantify participants’ willingness to share and the
extent to which they actually share different sensor measurements as well as
nonparticipation bias (difference between those who do and do not share) in
a representative sample of the Netherlands’ general population. We explore
the mechanisms underlying participation in sensor-based studies by asking
relevant survey questions and nonparticipation bias by comparing register
data for the survey respondents who do and do not share.

Background and Research Questions

Previous research has shown large variability in willingness to participate
and actual participation in a range of sensor measurements and tasks (e.g.,
sharing geolocation, allowing smartphone use tracking, using a smartphone
camera to take a picture or a video'), study populations, and countries. The
reasons for this could be variation in sample sources (e.g., probability vs.

1. We refer to smartphone cameras as sensors, although technically cameras are equipped with
image sensors. Several smartphone measurement studies include camera-related tasks: scanning
bar codes; taking pictures of receipts (Jickle et al. 2019); taking pictures of food for food diaries
(e.g., Yan 2019); or combining sensor measurements (e.g., geolocation and pictures of neighbor-
hoods, Fritz et al. 2017), making smartphone cameras important measurement tools in surveys.
Note that our definition of smartphone sensor measurement refers to any nontextual information
collected using smartphones, whether it requires active involvement of the participant for each
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nonprobability), respondents’ trust in the survey organization and its corre-
sponding influence on their confidentiality concerns, or the perception of
particular sensors as more or less intrusive. Revilla et al. (2016) found a will-
ingness of 25 — 52 percent for taking pictures using one’s smartphone cam-
eras, and a willingness of 19 — 37 percent for sharing geolocation across six
countries. In the Dutch LISS Panel, the willingness varied from 18 percent
for taking a photo of oneself to 30 percent for sharing geolocation and
60 percent for wearing a fitness bracelet (Struminskaya et al. 2020). In an-
other study, 37 percent of the LISS Panel respondents were willing to share
their geolocation and accelerometry data, 81 percent of whom actually shared
these data; and 57 percent were willing to wear a fitness bracelet, 90 percent
of whom actually did (Scherpenzeel 2017). In the UK Understanding Society
Innovation Panel, 17 percent downloaded a budget app to photograph pur-
chase receipts (Jackle et al. 2019). In the German PASS Panel, 16 percent
downloaded a research app that tracked location and social interactions of
the participants (Kreuter et al. 2020).

To account for this variability in willingness, several studies have focused
on the mechanisms underlying willingness to participate in smartphone-sen-
sor data collection (e.g., Keusch et al. 2019; Wenz et al. 2019; Struminskaya
et al. 2020). Generally, they point to study, task, and respondent characteris-
tics that might influence stated willingness to share sensor data.

Among study/task characteristics that have been shown to affect willing-
ness to share (WTS) are: (1) autonomy, with WTS higher for tasks where
participants have perceived or actual autonomy over data collection (Keusch
et al. 2019; Revilla et al. 2019; Struminskaya et al. 2020); (2) study sponsor,
with WTS higher for university vs. market research and government statisti-
cal office (Keusch et al. 2019; Struminskaya et al. 2020); (3) framing, with
emphasizing benefit for the respondents (e.g., time savings) or for research-
ers (e.g., scientific value) showing a slight but nonsignificant increase in
WTS compared to the neutral framing (Silber et al. 2018), and a lower odds
of WTS if the benefit framing emphasized time savings (Struminskaya et al.
2020); (4) incentives, with a positive effect on WTS (e.g., Pinter 2015;
Keusch et al. 2019); and (5) providing/promising feedback, associated with
greater likelihood of WTS (Struminskaya et al. 2020).

Among respondent characteristics that have been shown to influence WTS
are: (6) privacy concerns, with high concerns about data privacy and/or secu-
rity associated with lower WTS (Jickle et al. 2019; Keusch et al. 2019;
Revilla et al. 2019; Wenz et al. 2019; Struminskaya et al. 2020); (7) smart-
phone skills, with the more frequently activities such as using GPS, taking
pictures, and online banking are performed on smartphones the higher

individual task (e.g., photographs) or a one-time active involvement and follow-up passive data
collection (e.g., geolocation).
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the WTS (Keusch et al. 2019; Wenz et al. 2019; Struminskaya et al. 2020);
(8) experience with smartphone apps or sharing sensor data, with previously
downloading a research app being associated with a higher likelihood of
WTS (Keusch et al. 2019; Struminskaya et al. 2020); and (9) perceived value
of surveys with respondents rating the survey as important for scientific
research being associated with greater willingness to share sensor data
(Struminskaya et al. 2020).2

Thus, our first goal is to understand the WTS mechanisms among the general
population. A second goal is to investigate how patterns of nonparticipation bias
could affect substantive results. To our knowledge, only Elevelt, Lugtig, and
Toepoel (2019) have investigated nonparticipation bias in a sensor study and
found large biases on the dependent variable time use between those who shared
geolocation and those who did not. It is important to assess how nonparticipa-
tion bias can compromise the accuracy of sensor data. However, benchmark
data that contain the information on both respondents and nonrespondents as
well as participants and nonparticipants of sensor studies is not widely available.
We improve upon earlier studies by using survey data that were collected from
a cross-sectional sample so that consent rates would not be inflated by partici-
pants’ existing relationship with the research organization and administrative
data linked to the survey data, making available information on nonrespondents
and nonparticipants in the smartphone-sensor measurements.

To address our twin goals, we ask the following research questions:
(1) What are the rates for WTS sensor data and actually participating in
particular sensor measurement tasks? (2) What study and task characteristics
influence WTS and actual sharing of smartphone-sensor data? (3) What re-
spondent characteristics influence WTS and actually sharing sensor data? (4)
What is the extent of nonparticipation bias in relation to nonresponse bias?

We tested mechanisms for WTS proposed in the literature that are con-
cerned with consent to perform smartphone sensor measurements. Here we
manipulate the wording of the consent request, in particular whether the re-
quest emphasizes benefits of participation as time saved, whether participants
are promised autonomy over data collection, and how they are assured their
data will be confidential. Empirical tests of these mechanisms have been con-
ducted on hypothetical WTS (e.g., Keusch et al. 2019; Struminskaya et al.
2020), which was affected by (1) framing (i.e., positive or negative presenta-
tion), (2) the degree to which autonomy over data collection is emphasized,
and (3) the degree to which privacy is emphasized. For mechanisms of actual
data sharing, there are no studies on smartphone sensors; however, positive
(“allow”) framing increased the rates of disclosure of sensitive information
compared to negative (“prohibit”) framing (Samat and Acquisti 2017).

2. Note that Keusch et al. (2019) did not find a significant relationship between WTS attitudes to-
ward surveys.

1202 JaqwianoN g uo Jasn Alsianiun yoann Aq zeee9c9/SzZ/ 1L S/S8/a101e/bod/woo dnoojwapeoe//:sdny wouy papeojumoq



428 Struminskaya et al.

Regarding autonomy, Brandimarte, Acquisti, and Loewenstein (2013) found
that individuals who believe they have control over who can access and use
the data shared more personal information. However, Peer and Acquisti (2016)
found that emphasizing either the reversibility (i.e., ability to change the
permission granted to the researcher) or merely pointing out the irreversibility
of data-sharing decreased disclosure of sensitive information. Emphasizing
privacy practices caused participants to reflect on privacy (Tan et al. 2014;
Shih, Liccardi, and Weitzner 2015), which led to changes in data-sharing be-
havior. We test how these mechanisms apply to willingness to share and actu-
ally sharing sensor data.

Hypotheses

Studies have shown that willingness to use smartphone cameras is higher than
allowing one’s location to be tracked (Revilla et al. 2019; Wenz et al. 2019;
Keusch, Struminskaya, et al. 2020). However, different tasks performed with
cameras might differ in their perceived privacy, potentially reversing this pat-
tern. For example, respondents in a nonprobability panel were more willing to
allow geolocation tracking than to take a video of their face (Revilla et al.
2019). Although no theoretical justification for this has been proposed, geolo-
cation coordinates might be more abstract than pictures and reveal information
that participants find less sensitive. In our study, sponsored by a national statis-
tical office, respondents at home might have recognized that their addresses
were already known to the researchers, but pictures and videos of their envi-
ronment or themselves would reveal information they preferred to keep pri-
vate. We expect:

HIi. WTS and actual sharing will be lower for pictures and videos of personal
content than sharing of geolocation.

In addition, features of the request affect participants’ sharing decisions.
Studies on the consent to link survey data to administrative data find positive
effects of benefit framing in terms of time savings (e.g., Sakshaug, Stegmaier,
et al. 2019), but this has failed to replicate in sensing studies (Silber et al.
2018; Struminskaya et al. 2020). Panel members, the participants in these stud-
ies, might see less benefit in being asked fewer questions—their membership
in the panel suggests they are not particularly burdened by answering survey
questions—than members of a cross-sectional sample for whom the reduced
burden of fewer questions may appear more beneficial. We hypothesize:

H2. Framing the request in terms of benefits, in particular time savings, will
increase the WTS and actual sharing of sensor-collected data compared to
neutral framing.

1202 JaqwianoN g uo Jasn Alsianiun yoann Aq zeee9c9/SzZ/ 1L S/S8/a101e/bod/woo dnoojwapeoe//:sdny wouy papeojumoq



Sharing Data Collected with Smartphone Sensors 429

Several studies have found that WTS is higher for tasks in which participants
have autonomy over data collection. WTS is higher when participants can
turn off data collection (Keusch et al. 2019) or when they can anticipate and
control what content they ultimately share with researchers. Compare being
asked to take photos or scan bar codes (more autonomy) with agreeing to have
one’s geolocation tracked or their social media posts analyzed (less autonomy).
Revilla et al. (2019) report a significant relationship between autonomy
(“Respondent Control”) and WTS. Autonomy is closely related to how ac-
tively or passively participants engage in the measurement process. Generally,
WTS is higher for sensor tasks requiring active participation, like taking photos
or scanning bar codes, than if data are collected passively, for example, track-
ing travel or posts (Wenz et al. 2019). Thus, we expect that emphasizing auton-
omy will increase perceived control over data collection and increase WTS:

H3. Emphasizing autonomy over the data-sharing process will be associated with
higher willingness to share and actual sharing of sensor data compared to a
request with no such emphasis.

When asked to share data collected on smartphones that goes beyond com-
pleting questionnaires (e.g., taking pictures, scanning bar codes, sharing
accelerometry measures or geolocation, downloading an app to track smart-
phone use), some participants express concerns about privacy (Keusch,
Struminskaya, et al. 2020). Accordingly, willingness to share sensor data is
lower for respondents with high privacy concerns (Keusch et al. 2019;
Revilla et al. 2019; Struminskaya et al. 2020). We expect that addressing
these concerns in the sharing request will lead to higher WTS and increased
rates of actual sharing because it might increase trust:

H4. Emphasizing privacy protection will be associated with increased willingness
to share and actual sharing of sensor data.®

The final block of hypotheses is about the influence of respondent character-
istics. Participants may find some sensor data to be private (e.g., pictures or
videos of the respondent or their surroundings) or their potential use to be
abstract (e.g., geolocation). Both perceptions might raise concerns about
sharing data. Survey respondents’ concerns that the collection of paradata
might violate their privacy have been shown to negatively affect their will-
ingness to participate in surveys (Couper et al. 2008, 2010; Couper and
Singer 2013). Similarly, high levels of concern about data privacy and/or
data security are associated with lower stated WTS (Keusch et al. 2019;

3. The competing hypothesis would be that emphasizing privacy increases respondents’ aware-
ness about data sensitivity and could lower the willingness, as has been shown for survey re-
sponse (Singer, Hippler, and Schwartz 1992) and actually sharing sensitive data (Peer and
Acquisti 2016).
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Revilla et al 2019; Wenz et al. 2019; Struminskaya et al. 2020). Thus, we
expect:

HS5. Respondents with high privacy concerns and high concerns about data sharing
will be less willing to share and less likely to actually share sensor-collected data.

However, privacy concerns may be mitigated by increased smartphone skill
(Keusch, Struminskaya, et al. 2020), which is associated with higher stated
willingness (e.g., Pinter 2015; Keusch et al. 2019). Thus, we hypothesize:

H6.1. The more activities participants perform on their smartphones, the higher
the WTS and actual sharing rates.

H6.2. The more frequently participants use certain sensors for specific tasks on
their smartphone, the more likely they will be willing to share and will actually
share data collected with that sensor.

Consistent with the positive association between experience downloading re-
search apps and higher stated willingness (Keusch et al. 2019; Struminskaya
et al. 2020), we expect:

H7.1. Previously downloading a research app will be associated with higher
likelihood of WTS and actual sharing.

H7.2. Previously sharing sensor-collected data will be associated with higher
likelihood of WTS and actual sharing.

Methods

SURVEY DATA

The current experiment is embedded in a survey. The sample consists of
respondents from one of the cross-sectional general population surveys that
Statistics Netherlands periodically conducts. The sample members had pre-
viously participated in at least one Statistics Netherlands survey using ei-
ther a smartphone or tablet in the preceding six months and had indicated
they were willing to be contacted again to participate in another survey.
The preceding survey(s) were conducted in the web mode and followed by
the telephone and/or face-to-face interviews; the sampling was done from
the population register, which is centrally available in the Netherlands.
Overall, 3,618 persons were invited to participate in the online survey* by
postal mail and received up to two reminders. Of those, 1,965 persons

4. The questionnaire was browser based and implemented in an experimental version of Blaise
5.3 that enables sensor-data collection.
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participated (AAPOR COOP2’ = 54.3 percent). The fieldwork took place
in July—August 2018. The median questionnaire completion time was 16.2
minutes. A total of 15 (0.76 percent) respondents indicated that they were
not users of smartphones or tablets, and for those whose device could not
automatically be detected, 82 (4.17 percent) reported that they completed
the questionnaire on a PC or laptop or “other device.” These respondents
were not asked about WTS and were excluded, yielding an analytical sam-
ple of 1,868.

ADMINISTRATIVE DATA

For all survey respondents and nonrespondents, we use data from several
administrative data sources that are maintained by various Dutch authori-
ties. This information can be legally accessed and linked for all sample
members by Statistics Netherlands for the purposes of research by Statistics
Netherlands without respondents’ consent. We use these data to investigate
nonresponse bias by comparing respondents to the gross sample (i.e.,
respondents and nonrespondents), and to study nonparticipation bias by
comparing those respondents who also participate in smartphone sensor
measurement to all respondents. Nonresponse and nonparticipation bias
was calculated for age, gender, marital status, and ethnic background from
the general population register maintained by municipalities; level of edu-
cation from the education register maintained by the Dutch Ministry of
Education, Culture and Science and in which all persons entering the edu-
cation system are registered (however, immigrants and persons whose edu-
cation began prior to mid-1990s are missing); number of household
members (derived from information about marital status and income from
the households register® maintained by Statistics Netherlands); car owner-
ship and possession of a driver’s license from the register maintained by
the Ministry of Infrastructure and Water Management and in which all mo-
torized vehicles are registered; home ownership from the dwelling register
maintained by the Ministry of the Interior and Kingdom Relations and in
which addresses are classified as self-owned or rented; employment status
from the employment register maintained by the Ministry of Social Affairs;
income information (the percentile of the respondent’s income) from the
tax register maintained by the Ministry of Finance; and urbanization
(urbanicity, size of township) derived by aggregating the addresses from
the general population register over postal codes.

5. Since our study sampled not from the population register directly but from those persons who
participated in at least one of the general population surveys and for whom it was known that
they owned a device, a cooperation rate rather than a response rate is reported.

6. Because the register does not contain household composition data for about 10 percent of the
households, this information is inferred.
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Figure 1. Screenshots of the in-browser survey and sensor measurements.
Panel a: Screenshot for a question to share a picture of the house (We would
like to know in what kind of house you live. To receive this information, we
would like to ask you to take a photo of your house.) with benefit framing (By
sharing this information, you can skip some questions so that the completion
time will be shorter.), autonomy over data collection (You can see what infor-
mation you are sending to Statistics Netherlands and undo the measurements
later if you like.), and emphasis on privacy (The data you provide will be
treated confidentially. It will only be available to researchers conducting this
study and your personal information will not be shared with third parties. The
results of the survey will only be made available in the anonymized form. Your
data is safe in all of our surveys. Personal information can never be inferred
from the statistical information collected by Statistics Netherlands.). Panel b:
Screen on which GPS location was shown to respondent, with a question (Is
this your current location?). Panel c: Author Peter Lugtig demonstrating the
camera mode that was used for taking pictures and video.

SMARTPHONE SENSOR-DATA-SHARING REQUESTS

Respondents were asked to share their current geolocation, and photos and
videos taken on their smartphone (or tablet) (H/7). Willing respondents were
shown a map with their current location (measured through GPS), which
they then had to confirm (figure 1). Respondents were asked if they would
be willing to use their smartphone or tablet camera to take a video of their
surroundings, a photo of the exterior of their house; a photo of a receipt of
a recent purchase; a photo of themselves (“selfie”). After agreeing, respond-
ents were transferred to the camera app that is used on their device for taking
photos or videos. After taking a photo or video, respondents could review it
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before sharing it with the researchers or retake the photo. We collected latitude
and longitude coordinates for geolocation and time stamps, file sizes, and other
metadata for the photos and video, but no actual photos or videos were cap-
tured, to which participants were alerted at the end of the questionnaire.

THE EXPERIMENTAL DESIGN

Survey respondents were randomly assigned to one of six sensor-data-
sharing requests, corresponding to a fully crossed 2 (framing) x 2 (auton-
omy) x 2 (privacy) design.

Benefit framing (H2): When survey respondents were asked to share their
sensor data, they were either told this would save them time (experimental
condition) by reducing the number of questions they would be asked, or the
request made no mention of time (control). For each sensor measurement,
respondents who were not willing to share data from a particular sensor re-
ceived additional questions, for example, concerning their whereabouts if
they were not willing to share geolocation, whether there were other people
present if they were not willing to share a video of their surroundings,
whether the dwelling had a balcony or terrace if they were not willing to
share a photo of the house, a question about the type of purchase, store, and
total amount if they were not willing to share a photo of a receipt, and their
happiness if they were not willing to take a selfie.’

Autonomy over data collection (H3): The experimental condition specified
that respondents would be able to view what information they were sending
to Statistics Netherlands and could undo the measurements later. The control
condition did not include such text.

Assurance of confidentiality (H4): The experimental condition included
the following statement:

The data you provide will be treated confidentially. It will only be avail-
able to researchers conducting this study and your personal information will
not be shared with third parties. The results of the survey will only be made
available in anonymized form. Your data is safe in all of our surveys.
Personal information can never be inferred from the statistical information
collected by Statistics Netherlands. The control condition did not include
such text.

Willingness to share sensor data was measured using a binary choice
(yes/no). The individual data requests were asked in one fixed order

7. The question about happiness was asked since the request to take a selfie was prefaced with
“Using new technologies, it is possible to estimate your age and recognize your emotions from a
photo. To try it out, we would like to ask you to make a photo of your face.” This phrasing was used
to provide the rationale for the request; the recognition of the emotions was not actually performed.
Respondents were debriefed at the end of the questionnaire that the images they took were not stored.
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(geolocation, a video, and photos of the house, receipt, and self) to maxi-
mize statistical power within the individual cells.® Respondents were ran-
domized in the same conditions for all five data-sharing requests.

Respondents who were not willing to share smartphone sensor data were
asked why they were not willing. Furthermore, respondents received ques-
tions about their smartphone skills, device use (H6.1, H6.2), previous data
sharing and app download experience (H7.1, H7.2), attitudes toward privacy
and data sharing (H5), attitudes toward surveys, and socio-demographic char-
acteristics. See appendix for the question wording.

Analysis Plan

To answer our first research question about the rates of willingness to
share and actually sharing smartphone-sensor data, we calculated propor-
tions of respondents who (1) answered yes to the request to share and (2)
actually shared data by the sensor tasks. To answer our second research
question about the influence of study characteristics and task features, we
used five logistic regressions predicting (1) WTS and (2) sharing condi-
tional on WTS. We account for the dependency of observations by using
clustered standard errors.’ For our third research question, which con-
cerned the influence of respondent characteristics, we add respondent
characteristics to the logistic regressions predicting WTS and sharing. For
the survey attitude scale, we conducted a factor analysis following De
Leeuw et al. (2019), assigning items to the factors of enjoyment, value,
and burden (see Question 8 in Appendix B), and calculating mean scores
for each dimension.

To answer our fourth research question, which concerned the prevalence
of nonresponse and nonparticipation bias, we calculated the biases using the
following formulae for the variables from the registry:"

8. Studies that randomized the order of the hypothetical data-sharing requests have found that the
first request evoked higher WTS (Silber et al. 2018; Struminskaya et al. 2020). We look for any
evidence that the order of sharing requests might have affected the outcome in tables A2 and A3.
9. In these models, we tested the interactions of the main experimental conditions as well as con-
cerns about privacy and data sharing because perceived risk has been shown to moderate the
effects of framing (Samat and Acquisti 2017), autonomy over data collection (Peer and Acquisti
2016), and consequences for privacy (Gates et al. 2014) on data sharing. We also included the
interactions of main effects with the number of smartphone activities since concerns about sen-
sor-data sharing are negatively associated with smartphone skills (Keusch, Struminskaya, et al.
2020). The results appear in the Supplementary Material, tables S1 and S2.

10. For ease of interpretation, continuous variables were recoded into categories (age: 1624,
25-34, 35-44, 45-54, 55-64, 65+; number of household members: 1, 2, 3, 44; income percen-
tiles: 1-24, 25-49, 50-74, 75-100) with the modal category chosen as reference. Other variables
are dichotomized.

1202 JaqwianoN g uo Jasn Alsianiun yoann Aq zeee9c9/SzZ/ 1L S/S8/a101e/bod/woo dnoojwapeoe//:sdny wouy papeojumoq


https://academic.oup.com/poq/article-lookup/doi/10.1093/poq/nfab025#supplementary-data
https://academic.oup.com/poq/article-lookup/doi/10.1093/poq/nfab025#supplementary-data

Sharing Data Collected with Smartphone Sensors 435

Non — Response Bias (yADMlN) = yADMIN, respondents — yADMINA, gross sample

Non — Partzczpatlon Bias (yADMIN) = yADMIN7 participants — yADMIN7 respondents

To calculate the standard errors of the differences, we adapted Lee’s
(20006) calculation of noncoverage bias to our context.
Nonresponse bias:

se (p respondents — Pgross sample )

n le — N dent.
_ Pgross sample respondents
- var (prespondents) + var (pnonrespondmts)

Ngross sample

Nonparticipation bias:

se (P participants Prespondents )

Nyespondents — Mparticipants
= \/ var (pparticipanls) + var (pnonparticipanls)a

Nyespondents

where p is the proportion for each variable in the reference category.
To compare nonresponse and nonparticipation biases, we used one-sample
t-tests treating the sample data as benchmark data.'' We calculated the
Average Absolute Bias across the variables from the registry by summing
the absolute value of individual biases and dividing the result by the num-
ber of variables included in the calculation. The analyses are based on
unweighted data.

Results

WTS RATES AND SHARING OF SENSOR DATA

Table 1 shows the willingness to share and actual sharing rates, with the lat-
ter being a percent of all those who indicated they were willing to share. For
example, for the first question, 67 percent of respondents are willing to share
their geolocation, but 69 percent of those (that is, 46 percent of all respond-
ents) actually share it. Each treatment’s effect on the two measures is com-
pared to the no-text (control) condition and its significance is tested with
one-sided z-tests.

11. This method is common for studies on bias (e.g., Yeager et al. 2011 used t-tests; Antoun
2015; Sakshaug, Cernat, and Raghunathan 2019; and Keusch, Bihr, et al. 2020 all used z-tests).
With our large sample, t-tests and z-tests produce comparable results.
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Table 1. Willingness to share and actual sharing conditional on willing-
ness by sensor tasks (percentages)

GPS Video of Photo of Photo of Photo of

location surroundings house  receipt self
Overall (N=1,868)
Willingness to share 66.6 15.7 12.4 18.7 14.5
Actual sharing 68.6 100.0 100.0 100.0 100.0
No additional text (N =235)
Willingness to share 63.4 17.0 12.8 17.0 13.2
Actual sharing 74.5 100.0 100.0 100.0 100.0
Benefit framing (N =237)
Willingness to share 59.9 12.7 9.3 14.4 12.2
0.782 0.909 0.88  0.788  0.622
Actual sharing 69.7 100.0 100.0 100.0 100.0
0.818
Autonomy over data
collection (N =237)
Willingness to share 71.7 17.3 13.1 23.6 16.9
0.027 0.468 0460  0.037  0.131
Actual sharing 66.5 100.0 100.0 100.0 100.0
0.942
Assurance of privacy (N =265)
Willingness to share 62.3 15.1 12.1 17.4 16.6
0.604 0.720 0.592 0460  0.142
Actual sharing 71.5 100.0 100.0 100.0 100.0
0.724
Benefit & autonomy (N =224)
Willingness to share 759 17.9 15.2 20.1 16.5
0.002 0.407 0229 0200  0.159
Actual sharing 71.2 100.0 100.0 100.0 100.0
0.747
Benefit & privacy (N =227)
Willingness to share 59.5 13.2 12.3 17.6 13.7
0.807 0.873 0.556 0433 0442
Actual sharing 70.4 100.0 100.0 100.0 100.0
0.781
Autonomy & privacy (N=233)
Willingness to share 67.8 18.0 12.9 15.0 11.1
0.158 0.388 048 0722  0.749
Actual sharing 60.8 100.0 100.0 100.0 100.0
0.995

(continued)
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Table 1. (continued)

GPS Video of Photo of Photo of Photo of

location surroundings house  receipt self
Benefit & autonomy &
privacy (N =210)
Willingness to share 72.9 14.8 11.9 25.2 15.2
0.016 0.742 0.609 0017  0.269
Actual sharing 64.7 100.0 100.0 100.0 100.0
0.968

Note.—N overall = 1,868; actually sharing conditional on willingness to share. Treatment
effects are compared to no additional text (control) condition (Row 1). Significance based on
one sided z-tests (significant effects in bold; p-values in italics). Less than 1% of respondents
changed their initial willingness to will not share after providing the sensor-collected data;
they are treated as nonwilling.

Across the main experimental conditions, WTS and actual sharing rates do
not differ much from the rates in the control condition. Emphasizing auton-
omy over data collection for geolocation increased WTS by 8.3 p.p.
(p=.027) and 6.6 for sharing a photo of a receipt (p=.037). Emphasizing au-
tonomy over data collection together with benefit framing increased the
WTS for sharing geolocation by 12.5 p.p. (p=.002). Emphasizing autonomy,
assuring privacy, and mentioning the benefits of sharing increases WTS by
9.5 p.p. (p=.017) for geolocation and by 8.2 p.p. (p=.016) for a photo of a
receipt. Given that autonomy over data collection is the only significant
main effect, it is possible that it might drive significant interaction effects.

The overall WTS rates for camera-related tasks (sharing a video of one’s
surroundings and three photos) vary between about 12 percent (photo of the
house) and 19 percent (photo of a receipt), and are much lower than the geo-
location rates. This provides partial support for HI. The proportion of
respondents who report willingness to share their data from camera-related
tasks who actually share their data is 100 percent.

One explanation for the lower willingness rates for camera-related tasks
might be that respondents learn from the (earlier) geolocation question that
the survey not only asks about willingness to share, but actually requests
sharing data.

A related explanation is that the results are an artifact of question order. In
studies that randomized the order of multiple data-sharing requests, the first
request achieved higher willingness than later requests (Silber et al. 2018;
Walzenbach et al. 2019; Struminskaya et al. 2020). Our experimental design
precludes directly testing whether more sharing of geolocation data is be-
cause the request is the first of many or whether respondents are simply less
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open to sharing the data from camera-related tasks. To check whether sharing
one piece of data influences the subsequent data sharing for other tasks, we
analyzed the sharing patterns (tables A2 and A3). The largest group, 51.3
percent, declined all requests and did not share any data; 25 percent shared
only geolocation; 18 percent shared 2.6 pieces of data on average across all
subsequent requests, and only 5.7 percent declined all subsequent requests
after sharing two or more pieces of data. These findings argue against the or-
der of the requests determining the consent patterns, suggesting that it is the
nature of the task, that is, sharing geolocation versus camera-related tasks,
that is responsible. But we can’t conclude this definitively.

MECHANISMS OF WTS AND SHARING OF SENSOR DATA

In addition to the effects of how the data-sharing request was worded and
the nature of the task, we are interested in the effects of respondent character-
istics on WTS and actual sharing. For this, we turn to multivariate analyses
shown in table 2. We differentiate between willingness to share and actual
sharing for geolocation, but for the camera tasks, we report only WTS since
all who were willing to share did in fact share (see table 1).

Model 1 (baseline) tests the effects of the experimental conditions for the
four sensor tasks. The only significant effect is for autonomy over data col-
lection, which leads to 1.62 times higher odds of willingness to share geolo-
cation, and 1.33 higher odds of willingness to share a photo of a receipt. The
highest average marginal effect (AME) is estimated at 0.11 for geolocation
data (table 1). Thus, H3 (autonomy) is partially supported while H2 (benefit
framing) and H4 (privacy) are not.

Model 2 adds respondent characteristics as predictors. In addition to
effects of autonomy observed in model 1, some respondent characteristics af-
fect WTS in model 2. First, respondents who perform more activities on their
smartphones are more likely to be willing to share data from camera-related
tasks (supporting H6.1), although for each additional smartphone activity,
respondents are only about 1 p.p. (= AME x 100) more willing to share
data. Frequency of using smartphone camera functions does not affect WTS;
however, frequency of using GPS is significantly related to some tasks (par-
tially supporting H6.2). Also, self-assessed smartphone skills do not predict
WTS or sharing sensor data, consistent with Keusch et al. (2019) and
Struminskaya et al. (2020).

Second, previously having downloaded an app increases the odds of shar-
ing a photo of a receipt (412.6 p.p.); paradoxically, having been asked to
download but not downloading an app increases the odds of sharing a video
of surroundings (413.5 p.p.) and taking a photo of the house (+9.7 p.p.);
taken together, these results provide partial support for H7.1. Sample sizes
are small, though, with only a handful of respondents being asked to

1202 JaqwianoN g uo Jasn Alsianiun yoann Aq zeee9c9/SzZ/ 1L S/S8/a101e/bod/woo dnoojwapeoe//:sdny wouy papeojumoq



439

Sharing Data Collected with Smartphone Sensors

Downloaded from https://academic.oup.com/poq/article/85/S1/423/6363382 by Utrecht University user on 24 November 2021

(panunguod)
898°1 898°1 898°1 898°1 W'l 898°1 N
€000°0 €€00°0 60000 9200°0 %000 S010°0 parenbs-y opnosq
0S'TLL— $9°968— TT00L— SO TI8— 9 69L— 9L'8LIT— pooyIeyr] 507
..,n.u.aw.ﬁgw Nwﬁ NN%QEN
000°0 0000 0000 0000 0000 0000
(¢00) (¥20°0) (610°0) (#20°0) (or€0) (8S1°0)
L9T°0 $61°0 9¢€1°0 061°0 SOLT 9’1 ydooaug
#8L°0 #86°0 $88°0 $6S°0 (Y9 40] SHE0
(Lz1'0) 6110 (8€T°0) (611°0) (€01°0) (060°0)
$96°0 866°0 086°0 ¥€6°0 080 1160 doueInsse AoeAL]
7L85°0 2100 0820 0rI0 8200 0000
(Tr1°0) (8S1°0) (€91°0) (#S1°0) (#60°0) (191°0)
LLO'T €700 STET 91°1 LOTT  8S0°0— T9LO0 9010  TIT9°1 Awouomny
1160 +I19°0 12L°0 S8I°0 9rL 0 L8270
(0£1°0) (LT10) (€1°0) (801°0) (821°0) (T01°0)
686°0 790°1 1S6°0 780 I70°1 LT0'T Surwely jyousg

Kquo suoipuod pjusuiiadxy T 1apow

ANV s FNV  1dodar gy osnoy gAY sSupunouns JNY - SID ANV SdD
Jo ol0ug Jo ojoud Jo ojoyd JO 03pIA pareys ssousurIm

3IeYS 0} SSOUSUI[[IM YJIM [EIUIPI SI JI DUIS ‘pI[Ppout jou sI ul
-IBYS [eN)OR ‘910JJY) $dIeYS JOBJ Ul PIP dIeYS 0) SUI[[IM dIIM OYM [[€ ‘SHSE) BIIWIBD YY) J0J SJOJJ0 [BUISIBUW ITBIIAL
pue ‘sasoqjuaaed Ul SIOLID pIepuUB)S ISNQOJ ‘SONBI SPPO :SULIBYS BJep JI0Suds Sundipaad suolssaagaa dnsIso] g dqel,



Struminskaya et al.

440

Downloaded from https://academic.oup.com/poq/article/85/S1/423/6363382 by Utrecht University user on 24 November 2021

(panuuod)
9190 I IS0) $90°0 SSHO 180°0 SHLO
(€90°0) (650°0) (LLOO) (990°0) (690°0) 9%0°0)
1€0°1 €501 cerl 8401 SIT'T 0£6°0 sojoyd Kouanbarg
9100 [S0°0 zsro [6£0 £00°0 0000
(6£0°0) (€€00) 0v00) (¥€0°0) (9€00) (9€0°0)
0100 680°T €90'1 6S0°1 620’1 6100 00T'T €£00  061'L SdO Aoudnbarg
06%°0 SIL0 £9€°0 S8L°0 ¥S0°0 0zI0
(060°0) (TLO0) (280°0) (280°0) (680°0) (TLO0)
090°1 ¥L6°0 60 20T 248 LOT'T I8 suoydrewg
+00°0 9200 0100 $20°0 LPS0 010
(¢v00) (¢€00) (Fv0°0) (LEO0) (0£0°0) (920°0)
7100 9IT'T 0100 690°T 0100 LOT'T 6000  6L0°'T 810'1 SE0'l sonIAnoe duoydiews #
$89°0 £69°0 £2L°0 90€°0 1120 $80°0
0£1°0) (811°0) Or1°0) O11°0) (801°0) (680°0)
$¥6°0 756°0 676°0 €L8°0 €680 0£8°0 QoueInsse AovALJ
9090 2200 8/2°0 sSro 190°0 0000
(0ST1°0) (S91°0) (€L1°0) (091°0) (ooT°0) (LLT'0)
SLOT 000 8TET PLI'T LOT'T 88L°0 9600  9¥9°'I Awouoiny
$/8°0 $8S°0 0040 8TI0 6220 £08°0
(LETO) (€€1°0) Or1°0) (601°0) (€c1°0) O11°0)
8L6°0 0L0'T $6°0 9180 SOl LT0'T Surureyy jgousg

SOUSIUIIVIDYD JUIPUOSIL pUp SUONIPUOD [PJUIUILIZAXT T JIPO

ANV s JAV  1deoar gV osnoy gAY sSuipunoims gV SO ANV SdD
jo oj0yd jo ojoyd jo oj04d 3o 03pIA pareys ssouSurm

(panuiuod) g qel,



441

Sharing Data Collected with Smartphone Sensors

Downloaded from https://academic.oup.com/poq/article/85/S1/423/6363382 by Utrecht University user on 24 November 2021

(panuuod)
LEI0 980 £68°0 2090 1v20 1960
(00T°0) (#67°0) (o1€°0) (T 0) (L1€°0) (L0T0)
0£9°0 881°1 9S0'T ¥98°0 yTeT 0660 sKoAIns QuIUO “Med
£8t°0 FFE0 0L2°0 0060 0rt0 0SI°0
(890°0) (850°0) (£90°0) #90°0) (#90°0) (050°0)
LYO'1 760 €260 7660 6¥6°0 $26°0 usping AdAIng
6£0°0 9000 6210 ISE€0 6/6°0 £00°0
(960°0) (880°0) (#60°0) (¢80°0) (€L0°0) (#L0°0)
6100 €8T'T 8200 0ITT PET'T ¥LO'T 8660 SE€00  0TI'0 anfea £oamg
000°0 0000 0000 0000 $80°0 0000
(060°0) (#L0°0) (L60°0) (060°0) (950°0) (590°0)
9¢0'0 08€T 1€00 #HPTT TEO0 9LET €00 LIV 868°0 6£00  STTI juowkofud £oaing
£SI°0 698°0 rT 0 00Z°0 0L1°0 2L00
(€ST1°0) (890°0) (9L0°0) (990°0) (290°0) (#50°0)
L68°0 686°0 L06°0 1160 0160 868°0 Sumeys ejep uIeoUo0)
€Iro 0£2°0 8SE0 F8E0 610 +00°0
(190°0) (£90°0) 0L0°0) (590°0) (690°0) (L¥0°0)
L68°0 8L6°0 €€6°0 w60 ISO'T 1€00— 0S80 WIOUO0D AdBAL]
LFEO SIS0 £45°0 0920 SIS0 6220
(LLO0) (890°0) (#80°0) (6L0°0) (LLO0) (LS00
$26°0 0£6°0 1S6°0 SL60 6160 826'0 soapra Kouenbarg
HAV Jos  HNV 1deodr gV 9snoy HV ssuipunoims gV - SO HIAV SdoD
wo ojo0yd MO Ouosm wo ojoyd wo ODUM A ﬁmﬂ.&ﬂm mm@ﬂwcﬁma

(ponunuo2) g dqe],



Downloaded from https://academic.oup.com/poq/article/85/S1/423/6363382 by Utrecht University user on 24 November 2021

S
s (panuiuod)
S
km, 10070 9600 00070 £€0°0 62£°0 000
8 (S00°0) (#00°0) (S00°0) (S00°0) (#00°0) (#00°0)
m 2000 910°T 800°T <000 TTO'T 1000 010°T ¥00'T  T000 T10°T a3y
W 9£9°0 zzc00 8690 8020 9£6°0 9rI0
“n (685°0) (8€6°0) (TLS0) (0SL0) (¢ry0) (8€6°0)
0ST'T  9CI'0 8TP'T €0T’1 8CTL'1 Se0'l L86°1 papeojumop
9rE0 900 900 1100 0050 19240
(L9L0) (100 1) (Tizn (1821 (908°0) (0£9°0)
08S'1 L9TT L6000 0€9°CT SET°0 €L6'C 254! 607'1 papeo[umop jou
(panaur wAdu=jar) dde peojumoq
SIL0 6££€°0 $86°0 £€L°0 +26°0 LS80
(zoL0) (82€0) (919°0) (119°0) (8150 (LS6°0)
1€T1 6860 886°0 1ol'l 6760 syl pareys
£LE0 200 13940 §90°0 9L 0 £00°0
(se€0) (95T1°0) (95€°0) (661°0) (S€9°0) (4 ¥0)]
SI19°0 S8I'0— TLTO 7L9°0 Y10 OLT'T €81°0—  98€0 pateys jou
(PaNAUI IOAQU=JQI) BIep paIeyS
Z8€0 8§66°0 £96°0 I181°0 £0L°0 zes0
(¢r o) (#ST0) (Tog0) (820 (z8T°0) (ssT0)
SSeT 6660 8860 YLV 011 40! Koams suoydirews red
NV JIes HAV doer gV dsnoy gAY ssuipunoums NV - SO HINV SdD
Jo ojoyd Jo ojoyd Jo 0j04yd JO O9pIA pareys SSQUTUIIT

442

(pomunuod) - IqeL,



443

Sharing Data Collected with Smartphone Sensors

Downloaded from https://academic.oup.com/poq/article/85/S1/423/6363382 by Utrecht University user on 24 November 2021

*SOIB)I Ul san[eA-d (P[oq Ul $109JJd JuedyIugIS 's103o1pard Jueoyusis 10J A[UO UMOYS I8 S109JJ0 [RUISIRIN— dLON

€68°1 €68°1 €681 €68°1 N
70600 €290°0 68800 S601°0 parenbs-y opnosq
Sh'€69— ¥$9¢8— LYTE9— 0T 1S0T— pooyreyIT 507
..w.u.tw.&%@ NQ, NNEQX\
0000 0000 0000 100
(€00°0) (L00"0) (#00°0) (I1s1°0)
£00°0 110°0 S00°0 SLT0 ydaodaug
£HT0 6£6°0 910 $£9°0
($91°0) (981°0) (191°0) Or1°0)
78L°0 986°0 170 826°0 ‘u) 2 ‘un parddy
1450 $85°0 [I+0 €IL0
0gT0) (LOT0) 6L1°0) 0S1°0)
AN LOT'T 6£8°0 €¥6°0 [euones0A 29 SH
(SH> 391) UOnEONDPH
6140 8200 IS0 S0+
(Ts1°0) (960°0) (¢81°0) (zero)
€50'T 0V0'0— LSLO 161°1 L60'T (srewRy=jya1) I3pUn
CIANANEN wdoar gINY  9snoy Y s3utpunorms gAY SdD
Jo ojoygq Jo ojoyq Jo oyoyq SSQUSUITIAN

(ponunjuo2) *g Qe



444 Struminskaya et al.

participate in app studies. Previously refusing to share sensor data leads to
lower willingness to share geolocation (—18.3 p.p.) and lower odds of photo-
graphing a receipt (—18.5 p.p.), partially supporting H7.2.

Third, being concerned about privacy reduced the odds of being willing to
share geolocation (—3 p.p.) but did not affect sharing decisions for the other
sensor tasks. Concerns about data sharing are not statistically signiﬁcant,12
This provides partial support for H5.

Fourth, respondents who enjoy surveys are more likely to share all five
types of sensor data and those who value surveys are more likely to share
photos, but frequency of survey participation does not significantly affect
sharing decisions.

Finally, we find a small effect of age. A 10-year increase in age leads to
an AME of 0.02, implying a 2 p.p. increase in willingness to share geoloca-
tion or a video/photo.

NONRESPONSE AND NONPARTICIPATION BIAS

It is possible that survey respondents who are willing to share sensor data, in
addition to survey responses, differ from respondents who are not willing to
share on characteristics that may be relevant to the sensed behavior. For
example, respondents willing to share geolocation may differ in their patterns
of mobility from respondents who are not willing to share. Thus, we assessed
bias due to respondents’ nonparticipation in sensor tasks as well as the
cumulative effects of nonparticipation and survey nonresponse; that is, if
the survey respondents differ from nonrespondents on behavior, such as
mobility, this could amplify bias due to nonparticipation. Nonresponse and
nonparticipation bias were calculated using register data. Table 3 shows the
population percentages from the register variables for the sampled individu-
als, the bias in these statistics when based only on survey respondents’
answers, and when based only on the answers from participants in each
sensor task.

The nonparticipation bias is about the same magnitude as the nonresponse
bias. Because the characteristics that would ideally be used to measure non-
participation bias, such as a current location that can affect sharing of geolo-
cation, are probably not in the register, we need to use proxies. For example,
to estimate nonparticipation bias for geolocation, register variables such as
car ownership, possession of a driver’s license, and urbanicity may be rea-
sonable proxies, as they are related to mobility. In fact, nonparticipation

12. But it is possible that under certain circumstances they are significant. Since some respondent
characteristics might interact with the experimental conditions, we included these interaction
terms in a set of models presented in Supplementary Material tables S1 and S2. The benefit fram-
ing decreased the odds of sharing geolocation with higher data-sharing concerns. However, the
main effect of benefit framing on sharing geolocation was not significant.
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biases for sharing geolocation in car ownership, possession of a driver’s li-
cense, and urbanicity are small (under 2 p.p., n.s.). Participation bias for pho-
tographing one’s home and videorecording surroundings could be affected
by the type of community one lives in. A reasonable proxy could be register
variables urbanicity and township size. The difference on these variables for
those willing to share a video of their surroundings and those who are not is
over 5 p.p. each, both statistically significant. In studies that measure home
ownership, willingness to share pictures of one’s house may be vulnerable to
nonparticipation bias, as homeowners might feel their home is more personal
than might renters and thus be less willing to share. In fact, there is signifi-
cant nonparticipation bias for this task in home ownership (4.6 p.p.) and
urbanicity (67 p.p.). To the extent that taking photos of receipts suffers
from nonparticipation bias, this could be due to financial attributes, although
the direction of any effects is not clear on intuitive grounds. In fact, nonparti-
cipation bias in photographing receipts for the register variables paid work
and income are small (n.s.). For taking pictures of oneself, age and gender
could be important, since younger people and women can be more willing to
take photos.13 However, biases in age, gender, and ethnic background are
about 2-3 p.p. For this task, we find a large significant bias for education (-8
p-p.)- However, we do not have a theoretical explanation for this effect.

The nonparticipation bias is conditional on nonresponse bias; that is, in or-
der to participate or not in the sensor task, one must first be a survey respon-
dent. In some cases, both biases are in the same direction, but in others they
are in opposite directions. For example, for education, a positive nonresponse
bias and a negative nonparticipation bias result in a small total bias for most
sensors. Some other biases aggravate each other; for example, non-Dutch are
less likely to participate in the survey compared to the gross sample, but
those who do respond to the survey are less likely to share a photo of them-
selves. Across sensor tasks, nonresponse and nonparticipation biases move
estimates in different directions, while there are more significant differences
for nonresponse than nonparticipation bias. More research is needed to deter-
mine whether biases generally aggravate each other or nonparticipation bias
is masked by the opposing nonresponse bias.

Discussion

Data collection using smartphone sensors has been investigated by statistical
agencies and large-scale panels in numerous studies (e.g., Jackle et al. 2019,
Kreuter et al. 2020, McCool et al. 2021). If participants who share smart-
phone sensor data differ on key outcomes from those who refuse, research

13. A study by the Pew Research Center shows that women and young adults are among the
most likely groups to use Instagram, a photo- and video-sharing platform (Auxier 2020).

1202 JaqwianoN g uo Jasn Alsianiun yoann Aq zeee9c9/SzZ/ 1L S/S8/a101e/bod/woo dnoojwapeoe//:sdny wouy papeojumoq



Sharing Data Collected with Smartphone Sensors 449

conclusions can be biased. To avoid potential biases, it is necessary to under-
stand the mechanisms of participation.

This paper validates and extends the research that focuses on hypothetical
willingness to share sensor data. We study the relationship between willing-
ness to share and actually sharing geolocation, photos, and a video. To exam-
ine this, we manipulated the wording in the invitation to share in three ways:
(1) benefit vs. neutral framing of the request, (2) emphasis on autonomy over
data collection, and (3) assurance of privacy, hypothesizing that such empha-
ses would increase both hypothetical willingness to share and actual sharing.

More private camera tasks (e.g., photographing or videotaping one’s sur-
rounding or home) evoked lower WTS (under 20 percent), whereas a request
to share geolocation, which may not reveal as much personal information as
the camera tasks, elicited the highest WTS (about 67 percent).

Emphasizing autonomy increased willingness to share and actually sharing
geolocation and increased willingness to share a photo of a receipt.
Autonomy also interacted with benefit framing to increase willingness to
share geolocation. Overall, effects of request wording are small and the ex-
planatory power of our models that only contain experimental effects is low.
Framing effects are also small or nonexistent for disclosure of sensitive infor-
mation (Gluck et al. 2016; Samat and Acquisti 2017) and hypothetical WTS
(Struminskaya et al. 2020).

Consistent with previous studies (e.g., Keusch et al. 2019), the number of
tasks performed on one’s device, having prior experience with sharing GPS,
and being asked to download an app are associated with an increased likeli-
hood of WTS and sharing, even if the prior request to share sensor data had
been denied.

Contrary to our expectations, privacy concerns decreased WTS and actual
sharing only of geolocation. Privacy preferences and subsequent sharing be-
havior do not always align: people stating they care about their privacy share
more data than they indicated they were willing to share (cf. privacy para-
dox, Norberg, Horne, and Horne 2007). In other contexts, however, individu-
als make data-sharing decisions consistent with their privacy attitudes
(Kokolakis 2017).

Being willing to share data in four camera tasks perfectly predicted actual
sharing (i.e., of those participants who indicated willingness to share, 100
percent actually shared). Presumably, the personal nature of the task re-
stricted WTS to the minority of respondents who were unphased and eager
to share photos and a video of their circumstances and themselves and so
consistently followed through on their “promise” to share. Possibly, the par-
ticular uses to which respondents were asked to put the camera rather than
using the camera per se are responsible for this pattern. A more mundane use
of the camera (e.g., photographing the nearest traffic light) may have pro-
duced higher WTS and possibly lower follow-through. In any event, for the
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camera-related tasks examined here, the respondents were reluctant to share
the data irrespective of their privacy concerns or level of autonomy over data
collection. The camera tasks might produce information that is not germane
to the task (e.g., a messy home) and too private for most participants com-
pared with GPS coordinates. Although geolocation can potentially lead to a
greater violation of privacy than a photo, it might not be perceived that way
by respondents. If the information to be shared is perceived as very private,
varying the request will not affect the underlying—and presumably nega-
tive—preferences about sharing.

Why did benefit framing not increase data sharing? We propose this may
be due to the request coming from a trustworthy sponsor, creating a ceiling
effect above which benefit framing has no impact. This is consistent with
the finding of large framing effects only for a less trustworthy sponsor
(Samat and Acquisti 2017), and sponsorship effects on hypothetical WTS
(Keusch et al. (2019) found that participants from a market research panel
were more willing to share if the request came from a market research firm
or a university rather than a statistical agency; Struminskaya et al. (2020)
found in a university-housed panel that a university sponsor evoked the
highest hypothetical WTS, followed by a statistical agency and a market re-
search firm. Our respondents have participated in at least one survey con-
ducted by Statistics Netherlands and agreed to be invited to participate
again. They might not perceive question answering as burdensome. Thus,
eliminating some questions is not make sharing more attractive. The effect
of the study sponsor that is familiar to the respondents might also upwardly
bias WTS. Thus, our sharing rates likely fall between those of panel mem-
bers and a true population cross-section. We hope to see future research
with participants who have no experience with the study sponsor.

One implication of the current findings is that the rationale behind the
sharing request is key. Explaining the value of the information and the pur-
pose of its collection (cf. Nissenbaum 2009), thus, becomes critical in seek-
ing respondents’ consent. In our study, the purpose of the sensor tasks was
not clearly communicated mostly because the tasks were administered as
part of a methodological experiment, not to gain substantive knowledge.

The nature of the sensor task and the kind of data it captures are also key.
Our study concentrated on app-free geolocation and camera measurements to
avoid biases associated with selecting sample members who would have
downloaded an app. In practice, researchers might wish to use data from
other smartphone sensors (e.g., a microphone, a light sensor, or an acceler-
ometer). We believe our results generalize to other sensors. This is because
sensors can be classified based on the extent to which participants can di-
rectly and intentionally influence what is measured by the sensor (e.g., they
can decide what will be in a picture but not their current longitude and lati-
tude). Where a sensor falls on this continuum may affect participants” WTS
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and help explain why relatively few who “promise” to share actually share
for some tasks (inadequate influence over what data are captured), but all of
those who indicate they are willing to share follow through for other tasks
(sufficient influence over what is captured).

For some sensors (e.g., an accelerometer), it is unlikely that participants
will understand what is captured well enough to consider if they can affect
what is captured when deciding whether or not to share the data. Thus,
researchers may wish to show the participants what kind of data they are be-
ing asked to share. We visualized the respondents’ location prior to actually
sharing, and participants indicated willingness to share these data more often
than they actually did. To avoid such “backfire effects,” researchers will
need to strike a balance between the need to increase sharing and the need to
provide detailed information about the data participants are asked to share.
Researchers must strike a similar balance when deciding whether to use sen-
sor measurements over which participants have autonomy, such as camera-
related tasks. While this kind of control increases participants’ WTS, it may
increase the very social desirability and reactivity of measurement, for exam-
ple, only photographing surroundings they believe reflect well on them, that
sensor measurement promises to mitigate.

Because the current study concerns the sharing decisions of smartphone
and tablet users, one should not generalize the results to other types of data
sharing involving the general population, such as financial records that both
users and nonusers could be asked to share. Mobile device users are younger
than nonusers, more urban, more affluent, and more educated (Antoun et al.
2018; Couper et al. 2018; Keusch, Bihr, et al. 2020), and may think about
digital traces differently than nonusers. Instead, our findings indicate that
sharing decisions might be quite specific, not just to sensor data but to the
nature of the particular sensor task for which data sharing is requested, how
the purpose of collecting the sensor data is communicated, and who is asking
participants to share these data. It should no longer surprise us that partici-
pants’ decisions about their involvement in research studies requesting they
share sensor data entail considerable nuance.
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Appendix A. Descriptive Statistics and Additional Analyses

Table Al. Descriptive statistics of variables used in the analysis
(N=1,868)

Missing
M SD Min Max values

Number of smartphone activities 10.588 3522 0 16 0
Frequency of sharing GPS location 2746 2414 O 6 0
Frequency of taking photos 2400 1.750 O 5 0
Frequency of taking videos 1.247 1366 O 5 0
Self-assessed smartphone skills 3.894 1.016 1 5 0
Concern about privacy 3819 1.504 1 7 0
Concern about sharing data with firms 4056 1599 1 7 0
Concern about sharing data with

governmental agencies 3378 1.678 1 7 0
Concern about sharing data on social media  4.902 1.823 1 7 0
Mean score concern data sharing 4.112  1.419 1 7 0
Survey attitude: enjoyment 4.043 1.283 1 7 0
Survey attitude: value 5.359 1.087 1 7 0
Survey attitude: burden 3.046 1.199 1 7 0
Participated in online surveys in last 30 days .3672 4822 0 1 0
Participated in a smartphone survey

in last 30 days* 2928 4022 O 1 0
Sharing of GPS, photos, videos 0

Invited not shared 0246 1550 O 1

Never invited 9668 1792 0 1

Shared 0176 1318 0 1
Download of research app 0

Invited not downloaded 0155 1237 O 1

Never invited 9668 1792 0 1

Downloaded 0177 1318 0 1
Age 43.515 18274 16 98 0
Gender (male) 4288 4950 O 1 0
Education:™" 15

Less than HS (ref.) 1743 3795 0 1

HS & vocational 3815 4859 0 1

Applied univ. & univ. 4441 4970 O 1

*The question about participating in a smartphone survey was only asked to those who had
indicated to participate in an online survey; people who did not participate in an online survey
are recoded as 0.

“*For 29 respondents who chose the category “other,” information on education was
replaced by the information from the registry data from 2016, reducing the number of missing
values to 15 (0.9%).
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Table A2. Percentage of participants by sharing pattern

Pattern Percent N
Shared data for all five tasks: geolocation, video, photo house,

photo receipt, photo self 1.93 36
Shared geolocation, video, photo house, photo receipt; No photo

self 1.07 20
Shared geolocation, video, photo house; No photo receipt, no

photo self 0.80 15
Shared geolocation, video; No photo house, no photo receipt, no

photo self 1.93 36
Shared geolocation only; No video, no photo house, no photo re-

ceipt, no photo self 25.00 467
Did not share anything 51.28 958
Other pattern 17.99 336
Total 100.00 1,898

Table A3. Distribution of sharing by other pattern

Shared data for: Percent N
one of the tasks 12.50 42
two of the tasks 37.50 126
three of the tasks 27.08 91
four of the tasks 22.92 77
Total 100.00 336
Mean, (SD) other pattern 2.60 .97

Appendix B. Question Wordings Used in the Analyses

Prior to starting a questionnaire, a respondent had to provide their name, sex,
date of birth, and marital status, which were checked against the frame data of
Statistics Netherlands. If respondents’ sex or date of birth deviated from the
record, they were not allowed to proceed with the questionnaire. The question
wordings of those checks are not included.

Note that the wording of questions was adapted for the type of device
(smartphone or tablet). For better readability, we only present smartphone
wordings here.

Questions marked with * are modeled after Keusch et al. (2019). Questions
marked with ** are modeled after Couper et al. (2008; 2010).
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Q1.* Do you use your smartphone for the following activities? (yes/no)

Qla.
Qlb.
Qlc.
Qld.
Qle.
Qlf.
Qlg.
Qlh.
Qli.
Q1j.
Qlk.
QIL

Qlm.

Qln.
Qlo.
Qlp.

If Qld=yes

Sending messages (for example, through SMS, WhatsApp,
or Telegram)
Browsing websites
Reading and/or writing email
Taking photos
Taking videos
Looking at content on social media websites/apps (for example
looking at text, images, videos on Facebook, Twitter, Instagram)
Posting content to social media websites/apps (for example post-
ing text, images, videos on Facebook, Twitter, Instagram)
Making purchases (for example buying books or clothes,
booking train tickets, ordering food)
Online banking (for example checking account balance,
transferring money)
Installing new apps (for example from the App Store,
Google Play Store)
Using GPS/location-aware apps (for example Google Maps,
Foursquare, Yelp)
Connecting to other electronic devices via Bluetooth (for ex-
ample smartwatches, fitness bracelets, step counter)
Calling (also through Skype or Facetime)
Playing games
Streaming videos or music
Other, please specify

Q2. How often do you take photos using your smartphone?

If Qle =yes

Several times a day or more often
Every day

Several times a week

Several times a month

Once a month or less often

Dk

Q3. How often do you take videos using your smartphone?

If Qlk = yes

Several times a day or more often
Every day

Several times a week

Several times a month

Once a month or less often

Dok =
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Q4. How often do you use GPS/location-aware apps using your smartphone?
1. GPS is always on

Several times a day or more often

Every day

Several times a week

Several times a month

Once a month or less often

Sk BN

Q5.* Generally, how would you rate your skills of using your smartphone on
a scale from 1 = Beginner to 5 = Advanced?

Beginner

Somewhat more than a beginner

Average skilled

Somewhat more than average

Advanced

kW=

Q6.* How concerned are you about whether or not each of the following
organizations will share personal data with other parties? (I Not at all con-
cerned, 7 Very concerned)
a. Private companies
b. Government agencies (such as municipality, national
government)
c. Social media platforms such as Facebook, Twitter, or
Instagram

Q7.#* In general, how worried are you about your personal privacy? (1 Not
worried at all, 7 Very worried)
Q8. *** We would like to ask you some questions about research. Could you
please indicate to what extent you agree or disagree with the following state-
ments? (1 = totally disagree, 7 = totally agree)

a. I generally enjoy responding to questionnaires through
the mail or Internet. (E)
I really enjoy being interviewed for a survey. (E)
Surveys are interesting in themselves. (E)
Surveys are important for society. (V)
A lot can be learned from information collected
through surveys. (V)
Completing surveys is a waste of time. (¥, neg.)
I receive far too many requests to participate in sur-
veys. (B)
Opinion polls are an invasion of privacy. (B)
It is exhausting to answer so many questions in a sur-
vey. (B)

© - 00T

s

—
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(Letters in parentheses indicate constructs of the survey attitude scale by De
Leeuw et al. (2019): Enjoyment, Value, Burden). For the survey attitude
scale, we conducted a factor analysis that showed a three-factor solution but
one survey value item loaded on both the value and the burden factors. We
followed De Leeuw et al. (2019) in assigning items to the factors enjoyment,
value, and burden.

Q9. In addition to the questions in this survey we would like to collect data on
the location where you are completing this survey. This can be done using
sensors of a smartphone or a tablet. We are interested whether we can make
use of your location data. We will do it once, only for this questionnaire.

[Experimental conditions repeated for all sensor data requests]:
Benefit framing: By sharing this information, you can skip some questions so
that the completion time will be shorter

Autonomy: You can see what information you are sending to Statistics
Netherlands and undo the measurements later if you like

Assurance of confidentiality: The data you provide will be treated confiden-
tially. It will only be available to researchers conducting this study and your
personal information will not be shared with third parties. The results of the
survey will only be made available in the anonymized form. Your data is safe
in all of our surveys. Personal information can never be inferred from the sta-
tistical information collected by Statistics Netherlands.

Do you give permission to share your location?
1. Yes, I give permission to share my location
2. No, I do not give permission to share my location

Q10. We are interested in which situations respondents fill out surveys. For
example, whether they are surrounded by other people or alone, and in what
kind of space they are. Would you make a short video of your surroundings?
Maximal 5 seconds.

1. Yes, I will make a video

2. No, I will not make a video

QI11. We would like to know in what kind of house you live. To receive this
information, we would like to ask you to take a photo of your house.

1. Yes, I will take a photo of my house

2. No, I will take a photo of my house
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Q12. We would like to know for our research whether it is possible to infer in-
formation about purchases from a photo of a receipt. Would you take a photo
of a recent receipt? If possible, take a photo of a full receipt.

1. Yes, I will take a photo of a receipt.

2. No, I will not take a photo of a receipt.

Q13. Using new technologies, it is possible to estimate your age and recog-
nize your emotions from a photo. To try it out, we would like to ask you to
make a photo of your face.

1. Yes, I will take a photo of myself.

2. No, I will not take a photo of myself.

Q14. How many online questionnaires did you complete in the past 30 days?
This can be short questionnaires of one or more questions. Do not include this
questionnaire in your count.

1. None

2. 1-5 surveys

3. 6-10 surveys

4. More than 10 surveys

IfQl4>1

Q15. How many of these online questionnaires did you complete on your
smartphone? Do not include this questionnaire in your count.
1. None
1 survey
2 surveys
3 surveys
4 surveys
5 surveys
6-10 surveys (shown if Q14 > 2)
More than 10 surveys (shown if Q14 > 3)

e i o

Q16.* Have you ever participated in a study, where you were asked to share
your geographic location, take photos or videos using your smartphone or
tablet?

1. Yes

2. No

IF Q16 =yes
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Q17.* Did you then share your geographic location, take photos or videos us-
ing your smartphone or tablet?

1. Yes

2. No

Q18.*Have you ever participated in a study, where you were asked to down-
load a research app that automatically collects data such as about your GPS-
location, the apps you are using, or the websites you are visiting?

1. Yes

FQI8=yes > N°

Q19.* Did you actually download the research app to your smartphone or
tablet?

1. Yes

2. No

Q20. What is the highest level of education that you have completed?
1. Basisonderwijs, lager onderwijs [Basic] (less than HS)
2. LBO, VMBO, VBO, lwoo, vso, vglo, mavo, ulo,
mulo [Low] (less than HS)
3. MBO, havo, atheneum, VWO, gymnasium, mms, hbs
[Middle] (Vocational)
4. HBO, WO [High] (Uni & Applied Uni.)
Een andere opleiding [Other]
6. Geen opleiding voltooid [None] (Less than HS)

9]

Age and gender verified at the beginning of the survey based on the registry data.

Note

For all analyses, we used Stata version 16.0.

Data Availability Statement

REPLICATION DATA AND DOCUMENTATION are not available because
of the permission policy of the original data collector. All data used in this study
are stored at Statistics Netherlands and require on-site secure access of authorized
persons due to the sensitive nature of the sensor data such as the geolocation and
administrative data. The editors have waived the journal’s replication policy for
this manuscript. Please contact the corresponding author for more information.
The statistical code for the analysis is available here: https://github.com/peterlug
tig/data_archive_POQ21_Shari_data_collected_with_smartphone_sensors.
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Supplementary Material

SUPPLEMENTARY MATERIAL may be found in the online version of
this article: https://doi.org/10.1093/poq/nfab025.
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