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Chapter 1

Introduction

Throughout the past century a rich literature on networks has developed.
Although this literature spans multiple disciplines, it is rather fragmented
and varies widely in scope. While mathematicians and physicists have stud-
ied the phenomenon of networks already for quite a long time, in economics
the study of networks emerged only quite recently. Whereas the link be-
tween networks research in economics and other disciplines is often not very
straightforward, it is closely related to the research on networks that has
been conducted in sociology already since the 1950s. Part of the reason
for that is that the questions asked in those two disciplines differ quite
immensely from the questions dealt with in other literatures. Rather than
focusing on random graphs and their properties, as is usually done in math-
ematics and physics, sociologists and economists focus on the wellbeing of
the players within the network and their incentives, which networks they
form, and how they are influenced by their position within the network.1 In
the past three decades a number of interesting phenomena that result from
such network effects have been explained in the literature.2 Examples of
such research topics include the study of the influence of your social network
on finding a new job (e.g. Granovetter (1973)), as well as the study of the
structure and spread of crime through networks (e.g. Calvó-Armengol and
Zenou (2004) or Sarnecki (2001)). Another interesting strand of research
focuses on the patterns of co-author networks in academia, where after
the theoretical study in Jackson and Wolinsky (1996) a number of empiri-
cal studies using questionnaires (e.g.Van Rijnsoever et al. (2008) studying

1In the context of the financial crisis in Europe, Schweitzer et al. (2009) call for a more
integrated research agenda, combining the complex systems approach from physics and
computer science and the focus on strategic behavior put forward in the socio-economic
literature.

2For a good introduction on the literature and research on social and economic net-
works see Jackson (2008).

1
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scientific collaboration at Utrecht University) or databases recording pub-
lications such as the EconLit database (see for example Goyal et al. (2006),
Ductor (2011) or Van der Leij and Goyal (2011)) have emerged.

With the rise of the Internet and social network sites like Facebook,
MySpace or Pinterest, networks become more visible to everyone, leading
to the availability of big data sets and possibilities for a lot of empirical
work on networks.3 This also caused a rise in theoretical research in eco-
nomics on networks, which can be broadly split into two categories: games
on networks and strategic network formation models. In the analyses of
games on networks, the game being played is not about network formation,
but includes all game theoretic research where players are connected via
a given network structure, which affects the individual’s behavior through
externalities and other factors (for a good example of such a study, see
Galeotti et al. (2010)). This literature has recently been summarized in
Jackson and Zenou (2014).

The research on network formation, is based on the seminal studies by
Bala and Goyal (2000) and Jackson and Wolinsky (1996). These papers,
and papers extending these original models, analyze how agents strategi-
cally link to one another and which of the emerging networks are stable
and/or efficient. However, what has been generally ignored so far (at least
in economics research) is that networks, once they are formed, may be at-
tacked from the outside. If the network itself is a commodity, such as is
the case for military communications networks or terrorist networks, the
network itself, or the players within the network, might become targets of
an outside force attacking the network. Thus, not only the individuals in
the network are threatened by an attack, but also the network as a whole
is threatened. Arguilla and Ronfeldt (2000) refer to this concept of fight-
ing against networked adversaries as “netwars”. This type of attack differs
from modeling an attack strategy that does not take network structure into
account, as externalities are explicitly taken into account. These external-
ities stem from the fact that if a very central node or link of the network
is rendered useless, a whole network can break down. Concerning the im-
portance of networks as possible targets of attacks, Dekker and Colbert
(2004) find that two trends have recently emerged in military as well as
civilian communications. The first is that the communications sector has
become increasingly centered around networks and the second is that there
is an “increasing threat to communications infrastructure. In the civilian
sphere, the threat is from terrorist attacks, while in the military sphere
this comes from the increasing tendency to view communications networks

3For a good overview of recent theoretical as well as empirical work on networks see
Goyal (2009).
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as high-value targets.”(Dekker and Colbert, 2004, p.359). The following
example will illustrate this.

Military units and the communication links between them can
together be considered as military networks.4 Particularly, if
communication has to be achieved over larger distances these
communication links are subject to interruptions that can be
caused, for example, by the deliberate jamming of frequencies.5

Designers of such communication networks must therefore take
such deliberate attacks into account and build networks that
will still be functional in the event of such an attack. Thus, in
the absence of a threat, using additional frequencies to commu-
nicate between two units is redundant and causes the network
designer to incur unnecessary costs. If there is a threat, how-
ever, they can be used to make the network safe against the
disruption of links.

In the light of the effect a disruptor may have on networks, it seems ob-
vious that network formation will also be influenced by the possible threat
of an attack on the network. This can also be observed in, for example,
crime networks. Individuals know that while being closely connected would
be the best option in terms of information transmission, such a close con-
nection is also a liability in case they are being monitored by the police.
Consequently the network needs to be structured to take both the need
for information transmission and the threat of monitoring into account.
Similarly non-strategic disruptions need to be considered. For example,
planners of road networks need to take into account that routes may be
blocked by e.g. traffic, an accident or flooding, and therefore there need
to be alternative routes. While at the same time it is of course important
how these networks are created, work together and what technologies they
use, Arguilla and Ronfeldt (2000, p.xi) state that “the defining level of a
netwar actor is its organizational design. (...) To cope with a network,
analysts must first learn what kind of network it is and then draw on the
best methods for analysis.” Therefore, in the first part of this dissertation,
we focus on the structure of the network and how to best defend it given
a certain type of attack strategy. We are asking the following questions:

4For a comprehensive overview of military and security networks with references
outside the field of game theory see Lipsey (2006).

5That such a threat actually exists can be seen from the efforts taken by homeland
security and other government agencies to find a disruption tolerant network. Raytheon
BBN Technologies reportedly “was awarded a $81 million contract to create a collabora-
tive technology alliance in network science” (Baburajan, 2010) and in 2010 demonstrated
a field experiment of a disruption tolerant military network (Baburajan, 2010).
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What are the implications for the design and defense strategies of network
designers when taking the possibility of disruption into account? Given the
fact that additional links are used to keep the network safe, how does the
cost of adding links affect network structures? Does it matter whether the
attack is targeting nodes or links in the network? And, are there certain
network structures that are inherently “safe” against the disruption of a
number of links or nodes?

In the second part of this dissertation we then use the knowledge gained
from this purely structural approach and look at the incentives of individ-
ual subjects in a network formation game, when the presence of a network
disruptor is common knowledge. We use as a benchmark case the network
formation model as introduced by Jackson and Wolinsky (1996) and ana-
lyze the effect of the presence of a network disruptor on the outcomes of
the network formation game; i.e. which networks are stable and/or efficient
and how they differ from the benchmark case without disruption. To ana-
lyze this, we look at how a network disruptor affects the incentives of the
individual players. Will they use additional links to secure their position
in the network and thereby protect the network itself, or will they not be
able to coordinate on any connected network outcome? Referring back to
the structural model in part one of this thesis, we are also interested in the
structure of stable networks and whether, or in how far, this differs from
the robust structure introduced in the first part.

In the final part of this dissertation, we take the insights gained in the
network formation model of part two and test the impact of a network
disruptor in a network formation game in the laboratory. The aim of the
experiment is to test whether subjects show equilibrium behavior at all,
then look at equilibrium selection and the influence the network disruptor
has on equilibrium selection. Finally in a more exploratory part of the
experiment, we look at how the presence of a network disruptor affects the
risk attitude and farsightedness of players, which has not been taken into
account in the theory.

In order to address these research questions we have broadly introduced
here, we first look at a theoretical model between a network designer and a
disruptor in Chapters 2 and 3, analyzing first an attack on the links of the
network and then an attack on the nodes of the networks. In Chapter 4 we
use the insight gained into the robust structure of networks to model a game
between a network of self-interested players and a network disruptor. In
Chapter 5 this model is then taken to the computer laboratory to be tested.
In this way, this thesis not only aims to contribute to the advancement of the
theory, but also to an understanding of the many behavioral implications
that the presence of a network disruptor may have on network formation.

In the remainder of this introductory chapter we will present the theo-
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retical background for the dissertation and formulate more specific research
questions, which will guide the topics in the four main chapters. In the fol-
lowing, we will not give a general literature review, as in each chapter the
literature specific to the chapter is presented. Nevertheless, in the following
sections we will give a broad overview over the main theories guiding our
research, where we first focus on models of network formation and network
disruption and then on work on network formation in experimental eco-
nomics. The last section of this introduction presents a general outline of
the chapters in which the main research questions are formulated.

1.1 Theoretical Background

Network disruption as it is studied in this thesis deals mainly with the
impact the threat of a disruption has on network formation. To discuss the
emerging literature and theories of network disruption, we thus first have to
have a closer look at network formation. In the following diagram, a broad
categorization of the works of network formation and network disruption is
given.

Figure 1.1: Diagram Network Formation and Disruption Models

As is shown in the diagram, literature on network formation can be
split up broadly into two categories, namely random network formation
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and strategic network formation.6 Random network formation is studied
especially in the context of complex networks - in this field a seminal paper
by Barabási and Albert (1999) studies the emergence of scaling in random
networks. There have been quite some studies on the error and attack tol-
erance of such networks (see for example Albert et al. (2000) and Bollobás
and Riordan (2003)), which studies how well networks are equipped to deal
with either targeted or random attacks. One main finding in this literature
is that while complex scale free networks, such as the Internet are very
tolerant against random errors, they are very susceptible to targeted (or
strategic) attacks. While this literature thus also deals with the topic of
(strategic) network disruption, it is treated differently from what is done
in this thesis. In the literature on random network formation, the focus
is on the error tolerance of networks - thus at the outcome of disruption
- whereas we study the strategic effect disruption has on the formation of
networks.7

In economics and sociology, we are more interested in strategic network
formation models, which are mostly based on the models developed in the
seminal papers by Bala and Goyal (2000) and Jackson and Wolinsky (1996).
These two models both deal with network formation by looking at possible
stable outcomes of such a process. The main difference in the models is
the approach they take on how links are formed and who pays for them.
Bala and Goyal (2000) use a non-cooperative approach to network forma-
tion. They study both one-way and two-way flow of information, meaning
that if two players are linked either only the one who sponsors the link can
access the information of his partner, or they can both access each others
information. The linking decisions, however, are unilateral throughout the
model. A player can thus decide to link to another player without need-
ing the recipient’s consent for the link. At the same time, only the one
who initiates the link has to pay for it. Bala and Goyal find that in the
one-way flow model the only strict Nash networks are the wheel and the
empty network. For the two-way flow model the only strict Nash architec-
tures are the center-sponsored star and the empty network. As opposed to
this, Jackson and Wolinsky (1996) propose a cooperative model of network
formation, where not only information flow is bilateral but also link for-
mation, meaning that both players have to agree to form a link and they
both incur the costs for it. Link deletion on the other hand is unilateral.
Jackson and Wolinsky then use this set up to study the stability and ef-

6For a recent overview article on both random and strategic network formation mod-
els, see Hellmann and Staudigl (2012).

7This is of course a natural result of the focus on random networks, as once the
strategic effect of disruption on network formation is taken into account, we are no
longer looking at random but at strategic network formation models.
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ficiency of networks in two different stylized models: the co-author model
and the connections model. These models differ in their utility functions
capturing positive externalities of linking (connections model) and nega-
tive externalities of linking (co-author model). The authors find different
network architectures to be stable given the different utility functions. De-
pending on the cost of linking they find that there is a tradeoff between
which structures are pairwise stable and which structures are efficient, in
the sense of maximizing the value of the network as a whole.

Such models of strategic network formation provide the theoretical foun-
dation for the study of network disruption. In studying network disruption
we are interested in the effect network disruption has on network formation,
by looking for robust network structures and analyzing whether these struc-
tures are stable and/or efficient. However, also network disruption can be
modeled as either random or strategic. Random network disruption refers
to the study of e.g. how earth quakes or floods affect road networks. Stud-
ies on random network disruption analyze how a threat of such an event
should be taken into account when building the network. Taylor et al.
(2006) show in an example of the Australian road network what happens
if the Eyre Highway, which is the shortest connection between Perth and
Adelaide, should not be functional due to for instance a flood or an earth
quake. Using the next best alternative route would force travelers to take
a detour of over 5000 km. Taylor et al. then go on to develop a measure
for strategic assessment of vulnerability in road networks, with which it is
possible to identify such weak spots in networks based on socio-economic
factors. This measure can then be used to assess the vulnerability of a con-
nection between two towns as well as the impact of a possible failure. Based
on this assessment, it can be decided whether or not additional routes are
needed as a safety measure between any two points.

The shaded area in Figure 1.1 is the field this dissertation is concerned
with, namely models of strategic network disruption. We can distinguish
between models which are about the protection or attack of certain key
players (e.g. the papers by Bier et al. (2007) or Ballester et al. (2006)), and
models that analyze the impact of the presence of a strategic network dis-
ruptor on network formation. This dissertation falls into the second group
of papers. Thus, it is assumed that a disruptor who knows the structure of
the network, attacks specific links or nodes in the network to cause max-
imal damage. The focus in these studies lies on the impact of the threat
of disruption on the structure of networks that will be build and whether
such networks are robust against disruption. Outside of economics, the
impact of disruption on the structure of networks is for instance studied by
Dekker and Colbert (2004). The authors study which networks are robust
against the deletion of a certain number of links or nodes. They are, how-
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ever, not concerned with costs of linking. In economics, Goyal and Vigier
(2013) model a game between a network disruptor and a network designer,
who can use a defense budget to protect certain nodes within the network.
Our work, while using the same set up, focuses not on the protection of
specific nodes given a protective mechanism but instead analyzes the use
of additional links as a protective measure.

Next to theoretical studies on network formation, in recent years we
also observe an increase in experimental work on networks. Although field
research seems more natural given the abundance of networks in the real
world, it is notoriously difficult to investigate network formation in the
field. This is due to many possibly biasing factors such as imperfect knowl-
edge of the existing network structure, the sheer size of most networks,
agents’ motivation as well as possible asymmetries in information, payoff
or costs. In laboratory experiments we can control for these factors and it
also enables us to influence concepts relevant to network formation mod-
els such as “linking costs” and “value of links to players themselves and
to others” in a systematic way, which we could not do in a field exper-
iment. While most literature on networks in experimental economics so
far has focused on games on networks and not on pure network formation,
there are some important exceptions. A good overview of early experimen-
tal studies on network formation can be found in Kosfeld (2004). Goeree
et al. (2009) and Falk and Kosfeld (2012), use laboratory experiments to
investigate the predictive power of the model proposed by Bala and Goyal
(2000). Both studies do not find strong support for the formation of strict
Nash networks by homogeneous players when the equilibrium networks are
asymmetric. When using a slight modification of the game introduced by
Bala and Goyal and continuous time, Berninghaus et al. (2006) and Bern-
inghaus et al. (2007) find strong support for the formation of strict Nash
networks. For symmetric equilibrium networks, Burger and Buskens (2009)
find that subjects’ decisions converge to equilibrium behavior for a major-
ity of the cases. Jackson and Wolinsky (1996)’s basic model has also been
used in a number of network formation experiments. Ziegelmeyer and Pantz
(2005) for example, use the model to look at R&D networks in an oligopoly
setting. The very recent studies by Mantovani et al. (2011) and Morb-
itzer et al. (2011) also use the model proposed in Jackson and Wolinsky
(1996), but as opposed to most other studies they look at the behavioral
assumptions of the model, testing to which extent players act according to
the assumption of myopia. In this dissertation we follow Mantovani et al.
(2011) and Morbitzer et al. (2011) in the general set up of the experiment.
However, we focus on the effect of a network disruptor in such a setting.
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1.2 Outline of the Thesis

The topic of network disruption is a rather new topic, at least in the field
of economics. We therefore start this thesis by modeling a central game
between a network designer and a network disruptor in Chapter 2 and
Chapter 3. We will then continue our analysis by looking at the disruptor’s
influence on the individual incentives of players in a network formation
game in Chapter 4 and finally introduce a laboratory experiment testing
the effect of a common enemy in a network formation game in Chapter 5.
In the remainder of this section we will introduce the different chapters and
the research questions addressed in them.

Network disruption can quite naturally be split into two separate parts,
namely disruption in the form of an attack on the links of a network and
a disruption in the form of an attack on the nodes of a network. In order
to investigate the different effects these two forms of network disruption
may have on network formation, we build on the game-theoretic network
formation model introduced in Bala and Goyal (2000) and introduce a
network disruptor to this setting. In Chapter 2, we focus on how the threat
of an impending attack on the links of the network affects the formation
of this network. In Chapter 3 the focus lies on the effect an imminent
attack on the nodes of a network will have on the network formation. In
both chapters we take a structural approach, using a network designer who
has a set of nodes and costly links to build a network. In the model it is
the network designers goal to maximize the value of the network, taking
into account the costs of linking. He therefore aims for as many nodes to
remain connected in one component after disruption, using as few links as
possible to achieve this. The network designer is facing a network disruptor
whose aim it is to minimize the value of the network. Thus his goal is the
exact opposite of that of the network designer. He aims to separate the
network into as many disconnected components as possible. For utility
structures in which network effects are positive, meaning that it is always
better to be linked to more other players than to less, this set up allows
us to purely look for robust network structures. Thus it allows us to find
network structures from which the disruptor can disconnect as few nodes
as possible, without taking into account the incentives of individual players
to add or delete links within a network. The main research questions we
would like to answer in these chapters can be stated as follows:

Research question 1. Which network structures are robust when facing a
network disruptor who can take out either links or nodes from the network?
Do the robust network structures differ for low and high linking costs, and
for an attack on the links and on the nodes of the network?
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Given that this line of research is relatively new, at least from an eco-
nomics perspective, the interest in such a purely structural approach is
twofold. As there are enough examples of networks that are being designed
and not build by the players, modeling the underlying trade-offs has a value
on its own. Moreover, a model is also of value as a benchmark case for fu-
ture works in which the networks may be build by the players themselves,
or in which assumptions such as those of rationality, and perfect informa-
tion are relaxed. Comparing those results to the purely structural model
will then allow researchers to draw conclusions about the extent to which
the results are driven by these changes.

Chapter 4 uses the knowledge on robust network structures that we
gained in Chapters 2 and 3 to build a network formation model with in-
dividual players. To do this, we use the concept of pairwise stability as
introduced by Jackson and Wolinsky (1996), where players can unilaterally
decide to delete links and bilaterally add links between each other. While
in the previous chapters it was the network designer’s goal to keep his net-
work safe against disruption, here the individual players only care about
their own payoffs. However, it still holds that network effects are positive,
thus players want to be connected to as many other players as possible, as
long as the costs of forming those connections are not too high. We analyze
whether networks that are stable equilibria in this set up are in line with the
stable equilibria in the case without disruption as well as whether they are
the same structures as in the model with a central network designer. While
in the previous set up, the effect of the network disruptor was a purely
negative one, in this setting, what is known as “the common enemy effect”
might come into play. The common enemy effect describes the phenomenon
that people or groups who cannot manage to cooperate under normal cir-
cumstances, might join forces to fight against someone who is threatening
to all of them. Thus, the common enemy might induce cooperation. Since
in the pure network formation model we use as a benchmark in this chap-
ter, for high cost of linking, only the empty network is pairwise stable, the
disruptor induces cooperation if we find any connected structures that are
pairwise stable. The main research question we will study in this chapter
can be stated as follows:

Research question 2. How does the presence of a network disruptor in-
fluence the incentives of players in a network formation game and what is
the effect on the stability/efficiency of equilibrium networks?

Thus, if we do find any connected networks to be stable in the setting
with a network disruptor, the disruptor may actually enhance efficiency
and cooperation in the network. The network disruptor would thus take
the role of a common enemy to the network.
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In Chapter 5 we take the insights gained in the network disruption
model presented in Chapter 4 and build a network formation experiment
centered on equilibrium selection and the effect of a common enemy. We
chose for a controlled laboratory experiment as it enables us to not only
control such factors as linking costs and benefits but also allows us to
model a network disruptor in a consistent and rational way. The aim of the
experiment is to test whether subjects show equilibrium behavior, analyze
equilibrium selection and test the influence the network disruptor has on
equilibrium selection. Finally in a more exploratory part of the experiment,
we look at the influence the network disruptor has on the risk attitude
and farsightedness of players, which has not been taken into account in the
theory. The main research question in this chapter can be stated as follows:

Research question 3. Do subjects in the network formation experiment
play equilibrium strategies and can we observe an effect of the network dis-
ruptor on subjects’ behavior?

As the disruptor may have different effects, the findings of the ex-
ploratory part of this experiment can open up avenues for future research
by presenting reasonable extensions and additions to the theoretical model.

Before we proceed with the presentation of the four main chapters, we
should make a final remark about the setup of this dissertation. The follow-
ing chapters were written as independent research papers, where Chapters
2 and 3 form one research paper. While we did adapt the papers slightly
to be presented as chapters of the dissertation here, some overlap, espe-
cially between the modeling sections, as well as the introductions to the
chapters and this general introduction could not be avoided. Moreover, the
terminology and notation may vary slightly between the chapters.





Chapter 2

Link Deletion*

In this chapter we build a model to capture the influence that a threat of
an attack has on network formation. To analyze this, we model a sequen-
tial zero-sum game between a network designer, who uses costly links to
connect nodes in a network, and a network disruptor who tries to disrupt
the resulting network as much as possible by deleting links within the net-
work. The network designer can use additional costly links to protect his
network, where it is the network designer’s aim to keep as many nodes as
possible connected in one component after disruption, as network effects
are assumed to be positive and it is thus preferable to connect as many
players as possible in one component. The disruptor’s goal is to achieve
the opposite by keeping the largest remaining component after the attack
as small as possible. We model network structure as being determined by
a network designer, because in the first instance we want to gain insights
into defense strategies for the network as a whole. We can therefore simply
model the game as being played between a network designer and a network
disruptor. We begin by looking at the benchmark case in which there is
no threat of disruption. Since links are costly and we assume no decay in
the network,1 all minimally connected networks are best responses.2 Using
any more links than those that are needed to build a network consisting
of one component would include redundant links and since links are costly,

1Decay is usually defined by a parameter δ, where 1 ≥ δ > 0 (see for example Bala and
Goyal (2000) or Jackson (2008)). Decay is used to model the information loss depending
on the distance between two nodes, δ = 1 corresponds to the case we are modeling here,
where there is no information loss.

2A minimally connected network is a network connecting all n nodes into one com-
ponent using (n− 1) links. For a definition see the graph-theoretic appendix.

*The study presented in this chapter and the following chapter is joint work with
Kris De Jaegher and is published as Strategic Network Defense and Disruption as TKI
Discussion Paper 10-13.

13
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this would not be a best response. We then proceed to look at cases where
the network designer faces a network disruptor who can disrupt the net-
work by attacking its links. We first look at low linking costs, for which
we assume that the network designer can use many links to protect his
network and will therefore aim for building a fully protected network struc-
ture. We then analyze the case of high linking costs, for which we assume
that the network designer cannot use any additional links to protect his
network. Consequently the designer faces a tradeoff between building a
network that includes all nodes but is very susceptible to an attack and
building a network that is smaller but more robust. Finally we will also
look at some intermediate levels of linking costs, for which the network
designer can use some additional links next to the ones needed to build a
connected component.

The remainder of the chapter is structured as follows. After a short
literature review in Section 2.1, Section 2.2 presents our model of design,
defense and disruption of the network. Section 2.3 contains the analysis of
cases of with low linking costs, Section 2.4 deals with high linking costs and
in Section 2.5 we look at intermediate linking costs. We give graph-theoretic
background as well as some of the proofs for this chapter in Appendix A

2.1 Literature Review

While several aspects of network disruption have received some attention
in economics, we found that there is no parsimonious model that focusses
on the structural implications of adding a network disruptor to a simple
network formation model with homogeneous players.3 We feel, however,
that such a model is needed to provide accurate predictions of what effects
network disruption will have on the structure of networks before looking at
further extensions. To give an overview, the existing work in the economics
literature can broadly be grouped into two different categories according to
the focus of the network disruptor.

In the first group of papers it is the network disruptor’s purpose to
learn as much of the information that is generated within a network as
possible, whereas the network aims to keep this information secret. This
group of papers includes the work by Enders and Su (2007), Enders and
Jindapon (2010), and Baccara and Bar-Isaac (2008) who take a game-
theoretic approach similar to ours. In these models more links within a

3For a justification in terms of applications, see Arguilla and Ronfeldt (2000), who
find that many networked groups are actually without leaders. Whereas this does not
mean that all members of such a group are actually equal, it goes a long way in justifying
the assumption of homogeneity of the nodes we use here.
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network allow more information to be produced. These papers then deal
with the dual nature of links, which on the one hand enable information
sharing but on the other hand allow the effect of an attack to spread through
the network. However, since in our model the network disruptor wants
to block information production instead of learning the information that
has been produced, the type of disruption modeled differs in our work.
Larson (2013) also deals with the problem of the dual nature of links in a
network. In his model good (e.g. news, stock tips,...) as well as bad items
(e.g. viruses, biological as well as technological) can spread throughout
a network. Players thus want to be as connected as possible to receive
all the benefits. However, at the same time, in order not to receive the
bad items, they want to limit the extent to which they are connected. To
protect themselves, players are then allowed to put effort into security,
which is modeled as a screening device that will save them from receiving
the bad items. A similar approach is found in Goyal and Vigier (2013),
who focus on the protection of certain key nodes within the network. Here
the device to protect these key nodes is modeled as a “firewall” which
will keep the attack from spreading through them. A very recent paper
focusing on a game between a network designer and a network disruptor
is Dziubiński and Goyal (2013), who analyze a game between a network
designer and a network disruptor, where the network designer may protect
certain nodes. Unlike in the paper by Goyal and Vigier (2013), here an
attack can not spread through the network. Additionally the designer also
has the possibility to use additional links to protect the network instead of
“firewalling” certain nodes. Another paper that uses a similar approach is
Hong (2008),4 who also uses a “firewall” as protection in an information
security network setting and then focusses on the stability and hacking-
proofness of such networks.

The second group of papers centers around the topic of protecting cer-
tain key nodes on the side of the network designer, and on the network
disruptor’s efforts to find such key players or key links to attack. In Bier
et al. (2007) for example, the focus lies on defending certain nodes. In their
model, a defender needs to decide how to allocate defensive efforts over two
targets for attack. Just as is the case in our model, it may be optimal
to defend the locations in an asymmetric way, leaving weak spots. Yet,
whereas in their approach this is due to the fact that nodes have asymmet-
ric values, in our model weak spots are simply a consequence of the network

4Kovenock and Roberson (2010) recently looked in a similar way at network defense
yet their paper is less relevant to our model, as network structure is not taken into
account. Instead, in their paper network vulnerability arises because of the production
function generated by the nodes in the network, where in one extreme one node suffices
to obtain full production and in the other case all nodes are necessary to produce.



16 Chapter 2.

designer’s decisions as all nodes have equal values. In Ballester et al. (2006),
the focus lies instead on the disruption of the network. The “key player”
in the network is defined as the node with the highest degree of Bonacich
centrality (a centrality measure used in social network analysis). It is the
disruptor’s goal, then, to find this key player and attack it. An example
of the game played is the coordination of criminal activity. As opposed
to this in our model the centrality of any one player is not as important
as the network can fight against disruption by being re-organized by its
designer. The focus in Hong (2009) lies on certain key links. In his model,
terrorists try to carry an explosive through an exogenously given transport
network, modeled as a directed flow network. By shutting down a minimal
number of links, security services try to stop the explosive from reaching its
destination. In contrast to this, our model focuses on undirected networks
and network defense consists of adding links, not deleting them. McBride
and Hewitt (2011) add imperfect information on the side of the network
disruptor to such a model, and consider targeted as well as random attacks
on the structure of the network.

In non-game-theoretic/non-economic literature related to our paper, the
following papers providing related insights are worth mentioning. An in-
fluential paper is Albert et al. (2000), which treats a stochastic network
generation process that yields networks with properties that are often ob-
served in real-world networks (e.g. preferential attachment). It is shown
that these networks are robust against random attacks, but vulnerable to
targeted attacks.5 Similarly, star architectures do badly in our analysis un-
der node deletion. In the context of vulnerability of road networks, Taylor
et al. (2006) treat the adding of links as a mechanism of network protection.
They are interested, however, in the effect that this has on several vulnera-
bility measures, whereas our focus is on network structure. Schwartz et al.
(2011) also model a game between a network designer and disruptor. How-
ever, they focus on the connection between network reliability and security
using a model of an undirected graph in which links may be unreliable. The
non-game-theoretic paper most related to our work is Dekker and Colbert
(2004), who study the node (link) connectivity of networks, which is the
smallest number of nodes (links) which upon deletion results in a discon-
nected graph. Using certain graph-theoretic properties that we also look at,
they state that a graph is optimally connected if its node respectively link
connectivity is equal to the minimal degree in the network. Finally, they
show that networks that have certain symmetry properties are optimally
connected. However, as is usually the case in graph-theoretic literature,

5For a more strictly mathematical treatment of such models, see Bollobás and Rior-
dan (2003).
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the authors do not consider linking to be costly and do not model strategic
disruption.

2.2 Model

At stage 1, the network designer constructs the pre-disruption network g1.
For each pair of nodes (i, j) in the finite set of identical nodes N labeled
{0, ..., (n− 1)},6 the network designer decides whether or not to form a
link ij between nodes i and j.7 The number of links any node i has, is
defined as its degree of connectivity ηi. If the designer constructs a link
between i and j, then we denote this as g1ij = 1. Links are undirected,

so that g1ij = g1ji. If the designer does not construct a link between i

and j, we denote this as g1ij = 0. The nodes are linked indirectly to one
another if a path exists between them. We assume that there exists a path
between two nodes i and j if there exists a set of nodes {i1, ..., ik} such that
g1ii1 = g1i1i2 = ... = g1ik−1ik

= g1ikj = 1. The set of all g1ij such that g1ij = 1

forms the pre-disruption network g1.
At stage 2, the network disruptor observes the pre-disruption network

g1. He decides for every g1ij = 1 whether or not to remove the link between

i and j.8 We denote the network without link ij as g1−ij = g2, where g2 de-
notes the post-disruption network. It consists of all links that remain after
the disruption. Thus, g2ij = 1 if g1ij = 1 and the link between nodes i and j
was not removed. At stage 3, the players obtain their payoffs. The network
designer and network disruptor each obtain a different value function from
the post-disruption network g2. The network designer incurs costs that are
increasing in the number of links used in the pre-disruption network, the
network disruptor incurs costs that are increasing in the number of links
removed from the pre-disruption network.

The value of the post-disruption network to the designer is an increasing
function of the value created in the network at each node. The network
disruptor’s payoff is a negative function of this value. The value of a node
depends on the number of other nodes to which the node is connected (i.e.
directly or indirectly linked). We denote the set of nodes with whom node i

6The usual labeling of nodes in the networks literature is 1, ..., n. We diverge from
this, as we later introduce a class of networks (Circulants), where the labeling needs to
start from 0.

7The notation we use mostly follows what has been introduced in the seminal papers
by Jackson and Wolinsky (1996) and Bala and Goyal (2000).

8We assume a sequential nature of the game, to model the case where an existing
network is attacked by a network disruptor. In one of the extensions of the model in the
following chapter of this thesis we also look at a game where the network disruptor does
not observe the network. This can be interpreted also as a simultaneous move game.
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is connected asNi(g). Given a network g, a set C ⊂ N is called a component
of g if for every distinct pair of nodes i and j in C we have j ∈ Ni(g), and
there is no strict superset C ′ of C for which this is true. We assume that
the post-disruption network g2 consists of 1 ≤ x ≤ n components. The
utility a network designer receives from a post-disruption network g2 can
be stated as follows: UDes = v(g2) − lc, where l denotes the number of
links and v(g2) = max{|C1|, |C2|, ..., |Cx|}, where x denotes the number
of components and |C| denotes the order of each component.9 This thus
means that it is the goal of the network designer to maximize the size of the
largest remaining component in the network after disruption. Disregarding
costs for the moment, the game between the network designer and the
network disruptor is assumed to be a zero-sum game. Given the zero-sum
structure of the payoffs, the network disruptor then aims to minimize the
order of the largest component in g2.10 His utility can thus be denoted by
UDis = −v(g2).

Additionally, we consciously assume away information decay (see Jack-
son and Wolinsky (1996)) and heterogeneous values of the nodes (see Ga-
leotti et al. (2006)). In this way, in the absence of network disruption, any
minimally connected pre-disruption architecture which uses (n − 1) links,
is a best response of the designer.11 This means that, if there is a network
disruptor, any restrictions that we obtain on the set of best-response ar-
chitectures, or any non-minimal links in best-response architectures, only
exist to prevent disruption. Our model thus allows us to isolate the pure
effect of defense against network disruption. Also, given that the nodes all
have the same value, any asymmetries in network structure that we obtain
are purely due to the network designer’s attempts to minimize disruption.

Having looked at the benefits of linking, we now look at the costs in-
volved in the use of links and their disruption. Rather than assuming an
explicit cost function for the network designer and the network disruptor,
we assume the following. For the network disruptor, we assume that there
is a given budget of links (Dl) that the disruptor can delete to minimize the
order of the largest component in g2.12 For the network designer we look at

9The order of the network is the size of the network in terms of the number of nodes
it includes. This term is used rather than size so as to avoid confusion, as it is commonly
used in graph theory.

10For a similar approach to modeling the network designer’s benefits see Goyal and
Vigier (2013), who also assume that the network designer’s value function is increasing
and convex.

11For definitions and proofs concerning the graph-theoretic terms used in this paper
see the appendix.

12Again, his is similar to the approach taken by Goyal and Vigier (2013), who also
assume that the network disruptor has an attack budget. However, in their model, this
budget is used to attack the nodes of a network.
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two different approaches of the model, which both constitute a simplified
way of looking at the designer’s cost function.

Approach 1:
In the first approach, we assume the designer targets a certain order of the
largest remaining component, and looks for the lowest number of links with
which he can achieve this. In particular, we consider the case where the
network designer aims at fully protecting the network by maximizing the
order of the post-disruption network. We use the term max -proof networks
to refer to such fully protected networks. Looking at such networks, it is
obvious that for link deletion a fully protected network has the same order
before and after disruption. We thus define max -proof networks as follows:

Definition 2.1. A pre-disruption network g1 is said to be max-proof
against a link deletion budget Dl if the largest remaining post-disruption
component upon strategic link deletion contains exactly n nodes.

Approach 2: Alternatively, we assume in a similar fashion as we did for
the disruptor, that the network designer has a fixed budget B of links, that
he can use to construct network g1. The simplifying assumption about
the cost function of the network designer is used, as any network designer
whose costs are increasing in the number of links used will seek to max-
imize payoff for any number of links used, and will always try to achieve
any payoff level with a minimal number of links. The same holds for the
assumption about the cost function of the network disruptor. Given this
linking budget, the designer maximizes the order of the largest component
in g2.

While the two approaches that we use to model the decisions of the
network designer (maximizing the size of the largest component for a fixed
linking budget and minimizing the number of links used for achieving a
post-disruption component of a fixed order) at first seem very different,
they are in fact complementary. This is because in every best response
network, the designer both achieves his value with a minimal number of
links and for the number of links used does the best he possibly can. In
Section 2.3, we assume low linking costs and take the assumption that
the network designer has enough links to make his network completely
proof against disruption as a starting point. We then look at the minimal
amount of links needed to achieve such proofness (Approach 1). In Section
2.4 on high linking costs, on the other hand, we take the number of links as
given and look for the maximal degree of proofness we can reach with this
(Approach 2). While we chose to take these different approaches for each
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section, because it makes the analysis more tractable, the results are com-
plementary and can in both cases be interpreted as describing the network
designer’s best response. At the end of the respective sections, we shortly
interpret the results given either one of the approaches.

The Network Disruptor’s best response: For any given pre-disruption
network, the disruptor’s best response can be found by going through the
following procedure. In any equilibrium, the disruptor decides on a certain
number of links to be deleted. Given such a number of links, it must
be the case that the disruptor chooses a best response in the form of an
optimal network disruption strategy. Before we define the algorithm to find
the network disruptor’s best response, we need to introduce some graph-
theoretic concepts of connectivity that will be used in the algorithm. The
formal definitions of these concepts can be found in the graph-theoretic
appendix.

The connectivity of a graph can be considered in terms of its links.
The link connectivity λ of a graph, is defined as the smallest number of
links whose removal from the graph will lead to a disconnected graph or a
single node. From this definition follows the definition of a link cut. The
terminology here is taken from graph theory, where a link cut L denotes a
set of links whose removal will lead to a disconnected graph or single node.
Thus for any given graph, a link cut has to be of at least cardinality λ.13

The Algorithm:

1. Consider the cardinality of all link cuts L such that g−L is the empty
graph. If L ≤ Dl, it is a best response for the network disruptor to
delete the set of links indicated by this link cut. Stop. Otherwise
move on to the next step.

2. Consider the cardinality of all link cuts L such that the smallest
connected component in g−L is of order 2. If L ≤ Dl, it is a best
response for the network disruptor to delete the set of links indicated
by this link cut. Stop. Otherwise move on to the next step.
(...)

3. Consider the cardinality of all link cuts L such that the smallest
component in g−L is of order x. If L ≤ Dl, it is a best response for
the network disruptor to delete the set of links indicated by this link
cut. Stop. Otherwise move on to the next step.
(...)

13A well-known theorem in graph theory (Whitney’s Theorem) then states that λ ≤ ηi.
For a proof of this, see for example Diestel (2005) (p.12).



2.3. Low Linking Costs 21

4. Consider the degree of connectivity. If Dl < λ, no link cut L exists
that has a cardinality below Dl, thus no node can be disconnected.

Consequently, the network disruptor will find the link cut that causes
maximal possible damage to the network.

Alternatively, we may consider more standard sociological and economic
concepts, such as betweeness centrality, Bonacich centrality, degree central-
ity or closeness centrality, to define which links the disruptor will target.
While such concepts are relevant for the disruption of random networks, in
our model, the network designer responds to a threat of disruption. He will
therefore avoid central or bridging links as much as possible, as they will
be automatic targets of the network disruptor. This in turn then makes an
analysis of the disruptor’s strategy in terms of centrality futile.

2.3 Low Linking Costs

We begin our analysis by taking Approach 1 as discussed in the modeling
section. We consequently assume that the linking costs are so low that the
network designer will always aim for full protection of his network - thus
he will build a max -proof network. We denote the set of all networks that
are max-proof against a link deletion budget of Dl as ΓmaxDl

. As linking is
costly, a network designer that aims at achieving max-proofness will do this
with a minimal number of links. This leads us to the definition of minimal
max-proofness.

Definition 2.2. A network g is said to be minimal max-proof against a
link deletion budget Dl, if no network exists that achieves max-proofness
using fewer links.14

We denote the set of all networks that are minimal max-proof against a
node link deletion budget of Dl as Γmax,minDl

. We know from the description
of the network disruptor’s best response algorithm above that a necessary
condition for max -proofness under a disruption budget of Dl = (r − 1)
is that each node receives at least r links. Good candidates for minimal
max -proof networks are therefore networks in which each node has exactly
degree r, because then each link is crucial in assuring max -proofness. Such
networks are known as r -regular networks.

14This concept does not coincide with the graph-theoretic concept of a minimally k-
connected network, which denotes that each set of k links is critical (thus the network
will be disconnected by taking out any set of k links). For a discussion, see for example
Bondy and Murty (2008) Chapter 9. In contrast, our concept includes the economic
perspective by looking at a network that achieves graph-theoretic minimality of a degree
(Dl + 1) and at the same time uses the least number of links possible to achieve this.
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Definition 2.3. An r-regular network is a network in which each node is
connected of exactly degree r.

For any given n and r, any r -regular network has the same number of
links. Thus, if there is an r -regular network that is max -proof, it is also
necessarily minimal.15 However, to achieve max -proofness, each subset of
nodes also needs to have at least (Dl+1) links to other nodes.16 Otherwise
a subset of at least order one could be disconnected. This is illustrated in
Figure 2.1, which shows four networks for the case where n = 16, which
are 3-regular. It can be checked that only network (d) is max -proof under
link deletion with Dl = 2.17

(a) Segmented Network (b) Not max -proof (1)

(c) Not max -proof (2) (d) Minimal max -proof

Figure 2.1: Examples of Proposition 2.1

We formalize the conditions that networks need to fulfill to be max -
proof in Proposition 2.1. For expositional simplicity we here focus on
networks for which n and/or (Dl + 1) is even since otherwise divisibility

15See Lemma A.7 in the appendix.
16At least as long as the subset under consideration consists of less than (n − Dl)

nodes.
17Examples such as subfigure (a) and (b) are hard to construct. In fact, Gao (2010)

shows that random r-regular graphs are asymptotically almost surely r-connected (thus
that the link cut λ = r) for any even constant r ≥ 4.
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problems will occur.18

Proposition 2.1. Let n and/or (Dl + 1) be even. Then Γmax,minDl
is the

set of all networks g with the following characteristics:

(i) g is a connected (Dl + 1) regular network;

(ii) g does not contain any link cuts L with cardinality such that |L| ≤
(Dl + 1).

Proof. We prove each part of the proposition separately.

(i) Any minimal max -proof pre-disruption network must be connected,
since otherwise the post-disruption network is not connected no mat-
ter which links are deleted. The rest of the proof of this part follows
by noting that all r-regular networks use exactly the same number of
links and from Lemma A.7 in Appendix A.

(ii) This follows directly from the conditions on building a max -proof
network.

From Proposition 2.1 and Figure 2.1, we can thus conclude that minimal
max -proof networks are connected regular graphs that do not contain small
link cuts. Intuitively, this means that networks that are max -proof should
not contain clusters of highly connected local groups, with few links between
them. Clearly, such networks are easy to disconnect. These results are also
in line with the findings of Dekker and Colbert (2004) on robust network
topologies. However, since these authors focus only on the robustness of
networks and do not take into account linking costs, our class of optimal
networks is considerably smaller than theirs.

As an example of a set of networks that fulfill the criteria stated in
Proposition 2.1 and also provide a proof of existence of these networks,
we can look at the set of networks known as circulant graphs.19 For some
examples of circulant graphs see Figure 2.2.20

18See Lemma A.9 for a proof that this is a necessary condition for the existence of
r-regular networks.

19Another strict subset of all connected graphs have already been described in Harary
(1962), when solving the maximum connectivity of any graph with a given number of
links and nodes. Therefore they are also called “Harary Graphs”.

20The definition and notation given below follows the one given by Boesch and Tindell
(1984).
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Definition 2.4. A circulant graph Cn(a1, a2, ..., ak), where 0 < a1 < a2... <
ak <

n+1
2 , has node i adjacent to i ± a1, i ± a2, ..., i ± ak (mod n).21 The

sequence (ai) is called the jump sequence and the ai are called the jumps.
The nodes of a graph are labeled 0, 1, 2, ..., n− 1.

The circulant graph Cn(1) gives the simple circle.22 In the appendix
(Lemma A.8), we show for the special case of Dl = 1 that the only 2-
regular network is the circle containing all nodes and that this network is
also max -proof. For any other degree of regularity, as shown in Figure 2.1,
a multitude of regular networks may exist, which are not all minimal max -
proof. To prove the existence of minimal max -proof networks, we show
that a set of networks known as circulant graphs exists (see Lemma A.11 in
the appendix), which contains only networks that are minimal max -proof
under link deletion.

Circulant graphs, by definition, are all node-symmetric. We delegate
the formal definition of node symmetry to the appendix (Definition A.11).
Informally speaking, node symmetry means that every node has the same
local environment so that nodes cannot be distinguished from one another
based on their position in the network. To deduce that circulant graphs
are max -proof under link deletion, we refer to some well-known graph-
theoretic results. In a translation of Satz 6 in Mader (1971), Boesch and
Tindell (1984) show that every connected r-regular node-symmetric graph
has λ = r, where λ denotes the cardinality of the minimal link cut of
the graph, as defined in the modeling section. By the very definition of
λ, this then means that no subset of nodes can be disconnected from the
network by a network disruptor with a disruption budget of Dl = (r − 1).
The fact that this network is also minimal follows from the fact that a
circulant network is also a regular network. Therefore we can deduce that
any circulant network connected of degree r is minimal max -proof against
a network disruptor with a disruption budget of Dl = (r − 1).

Considering Approach 1, i.e. looking for the minimal number of links
with which a certain level of proofness can be ensured, we have thus shown
that the minimal number of links needed to ensure max -proofness against
a disruption budget of size Dl is n ∗ Dl+1

2 . Starting from this linking
budget, the highest level of proofness that can be achieved is obviously
max -proofness (Approach 2 ). Consequently, given that the characterized
networks both use a minimal number of links for the level of protection spec-

21The mod n here refers to the fact that if n = 12 and the nodes are labeled from 0
to 11, the nodes neighboring 11 are 10 and 0.

22As the circulant graphs we are looking at here all have a first jump of size 1, thus
all have the circle as a basis, they coincide with the overlapping neighborhood networks
in Bramoullé and Kranton (2007). However, the structure of the circulant networks we
look at here is more restrictive than in Bramoullé and Kranton (2007).
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Figure 2.2: Circulant Graphs

ified and do the best that can be done given the number of links, we can
deduce that an explicit linking cost function must exist for which building
a max -proof network is the network designer’s best response. Particularly,
what is required for this is that linking costs are low.

Proposition 2.2. A range of low levels of linking costs exist such that max-
proof networks are the best response for the designer under link deletion.23

Proof. Follows directly from the discussion above and Proposition 2.1.

We have thus shown that for the case of low linking costs it is optimal for
the network designer to build a symmetric regular network. In terms of our
military communications network application, this thus means that if costs
of adding additional links are rather low, it is sensible to add additional
links to the network that would otherwise be redundant to ensure that
communication remains possible after the attack. We will now continue
our analysis by looking at high linking costs.

2.4 High Linking Costs

In this part of the analysis we are looking at prohibitively high linking costs,
which leads to a linking budget of only B = (n−1) links. Adding additional
links is thus prohibitively expensive. We are thus using Approach 2, where
the network designer has a limited linking budget. The network designer
has to deal with the fact that some nodes will be disconnected from the
network and prefers this to adding additional links, because such links are
simply too expensive. As we have discussed in the modeling section, if there
is no threat of an attack on the links of the network, all minimally connected

23We assume here that the network designer’s maximand is single peaked.
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networks are best responses as the network designer receives the same payoff
irrespective of which minimally connected network he chooses to build.
Given the fact that for any given n there is a whole range of minimally
connected networks,24 structure thus does not matter. As in the case of
low linking costs, as soon as there is a threat of disruption, the structure of
the network becomes decisive again, as we will see in the analysis below. As
a sensitivity analysis, we also look at the cases of B = (n− x) and B = n.

We will show in the following that the star architecture is the network
structure that is the strict best response of the network designer who faces a
network disruptor with a disruption budget of Dl > 0. In the star network,
the maximal damage a network disruptor with any positive disruption bud-
get can cause is to disconnect exactly Dl nodes.25 To show that the star
is the most robust network structure for a linking budget of B = (n − 1)
and a disruption budget of Dl, we need to prove that the minimal damage
that can be caused in any minimally connected network that is not the
star, is always larger than the damage that can be done to the star for the
same disruption budget (see Lemma 2.1 and Lemma 2.2 below). Addition-
ally, we need to show that in any segmented network where the connected
component is smaller but stronger, in the sense that the network designer
leaves out some nodes to use additional links to make his network more
proof against attack, the largest remaining component will never be larger
than the largest remaining component if g1 is the star network. Both of
these statements will be shown in Proposition 2.3.

Lemma 2.1. Under link deletion, a network disruptor with a disruption
budget of Dl, can disconnect at least (Dl + 1) nodes in every non-star min-
imally connected network for n ≥ 4.

Proof. Assume n ≥ 4. We first show that every non-star, minimally con-
nected network has a diameter of 3 or larger, where diameter is defined
as the maximal distance between any two nodes in the network. There
need to be at least 2 end-nodes in any minimally connected network, since
by definition any minimally connected network does not contain a circle.26

Take any minimally connected network and let node k be an end-node (thus
connected of degree ηk = 1). By definition, node k must have a link to a
node i in the network (otherwise the network would not be connected).
Since the network is not a star, node i cannot receive another (n−2) links,
next to link gki. Therefore there needs to be at least one more node h,

24By Cayley’s formula we know that there are exactly nn−2 different minimally con-
nected networks for each n. For a proof of this, see for example Bondy and Murty (2008)
Theorem 4.8.

25See Lemma A.5 in the appendix
26For proof see e.g. Bondy and Murty (2008) Proposition 4.2.
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which is only linked to i indirectly through node j. The distance between
node k and h is then 3 and no matter how else the network looks, it has
at least diameter 3. Consequently, it follows that if we delete link gij , at
least 2 nodes are separated from the largest remaining component. This is
because either nodes i and k are separated from the largest remaining com-
ponent, or nodes j and h (possibly along with further nodes to which they
are connected). The (Dl − 1) remaining links that are deleted each time
result in the separation of at least one node, as every link in a minimally
connected network is a link cut.27

Thus, the star network is strictly better than any other minimally con-
nected network in the case of link deletion and high linking costs, since the
largest remaining component after disruption in a star network is of order
(n−Dl) (see Lemma A.5), whereas for any other minimally connected net-
work it is maximally of order (n − Dl − 1) as has been shown in Lemma
2.1.

Next to other minimally connected networks, the network designer could
also decide to leave certain nodes isolated and make the connected compo-
nent smaller but stronger. For the comparison between smaller but stronger
components and the star, we start by looking at the simple case where
Dl = 1. We know from the graph-theoretic appendix that no minimally
connected network contains a circle and in any network that is not mini-
mally connected there is at least one circle. To build a circle of order m
we know we need exactly m links. Since here, by assumption, we have a
linking budget of B = (n− 1), the network with a circle can therefore only
maximally include (n− 1) nodes. We also know that any end node can be
disconnected by disrupting only one link. Thus, if we do build a network
including less nodes, we should not leave any end nodes in the network be-
cause they are natural weak spots. This means that the network designer
should include all (n−1) nodes in the circle. We have shown in the section
on low linking costs that for Dl = 1 the circle is max -proof. Consequently,
the connected component after disruption g2 includes exactly (n−1) nodes,
since irrespective of which link the network disruptor chooses to disrupt no
additional node can be disconnected. Therefore, we can directly state that
for Dl = 1 the largest remaining component after disruption in the circle
and in the star are equally large. In both cases g2 is of order (n−Dl).

Lemma 2.2. The best response strategy for a network designer with a
linking budget of B = (n − 1) when facing a network disruptor with a

27See Bondy and Murty (2008) Proposition 4.1, which states that in a minimally
connected network each two nodes are connected by exactly one path. Therefore, it
holds that in a minimally connected network each link is a link cut.
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disruption budget of Dl = 1 is to build a star network including n nodes
or a circle network including (n − 1) nodes. In both cases g2 is of order
(n− 1).

For Dl > 1, however, we also know that the circle network is not max -
proof and that the network disruptor can cut the circle into exactly Dl

pieces of order d( n
Dl

)e.28 Comparing this post-disruption network to the
largest remaining component in the star network, we find that the star net-
work dominates that option. To make his network safer against disruption
the network designer would thus have to add additional links to the network.
However, since the linking budget is limited to (n−1), this would automati-
cally entail that for every additional link the network designer wants to add
to his network, he needs to leave one additional node unconnected. Theo-
rem 1.3.3 in Cohn (2003) (p.19) states that any non minimally connected
component can be seen as a minimally connected component plus added
links. Given this, if the network designer leaves x nodes unconnected, he
can construct a minimally connected component with exactly x additional
links. In the following proposition we will show that independent of how
these links are added to the network the largest remaining component after
disruption will never be as large as in the star network.

Proposition 2.3. When facing a network disruptor with a disruption bud-
get of 1 < Dl < (n−2) the strict best response of the network designer with
a linking budget of B = (n− 1) for n > 5 is to build a star network.

Proof. We prove this proposition in three parts. Part 1 shows that non-star
minimally connected networks always do worse than the star. Part 2 and 3
show that the same holds for constructing a smaller connected component.

• Part 1. By Lemma 2.1, in every non-star minimally connected graph,
at least (Dl + 1) nodes can be removed. Further, we know from
Lemma A.5 that the maximal damage caused to a star network is to
disconnect Dl nodes. Consequently, the largest remaining component
in the star network is strictly larger than that in any other minimally
connected network.

• Part 2. We show that any connected component that is not max -proof
can never be a best response of the network designer. Leaving x nodes
unconnected allows the network designer to build a minimally con-
nected component with x added links. Since any non-minimally con-
nected component, is a minimally connected component with added

28By dxe we denote the smallest natural number larger than a number x. Here this
notation is introduced to avoid problems with divisibility.



2.4. High Linking Costs 29

links (for a proof see Theorem 1.3.3. in Cohn (2003) (p.19)), we
can analyze this by comparing the size of the disruption budget with
the amount of nodes x that the network designer chooses to leave
unconnected.

– Leaving x nodes unconnected:

1. Suppose Dl < x. In the star network only Dl nodes can be
disconnected. So g2 in the star network is always of a larger
order.

2. Suppose Dl > x. The x added links can be disrupted by the
network disruptor, leaving at best a minimally connected
network. Here we need to distinguish between two cases:

∗ Suppose that the connected component cannot be rep-
resented as a star with added links. Then by taking
out the x added links, the disruptor leaves a non-star
minimally connected component. By Lemma 2.1, the
network disruptor can thus additionally disconnect at
least (Dl + 1−x) nodes from the component. Therefore
the post-disruption network in the star is strictly larger.

∗ Suppose that the connected component can be repre-
sented as a star with added links and that n > 5. Be-
cause we only analyze simple networks, these links will
be used to link the end-nodes of the star with one an-
other. Let the network disruptor delete (x− 2) of these
added links29 in such a way that there is no end-node
in the network that is adjacent to both of the remain-
ing two added links.30 The remaining network will thus
be a star with two links added such that gjk = 1 and
gab = 1 and it holds that j 6= k 6= a 6= b. By delet-
ing the links that nodes a and b have to the center,
the network disruptor can thus disconnect 2 additional
nodes from the network, next to the (Dl − x) nodes he
can disconnect due to the size of his disruption bud-
get. The largest remaining component is then of order
(n − x − 2 − (Dl − x)) = n − 2 − Dl, which is strictly

29For the case of x = 1 this is impossible. However, for n > 4, thus in all interesting
cases, it then holds that there are at least two end-nodes that are not linked to one
another, so the analysis still holds.

30For x = 2 this condition may not be fulfilled. However, in such a case there are at
least two end-nodes that are not linked to one another and could be removed for any
relevant case (n > 5).
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smaller than the largest remaining component in a star
network.

3. Suppose Dl = x. Unless the network designer builds a max -
proof network, at least one more node can be disconnected.
We thus only need to look at max -proof networks.

– We thus need to solely look at max -proof networks whereDl = x.

• Part 3. Looking at building a max -proof component, given his linking
budget of B = (n−1), the network designer can connect exactly m =
2(n−1)
Dl+1 nodes in such a component. He therefore needs to leave (n−m)

nodes unconnected. Since no additional node can be disconnected,
after the disruption (n −m) nodes remain unconnected. Compared
to that in the star network there are Dl nodes unconnected after
disruption. Consequently, if Dl < (n−m) holds, the star network is
a strict best response. This holds if 1 < Dl < (n− 2). Thus the star
is a strict best response of the network designer if 1 < Dl < (n − 2)
and therefore in all relevant cases.

It can be easily verified that this same analysis also holds, generally, for
any case where B = (n−x), with x ≥ 1, i.e. for any case in which the linking
budget is smaller than the number of nodes that can be used to build the
network. The reasoning for the case of B = (n−x) runs completely parallel
to that for the case of B = (n − 1): the fact that there are only (n − x)
links can be treated as if there are only (n−x+1) nodes, as at least (x−1)
nodes cannot be connected. These results suggests that even without the
influence of information decay in the network, there are incentives to build
networks with a limited diameter, such as the star network.

However, since the star network seems a very specific result, as a further
sensitivity check we also look at the case of B = n. Here the case of Dl = 1
is a limit case, since in the limit high linking costs approach the case of low
linking costs. For Dl = 1, the network designer is thus able to build a max -
proof network (the circle) also for high linking costs. For disruption budgets
larger than 1, however, we can show that the star network remains the best
response architecture for the network designer. This of course means that
we do not force the network designer to use up all his n links. Instead,
although he could use n links, he will continue to use (n−1) links and build
a star network, as this is his best response.31 To see this, we again need to
compare the star network with all other minimally connected networks and

31While this at first does not seem to fit with Approach 1, it does if you consider that
links are costly and the network designer is of course not forced to use up his budget.
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networks consisting of a smaller but stronger connected component. To do
this, Lemma 2.3 runs completely parallel to Proposition 2.3 for the case of
B = (n− 1).

Lemma 2.3. With a linking budget of B = n it is a weak best response
of the network designer to build a star network, when facing a network
disruptor with a disruption budget of Dl > 1 and when it holds that n > 5.

Proof. We prove this Lemma in three parts. Part 1 shows that non-star
minimally connected networks can never do better than the star. Parts
2 and 3 show that the same holds for constructing a smaller connected
component.

• Part 1. Given that by Cohn (2003)(p.19) we know that any non-
minimally connected component can be seen as a minimally connected
component with added links, we can interpret B = n as the network
designer adding one link to any minimally connected network.

– Suppose that the connected component cannot be represented
as a star with one added link. By Lemma 2.1, in every non-
star minimally connected graph, at least one more node than
the available disruption budget can be removed. Thus taking
out the one additional link provided by the linking budget, at
least Dl nodes can still be removed. Further, we know from
the the maximal damage caused to a star network is to discon-
nect Dl nodes. Thus the largest remaining component in the
star network is weakly larger than that in any other minimally
connected network.

– Suppose that the connected component can be represented as
a star with one added link. If n ≥ 4 there are exactly 2 end-
nodes that are directly connected by the added link, plus a set
of (n− 3) end-nodes that are only connected to the center node.
For Dl ≥ 2, the network disruptor can always remove at least
the two connected end-nodes plus possible other nodes. Thus,
the largest remaining component in the star plus the one added
link is not bigger than that in the star without an added link.

• Part 2. Leaving x nodes unconnected allows the network designer
to build a minimally connected component with (x+ 1) added links.
Since any non-minimally connected component, is a minimally con-
nected component with added links (for a proof see Theorem 1.3.3.
in Cohn (2003) (p.19)), we can analyze this by comparing the size of
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the disruption budget with the amount of nodes x that the network
designer chooses to leave unconnected.

– Leaving x nodes unconnected:

1. Suppose Dl < x. In the star network only Dl nodes can be
disconnected. So g2 in the star network is always of a larger
order.

2. Suppose Dl > x. The x + 1 added links to any minimally
connected network can be disrupted by the network dis-
ruptor, leaving at best a minimally connected network (see
(Part 1)). Additionally the network disruptor can discon-
nect at least (Dl − x− 1) nodes from the connected compo-
nent, leaving a g2 maximally of the same order as that of
the star network.32

3. Suppose Dl = x. In the star network x nodes can be dis-
connected, so the star is a weak best response.

So while all minimally connected networks are equally good responses if
there is no threat of an attack, the star is the only best-response minimally
connected network in case of an impending attack for a linking budget of
B = (n− 1). Additionally, we showed that the case of the star network as
a best response is not a highly special case. In fact, it holds in its strict
version for B = (n−x) and it is a weak best response for the case of B = n
and Dl > 1. Considering again Approach 2, thus looking at a fixed size
of the post-disruption component, minimizing the number of links used to
achieve this, we can also state the main result as follows:

Proposition 2.4. High levels of linking costs exist such that the designer’s
(weak) best response to an attack on the links of his network with a disrup-
tion budget of Dl > 0 is to build a star network.33

Proof. This follows directly from Proposition 2.3. Additionally Lemma 2.3
shows that these levels of linking costs do not necessarily need to be so
high that no additional link may be added to the network at all, since it
shows that even when B = n, the star is optimal. At the same time we
have shown that for B = (n − 1) the star is also optimal. Thus the star
network is a maximum.

32For an analysis of why this holds even if the network is a star plus added links, see
part 2.2 of Proposition 2.3, where we discussed that for n > 5 and B = (n− 1) the star
network is strictly better than the star plus added links. It thus follows that for n > 5
and B = n, the star network is at least weakly better than the star plus added links.

33We assume here that the network designer’s maximand is single peaked.
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While we have seen in Section 2.3 that for low linking costs, it is optimal
to build a symmetric regular network, we have now shown that for high
linking costs the network designer fares best by building a star network.
He is thus leaving every link as a possible target for an attack. However,
due to the short diameter of the network, it is ensured that communication
between the nodes that are not disconnected will remain possible. Thereby
the network designer is minimizing his losses. After having analyzed the
two extreme cases of very high and very low linking costs, we will now turn
to the analysis of linking costs that are between these two extremes.

2.5 Intermediate Linking Costs

We have so far treated the cases where either linking is cheap enough for the
network designer to build a completely proof network, or where linking is so
expensive that the network designer does not want to add any links above
the minimum needed to connect all nodes. In this section, we explore one
particular in-between case, where linking costs are intermediate, so that
the designer is willing to add defensive links, but not to the extent that
the network is protected to the highest level achievable. Taking Approach
1 and extending it to not only look for max -proof networks but also for
networks that are robust to a lesser extend, we look for (max−1)-proofness
using a minimal number of links.34 This means that the designer tolerates
that the largest component in the post-disruption network has one node
less than is possible with maximal network defense.35

From Section 2.4 it follows that if Dl = 1, the network designer achieves
(max− 1)-proofness using a minimal number of links in the star architec-
ture. This results suggests, in general, that under link deletion the network
designer should construct a star or star-like architecture in which the net-
work has a set of one or more strong (i.e. high-degree) nodes which the

34(max − 1)-proofness is directly related to the graph-theoretic concept of restricted
connectivity as introduced by Harary (1983). This concept refers to the smallest link cut
in a graph, which disruption will lead to a disconnected graph where each component
is of at least order 2. This is thus equivalent to the definition of (max − 1)-proofness.
However, since graph theory is not interested in minimality in the economic sense (thus
using as few links as possible) we cannot actively use these graph-theoretic results in our
analysis.

35The term “intermediate” linking costs is in so far justified, as the difference in
number of links needed for max -proofness and (max − 1)-proofness can be quite large.
For example, a network consisting of n = 12 nodes needs exactly 24 links to achieve
max -proofness against a disruption budget of Dv = 3 or Dl = 3. As opposed to this, to
achieve (max − 1)-proofness when facing a network disruptor with a disruption budget
of Dv = 3 or Dl = 3 only 18 links are needed for node deletion and only 16 links are
needed for link deletion. Thus even in this small example already the designer needs one
fourth fewer links to achieve (max− 1)-proofness as compared to max -proofness.
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disruptor cannot remove and a set of weak (i.e. low-degree) nodes where
the disruptor is able to remove only one of the weak nodes. Our analysis
below indeed confirms this line or reasoning.

A network structure that is minimal (max − 1)-proof needs to fulfill
certain requirements, very similar to those for minimal max -proof net-
works described in Proposition 2.1. For max -proof networks, the basic
requirement was that every node had to be connected of at least degree
η = (Dl + 1). At the same time, to ensure the minimality of the network,
each node was to be connected of exactly degree η = (Dl + 1). The class
of networks fulfilling this requirement was the set of r-regular networks.
Following from this, for (max− 1)-proofness, the basic requirement is that
every pair of nodes is jointly connected of at least degree η = (Dl + 1) -
thus every pair of nodes needs to have at least (Dl + 1) links to the rest
of the network.36 To ensure the minimality of the network, each connected
pair of nodes needs to be connected of exactly degree (Dl + 1). We thus
use a generalization of the concept of regular networks to define the class
of networks that is a good candidate for (max − 1)-proofness. We term
this generalization pair r-regularity and it is defined below. For examples
of pair r-regular networks, see Figure 2.3.

Definition 2.5. In any pair r-regular network, each pair of directly linked
nodes has exactly r links to the rest of the nodes.37

Using the concept of pair r-regularity we can thus ensure that no directly
linked pair of nodes can be disconnected from the network. Of course, as
was the case for regular networks, not all pair r-regular networks will be
(max − 1)-proof against network disruption. For example, this condition
does not take into account how many links each single node has. Looking
at Figure 2.3, it is straightforward to see that in networks (a) and (b)
multiple single nodes can be disconnected, although each pair receives 6
links. Thus, those networks that ensure the robustness of the network have
to fulfill certain additional criteria, as was the case for max -proofness as
well. The first criterion is that not only no directly connected pair of nodes
can be disconnected but also no unconnected pair of nodes. The second
criterion is that not only every pair of nodes needs to have a certain amount

36This concept coincides with the graph-theoretic concept of edge degree, as defined
for example in Esfahanian and Hakimi (1988).

37A related concept is that of strongly regular graphs, as described, for example in
Brouwer and van Lint (1984). However, whereas in strongly regular networks not only
all pairs of nodes need to have the same number of links but also all single nodes need
to have the same number of links, this is not given for pair-regularity. Therefore, the set
of strongly regular graphs is a subset of the set of regular graphs as well as of the set of
pair-regular graphs.
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of links to the rest of the network, but also every larger subset. To ensure
this, in pair r-regular networks every subset of two or more nodes needs to
have at least Dl + 1 links to the rest of the network. Unfortunately, unlike
what is the case for r-regular networks, it is not the case that all pair r-
regular network connecting n nodes use the same amount of links, since
there are several ways to construct pair r-regular networks and different
numbers of links are used to build them.

Due to the fact that not all pair r-regular networks use the same amount
of links, we cannot exclude that there may be other ways to build (max−1)-
proof networks using fewer links than in the way we describe here. We
therefore use Approach 1 to find at least locally minimal networks, by
finding those pair r-regular networks that achieve (max−1)-proofness using
a minimal number of links. To find networks that at least fulfill a local
minimality condition, we first need to analyze how many links are needed
to build such networks. To do so, we first show in a purely graph-theoretical
result that all pair regular networks that are not at the same time regular,
are bipartite, and we derive how the relative degree of high-degree and low-
degree nodes determines the number of links needed to build the network.
Second, we derive results about the (max − 1)-proofness of pair regular
networks, as a function of the relative degree of the high- and low-degree
nodes.

We first show that in any pair r -regular network each node has one
out of a set of at most two degrees. We therefore label the two groups of
nodes as n1 and n2. By n1 we denote the number of nodes with degree r1,
and by n2 the number of nodes with degree r2, where we label the type-1
and type-2 nodes such that r1 ≥ r2, where r2 ≥ 1 (note that for r2 = 1,
the only pair r -regular network is the star, which is pair (n − 2)-regular).
We then call the type-1 nodes high-degree nodes, and the type-2 nodes
low-degree nodes.38 In Lemma A.4 in the appendix, we show that every
pair r-regular network that is not at the same time a regular network, is
a bipartite network. Thus, every pair r-regular network that is not at the
same time a regular network, is a network where each node has one of two
possible degrees and the nodes are only directly linked to nodes who do
not have the same degree. Therefore, we can exactly calculate how many
high-degree and low-degree nodes there are in a pair r -regular network and
how many links are used to build it. How many links are needed to build
such a network then depends on how these links are split up over the high-
and low-degree nodes and how many high- and low-degree nodes there are
in the network (for an example see Figure 2.3). How the distribution of

38This concept is closely related to the concept of core-periphery architectures used
for example in Galeotti and Goyal (2010). However, as Galeotti and Goyal (2010) look
at directed links it does not coincide.



36 Chapter 2.

degrees over pairs of nodes influences the number of links needed is shown
in Lemma 2.4. Intuitively, by making the distribution of degrees over any
pair of nodes less equal, so that r2 becomes smaller and r1 larger, fewer
links will be used in the network. This can be seen in the extreme case of
the star network, where we have only one core node and (n− 1) peripheral
nodes with r2 = 1 and r1 = (n − 1). For expositional simplicity we here
focus on networks for which n is divisible in such a way that (r1+r2−2) = r
and r ≥ 2 holds, since otherwise issues of divisibility will occur.

Lemma 2.4. All pair r-regular networks, where r1 denotes the degree of
nodes in the set n1 (high degree nodes) and r2 the degree of nodes in the
set n2 (low degree nodes), fulfill the following basic characteristics:

• In any connected pair r-regular network, we have n1 = n ∗ [r2/(r1 +
r2)] = n∗ [r2/(r+2)] and n2 = n∗ [r1/(r1 +r2)] = n∗ [r1/(r+2)], and
the network has exactly n∗ [r1r2/(r1+r2)] = n∗ [r1(r+2−r1)/(r+2)]
links

• Pair r-regular networks have fewer links the smaller their r2, and the
pair r-regular networks with r2 = 1 have the smallest number of links
in this set.

Proof. We prove each of these statements independently:

• Any pair r -regular network has nodes with only two different degrees.
It follows that for B, the number of links used in the network, it
is the case that B = n1r1 = n2r2. Combining this with the fact
that (n1 + n2) = n, and using the fact that (r1 + r2 − 2) = r, the
given expressions for n1 and n2 are obtained. These expressions,
and the fact that B = n1r1 = n2r2 again allow us to calculate that
B = n ∗ [r1r2/(r1 + r2)] = n ∗ [r2(r + 2− r2)/(r + 2)].

• A pair r -regular network with r2 = 1, r1 = (r+1) is only possible with
the star architecture, and is pair (n−2)- regular. The smallest possible
r2 is then r2 = 1. In the expression B = n ∗ [r2(r + 2 − r2)/(r + 2)]
derived in the proof of the previous statement, the number of links
used is smaller the smaller r2. The result follows.

Lemma 2.4 suggests that the network designer who decides to construct
a pair r -regular network with the purpose of achieving (max−1)-proofness,
in order to save as much as possible on links, should distribute links across
pairs as unequally as possible. In Figure 2.3 (where n = 8 and r = 6),
the high degree nodes are depicted by the solid nodes. Network (a) uses 7
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links, network (b) 12 links, network (c) 15 links and network (d) 16 links,
while all achieving pair 6-regularity.

(a) 1 core node (b) 2 core nodes

(c) 3 core nodes (d) 4 regular

Figure 2.3: Pair 6-regular Networks - Examples Link Deletion

In Lemma 2.5, necessary conditions are formulated for pair r-regular
networks to be (max− 1)-proof, as a function of the number of links used
and the distribution between low degree nodes and high degree nodes. We
focus on the case where r is even; for r is odd, there is a divisibility problem
in that links simply cannot be equally distributed over the two sides of a
connected pair.

Lemma 2.5. Let r be even and ≥ 4 and let n1 and n2 be natural numbers.
Then in the set Γ

(max−1)
Dl

all pair r-regular networks g fulfill the following
condition:

1. r2 > (r − 1)/2⇔ r2 > (r1 − 3) for Dl = (r − 1)

Γ
(max−1)
Dl

uses a minimal number of links if:

• r1 = r/2 + 2, r2 = r/2, so that the type-1 (high-degree) nodes have
two extra links compared to type-1 nodes

Proof. If r2 ≤ (r − 1)/2, the disruptor is able to disconnect several nodes
with degree r2, by deleting all their links. The minimality condition follows
directly from statements 1 and 2 and Lemma 2.4.
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Lemma 2.5 thus shows that a distribution that is too unequal makes it
possible for the disruptor to disconnect multiple low-degree nodes from the
network. This puts a cap on how unequal the distribution may be. This
is illustrated in network (b) in Figure 2.3. If Dl = 5, the disruptor is able
to take out at least two low-degree nodes. Subfigures (c) and (d) on the
other hand are (max − 1)-proof. However, whereas network (c) only uses
15 links, network (d) uses 16 links and is consequently not minimal.

In Lemma 2.5, we have only formulated necessary conditions for these
networks to be minimal (max− 1)-proof. So we cannot exclude that there
are other, non pair r-regular networks that use fewer links. However, using
Approach 2, we are still able to show that, for a budget that exactly allows
one to build a pair r-regular network with r1 = r

2 + 2 and r2 = r
2 , the best

that one can do is to build the specified pair r-regular network.39

Proposition 2.5. Let it not be the case that both r1 = 2 and r2 = 2.40

Then with any number of links B = n ∗ [r1r2/(r1 + r2)] that exactly allows
the designer to build a pair r-regular network, he cannot build a connected
r-regular network. Moreover, a critical nC exists such that, for all n > nC ,
the linking budget B is also too small to construct an r-regular component
connecting (n− 1) nodes.

Proof. The r-regular connected network uses more links than the pair r-
regular network iff n∗r/2 > n∗ [r1r2/(r1+r2)]⇔ (r1+r2−2)(r1+r2) > 2∗
r1r2 ⇔ r1

2+r2
2 > 2(r1+r2). The latter is true for the specified r. Achieving

(max − 1)-proofness if nodes are left unconnected is only possible if only
one node is left unconnected and the rest are connected in a max -proof
component. The r-regular component connecting (n− 1) nodes uses more
links than the pair r-regular network iff (n− 1) ∗ r/2 > n ∗ [r1r2/(r1 + r2)].
For large n, this is true by the same calculations.

The necessary conditions introduced in Lemma 2.5 exclude that the
disruptor can disconnect exactly two nodes. However, they do not exclude
that he can take out more than two nodes. For link deletion, we show that
this is not the case for a particular class of networks, namely the complete
bipartite networks.

As an example for such networks that are (max− 1)-proof against link
deletion, we can look at a subclass of pair r-regular networks, namely com-

39Note that for the case introduced in Figure 2.3, the network designer would need
to use 24 links to build a max -proof network including all 8 nodes. To build a max -
proof network connecting only 7 nodes, thus having a largest remaining component after
disruption of the same order as when building a (max−1)-proof network, he would need
to use 21 links.

40For r1 = r2 = 2 the only possible network structure is the circle, which has already
been treated in previous sections.
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plete bipartite networks. In complete bipartite networks each node in n1
is directly linked to each node in n2 but to no other node in n1.

41 It is
straightforward that in such complete bipartite networks, if no pair of nodes
can be disconnected also no larger subset of nodes can be disconnected. To
make this obvious, we will use the example of a complete bipartite network
using n = 8 nodes. Networks (a)-(d) in Figure 2.3, show all 4 possibilities of
building such a network. All complete bipartite networks for n = 8 are pair
6-regular, however, using different amounts of links. Since by disconnect-
ing a single node nothing changes about the connectivity of the other low
degree nodes, we can find the complete bipartite network that fulfills the
requirements of (max − 1)-proofness using the least links easily. We need
to ensure that no two low degree nodes can be disconnected and no single
high degree node can be disconnected. Due to the definition of complete
bipartite networks, this is ensured if each pair of low degree nodes receives
at least (Dl

2 +1) nodes. As soon as no pair of nodes can be disconnected also

no larger subset can be disconnected. Thus it needs to hold that n1 >
Dl
2 .

In our example of n = 8 this is given for the networks with n1 = 3 and
n1 = 4. While the network with n1 = 3 uses 16 links only, the network with
n1 = 4 uses 16 links. Thus the network that is minimal (max− 1)-proof is
the network with n1 = 3. These network structures are close to the clas-
sic core-periphery network structures that emerge in many other network
formation models. However, unlike in standard core-periphery models, in
complete bipartite networks the core nodes are not linked to one another.
An additional difference that should be pointed out here, is that we reach
this result without having included decay in the model, which usually is a
driving force behind the emergence of core-periphery networks in equilib-
rium.

We have thus shown that for intermediate linking costs the network de-
signer should build star-like structures with a number of central nodes that
are highly connected and a number of weak spots. In terms of the military
application introduced earlier, this means that for the case of a possible
attack on the links of the network, the network designer should basically
keep a star-like architecture of his network. This star can be complemented
with additional links in such a way that we may have more than one central
node but there will be no links between the spokes. Building a network in
such a way means that at most one of the spokes can be disconnected, but
due to this no other line of communication will be completely closed down.

41For a formal definition of complete bipartite networks see see Definition A.8 in the
graph-theoretic appendix.
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2.6 Conclusion and Discussion

In this chapter we looked at the purely structural implications of network
disruption on network design. Abstracting from asymmetric values of nodes
or links, we looked at a game between a network designer whose aim it
is to keep as many nodes as possible connected in one component after
disruption and a network disruptor, whose aim it is to keep the largest
component as small as possible. In this chapter we analyzed what happens
when a network is under attack by a network disruptor who is attacking
the links of the network, focusing on the implications of different linking
costs on such a network structure, and which network structures are safe
against attack.

Summarizing our results, when linking costs are low, the network de-
signer protects his network by constructing a regular network, where all
nodes are equally well protected. When linking costs are high, contrary
to what is the case for low linking costs, the best-response architectures
under link deletion is to connect all nodes in a star network. For interme-
diate linking costs, our analysis suggests that star-like networks should be
constructed. It should be noted that for some cases the network disruptor
will construct rather asymmetric networks, even though the nodes are all
homogeneous.

We end by exploring possibilities for future research, where the key
question is to extend our present approach to obtain generalizations of
the network design game when facing a network disruptor. Let us start
by looking at the designer’s incentives to form links, independent from the
presence of a disruptor. In a more realistic model, there may be information
decay, where information is worth less the larger the distance it traveled
in the network (Jackson and Wolinsky (1996) and Bala and Goyal (2000)).
From the perspective of information sharing, it is efficient for nodes to be as
close to one another as possible, as is the case in the star. As our analysis
shows, even without information decay, at least for high linking costs, the
star is also efficient under link deletion. However, it is a bad network under
node deletion. A further generalization of our model would be to include
heterogeneity in the value of the nodes into the network formation model.
A well-known phenomenon in sociology is homophily, where in networks,
birds of a feather flock together (McPherson et al., 2001), which would thus
lead the network designer to closely link similar nodes to one another. As
shown in our analysis previously, such preferences are in direct conflict with
efficient defense against network disruption, as a deletion of a few links or
nodes may then cause great damage to the network.

Another possible extension of our game would be to change the sequence
of play. Instead of looking at a sequential move structure between the
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moves of the network designer and the network defender, one could also
think of a simultaneous move structure, or a dynamic game structure in
which there is not just one period of adding or deleting links. What kind of
network structures one would expect to emerge as robust in such settings
surely depends on the way it is modeled in detail. However, it would be
interesting to see in how far our results are specific to the timing of the
game.





Chapter 3

Node Deletion

More and more, networks are considered as commodities in themselves. As
we have discussed in Chapter 2 this is especially true in the context of
communication networks. The analysis in the previous chapter has shown
that the threat of an attack on the links of such a network has a large
influence on the way a network should be structured. Additionally the
costs of linking play a large role in determining what kind of structure
the network designer will decide upon. It is of course also possible to
attack not the links, but the nodes in such a network, where the nodes
in a communication network are then the actual physical units needed to
communicate. This type of attack differs from the attack on nodes that
does not take the network structure into account as big externalities may
be involved. These externalities stem from the fact that if a very central
node of the network is rendered useless, a whole network can break down.
Even when nodes are under attack, adding additional links that would
otherwise be redundant to the network will aid the network designer in
keeping his network as safe as possible as this will enable communication
to still flow through the network, even if some players are disconnected.

In this chapter, we thus again analyze a game between a network de-
signer and a network disruptor to focus on the structure of robust networks.
Using the same model as introduced in Chapter 2, we maintain the research
questions that we formulated in the previous chapter, however, we now fo-
cus on the effect of an attack on the nodes of the network instead of the
links. We are thus asking: what the implications for the design and de-
fense strategy of network designers are when taking a possibility of a node
disruption into account? Given the fact that additional links are used to
keep the network safe, how does the cost of adding links affect network
structure? And, are there certain network structures that are inherently
“safe” against the disruption of a number of nodes? Additionally, at the
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end of the chapter, we will then compare these results to the results from
the previous chapter, to see whether it matters for robust network struc-
tures whether the attack is targeted towards the links or the nodes of the
network.

The remainder of the chapter is structured as follows.1 Section 3.1
shortly summarizes our model of design, defense and disruption of the net-
work again. Keeping the same structure as in the previous chapter, Section
3.2 then contains the analysis of cases of with low linking costs, Section
3.3 deals with high linking costs and in Section 3.4 we look at intermediate
linking costs. Finally, in Section 3.5 we look at some comparisons between
the model of link deletion and the model of node deletion and 3.6 introduces
some extensions to the model. For the graph-theoretic background please
see Appendix A. Appendix B gives some additional results concerning high
linking costs.

3.1 Model

In this chapter, we use the same basic model as introduced in Chapter 2.
However, as we are now looking at node deletion instead of link deletion,
some changes ensue. These changes are all on the side of the network
disruptor, as the model of network formation, as well as the payoff stage is
not influenced by the change in the mode of attack. We will now shortly
summarize the main model here and detail the changes on the side of the
network disruptor.2

At stage 1 the network designer constructs a pre-disruption network
g1 by using a fixed budget B of links to link up nodes out of a finite set
N labeled {0, ..., (n− 1)} of identical nodes. After having observed the
pre-disruption network g1 that the network designer built in stage 1, at
stage 2, the network disruptor then decides for each node whether or not
to remove it. We denote the network without node i as g−i. The post-
disruption network is denoted g2. For node deletion the post disruption
network consists of all nodes that remain linked after the disruption. Thus,
g2ij = 1 if g1ij = 1 and neither nodes i nor node j have been removed.

At stage 3, the players obtain their payoffs. The same payoff functions
for the network designer and disruptor are used as in Chapter 2, which are
repeated here for the reader’s convenience. The value of the post-disruption
network to the designer is an increasing function of the value created in the
network at each node. The network disruptor’s payoff is a negative function
of this value. The value of a node depends on the number of other nodes to

1For a literature review, please see Section 2.1 in the previous chapter.
2For any definitions please see the modeling section in Chapter 2.
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which the node is connected (i.e. directly or indirectly linked). We denote
the set of nodes with whom node i is connected as Ni(g). Given a network
g, a set C ⊂ N is called a component of g if for every distinct pair of nodes
i and j in C we have j ∈ Ni(g), and there is no strict superset C ′ of C for
which this is true. We assume that the post-disruption network g2 consists
of 1 ≤ x ≤ n components. The utility a network designer receives from
a post-disruption network g2 can be stated as follows: UDes = v(g2) − lc,
where l denotes the number of links and v(g2) = max{|C1|, |C2|, ..., |Cx|},
where x denotes the number of components and |C| denotes the order of
each component. This thus means that it is the goal of the network designer
to maximize the size of the largest remaining component in the network
after disruption. Disregarding costs for the moment, the game between the
network designer and the network disruptor is assumed to be a zero-sum
game. Given the zero-sum structure of the payoffs, the network disruptor
then aims to minimizes the order of the largest component in g2. His utility
can thus be denoted by UDis = −v(g2). Again we consciously assume away
decay and use budgets to model the costs of linking and disruption. Here,
we now assume that instead of having a budget of links Dl, the network
disruptor has a budget of nodes Dv that he can disrupt in the network.

As in Chapter 2, we use two different approaches of the network de-
signer. In Approach 1, the designer targets a certain order of the largest
remaining component, and looks for the lowest number of links with which
he can achieve this. We again consider the case, where he fully protects
his network. We use the term max -proof networks to refer to such fully
protected networks. Looking at such networks, it is obvious that for node
deletion any node that is attacked is also taken out, so that a fully protected
network in this context is one where the disruptor cannot take out more
nodes than the ones he is directly attacking. In order to make it easier to
compare the results for link and node deletion, we thus define max -proof
networks for node deletion as follows:

Definition 3.1. A pre-disruption network g1 is said to be max-proof
against a node deletion budget Dv if the largest remaining post-disruption
component upon strategic node deletion contains exactly (n−Dv) nodes.

In Approach 2, we assume instead that the network designer has a fixed
budget B to build his network.

Finally we need to look at the network disruptor’s best response. Here,
the only manner in which the algorithm changes as compared to the case
of link deletion, is that the network disruptor now looks at the connectivity
of the network in terms of its nodes. The node connectivity κ of a graph,
is defined as the smallest number of nodes whose removal from the graph
will lead to a disconnected graph or a single node. Parallel to the definition
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of a link cut, that we introduced in Chapter 2, we here now introduce the
definition of a node cut. A node cut V is a set of nodes whose removal will
lead to a disconnected graph or single node. Thus for any given graph, a
node cut has to be of at least cardinality κ.3

The Algorithm:

1. Consider the cardinality of all node cuts V such that g−V is the empty
graph. If V ≤ Dv, it is a best response for the network disruptor to
delete this node cut. Stop. Otherwise move on to the next step.

2. Consider the cardinality of all node cuts V such that the smallest
connected component in g−V is of order 2. If V ≤ Dv, it is a best
response for the network disruptor to delete this node cut. Stop.
Otherwise move on to the next step.
(...)

3. Consider the cardinality of all node cuts V such that the smallest
component in g−V is of order x. If V ≤ Dv, it is a best response for
the network disruptor to delete this node cut. Stop. Otherwise move
on to the next step.
(...)

4. Consider the degree of connectivity. If Dv < κ, no node cut V exists
that has cardinality below Dv, thus no node can be disconnected on
top of the Dv targeted nodes.

Consequently, the network disruptor will find the node cut that causes
maximal possible damage to the network.

Also here the consideration of more standard centrality concepts does
not prove relevant because again the network designer responds to a threat
of disruption. He will therefore avoid central nodes as much as possible.
This in turn then makes an analysis of the disruptor’s strategy in terms of
centrality futile.

3.2 Low Linking Costs

As in Chapter 2, we begin our analysis by taking Approach 1 as discussed
in the modeling section. We consequently assume that the linking costs
are so low that the network designer will always aim for full protection
of his network − thus he will build a max -proof network. We denote the

3We again refer to Whitney’s Theorem which extends to κ ≤ λ ≤ ηi. For a proof of
this, see for example Diestel (2005) (p.12).
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set of all networks that are max-proof against a node deletion budget of
Dv as ΓmaxDv

. Parallel to Definition 2.2 about networks that are minimal
max -proof against link deletion, we here define networks that are minimal
max -proof against node deletion as follows.

Definition 3.2. A network g is said to be minimal max-proof against a
node deletion budget Dv, if no network exists that achieves max-proofness
using fewer links.

We denote the set of all networks that are minimal max-proof against a
node deletion budget of Dv as Γmax,minDv

. Just as for the case of link deletion,
the set of r-regular networks is a good candidate for minimal max -proof
networks, as each node receives the same number of links.4 However, to
achieve max -proofness, each subset of nodes also needs to have at least
(Dv + 1) direct neighbors in the network.5 Otherwise a subset of at least
order one could be disconnected (this of course means one additional node
next to the ones that are being attacked). We formalize the conditions that
networks need to fulfill to be max -proof in Proposition 3.1.

Proposition 3.1. Let n and/or (Dv + 1) be even. Then Γmax,minDv
is the

set of all networks g with the following characteristics:

(i) g is a connected (Dv + 1) regular network;

(ii) g does not contain any node cuts V with cardinality such that |V | ≤
(Dv + 1).

Proof. We prove each part of the proposition separately.

(i) Under node deletion, any minimal max -proof pre-disruption network
must be connected, since otherwise the disruptor can remove at least
Dv nodes in the largest pre-disruption component, which is then al-
ready of an order smaller than n. The rest of the proof of this part
follows by noting that all r-regular networks use exactly the same
number of links and from Lemma A.7 in Appendix A.

(ii) This follows directly from the conditions on building a max -proof
network.

As an example of a set of networks that fulfill the criteria stated in
Proposition 3.1 and also provide a proof of existence of these networks,

4For a definition of r-regular networks see 2.3.
5As long as the subset under consideration is smaller than (n−Dv) at least.
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we can look at the set of networks known as circulant graphs, which we
have defined and described in Definition 4.8 in Chapter 2. Remember that
circulant graphs are a class of node symmetric graphs, where the nodes are
labeled from 0 to (n − 1) and in which it is determined who is linked to
whom by means of a jump sequence.6 In a subset of these graphs, each
subset of nodes also has at least (Dv +1) neighbors in the network and this
subset is thus also minimal max -proof against node deletion.

To find the subset of circulants that are also minimal max -proof under
node deletion, we need to impose some restrictions on the jump sequence.
This is due to the fact that the necessary condition for the case of link
deletion of having (Dl + 1) links to the rest of the network for any subset
of nodes, is always met if these nodes have (Dv + 1) neighbors but not
the other way around, as the links could go to the same node. Indeed,
consider e.g. circulant graph C8(1, 3, 4) in Figure 2.2(b), which is regular
of degree r = 5. The cardinality of the minimal node cut in this network
is only 4, since it can be disconnected by taking out nodes 1, 3, 5 and 7.
However, Boesch and Felzer (1972) have shown that if the jumps in a
circulant graphs are convex, i.e. aj+1−aj ≤ aj+2−aj+1, where 1 ≤ j ≤ k−2
and a1 = 1,7 then the cardinality of the minimal node cut fulfills κ = r.
For a graph that fulfills this condition, see Figure 2.2(c). Thus, if such
convexity is fulfilled, circulant graphs of degree r are minimal max -proof
against a network disruptor with a disruption budget of Dv = (r − 1).
While convexity ensures that κ = r, convexity is not a necessary condition,
as can be seen by the example of C16(1, 5, 7), which is not convex but has
κ = r.

Considering Approach 1, i.e. looking for the minimal number of links
with which a certain level of proofness can be ensured, we have thus shown
that the minimal number of links needed to ensure max -proofness against
a disruption budget of size Dv is n ∗ Dv+1

2 . Starting from this linking
budget, the highest level of proofness that can be achieved is obviously
max -proofness (Approach 2 ). Consequently, given that the characterized
networks both use a minimal number of links for the level of protection
specified and do the best that can be done given the number of links, we can
deduce that an explicit linking cost function must exist for which building
a max -proof network is the network designer’s best response. Particularly,
what is required for this is that linking costs are low.

Proposition 3.2. A range of low levels of linking costs exist such that max-

6For a formal definition and examples please see Chapter 2.
7Here we follow the notation of Boesch and Tindell (1984). For a definition of the

symbols and terms see also Definition 4.8 in Chapter 2.
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proof networks are the best response for the designer under node deletion.8

Proof. Follows directly from the discussion above and Proposition 3.1.

We have thus shown in this section, that for low levels of linking costs,
the network designer’s best response is to build a regular symmetric network
that is proof against the attack by the network disruptor. In terms of our
application this means that additional communication links that would
otherwise be superfluous can ensure that communication is still possible
after an attack on the nodes of the network. Even though the attack is
targeting the nodes and not the links of the network, it is thus a viable
option to use additional links to protect the network. In the following
section, we will now look at high linking costs.

3.3 High Linking Costs

As in the previous chapter, in this part of the analysis we are looking at
prohibitively high linking costs, which leads to a linking budget of only
B = (n− 1) links. Adding additional links is thus prohibitively expensive.
We are thus using Approach 2, where the network designer has a limited
linking budget. We have seen in the benchmark case, that if there is no
threat of a disruption, structure does not matter. However, as in the case
of low linking costs, as soon as there is a threat of disruption, the structure
of the network becomes decisive again. While we have seen in the previous
section and in Chapter 2 that in the case of low linking costs, the same
type of architectures are best responses with the case of node deletion
being more restrictive, here it quickly becomes apparent that fundamentally
different architectures are best responses under link deletion compared to
node deletion. This is obvious by simply looking at minimally connected
networks. While under node deletion the network disruptor can completely
disconnect the star network by taking out the central node, the maximum
damage he can cause to the line network is to split the network into two
separate components, thereby leaving a largest remaining component of
n/2. For link deletion, however, we have seen in Chapter 2 that the star
network is a good option, since the maximal damage the network disruptor
can cause by taking out a single link is to disconnect one node from the
network, whereas the line network can be cut in half. At the end of the
analysis, we also look at B = (n− x) and B = n as a sensitivity analysis.

We can immediately show that for the case of Dv = 1, the best the
network designer with a linking budget of B = (n − 1) can do is to build

8We assume here that the network designer’s maximand is single peaked.
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a circle containing (n − 1) nodes. This suggests that in general, the net-
work designer should build a smaller, stronger component, an intuition
that we will indeed confirm in this section. In order to show that it is
not a best response for the designer to construct a minimally connected
pre-disruption network, we must first know the order of the largest remain-
ing post-disruption component given a minimally connected pre-disruption
network.

Lemma 3.1. In any minimally connected network, the largest remain-
ing component after an attack by a network disruptor on the nodes of
the network with a disruption budget Dv, will be maximally of an order
d(n−Dv)/[Dv + 1]e.

Proof. Consider a minimally connected network of size n. Consider in this
network a link ij with the following properties. If node j is targeted by the
network disruptor, among the components in g2−j that do not include i, the

largest component has order of at most dn−Dv
Dv+1 e and among the components

in g2−i that include j the largest component has order larger than dn−Dv
Dv+1 e.

So if the disruptor will disrupt node j and the largest remaining component
in g2−j that includes i is maximally of order n−dn−Dv

Dv+1 e−1. Every minimally
connected network of order n contains at least one such link ij. This is
because in a minimally connected network, every node is a node cut lying
on a path between two end nodes. Therefore, every deleted node cuts the
network into at least two components. As one deletes consecutive nodes
along the path between two end nodes, the order of one component becomes
smaller, while the order of the other component gets larger. By continuity,
one must meet a link ij with the properties specified above.

Applying the same reasoning to one more node removed in g2−j con-
nected to i, and so on until Dv nodes have been disrupted, a compo-
nent remains that has order at most equal to n − Dvdn−Dv

Dv+1 e − Dv. But

n−Dv
n−Dv
Dv+1 −Dv = n(Dv+1)

Dv+1 −
Dv(n−Dv)
Dv+1 − Dv(Dv+1)

Dv+1 = n
Dv+1 −

Dv
Dv+1 .9

For the case of Dv = 1 this means that the largest remaining component
will maximally be of size dn−12 e. Now comparing this with the largest
remaining component in a circle network, we can see that the circle is
indeed a strict best response architecture of the network designer for the
case of Dv = 1.

9We are omitting the d.e notation here. This is just for simplicity reasons in the
following calculation. However, by omitting it, we are simply putting an upper bound on
the order of the last component of higher order and are therefore not making a mistake.
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Proposition 3.3. For Dv = 1, and a linking budget of B = (n− 1) links,
the designer’s strict best-response architecture is the circle containing (n−1)
nodes.

Proof. Step 1.Every component that links (n− 1) nodes using (n− 1) links
and is not a circle of (n−1) nodes, has at least one end node. It follows that
in this component, the disruptor can delete one extra node on top of the
deleted node. Together with the node that was not connected in the pre-
disruption network, this means that a largest post-disruption component
of, at most, (n − 3) nodes remains. Step 2. Every network that links less
than (n− 1) nodes has a largest post-disruption component that is smaller
than (n− 2) because one node can at least be taken out by definition. Step
3. In the circle that links (n − 1) nodes using (n − 1) links, if one node is
deleted, a post-disruption component connecting (n−2) nodes remains.

For a larger disruption budget, we cannot give a full characterization of
the designer’s best response pre-disruption network. However, we can show
that an essential feature of any best-response pre-disruption network is that
the network does not connect all nodes to one another. The line architec-
ture shows that the network designer can actually achieve the maximal
order of the post-disruption network suggested by Lemma 3.1. As we will
presently demonstrate, the network designer can fare better by construct-
ing a circle of (n− 1) nodes, than with a minimally connected network. By
Proposition 3.3, we already know that this result holds for Dv = 1, where
in fact the circle of order (n− 1) is the unique best-response architecture.
We now move to prove that, for any relevant disruption budget, the circle
including (n − 1) nodes is a weakly better response than any minimally
connected network including all nodes. We start by deriving the order of
the largest component that can remain after disruption in a circle of order
(n− 1).

Lemma 3.2. In a circle network of order (n − 1), the network disruptor
with a disruption budget of Dv will cause maximal damage by cutting the
network into Dv separate components, each maximally of order d (n−1−Dv)

Dv
e.

Proof. As the circle is completely symmetric, any disruption strategy by
the disruptor can be seen as the deletion of one random node in the circle
and (Dv − 1) further nodes. After the deletion of this random node, the
remaining network takes the form of a line, i.e. a minimally connected
component of order (n − 1), in which the disruptor can delete (Dv − 1)
nodes. It follows directly from Lemma 3.1 that the largest remaining post-
disruption component has an order of d [(n−2)−(Dv−1)]

[(Dv−1)+1] e = d (n−1−Dv)
Dv

e.
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We are now ready to show that the minimally connected network is
never better than the circle that excludes one node. We have already shown
that the line architecture is the minimally connected network for which we
can reach the maximal order of any post disruption component. Therefore,
without loss of generality, we only need to compare the circle network with
the line network to prove our claim.

Proposition 3.4. When facing a network disruptor with a node disruption
budget Dv the circle architecture of order (n−1) is a weakly better response
than the line architecture with order n. For (n−1) ≥ Dv(Dv + 3) the circle
of order (n− 1) is a strictly better response. For Dv > dn−12 e the circle of
order (n− 1) and the line of order n are equally good responses.10

Proof. We prove each part of the statement in a separate step.

• From Lemma 3.1 we know that the largest remaining post-disruption
component with a pre-disruption line of n nodes has order d (n−Dv)

(Dv+1) e.
By Lemma 3.2 we know that the largest remaining post-disruption
component in a circle of order (n − 1) has order d (n−Dv−1)

Dv
e. It is

straightforward to calculate that (n−Dv)
(Dv+1) <

(n−Dv−1)
Dv

⇐⇒ Dv <
(n−1)

2 .

Thus for Dv <
(n−1)

2 the circle is strictly better than the line. How-
ever, as the terms need to be natural numbers, this inequality does
not always hold. What does hold however, is that if Dv <

(n−1)
2 then

d (n−Dv)
(Dv+1) e ≤ d

(n−Dv−1)
Dv

e, since it holds that if x < y, then dxe ≤ dye.

• Note that if x + 1 ≤ y then dxe < dye is always satisfied.11 Thus,
if n−Dv

Dv+1 + 1 ≤ n−Dv−1
Dv

, then the circle of order (n − 1) is a strictly
better response than the line of order n. This is the case if (n− 1) ≥
Dv(Dv + 3).

• For Dv ≥ d (n−1)2 e, in both the mentioned circle and line, the dis-
ruptor can reduce the post-disruption network to a set of isolated
components, so that both architectures are equivalent in this extreme
case.

With Proposition 3.4 we do not mean to imply that the circle network
is the best possible network for a network designer to build in the case of

10These two conditions are stated in different terms for convenience. Comparing them
shows that they are mutually exclusive for the range of disruption budgets we are looking
at here.

11This is because if x+ 1 < y then dxe < x+ 1 ≤ y ≤ dye.
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node deletion under high linking costs. We merely use Proposition 3.4 to
show that it is never a strict best response to build a network including
all nodes for the case of high linking costs. This suggests that instead of
building a large connected pre-disruption component, a network designer
should rather build a smaller but more highly connected pre-disruption
component, even though this means that he will have to leave a number of
nodes unconnected. Due to the limited number of available links, building
large connected pre-disruption components always implies that they are
very vulnerable to disruption. While we have so far only studied the case
where one node is left unconnected, there may still be better architectures
where more nodes are left unconnected, enabling the designer to construct
a stronger component. For these more general cases, the main insight,
namely that the network designer will leave nodes unconnected to build a
smaller but stronger connected component remains the same. We will also
show that the network designer should not build the strongest component
possible, as he would have to leave too many nodes unconnected. However,
since these cases are hard to characterize, we will show what such networks
can possibly look like only by means of an example.

We have already shown in the section on low linking costs, that in order
to make his network maximally robust against any attack, the network
designer would have to build an r-regular network that meets the conditions
of Proposition 3.1. However, as discussed in Chapter 2 building such a
network is very expensive. Given the number of links we know the network
designer needs to build an r-regular component and the size of his linking
budget B = (n − 1), we can calculate the number of nodes he can use in
the component to be 2

r ∗ (n− 1). Thus, r−2r ∗ (n− 1) + 1 nodes will have to
be left out of the component. The following example will clarify this.

Take a network disruptor with a disruption budget of Dv = 2. We
know that the max -proof component will have to be a symmetric 3-regular
component. Therefore the network designer can only use 2

3 ∗ (n− 1) nodes
to build the component and is forced to leave 1

3 ∗ (n− 1) + 1 nodes uncon-
nected.12 For a linking budget of B = 24 links and n = 25, the network
that results can be depicted as in Figure 3.1(a). In this network 9 nodes
remain unconnected. And since the connected component is max -proof,
this network is the one with the smallest possible connected component in
the pre-disruption network g1 of the class of networks that might be best
responses of the network designer.

The circle network in Figure 3.1(c), on the other hand, leaves out only 1
node. As we have seen in Lemma 3.2 and Proposition 3.4, the circle network
will lead to a weakly larger connected component in the post-disruption

12Assuming that (n-1) is divisible by 3 and a 3-regular network exists.
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(a) 3-regular (b) Bipartite

(c) Circle

Figure 3.1: Different 25 Node Networks

network g2 than any minimally connected network. In this example, the
largest remaining component in the circle is strictly larger than in any
minimally connected network. Thus, the circle network is the network
that includes most nodes in the connected component in the pre-disruption
network g1, of the class of networks that might be best responses of the
network designer.

The network in Figure 3.1(b) is an intermediate case leaving 5 nodes
unconnected in the pre-disruption network g1. In the connected component
there is one node in between every 2 highly connected nodes. Thus this
network has some “weak” spots built into the connected component.

However, the size of the connected component in the pre-disruption net-
work g1 is only one of the two deciding factors we need to look at when
discussing which of these networks will be the best option for the network
designer. The possible damage the network disruptor can cause with his
disruption budget of Dv = 2, is the other. In the network in Figure 3.1(a),
the connected component is max -proof. Thus, the network disruptor can-
not disconnect any additional nodes. Consequently, the largest remaining
connected component in the post-disruption network g2 will be of order 14.
In the circle network in Figure 3.1(c), the network disruptor can cut the
connected component in half by taking out 2 nodes. Therefore, the largest
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remaining connected component in g2 will be of order 11. In the bipartite
network in Figure 3.1(b),13 the maximum damage the network disruptor
can cause is to disconnect one additional node from the connected compo-
nent leaving a largest connected component in g2 of order 17. Thus, for
the network designer the best among the three options in this example is
to build the bipartite network.

Even in this short example with a limited number of nodes, we can
see that there is a definite trade-off between building a larger but weaker
network and building a smaller but stronger network. While building a
network with a max -proof component dominates the option of building a
cycle network, as has been seen in the example above (and is proven for
a general case in Lemma B.1 in the appendix), what we have also seen in
the example above is that both extreme cases (the cycle and the max -proof
component) are dominated by an intermediate option. In the appendix we
show that for a general disruption budget, the cycle and the max -proof
network are not best responses of the network designer. Instead it is shown
that networks that are neither fully robust against disruption, nor include
all nodes in the pre-disruption component will be the best response of the
network designer. This has been moved to Appendix B, as some concepts
that are only introduced in Section 3.4 will be employed in the proof.

Just as in the section on high linking costs and link deletion, we here also
look at B = n and B < (n−1) as a sensitivity analysis. For B < (n−1) it is
straightforward to see that nothing changes in the analysis, since the case of
B < (n−1) can simply be treated as if the number of nodes where n∗ = (B+
1). The designer is then forced to leave at least (x− 1) nodes unconnected
in any network that he may construct. This however, does not affect the
comparison between the several possible networks he may build. Turning to
the case of B = n, we can build a circle of order n. After any node has been
removed in the circle, the circle is effectively a line of order (n−1), in which
(Dv − 1) nodes can still be removed. Any non-circle network can be seen
as a minimally connected component with one added link. This one added
link will form a circle in the connected component containing maximally
(n−1) nodes. If the network disruptor removes one node within this circle,
at best a minimally connected component of order (n − 1) remains, in
which (Dv − 1) nodes can still be removed. Applying Lemma 3.1 to the
case of (n − 1) nodes and a disruption budget of (Dv − 1) and knowing
that the line network is the best one can do with a minimally connected
network, we find that by Proposition 3.4 for (n−1) ≥ Dv(Dv+3) the circle
is then a strictly better response than any minimally connected network.
Comparing the circle of order n with a max -proof component, we know

13For a definition of bipartite networks see Definition A.8 in the appendix.
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by Lemma 3.2 that the largest remaining component in the circle network
has order dn−Dv

Dv
e. Given the discussion above we know that to build a

max -proof component, the network designer can use 2n
Dv+1 nodes, leaving a

largest remaining component of order d 2n
Dv+1 −Dve. Thus, the max -proof

component is a strict better response if d 2n
Dv+1−Dve > dn−Dv

Dv
e. By the same

reasoning as in Proposition 3.4, this certainly holds if 2n
Dv+1−Dv ≥ n−Dv

Dv
+1.

This is fulfilled for n ≥ D2
v(Dv+1)
Dv−1 . To make the statement here parallel to

the conditions in Proposition 3.4, we can rewrite the previous condition

into (n − 1) ≥ D2
v(Dv+1)
Dv−1 − 1. As for Dv > 2, it holds that Dv(Dv + 3) >

D2
v(Dv+1)
Dv−1 −1, we can consequently, state that for (n−1) ≥ Dv(Dv + 3) and

Dv > 2 (which is completely parallel to the condition in Proposition 3.4)
the max -proof network is a strict better response than the circle network
of order n, not only for B = (n − 1) but also for lower linking budgets as
well as for B = n.

As in the previous sections, here we will also look at the two approaches
to finding robust network topologies. In this section, we took the budget as
a given and looked for the best response strategy of the network designer.
Parallel to Proposition 2.4, this result can thus be stated as a general
proposition as follows:

Proposition 3.5. For the case of node deletion, high levels of linking costs
exist such that the designer’s best response will never be to build a network
which includes all nodes in the connected pre-disruption component.

Proof. This follows directly from Proposition 3.3 and Proposition 3.4 as well
as from Lemma B.1. We have shown that for B = (n−1), a pre-disruption
network that does not connect all nodes is a best response. Consider the
level of proofness achieved with this pre-disruption network, and let this be
the target in Approach 1. Then this can be achieved with B = (n−1) links.
It is then conceivable that one could achieve this target by using fewer links.
But, since for any smaller number of links the network designer also does
the best he can by building a network that does not connect all nodes, the
target level of proofness will be achieved in a network that does not connect
all nodes. Since a network that does not connect all nodes is achieved for
both approaches, assuming single peakedness, cost levels must exist such
that such a network that leaves out nodes is a best response.

We have seen in this section that for node deletion under high linking
costs there is a trade-off for the network designer between building a large
but weak connected component in the pre-disruption network and a small
but very strong one. The network designer is better off leaving out a number
of nodes to build a smaller but stronger pre-disruption network. In terms
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of our communications network application, this means that should the
nodes be under attack, the only viable option is to build a smaller network
that is more highly connected. Otherwise, even when taking out just a
couple of nodes, the network as a whole can be disconnected into a number
of small, scattered groups. This would effectively make communication
between these groups impossible.

3.4 Intermediate Linking Costs

Finally, we will turn to the case of intermediate linking costs, also for the
model of node deletion. As in the analysis in Chapter 2, we are assuming
that the network designer has a fixed linking budget B, which he can use
to build his network. We are then taking Approach 1 and thus look for
(max − 1)-proofness using a minimal number of links.14 The concept of
(max − 1)-proofness refers to a network in which the network disruptor
can maximally disconnect one node additional to the one he disrupted.
From Section 3.3 it follows that if Dv = 1, the network designer achieves
(max − 1)-proofness using a minimal number of links in the circle with
(n− 1) nodes. This result suggests that under node deletion in general the
network designer should avoid having nodes with higher degree as these
then become targets to the disruptor. Instead, the disruptor should ensure
that all nodes have the same degree. Our analysis below indeed confirms
this line or reasoning.

A network structure that is minimal (max−1)-proof needs to fulfill cer-
tain requirements, very similar to those for minimal max -proof networks
described in Proposition 3.1. For max -proof networks under node deletion,
the basic requirement was that every node had to be connected of at least
degree η = (Dv + 1). At the same time, to ensure the minimality of the
network, each node was to be connected of exactly degree η = (Dv + 1).
The class of networks fulfilling this requirement was the set of r-regular
networks. Following from this, for (max− 1)-proofness, the basic require-
ment is that every pair of nodes is jointly connected of at least degree
η = (Dv + 1) - thus every pair of nodes needs to have at least (Dv + 1)
neighbors in the rest of the network. To ensure the minimality of the net-
work, each connected pair of nodes needs to be connected of exactly degree
(Dv + 1). We thus again use the concept of pair r-regularity as it is defined
in Definition 2.5 in Chapter 2. For examples of pair r-regular networks, see
Figure 2.3 in Chapter 2. As in Chapter 2, we label the two groups of nodes
as n1 and n2. By n1 we denote the number of nodes with degree r1, and

14For a short discussion on the relationship between (max − 1)-proofness and the
graph-theoretic concept of restricted connectivity, see Section 2.5.
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by n2 the number of nodes with degree r2, where we label the type-1 and
type-2 nodes such that r1 ≥ r2, where r2 ≥ 1 (note that for r2 = 1, the only
pair r -regular network is the star, which is pair (n− 2)-regular). We then
call the type-1 nodes high-degree nodes, and the type-2 nodes low-degree
nodes.

In Lemma 3.3, necessary conditions are formulated for pair r-regular
networks to be (max − 1)-proof under node deletion, as a function of the
number of links used and the distribution between low degree nodes and
high degree nodes.15 Since under node deletion, links should not be un-
equally distributed, we focus on the case where r is even; for r is odd, there
is a divisibility problem in that links simply cannot be equally distributed
over the two sides of a connected pair.

Lemma 3.3. Let r be even and ≥ 4 and let n1 and n2 be natural numbers.
Then in the set Γ

(max−1)
Dv

all pair r-regular networks g fulfill the following
conditions:

1. r2 > (r − 1)/2⇔ r2 > (r1 − 3) for Dv = (r − 1)

2. r2 > (r1 − 2) for Dv = (r − 1)

Γ
(max−1)
Dv

uses a minimal number of links if:

• r1 = r2 = (r + 2)/2, so that all nodes have the same degree, meaning
that we have a (r + 2)/2-regular network

Proof. We prove statements 1. and 2. independently.

1. If r2 ≤ (r − 1)/2, the disruptor is able to delete several nodes with
degree r2, by deleting all their neighbors.

2. To show that also low-degree nodes need to have a certain number of
links, consider two neighbors of a type-1 node x1. By definition, these
two neighbors are type-2 nodes. Each of them have (r2 − 1) type-1
neighbors other than x1. If [2 ∗ (r2 − 1) + 1] ≤ Dv = (r − 1), then by
taking all the [2(r2 − 1) + 1] type-1 neighbors of the two mentioned
type-2 nodes out, the disruptor can take out two extra nodes.

The minimality condition follows directly from statements 1 and 2 and
Lemma 2.4.

Lemma 3.3 thus shows that a distribution that is too unequal makes
it possible for the disruptor to remove multiple low-degree nodes from the

15Parallel to this lemma, Lemma 2.5 describes the necessary conditions for pair r-
regular networks to be (max− 1)-proof under link deletion.
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network. This puts a cap on how unequal the distribution may be. In Figure
3.2, we provide an example of this (where n = 12, r = 4 and Dv = 3). An
additional danger of an unequal link distribution is that the disruptor can
do a lot of damage by targeting the high-degree nodes. This can be seen in
network (a) in Figure 3.2, where by deleting three of the four high-degree
nodes, the disruptor can make sure that the network is almost completely
disconnected. The network in subfigure (b) on the other hand, which next
to being pair 4-regular is also a 3-regular graph, is (max− 1)-proof against
a disruption budget of Dv = 3. Here we have exactly the same number of
nodes in group n1 as in group n2 and the nodes in both groups receive the
same amount of links.

(a) 4 Core Nodes (b) 3-regular

Figure 3.2: Pair 4-regular Networks - Examples Node Deletion

In Lemma 3.3, we have only formulated necessary conditions for these
networks to be minimal (max− 1)-proof. So we cannot exclude that there
are other, non pair r-regular networks that use fewer links. However, using
Approach 2, we are still able to show that, for a budget that exactly allows
the designer to build a pair r-regular network with r1 = r2 = r+2

2 , the best
that the designer can do is to build the specified pair r-regular network.16

Lemma 3.3 states that in a minimal (max− 1)-proof network all nodes
receive the same amount of links. Consequently such a network is a regular
network. To determine the degree of regularity we need to look for, we can
use the relationship between regularity and pair regularity. If a network is
regular of degree r, then the degree of pair regularity is given by 2r − 2,
as every node in a pair has exactly r links but one of these links is to one
another. From the class of regular networks we here focus on circulant

16Note that for the case introduced in Figure 2.3, the network designer would need
to use 24 links to build a max -proof network including all 8 nodes. To build a max -
proof network connecting only 7 nodes, thus having a largest remaining component after
disruption of the same order as when building a (max−1)-proof network, he would need
to use 21 links.
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networks as introduced in Section 2.3. We here look at networks that start
with a jump a1 = 1, such that the network contains a circle including all
nodes. To fulfill the conditions on the necessary amount of neighbors in
the network it is straightforward to see that a jump a2 = 2 cannot be part
of the network, as otherwise a pair of nodes is linked to the same neighbor
and therefore would not have Dv + 1 neighbors. That no larger subset
has too few neighbors, can then be regulated via the jumps within any
circulant network. Looking at such networks (e.g. subfigure (b) in Figure
3.2), we can also see that Lemma 3.5 holds, as this network is not only
(max− 1)-proof against node deletion but also against link deletion.

We have thus shown that for node deletion under intermediate linking
costs the network designer should build a circle-like structure where all
nodes receive the same amount of links. In terms of the military application
introduced earlier, this means that for the case of targeting the actual
physical communication bases a circular component should be the basis
for any such network. Thereby, the network will not have any weak spots
which would be obvious targets.

3.5 Comparison Link Deletion and Node Deletion

In Chapter 2 and in this chapter, we have used the same basic model to
analyze the network designer’s best response to an attack on his network.
While in the previous chapter we focused on the attack on links of the
network, here we focused on an attack on the nodes of the network. Due
to the usage of the same model and the same set up of the analysis, we
can now compare the results that we have found. In this section we are
consequently looking at the question whether it matters for the structure
of robust networks whether the attack is targeting nodes or links in the
network.

3.5.1 Low Linking Costs

We have seen in the previous analyses that in case of low linking costs,
the designer’s best response network structure is the same for both cases,
node deletion and link deletion, with the case of node deletion being more
restrictive. What we will show in the following lemma is that for the case
Dv = Dl, the set of minimal max -proof networks under node deletion is a
subset of the set of minimal max -proof networks under link deletion. This
is illustrated in the following figure, which is only max -proof against link
deletion with Dl = 3 but not against node deletion with Dv = 3.17

17One of the central results of graph theory, known as Menger’s Theorem (see for
example Menger (1927)), shows that the robustness of a network to node or link deletion
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Figure 3.3: Proof against Link Deletion but not against Node Deletion

Lemma 3.4. For Dv = Dl, it holds that the set Γmax,minDv
is a subset of the

set Γmax,minDl
.

Proof. That Γmax,minDv
is a subset of the set Γmax,minDl

follows directly from
the conditions on max -proofness that state that every subset of nodes needs
a certain number of links or neighbors. To ensure x neighbors, at least x
links are needed. But since a subset of nodes can have links to the same
node outside the set, having x links to the rest of the network does not
ensure that a subset of nodes has x neighbors.

It is straightforward to see that for a given number of nodes, n, and for
Dl = Dv, the same amount of links is needed to build a network that is
max -proof against node deletion or against link deletion and in principle
the same structure is also needed, even though under node deletion more
nodes will necessarily be taken out.18 Thus if it is the designer’s purpose to
protect some absolute number of nodes, more links are needed in the case
of node deletion than in the case of link deletion, but the structure of the
best response network remains the same.

In terms of the military communications application introduced earlier,
this means that for low linking costs it need not matter for the structure
of the best-response network whether the attack is directed at the physical
parts of the network (thus the nodes) or at the frequencies (the links). If

can be defined in terms of the number of node disjoint paths (or link disjoint paths
respectively). The number of node disjoint paths (link disjoint paths), is given by the
number of different paths between two nodes that do not share a node (link). In this
sense, the reason that the network in Figure 3.3 is not max -proof under node deletion, is
because there are too few node disjoint paths between nodes due to the existence of the
top node and the bottom node. There are, however, a sufficient number of link disjoint
paths.

18Of course the actual size of the largest remaining component is smaller for node
deletion than for link deletion, but building a max -proof network is the best that the
network designer can achieve in both cases and the way the network needs to be structured
to reach max -proofness is the same.
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additional links are used as a defense mechanism and those are relatively
cheap to introduce, then constructing a rather highly connected symmetric
network is always a best response. A number of alternative best responses
to symmetric networks exist both under node deletion and under link dele-
tion. Both the symmetric networks and these alternatives have in common
that the designer does not construct local groups with few links between
the groups. To conclude from this that when facing node deletion and
link deletion the same structure will prove a best response for any level of
linking costs, however, would be wrong. As we will see in the following
sections, for higher linking costs it is indeed no longer true that the same
network structures can be used as best responses under node deletion and
link deletion.

3.5.2 High Linking Costs

We have seen in the analysis of high linking costs that while for node dele-
tion there is a trade-off for the network designer between building a large
but weak connected component in the pre-disruption network and a small
but very strong one, no such trade-off exists in the case of link deletion.
Therefore, unlike the case of low linking costs, the most robust network
topology is quite different for the two cases. In the link deletion case, it
is always optimal to include all nodes in the pre-disruption component,
whereas in the node deletion case, the network designer is better off leav-
ing out a number of nodes to build a smaller but stronger pre-disruption
network. In general it seems that in a network nodes are harder to protect
than links, not only because in the node deletion case nodes will be dis-
rupted by definition, but also because all links attached to a node may be
removed from the network once the node has been deleted. Therefore, it is
much harder to keep nodes safe from disruption than to keep links safe.

In terms of our communications network application, this means that
first of all, for high linking costs, it is important to know whether the
attack will be directed at the links or the nodes of the network. If the
links are being targeted, building a star network, taking into account that
in case of an attack some communication facilities will be lost, is the best
option. Should, on the other hand, the nodes be under attack, the only
viable option is to build a smaller network that is more highly connected.
Otherwise, even when taking out just a couple of nodes, the network as a
whole can be disconnected into a number of small, scattered groups.
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3.5.3 Intermediate Linking Costs

In the analysis of the case of intermediate linking costs, we have seen that
if the network designer is aiming for (max− 1)-proofness, he should build
a pair r-regular network for both the case of link deletion as well as the
case of node deletion. Just as in the analysis for low linking costs, we
have seen that the set of pair r-regular networks that is (max − 1)-proof
against node deletion is more restricted than the one that is (max − 1)-
proof against link deletion. As for the case of low linking costs we can
therefore directly state that the set of (max − 1)-proof networks for node
deletion will be a subset of the set of (max − 1)-proof networks for link
deletion. Unfortunately, unlike what is the case for r-regular networks,
it is not the case that all pair r-regular network connecting n nodes use
the same amount of links, since there are several ways to construct pair
r-regular networks and different numbers of links are used to build them.
Thus, while for r-regular networks we could state in Lemma 3.4 that every
minimal max -proof network for node deletion belonged to a subset of the
minimal max -proof networks for link deletion, here we can only state this
as a weaker condition, referring only to (max− 1)-proofness but not to the
minimality of the networks.

Lemma 3.5. The set of (max − 1)-proof networks under node deletion

Γ
(max−1)
Dv

, is a subset of the set of (max − 1)-proof networks under link

deletion Γ
(max−1)
Dl

.

Proof. We know that the set of (max − 1)-proof networks consists of the
set of pair r-regular networks. Therefore, each pair of nodes has exactly r
links to the rest of the network. By definition, having r direct neighbors
in the network, as is the requirement for (max − 1)-proofness for node
deletion, implies that a pair (or larger subset) of nodes needs to have r
links. However, a pair (or larger subset) of nodes having r links (as is the
requirement for (max − 1)-proofness under link deletion) does not imply
that they have r neighbors as the two players in the pair (or larger subset)
could have links to the same neighbor.

Taking into account the minimality of the pair r-regular networks, we
then found in the analysis that the structure of the set of minimal (max−1)-
proof networks under link deletion is quite different from the set of minimal
(max − 1)-proof networks under node deletion. In the analysis we have
shown that for link deletion the network designer should build star-like
structures with a number of central nodes that are highly connected and a
number of weak spots. For node deletion the network designer should build
a circle-like structure where all nodes receive the same amount of links.
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In terms of the military application introduced earlier, this means that
for the case of a possible attack on the links of the network, the network
designer should basically keep a star-like architecture of his network. This
star can be complemented with additional links in such a way that we may
have more than one central node. Building a network in such a way means
that at most one of the spokes can be disconnected, but due to this no
other line of communication will be completely closed down. For the case
of targeting the actual physical communication bases, this means that a
circular component should be the basis for any such network. Thereby,
the network will not have any weak spots which would be obvious targets.
Since the structures that are optimal for node deletion and link deletion
are fundamentally different, it is thus important to first find out whether
a possible attack will be targeting the physical means of communication or
the lines of communication.

3.6 Extensions

Finally, we will turn to looking at some extensions to the model we have an-
alyzed so far. Here we will look at both link deletion and node deletion. In
most applications of a network disruption model, there will be information
asymmetries, as either designer or disruptor lack information. Therefore,
we will investigate the robustness of our results in the case of asymmetric
information. In the first instance, we look at the case of lack of information
on the side of the network designer by keeping the information on what
type of disruption budget the network disruptor has private. Thus, while
the network designer knows the size of the network disruption budget, he
does not know whether the disruptor will attack links or nodes within the
network. In a second extension we consider lack of information on the side
of the network disruptor. Here we assume that the network disruptor does
not know the structure of the network, but only knows the number of nodes
within the network for the case of node deletion or the number of links for
the case of link deletion. He thus randomly attacks the network.

3.6.1 Asymmetric Information - Network Designer

For low linking costs, we have seen in Section 3.5.1 that the structure of
max -proof networks is the same independent of the type of attack. Thus,
since the same structure can be used as a best response for link deletion
and node deletion, adding uncertainty about the type of attack does not
matter for the analysis. The best response will remain to build a max -
proof network. Contrary to that, we have seen in Sections 2.4 and 3.3 that
for high linking costs the most robust network structures for link deletion
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and node deletion differ greatly. Whereas for link deletion the most robust
network structure for any disruption budget is the star network, for node
deletion we cannot make such a precise prediction. Since the optimal net-
work structure highly depends on the number of nodes and the size of the
disruption budget, we cannot compare it to the star network. However, we
have shown that leaving some nodes unconnected and building a max -proof
component is in any case a better response by the network designer than
the minimally connected network including all nodes or a cycle network
leaving one node unconnected. Since the max -proof component has clear
properties, we can compare it to the star network and in this way find a
lower boundary on the probability that the form of the attack will indeed
be link deletion, for him to find the star network a best reply. We cannot
exclude that there are better replies than the star network, even for this
lower bound. What we do provide is a necessary condition, for the star
network to be a best response.

Since we are comparing node deletion and link deletion when the dis-
ruption budget is of the same size, we denote Dv = Dl = D. We have
shown that under link deletion the largest remaining component in a star
network will be of size (n−Dl). Under node deletion, it is straightforward
to see that the largest remaining component will be of size 1 as the network
disruptor can simply disrupt the central node. For the network using less
than n nodes in the connected component, we have shown that given a
linking budget of B = (n − 1) exactly m = 2(n−1)

D+1 nodes can be used to
build a max -proof component. The size of the largest remaining compo-
nent for link deletion will then be 2(n−1)

Dl+1 and for node deletion it will be
2(n−1)
Dv+1 −Dv. Comparing these two payoffs we find that the lower boundary

on the probability that the attack will be directed towards the links of the
networks has to be at least 0.75 for the star network to be a better response
than the max -proof network. The 0.75 is chosen purely for convenience.
As it is only a necessary condition for a lower bound we did not calculate a
sharp bound. Given that the max -proof network is not necessarily the best
response of the network designer, this is thus a necessary but not sufficient
condition and therefore works as a lower boundary on the probability of
link deletion.

Proposition 3.6. For the case of high linking costs, where the network
designer has a linking budget of B = (n − 1), a necessary condition for
the star network to be a best-response structure, if the designer does not
know the type of the network disruptor’s budget, is that the probability of
an attack on the links of the network exceeds 0.75.

Proof. Assume α is the probability that the network designer faces link
deletion and β is the probability that he faces node deletion and that it
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holds that α+ β = 1.

α∗(n−D)+β∗1 > α∗m+β∗(m−D)⇔ α

β
>

2n− 3−D2 − 2D

nD − n−D2 −D + 2
(3.1)

Given the claim that the probability of link deletion, α, has to be at least
0.75, this needs to hold as long as α

β > 3. Thus:

α

β
>

2n− 3−D2 − 2D

nD − n−D2 −D + 2
> 3⇔ n >

9− 2D2 −D
5− 3D

(3.2)

For D = 1, the inequality is true for n > 3. Taking the derivative of the
right hand side, we see that it is decreasing in D. Thus it holds for any
n > 3. Consequently, for all n > 3, the star may only be a best response
network structure, if the believe of the network designer that the attack
will indeed be directed towards the links of the network exceeds 0.75. For
all cases where the believe that he deals with link deletion is below 0.75,
the star is never a best response network architecture.

This result can of course be explained by the fact that while max -proof
networks do well for node deletion as well as link deletion, the star network
is an extremely poor option for the case of node deletion. What we have
shown here is that while the max -proof network is not necessarily the best
network for node deletion under high linking costs, taking it as a point
of reference we at least get a lower boundary on the probability that the
network designer indeed faces link deletion for the star network to be a best
response if there is uncertainty about the type of attack.

3.6.2 Asymmetric Information - Network Disruptor

Now we are turning to the case of imperfect information on the side of the
network disruptor only. Thus, while the network designer knows whether
he is facing link deletion or node deletion, the network disruptor has im-
perfect information about the network structure. In this case imperfect
information is modeled as the network disruptor having no or only limited
information on the structure the network designer chooses. Consequently,
he randomly chooses which links or nodes to disrupt within this setting
as he does not know the structure of the network at all. Looking first at
the case of low linking costs, it is straightforward to see that the network
designer will still build a max -proof network in the case of link deletion
as well as node deletion. For both types of disruption, irrespective of the
network disruptor’s knowledge of the network structure he will not be able
to disconnect any additional node from the connected component. Thus,
the max -proof network remains a best response.
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To analyze the case of high linking costs, we first look at the case of
link deletion. Then we will turn to the case of node deletion. In both cases
we will first look at the intuition, before formally proving our results in
Proposition 3.7. For link deletion, it is easy to see that nothing changes
concerning the best response structure of the network designer. Building
a star network is a best reply in the case of perfect information and it
also holds for imperfect information. This is due to the fact that in the
star network, the deletion of links is random to begin with. As it does
not matter which links the network disruptor targets, he will always cause
the exact same amount of damage - namely, disconnecting one node per
targeted link. Therefore, in the case of imperfect information regarding
the network structure, there is no incentive for the network designer to
change anything, since already all n nodes are included in the connected
component, so he cannot build some structure that includes more nodes in
the belief that chances of the disruptor to hit specific important links are
too low.

For node deletion we have shown above that for the case of high linking
costs we cannot strictly define the best response architecture of the network
designer. Thus for the same reasons as in the previous section we use
the max -proof component here as a benchmark case. For B = (n − 1),

the network designer can then use m = 2(n−1)
Dv+1 nodes in the connected

component, leaving n−m nodes unconnected. Facing a random attack from
a network disruptor, the size of the largest remaining component depends
on the exact nodes the network disruptor disconnects - thus, whether he
disconnects nodes that are within the connected component or outside of it.
We assume here, that the network disruptor does not know the structure
of the connected component, but he knows which nodes are within the
connected component and will attack only these. Consider the case of
Dv = 1. The max -proof component is then the circle of order (n− 1) and
the largest remaining component will be given by (n− 2). Comparing this
with the largest remaining component in a star network which is given by
1
n ∗1 + (1− 1

n)∗ (n−1), we find that even for this case where only one node
needs to be left out to build a max -proof network, it holds that the largest
remaining component in the star network is larger than that in the circle
network for any n. Since for an increase in the disruption budget, even
more nodes need to be left out of the pre-disruption connected component
to make it max -proof, it is clear that the star will then also be a better
reply strategy than the max -proof component. Thus, it follows that for
node deletion for the case of high linking costs with imperfect information
on the side of the network disruptor the star network is a better response
than the max -proof network for any n.
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Proposition 3.7. If there is imperfect information on the side of the net-
work disruptor about the structure of the network, the best reply structure
for low linking costs is the max-proof network for both link deletion and
node deletion. For high linking cost the best reply structure for link deletion
is the star network, and for node deletion the star network is a better reply
than the max-proof component using less nodes, assuming that the network
disruptor knows which nodes are in the connected component.

Proof. For low linking costs the network designer is able to build a max -
proof network. Thus, with or without imperfect information the network
disruptor cannot cause any additional damage and can therefore randomly
delete links (nodes). The same holds for high linking costs and link dele-
tion where in the star network the deletion of links is random for perfect
information as well as imperfect information.

For the case of high linking costs and node deletion, comparing the ex-
pected payoff of the star network with that of the max -proof component for
the case of Dv ≥ 1, the expected order of the largest remaining component
when building a star network is Dv

n ∗ 1 + (1− Dv
n )(n−Dv), as the network

will be completely disconnected if the disruptor deletes the central node,
while the chances of deleting the central node are low. This can be rewrit-

ten as Dv−nDv+D2
v

n + n−Dv. The size of the largest remaining component

if the network designer builds a max -proof component will be 2(n−1)
Dv+1 −Dv,

if the disruptor only targets within the connected component. By defini-
tion then irrespective of which nodes he targets, no additional nodes can
be disconnected. Thus, comparing the two payoffs, the following needs to
hold for the star network to be a better response:

Dv − nDv +D2
v

n
+ n >

2(n− 1)

Dv + 1
(3.3)

It is straightforward to see that the right-hand side of the equation is strictly
increasing in Dv. Taking the partial derivative of the left-hand side with
respect to Dv, we find that the function has a minimum at Dv = n−1

2 and is
decreasing in Dv for Dv <

n−1
2 and increasing in DV for Dv >

n−1
2 . Since

the function is continuous and for all n > 1 the inequality in (3.3) holds for
Dv = 1 as well as at the minimum, which is reached at Dv = n−1

2 , we can
conclude that the inequality is always fulfilled.

We have, thus, seen in these robustness checks that for the case of
low linking costs, our model is robust to introducing imperfect information
on the side of the network designer as well as on the side of the network
disruptor. However, for the case of node deletion the star network becomes
a better response structure than the max -proof component using less than
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n nodes in many cases, whereas the max -proof component was a better
response in our original model.

3.7 Conclusion and Discussion

In this chapter we looked at the purely structural implications of network
design when the network is under the threat of an attack on its nodes.
Abstracting from asymmetric values of nodes or links, we looked at what
happens when a network is under attack by a network disruptor who is
attacking the nodes of the network. We analyzed the implications of differ-
ent linking costs on such a network structure and which network structures
were safe against attack.

Summarizing our results, when linking costs are low, the network de-
signer protects his network by constructing a regular network, where all
nodes are equally well protected. When linking costs are high, it is a best
response to leave some nodes out of the network, and build a smaller and
stronger component. For intermediate linking costs, our analysis suggests
that whenever possible, all nodes get the same degree.

Comparing link deletion and node deletion, it can be said that while the
optimal network structures start off completely differently for high linking
costs, they move to the same network structure if linking costs are low.
Additionally, for the case of intermediate linking costs, it can be seen that
while the optimal structures are more similar than for high linking costs
there are still decisive differences between best-response structures for node
deletion and link deletion. In cases where linking is extremely expensive,
the knowledge about whether nodes or links are a potential target for dis-
ruption is vitally important when forming a network that is to be as proof
as possible against disruption. Thus our analysis suggests that by increas-
ing linking costs, the knowledge about which part of the network is being
targeted becomes more vital for the network designer.

As for the analysis in Chapter 2, it also holds here that many possible
extensions to the model can be thought about. However, as the discussion
is largely analogue to the one in Chapter 2, we will not repeat it here.
Instead, what we will introduce here are some ideas on alternative modeling
decisions. In particular, there are multiple different ways in which the
defense technology could be altered. In Goyal and Vigier (2013) and Hong
(2008), a sort of “firewall” mechanism is used to defend certain key nodes.
Another idea would be to model a mechanism that stops the spread of an
attack through networks. Depending on the application one has in mind,
multiple other mechanisms could be modeled. Another modeling decision
that might be altered concerns the network disruptor. Future research
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might focus more on the disruptor and his incentives instead of focusing
on the effects network disruption has on network formation. Here it is
conceivable to use different attack strategies as well as different payoffs to
the disruptor.



Chapter 4

Network Disruption and the
Common Enemy Effect

The previous chapters, as well as other related literature,1 has mainly fo-
cused on robust designs against disruption. Therefore this work has focused
on games between a network designer and a network disruptor, not taking
into account the incentives of individual nodes within the network but only
the value of the network as a whole and the incentive it creates for the
network designer. Consequently, the effect of a network disruptor in this
work has always been strictly negative, as the introduction of a network
disruptor by definition will lead to lower value in the network if links and/or
nodes are taken out of the network. Contrary to this analysis, in this paper
we focus on the incentives of self-interested individual players to form a
network when faced with a network disruptor. Again, we assume that net-
work effects are positive, thus abstracting from any costs of linking, nodes
benefit from being linked to as many other nodes as possible. We find that
facing a network disruptor might actually have a positive effect on the in-
dividual nodes’ payoffs, since it allows for the formation of stable networks
that would not be formed without the threat of disruption. This leads to a
purely economic explanation of what has generally been termed the “com-
mon enemy effect”. The common enemy effect refers to the often observed
fact that groups manage to work together rather than not work together,
or work together more efficiently when facing a common enemy than when
there is no such threat. Thus the enemy might actually enhance efficiency
and cooperation although his goal is to do the exact opposite. Examples of
this are plenty. Think for example of a political coalition between parties
that usually stand for opposite ideas, joint demonstrations of different so-
cial and political groups against xenophobia, racism and climate policies,

1For examples see the literature overview in Chapter 2.
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or more recently the different groups that joined forces in the “occupy”-
movement protesting against the financial system. The groups of people,
countries, animals or parties working together against such a common en-
emy, can quite readily be depicted by means of networks - using nodes to
depict the players and links to show the relationship between the players
within the group. The analysis of the efficiency, stability and formation
of such networks has been studied quite extensively in the economics and
sociology literature. For a good overview see for example Goyal (2009)
or Jackson (2008). However, looking at the aforementioned real-world ex-
amples, it seems natural that the common enemy effect not only affects
how stable networks are but also has an influence on which networks may
be stable. In this chapter we thus study the impact the common enemy
effect has purely on the formation of such networks and whether it can
be explained in economic terms - thus by the incentives provided to the
individual players.2 Accordingly, this chapter studies the formation of a
network of self-interested, myopic players, when they are facing a common
enemy in form of a network disruptor whose goal it is to maximally decrease
the efficiency of the network and who, even though his presence might ac-
tually increase the value of the network, can not credibly commit to not
attacking the network.

To do so we use the basic case of the network formation model of Jackson
and Wolinsky (1996) and introduce a network disruptor to this setting.
Using the concept of pairwise stability that was introduced in their paper
- thus assuming that a network is stable if and only if no player wants to
delete a link and no pair of players wants to add a link - we investigate
which networks will be stable and efficient when an attack is faced. We
assume that each of the players owns one piece of non-rival information
that can be accessed by the other players if they are linked. To access the
information of other players, the players can form a network by adding or
deleting links. The network disruptor observes the network and can then
choose which links to disrupt and thereby try to cause maximal damage to
the network. As we assume that he wants to minimize the overall value of
the network, we model his preferences to be lexicographic such that he will
prefer one large component and 2 single nodes to one large component and
a pair of connected nodes. The interaction between the formation of the
network and the disruption yields a residual network consisting of one or
more components. This is the basis for the payoff of the players.

2We of course realize that once such a network is formed all sorts of psychological and
other factors play a role in how players will behave and how successful such a network
will be. What we look at, however, is purely an explanation of the common enemy effect
in terms of incentives of the individual players.
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4.1 Literature Review

The principal contribution of this paper is to propose a tractable model
of defense and attack of a network of self-interested and myopic players.
By doing so, we build on - and add to - several strands of literature. For
an overview of the literature on network formation and disruption, see the
literature overview in Chapter 2. Apart from the literature on networks, we
also add to the literature on the common enemy effect. The term and the
observation of this effect is by no means a new concept. It has been used as
early as 1918 to explain the psychology of punitive justice by Mead (1918),
who states that the greatest benefit of the punitive justice system (thus a
system in which breaking the laws is punished) is that it creates solidarity
among the people by turning the criminal into a common enemy. The
need to punish such common enemy then obliterates individual differences.
Since then, a diverse literature has developed that treats what we term the
“common enemy effect”. In sociology, Simmel (1908) introduced the in-
group out-group hypothesis, claiming that the presence of a common enemy
leads to more unity and internal cohesion in groups. Coser (1956) builds
on this idea and suggests that groups may even specifically search for, or
invent, a common enemy to foster cohesion. Following Coser (1956), Sirin
(2011) explores the common enemy effect in political science in the theory
of diversionary foreign policy (also known as the scapegoat hypothesis),
which argues that governments might actively seek a common enemy to
further cohesion amongst their citizens. Currently, the common enemy
effect is used in various literatures to explain a wide range of phenomena
from the formation of terrorist groups (see for example Metz (2003)), to the
formation of alliances amongst countries or against terrorism (e.g. Olson
and Zeckhauser (1966), Maoz et al. (2007) or Das and Roy Chowdhury
(2008)), from the cooperation among competing firms (Hamel and Prahalad
(1993)) to explaining why lions are hunting in groups (Mesterton-Gibbons
and Dugatkin (1992)).

In social psychology, attempts have been made to bring forward a theo-
retical foundation for the common enemy effect. Interestingly, these at-
tempts take place in a network setting. Heider (1982) looks at the networks
of relationships between people, where he characterizes relationships as ei-
ther positive or negative. In his social balance theory, he studies whether
networks or relationships indeed are only considered stable once they are
balanced - thus once friends of friends are friends and enemies of friends
are enemies. A dynamic analysis of how such networks may evolve can be
found in Antal et al. (2006). They use the example of changing alliances
in pre-World War 1 Europe to show that while such networks may be sta-
ble, they are not necessarily socially desirable. While these social balance
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studies obviously have the common enemy effect imbedded, they do not
specifically refer to it. They also start the analysis from pre-existing net-
works. Thus they are looking at how the common enemy effect and other
friendship relations influence the formation of stable alliances by changing
positive relationships to negative relationships or vice versa, but they do
not study how they influence the formation of new links.

In economics, to the best of our knowledge, there has not been a lot
of attention paid to the common enemy effect. A first theoretical paper
is by De Jaegher and Hoyer (2012), which explores the effect a common
enemy may have on cooperation in a public good game. They find that the
presence of a strategic common enemy, as opposed to Nature, can indeed
lead to cooperation in a public good game. However, they do not take
networks into account. Instead the paper is build around a public good
game, where the presence of a common enemy is contrasted with the pres-
ence of a non-strategic enemy, such as a natural disaster. Kovenock and
Roberson (2012) model a two-player Colonel Blotto game, in which player
A and player B both play against a third player C. Both A and B allocate
their resources over n battlefields, where in each battlefield the player using
more resources wins. Since C acts as a common enemy, there are equilibria
in which A may transfer endowments to B and both A and B are better off
than if such a transfer would not be possible. Billand et al. (2011) explore
a related problem. They look at a network formation model where players
initiate links forming an information network. Whereas we are looking at
the implications of a targeted attack on the links of the network, they ana-
lyze the implications of random node failure. Another interesting approach
has been taken in experimental economics. Both Bornstein et al. (2002)
and Riechmann and Weimann (2008) find in their experiments that there is
a positive effect of intergroup competition on coordination in weakest link
games, concluding that due to the competition in the game the coopera-
tive equilibrium becomes a focal point. In the Bornstein et al. (2002) and
Riechmann and Weimann (2008) papers, the common enemy effect is used
to explain why one out of a number of possible equilibria is chosen. In the
current paper, on the other hand, with a common enemy other equilibria
exist than without a common enemy. Thus we are not resorting to the focal
point theory or deal with equilibrium selection. What we are adding to the
literature then is a theoretical basis for the common enemy effect that is
not rooted in psychology but solely in the incentives of the players.

The rest of the paper is organized as follows. Section 4.2 presents the
model of network formation and disruption. Section 4.4 introduces the
benchmark case and sections 4.5 and 4.6 focus on the analysis of stable
networks, where we first introduce a complete characterization for the case
of a disruption budget of one and then move on to more general results.
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Section 4.7 then concludes the paper.

4.2 Model

We study a two stage game between a finite set of N = 1, 2, ..., n self-
interested, myopic players and a disruptor. Modeling the structure of such
a game can be achieved by using an undirected network model, consisting
of links and nodes. The disruptor is modeled as a network disruptor, who
has a disruption budget Dl consisting of a number of links that he can
destroy within the network. In the game the nodes building the network
move first.3 They build a network by adding costly links bilaterally and
deleting them unilaterally. The players know that an attack will ensue in
the following stage of the game and they also know the size of the network
disruptor’s disruption budget. At stage two, the network disruptor who has
observed the network, will choose which links to disrupt in the network.

In the network there are n individual self-interested players. The rela-
tions between the players are formally represented by a graph g, the links
of which capture the pairwise relations between players. Each player i has
one unit of non-rival information wi. For ease of exposition, we assume
that ∀i ∈ N : wi = 1. Thus the information player i possesses has the same
value to himself as it has to other players and the value of the information
each node possesses is the same. To obtain the piece of information node j
has, node i can either be directly or indirectly linked to j. To be directly
linked, node i needs to form a costly link to j. However, node j needs
to accept the link and both players incur the costs. Let gij denote a link
between any two players i and j and let there be a two-way flow of infor-
mation such that gij = gji and links are undirected. This means that if
gij ∈ g the nodes are directly linked (also called direct neighbors), whereas
if gij /∈ g, they are not directly linked to one another. We refer to a path in
g connecting i and j if a set of distinct nodes i1, ...., ik ⊂ N exists, such that
gi1,i2 , gi2,i3 , ..., gik−1,ik ⊂ g. Only if there is a path between any two nodes
we refer to them as connected. If there exists a path between node i and
node j (they are thus linked directly or indirectly to one another), node
i also gains access to all the information j has gathered through his links
from other nodes and all those nodes gain access to i’s information, as for
simplicity we assume that there is no decay.4 A component C of the graph
g is a connected subset. We use the notation Ci to denote a component
including node i, and |Ci| to denote its cardinality. A graph g plus link gij ,

3Nodes are also referred to as players in the network throughout the paper.
4Decay refers to any information loss in the transmission between two players that

is caused by the distance (length of the shortest path) between them.
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is denoted as g + gij . A graph without this link is denoted as g − gij . The
degree of connectivity of any node is denoted by η. If a player is connected
of degree η = 1, we refer to him as an end-player.

4.2.1 Payoffs and Value

To calculate the payoffs of the players taking into account the network dis-
ruption, we look at the graph g at two points in time, once before disruption
and once after disruption. The pre-disruption graph is labeled g1, where the
set of all g1ij forms the pre-disruption network g1. The post-disruption graph

is labeled g2, where the set of all g2ij forms the post-disruption network g2.
This is necessary, as the costs for linking depend on the pre-disruption net-
work and will be borne even if a particular link will be disrupted by the
network disruptor. The benefits of being linked to other players, however,
depends on the post-disruption network. This can be justified by looking
at the cost of linking as the costs of forming a connection, whereas the
benefits will only be gained via actual contact between the players, which
will not take place if the network disruptor takes out the link.

The overall payoff of node i can be derived from the value of its own
information and the information it obtains from the members of the com-
ponent it belongs to in g2 minus the cost of its direct links in g1. The
costs player i incurs are then defined as ci(g

1) =
∑

k:g1ik∈g1
cik and include

all direct links node i possesses in g1. The expected benefits player i gains
from the network after disruption are defined as bi(g

2) = wi+
∑

j∈Ni(g2)
wj ,

where Ni(g2) is the set of all nodes j 6= i for which there is a path in the
post-disruption network g2 between i and j.5 Since we assume that ∀i ∈ N :
wi = 1 we can rewrite this as bi(g

2) = |Ci(g2)|, where Ci(g
2) denotes the

component in the post-disruption network g2 to which i belongs. The over-
all expected payoff of node i, is then defined as ui(g) = bi(g

2)− ci(g1).
Following Myerson (1977) and Jackson and Wolinsky (1996), we assume

that the value of a network is the sum of all the individual utilities of the
players. Therefore we assume that the value of the network after disruption
is given by v(g2) =

∑
i∈N ui(g). Given the way we have defined the payoffs

of node i above, it is clear that the anticipation of the network disruptor’s
strategy in the second stage of the game is already reflected in the expected
payoff of each node and consequently also in the overall value of the network.
Given our assumptions on ui(g), this means that for the same number of
links, a network with more nodes connected in one component, will always

5Note that bi(g
2) calculates the expected benefits of a player, as those may be stochas-

tic, if the network disruptor follows a mixed strategy as is explained in the following. We
take the expected benefits to calculate the payoffs to player i, as he has to decide on links
before he knows which links will be disrupted.
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have a higher value than a network with less nodes. Since what we model
is essentially a communications network and the information is non-rival,
this assumption is reasonable. We call a network that maximizes v(g2) an
efficient network.6

4.2.2 Stability

We next come to the equilibrium concept employed. To define which pre-
disruption networks will be formed, we use the concept of pairwise stability,
as introduced in Jackson and Wolinsky (1996). In our model with a network
disruptor, this means that for any best response disruption strategy of
the disruptor (i.e. for any (possibly mixed) strategy of the disruptor on
which Dl links to delete), the players form a pre-disruption network that
is pairwise stable. Accordingly, nodes have the freedom to add or delete
links. However, while the decision on link deletion is unilateral, for link
formation both players need to consent. Thus, a pre-disruption network is
pairwise stable, if and only if, no player unilaterally wants to delete a link
and no pair of players wants to add a link, always taking into account that
the network will be disrupted and how the disruption will influence their
respective payoffs. This can be stated as:
A pre-disruption network g1 is pairwise stable iff

1. for all gij ∈ g1, ui(g) ≥ ui(g − gij) and uj(g) ≥ uj(g − gij), and

2. for all gij /∈ g1, ifui(g + gij) > ui(g) then uj(g + gij) < uj(g).

Thus at least one player needs to strictly prefer forming the link over
not forming a link, when the other player is indifferent. At the same time
no player strictly prefers deleting a link. Pairwise stable networks are de-
fined here with respect to the pre-disruption network as this is our focus of
interest, since we are interested in what networks players form to protect
themselves against disruption.

4.2.3 The Network Disruptor

At stage two, the network disruptor observes the pre-disruption network
g1 and can then choose how to disrupt it. The network disruptor has
a disruption budget Dl, where Dl ≥ 0, which refers to the number of
links the disruptor can take out of the network. In the model, the goal of

6Note that this concept of efficiency does not take into account the disruptor’s payoff.
This is due to the fact that the network disruptor is seen as an external force and we
analyze his influence on the network the nodes may form.
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the network disruptor is to minimize the overall value v(g2) of the post-
disruption network. We model this by assuming that the network disrup-
tor has lexicographic preferences.7 Formally this means that any post-
disruption network g2 can be characterized by the order of its components.
Consider a post-disruption network g2 with a set of N = 1, 2, 3, ..., n play-
ers. This can be characterized by ranking its components by their order.
So the network is characterized as C1, C2, ..., Ck, ..., Cm where it holds that
|C1| ≥ |C2| ≥ ... ≥ |Ck| ≥ ... ≥ |Cm| and |C1|+|C2|+...+|Ck|+...+|Cm| = n.
Given a pre-disruption network g1 including n players, we can then com-
pare two possible post-disruption networks g2a and g2b . Letting � denote the
preference relation, then for the network disruptor it holds that g2,a � g2,b
iff |Ca1 | < |Cb1| or |Cak | = |Cbk| and |Cak∗ | < |Cbk∗|, where k∗ is the largest
rank for which a component in g2a and a component in g2b with identical
rank have a different cardinality. This implies that the network disrup-
tor wants to minimize the order of the largest component. Additionally
it also means that given an equally sized largest component, the disruptor
prefers a network with a smaller second largest component. To minimize
the order of the largest component, he can follow a straightforward pro-
cedure, by first looking at the order of the largest component in possible
post-disruption networks, where he prefers the one with the smaller order.
Should the largest component be of the same order, he looks at the order
of the second largest component and so forth. By assuming lexicographic
preferences of the network disruptor, we can effectively model him as min-
imizing the value of the post-disruption network, given any pre-disruption
network using l links, as a whole.8 Costs for linking need not be taken
into account when comparing the values of the networks, as they will be
the same across all post-disruption networks given a disruptior with a dis-
ruption budget of Dl = x, since the disruptor will take out exactly x links
from the pre-disruption network. Thus, in effect, the network disruptor

7This poses a difference as compared to the analysis of Chapters 1 and 2. This is
due to the fact that we are now looking at the payoffs and incentives of individual nodes
within the network. Therefore we need to be able to also take their payoffs into account if
they are not part of the largest remaining component, which was the focus of our analysis
in the previous chapters.

8This may not hold in extreme cases. Consider the case of a network consisting of 15
players which are either split up in a component with 10 players and 5 singleton nodes,
or in a component with 9 players and a component with 6 players. According to his
lexicographic preferences, he will prefer the second option. However, the value of the
network in case 1 is 105 while it is 117 in the second case. Thus here the lexicographic
preferences would not coincide with minimizing the value of the network. As the network
disruptor starts from the same pre-disruption network though, it is straightforward to
see that such extreme cases do not come up. Instead the network disruptor’s decisions
will usually depend on the additional value of 1 player within a component, keeping the
rest of the same order.
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minimizes the sum of the benefits in the network.
The strategy of the network disruptor for any given network can be

described by the following Algorithm, as found in Chapter 2 for the case of
link deletion. The link connectivity λ of a graph, is defined as the smallest
number of links whose removal from the graph will lead to a disconnected
graph or a single node. From this definition follows the definition of link
cuts. A link cut L is a set of links whose removal will lead to a disconnected
graph or a set of single nodes. Thus for any given graph, a link cut has to
be of at least cardinality λ.
The Algorithm:

• Step 1. Consider the link connectivity λ. If Dl < λ, no link cut L
of a cardinality smaller than the disruption budget Dl exists, thus no
node can be disconnected. Stop. Otherwise move on to next step.

• Step 2a. Consider the cardinality of a link cut L such that g−L is
the empty graph. If L ≤ Dl, it is a best response for the network
disruptor to delete this link cut. Stop. Otherwise move on to the
next step.

• Step 2b. Consider the cardinality of all link cuts L such that the
largest connected component in g−L is of order 2. If L ≤ Dl, con-
sider the link cut(s) that is (are) in accordance with the disruptor’s
lexicographic preferences. Then it is a best response for the network
disruptor to delete this (one of these) link cut(s). Stop.

• Step 3. Consider the cardinality of all link cuts L such that the
largest component in g−L is of order y. If L ≤ Dl, consider the link
cut(s) that is (are) in accordance with the disruptor’s lexicographic
preferences. Then it is a best response for the network disruptor to
delete this (one of these) link cut(s). Stop. Otherwise move on to the
next step.

Increasing the order of y by one in each step, continue until a link cut is
found. By Step 1 we know that one has to be found, otherwise the disruptor
should have already stopped after Step 1.

4.2.4 Special Graphs

We end the modeling section by describing some key networks that will
play a role in our analysis.

The Empty Network The empty network is denoted by ge and defined
as a graph in which each node is connected of degree η = 0. There are thus
no links within such a graph.
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Minimally Connected Networks A network is minimally connected if
and only if it consists of n nodes which are all connected in one component
using exactly (n−1) links. Thus by definition there is no circle within such
a network.

The Star Network The star network is a minimally connected network,
denoted g∗ and consisting of one central node that is connected of degree
η = (n − 1) and has (n − 1) end-players. There are thus exactly (n − 1)
links within such a network.

The Line Network The line network is a minimally connected network
consisting of an alternating sequence of nodes and links, which begins and
ends with a node. Thus, there are exactly two end-players connected of
degree η = 1 and (n− 2) players connected of degree η = 2.

The Circle Network The circle network consists of n nodes connected
by exactly n links in such a way that each node is connected of degree
η = 2.

r-Regular Networks A network is r-regular if and only if it consist of
n nodes which are all connected in one component where each node is
connected of degree η = r. A special case of such a network is the circle
network for r = 2.

4.3 Example

To give some insight into the model and intuition for the following analysis,
we will first introduce a short example for the case of N = 4 players facing
a network disruptor with a disruption budget of Dl = 1. This case is an
interesting case study as for N = 4 we can show for each possible pre-
disruption network the payoffs to players, find the equilibria and explain
the reasoning that will be used throughout the paper. We look at both the
case of high linking costs and the case of low linking costs. The payoffs are
depicted in Figure 4.1. For the case of low linking costs (in the example
c = 0.5), we can look at Figure 4.1(a), for the case of high linking costs
(in the example c = 1.2) at Figure 4.1(b). The payoffs below each node
denote the payoff to players in the game without a network disruptor. The
payoffs given in brackets below denote the expected payoffs to players in
the game with a network disruptor. Note that for the game with a network
disruptor we use the expected payoffs, as the depicted networks are the pre-
disruption networks. Thus, if the network disruptor is indifferent between
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which link to target, players do not know which link will be targeted. They
consequently have to base their decisions about adding or deleting links
on their expected payoffs and therefore we show those in the figure. In
the figure, the links that the network disruptor will target are the dashed
links. If there is more than one dashed link in the network, this means that
the network disruptor is indifferent between which of these links to target
and he will decide randomly on one of them. The circled networks are
the possible equilibria, where the solid circle shows the networks that are
equilibria for the case without a network disruptor and the dashed circle
shows the networks that are equilibria for the case with a network disruptor.
Networks that are equilibria in both cases are depicted with both a solid
and a dashed circle.9 The value of the network in each case can easily be
calculated by adding the values of all the nodes in a network.

Stable Networks in the Benchmark Case The equilibria in the
benchmark case without disruption for low linking costs are the minimally
connected networks, which are the line and the star network. Not only are
they the only pairwise stable networks, they are also the most efficient net-
works in terms of the overall value of the network, which in both cases can
be calculated as v(g) = 13. This is caused by the fact that in this setting it
is worth to be linked to one node for the value of this one node alone, there-
fore connected networks have a higher value than non-connected ones. At
the same time, minimally connected networks achieve connectedness using
the least amount of links and are therefore the most efficient networks. For
the case of high linking costs, only the empty network, which has a value
of v(ge) = 4, is pairwise stable in the benchmark case. To see this, look
at the circle network. In the circle, there is always an incentive to delete
a link, as players get all the information also if they are only connected
in the line network. In Figure 4.1(b) this can be seen by comparing the
value of the end-players in the line with those of the players in the circle.
By deleting a link, the value of players increases from 1.6 to 2.8. However,
once players are in the line, there are end-players in the network and for
the case of high linking costs, it is not worth it to be linked to one node
for the value of that one node alone, as the cost for the link is higher than
the benefit of being linked to this one node. Thus any player linked to an
end-player has an incentive to delete this link. Accordingly the network
unravels and only the empty network is pairwise stable. Unlike for the case
of low linking costs, the stable network is not the most efficient network.

9Note that the equilibria here are only determined by the structure of the network,
not which players are in which position. Thus, for example, any other star network would
also be pairwise stable in the case without network disruption.
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Figure 4.1: Example with N=4 and Dl = 1
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The most efficient networks are still the minimally connected networks with
a value of v(g) = 8.8.

Stable Networks for Dl = 1 In the case with a network disruptor with a
disruption budget of Dl = 1, we find that the minimally connected networks
are no longer equilibria even for low linking costs and they also no longer
have the same value (for the star v(g∗) = 7 and for the line v(g) = 5). The
networks do not have the same value any longer, as post-disruption in the
case of the star there are still 3 players connected in one component, whereas
there are only 2 players connected in one component in the case of the line
network. They are no longer pairwise stable, as in the line network, there
is an incentive for the two end-players to add a link to move towards the
circle network, which increases their payoff as the post-disruption network
will consist of 4 players instead of 2 components with 2 players. If linking
costs are high on the other hand, the two players with 2 links have an
incentive to delete a link, as costs are so high that the additional payoff
is no longer worth the cost of the additional link. For the star network,
the players are not sure which of the three links will be targeted, as the
network disruptor is indifferent between them. In all cases he will cause
the post-disruption network to consist of one component of order 3 and one
component of order 1. For the costs as we have chosen them now, however,
every pair of end-players has an incentive to add a link between them, as
then they will remain safe within the connected component. If costs are
very high, the central player has an incentive to delete a link, as it is not
worth it for him to be linked to an end-player. This general logic holds
for minimally connected networks throughout our analysis. For low costs,
players can ensure that they will remain within the network by adding a
link and for high costs, there are incentives for deleting a link.10

Networks that are pairwise stable for the case of network disruption
are the empty network, the separated network and the circle, for both low
and high linking costs. The empty network is pairwise stable even for low
linking costs, as any link that players could add would then be the only
link in the network and thus an automatic target for the network disruptor.
Therefore, the post-disruption network would be the empty network again.
By adding a link players would thus simply increase their costs but not
change their benefits. The same reasoning stands behind the separated
equilibrium. Even for low costs, there is no incentive for adding a link to
the isolated node as this link will be the automatic target of the network

10As we will show below, for the star, chances for each single end-player to be discon-
nected are very low, therefore for some specific cases, the star network may be pairwise
stable. Other minimally connected networks are never pairwise stable.
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disruptor as he cannot cause any damage in the connected component. The
circle network is an equilibrium as here the network disruptor cannot cause
any damage, whereas if players delete a link the disruptor could cut the
network into two components.

Value and Efficiency If we compare the value of these equilibrium
networks with those of the benchmark case, we find that for low linking cost
the presence of a network disruptor has a definitely negative effect. While
the value of the minimally connected networks are given by v(g) = 13,
the empty network has a value of only v(ge) = 4, the separated network
of v(g) = 7 and the circle of v(g) = 12. Thus even the circle network,
where all players remain connected in one component also after disruption,
has a lower value than the minimally connected networks as too many
additional links are used to build the network. For high linking costs, quite
counterintuitively, the network disruptor may actually have a positive effect
on the value of the overall network. Looking at the value of the circle
network for the case of high linking costs, we find that it is v(g) = 6.4,
which is higher than the value of the empty network. For high linking
costs we can thus observe the common enemy effect. Individual players
are able to cooperate on a connected equilibrium which they are not able
to do without the presence of a network disruptor. This can be explained
as follows: As we have seen above, in the benchmark case, myopic players
always have an incentive to delete a link in the circle network as they
will receive the same information with and without that link. In the case
with a network disruptor this is not the case. In the circle network, the
network disruptor cannot cause any damage to the network, so all players
can access all information also post-disruption. By deleting a link, however,
the network disruptor can cause damage and players will loose access to
the information of half the network. Therefore, the incentives to stay in
the circle network are much larger than in the case without the network
disruptor. In the further analysis we will show that this reasoning indeed
holds for a number of general cases and not just in this stylized example.

4.4 Benchmark Case

We will begin the analysis by looking at a benchmark case in which there
is no network disruptor. We are then in the case analyzed by Jackson
and Wolinsky (1996) in the symmetric connections model with Dl = 0 and
no decay.11 The main distinction in the analysis is between low linking

11In the paper Jackson and Wolinsky (1996) also develop the co-author model, which
we do not treat here.



4.4. Benchmark Case 85

costs, thus linking costs for which it is worth to be linked to one node for
the value of that one node alone, and high linking costs, thus costs for
which it is not worth to be linked to one node for the value of that node
alone. While Jackson and Wolinsky (1996) do not treat the case without
decay, δ, explicitly, it is straightforward to extend their results to such a
case. Adjusting their findings to δ = 1 where there is no information lost
along the way, we find that for costs below 1, the only efficient networks
are all minimally connected networks. These networks are also the only
networks that are pairwise stable for low linking costs. In the original
result in Jackson and Wolinsky (1996), the only efficient network is the star.
This is due to the fact that the star network has the smallest diameter of
any minimally connected network and therefore the least information will
be lost along the way. Abstracting from decay, however, all minimally
connected networks are equally efficient. For high linking costs, different
architectures may be efficient. However, the only pairwise stable network,
is the empty network. This result diverges somewhat from the results
presented in Jackson and Wolinsky (1996) and therefore deserves some
more explanation. In their paper, it is stated that each pairwise stable
network for δ < c is such that each player has at least 2 links, as no player
is willing to be linked to an end-player, since the value of the information
of one player alone is lower than the costs of linking. Thus, the marginal
benefits of being linked to a player are negative. For the case of no decay,
however, the only pairwise stable network is the empty network, ge. As
again, no player is willing to be linked to an end-player, and each minimally
connected network has at least two end-players. Being in a circle however,
is not a best response either, since each player has an incentive to delete
one link because he also gets all the information when he is at the end of a
line network if there is no decay in the model. By deleting a link, the player
becomes an end-player and thus the network will unravel.12 While being
the only pairwise stable network, the empty network is not necessarily the
most efficient network. Depending on the size of the linking costs, connected
networks will be more efficient, however, they are never stable. Take for
example any minimally connected network. The value of the network v(g∗)
will then be v(g∗) = n2 − 2(n− 1)c. As compared to that the value of the
empty network is v(ge) = n. Comparing these two, we find that the star

network is more efficient than the empty network if n2−n
2n−2 > c > 1, which

is always possible for n > 2. Take for example the case of n = 12. Then
it holds that the star network is more efficient than the empty network
for 6 > c > 1. Thus, while the empty network is the only pairwise stable
network it is not necessarily an efficient network. Accordingly the main

12For another explanation of this, see also the example given in the previous section.
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tradeoff in the model by Jackson and Wolinsky (1996), especially in the
case of high linking costs, is between stability and efficiency of a network.

4.5 Full Characterization for a Disruption Budget
of Dl = 1

Before turning to a general analysis of the case where there is a disruptor
with a positive disruption budget, we will first provide a full characteriza-
tion of the case where the disruption budget is equal to one, thus where
it holds that Dl = 1. This will provide intuition for the analysis of the
general case which will then follow. To break the analysis down into parts
we begin by looking at special classes of networks, starting with minimally
connected networks and then looking at regular networks. Since minimally
connected networks are the only networks that are pairwise stable for low
linking costs in the benchmark case, they offer a good starting point for the
analysis. We do not explicitly split the analysis up between high and low
linking costs, as the results and proofs are very similar. We do, however,
show the differences in the effect a network disruptor has, depending on the
linking costs. Since we have normalized the value of each node to wi = 1,
this means that we call c < 1 low linking costs and c > 1 high linking costs.
We will now look at the analysis of the case of Dl = 1 and then turn to a
general analysis.

4.5.1 Minimally Connected Networks and Networks with
only one Link Independent Path

In any network in which at least one pair of nodes is only connected via
one link independent path, a network disruptor with a disruption budget
of Dl = 1 can disconnect at least one node from the network.13 This
implies that in such a network there is at least one link cut of cardinality
one. The set of minimally connected networks is a subset of the set of
networks in which there is at least one pair that is only connected via one
link independent path, since by definition, they do not contain any circles.14

Consequently, a disruptor with a disruption budget of Dl = 1 can minimally
disconnect 1 node from the network (as is the case in the star network). To
analyze such networks, we will first look at minimally connected networks
and then networks that include at least one pair of nodes only connected

13The number of link independent paths between two nodes is the number of different
path that do not share any link.

14In effect, in minimally connected networks all pairs of nodes are connected via only
one link independent path.
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via one link independent path in general.
We first look at the star network, g∗. It constitutes an exception to

other minimally connected networks in terms of its architecture. In the star
network, there are exactly (n−1) end-players and only 1 central node, which
is connected of degree η = (n − 1) so that with each deleted link exactly
one node can be disconnected from the network, whereas in every other
minimally connected network there are fewer end-players. In a star network,
therefore, the chance of any one of the end-players to be disconnected is
lower than in any other minimally connected network, namely only 1

n−1 .
Still, the end-players, may have incentives to add or delete links. To check
for pairwise stability, we need to show that no player will be better off
by deleting a link and no pair of players will be better off by adding a
link. For a disruption budget of Dl = 1, here adding a link means that
the node will be safe within the network, as by adding any link it will be
part of a circle and cannot be disconnected from the rest of the network
by a network disruptor. For the central player, it is straightforward to see
that for linking costs below one, he will never have an incentive to delete a
single link, as that would automatically lead to a decrease in the order of
the largest remaining component by 1. For high linking costs, however, the
central player may have an incentive to delete a link. Here, as in the whole
paper, we only look at simple networks, thus networks in which players
are either linked or they are not linked. We do not take into account the
possibility of more than one link between players, as this does not seem
relevant in the setting of information networks.

Lemma 4.1. For a disruption budget of Dl = 1, the star network g∗ is
pairwise stable only iff 1− 1

n−1 < c < 1 for n > 3.

Proof. The payoff to any end-player i in the star network is ui(g
∗) = 1

n−1 ∗
1 + (1 − 1

n−1)(n − 1) − c, where the first part of the function denotes the
payoff should node i be disconnected and the second part denotes the payoff
should node i not be disconnected. Adding a link to any other end-player
j ensures node i that he will remain in the network.15 His payoff is thus
ui(g

∗+ gij) = n−1−2c. Comparing the two payoffs, we find that ui(g
∗) >

ui(g
∗ + gij) only holds if c > 1 − 1

n−1 . The payoff of the central player
z is uz(g

∗) = (n − 1) − (n − 1)c. Should he delete a link to an end-
player i, his payoff is uz(g

∗ − gzi) = (n − 2) − (n − 2)c. For any c < 1
it holds that uz(g

∗) > uz(g
∗ − gzi), however, for any c > 1, it holds that

uz(g
∗ − gzi) > uz(g

∗). Thus the star network is only pairwise stable for
1− 1

n−1 < c < 1.

15An exception here is the case of n = 3 as then no other node can be disconnected.
However, then the star network is also equal to the line and can be analyzed as such.
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Only for a very small cost range, do we find the star network to be
pairwise stable. Moreover, for an increasing number of players the cost
range for pairwise stability is getting smaller. Consequently, the overall
range for which the star network is pairwise stable is very small.

We will now turn to other minimally connected structures and networks
including at least one pair of nodes that is only connected via one link
independent path in general. That these networks contain at least one pair
of nodes that is only connected via one link independent path implies that
independent of the remaining structure of the network, a network disruptor
with a disruption budget of Dl = 1 can disconnect at least one node. We
will refer to these networks as critical link networks.

Definition 4.1. Critical link networks are all networks in which at least
one pair of nodes is only connected via one link independent path. Thus,
these are all networks in which there is at least one critical link upon which
deletion the network is split into two components.

We have seen above that the star network, which is the network where
the chance for every single node to be disconnected is smallest is only pair-
wise stable for a very small cost range. Consequently we do not expect other
minimally connected structures, or critical link networks in general, to be
pairwise stable. To analyze these types of networks, we will make a distinc-
tion between different types of pre-disruption networks, which we define as
stochastic-pd networks and non-stochastic-pd networks, where “pd” stands
for post-disruption. This can lead to confusion, as the networks we typify
are pre-disruption networks, however, whether they are stochastic or not is
determined by the possible post-disruption networks. Informally speaking,
stochastic-pd networks are all such networks as the star, where the disrup-
tor is indifferent between deleting a number of links. Consequently, players
in such a network do not know what their payoff after disruption will be,
as the order of the component they belong to after disruption depends
on which link the disruptor takes out. Non-stochastic-pd networks, are
then those networks where the network disruptor will certainly target one
specific link. Consequently, players know exactly what their payoff after
disruption will be. In the example in Section 4.3, non-stochastic-pd net-
works are those where there is only one dashed line in the graphs, whereas
stochastic-pd networks are all those where there are multiple dashed lines
in the graphs.

Definition 4.2. A stochastic-pd network, is any pre-disruption network
in which the network disruptor is indifferent between disrupting multiple
different links. A non-stochastic-pd network, is any pre-disruption network
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where the network disruptor has a clear preference for targeting a specific
(set of) link(s).16

Examples of such networks can be found in Figure 4.2, where subfigures
4.2(a) and 4.2(b) are examples of minimally connected networks and subfig-
ures 4.2(c) and 4.2(d) are examples of connected network structures which
are not minimally connected but belong to the set of critical link networks.
Subfigures 4.2(a) and 4.2(c), are examples of stochastic-pd networks. In
these networks, the network disruptor is indifferent between targeting mul-
tiple links, as he only cares about the order of the remaining components,
which is the same independent of which component he disconnects. In non-
stochastic-pd networks, such as the ones in subfigures 4.2(b) and 4.2(d),
on the other hand, there is only one component that will definitely be dis-
connected. In the following, we will show that neither of these types of
networks is pairwise stable.

(a) Stochastic-pd

Network

(b) Non-stochastic-pd Network

(c) Stochastic-pd Network (d) Non-stochastic-pd Network

Figure 4.2: Stochastic - and Non-stochastic-pd Networks

Looking first at stochastic-pd networks, we can follow the reasoning
given in the example in Section 4.3 for the star network to show why they

16This means that in non-stochastic-pd networks the network disruptor’s best response
is a pure strategy, whereas in stochastic-pd networks his best response is a mixed strategy.
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are not pairwise stable. Each player in a stochastic-pd network knows that
with a given probability he (and several other nodes he is linked to) will be
disconnected from the rest of the network. The likelihood of being discon-
nected depends on the number of possible target links (3 in the example,
where the likelihood of being disconnected was thus 1

3). By deleting a link
to an end-player, nodes can ensure that their component will not be tar-
geted as it is smaller than the rest, thus for relatively high cost, players will
do this. For low costs, players can ensure they remain in the component by
adding a link to a node in another component, thus forming a circle and
forcing the disruptor to disconnect one of the other components. In the
following lemma, we will show that there is no cost range for which players
will not either have an incentive to add a link or delete a link and thus that
these networks are not pairwise stable.

Looking at non-stochastic-pd networks, we can follow the reasoning
given in the example in Section 4.3 for the line network to show why they
are not pairwise stable. In any non-stochastic-pd networks, players know
exactly which link will be targeted and what order the component will have
which they will be a part of in the post-disruption network. Assuming that
he will not cut the network into two equally ordered and shaped compo-
nents (this is for example given in 4.2(d)), and that given his preferences,
the network disruptor would disrupt in the component Ci which includes
node i, should link gij not exist, it is straightforward to see that node j
would benefit from deleting the link. The payoff of node j would be sim-
ply determined by the order of Cj , however, he only needs one link less
to achieve this payoff if he deletes his link to node i.17 If the components
are of the same order and shape on the other hand, for low costs, they can
increase the size of their payoff by adding a link to a node in the other
post-disruption component, thereby forming a circle (possibly including all
nodes but not necessarily) and forcing the disruptor to target some other
link (in the example, add a link to complete the circle). For high costs, there
are incentives to delete a link so that the disruptor changes his strategy (in
the example, players with 2 links will delete their joined link).

Lemma 4.2. For a disruption budget of Dl = 1, any critical link network
consisting of one connected component is not pairwise stable unless it is the
star network.

Proof. We first prove this for stochastic-pd networks and then for non-
stochastic-pd networks, which consist critical link networks consisting of
one connected component.

17Note that this case also covers a network where the disruptor could disconnect nodes
in Ci but not in Cj .
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• In stochastic-pd networks there are m ≥ 2 links that connect equally
sized components to the rest of the network. Consequently, each one
of these m links is an equally likely target for the network disruptor.
Assume each of the components is of order |y|. Then the payoff for any
node k in one of the components is uk(g) = 1

m |y|+(1− 1
m)(n−|y|)−vc,

where v denotes the number of links k has.

1. Assume any of the components is not minimally connected and
that k and l are part of this component. Then take any link kl
upon deletion of which the component still remains connected.
Node k’s payoff if this link is taken out is then given by uk(g −
gkl) = 1

m |y|+ (1− 1
m)(n− |y|)− (v − 1)c, which is always larger

than uk(g).Thus the network is never pairwise stable.

2. Assume component Ck is minimally connected. Then let node
k be linked to an end-player r. As the component is minimally
connected, it has at least 2 end-players. If node k deletes the
link to node r, the component is only of order (|y| − 1) and thus
no longer a target of the network disruptor. Thus, the payoff of
node k will be uk(g − gkr) = n− |y| − 1− (v − 1)c. Comparing
this payoff with uk(g) we find that there is always an incentive to

delete the links unless 2|y|−n
m +1 > c. Now consider node k adding

a link to node i in one of the other components of order |y|. To
show that a stochastic critical link network is not pairwise stable,
we need to show that when players do not have an incentive to
delete a link in a minimally connected component, there is an
incentive for two players in different components to form a link
gik between them. To analyze if this is the case, we need to
distinguish between 2 cases based on the number of components
in the network:

– Assume m ≥ 3. If there is a link gki, the network disruptor
will then disrupt one of the components of order |y| that
does not include k or i, as they have formed a circle by
adding the link. The payoff to node k is thus uk(g + gki) =
n− |y| − (v + 1)c and the network is only pairwise stable if

−n−2|y|
m +1 > c > n−2|y|

m . This may only hold if m2 > n−2|y|
and at the same time we know that n ≥ m|y| + 1. We can
merge these two conditions as m

2 > m|y| + 1 − 2|y|, which
can be rewritten as m − 2 > 2|y|(m − 2). This, however,
may only be fulfilled if 2 > m. But by assumption we have
that m ≥ 3 and consequently such a network is not pairwise
stable.
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– Assume m = 2. The link gki then ensures that neither of
the two links that were previously possible target links can
now be disconnected. Thus the payoff to node k is given
by uk(g + gki) = n − z − (v + 1)c, where z denotes the
number of nodes that can now be disconnected and where it
needs to hold that z < |y|, as otherwise the disruptor would
have disconnected z nodes before. The network is then only
pairwise stable if −n−2|y|

m + 1 > c > n−2|y|
m + |y| − z holds.

This may only hold if −2n−2|y|m > |y|−z−1. As n ≥ 2|y|+1,
the left hand side is smaller than 0 whereas the righthand
side is at least 0. Thus, the network is not pairwise stable.

• In non-stochastic-pd networks, by definition, there is a link cut of
cardinality 1 that the network disruptor strictly prefers to delete.
Let this targeted link cut be gij and assume that without link gij the
network will consist of two separate components Ci and Cj , where
Ci includes node i and Cj includes node j. We can then distinguish
between two cases:

1. Assume that without link gij , the network disruptor will dis-
rupt in component Ci. Then the payoff for node j if link gij is
maintained is uj(g) = |Cj | − vc, where v denotes the number
of links node j has. If j cuts the link to player i on the other
hand, his payoff is uj(g − gij) = |Cj | − (v − 1)c. Independent of
linking costs, it thus always holds that uj(g − gij) > uj(g) and
the network is therefore not pairwise stable.

2. Assume that without link gij , the network disruptor is indif-
ferent between disrupting in component Ci or Cj or not able to
cause any damage in either component. We can then distinguish
between two cases.

– Assume Ci and Cj are not minimally connected. Then take
any link gkl in Ci upon deletion of which the component
still remains connected. Node k’s payoff if this link is taken
out is then given by uk(g − gkl) = |Ci| − (v − 1)c, whereas
the payoff with the link is uk(g) = |Ci| − vc which is always
smaller than uk(g− gkl).Thus the network is never pairwise
stable.

– Assume Ci and Cj are minimally connected. Then look at
any node k connected to an end-player l in Ci. Node k’s pay-
off in the original network is then given by uk(g) = |Ci|−vc.
If node k deletes the link to end-player l, his payoff depends
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on the possibly changed best response strategy of the net-
work disruptor. Given that the network disruptor had a
clear preference for disrupting link gij before and is indiffer-
ent between disrupting in Ci or Cj if gij is not kept, even
if he changes his strategy now, node k’s payoff is minimally
uk(g − gkl) = |Ci| − 1 − (v − 1)c. Node k then has an in-
centive to delete the link if c > 1. If node k adds a link
to node t in Cj , they automatically form a circle, thereby
ensuring that there is more than one link independent path
between them, thus making link gij no longer the targeted
link. The payoff for node k after disruption will at least be
uk(g + gkt) = |Ci| + |Cj | − z − (v + 1)c, where z denotes
the number of nodes that can be disconnected from from
the new joint component if there is a link between k and t.
There is an incentive to add the link for node k then only
if |Cj | − z > c. For pairwise stability it would thus need to
hold that 1 > c > |Cj | − z. However, this never holds as
z < |Cj |, because otherwise link gij would not have been the
only target in the first place. Consequently the network is
not pairwise stable.

That the star network is pairwise stable for some cost ranges follows from
Lemma 4.1.

We have hereby shown that the results and intuitions shown in the ex-
ample in Section 4.3 can be generalized to a larger number of players. Again
we find that unlike in the benchmark case, where minimally connected net-
works were stable and efficient for low linking costs, minimally connected
networks consisting of one component are not stable when facing a network
disruptor, with the exception of the star network (and there only for a very
small range of linking costs, namely 1− 1

n−1 < c < 1). The same holds for
any critical link network. For high linking costs, the same holds. However,
here this does not change the result of the benchmark case, as for high
linking costs, also without the threat of a network disruptor, minimally
connected networks are not pairwise stable.

Given that minimally connected networks except for the star are never
pairwise stable, we need to look for different network structures that may
be pairwise stable. In Chapter 2, in a purely structural model of net-
work disruption and defense between a network designer and disruptor, it
was found that a class of networks, known as regular networks, which are
completely symmetric in the sense that each player has the exact same
number of links as any other player in the network, are completely proof
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against disruption. As vulnerability of the network seems to be one of the
main reasons for the lack of stability in the networks we have discussed so
far, we will thus now analyze a generalization of regular networks, namely
networks with a generalized circle structure (as defined in the following sec-
tion), which are completely robust against disruption, to see whether such
networks will also be pairwise stable in a model where nodes, instead of a
network designer, face the network disruptor.

4.5.2 General Networks

Having looked at networks that include at least one pair of nodes that is
only connected via one link independent path, we will now turn to the re-
maining possible networks consisting of one component, namely all those
networks where each pair of players is linked via more than one link inde-
pendent path. In such networks there is no pair of nodes that is connected
via only one link independent path; thus there are no end-players in these
networks. We term such networks, networks with a generalized circle struc-
ture, as defined below. As we do not make any claims on the structure of
these networks, this set of networks includes all remaining connected pre-
disruption networks, next to the ones we have already discussed in the
previous section.

Definition 4.3. A network has a generalized circle structure, if each pair
of nodes is connected via at least two link independent paths.

It is obvious that networks that have such a generalized circle struc-
ture are safe against disruption, however, they are not necessarily pairwise
stable. Networks with a generalized circle structure may only be pairwise
stable, if there are no redundant links in the sense that as soon as one
link is taken out, the network disruptor can disconnect at least one node.
Consequently, every link is critical to the robustness of the network. This
means that there is at least one pair of nodes between which there are only
exactly 2 link independent paths. If this is not the case, there is at least
one redundant link in the network.

Definition 4.4. Networks without redundant links are all those networks
where each pair of players is connected via at least two link independent
paths and that are therefore safe against disruption by a network disruptor
with a disruption budget of Dl = 1. In such networks, each link is critical
in the sense that if any of the links were to be deleted the network would
be no longer safe against disruption.

One obvious example of such a network is the circle network. It is safe
against a network disruptor with a disruption budget of Dl = 1. However,
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as soon as one node in the circle decides to delete one link, the network
disruptor can cut the network into two separate components by taking out
one link. While the circle network is the network architecture without re-
dundant links that uses the least amount of links, it is not the only network
with a generalized circle structure without redundant links.18 As an exam-
ple, we will introduce another set of networks that fulfills the requirement
of having no redundant links when facing a network disruptor with a dis-
ruption budget of Dl = 1, namely spanning circles, which are defined as
follows.

Definition 4.5. A spanning circle is a network in which there are exactly
two link independent path between any two nodes.

This means that in a spanning circle any node i and j are connected by
exactly 2 different paths that do not share any links. The circle network
is an example of such a spanning circle. However, next to the circle, a
spanning circle can also include one or more central nodes, as depicted in
Figure 4.3(b) below. In Figure 4.3(c) we have depicted another network
that has a generalized circle structure and does not contain any redundant
links, but is not a spanning circle.

(a) Circle (b) Spanning Circle (c) Nested Circle

Figure 4.3: Networks (n=9) without Redundant Links for Dl = 1

Such networks are pairwise stable, as in each one of these networks,
should any of the players delete a link, the network will no longer be robust
against disruption. Therefore, when deleting a link, the players lose the
additional information of at least one player. Thus as long as linking costs
are not too high, players do not have an incentive to do so. In the previous

18The circle network is a 2 regular network, meaning that every node receives exactly
2 links. Consequently, there are exactly 2 link independent paths between every pair of
nodes. As the circle network is the only 2-regular structure, it is thus obvious that it is
the only generalized circle structure that only uses n links.
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figure, we can see that in the circle as well as in the spanning circle and the
nested circle in Subfigures 4.3(b) and 4.3(c), by deleting a link the player
will enable the network disruptor to disconnect at least one node from the
connected component. For low linking costs, there is consequently never
an incentive to delete a link. However, for high costs, players might rather
take into account that they will be in a smaller component but have to pay
for less links to do so. Adding a link does not make sense for any of the
players under any linking costs, as they are already safe within the network
and adding a link would only add costs. While all three networks are thus
pairwise stable, they differ in terms of efficiency as the circle only uses 9
links to achieve stability, while the spanning circle uses 10 links and the
nested circle uses 12 links.

Lemma 4.3. Any network that has a generalized circle structure and no
redundant links, will be pairwise stable against a network disruptor with a
disruption budget of Dl = 1, for |y| > c, where |y| denotes the order of any
component that can be disconnected if players decide to delete a link.

Proof. Take any node i in a network with a generalized circle structure
without redundant links. It’s payoff will be defined as ui(g) = n−vc, where
v denotes the number of links that node i possesses. Should player i delete
a link, his payoff will be ui(g− gij) = (n−|y|)− (v− 1)c, where |y| denotes
the order of the disconnected component.19 If c < |y|, it always holds that
ui(g) > ui(g−gij). Adding a link will only increase the costs, while keeping
the size of the component the same. Consequently, ui(g) > ui(g + gij) and
the network is pairwise stable for |y| > c.

Looking at the different networks in Figure 4.3, we can see that for the
strict circle, the order of y will be n

2 , no matter which node deletes a link.
For the network in Figure 4.3(b) the order of y depends on which node
decides to delete a link, but it will in any case be of at least order 2. For
the network in Figure 4.3(c) the order of y is equal to 1. This means that
the cost range for which such a network may be pairwise stable is maximal
for the circle and it holds that 1 ≤ y ≤ n

2 .
Any network with a generalized circle structure that has redundant

links is not pairwise stable, as there is always an incentive to delete a link
for players incident to the redundant link. As players are already safe
within the network in any form of a circle network, when facing a network
disruptor with a disruption budget of Dl = 1, any additional link will only
add costs but not benefits. Thus, players in such a network that have links

19—y— could be stochastic. For example if you take the circle with n = 9, a player
will either remain in a component of order 4 or order 5, in which case for the sake of
calculation we would assume |y| = 4.5. This does not change the results though.
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additional to the links needed to form a spanning circle always have an
incentive to delete a link and therefore the networks are never pairwise
stable. Networks that are not minimally connected but belong to the set
of critical link networks, have already been excluded before, as they then
include at least one pair of nodes that is only connected via a single link
independent path.

We have thus seen that networks in which players are completely safe
against the disruption by a network disruptor are pairwise stable for low
costs, and some also for higher costs. Here the cost range depends on the
network structure and how many nodes may be disconnected if players
decide to delete a link before facing the network disruptor. That such net-
works are pairwise stable in the presence of a network disruptor, whereas
they are not stable for the case without a network disruptor can be ex-
plained by what happens if players delete a link. Unlike in the benchmark
case, where players also obtain all information if they delete a link in a
generalized circle structure, the incentives to delete links are lower when
facing a network disruptor, as players will only obtain all information if
they keep all their links. Otherwise at least one player can be disconnected
from the network and the benefits of all players are lowered.

4.5.3 Multiple Components

After having looked at a complete characterization for the case of Dl = 1
for networks consisting of one component only, we will now look at net-
works consisting of multiple components. While in the benchmark case
without a disruptor, such networks are never pairwise stable, when intro-
ducing a network disruptor we find that the disruptor can indeed force such
segmentation. We have already seen in the example introduced in Section
4.3, where the network consisting of 3 nodes connected in a circle plus an
isolated node was pairwise stable, that such networks may be pairwise sta-
ble for low linking costs as well as high linking costs. To characterize all
networks consisting of multiple components, we again subdivide this set of
networks into several categories. We will first look at the empty network,
which consists of n separate components of order 1. After that we will
turn to networks consisting of multiple components of the same structure
and order, then we move to networks consisting of multiple components
of different structures and orders and finally discuss networks consisting
of multiple components, that if their order was n would be pairwise sta-
ble. Thus, components that are structured in the same way as the pairwise
stable networks we have characterized above.

We will first have a look at the empty network, ge. Whereas in the
benchmark case any single pair of players has an incentive to form a link
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for low costs but not for high costs, here this one link will become an
automatic target for the network disruptor and will thus definitely be taken
out. Therefore there is no incentive for players to add links for any range
of linking costs and the empty network is pairwise stable.

Lemma 4.4. The empty network, ge is pairwise stable when facing a net-
work disruptor with a disruption budget of x = 1.

Proof. The payoff for any node i in the empty network is ui(g
e) = 1. Should

nodes i and j agree to add a link, this link will be the only link in the
network and therefore the automatic target of the network disruptor. Thus
the payoff for node i would be ui(g

e+gij) = 1−c. Since ui(g
e) < ui(g

e+gij),
the empty network is pairwise stable.

This result, while very straightforward, is also a marked distinction be-
tween this analysis and the benchmark case. In the benchmark case the
empty network is only pairwise stable for high linking costs but not for low
linking costs. Should players coordinate on the empty network, there is no
effect of the network disruptor for high linking costs. For low linking costs,
the network disruptor has a negative effect in terms of efficiency of the net-
work, should players coordinate on the empty network, as in the benchmark
case the only stable networks were minimally connected networks which are
more efficient than the empty network. As this model is about stability,
we cannot say anything about equilibrium selection. However, our analysis
does suggest that efficiency can be improved for high costs, as there now is
the possibility of reaching connected equilibria, and that there will always
be less efficiency for low costs, as the empty network is less efficient and as
even connected networks will be less efficient than the benchmark case, as
they use more links.

As the set of networks consisting of multiple components is quite large,
for the sake of the analysis, we will split it up into two subsets. In the
first subset, we will consider all those networks consisting of multiple com-
ponents that are stochastic-pd networks. The second subset then consists
of all those networks consisting of multiple separate components that are
non-stochastic-pd networks.

We first look at the non-stochastic-pd networks consisting of multiple
components. This set of networks includes all those networks where the
network disruptor has a clear preference about which component he will
target. In our limited example with N = 4, this would for instance be the
network with 2 isolate nodes and a link between the two remaining nodes.
This set of networks in general includes all those networks that consist of
components of different orders, or of components that have the same order
but different architectures, such that the network disruptor can disconnect
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more nodes from one component than from another. According to his pref-
erence, the network disruptor will disrupt here in such a way as to cause
maximal damage to the value of the network. Obviously not included in
the set of non-stochastic-pd networks are all those networks that consist
purely of components in which the network disruptor cannot cause any
damage, thus out of generalized circle structures and empty components.
Instead, the set of non-stochastic-pd networks consisting of multiple com-
ponents only includes networks in which the network disruptor can cause
damage in at least one of the components. We will show below that such
networks are in general not pairwise stable, as players in the non-targeted
components often have incentives to change their links, if such a change
does not influence the disruptor’s best response. At the same time players
in the targeted component often have incentive to change their links to ei-
ther avoid being targeted or ensuring that they remain in a post-disruption
component of the largest possible order.

Lemma 4.5. Non-stochastic-pd networks consisting of multiple separate
components are not pairwise stable unless the targeted component Ci is the
star and for

1. ∀j 6= i : |Ci|− 1 ≤ |Cj | it holds that all other components are general-
ized circles. Then the network is pairwise stable if 1− 1

|Ci|−1 < c < 1.

2. ∀j 6= i : |Ci| − 1 > |Cj | it holds that all other components are min-
imally connected. Then the network is pairwise stable if ∀k, j 6= i :
|Ci| < |Ck| + |Cj | and linking costs fall in the range of 1 − 1

|Ci|−1 <
c < 1.

Proof. Assume the network consists of m different components and the
network disruptor has a clear preference for disrupting in component Ci,
which includes node i. Should any of the components include redundant
links the network is clearly not pairwise stable, thus for the remainder we
assume that none of the components includes redundant links. The payoff
to node i is then given by ui(g) = |Ci|−|y|−vc, where y denotes the number
of nodes that will be disconnected from Ci and v denotes the number of
links i has. We first prove statement (1) and then statement (2) of the
lemma.

1. Assume that ∀j 6= i : |Ci| − 1 ≤ |Cj | holds. This means that all
remaining components are of an order larger than the targeted com-
ponent Ci. As we have already excluded components with redundant
links, and the network disruptor has a clear preference about which
component he targets, Ci needs to have a critical link structure as
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otherwise the disruptor would not target it, whereas all other com-
ponents may have a critical link or a generalized circle structure.

• Assume all other components, Cj , are generalized circles. Then
as |Ci|−1 ≤ |Cj |, they will automatically be targeted should the
players decide to remove one link. By Lemma 4.3 we know that
the nodes will not have any incentive to do so if y > c, where
y denotes the number of nodes that can be disconnected from
Cj if one link has been removed. If the players in component
Ci will have incentives to change their links, can be analyzed
according to Lemma 4.2. There we find that only if Ci is a star
and it holds that 1− 1

|Ci|−1 < c < 1, the network will be pairwise
stable.

• Assume at least one other non-targeted component, Cj , has a
critical link structure. Then the network can only be pairwise
stable, if the targeted component, Ci, is a star, as seen above.
However, as only one node can be disconnected from the star
component, the other component Cj would automatically have
been a target to begin with, as at least one node can be discon-
nected since it has a critical path structure and by assumption,
|Ci| − 1 ≤ |Cj |. Thus, such a case can not exist.

2. Assume that ∀j 6= i : |Ci| − 1 > |Cj | holds. This means that all
non-targeted components are of a lower order than the targeted com-
ponent Ci.

• Assume that |Ci| > |Ck| + |Cj |. Then node k in Ck has an
incentive to link to node j in Cj , as even with this link, the
network disruptor will still prefer to disrupt in component Ci,
as it is of a larger order than the new joint component. This
incentive holds as long as c < |Cj |. Thus only for very high
cost will k not have an incentive to add the link. We have seen
in the previous step, however, that Ck needs to be minimally
connected, as otherwise the network is not pairwise stable in any
case. Then, node k’s payoff if he deletes a link to an end-player
t will be uk(g − gkt) = |Ck| − 1 − (v − 1)c. Thus for pairwise
stability it needs to hold that 1 > c > |Cj |, which is never
fulfilled. Consequently, the network is not pairwise stable.20

• Assume that |Ci| ≤ |Ck| + |Cj |. In this case, if the other com-
ponents are connected and it holds that |Cj | < |Ci| − 1 for all

20A special case of this is if any of the components is the empty component. However,
the proof also holds then.



4.5. Full Characterization for a Disruption Budget of Dl = 1 101

j 6= i they will not be targeted and don’t have any incentives
to add or delete links. Therefore, we can analyze Ci by Lemma
4.2, in which we have already seen that such a network will
not be pairwise stable, unless it is the star and then only if
1 − 1

|Ci|−1 < c < 1. As |Cj | < |Ci| − 1 for all j 6= i, this is not
influenced by the presence of the other components, since even
if the central player in Ci deletes a link, the disruptor will still
target Ci.

Consequently, the only non-stochastic-pd network consisting of multiple
separate components that is pairwise stable is a network where the targeted
component is a star and all other components are minimally connected and
it holds that 1 − 1

|Ci|−1 < c < 1 and |Cj | < |Ci| − 1 for all j 6= i, while

it does not hold that |Ci| > |Ck|+ |Cj | or where all other components are
generalized circles and it holds that 1− 1

|Ci|−1 < c < 1 and |Cj | ≥ |Ci| − 1
for all j 6= i.

We now turn to stochastic-pd networks. When consisting of multiple
separate components, these are the networks where the network disruptor
is indifferent between which component he targets. This is the case, if
he cannot cause any damage, independent of which component he targets.
Thus, if all the components have a generalized circle structure or are empty
components. The network disruptor is also indifferent between which com-
ponent he targets if he can cause damage to the component (thus there is
at least one pair of nodes that is only connected via one link independent
path), but the network structure in terms of the order of the post-disruption
components is the same independent of which link he targets. This how-
ever, can only be achieved, if those pre-disruption components between
which the disruptor is indifferent, are of the same order. To see this, take
for example a network consisting of 2 components, one of which is of order
6 and the other of order 9. With a disruption budget of Dl = 1, the net-
work disruptor can disconnect 1 node from the smaller component and 4
from the larger one. Thus after disruption, the remaining components are
of order 5. However, in this case the disruptor is not indifferent between
which component he will target, as determined by his lexicographic prefer-
ences. He will strictly prefer a network consisting of a component of order
6, one of order 5 and a component of order 4 over a network consisting of
a component of order 9, a component of order 5 and a component of order
1. Thus, he will target the component including 9 nodes. Consequently,
the pre-disruption components need to be of the same order for the disrup-
tor to truly be indifferent about which component to target. However, the
components between which the disruptor is indifferent may be of different
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architecture, as long as the structure of the network in terms of the or-
der of the post-disruption components is the same. It is of course possible
that next to the m components between which the disruptor is indifferent,
there are also components in the network that will not be targeted. How-
ever, these components we can then treat the same way as we treated the
non-targeted components for non-stochastic-pd networks.

The case where the network disruptor cannot cause any damage, inde-
pendent of the component he targets, can be analyzed straightforwardly.
If any of the components is overconnected, in the sense that it includes
redundant links, the network will not be pairwise stable, as nodes always
have an incentive to delete the redundant links. If the components do not
include any redundant links, then the network is pairwise stable as long
as the costs of linking are not too high, as we will show in the following
lemma. The case where the network disruptor can cause damage to the
network is somewhat less straightforward to analyze, as here it depends on
the number of components, whether this may be pairwise stable or not. We
have already seen in the proof on non-stochastic-pd networks, that if there
are components in the network that will not be targeted and these compo-
nents are very small, the network is not pairwise stable. Consequently, the
only cases we need to analyze are those where, if there are any components
in the network that will not be targeted, these are not so small that they
would have incentives to link to one another. The network may then only
be pairwise stable if there are at least 3 components. This is caused by
the decrease in the possibility of being the component that will be targeted
by the network disruptor. If there are only 2 components, the probability
that one component will be targeted is 50% and consequently incentives for
adding a link to another if costs are low so that the disruptor will target
that link but the component otherwise remains safe are rather high. For
high costs, there are incentives to delete a link such that the component
is a bit smaller and therefore will not be targeted anymore. The more
components there are, the less likely it is that one specific component will
be targeted and therefore the incentives for adding links or deleting links
decrease. To identify cost ranges for which such a network may be pairwise
stable, we consequently identify the nodes that have the most to gain by
adding a link to another component, and those that have the least to lose
by deleting a link within the component. To show that the network may
be pairwise stable for a certain cost range, it is then enough to show that
the node(s) with the most to gain do not have an incentive to add a link,
while at the same time the node(s) with the least to lose do not have any
incentive to delete a link. As the proof consists of stating a number of
different conditions, we will show this for some special cases and relegate
the remainder of the proof to the appendix.
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Lemma 4.6. For certain cost ranges, stochastic-pd networks consisting of
multiple different targeted components, Ci, are pairwise stable, if for any
non-targeted components Ck and Cj it holds that |Ck|+ |Cj | > |Ci| (where
|Ck| ∧ |Cj | > 1), and

• each component has a generalized circle structure without redundant
links or is an isolate node, or

• independent of the structure of the components, the network consists
of at least 3 components with critical link structure and including end-
players

Proof. As we have seen in Lemma 4.5, networks will not be pairwise stable if
for any non-targeted components Ck and Cj it holds that |Ck|+ |Cj | < |Ci|.
We will thus omit this part of the proof and assume for the remainder of
this proof that if there are non-targeted components it holds that |Ck| +
|Cj | > |Ci|, in which case they do not influence the disruptor’s strategy.
We first look at those networks where the network disruptor cannot cause
any damage in the components and then turn to those networks where he
can cause damage within the components.

• Assume there are multiple components where each has a generalized
circle structure or is an isolate node and at least one of the com-
ponents is non-empty. Further assume there is a node i part of a
component Ci. Its payoff is then given by ui(g) = |Ci| − vc, where v
denotes the number of links node i possesses.

1. Assume there is at least one redundant link in Ci and it links
node i to node k, which is also in Ci. Node i’s payoff when
deleting the link will be ui(g−gik) = |Ci|− (v−1)c. Comparing
this to ui(g) we find that the network is never pairwise stable.

2. Assume there are no redundant links in any of the components.
Adding a link within the component does not make sense, as the
network disruptor cannot cause any damage within the compo-
nents. However, for high costs, maybe deleting a link makes
sense. The payoff if node i deletes its link to node t in Ci is
ui(g − git) = |Ci| − |y| − (v − 1)c, where |y| denotes the order of
the component that can then be disconnected from Ci. Compar-
ing the payoffs, we find that node i does not have an incentive
to delete the link if |y| > c. There is no incentive for i to add
a link to a player j in Cj as that link will directly be targeted.
If not all components are of the same order, or |y| differs be-
tween components, then the network is pairwise stable only for
the lowest value of |y| across all components.
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3. Assume that node h is in an isolated node. Any link that node
h may add will be an automatic target. Therefore node h has
no incentive to add a link and the analysis for pairwise stability
of the previous step still holds.

• Assume that there are m different components for which the disruptor
is indifferent between which to target. To analyze this case we need
to distinguish between components that are stochastic-pd and non-
stochastic-pd and between components that are minimally connected
and those that have a critical link structure but are not minimally
connected. While the same type of logic is used throughout this proof,
a number of subcases need to be distinguished. We will therefore
here only show the proof for the case of multiple star components
and multiple non-stochastic components and move the remainder of
the proof to the appendix.21

– Assume that the network is stochastic-pd and the components
themselves are stars. Then the payoff to any node in the spoke
can be calculated as ui(g) = 1

m( 1
n
m
−1 ∗ 1 + (1− 1

n
m
−1)( nm − 1)) +

(1 − 1
m) nm − c. For the central node, the payoff is given by

uc(g) = 1
m( nm −1)+(1− 1

m) nm − ( nm −1)c. Comparing these two,
we find that benefits (thus abstracting from any linking costs) for
the central player are always bigger than those for the spokes.
Consequently, the players in the spokes have more interest in
adding a link to a node in another component, as that will ensure
that they remain in a component of size n

m . As opposed to this,
the central player will more interest in deleting a link, as this
will ensure that the component is not targeted, as it is smaller
than the other components. Stated differently, the marginal
benefits of adding a link are highest for the spokes, whereas the
marginal losses of deleting a link are lowest for the central player.
Consequently, to find a general condition for pairwise stability,
we need to analyze the case for which the spokes do not have an
incentive to add a link to a node s in a different component, while
at the same time the central player does not have an incentive to
delete a link. We can state this as ui(g) > ui(g+gis) has to hold
at the same time as ucg > uc(g−gci), where ui(g+gis) = n

m−2c
and uc(g − gci) = n

m − 1 − ( nm − 2)c. Comparing these payoffs,

21The remainder of the proof encompasses the case of minimally connected stochastic-
pd components, and of components with a critical link structure that are not minimally
connected. This way we give a complete definition of stochastic-pd networks consisting
of multiple components.
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we find that the network may be pairwise stable for 1 − 1
m >

c >
2n
m
−3

n−m . This can be fulfilled only if m4−m
3−m < n for m > 3

and if m4−m
3−m > n for m ≤ 2. For m > 3 this is possible, as

the left hand side of the equation is lower than m and m < n
always holds. For m ≤ 2 this can never be satsified. Thus if we
have more than 3 components we can always find cost ranges for
which such networks are pairwise stable.

– Assume that while the network is stochastic-pd, the components
themselves are non-stochastic and minimally connected. The
payoff to node i in component Ci is then given by ui(g) = 1

m( nm−
|y|)+(1− 1

m) nm−vc, where v denotes the number of links i has and
|y| denotes the number of nodes that can be disconnected should
the network disruptor target Ci. For non-stochastic components,
the incentive to add a link are the same for all nodes, as the
network will be split into equally sized parts. The incentives
to delete a link are again highest for a node linked to an end-
player.22 Should node i add a link to node s in component Cs,
its payoff will be ui(g+gis) = n

m−(v+1)c. Assume i is connected
to end-player r in Ci. If i deletes its link to node r, its payoff is
given by ui(g−gir) = n

m−1−(v−1)c. Comparing these payoffs,

we find that the network is pairwise stable if 1 − |y|m > c > |y|
m .

For m > 2 we can find cost ranges that fulfill this condition.
Thus, if there are at least 3 components there are cost ranges
for which such a network is pairwise stable, but such networks
consisting of only 2 components are not pairwise stable.

Thus for m ≥ 3 we can find pairwise stable network structures.

We can thus conclude the analysis of the case of a disruption budget
of Dl = 1, where we have found that minimally connected networks are in
general not pairwise stable, with the exception of the star for a very small
range of linking costs. Instead, networks that are regular and symmetric
and therefore distribute benefits and costs of the network very equally are
pairwise stable for larger cost ranges. At the same time, networks that are
separated into multiple components may also be pairwise stable, which is
a marked difference from the benchmark case. The complete characteri-
zation of pairwise stable networks when facing a network disruptor with a
disruption budget of Dl = 1 is summarized in the following proposition.

22Note in the case of non-stochastic components this is not a central node.
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Proposition 4.1. For a disruption budget of Dl = 1 a network may only
be pairwise stable, depending on costs and the requirements stated in the
previous lemmata, if it has a generalized circle structure without redundant
links, it is the star network, it is the empty network or if it consists of
multiple separate components. Networks are not pairwise stable, if they
include redundant links or they include at least one pair of nodes that is
only connected via one link independent path (with the exception of the star
network).

Proof. We have looked at all minimally connected networks or more gen-
erally all networks that include at least one pair of players that is only
connected via one link independent paths and seen that those, with the
exception of the star, which under very specific circumstances is pairwise
stable, are not pairwise stable. Additionally we have analyzed any network
that is based on a circle structure without redundant links and found that
it is pairwise stable for certain cost ranges and that networks with redun-
dant links are never pairwise stable. This provides a full characterization
for networks consisting of one component. We have also looked at networks
consisting of multiple components and found that they are generally not
pairwise stable if they are non-stochastic-pd networks, unless the targeted
component is the star network and certain conditions apply. If networks
consisting of multiple components are stochastic-pd networks, there are
cost ranges for which they are generally pairwise stable, if they consist of
at least 3 separate components or if all components have a generalized circle
structures without redundant links. Additionally we have found that the
empty network is always pairwise stable. We have consequently character-
ized all possible network structures and shown under which circumstances
they are pairwise stable for the case of Dl = 1. The results follow directly
from Lemma 4.1, Lemma 4.2, Lemma 4.3, Lemma 4.4, Lemma 4.6 and
Lemma 4.5.

4.5.4 The Effect of a Network Disruptor - Value and Effi-
ciency of Stable Networks

In the model described in Jackson and Wolinsky (1996), which we have used
as a benchmark case in our analysis, there is a tension between stability
and efficiency in the case of high linking costs, whereas for low linking costs
in the model without decay, all minimally connected networks are pairwise
stable and equally efficient. As they all use the same amount of links,
the value of any minimally connected network can easily be calculated as
v(g) = n2 − 2(n − 1)c. That this is larger than the value of the same
network with one additional link is obvious, since this link will only add
costs and no benefits. The value if a link is removed, also has to be lower
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as it will only save the costs of one link to two players but the value will
be lowered by at least 2(n − 1).23 Thus as long as n − 1 > c, the value
is higher in the minimally connected network with n nodes than in the
minimally connected network with only (n − 1) nodes. As by assumption
for the case of low linking costs c < 1, this is always given. Consequently,
for low linking costs minimally connected networks are not only stable but
also efficient in the benchmark case.

The only pairwise stable network in the benchmark case for high linking
costs is the empty network, which has a value of v(ge) = n. It is easy
to see that other networks might have a higher value. Take for example
the value of the minimally connected network, which we have calculated
above. Comparing this value to the value of the empty network, we find
that v(g) > v(ge) holds if n

2 > c. This condition is met for a large cost
range, especially for high values of n. Thus for the case of high linking
costs the only pairwise stable network is not generally the most efficient
network.

When a network disruptor is introduced to the network formation set-
ting, what we are interested is the value of the network after disruption.
Consequently, if we want to compare this with the value in the bench-
mark case, we need to be aware that we assume in the benchmark case
a disruption budget of Dl = 0. Additionally, we show that the different
stable network structures when facing a network disruptor with a disrup-
tion budget of Dl = 1 have different values and that in comparison with
the benchmark case the network disruptor may have different effects on
network formation when linking costs are low as compared to when linking
costs are high.

We have seen in the previous section that connected pairwise stable
networks, when facing a network disruptor with a disruption budget of
Dl = 1, are the star, for a very small cost range, and generalized circles.
The post-disruption value in the star network can easily be calculated as
v(g∗) = (n − 1)2 + 1 − 2(n − 1)c. In any network based on a generalized
circle structure, no node can be disconnected. Thus, the post disruption
value for such networks is given by v(g) = n2 − 2vc, where v denotes the
number of links that are used in the network. It is straightforward to
see, that the circle network, which is the network based on a generalized
circle structure that uses the least amount of links, will be the most efficient
network and we can calculate the after disruption value of the circle network
as v(g) = n2− 2nc. Comparing the values of these two network structures,
we find that the circle network is more efficient than the star network as

23This is if a link to an end-player is disconnected. If a link to a more central player
is disconnected, the value will decrease even more.
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long as costs are not very high, namely as long as (n−1) > c. That the circle
will also have a higher value than those pairwise stable networks consisting
of multiple components is straightforward. Comparing the post-disruption
value of the circle with the benchmark case of the empty network and the
minimally connected network, we find that while the post disruption value
of the circle network is higher than that of the empty network for n−1

2 > c,
it is always lower than that of the minimally connected network, as more
links are used. However, these additional links are needed, as otherwise the
order of the post-disruption network would be lower and consequently the
value would be lower as well.

To interpret the effect of a network disruptor on the network formation
model, we first look at the case of low linking costs and then at the case of
high linking costs. For low linking costs, the effect of a network disruptor
on the value of the network is negative, independent of which equilibrium
players coordinate on when facing a network disruptor with a disruption
budget of Dl = 1. For the case without a network disruptor, the only stable
and efficient network structures are the minimally connected network in
which information can be shared amongst all players. We have seen above
that even in the circle network, which is the most efficient network when
a disruptor is present and ensures that also in the post-disruption network
information sharing between all players is possible, the overall value of the
network is lower, as more links are being used. Even when abstracting
from the additional linking costs, which are necessary to keep the network
safe, overall the disruptor has a negative effect because there is a positive
probability that the players coordinate on the empty equilibrium, the star or
a separated equilibrium, in which case after disruption no full information
sharing is possible. Thus, for low linking costs, the network disruptor has
the expected negative effect on the value of the network.

For the case of high linking costs, in the benchmark case only the empty
network is pairwise stable. Here we find that depending on which network
players coordinate on, the network disruptor may actually have a positive
effect on network formation, which, at first glance is a counterintuitive re-
sult. In the benchmark case without a network disruptor no information
sharing between players is possible, in the case with a network disruptor,
there are connected networks possible that are pairwise stable. For a dis-
ruption budget of Dl = 1, next to the empty network, any network based
on a generalized circle structure is also pairwise stable for at least some
cost range that falls under the case of high linking costs. Looking at the
most efficient of these networks, namely the circle, it is pairwise stable for
n
2 > c, thus for a fairly large cost range and we have seen that this has a
higher value than the empty network as long as n−1

2 > c. This means that
even if we look at the overall network value of the post-disruption network
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the value of the network is higher when facing a network disruptor then
when no threat of a network disruptor is present. Abstracting from the
additional links used, even if players do not coordinate on the circle but
on other network structures based on a generalized circle structure or even
on networks consisting of multiple separate components, the effect of the
network disruptor can be seen as positive, as information sharing is possi-
ble in the presence of a network disruptor where it is not if no disruptor is
present.

For high linking costs, we can thus see what we have described in the
introduction as the common enemy effect. The network disruptor acts as
a threat to the value of the network as a whole and players that are my-
opic and self-interested are able to coordinate on equilibria that increase
the value of the network as compared to the only equilibrium they may
coordinate on without the threat of such a common enemy. The result is
in so far surprising, as we do not change the assumptions on the players
or refer to any psychological effects, instead we can show this effect using
purely economic incentives. The assumptions on the players remain that
they are self-interested and myopic, however, adding additional links that
would be redundant without the presence of a network disruptor, is in ev-
eryone’s best interest and therefore leads to players protecting the network
as a whole. We have documented in the introduction and literature review
that the common enemy effect as such is a phenomenon that is studied in
some way in a number of different disciplines. What we show here is that
while psychological factors will definitely play a role in the emergence of a
common enemy effect, it may also be in line with simple rational behavior
that players only manage to cooperate when a common enemy is present.

4.6 General Disruption Budget

After having given a complete characterization for the case of Dl = 1, we
will now move to a general disruption budget of Dl = x. Here we cannot
provide a full characterization of all networks that are pairwise stable for
all cost ranges and number of nodes, due to the difficulty of describing the
multitude of possible network structures. Having seen that for the case of
Dl = 1, most network structures are not pairwise stable, we will now focus
on showing that the results we found for networks that are pairwise stable,
can be generalized to a general disruption budget.

We will begin our analysis with an exception to the generalizability of
results for Dl = 1 to a general disruption budget Dl = x, namely the star
network. In the following, we show that, indeed, the star network is not
pairwise stable for larger disruption budgets and also show that minimally
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connected networks in general are not pairwise stable. We then turn to the
analysis of a generalization of the concept of generalized circle structures
and show that such networks are pairwise stable. Finally, we will look
at networks consisting of multiple components and show that also for a
general disruption budget these structures may be pairwise stable under
certain conditions.

4.6.1 The Star Network and Minimally Connected Net-
works

The payoff to any end-player i in the star network is given by ui(g) =
x

n−1 ∗ 1 + (1 − x
n−1)(n − x) − c. If we assume the network disruptor has a

disruption budget of Dl = x, where 1 < x ≤ n−3. Should node i add a link
to another end-player j he is always safe within the network and his payoff
is given by ui(g + gij) = n− x− 2c. Comparing these two payoffs we find

that as long as c > x− x2

n−1 holds the players do not have an incentive to add
a link. At the same time, however, we know from Lemma 4.1 that only for
1 > c does the center player not have an incentive to delete a link, thus the
network is pairwise stable if 1 > c > x − x2

n−1 . This however can never be

fulfilled for 1 < x ≤ n − 3 and n ≥ 5.24 To see this, consider the function
1 − x + x2

n−1 . For pairwise stability it needs to hold that the function is
positive. Taking the derivative we find that the function has a minimum at
x = n−1

2 . At this point the function is not positive. Taking the two extreme
values of x, namely x = 2 and x = n − 3, we find that also for them the
function is not positive. The network is thus not pairwise stable. Now if
we assume that the network disruptor has a disruption budget of Dl = x,
where x = n−2, we know that if node i adds a link to node j he is no longer
safe in the component. Instead his payoff is ui(g+ gij) = 2− 2c as the two
nodes will be disconnected. At the same time, should node i delete its link
to the central player, its payoff is given by ui(g−gic) = 1. Comparing these
two payoffs with the one for ui(g), we find that the network is only pairwise

stable if it holds that 2x+n2+x2−2n−2nx+1
n−1 > c > 3n−2x−2xn−x2−n2−2

n−1 . For
both the remaining cases of x = n− 2 and x = n− 1, this is never fulfilled
for n > 3. The star network is thus also not pairwise stable for very high
disruption budgets.25 This is a difference as compared to the results we
found for Dl = 1. However, it is in line with our recurring argument that
minimally connected networks are generally not pairwise stable because
players either have an incentive to add a link to ensure that they are safe

24Any n < 5 is of no importance here as the condition 1 < x ≤ n − 3 cannot be
fulfilled.

25The cases for x ≥ n are not of any interest, as then the network disruptor can take
out more links than are in the network and structure does not matter.
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within the network or to delete a link so that they will not be targeted.
We have seen that in the case of Dl = 1, other minimally connected

networks apart from the star were not pairwise stable. Here we can show
that this generalizes to a general disruption budget. When any minimally
connected network faces a network disruptor with a disruption budget of
Dl = x, it can be cut into (x + 1) separate components by a network
disruptor. Along the line of the distinction between stochastic and non-
stochastic-pd networks, which we introduced in the discussion of Dl =
1, we can now also divide the set of minimally connected networks into
two categories. We will still call them stochastic- and non-stochastic-pd
networks, however, this is only possible with some abuse of terminology, as
is explained in the following. Take for example the line network depicted
in Figure 4.4(a). The line network including 10 players can be split up in
3 different ways, if a network disruptor has a disruption budget of Dl = 2.
However, here we claim this network to be a non-stochastic-pd network,
although the disruptor can take out several different sets of links. We
do this, as here there is no chance of any node to remain in one large
component or be disconnected. Instead, in such networks, the only issue
is the divisibility, meaning that they would be non-stochastic if they had
an even number of nodes. Otherwise the set of links that will be disrupted
would be fixed. Stochastic-pd networks are then such networks, where a
player could remain in one large connected component or be disconnected
in a smaller one. An example of such a network is given in the generalized
star in Figure 4.4(b). In such a graph, a network disruptor with a disruption
budget of 2 can disconnect any two of the spoke components, whereas the
rest remains connected in one large component.

(a) Line Network (b) Generalized Star

Figure 4.4: Minimally Connected Non-stochastic and Stochastic-pd Net-
works

Having made this distinction, we can use it in the following lemma to
prove that minimally connected networks are not pairwise stable for any
disruption budget Dl ≥ 2. The argumentation follows along similar lines
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as it did for the case of Dl = 1.

Lemma 4.7. Minimally connected networks are not pairwise stable when
facing a network disruptor with a disruption budget of Dl = x for x ≥ 2.

Proof. We will first look at non-stochastic-pd networks and then at stochastic-
pd networks. .

• Take any node i in a non-stochastic-pd network, which, after dis-
ruption is in a component Ci (the order of which may be stochastic
as in the example above). The payoff to node i is then given by
ui(g) = |Ci| − vc, where v denotes the number of links i has. If node
i adds a link to node j in component Cj , the network disruptor can
still cut the network into x + 1 components, however, there would
be a joint pre-disruption component Ci + Cj . As opposed to that,
the network disruptor could also take out the link gij and then adapt
his disruption strategy with the remaining (x− 1) links such that he
will cause maximal damage. But still in this case, node i’s payoff is
minimally given by ui(g + gij) = |Ci|+ 1− (v + 1)c, as this action in
effect leads to reducing the disruptor’s budget from x to (x− 1). Op-
posed to this, node i could also delete a link to end-player k in Ci.

26

His payoff would then be given by ui(g − gik) = |Ci| − 1 − (v − 1)c.
Comparing these payoffs to ui(g), we find that the network is only
pairwise stable if 1 > c > 1, which is never fulfilled.

• Take any node i in a stochastic-pd network and assume that there
are m > x components of order |y| that could be disconnected by
the network disruptor.27 Then node i’s payoff is given by ui(g) =
x
m ∗ |y|+ (1− x

m)(n− x ∗ |y|)− vc.

– Let m ≥ (x+ 2). Should node i add a link to any node j in one
of the other components of order |y|, those two components will
not be disconnected due to the network disruptor’s lexicographic
preferences. Node i’s payoff is thus given by ui(g + gij) = n −
x ∗ |y|− (v+ 1)c. Should node i delete its link to end-player k in
Ci, the component is only of order |y− 1|, thus smaller than the
others and will not be targeted.28 His payoff is then given by

26For ease of exposition we use node i here again, however, it is not necessary that
node i actually has a link to an end-player. It only needs to hold that any one player
in Ci is linked to an end-player. As the network is minimally connected this is always
given.

27For the case of m ≤ x we are in a non-stochastic-pd network.
28Again, here it is not necessary that this is the same node i as before as long as it is

a node i in component Ci.



4.6. General Disruption Budget 113

ui(g− gik) = n− x ∗ |y| − 1− (v− 1)c. Comparing these payoffs
with ui(g), we find that the network is only pairwise stable if it

holds that x|y|−x(n−x|y|)
m + 1 > c > −x|y|−x(n−x|y|)

m . This is only
possible if m

2 > x(n− x|y| − |y|), which can be rewritten as n <
m
2x + x|y|+ |y|. Combined with the condition that n ≥ m|y|+ 1,
this means that it must be the case that m|y|+1 < m

2x+x|y|+|y|,
which is fulfilled only if (x + 1)|y| − 1 > (x + 2)(y − 1

2x). This
however, can never be satisfied. Suppose that the right-handside
of the equation is positive. Then, if the inequality is not even
valid for the minimal value of m, namely m = x + 2, this can
never hold. For m = x + 2, the condition can be rewritten as
(x + 1)|y| − 1 > (x + 2)(y − 1

2x) iff x+2
2x > y. The left-handside

here, is maximally equal to one, and |y| is at least one. Thus,
this is never fulfilled.

– Let m = (x+ 1). Now let node i be linked to an end-player k in
the same component. Node k’s payoff is then given by uk(g) =
x
x+1 ∗|y|+(1− x

x+1)(n−x∗|y|)−c. If node k adds a link to another
end-player j in another component, his payoff will at least be
uk(g+gkj) = |y|+1−2c, as by forming this link they form a circle.
The disruptor will then disconnect according to his preferences,
and this leads to possibly different links being disconnected than
before. However, the component that will include nodes k and
j will be at least of order (|y|+ 1), as otherwise one of the other
components will become larger, as not all components can be
disconnected from the central component. Thus, node k will
not add the link if it holds that uk(g) > uk(g + gkj), which

holds if c > x|y|+|y|+x+1−n
x+1 . We have already discussed stars

above, thus we know that |y| ≥ 2. At the same time, there
should not be an incentive for any other node to delete a link. If
node i deletes its link to node k, the component will be of order
(|y|−1) and no longer be targeted. Node i’s payoff is then given
by ui(g−gik) = n−x|y|−1−(v−1)c. Comparing this to ui(g), we

find that node i will not delete the link if x|y|−nx+x2|y|+x+1
x+1 > c.

For the network to be pairwise stable both conditions have to be
met at the same time, which is only the case if |y|(x+1) > n. As
n ≥ (x+ 1)|y|+ 1, this condition is never satisfied and therefore
the network is not pairwise stable.

The result of the star network only holds for a disruption budget of
Dl = 1. For a larger disruption budget, minimally connected networks,
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without exceptions, are not pairwise stable. While this in itself only shows
“another” class of networks that is not pairwise stable, it is a marked dis-
tinction from the benchmark case without disruption in which for low costs
all minimally connected networks are pairwise stable. As discussed before,
the reason for this distinction is that while in the benchmark case minimally
connectedness is enough to receive all information in the post-disruption
network, this is not the case if a disruptor is present. Consequently there
are always incentives for players to add or delete links, to either ensure
their position in the network for low costs or minimize their costs for high
costs. In the remainder of the analysis, we will now focus on those network
structures that are indeed pairwise stable.

4.6.2 Generalized (x+ 1) Paths Structures

We will now turn to a generalization of the concept of generalized circles
introduced in the analysis of the case of Dl = 1. There we found that such
networks are pairwise stable if they do not include any redundant links.
Here we can generalize this concept to a larger disruption budget. After
that, we will introduce a class of networks, called circulants, to show the
type of networks that fulfill the requirements of pairwise stability in this
case, using the least amount of links to do so.

Definition 4.6. A network has a generalized (x + 1) paths structure, if
every pair of nodes is connected via at least (x+ 1) link independent paths.

In a network that has a generalized (x+ 1) paths structure, a network
disruptor with a disruption budget of Dl = x cannot disconnect any players
from the network, as they are all connected to one another via at least (x+1)
link independent paths. However, not all such networks are pairwise stable.
They are only pairwise stable if they do not include any redundant links.
Consequently, every link is critical to the robustness of the network. This
means that there is at least one pair of nodes between which there are only
exactly (x + 1) link independent paths. The following definition applies
the definition of networks without redundant links given in the section on
Dl = 1 to the general case.29

Definition 4.7. Networks without redundant links are all those networks
where each pair of players is connected via at least (x+ 1) link independent
paths and that are therefore safe against disruption by a network disruptor
with a disruption budget of Dl = x. In such networks each link is critical
in the sense that if any of the links were to be deleted the network would
be no longer safe against disruption.

29Again, it holds that any network that includes redundant links will not be pairwise
stable.
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Figure 4.5: 3-regular Networks

This set of networks includes many different network structures using
different amounts of links.30 The set of networks that connects each pair of
nodes via exactly (x+1) link independent paths, achieves pairwise stability
using the least amount of links possible and therefore achieves the highest
value of the network. Such networks are (x + 1)-regular networks. Thus
networks in which each player has exactly (x + 1) links. (x + 1) regular
networks use exactly n ∗ x+1

2 links to connect n nodes in one component.
However, not all (x+1)-regular networks also have (x+1) link independent
paths between every pair of nodes, as can be seen in the following figure,
in which three 3-regular networks are depicted. It is straightforward to see
that the only network in which there are 3 link independent paths between
any two nodes is the network to the right.

Of course, there are also other networks that have a generalized (x+ 1)
paths structure without redundant links. Some of those are introduced in
Figure 4.6. These networks can be seen as extensions of the concept of
spanning circles, as they include (x + 1) regular networks that are linked
by one or more central node(s). In Figure 4.6(b), there is no link between
nodes k and l, which can be explained by the fact that this link would be
redundant in the sense that even without the link the network disruptor
cannot cause any damage to the network with a disruption budget of Dl =
2. Of course, comparing these networks to (x + 1) regular networks, it is
straightforward to see that they use more links to connect the same number
of nodes, as there is at least one node that has more than (x+ 1) links.

By construction, in each one of these networks which have a generalized
(x+ 1) paths structure without redundant links, should any of the players
delete a link, the network will no longer be robust against disruption. By
deleting a link the player will enable the network disruptor to disconnect
at least one node from the connected component. For low linking costs,
there is consequently never an incentive to delete a link. However, for high
costs, players might rather take into account that they will be in a smaller
component but have to pay for less links. Adding a link does not make

30For a more general discussion of such networks, see Chapters 2 and 3.
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(a) 1 Central Node
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(b) 2 Central Nodes

Figure 4.6: Spanning 3-regular Networks

sense for any of the players under any linking costs, as they are already
safe within the network and adding a link would only add costs.

Lemma 4.8. Any network that has a generalized (x + 1) paths structure
and no redundant links, will be pairwise stable against a network disruptor
with a disruption budget of Dl = x, for |y| > c, where |y| denotes the order
of any component that can be disconnected if players decide to delete a link.

Proof. Take any node i in a network with a generalized (x + 1) paths
structure without redundant links. Its payoff will be defined as ui(g) =
n− vc, where v denotes the number of links that node i possesses. Should
player i delete a link, his payoff will be ui(g − gij) = (n − |y|) − (v − 1)c,
where |y| denotes the order of the disconnected component.31 If c < |y|,
it always holds that ui(g) > ui(g − gij). Adding a link will only increase
the costs, while keeping the size of the component the same. Consequently,
ui(g) > ui(g + gij) and the network is pairwise stable.

Circulants

One set of networks which has a generalized (x+1) paths structure without
redundant links and is (x+ 1)-regular, thus uses a minimal number of links
to achieve this structure, is the set of circulant graphs, which are defined

31—y— could be stochastic. This does not change the results though. It is also
possible that i is in —y—. Then the cost range for pairwise stability is even larger. See
for example Lemma 4.9 below.
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below.32 Informally speaking, a circulant network is a graph in which all the
nodes are labeled from 0 to n− 1 and who is linked to whom is determined
by so called jumps. If all players are ordered by their label from 0 to
n− 1, and there are no links in the network yet, then the size of the jump
determines to whom someone will link. As the jump sequence is modular,
e.g. in a circulant network with n = 12 and jumps 1 and 3, player 0 is
linked to players 1 and 11 as well as 2 and 10. Formally circulant networks
are defined as follows.

Definition 4.8. A circulant graph Cn(a1, a2, ..., ak), where 0 < a1 < a2... <
ak <

n+1
2 , has node i adjacent to i ± a1, i ± a2, ..., i ± ak (mod n). The

sequence (ai) is called the jump sequence and the ai are called the jumps.
The nodes of a graph are labeled 0, 1, 2, ..., n− 1.

The circle is the circulant graph Cn(1). In Chapter 2, Proposition 3.2,
we formally show that circulant graphs that are regular of degree (x + 1)
are proof against disruption with a disruption budget of Dl = x, in the
sense that no node can be disconnected from the main component and also
no larger subset of nodes can be disconnected. This then also means that
circulant graphs that are (x + 1)-regular only include networks in which
each pair of nodes is connected via exactly (x+ 1) link independent paths
and therefore have a generalized (x+1) paths structure without redundant
links. As seen in Lemma 4.8, they are therefore pairwise stable.

Due to their very structured form, circulant networks are also readily
analyzed for other cases. Thus we will use them here to show that just
as for the case of Dl = 1, where the star network was pairwise stable for
certain cost ranges, also for a general disruption budget we can find pair-
wise stable, connected pre-disruption networks that are not completely safe
against disruption. In other words, we can find pairwise stable connected
pre-disruption networks, for which the post-disruption networks consist of
multiple components. To show this, we analyze the case of x-regular circu-
lant networks. We are able to do so due to the fact that for every circulant
network we exactly know the structure of the post-disruption network. For
the circle, which is the only 2-regular circulant (and in fact even the only
connected 2-regular network), the post-disruption network for the case of
Dl = 2 consists of two components of order n

2 .33 For any x-regular circulant
network with x ≥ 3, the network after disruption by a network disruptor
with a disruption budget of Dl = x consists of two components, where one
is of order (n−1) and the other one is of order 1. Comparing the incentives

32The definition and notation given below follows the one given by Boesch and Tindell
(1984).

33This of course is abstracting from any issues with divisibility of n.
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players then have to add or delete links in the network, we find that such
networks are indeed pairwise stable for certain cost ranges.

Lemma 4.9. x-regular circulant networks, with x ≥ 2 are pairwise stable

if it holds that n
6 > c > 1 for x = 2 and n > 6 and (n−2)2

2n > c > n−2
n for

x ≥ 3 and n ≥ 5.

Proof. We first show under which conditions x-regular circulants are pair-
wise stable for x = 2 and then continue to discuss the conditions under
which they are pairwise stable for x ≥ 3.

• The only x-regular network for x = 2 is the circle network. Consider
any node i in a circle network. When facing a network disruptor with
a disruption budget of Dl = 2, its payoff is given by ui(g) = n

2 − 2c.
Should node i delete a link to its neighbor node k, its payoff would
be given by ui(g − gik) = n

3 − c. Should node i add a link to node j
in such a way that it spans half of the network (thus a jump of n

2 ),
its payoff would be given by ui(g+ gij) = n

2 + 1− 3c, as the disruptor
can then only disrupt two of i or j’s links other than gij). For n > 6,
we can thus find cost ranges for which the network is pairwise stable.

For x ≥ 3 there are multiple different ways to build a circulant network
for each x. However, the structures always have in common that only one
node can be disconnected when facing a network disruptor with Dl = x.
Thus the payoff to any node i in such a network is given by ui(g) = 1

n ∗
1 + (1 − 1

n)(n − 1) − xc. If one player decides to delete one link, at least
one node can be disconnected from the network and the chance is always
1
2 to be in the larger component and 1

2 to be in the smaller component.
Consider any node i in a x-regular circulant network, facing a network
disruptor with a disruption budget of Dl = x. Should node i add a link to
node j it has previously not been linked to, it is automatically safe in the
connected component and its payoff is given by ui(g+gij) = n−1−(x+1)c.
Should node i delete a link to its neighbor node k, the disruptor can either
disconnect node i or node k plus possibly some neighbors, such that node
i’s payoff would be ui(g− gik) = 1

2 ∗ y+ 1
2(n− y)− (x−1)c. Comparing the

payoffs to ui(g), we find that the network is pairwise stable, if it holds that
(n−2)2

2n > c > n−2
n , which is fulfilled if n > 4. Thus, for every n ≥ 5 this

condition is fulfilled and the network is pairwise stable for the determined
cost range.

4.6.3 Pairwise Stable Networks for Dl = x

Unlike for the case of Dl = 1, we unfortunately cannot define all networks
that are pairwise stable for Dl ≥ 2, but moving along the same classes
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of networks that we had definite results for when Dl = 1, we can analyze
where these results generalize for a larger disruption budget and where they
do not. Next to the networks we have already discussed above, another
network for which we can give definite results is the empty network. As
discussed in the analysis of the case ofDl = 1, the empty network is pairwise
stable for any cost range. The logic for the case of Dl = x is exactly the
same as for the case of Dl = 1, as any link that might be added to the
network will be an automatic target and therefore players never have an
incentive to add such a link. We can thus directly state that the empty
network is pairwise stable for any disruption budget x.

Corollary 4.1. The empty network is pairwise stable for any positive cost
range c and any positive disruption budget x.

Finally we will have a look at networks consisting of multiple compo-
nents. As we have shown for the case of Dl = 1, there are cost ranges
for which networks consisting of multiple components may be pairwise sta-
ble. We will here focus on those type of network structures that we have
shown for Dl = 1 to be pairwise stable and analyze whether the results
can be generalized for larger disruption budgets. The results on networks
consisting of multiple components that have a generalized circle structure
can be extended to multiple components having a generalized (x+1)-paths
structure without redundant links, which is very intuitive, as in both cases
the result is based on the fact that a network disruptor cannot cause any
damage to the network. The same holds for networks consisting of multiple
components having a generalized (x+1)-paths structure without redundant
links and isolated nodes. Lastly in Lemma 4.6, for the case of Dl = 1, we
have also shown that for stochastic-pd networks consisting of at least 3
components that do not include any redundant links we can always find
cost ranges for which they are pairwise stable. This result, unfortunately,
we cannot generalize, as we cannot make any general predictions about the
change in the network disruptor’s best response given every possible net-
work structure. We will therefore focus on the result on networks including
components with a generalized (x+1)-paths structure and possibly isolated
nodes.

Lemma 4.10. Networks consisting of multiple components that each have
a generalized (x+1)-paths structure and do not include any redundant links
are pairwise stable for low levels of linking costs. Networks consisting of
multiple components that each have a generalized (x + 1)-paths structure
without redundant links and isolated nodes are also pairwise stable.

Proof. Consider a network consisting of multiple components that each
have a generalized (x+1)-paths structure and do not include any redundant
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links. We know by Lemma 4.8 that for |y| > c, where |y| denotes the order
of any component that can be disconnected if players decide to delete a
link, the network is pairwise stable.34 The same holds here, however, if not
all components are of the same order or the order of |y| may differ between
components, then the network is pairwise stable only for the lowest value of
|y| across all components. No player has any incentive to add a link to any
of the other components as such a link would be automatically targeted as
the network disruptor cannot cause any damage within the components.
That a network is also pairwise stable for the same cost range if there are
isolated nodes as well is evident, as otherwise the link that might be added
will automatically be disrupted as it is the only link the network disrupter
can target and cause any actual damage.

Unfortunately we cannot claim any general results about networks con-
sisting of multiple components if they do not fit the descriptions posed in
the previous lemma. This is due to the change in the network disruptor’s
strategy, should an extra link be added or a link be deleted. For every spe-
cific structure, it is straightforward to tell whether or not that structure is
pairwise stable, however, we cannot draw any further general conclusions.

We can thus summarize our results on pairwise stable networks, when
the players face a network disruptor with a general disruption budget of
x ≥ 2 in the following proposition.

Proposition 4.2. When facing a network disruptor with a disruption bud-
get of x ≥ 2, minimally connected networks are not pairwise stable, inde-
pendent of their structure. The set of pairwise stable networks includes:

• the empty network

• networks that have a generalized (x + 1)-paths structure without re-
dundant links

• networks consisting of multiple components that each have a general-
ized (x + 1)-paths structure (or are isolate nodes) without redundant
links for relatively low linking costs and

• for an intermediate cost range x-regular circulant networks may also
be pairwise stable.

Proof. We cannot provide a general characterization of all networks that
are pairwise stable for a general disruption budget of Dl = x and x ≥ 2.

34Lemma 4.8 refers only to connected networks. However, as each component here has
a generalized (x+ 1)-paths structure and the disruptor thus cannot cause any damage to
any of the components, we can apply the result here for each of the components.



4.7. Conclusion 121

However, that the mentioned networks fall into the set of pairwise stable
networks follows directly from Lemma 4.8, Lemma 4.9, Corollary 4.1, and
Lemma 4.10. That minimally connected networks are not pairwise stable
follows directly from Lemma 4.7.

Again, as for the case of Dl = 1, we have shown here that when a
network disruptor is present, multiple equilibria can be reached. Also for
the general case of Dl = x, the presence of a network disruptor can be
interpreted differently for the case of low linking costs and the case of high
linking costs. For low linking costs, the network disruptor can be seen as
a possibly negative force again, should players coordinate on the empty
network or a network split up into several separate components, since, as
already discussed in Section 4.5.4, this leads to post-disruption networks in
which information sharing between all players is no longer possible, whereas
it is possible in the benchmark case. Yet for high linking costs, we again
observe a common enemy effect. Whereas in the benchmark case without a
disruptor information sharing is not possible, as the only stable network is
the empty network, when facing a network disruptor, there are also multiple
stable networks in which post-disruption information sharing is possible.
The most efficient of these structures is an (x+1)-regular circulant network,
which has a generalized (x+ 1) regular structure using the least amount of
links, and which is completely robust against disruption so that in the post-
disruption network complete information sharing is possible. Thus, also for
a general disruption budget of Dl = x, we find that whereas for low linking
costs the presence of a network disruptor can be seen as a rather negative
occurrence, for high linking costs, we can observe a common enemy effect
if players coordinate on a connected network.

4.7 Conclusion

In this paper we looked at the implications for stability and efficiency of
networks made up of self-interested players when they are facing a network
disruptor using pairwise stability as an equilibrium concept. We have found
that for low as well as high costs of linking there are connected networks
that are pairwise stable as well as more efficient than the unconnected
empty network. This is an interesting finding since in the model without a
network disruptor, the only network that is pairwise stable for high linking
costs is the highly inefficient empty network. What we have shown here is
that when facing an outside force that aims to destroy the value of the net-
work as a whole, it is possible for a group of self-interested, myopic players
to build a network that is stable and actually more efficient than they would
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be able to do without this outside threat. We have thus given a purely eco-
nomic explanation for the psychological concept of a common enemy effect.
However, we have also shown, that the effect of a common enemy can also
be negative, especially for low linking costs. Additionally, we have shown
that once players are caught in the empty network or in a network consist-
ing of multiple components, they are caught in these inefficient equilibria,
because they are also stable.

This paper suggests that an effect rooted in psychology can also be
explained by purely economic means. Future research should consequently
aim at exploring the economic incentives for the common enemy effect more
thoroughly in this setting by adding heterogeneous players, information
asymmetry or looking at “coalition”-stability, where groups of more than 2
players can deviate at the same time. Additionally, in the pairwise stability
model, the focus lies purely on which networks are stable but not on how
players can actually reach such networks. Future research should therefore
focus on implementing actual mechanisms on how such a network can be
formed (e.g. in an economic laboratory experiment) and whether myopic
players can reach all equilibrium networks. Another avenue of research
focuses on the farsighted behavior of players. Theoretical work on networks
assuming farsightedness of players (see for example the work by Morbitzer
et al. (2011), Morbitzer et al. (2012) or Herings et al. (2009)) shows that
a concept of (perfect) farsighted stability can be established. Network
experiments (see for example the work by Mantovani et al. (2011)) on
the same topic show that players do tend to behave more farsightedly than
myopically in such experiments. Future research may analyze how the
assumption of farsightedness would change the results we have found here.



Chapter 5

Experiment*

In the previous chapter, we have analyzed how agents strategically link
to one another under the threat of disruption and which of the emerging
networks are stable and/or efficient. What the model does not provide is an
understanding of why specific equilibrium networks are selected and how
equilibrium networks are reached. The present chapter aims to address this
issue.

In Chapter 4, we built a model of strategic network formation when
there is a network disruptor present, using the connections model by Jack-
son and Wolinsky (1996) as a benchmark case. As we are also interested
in the stability and efficiency of networks in the presence of a network dis-
ruptor, we use the same concept of pairwise stability as was introduced in
Jackson and Wolinsky (1996), who define networks as pairwise stable if no
single player would like to delete a link and no pair of players would like
to add a link to the existing network. In Chapter 4 we consider myopic
self-interested players who build a network assuming that network effects
are positive. Thus abstracting from the costs of linking, players always
prefer to be linked to more other players than to less. When building the
network, the players take into account that after the network has been built
it will be attacked by a network disruptor whose aim it is to minimize the
overall value of the network. This disruptor thus acts as a common enemy
to the players within the network. We find that while for high costs of
linking Jackson and Wolinsky (1996) predict that only the empty network
is pairwise stable, the introduction of a network disruptor might actually
enhance efficiency in this case, as not only the empty network is then pair-
wise stable, but there are also connected network architectures that are
pairwise stable and more efficient than the empty network. This, however,
leads to multiple equilibria. As the model in Chapter 4 is only concerned

*This study is joint work with Stephanie Rosenkranz and Kris De Jaegher.
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with the stability and efficiency of networks, equilibrium selection is not ex-
plicitly treated. Building an experiment with a setting where the same set
of equilibria is stable, regardless of whether a network disruptor is present
or not, allows us to focus on equilibrium selection and the formation pro-
cess. We argue that the presence of a common enemy increases uncertainty
and/or may induce forward-looking behavior. Both effects lead to opposing
predictions for equilibrium selection, which we test in the experiment.1

The aim of the present chapter is to study the influence of a com-
mon enemy on the network formation process and on equilibrium selection.
Although field research seems more natural given the abundance of obser-
vations of the common enemy effect in the real world, it is notoriously hard
to investigate network formation in the field. This is due to many possibly
confounding factors such as imperfect knowledge of the existing network
structure, the sheer size of most networks, agents’ motivations as well as
possible asymmetries in information, payoff or costs. We therefore, instead,
chose for a controlled laboratory experiment. In laboratory experiments,
we can control for these factors and they also enable us to influence con-
cepts relevant to network formation models such as linking costs, and value
of links to players themselves and to others in a systematic way, which is
not given in a field experiment. Such an approach has already been used in
some other network formation experiments (for an overview of early work
on this see Kosfeld (2004)), such as Goeree et al. (2009) and Falk and Kos-
feld (2012), who use a laboratory experiment to investigate the predictive
power of the model proposed by Bala and Goyal (2000). Unlike in the set-
ting by Jackson and Wolinsky (1996) the model of Bala and Goyal (2000)
allows for unilateral link formation and uses the concept of strict Nash net-
works. In their experiments, Goeree et al. (2009) and Falk and Kosfeld
(2012) do not find strong support for the formation of strict Nash networks
by homogeneous players when the equilibrium networks are asymmetric.

Jackson and Wolinsky (1996)’s basic model has also been used in a num-
ber of network formation experiments. Ziegelmeyer and Pantz (2005) for
example, use the model to look at R&D networks in an oligopoly setting.
The studies by Mantovani et al. (2011) and Morbitzer et al. (2011) are most
related to our work in the set up of the experiment as well as the under-
lying model for network formation. Both look at myopic versus farsighted
stability in the setting of the basic model by Jackson and Wolinsky (1996).
In Mantovani et al. (2011), the subjects play in groups of four, starting al-
ways from an empty network. In each round one link gets chosen randomly
and the players who are connected by this link can choose whether to form
(maintain) this link or not form (delete) it. In their set up networks are

1For a literature overview on the common enemy effect, see Chapter 4.
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stable if all players independently announce that they are satisfied with the
existent network. Morbitzer et al. (2011) let the subjects start the network
formation process from the empty network. Here all players decide over all
their possible links each period and one of those changes is then chosen at
random to be implemented. Stability occurs if the same network emerges
at least in three consecutive periods. While Mantovani et al. (2011) find
rather strong support for farsighted behavior by players, Morbitzer et al.
(2011) only find some support for limited farsighted behavior.

We implement the same method as Mantovani et al. (2011) for the link
formation game, to stay close to the underlying theoretical model, however,
we use different starting networks and add a computerized strategic network
disruptor to the experiment, to be able to address factors that may influence
the formation process. To the best of our knowledge, this constitutes the
first test of network formation and equilibrium selection when a strategic
disruptor is present in a laboratory setting.

5.1 The Model

In this section we briefly summarize the model and findings introduced in
Chapter 4. The model in Chapter 4 extends the connections model intro-
duced in Jackson and Wolinsky (1996) by introducing a network disruptor
to the game. In the model, a set of N = {1, 2, ..., n} self-interested players
can use costly links to form an information network knowing that after it
has been formed a network disruptor can take out a number of links from
the network, where the number of links is determined by his disruption
budget. His aim is to minimize the value of the network as a whole. In the
game the players forming the network move first and build a network, by
adding costly links bilaterally and deleting them unilaterally. The players
know that an attack will ensue in the following stage of the game and they
also know the size of the network disruptor’s disruption budget. Once the
players are satisfied with the network - thus once they are in a stable net-
work - the network is observed by the disruptor who can then choose which
links to attack. The payoffs are based on the network that remains after
the attack.

In the network there are n individual self-interested players. Each player
i has one unit of non-rival information wi, where it is assumed that wi = wj .
To access j’s information, i has to form a costly link to j, which j needs
to accept. This link is denoted as gij . It is assumed that information
flow is “two-way” and both nodes have to pay costs c to establish the
link, where costs are assumed to be the same for every link. The costs are
calculated on the basis of the pre-disruption network g1, meaning that even
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if a link is disrupted later on, the nodes bear the cost of the link. If there
exists a path between node i and node j (they are thus linked directly or
indirectly to one another), node i also gains access to all the information
j has gathered through his links from other nodes and all those nodes
gain access to i’s information. The amount of information node i gains is
calculated based on the post-disruption network g2. As the information is
based on g2 and the costs on g1, we will refer to network g when defining
the payoff function.2 Thus, the payoff for node i can be defined as follows:
ui(g) = wi +

∑
j∈Ni(g2)

wj −
∑

k:g1ik∈g1
cik, where Ni is the set of all nodes

j 6= i for which there is a path in the network between i and j and where
k denotes all direct neighbors of i.3 Thus the payoff of node i is derived
by the value of its own information, the information it obtains from the
members of the component it belongs to minus the cost of its direct links.
The goal of each individual player is to maximize his own payoff within the
game.

The common enemy is modeled as a network disruptor, who has a dis-
ruption budget consisting of Dl = x links that he can use to disrupt links
within the network. The main goal of the network disruptor is to minimize
the overall value v(g) of the network, where it is assumed that the value
of the network is the sum of all the individual utilities of players. Thus
v(g) =

∑
i∈N ui(g). To model the disruption decision, it is assumed that

the network disruptor has lexicographic preferences and therefore prefers
to disconnect two single nodes from the network over disconnecting a con-
nected pair of nodes, if both can be done while disrupting the same amount
of links.4

To define which pre-disruption networks will be formed, the concept of
pairwise stability, as introduced in Jackson and Wolinsky (1996) is used.
In the model with a network disruptor, this means that for any best re-
sponse disruption strategy of the disruptor (i.e. for any (possibly mixed)
strategy of the disruptor on which Dl links to delete), the players form a
pre-disruption network that is pairwise stable. Accordingly, nodes have the
freedom to add or delete links. However, while the decision on link dele-
tion is unilateral, for link formation both players need to consent. Thus,
a pre-disruption network is pairwise stable, if and only if, no player uni-
laterally wants to delete a link and no pair of players wants to add a link,
always taking into account that the network will be disrupted and how the

2For convenience throughout the paper we will usually only use the notation g unless
distinguishing between the pre- and post-disruption network is necessary.

3A direct neighbor k of i is any node that is directly linked to node i.
4For a more detailed description of how lexicographic preferences are used to model

the network designer’s aim to minimize the value of the network, see the modeling section
in Chapter 4.
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disruption will influence their respective payoffs. This can be stated as:
A pre-disruption network g1 is pairwise stable iff

1. for all gij ∈ g1, ui(g) ≥ ui(g − gij) and uj(g) ≥ uj(g − gij), and

2. for all gij /∈ g1, if ui(g + gij) > ui(g) then uj(g + gij) < uj(g).

Thus at least one player needs to strictly prefer forming the link over
not forming a link, when the other player is indifferent. At the same time
no player strictly prefers deleting a link.

Given this set-up, in Chapter 4 we study which networks emerge and are
stable for varying levels of linking costs and varying sizes of the disruption
budget. For our analysis we focus on the case of a disruption budget of
Dl = 1 and specifically on the case of high linking costs, thus costs c > 1,
as in Chapter 4 we find the strongest effect of the network disruptor in this
setting. In Proposition 1 we state that for a disruption budget of Dl = 1
networks with a generalized circle structure, the star network, the empty
network and networks consisting of multiple components may be pairwise
stable, depending on linking costs and some other conditions discussed in
detail in Chapter 4. In the benchmark case without a disruptor, Jackson
and Wolinsky (1996) find that for high linking costs the only network that
will be pairwise stable is the empty network. This can be deduced from
Proposition 2 (p.50), when abstracting from the effect that decay has on
the model. Comparing the two results, in Chapter 4, we find that the
introduction of a network disruptor leads to more efficiency in the network
instead of less, by enabling networks that are more efficient to be stable.
Therefore, in this model, the network disruptor can be considered as a
common enemy to the network.

5.1.1 Experimental Game

As the theory is only concerned with stable networks but not with how
these networks are formed, we introduce a dynamic version of the network
formation game in the experiment. We use a value per node of wi = 1 and
a cost level of c = 1.2 and n = 4 nodes in the network formation game.
However, we adjust the payoffs such that they are all positive, in order to
avoid any psychological effects negative payoffs might have on players.5 As
we aim to test the influence of a network disruptor on network formation,
we changed the payoffs in the game without a disruptor, so as to keep
the two treatments (with and without a network disruptor) comparable.
Therefore, we ensured that the expected payoffs are equivalent.6 Thus, in

5We added 3
5

to the values and multiplied them with 30.
6This means the expected payoffs are the same in every possible network throughout

both treatments.
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both the treatment with a disruptor and the treatment without a disruptor
we used the payoffs from the game with a disruptor, as introduced in the
model above. As compared to the model in Jackson and Wolinsky (1996),
this then means that both in the case with and without a network disruptor
the empty network, as well as the separated network, which is the network
where three players are linked in a circle and one node is isolated, and the
circle network are pairwise stable. While the expected payoffs are the same
between the two treatments, the absolute payoffs can differ, as they depend
on which link the network disruptor targets in a network. The payoffs are
depicted in Figure 5.1 for the scenario without a disruptor and in Figure
5.2 for the scenario with a disruptor. In both figures the solid, slim, grey
links denote the links that have the most value to the network. Without
a network disruptor this information is not strictly necessary, however, as
we wanted to keep the information for the subjects as similar as possible
between both cases, we depicted them also for the case without a disruptor.
In the scenario with a network disruptor, the subjects are informed that
after the game the computer will disconnect the most valuable link from
their final network and that their payoffs depend on the network after
disruption. The network disruptor will thus target the slim grey link(s).
If there is more than one such link, he chooses randomly. In Figure 5.2,
additionally there are dotted links. The dotted links show the payoff of the
players if this link is deleted. Thus e.g. in the star network, all three links
are slim grey links. The dotted link shows a payoff of 12 for the end-player,
for the other two a payoff of 52. If this is the final network, the subjects can
thus read this as: “There is a 1

3 chance that the disruptor will target my
link. If he does, my payoff is 12. If one of the other two links is targeted,
my payoff is 52.”

We use the linking game as proposed in the experiment by Manto-
vani et al. (2011). Time is assumed to be a countable finite set T =
0, 1, ..., t, ..., 20 and gt here denotes the network that exists at the end of
each period t. To keep the experiment tractable for the students and limit
the number of possible equilibria so that we get clear predictions, we look
at groups of n = 4 players. Subjects are labeled P1, P2, P3 and P4 on the
screen. At every period t > 0 one link is randomly picked to be updated.
Thus the subjects incident to this link get to decide to add (keep) the link
or to not form (delete) the link. At t = 1 each out of the 6 possible links is
picked with equal probability. After that, to ensure that no link is chosen
twice in a row, in each period t a link from the set gN \ijt−1 is chosen by the
computer with equal probability. The way this is modeled coincides with
the way the network formation process is modeled in Jackson and Watts
(2002).

In the scenario with a network disruptor, subjects are informed be-
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Figure 5.1: Points without Disruptor
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Figure 5.2: Points with Disruptor
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forehand that after they have decided on a final network, one link will be
disconnected from the network by the computer, and that their payoff de-
pends on the network after disruption.7 On their points-sheet they can see
how the disruption will affect their payoffs. Subjects are informed that the
link that will be disrupted is the one that adds most value to the network
as a whole. Thus it is the link that the network disruptor would target
according to the theory, as it is the one that minimizes the overall value of
the network. Should there be more than one link that is equally valuable,
the computer randomly decides which of the links will be disrupted. In the
scenario without a network disruptor, the final network on which subjects
agree does not undergo any changes. The points were chosen in such a way
that the expected payoffs in both scenarios are exactly the same.

5.1.2 Equilibrium Selection

We design the experiment in such a way as to test hypotheses on the effect
of the common enemy on network formation as predicted in the model in-
troduced in Chapter 4. However, as the theory is only concerned with the
stability and efficiency of networks, and does not deal with equilibrium se-
lection or the question whether such equilibria can actually be the outcome
of a dynamic process, our experiment is also exploratory in the sense that
we test which equilibria are feasible and which equilibria will be selected.
An additional exploratory element of our experiment is that we test what
influence the presence of a network disruptor has on the farsighted behavior
of players as well as on the perceived risk in a network formation setting
and test which one of these two influences is stronger and how they affect
equilibrium selection. In the following, we will explain how these factors
may influence equilibrium selection.

As described above, we have three different equilibria in both scenarios,
namely the empty network, the separated network and the circle network.8

Note that assumptions on how players make their decisions may have dif-
ferent implications for which of these equilibria is predicted to be the result
of the formation process. From the two starting networks - the line with
three players and the two dyads - which both include exactly two links, we
find that the only equilibrium that can be reached by the players if they
are strictly myopic is the empty network. Starting from the line network,

7In this experiment we decided to have the computer act as a completely rational
network disruptor, to remain in line with the theory as introduced in Chapter 4. One
could also envision an experiment in which the disruptor is also a human player to analyze
the behavioral implications this would have on the subjects in the network formation
game.

8The equilibrium networks are circled in Figures 5.1 and 5.2.
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the separated network can also be reached by myopic players. The circle
network on the other hand can only be reached if at least some of the
players are farsighted. We use farsightedness or forwardlookingness here
to describe that players are not strictly myopic. We simply assume that
they are able to go through some temporary utility dip to reach a network,
such as the circle. To reach the circle at least one decision has to be taken
that cannot be explained by the assumption of myopic behavior. We thus
define the circle as a farsighted equilibrium, which additionally is strictly
payoff dominant as compared to the other two equilibria. However, once
the circle is reached, it is also myopically stable.

Taking into account that the network formation process may be to some
extent stochastic, Tercieux and Vannetelbosch (2006) introduce the concept
of stochastically stable networks. Their concept of p-pairwise stability is a
refinement of the notion of pairwise stability. Tercieux and Vannetelbosch
(2006) define p-pairwise stability as follows: “A network is said to be p-
pairwise stable if when we add a set of links to this network (or sever a set
of links), then if we allow players to successively create or delete links, they
will come back to the initial network” (p.353). The parameter p ∈ [0, 1]
indicates the number of links that can be added or severed for which this
statement holds. p is calculated as the number of links that may be changed
over the number of all possible links in the network, where p = 0 means
that no link can be added or severed (thus a p = 0-pairwise stable network,
is a pairwise stable network in the sense of Jackson and Wolinsky (1996)),
whereas p = 1 indicates that all links can be changed. Consequently, the
higher p the more stochastically stable a network is. Tercieux and Van-
netelbosch (2006) focus on 1

2 -stable networks in their paper. While none
of our networks satisfy the requirement of 1

2 -stability, we find that while
the separated network and the circle network are only 0-stable, the empty
network is 1

6 -stable and thus more stochastically stable then the other two
equilibria.

If one interprets the amount of links that can be added or severed from
the network in the setting of p-pairwise stability, as allowing for possi-
ble errors in linking decisions, a relation between stochastic stability and
robustness against errors of an equilibrium network becomes clear. Intu-
itively, the empty network seems to be the least risky choice of players:
as link deletion is unilateral, payoffs during the formation process to reach
the empty network only depend on players’ own decisions and not on the
decisions of their fellow players. Introducing the concept of p-pairwise sta-
bility, we additionally see that even if one error is made in the linking
decision, still all improving paths will lead back to the empty network and
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consequently the network is 1
6 -stable.9 Looking at the circle and the sepa-

rated equilibrium, we find that they are intuitively more risky choices than
the empty network, because in these equilibria players’ depend on their
group members’ decisions to reach the equilibria and remain in them. Ad-
ditionally, these networks are also less stochastically stable than the empty
network, as they are only 0-stable. The empty network is therefore more
robust against errors or perturbations and we can thus conclude that while
the circle network is the payoff dominant equilibrium in our setting, the
empty network is the more robust equilibrium in the sense that it is a less
risky choice for players and it is more stochastically stable. Consequently,
overall, while the circle network is payoff dominant, the empty network is
the least risky equilibrium.10

From the discussion above, we will now deduct the hypotheses that we
wish to test with our experiment. We first focus on hypotheses concerning
equilibrium predictions and then we formulate hypotheses on the process
of network formation.

5.2 Hypotheses

The theoretical work on network formation games focuses mostly on (pair-
wise) stability of network structures and not on equilibrium selection or
the formation process itself. Our first hypothesis therefore concerns the
equilibrium predictions of the network formation game. This prediction
is independent of any treatment effect, as in both cases, with and with-
out a network disruptor, the network formation game yields the same three
equilibria: the empty network, the circle network and the separate network.

Hypothesis 5.1. Across all treatments individuals coordinate on equilibria
(more frequently than by chance).

Our next hypothesis concerns the different starting networks that we
use. In our experiment, we used the line network connecting 3 players and
the two dyads as starting network. In Figure 5.3 we depict all possible links
in a network with numbers and also player numbers. In the setting with

9An improving path is a sequence of networks that can emerge when players can form
or sever links based on the increase in payoff they will receive in the emerging network as
compared to the current one. In such a sequence each network differs from its predecessor
by exactly one link. Whether links are added or severed is determined by the conditions
of pairwise stability.

10While this concept does entail that overall the choice of the empty network is less
risky than that of any other equilibrium, we cannot speak of risk dominance here, as it
does not coincide with the technical term of “risk dominance” as defined by Harsany and
Selten (1988).
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a line as a starting network, the given links are 4 and 6, thus connecting
players 2, 3 and 4. In the setting with the two dyads as a starting network,
the given links are 1 and 6, connecting players 1 and 2 and players 3 and 4
respectively.
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Figure 5.3: Link and Player Numbers

While from both starting networks it is in principle possible to reach
the circle network by adding two links and the empty network by deleting
two links, there are still some differences that lead us to hypothesize that
from the dyads the circle will be reached more frequently than from the
line network, which is due to the fact that links are suggested randomly
and one at a time in the network formation game. If the starting network
is the dyads (link 1 and 6 in Figure 5.3), there is a 2

3 chance that any
one of the remaining four links is suggested first, as there are six links in
total and which link is suggested first is picked randomly by the computer.
Once such a link is suggested and formed by the players, they are directly
on an improving path towards the circle network. As opposed to this, if
the starting network is the line (link 4 and 6), the group is only on an
improving path towards the circle if link 3 or 1 is suggested and formed.
Thus, the chance of this is only 1

3 . As we composed the groups randomly,
the chance of forming this link once it has been suggested should be the
same over all groups, thus we abstract from any behavioral assumptions
on how players reach decisions and instead exclusively look at the chance
that such a link will be proposed. Therefore, purely by the design of the
way links are suggested, we expect players to reach the circle network more
often when starting from the dyads than when starting from the line. For
the empty network no such prediction is possible, as groups move directly
towards the empty network if one of the two existing links is suggested
first. The chance of this is 1

3 , independent of the starting network, since
they both have exactly 2 out of the possible 6 links.

Hypothesis 5.2. The circle network will be reached significantly more of-
ten by groups who start in the dyads than by groups who start in the line.
For the empty network there are no significant differences between starting
networks.



134 Chapter 5.

The next set of hypotheses deals with the equilibrium selection in the
network formation game, focusing on p-pairwise stability, and the influence
of forwardlookingness on equilibrium selection. We start by looking at the
p-pairwise stability of the equilibria in the network formation game. We
have three different equilibria in the game, however, they are not equally
stochastically stable. In the modeling section we have introduced the notion
of p-pairwise stability and shown that while the empty network is 5

6 -stable,
the circle network and the separated network are both only 1-stable, mean-
ing that the empty network is more robust against potential errors. Thus,
we expect the empty network to be reached significantly more often than
either one of the other two equilibria, independent of the starting network.

Hypothesis 5.3. The empty network will be reached significantly more
often than the circle and the separated equilibria.

Our next hypotheses concern the influence of the forwardlookingness of
players on equilibrium selection. Given that the empty network is a myopic
equilibrium, whereas the circle network is a forward-looking equilibrium,
players that are more myopic should aim at reaching the empty equilibrium,
whereas players that are more forward-looking should aim at reaching the
circle. As reaching specific equilibria depends on the decisions of the entire
group and not on the forwardlookingness of individual players, we state the
following hypotheses in terms of group levels.

Hypothesis 5.4. Groups that are more forward-looking will reach the circle
network significantly more often than groups that are less forward-looking.

Hypothesis 5.5. Groups that are more myopic will reach the empty net-
work significantly more often than groups that are less myopic.

Our next set of hypotheses concerns the exploratory part of our experi-
ment. Here we consider the network formation process itself, and the effect
the presence of a network disruptor has on this process. We consider two
possible effects a network disruptor could have on the network formation
process. The two effects we analyze, namely an increase in perceived risk
and an increase in forward-looking behavior in the presence of a disruptor,
lead to different predictions on the behavior of players in the network for-
mation game.11 Thus, by analyzing the two hypotheses, we will find which
one of the effects has a larger influence on the network formation process.

On the one hand, the presence of a network disruptor may lead to an
increase in the forward-looking behavior of players, as they are forced to

11We assume that the presence of the network disruptor increases the perceived risk
of players as payoffs become uncertain.
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think ahead to account for the payoff consequences of disruption. Here we
assume that the presence of a disruptor induces forward-looking decision
making. Whether this effect is actually present can be analyzed by studying
subjects’ forwardlookingness with and without the presence of a disruptor,
as it is revealed in the first choice they are making in a network formation
game, independent of the starting network.

Hypothesis 5.6. When a network disruptor is present, more choices are
forward-looking than without a network disruptor.

In terms of equilibrium selection, an increase in forward-looking behav-
ior of the players should lead to an increase in the frequency with which
the circle equilibrium is reached, as the circle is a strictly forward-looking
equilibrium, in the sense that it can only be reached if at least two players
make forward-looking decisions in the network formation game.

Hypothesis 5.7. When a network disruptor is present, the circle equilib-
rium will be reached more often than without a network disruptor.

On the other hand, the presence of a network disruptor may lead to an
increase in the perceived risk of the players. This is due to the fact that
even though expected payoffs are the same across treatments, absolute
payoffs can vary. Whereas in the treatment without a network disruptor,
the players are always certain about their payoffs in any given network, in
the treatment with a disruptor, this is not necessarily given. If there is
more than one potential link that the disruptor may target to maximally
reduce the value of the network, the link he will target is picked at random.
The payoff to the players then depends on how the removal of this link
affects them. This becomes quite clear when looking at the payoff players
can earn in the star network. Here in the case without a network disruptor,
each of the spokes will earn 52 points. In the treatment with a network
disruptor, the disruptor is indifferent between the links. Thus, there is a
chance of 1

3 for each link to be targeted. The spoke player that will be
disconnected after the disruption will get a payoff of 12 points, whereas the
players that remain connected get a payoff of 72 points each. Therefore, we
assume that the presence of a network disruptor will increase the perceived
risk of the players. As the empty network is the risk dominant option, in
the sense that it is more stochastically stable than the other two equilibria
and in the empty network, players’ payoffs do not depend on the actions
of the other players in their group, we hypothesize that it will be reached
more often when a network disruptor is present, than without a disruptor.

Hypothesis 5.8. When a network disruptor is present, and players are
on average risk averse, the empty network will be reached more often than
without a network disruptor.
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5.3 Experimental Procedures

Before describing our results, we first shortly introduce the general ex-
perimental procedures. The computerized experiment took place at the
Experimental Laboratory for Sociology and Economics (ELSE) at Utrecht
University on January 31st and February 3rd, 21st and 22nd 2012. It was
designed using the z-Tree software (Fischbacher, 2007). Using the ORSEE
recruitment system (Greiner, 2004), over 1000 potential subjects (mainly
students at Utrecht University) were approached via email. In the end
a total of 148 subjects were recruited for 8 sessions. When entering the
lab, subjects were seated in random order at the computers and were not
allowed to talk or look at other subjects’ screens throughout the experi-
ment. Subjects could choose between following the experiment in English
or Dutch and got instructions (see appendix) in the according language.
Before starting each scenario in the experiment, subjects were asked to
answer a control question to make sure they understood the instructions.
Each scenario only started once all subjects answered the question cor-
rectly. Sessions took on average 90 minutes, including instructions, control
questions, risk treatment, beauty contest and a final questionnaire that
students were asked to fill in.

The subjects were divided into groups of 4 for each round of the network
formation game. In each session we ran 2 rounds of the network formation
game, one with a network disruptor and one without. The order in which
the rounds were played was varied between sessions. The groups were
re-ordered using a perfect stranger matching after the first round of the
network formation game.12 We thus divided the 148 subjects into 37 groups
of 4 players per round. As each subject played two rounds of the network
formation game, we obtained 74 group level observations. We used two
different starting networks, which lead to a total of four different settings,
as summarized in Table 5.1.

During the network formation game, subjects were indicated as circles
on the screen, the one indicating themselves being blue and labeled You.
Subjects were not identifiable between the different rounds, or at the end
of the experiment.’Subjects have 30 seconds to make a decision about the
link. Should a subject not come to a decision within this time frame, the
previous state of the link will be taken as the decision of that subject.
All group members are informed which link is under consideration as well

12We are re-shuffling the groups after the first round, as we cannot expect players to
“un-learn” what they knew in the previous round. If groups were kept the same, players
could anticipate that if they reached the circle the previous round they will do so again
in this round independent of the treatment. The same holds if they did not reach the
circle. To avoid this, we re-shuffle the groups.
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as about the outcome of the subjects’ decisions by means of a graphical
representation of the current network. To determine their payoffs, subjects
have a points-sheet by means of which they can find out how many points
they would earn in their current network.13 They will earn points according
to the final network only. Therefore, after every period, all group members
are asked whether they are satisfied with the current network and want to
stop the formation process. Should at least one subject decide to continue,
the whole group will continue to the next period up to a maximum of T = 20
periods. Only if all subjects agree to be satisfied, the current network is
the final network and the scenario ends. Subjects will then be informed of
the points earned. At the end of the experiments the points are converted
to Euro by an exchange rate of 1Euro = 10Points.

All subjects play both scenarios: with a disruptor and without a dis-
ruptor. After the first scenario the labels are randomly reassigned and
the players get sorted into different groups by means of a total stranger
matching. Once a group was finished with the first scenario they had to
wait until all other groups finished before the instructions for the second
scenario were handed out. To minimize any confounding effects, we start
in two different starting networks (the line network including three players,
and two separate dyads) and change the order in which subjects are in a
scenario with and without a network disruptor. In summary, we investigate
network formation behavior in four different treatments that differ with re-
spect to starting network and existence of a disruptor as is shown in Table
5.1.

Table 5.1: Settings

Setting Starting Network Order

1 line no disruptor, disruptor
2 line disruptor, no disruptor
3 dyads no disruptor, disruptor
4 dyads disruptor, no disruptor

After both scenarios had been finished, students were asked to take part
in some additional decision making situations, during which they played the
beauty contest, to assess their level of farsightedness as revealed by their
general level of cognitive reasoning. In the beauty contest, the winner was
paid 5 Euros. Afterwards they chose between different lotteries for a risk
assessment. After that they were informed about their final payoff and were
asked to fill in a questionnaire. Payments were rounded up to 50 cents, and

13The points-sheets as handed out during the experiment can be found in the ap-
pendix.
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on average students earned 13 Euros with a maximum of 20 Euros and a
minimum of 7 Euros.

5.4 Results

5.4.1 Description of Subject and Group Variables

Table 5.2 presents a summary of our data across all treatments. The first
variables give information about the general population of our subjects,
which was gathered by means of a questionnaire the subjects filled out
after the experiment. A majority of the 148 subjects who participated in
the experiment were students (82%). Roughly 47% of subjects was male
and the average age was 23 years. Approximately 33% of our subjects
studied economics and 57% were Dutch.

Table 5.2: Summary Statisticsa

Variable Mean Std. Dev. Min. Max. N

Male 0.473 0.499 0 1 148
Age 23.243 3.860 17 42 148

Student 0.824 0.381 0 1 148
Dutch 0.568 0.495 0 1 148

Economics 0.331 0.471 0 1 148

Nr of Decisions total 11.420 4.408 2 22 148
Nr of Decisions R1 5.122 3.388 0 14 148
Nr of Decisions R2 6.297 3.193 1 14 148
Nr of Decisions ND 5.311 3.19 0 14 148
Nr of Decisions D 6.108 3.447 0 14 148

Stop R1 10.243 6.156 1 20 148
Stop R2 12.595 5.74 2 20 148

aR1 means Round 1 of the game, R2 means Round 2, ND means the setting without
a disruptor and D means the settings with a disruptor.

The second half of the variables already gives some summarizing infor-
mation on subjects’ decisions in the network formation game. The decision
to stop was made on average in Period 10 in the first round and in Period
12 in the second round of the game. This led to an average of 11.4 linking
decisions per subject. In the first round of the game, the average number
of decisions per subjects (5.1) was a bit lower than in the second round
of the game (6.3). In the rounds played with a network disruptor present,
the average number of decision was somewhat higher (6.1) as compared to
those rounds played without a network disruptor (5.3).
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Between the network formation game and the questionnaire, we also
asked subjects to take part in some incentivized additional decision making
situations to gather information on their risk attitudes and general farsight-
edness. To obtain a general measure of subjects’ farsightedness as revealed
by their general level of cognitive reasoning, we asked them to play the
beauty contest game, as introduced by Keynes (1936) and first used in an
experiment by Nagel (1995). The number of steps x that subjects took in
their reasoning was calculated as follows:

x =
ln( b

p∗100)

ln(p)

In our version of the beauty contest game, subjects were asked to guess
“half of the average”, thus p = 1

2b denotes the students answer, which
could be between 0 and 100. This leads to a measure of −1 up to 6. Every
subject whose answer lay between 100 and 50 received a −1 according
to the scale. As a negative number in terms of thinking steps does not
make sense, we normalized this to 0. For b = 0, the equation is not well
defined, so we manually replaced the values by 6, as for b = 1 a value of
x = 5.65 can be calculated. We then accordingly introduce 7 categories
of forwardlookingness, which concur with steps of forwardlookingness. 0
steps mean that the person is not forward-looking at all and thus entered
a number between 100 and 50, and 6 steps mean that the subject is very
forward-looking, entering 0. The following table shows the distribution
of forwardlookingness amongst our subjects as measured by the beauty
contest.

Table 5.3: Steps of Forwardlookingness

Individual Median per Group

Number of Steps Frequency Percent Frequency Percent

0 20 13.51 0 0
1 33 22.30 15 20.27
2 34 22.97 36 48.65
3 23 15.54 14 18.92
4 15 10.14 8 10.81
5 10 6.76 1 1.35
6 13 8.78 0 0

Total 148 100 74 100

Looking at the forwardlookingness of subjects, we can see that half of
our subjects think only 0 to 2 steps ahead (59%). These results are roughly
in line with the results in Nagel (1995). For each of the categories we also
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calculated a group median. Thus, for each group the median degree of for-
wardlookingness is shown in the last column of Table 5.3. We consciously
decided on the median forwardlookingness per group, as opposed to the
average forwardlookingness per group. This is done because the network
formation game is, of course, a group process. Therefore, the forwardlook-
ingness of a single person may not be enough to reach a forward-looking
equilibrium. Instead, as linking decisions are bilateral, we need at least
2 forwardlooking players, as they need to agree on a link. As we look at
groups of four players in our network formation game, the median cap-
tures this idea that at least 2 players should be forwardlooking. Having
performed a Kolmogorov-Smirnov Test, we found that the distribution of
the median forwardlookingness per group is significantly different for those
groups reaching the circle equilibrium from those who do not, whereas the
distribution of the average forwardlookingness in these groups is the same.
We consider this a support for our idea, however, we do report the results
for average, minimum and maximum forwardlookingness as well.

As in Hypothesis 5.6 we test how the forward-looking behavior of players
is influenced by the presence of a network disruptor, we need an additional
measure of forwardlookingness; one that is influenced by the presence of
a network disruptor. To identify the forwardlookingness of the subjects,
we look firstly at their first decision in the whole network formation game.
For this purpose we coded each possible decision players can take as ei-
ther farsighted, myopic, ambiguous or irrational. Decisions were coded as
ambiguous, if they could be interpreted as farsighted as well as myopic.
Irrational decisions were those that did not follow a myopic or farsighted
improving path. For the coding, we consider the first decision of each in-
dividual subject. Starting from the dyads, for example, this means that
adding or keeping any link was coded as forwardlooking while deleting a
link was coded as myopic. An example of an ambiguous link can be found,
e.g. when looking at the line with four players. If the last link that is
needed to form the circle is accepted, this is in line with forwardlooking
predictions as well as with myopic predictions. As links were suggested
at random during the game, these decisions are not necessarily all taken
within the first two periods of the first round, as some subjects only got to
take their first decision later in the game.

Table 5.4 shows the percentages of first decisions that were farsighted,
myopic, ambiguous or irrational separately for the treatments with and
without a disruptor.

As we use these first decisions of subjects to reveal their forwardlook-
ingness, we can read the last column of the table as follows: we had 71
subjects deciding farsightedly, 42 subjects deciding myopically, 33 subjects
making ambiguous decisions, and 2 subjects deciding irrationally. Out of
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Table 5.4: Type of First Decision in Round 1 by Treatment

Disruptor No Disruptor

Freq. Percent Freq. Percent Total

Myopic 25 34.72 17 22.37 42
Farsighted 32 44.44 39 51.32 71
Ambiguous 13 18.06 20 26.32 33
Irrational 2 2.78 0 0 2

Total 72 100.00 76 100

these 71 subjects deciding farsightedly 32 (45%) play without a disruptor
and 39 (55%) with a disruptor. From now on we will refer to this measure
as the revealed forwardlookingness of players.

We have thus now introduced two different measures of forwardlooking-
ness of our subjects: the result of the beauty contest and the revealed for-
wardlookingness, given by the first decision each subject takes. To analyze
whether there is any correspondence between the two measures of forward-
lookingness, we can look at the relationship between the two measures. To
do so, we drop all the ambiguous and irrational decisions. Additionally, in
Table 5.5 we also look at the variable first Dec, as a control. This variable
denotes only the very first decision that has been taken in the game at all.
So with this variable we consider only those decisions that are taken before
subjects can observe any decisions of the other subjects. Consequently we
only have observations for half the subjects here. It is equal to 1 if a sub-
ject’s very first decision taken in a game is forward-looking, it is equal to 0
if it is myopic. Ambiguous or irrational decisions have been neglected.

The correlation between the revealed forwardlookingness and the sub-
jects’ score in the beauty contest is insignificant, as well as the correlation
between the first choice subjects took overall in the game and their beauty
contest score. As expected, the relationship between the first choice and
the revealed forwardlookingness is highly significant.

Table 5.5: Correlations between Measures of Forwardlookingness

Beauty First Dec Revealed

Beauty 1.0000
First Dec 0.1191 1.0000
Revealed 0.0496 0.7848*** 1.0000

*** p<0.01, ** p<0.05, * p<0.1

This difference between the correlations strongly suggests that subjects
cannot be labeled as being either forward-looking or myopic. They seem
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to act according to the situation they are facing at the moment, and this
may change drastically throughout the game. Subjects obviously already
adapt their first choice to the choices they have observed by other players.
Comparing the first decision a subject takes in Round 1, with the first
decision he or she takes in Round 2, we see that only 47 subjects are
consistent in their first decisions between the two rounds, whereas 101 are
not. Out of the 71 subjects whose first decision in Round 1 was farsighted,
only less than half (31) also took a farsighted first decision in Round 2. Due
to this difference between the measurements, we will use both measures
wherever possible in our analysis.

To measure the risk attitudes of the students, we used the measure
introduced by Holt and Laury (2002), which is a menu of paired lottery
choices that is constructed in such a way that the point where subjects
switch from making a “safe” to making a “risky” choice can be used to
infer their risk aversion. Using this measure results in 9 categories of risk
aversion.14 We thus categorize subjects ranging from 9 or 10 risky choices
(highly risk loving) to 0 or 1 risky choice (very highly risk averse). The
results presented in Table 5.6 show that most of our subjects are risk averse.
As the network formation game was played in groups, we also calculated
group medians for the risk attitudes of subjects. Here we find that about
97% of our groups are on average risk averse. We thus do not have any
groups that are significantly more risk loving than other groups.

Table 5.6: Risk Attitudes

Individual Median per Group

Risk Classification Frequency Percent Frequency Percent

highly risk loving 2 1.35 0 0
very risk loving 0 0 0 0

risk loving 2 1.35 0 0
risk neutral 23 15.54 2 2.70

slightly risk averse 20 13.51 6 8.11
risk averse 40 27.03 35 47.30

very risk averse 35 23.65 23 31.08
highly risk averse 13 8.78 8 10.81

very highly risk averse 13 8.78 0 0

Total 148 100 74 100

14As is done in Holt and Laury (2002), we simply use the number of safe choices
subjects take to categorize them on the individual level in this table. We thus ignore any
inconsistencies in choices. In total we have 10 inconsistent choices, which we do take into
for the median values per group, as we will use this in our further analysis. Subjects with
inconsistent choices were treated as though we did not have data on their risk attitude
for this purpose.
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5.4.2 Equilibrium Play and Equilibrium Selection

In our first hypothesis, we look at equilibrium play in general. It states that
across all treatments individuals coordinate on equilibria (more frequently
than by chance).

Table 5.7: Are Equilibria Reached?

Frequency Percent

In Equilibrium 65 87.84
Not in Equilibrium 9 12.16

Total 74 100

Table 5.7 shows that almost 88% (65 out of the total of 74) of our
groups reach an equilibrium in, or before, Period 20. We can consequently
confirm Hypothesis 5.1. When looking at the 9 groups that did not stop
in an equilibrium network, we find that 3 of these groups are actually “on
their way” towards the empty network, meaning that they only had one
link left but that link simply was not suggested in the remaining rounds
of the treatment and thus could not be deleted. Additionally, neither one
of these groups was in any of the other equilibria before. Such cases exist,
since the links were suggested randomly. We term this as groups being in
a quasi-equilibrium, which we define as follows.

Definition 5.1. A group is in a quasi-equilibrium at the end of the game,
if

• it has not been in any other equilibrium in the course of the game,
and

• only 1 link is needed to reach the equilibrium, and

• this link has not been suggested since reaching the quasi-equilibrium
network.

The three groups in our experiment which are in a quasi-equilibrium,
are all in a quasi-empty equilibrium, where one group is there for 6 periods,
one for 11 periods and one even for 16 periods. Additionally, in each of these
groups, all players had at least once the opportunity to decide on adding
an additional link. In all three cases we can thus be almost certain that
the groups were aiming for reaching the empty network. Therefore, from
now on, we will treat these groups as if they reached the empty equilibrium
and include them into our analysis as equilibrium networks.15 When taking

15We also did the analysis without including the 3 groups. It does, however, not
change the results qualitatively.
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them into account, we thus have 68 groups (almost 92%) in equilibrium and
only 6 groups that do not reach an equilibrium. This consequently further
strengthens our results confirming Hypothesis 5.1. The 6 groups that are
now categorized as not reaching an equilibrium, truly did not exhibit an
equilibrium strategy behavior, as here groups went through equilibria but
did not stay there (in 4 cases) or simply stopped in an out-of-equilibrium
network (in 2 cases).

To go a bit more into detail on when equilibria are reached, we can also
study the equilibria reached per treatment, where we see how the equilib-
rium play is split up between treatments with disruptor and treatments
without a disruptor. Again taking into account the 3 groups that are in a
quasi-equilibrium we find that 36 groups playing without a disruptor and
32 groups playing with a disruptor reach equilibrium, which we present in
Figure 5.4.

Figure 5.4: Equilibrium Play by Treatment

In Hypothesis 5.2, we state that there is a higher chance of being on
an improving path towards the circle equilibrium when starting from the
dyads than when starting from the line. This is caused by the fact that in
the network formation game links are suggested at random and while when
starting from the dyads there are 4 different links out of the 6 possible that
could be suggested, which, if they are formed lead to the circle network,
when starting from the line there are only 2 such links. In Table 5.8, we
see the absolute frequencies and the percentages of reaching an equilibrium
split up by the four settings, which differ by starting network and the order
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of the treatments. In the table line ND D means that the starting network
is the line and the order of play is first without a disruptor and then with a
disruptor. We use a Pearson’s χ2 test to test for independence between the
settings. We find that the test statistic is insignificant and can therefore
conclude that the probability of reaching an equilibrium is independent
across all settings.16

Table 5.8: Equilibrium Play by Settings

Setting Frequency Percent

Starting Network Order Equilibrium

line ND-D 17 94.44
line D-ND 13 81.25

dyads ND-D 19 95.00
dyads D-ND 19 95.00

Total 68 91.89 χ2 = 3.1080
*** p<0.01, ** p<0.05, * p<0.1

We find that if the starting network is the line, an equilibrium is reached
in 87.85% of the groups across both orders of play. If the starting network
is the two dyads, an equilibrium is reached in 95% of the groups across both
orders of play.17 Next to the χ2-test performed to test for independence
between all the settings, we also performed Fisher’s exact tests to test for
each setting but found those to be insignificant as well. Thus there are no
significant differences in equilibrium play between the settings. However, if
we split the equilibrium play up by starting network and type of equilibrium
reached, we find statistically significant differences for reaching the circle
network. In Table 5.9, we show these results in absolute numbers and
relative frequencies and report the results of a χ2 test.

The overall χ2 test in Table 5.9 indicates that there is a relationship
between starting network and the equilibrium reached. To see which one of
the equilibria drives this results, we also perform a χ2 test on each of the
equilibria and find that while there is no significant relationship between
starting network and final network for reaching the empty network, there is
a significant relationship for both the circle and the separated equilibrium.18

16We report the χ2 test statistic here, however, we also performed a Fisher’s exact
test to correct for the fact that some of our cells include only less than 5 observations.
The test statistic, however, remains insignificant.

17We look at relative frequencies here instead of absolute frequencies to control for
the different number of groups we had per setting.

18The result on the separated equilibrium can easily be explained. The separated
equilibrium is reached by adding one link when starting from the line network and adding
this link is a myopic best response. As opposed to this it is highly unlikely to reach the
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Table 5.9: Equilibrium Play by Starting Network

Final Network Line Dyads χ2

Freq. Perc. Freq. Perc.

Empty 17 56.67 19 50.00 0.0460
Circle 8 26.67 19 50.00 4.5569**

Separated 5 16.66 0 0 6.3086***

Total 30 100 38 100.00 χ2 = 8.8607***
*** p<0.01, ** p<0.05, * p<0.1

Looking at the results presented on the circle network in Table 5.9, we
see that the circle network is reached more often in absolute and relative
frequencies when starting from the dyads than when starting from the line,
whereas the separated equilibrium is only reached when starting from the
line. At the same time we see that there is only a small difference between
starting networks for reaching the empty network. We can therefore confirm
Hypothesis 5.2, that the circle network will be reached significantly more
often when starting from the dyads than when starting from the line and
that for the empty network as a final network there is no difference between
starting networks.

Our second hypothesis states that (taking into account errors in the for-
mation process) the empty network will be reached significantly more often
than the circle and the separated equilibrium, as it is the risk dominant
option. To analyze this, we can look at Table 5.10.

Table 5.10: Which Equilibria are Played?

Equilibrium Frequency Percent

Emtpy 36 48.65
Circle 27 36.48

Separated 5 6.76
None 6 8.11

Total 74 100

Table 5.10 shows that 36 groups (48.7%) reach the empty network, 27
groups (36.5%) reach the circle and 5 groups (6.8%) reach the separated
equilibrium. To see whether those differences are statistically significant,
we use a binomial test, with the null hypothesis that there is no difference
between the empty equilibrium and the circle equilibrium. We find that we
can reject the hypothesis at the 5% level. That the difference between the

separated equilibrium when starting from the dyads.
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empty equilibrium and the separated equilibrium is significant, is obvious.
We can thus confirm Hypothesis 5.3 and conclude that groups choose more
often for the less risky equilibrium, which is more robust against any errors
and in which players only depend on their own decisions.

Finally, the last hypotheses concerning general equilibrium selection are
Hypotheses 5.4 and 5.5, which concern the relationship between forward-
lookingness and equilibrium selection. To analyze this relationship, we thus
need a measure of forwardlookingness. After the network formation exper-
iment was conducted, we asked subjects to take part in a beauty contest
game. The description and results of which can be found in Table 5.3 in
the descriptives section. As these results are independent of the network
formation game, we can now use these results as a measure of forwardlook-
ingness. Additionally, we also introduced in the descriptives section another
measure of forwardlookingness, namely revealed forwardlookingness, which
takes as a measure the first decisions that subjects take in each round. To
analyze the effect of forwardlookingness on equilibrium selection, we used a
multinomial logit regression, which compares the impact of forwardlooking-
ness on the equilibrium that groups reach. As a base case in the regression,
we use the empty network and compare the effects of forwardlookingness on
the other two equilibria with it. The results are reported in Table 5.11.19

The regression results show that median revealed forwardlookingness
per group has a positive and statistically significant effect on reaching the
circle network.20 The RRR value, shows the relative risk ratio, which can
be interpreted as an odds ratio. Thus, the interpretation here is that as
compared to the empty equilibrium,21 a one unit increase in median for-
wardlookingness per group will lead to an increase in the “relative chance”
of being in the circle equilibrium by a factor of 6.743, holding all else con-
stant.22 Thus, more generally, if a group increases their median forward-
lookingness they would be expected to play the circle equilibrium instead
of the empty equilibrium. Again, here we use the median instead of the
average, as in groups of four players it captures the idea that we need at

19We did this regression with different measures of forwardlookingness (median for-
wardlookingness, average forwardlookingness, minimum and maximum forwardlooking-
ness per group as measured by the beauty contest and median revealed forwardlooking-
ness), however, the only one that delivers significant results is the regression with the
median of revealed forwardlookingness. As we have explained in the descriptives section,
this is also our preferred measure as we always need at least 2 farsighted players per
group to reach the circle network.

20This result also holds in a regression without all the control variables.
21The empty equilibrium thus serves as a base group for the comparison in the analysis.
22Usually the term “relative risk” is used in this context, however, as we treat risk as

a variable later, this might be confusing. Therefore, we opted for using the term “relative
chance” here instead.
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Table 5.11: Multinomial Regression on Equilibria Reached with the Empty
Network as a Base Group

Circle Separated

coeff. RRR coeff. RRR

Median of Revealed Farsighted Players 1.909** 6.743 -2.827 0.059
Per Group (0.897) (2.131)

Disruptor -1.488** 0.226 -3.599** 0.027
(0.702) (1.857)

Median Risk Lovingness per Group -0.055 0.946 0.338 1.402
(0.354) (0.981)

Round1 -0.925 0.397 0.882 2.415
(0.639) (1.645)

Average Nr of Females per Group -0.503 1.654 -1.230 0.292
( 1.099) (2.354)

Average Nr of Economics Students -1.717 0.179 -3.508 0.029
per Group (1.429) (3.507)

0 players who know Gametheory 0.099 1.104 1.976 7.214
(1.881) (3,259)

1 player who knows Gametheory -0.838 0.433 -0.264 0.768
( 1.572) (2,384)

2 players who know Gametheory 0.874 2.396 16.730 1.84e+07
(1.389) (1,793)

3 players who know Gametheory 1.717 5.567 15.856 7,690
(1.383) (1,793)

Constant -0.825 - -15.191 -
(2.149) (1,793)

Observations 67 67

Standard errors in parentheses
*** p<0.01, ** p<0.05, * p<0.1
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least two players to be forwardlooking. We can thus confirm Hypothesis 5.4
that more forwardlooking groups will reach the circle network significantly
more often. That we can only confirm this result when looking at revealed
forwardlookingness and not when looking at forwardlookingness measures
deducted from the beauty contest still strengthens our idea that subjects’
cannot be classified as forwardlooking or myopic. Instead, whether they
behave in a forwardlooking manner or myopically is dependent on the sit-
uation they are facing. Concerning Hypothesis 5.5, we do not find any
significant correlation between any of the forwardlookingness measures and
reaching the empty equilibrium. We thus cannot confirm Hypothesis 5.5.
For completeness, we also show the correlations concerning the separated
equilibrium. However, these results are based on only 5 groups who reach
the equilibrium and we therefore do not attach a lot of meaning to them.

5.4.3 The effect of a Network Disruptor on Forwardlooking-
ness

In the previous section, we have shown that across settings, forwardlooking-
ness does play a role in equilibrium selection. Now we focus on the role of
the network disruptor and his effect on forwardlookingness. We state in Hy-
pothesis 5.6 that when a network disruptor is present, we expect subjects’
decisions to be more forward-looking than without a network disruptor.
Here we assume that the presence of a disruptor induces forward-looking
decision making, as subjects are forced to think “one step ahead” to ac-
count for the disruptor’s actions. In order to analyze whether this effect is
actually present we study subjects’ forwardlookingness with and without
the presence of a disruptor, as it is revealed in the first choice subjects are
making in a network formation game.

We have seen in Table 5.4 in the descriptives that we had 71 subjects
making farsighted decisions, 42 subjects deciding myopically, 33 subjects
deciding ambiguously, and 2 making irrational decisions. Out of these 71
subjects making farsighted decisions 32 (45%) play without a disruptor and
39 (55%) with a disruptor. Again performing a binomial test we find that
the difference between farsighted behavior with and without a disruptor is
significant only at the 10% level. This thus does not confirm Hypothesis 5.6,
as the effect overall is weak and it goes in the wrong direction.23 Testing
for correlation between the revealed forwardlookingness and the presence
of a disruptor, we also only get insignificant results. We thus need to reject
Hypothesis 5.6.

23We also performed the same analysis for all first decisions taken in Round 2 and
found that the results were comparable.
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From the effect the presence of a network disruptor has on the behavior
of the individual subjects, as discussed in Hypothesis 5.6, we turn to the
effect the network disruptor has on the outcome of the network formation
game, which is the topic of Hypothesis 5.7. The hypothesis concerns the
effect of a network disruptor on equilibrium selection and states that as
subjects are hypothesized to behave more forwardlooking in the presence of
a network disruptor (Hypothesis 5.6), the circle equilibrium will be reached
more often with a disruptor than without a disruptor, as it is the only
farsighted equilibrium. To analyze this, Figure 5.5 shows how often each
of the three equilibria is reached, separately for both treatments.

Figure 5.5: Equilibria by Treatment

The circle network is reached more often without a network disruptor
than when a disruptor is present. Again performing a binomial test on
the difference between reaching the circle when a disruptor is present and
reaching a circle when there is no disruptor, we find that the difference is
significant at the 1% level. Thus, the effect goes in the wrong direction
and is statistically significant. This can also be seen when looking at the
results of the multinomial analysis reported in Table 5.11. There we see
that the presence of a disruptor actually has a statistically significant nega-
tive effect on the probability of reaching the circle equilibrium as compared
to the probability of reaching the empty network. Consequently, we find
that Hypothesis 5.7 is not confirmed. Given the lack of support for Hy-
pothesis 5.6 this result is not surprising. Thus the network disruptor does
not induce fowardlooking behavior and he neither affects the equilibrium
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selection in such a way that the farsighted equilibrium is chosen more often.
Consequently, in the following section we will look at the other proposed
effect of the network disruptor on network formation, namely his effect on
the perceived risk of the network formation game.

5.4.4 The effect of a Network Disruptor on Perceived Risk

We have argued above that the empty network is the risk dominant equi-
librium, where this is caused by the fact that more improving paths go to
the empty network than towards either of the other two equilibria and it is
thus more stochastically stable. Now if we analyze the effect of a network
disruptor, we have stated in Hypothesis 5.8 that the presence of a net-
work disruptor will increase the perceived risk of players. This is caused by
that fact that in the treatment with a network disruptor absolute payoffs
in some networks are not sure before it is decided which link is deleted.
As our subjects are on average risk averse and since the empty network is
the least risky equilibrium as explained above, Hypothesis 5.8 consequently
states that when a network disruptor is present, the empty network will be
reached more often than without a network disruptor. We thus expect the
empty network to be reached with a higher frequency than either of the
other two equilibria and we expect this effect to be stronger for the case
with a network disruptor than for the case without a network disruptor.

As we have seen in Figure 5.5, the empty network is indeed reached more
often when a network disruptor is present (58.33% of the cases) than when
no disruptor is present (41.67% of the cases). In absolute numbers, we see
in Table 5.12 that out of the 36 groups who reach the empty network, 15 do
so when no disruptor is present and 21 do so when a disruptor is present.
Performing a binomial test, we find the differences between reaching the
empty equilibrium with and without a network disruptor to be significant
at the 10% level and the difference between reaching the circle equilibrium
with and without a disruptor is significant at the 1% level. These results
are also supported by the result of the multinomial regression as reported
in Table 5.11. There we see that as compared to the base case of reaching
the empty network, the network disruptor has a significant negative effect
on reaching the circle network. This at the same time means that the effect
of a network disruptor on reaching the empty network is significant and
positive.

We do not see a direct effect of the network disruptor on risk aversion as
measured by the Holt and Laury measure. However, this is not surprising.
Unlike for the case of forwardlookingness, where we have a revealed measure
of forwardlookingness, and can thus see whether subjects behave more or
less forwardlooking when a disruptor is present, we do not have a measure



152 Chapter 5.

Table 5.12: Final Network by Treatment

Treatment No Disruptor Disruptor

Frequency Percent Frequency Percent

Empty 15 39.40 21 60.60
Circle 17 62.96 10 37.04

of perceived risk. The only indicator we have that the perceived risk indeed
is increased due to the presence of the network disruptor is the outcome of
the network formation game, namely that groups reach the empty network
significantly more often when a disruptor is present. As our groups are on
average very risk averse (see Table 5.6) we do conclude from this that the
presence of a network disruptor increases the perceived risk of players and
this confirms Hypothesis 5.8.

5.5 Conclusion

This chapter reports an experimental test of the behavior in network forma-
tion games with and without a network disruptor and of the factors that in-
fluence equilibrium selection. We test whether subjects exhibit equilibrium
behavior, whether this behavior is in accordance with myopic or forward-
looking equilibrium strategies, and how it is influenced by the presence of a
network disruptor. In particular we look at the influence the network dis-
ruptor has on the forwardlooking behavior of players and on their perceived
risk and how these two factors influence equilibrium selection.

Our results show that overall subjects to a large degree exhibit equi-
librium behavior, as almost 92% of our groups reach an equilibrium in the
network formation game. There is no significant difference between the
cases with and without a network disruptor here. While more groups reach
the circle equilibrium if the starting network is the two dyads as compared
to the line, we find that overall the empty network is played significantly
more often. Given that our players are overall risk averse, this is not sur-
prising, as the empty network is the less risky equilibrium. Additionally
we find that the network disruptor has an effect on equilibrium selection.
We find that in the presence of a network disruptor, the empty network is
played significantly more often than the circle network and that it is also
played significantly more often with a disruptor present than without a dis-
ruptor present. This is in accordance with our hypothesis that the presence
of a network disruptor increases the perceived risk of players. Opposed to
that we do not find any evidence that the network disruptor influences the
forwardlooking behavior of subjects.
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Our results suggest that the presence of a network disruptor leads to a
higher perceived risk by subjects in a network formation game, which influ-
ences equilibrium selection. Even though expected payoffs are the same in
the treatment with a network disruptor and without a network disruptor,
subjects significantly more often chose the risk dominant equilibrium in
the setting with a network disruptor and significantly more often chose the
payoff dominant equilibrium if no disruptor was present. Additionally we
found that what is often used as an approximation for measuring forward-
lookingness in experiments, the beauty contest game, does not seem to be
a valid measure of forwardlooking behavior in such a game. The beauty
contest game as introduced by Nagel (1995) measures levels of iterated rea-
soning. Correlating this measure with the revealed forwardlookingness of
the subjects in our experiment, we found that the measure was only slightly
positive. Instead, subjects forwardlookingness seems to largely depend on
the situation they are facing at any given moment and less on their levels
of iterated reasoning.

We end this section by looking at possible extensions to the experiment.
Looking at our results, a straightforward extension to the experiment would
be to find a good measure of perceived risk of players and use this to fo-
cus more directly on the influence the network disruptor has on perceived
risk. Additionally, it seems worthwhile to set up an experiment that also
for the case without a network disruptor keeps the payoffs according to the
theory. The only equilibrium network is then the empty network, while
for the case with a network disruptor, still three equilibria remain. If such
an experiment could be set up in a manner that the two cases still remain
comparable, it would be interesting to see whether the network disruptor
indeed leads to an increase in efficiency. Additionally, it would also be of
interest to test the same experiment in groups larger than four to analyze
in how far coordination issues might play a role. Another interesting ex-
tension would be to focus more on the role of the disruptor. While we have
used the computer as the network disruptor and focused on analyzing the
effect of disruption has on network formation, one could also have a human
disruptor. In this way, one could analyze what kind of behavioral factors
might influence the network disruptor himself and whether the fact that
subjects play against a human disruptor plays a role.





Chapter 6

Conclusion

The studies in this thesis are focused on the impact the presence of a net-
work disruptor has on network formation. In particular, we present two
theoretical models to study the effect of network disruption on network
formation and test the effect network disruption has on equilibrium selec-
tion in a laboratory experiment. In this chapter we present a summary of
the findings discussed in the previous chapters of this thesis, and discusses
possible directions for further research.

6.1 Summary of the Findings

In recent years, networks have received increasing attention in sociology
as well as economics. The heart of the theoretical research on networks
in these two disciplines holds two main questions: (i) How are (social)
networks formed, and when are they stable and efficient? And (ii) How
does the structure of the network affect the subjects embedded within it?
In this dissertation we focus on the first of these research questions and
try to improve our understanding of how networks are formed by analyzing
the impact of a network disruptor. Our goal is to shed light on this area
of networks research which has not received much attention in economic
or sociological models so far. The four chapters of this dissertation aim at
improving our understanding of the impact the threat of network disruption
has on network formation by identifying robust network structures and
subsequently analyzing whether such structures are attainable, stable and
efficient.

Chapter 1 gives a general introduction to this thesis and puts forward
a short theoretical background on research on networks. In Chapters 2
and 3, we present a model of network design and disruption by modeling
a game between a network designer who has a contingent of nodes and
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links he can use to build a network. Once the network has been built, it
is facing an attack by a network disruptor. In Chapter 2 we focus on the
implications of a threat to the links of a network and in Chapter 3 we focus
on the implications of a threat to the nodes of the network. In the game it
is assumed that there is full information, meaning that the designer knows
that an attack will follow, how large his disruption budget will be and if the
attack is on the links or the nodes of the network. It also means that the
network disruptor can observe the structure of the network. In the model
we assume that network effects are positive, so that it is the designer’s
aim that as many nodes as possible remain connected in one component
after disruption. The network disruptor’s goal is to achieve the opposite,
namely to disconnect as many nodes as possible from the largest remaining
component.

In this model we find that as long as linking costs are low, so that the
designer can use enough links to build a fully protected network − thus a
network in which the network disruptor cannot disconnect any nodes (apart
from the one he targets for the case of node deletion) − he will do so. The
structure of such a fully robust network is very symmetric in that every
node has the same amount of links, namely exactly one more link than the
number of links or nodes the disruptor can target. In contrast, for high
linking costs, the network disruptor can only use the minimal number of
links to build his network. In this case we find that if the attack targets the
links of the network the designer should build a star network, as in a star
network only one node can be disconnected. If the nodes of the network
are attacked, however, the network designer should instead build a circle
network, where due to the limitation in the number of links he can use, one
node remains disconnected. For intermediate linking costs, our analysis
suggests that for the case of link deletion star-like structures are a best
response of the network disruptor, whereas for the case of node deletion a
regular network should be build. To analyze if network disruption has an
impact on network formation, we compare our results with a benchmark
case without disruption. In such a benchmark case the optimal structure a
network designer can devise is to build any minimally connected network −
thus any network that connects all nodes in one component using the least
links possible to do so. So overall we find in these chapters that the threat
of an attack on either the links or the nodes of the network does have an
effect on optimal network structure.

In Chapter 3 we extend the model by relaxing the assumptions of per-
fect information both on the side of the network designer and the network
disruptor. If the network designer does not know whether the disruptor will
target the links or the nodes of the network, there is no difference between
link deletion and node deletion, as here the robust network structures do
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not differ between the cases (although for node deletion it is somewhat
more restrictive). For high linking costs, however, the designer needs to
strongly believe that the attack will target the links of the network if he is
to build the star network. If the imperfect information is on the side of the
network disruptor, it is assumed that while he knows the best response of
the designer, he does not know the structure of the network. While for low
linking costs building a completely proof network remains a best response,
for high linking costs the best response network of the designer depends
on the target of the attack. If the disruptor is targeting the links of the
network, a star network is the best response of the network designer. If
the nodes are targeted, we show that the star network is at least a better
option than the maximally proof network. Thus, in this extension we see
that while for low linking costs, imperfect information does not have a big
effect on network formation, for high linking costs, imperfect information
will have an impact on the best response structure of the network designer.

We use the analysis presented in Chapters 2 and 3 as a stepping stone
for the further work in this thesis. We have seen which network structures
are best responses of the network designer for different levels of linking costs
and different targets. In the following chapters we analyze whether these
structures are actually obtainable if the network is not built by a network
designer but by the players themselves. Thus, in Chapter 4, instead of
looking at a game between a network designer and a network disruptor, we
analyze a model in which the nodes are individual decisions makers. As a
benchmark we use the network formation model introduced in the connec-
tions model by Jackson and Wolinsky (1996), in which to form a link both
players have to agree to do so, while each player can individually decide to
delete links. The network is then assumed to be stable if no pair of players
wants to add a link and no single player wants to delete a link. To this
setting we add a network disruptor who can target the links of the network.
For low linking costs, in the benchmark case all minimally connected net-
works are stable and efficient and therefore we find the expected negative
effect of a network disruptor, namely that his presence leads to separation
or overconnectedness. In contrast, for high linking costs in the benchmark
case the only stable network is the usually inefficient empty network. In
this case, we surprisingly find that the presence of a network disruptor may
have a positive effect on the value of the network, as we show that when
there is a threat of disruption, connected networks are pairwise stable for
some cost ranges and these networks may be more efficient than the empty
network.

This chapter suggests that even abstracting from any psychological fac-
tors we can explain why groups of people may be able to work together
when facing a common enemy, while they are not able to do so without
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such a threat. However, as the model focuses on network stability, we can-
not say anything about equilibrium selection and how it will be influenced
by the presence of a network disruptor. Therefore, in Chapter 5 we use the
basic model introduced in Chapter 4 to design a laboratory experiment to
test the influence of a network disruptor on equilibrium selection and the
behavior of subjects in a network formation game.

In the network experiment subjects played a network formation game
with and without a network disruptor in groups of four. Starting from two
different starting networks - the line with three players and the two dyads -
links are randomly suggested and the subjects incident to the link have to
decide whether they want to form (maintain) or not form (delete) a link. In
the setting with a network disruptor the subjects were informed that after
the network had been formed the computer would take (one of) the most
valuable link(s) out of the network and that their payoff was dependent on
the network after disruption. To be able to draw meaningful comparisons,
in both the setting with a disruptor and without a disruptor, the expected
payoffs are the same and we have the same three equilibria, namely the
empty network, the circle and the separated network, in which three players
are connected in a circle and one is isolated. We find that in both settings
and independent of the starting network groups almost exclusively reach an
equilibrium network. They reach the empty network more often than the
other two equilibria. As in the empty network players only depend on their
own behavior and not on that of the other players in their group, and the
empty network is more robust against errors, this was to be expected. In an
exploratory part of the experiment we tested two competing hypotheses on
the effect of a network disruptor on equilibrium selection. We hypothesized
that the network disruptor will either lead players to make more forward-
looking decisions, as they are forced to already think one step ahead to
account for the network disruption, or that he will increase the perceived
risk of players, as their payoff depends on which link the disruptor target.
These effects can be observed in the final equilibrium groups reach, since
if groups are more forward-looking in the presence of a disruptor, they
should reach the circle equilibrium more often. As opposed to this, if the
perceived risk increases, the groups should reach the empty network more
often in the presence of a disruptor. We find that they reach the empty
network more often and therefore conclude that the network disruptor has
a stronger effect on the perceived risk of subjects.
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6.2 Directions for Future Research

We have already identified some of the limitations and possible extensions
to this research in the concluding sections of each chapter. What this sec-
tion will discuss instead, are a number of suggestions for future research that
stem from the relative novelty of the research topic in economics research.
While with this study we aimed at providing a benchmark by identify-
ing and defining robust network structures and analyzing their feasibility,
stability and efficiency, the topic deserves more attention.

Of course, our approach in this thesis has been rather stylized, analyzing
games with homogeneous players, homogeneous costs of linking and only
adding additional links as a defense mechanism. Thus, a straightforward
direction for further research would be to introduce heterogeneity into the
models. By allowing for heterogeneity, more realism is introduced into the
models, as complete homogeneity amongst agents is, of course, a rather
rare case. The model introduced by Galeotti et al. (2006), which in the
setting of the connections model by Jackson and Wolinsky (1996), allows
for heterogeneous agents as well as costs of linking, could, for example,
be used as a benchmark model here. The effect of having heterogeneous
nodes on the network designer’s best response might differ by the type
of attack. With heterogeneous agents, a network designer, for example,
might decide to put more effort into protecting more valuable players, thus
putting them in very central positions, and as a tradeoff, leave less valuable
nodes unprotected, thus in the periphery of the network, for the case of link
deletion. For the case of node deletion, as opposed to this, it might actually
be a best strategy to put more valuable players in less central positions,
so that they are less likely to be targeted as by targeting a less central
node, less additional nodes can be disconnected. In the setting of Chapter
4, thus in a model with players making the linking decisions themselves,
heterogeneous values of players might increase asymmetry in stable network
structures as it will increase players incentives to link to high value players,
while those might only want to be linked to one another and not to low
value players.

Another direction of future research could involve different defense
mechanisms. Using additional links as a defense mechanism of course
makes only sense in certain applications. For other applications, such as
computer security for example, different methods of network defense need
to be modeled. Some other defense mechanisms have already been intro-
duced, for example, in the study by Goyal and Vigier (2013), who use a
sort of firewall mechanism to protect certain nodes within a network. This
mechanism not only protects the node in question, it also stops the spread
of the attack through the network. To model the defense of networks, or
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of nodes within a network, in other applications, such as for example the
spread of diseases through personal contact, will still call for the modeling
of different forms of defense mechanisms.

Towards the end of Chapter 3, the assumption of perfect information
has been relaxed. We relaxed the assumption of perfect information on the
side of the network designer, by assuming that he did not know if the links
or nodes of the network would be targeted. This might prove to be a fruitful
avenue of future research, as we have seen that even in such a limited way as
introduced in Chapter 3, a relaxation of this assumption may lead to quite
drastic changes in the best response of the network designer. If we were
to relax the assumption of perfect information in the setting of Chapter 4,
we would expect even larger changes, as more uncertainty on the side of
the players will lead to lower incentives for adding or deleting links. Other
ways of relaxing the assumption of perfect information could be considered,
such as making the size of the disruption budget private information. At
the same time, we think that it is also worthwhile to take a closer look at
the network disruptor. In Chapter 3 we have relaxed the assumption of
perfect information on the side of the network disruptor − thus assumed
that he does not know the structure of the network − which makes the
attack strategy of the network disruptor comparable to a random attack.
Random network disruption has already been studied in, for example, the
literature on the impact of the threat of natural catastrophes on how road
networks should be designed. A first approach to comparing random and
targeted attacks in the framework of comparing network reliability and
security, can be found in Schwartz et al. (2011).

Another avenue of future research we strongly believe should be pur-
sued further in the context of network formation and disruption, is that
of experimental studies. We believe that testing models in the laboratory
or in field experiments would provide researchers with interesting insights
into the behavior of subjects in network formation games. Such results can
in turn, feed the theory, by enabling researchers to change specific behav-
ioral assumptions on linking decisions according to what has been observed
in the lab. An example of an area where this has already been done to
some extent are the experiments testing myopic versus farsighted behavior
of players in the context of network formation games (e.g. Mantovani et al.
(2011) or Morbitzer et al. (2011)). The same sort of experiments could be
envisioned to test e.g. the assumptions of risk attitudes or inequity aversion
that are inherent in theoretical models.

As we already discussed in the introduction, network disruption has
been studied in different disciplines. Random as well as targeted attacks
have been studied, for example, in the context of road networks or the world
wide web. However, in general these studies ignore the impact such a threat
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of disruption might already have on the formation of the network forma-
tion, which has been studied in this thesis. As in most networks research,
however, the research on network disruption has been rather fragmented,
with limited access to results across disciplines. Therefore, we strongly
believe that in the future the research on networks in general, and net-
work formation and disruption in particular, would greatly benefit from a
more multidisciplinary approach. Thereby, researchers would be enabled
to combine the different approaches from the various disciplines to a more
well-rounded research agenda.
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Appendix - Chapter 2

A.1 Graph Theoretic Appendix

Definition A.1. A star network has a central node i such that gij = 1 for
all j ∈ N \ i, and has no other links.

Definition A.2. A line network is an alternating sequence of nodes and
links, which begins and ends with a node and where each link connects
exactly two nodes.

Definition A.3. A network where each node is connected exactly of degree
2, is called a circle network.

Definition A.4. An end node is a node that is connected exactly of degree
ηi(g) = 1.

Definition A.5. A link (or set of links) (ij) in a connected graph g, is
called a link cut L, if g−L is disconnected.

Definition A.6. A node (or set of nodes) i in a connected graph g, is called
a node cut V , if g−V is disconnected.

Lemma A.1. Every connected network contains at least (n− 1) links.

Proof. Build up a network step by step. Start with one node. Connect
another node to it, and so on (note that any network can be constructed in
such a manner). For each node you connect, you need at least one link.

Definition A.7. Each graph that uses exactly (n − 1) links to connect n
nodes, is called minimally connected.

Lemma A.2. Every minimally connected network that is not a star has at
least two nodes with degree larger than 1.
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Proof. In every minimally connected graph (n−1) links are used to connect
n nodes and each node has degree at least 1 and maximally degree (n− 1).
Any star has (n−1) nodes with degree 1 and one node with degree (n−1).
In every non-star network, there are maximally (n − 2) end-nodes with
degree 1. Given that there are (n − 1) links in total it follows that in
every non-star minimally connected network, at least two nodes must have
a degree larger than 1.

Lemma A.3. Minimally connected graphs do not contain any circles.
Thus, in any minimally connected network, every node is a node cut and
every link is a link cut.

Proof. This follows from Definition A.7 and from Chartrand (1977) Chapter
4.

Definition A.8. A graph G is called bipartite, if it is possible to divide
the node set into two sets, n1 and n2, where each link connects a node of
subset n1 with a node of subset n2 and no two nodes of the same set are
directly linked.

Definition A.9. A graph G is called complete bipartite, if it is a bipartite
graph in which every node in set n1 is directly linked to every node in set
n2.

Lemma A.4. In any connected pair r-regular network, each node has either
degree r1, or degree r2, where (r1 +r2−2) = r, r1 ≥ 1, r2 ≥ 1, r ≥ 2. If the
network is not at the same time a regular network of degree r = r1+r2

2 , then
nodes with degree r1 are only linked to nodes with degree r2, thus forming
a bipartite network.

Proof. Note first that any pair 0-regular network consists of separated com-
ponents of 2 connected nodes, and any pair 1-regular network consists of
separated minimal connected components of 3 connected nodes. It fol-
lows that r ≥ 2. Note further that nodes in a connected pair cannot have
degree zero. Consider now a pair r -regular network where in a single con-
nected pair i1i2, node i1 has degree r1 and node i2 has degree r2, such that
(r1 + r2 − 2) = r and r1 6= r2. Note that the 2 in the latter expression ac-
counts for the direct link of the two nodes, so that r is indeed their number
of links to the rest of the nodes. The (r1−1) links of node i1 to nodes other
than i2 each form a pair. Take one such node j1 connected to i1. In the pair
i1j1, i1 has degree r1, so that j1 must necessarily have degree r2. In the
same manner, every node connected to j1 must again have degree r1. And
so on. Similarly, each neighbor of i2 must have degree r1, the neighbors of
this neighbor must again have degree r2, and so on. Thus, the network is
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bipartite. If on the other hand r1 = r2 it clearly does not matter, how the
links are formed, as long as each node has the same degree. Therefore in
this case they do not need to be bipartite networks.

Lemma A.5. The maximal damage a network disruptor with a disruption
budget of Dl can cause in a star network is to disconnect exactly Dl nodes.

Proof. The star consists of exactly (n − 1) links, which connect one node
with degree (n−1) with (n−1) nodes with degree 1. With each link that the
network disruptor can delete, he can therefore only separate one of these
nodes with degree 1 from the central node. Therefore, with a disruption
budget of Dl, he can separate exactly Dl nodes.

Lemma A.6. Every connected, finite, 2-regular network architecture can
be depicted as a circle.

Proof. A 2-regular network cannot contain any end nodes, as these have
degree 1. Alternatively, construct a 2-regular network step by step. Start
with one node. This node should have two neighbors. These two neighbors
should each have an extra neighbor. Continue this procedure until one node
remains to be added, this leads to the construction of a line of (n−1) nodes.
The network can only be made 2-regular by connecting the 2 extreme nodes
of this line (since n is finite), resulting in a circle.

Lemma A.7. If an r-regular network with r = (Dv + 1) (respectively r =
(Dl + 1)) exists that is (max)-proof given Dv(Dl), then this network is

also minimal (max)-proof. It is then the case that the sets Γ
(max),min
Dv

and

respectively Γ
(max),min
Dl

only contain r-regular networks.

Proof. Let Dl = (r − 1)(Dv = (r − 1)) and assume there exists a node i
that is incident with less than r links. Then with a disruption budget of
Dl(Dv) we can delete all links incident with i (delete all nodes neighboring
i) so that the largest component in g2 has at most n− 1 nodes (n−Dv − 1
nodes). Hence a network containing a node of degree less than r is not
max-proof.1

1For the formulation of this proof we would like to thank Kirby Fears.
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A.2 Existence of Circulant Networks

Lemma A.8. For Dv = Dl = 1, the unique minimal max-proof architec-
ture is the circle containing all n nodes.

Proof. Graph-theoretically, the only connected 2-regular network is the cir-
cle (see Lemma A.6). In the circle, every set of connected nodes has two
links and two neighbors connecting the set to the other nodes.2 Every set
of nodes including nodes unconnected to one another has more than two
links and more than two neighbors connecting it to the rest of the nodes.
Given Lemma A.7 the circle is minimal max -proof.

The circle is a node-symmetric, simple network (see definitions below)
that is minimal max -proof for the smallest deletion budget. This suggests
that a network with these properties is minimal max -proof for general dis-
ruption budgets. To show existence of minimal max -proof networks, we
here show the existence of circulant networks, which are node-symmetric
and simple. We have shown in the main part of the paper that any circulant
network is minimal max -proof.

Definition A.10. A simple network is an undirected network containing
no multiple links between two nodes and no links beginning and ending at
the same node (commonly referred to as loops).

Definition A.11. A graph is node-symmetric if and only if for any pair
of nodes i and j it holds that there exists an automorphism3 of the graph
that maps i to j.4

We next turn to necessary conditions on the existence of circulant net-
works.5 While Lemma A.9 is about r-regular networks, all circulant net-
works are regular networks. Therefore, the Lemma also applies to circulant
networks.

Lemma A.9. A necessary condition for existence of an r-regular network
is that n and/or r is an even number, where the r-regular network then has
exactly (n ∗ r)/2 links.

Proof. As each node receives exactly r links, and since each link is shared
by exactly two nodes, the total number of links in any r -regular network is

2For a proof see Lemma A.6 in the Appendix.
3An automorphism of a simple graph is just a permutation α of its vertex set which

preserves adjacency: if uv is an edge then so is α(u)α(v) (see e.g. Bondy and Murty
(2008) p.15).

4In this definition we follow Chiang and Chen (1995).
5For a definition of circulant graphs see Definition 4.8 in the main body of the text.
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(n ∗ r)/2. It follows that an r -regular network only exists if n and/or r is
even.

Lemma A.10. For Dl = (r − 1) any r-regular circulant graph is minimal
max-proof. For Dv = (r − 1) any r-regular circulant graph for which the
jumps are convex, thus for which ai+1− ai ≤ ai+2− ai+1 and 1 ≤ i ≤ k− 2
holds, is minimal max-proof. The set of minimal max-proof networks for
node deletion is thus a subset of the set of minimal max-proof networks for
link deletion.

Proof. We proof this in two steps.

• As shown by Mader (1971), every connected r-regular node-symmetric
graph has λ = r and,6 by definition, every circulant graph is node-
symmetric. By definition for Dl < λ the network disruptor cannot
disconnect any node from the connected pre-disruption network. Con-
sequently, for Dl = (r − 1) any r-regular circulant graph is minimal
max -proof.

• As shown by Boesch and Felzer (1972) circulant graphs with convex
jumps, i.e. for which ai+1 − ai ≤ ai+2 − ai+1 and 1 ≤ i ≤ k − 2
have κ = r. By definition for Dv < κ the network disruptor cannot
disconnect any additional node from the connected pre-disruption
network. Consequently, for Dv = (r − 1) any r-regular circulant
graph with convex jumps is minimal max -proof.

Lemma A.11. For n and/or r even (where r ≥ 2), a circulant network
exists that is minimal max-proof both under a link deletion budget Dl =
(r − 1) and a node deletion budget Dv = (r − 1).

Proof. That a circulant network with convex jumps where a1 = 1 is minimal
max -proof for node deletion follows directly from Lemma A.10. Since the
set of minimal max proof networks for node deletion is a subset of that for
link deletion, proving that the set for node deletion exists is sufficient. We
prove the existence of such networks by constructions.

• Label the nodes of a graph 0, 1, 2, ..., n− 1.

• To build a circulant network with convex jumps that is minimal max -
proof against node deletion it needs to hold that a1 = 1.7 Thus the
basic network is a circle spanning all n nodes.

6λ and κ refer to the degree of link and node connectivity of a graph. For a definition,
see the modeling section.

7This is not a requirement of the convexity but for the network to be max -proof, as
has been shown by Boesch and Felzer (1972).
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• Since by definition in a circulant network node i is adjacent to any
node i ± ai, each jump increases the degree of node i by 2 with the
exception for even n of a jump going to node labeled n

2 which increases
the degree of node i by 1, as i+ an

2
= i− an

2
.

• For even n we only need to consider jumps up to node n
2 and for odd

n up to n−1
2 , as every jump above that can be described by the i− ai

part of a smaller jump.

• Assume n is even and r is odd. By the previous step, to achieve an
odd r the largest jump needs to go to node n

2 . Every other jump
needs to be in between ai = 1 and ai = n

2 . To fulfill convexity the
sequence 1, 2, 3, ..., is enough. Thus the network exists.

• Assume r is even. To achieve even r the largest jump is of size n−1
2

for odd n and of size n−2
2 for even n. Every other jump needs to be in

between ai = 1 and ai = n−1
2 (n−22 respectively). To fulfill convexity

the sequence 1, 2, 3, ... (1, 2, 3, ... respectively) is enough. Thus the
network exists.

Lemma A.11 does not imply, however, that every minimal max -proof
network is a circulant. This can be illustrated by the so-called Petersen
graph, a well-known graph in graph theory. Here it is the graph on the left
in Figure A.1. This can be checked to be minimal max -proof for Dv = 2
or Dl = 2, but it is not a circulant. The right graph in Figure A.1 is also
minimal max -proof but is not not a simple network.

(a) Petersen Graph (b) Non-Simple

Figure A.1: Minimal Max-proof Networks
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Appendix - Chapter 3

B.1 Addition to Node Deletion with High Linking
Costs

The difference between the circle network and the max -proof network, is
quite extreme. In Section 2.5, it is shown how a (max−1)-proof network can
be constructed in the form of a pair r-regular network. Such an architecture
can also be used to make a smaller but stronger component in the case of
node deletion and high linking costs. For a number of nodes γ, pair r-
regular networks use B = γ ∗ [r1r2/(r1 + r2)] links, where by Lemma 3.3,
r1 = r2 = (r + 2)/2. It follows that L = (γ ∗ (r + 2))/4. Given that the
linking budget is (n − 1), it follows that the pair r-regular network has a
number of nodes γ = [4 ∗ (n − 1)]/(r + 2) = [4 ∗ (n − 1)]/(Dv + 3). We
can now show that building a max -proof network is never the best option,
and is either dominated by the circle network or by the (max − 1)-proof
network.

Lemma B.1. For any linking budget B = (n−1) links, and any disruption
budget Dv > 2, a max-proof network strictly dominates the circle network
of order (n− 1) for all (n− 1) ≥ Dv(Dv + 3).

Proof. We know by Lemma 3.2 that the largest remaining component in
a circle network after an attack by a network disruptor with a disruption
budget of Dv is d[(n − 1) − Dv]/Dve. The largest remaining component
in a max -proof network after disruption with a disruption budget of Dv is
d2 ∗ (n − 1)/(Dv + 1) − Dve. The Lemma now follows by the fact that if
x ≥ (y + 1) then dxe > dye.1
2∗(n−1)
(Dv+1) −Dv ≥ (n−Dv−1)

Dv
+ 1

1For more extensive reasoning see Proposition 3.4.
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⇔ (n− 1) ≥ D2
v(Dv+1)
Dv−1

Note that forDv > 2, Dv(Dv+3) > D2
v(Dv+1)
Dv−1 . Thus, if (n−1) ≥ Dv(Dv+3),

then the max -proof component is a strict better response than the circle
network of order (n− 1), which in turn, by Proposition 3.4 is for the same
range a strict better response than the line network of order n.

Lemma B.2. For a linking budget of B = (n − 1) links, where (n − 1) ≥
Dv(Dv+3) and a disruption budget of Dv > 2, the (max-1)-proof component
strictly dominates the max-proof component.

Proof. We prove this Lemma in 2 steps. We first show that the order of
any (max-1)-proof network after a disruption with a disruption budget of
Dv is maximally d2 ∗ (n − 1)/(Dv + 1) −Dve. In the second step we then
show that the (max− 1) proof network dominates the max -proof network.

• Step 1. The largest remaining component in a (max − 1)-proof net-
work, after an attack by a network disruptor with a disruption budget
of Dv will be d4 ∗ (n − 1)/(Dv + 3) − (Dv + 1)e. This can easily be
calculated. We know that to build a (max − 1)-proof network for
node deletion we have r1 = r2 and r1 + r2 − 2 = Dv + 1. Thus, we
are looking for an r-regular network for which holds 2r− 2 = Dv + 1.
The degree of r-regularity can then be calculated as r = Dv+3

2 . Note
here that we are talking about r-regular networks now, not pair r-
regular networks. As shown in Section 3.3, for a linking budget of
B = (n − 1), the designer can then use exactly 2

r (n − 1) nodes to
build an r-regular network. Consequently, here he can use exactly

2
Dv+3

2

(n− 1) nodes, leaving a largest remaining component after dis-

ruption of d4 ∗ (n− 1)/(Dv + 3)− (Dv + 1)e.

• Step 2. The largest remaining component in a max -proof network,
after an attack by a network disruptor with a disruption budget of Dv

will be d2∗ (n−1)/(Dv + 1)−Dve. As discussed in Proposition 3.4 it
holds that if x ≥ (y + 1) then dxe > dye. Thus the largest remaining
component after attack in a (max−1)-proof network is strictly larger
than that in a max -proof network if d4∗(n−1)/(Dv+3)−(Dv+1)e ≥
d2 ∗ (n − 1)/(Dv + 1) − Dve. This holds if (n − 1) ≥ (Dv+1)(Dv+3)

Dv−1 .
Given the conditions found in Proposition 3.4 and Lemma B.1 that
if (n − 1) ≥ Dv(Dv + 3) the max -proof component is strictly better
than the circle of order (n− 1), which in turn is strictly better than
the line of order n, we can see here that for Dv > 2 it holds that
Dv(Dv + 3) ≥ (Dv+1)(Dv+3)

Dv−1 .
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Thus for a linking budget of B = (n − 1) and (n − 1) ≥ (Dv+1)(Dv+3)
Dv−1 the

(max−1)-proof component is a strictly better response than the max -proof
component, which in turn is strictly better than the circle of order (n− 1)
and the line of order n.
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Appendix - Chapter 4

C.1 Additions to Lemma 4.6

Additions to the proof of Lemma 4.6 on stochastic-pd networks consisting
of multiple components. Here we first show the proof on networks con-
sisting out of multiple minimally connected stochastic-pd components. We
will then show that networks consisting of components with a critical link
structure are not pairwise stable unless they contain end-players and fi-
nally show the conditions under which stochastic- and non-stochastic-pd
components with a critical link structure are pairwise stable.

• Assume that the network is stochastic-pd, the components themselves
are stochastic and minimally connected but not stars.1 The payoff
to node i in component Ci, if it is not a central node in the com-
ponent, but part of one of the t (where t > 1) components that
can be disconnected from the component if it is targeted, is given
by ui(g) = 1

m(1t ∗ |y| + (1 − 1
t )(

n
m − |y|)) + (1 − 1

m) nm − vc, where
t denotes the number of target links in the component and |y| de-
notes the number of nodes that can be disconnected. Since the com-
ponent is minimally connected, stochastic-pd, but not the star, we
know that |y| > 1. Again determining the nodes that have the most
incentives to add or delete links, we find that the incentive to add
a link is highest for any node in a targeted component i, and the
incentive to delete a link is highest for any node directly linked to
an end-player k. This is caused by the fact that due to the disrup-
tor’s lexicographic preferences, he will not target this component any

1The proof for the case where the components are stars is in the general part of the
paper. The logic here is completely the same. The only difference is that the player who
is linked to an end-player and will therefore benefit most from deleting a link, is not the
central player, as now more than one node can be disconnected.
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more if it contains one node less than the other components. If node
i adds a link to node j in another component Cj the payoff to node
i would be ui(g + gij) = n

m − (v + 1)c. Deleting the link to an end-
player k leads to ui(g − gik) = n

m − 1 − (v − 1)c.2 Comparing these
payoffs with ui(g), we find that the network is only pairwise stable

if
2|y|−|y|t− n

m
+mt

mt > c >
n
m
−2|y|+|y|t
mt holds. This may be fulfilled if

2|y|m− t|y|m+ m2t
2 > n holds. This can not be fulfilled for m = 2 as

even for the lowest value of t, t = 2, the first two terms of the equa-
tion add up to 0 and for increasing t they get negative and 2t > n
can never be fulfilled. However, for sufficiently large m this condition
may hold.

• Assume that the network is stochastic-pd and that the components
themselves are not minimally connected but still have a critical link
structure. We can directly dismiss all such networks that do not
have end-players, as here there is always an incentive for players to
disconnect non-critical links as that will not influence the disruptor’s
strategy. What we thus still need to analyze are networks that are
not minimally connected but have a critical path structure with end-
players. In such networks, it is straightforward to see that if the
non-minimal part of the component is of a lower order than what
could be disconnected, players in the non-minimal part always have
an incentive to delete a non-critical link, as again it does not change
the disruptor’s strategy. The remaining cases are summarized below:

– In a non-stochastic component with a critical path structure and
end-players, where the component that may be disconnected is
of order |y| and it holds that n

m − |y| > |y|, the players with
the most incentive to change links are any end-player k and any
node i connected to end-player k.3 The payoff to node k can be
calculated as uk(g) = 1

m |y|+ (1− 1
m) nm − c. If he adds a link to

node j in Cj , the payoff would be given by uk(g+gkj) = n
m −2c.

The payoff to node i depends on the order of y.4 If |y| = 1, the
payoff to node i is given by ui(g) = 1

m( nm − 1) + (1− 1
m) nm − vc.

2In any minimally connected stochastic-pd component that is not the star it needs
to hold that |y| ≥ 2 and thus the player directly linked to an end-player must be part of
y.

3For n
m
−|y| ≤ |y|, there is always an incentive for players in the non-minimal part of

the component to delete a non-critical link as it will not change the disruptor’s strategy.
4If |y| = 1, node i is part of the central component. If |y| > 1, node i is part of the

component that may be disconnected. Thus, the payoffs to i differ. This is parallel to
the distinction between a star and other minimally connected networks in the previous
analysis.
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If |y| > 1, the payoff to node i is given by ui(g) = 1
m |y| + (1 −

1
m) nm − vc. Deleting a link to node k will in both cases lead
to a payoff of ui(g − gik) = n

m − 1 − (v − 1)c. Comparing all
these payoffs we find that the network is pairwise stable only if
1− 1

m > c > n
m2 − 1

m for |y| = 1 and 1 + |y|
m −

n
m2 > c > n

m2 − |y|m
for |y| > 1. This may be fulfilled if m2 > n and m2

2 + |y|m > n,
respectively, which can both be fulfilled if m ≥ 3.

– In a stochastic component with a critical path structure and
end-players, where the component that may be disconnected is
of order |y| and it holds that n

m − |y| > |y|,
5 the players with

the most incentive to change links are again any end-player k
and any player connected to such end-players, i. The payoff to
node k can then be given as uk(g) = 1

m(1t |y|+ (1− 1
t )(

n
m − 1)) +

(1 − 1
m) nm − c, where t denotes the number of possible target

links in Ci. The payoff to node i depends on the order of y. If
|y| = 1, the payoff to node i is given by ui(g) = 1

m( nm − 1) +
(1 − 1

m) nm − vc. If |y| > 1, the payoff to node i is given by
ui(g) = 1

m(1t |y| + (1 − 1
t )(

n
m − |y|)) + (1 − 1

m) nm − vc, where t
denotes the number of possible target links in the component.
Deleting a link to node k will in both cases lead to a payoff of
ui(g − gik) = n

m − 1 − (v − 1)c. Comparing all these payoffs,
we find that the network is pairwise stable only if 1− 1

m > c >
n
m
−1+t
tm for y = 1 and if

2|y|+tm−t|y|− n
m

tm > c >
n
m
−2|y|+t|y|
tm for

y > 1 holds. This is only possible if m(mt − 2t + 1) > n and

2|y|m − t|y|m + m2t
2 > n respectively holds. This can only be

fulfilled if m > 3.

5Again if this does not hold, there is always an incentive for players in the non-
minimal part to delete a non-critical link.
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Appendix - Chapter 5

D.1 Instructions

The instructions were handed out to the students in parts. First only the
general instructions were handed out, then the instructions for Scenario 1.
After Scenario 1 was finished the instructions for Scenario 2 were handed
out and after that was finished the instructions for the additional decision
making situations were handed out. The instructions below are for Treat-
ment 1(3), where in Scenario 1 there was no disruptor. For Treatment 2(4),
the order of the Scenarios was switched, the rest remained the same. For
Dutch students, the instructions were in Dutch.

With the instructions the corresponding points-sheet for the setting was
handed out. After they played the first round of the game, the instructions
as well as the points-sheets for Round 1 were collected again and the new
instructions and points-sheet was handed out. The points-sheet for both
rounds are shown here after the instructions.
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Instructions

You are participating in an economics experiment. Please read the following
instructions carefully. These instructions state everything you need to know
in order to participate in the experiment, and they are identical for all
participants in the experiment. If you have any questions, please raise
your hand. One of the experimenters will approach you in order to answer
your question. You can earn money by means of earning points during
the experiment. The number of points that you earn depends on your
own choices, and the choices of the other participants. At the end of the
experiment, the total number of points that you earn during the experiment
will be exchanged at an exchange rate of:

10 points = 1 EUR

The money you earn will be paid out anonymously and in cash at the
end of the experiment. The other participants will not see what you earn.
Further instructions on this will follow below and on the computer screen.
During the experiment you are not allowed to communicate with other
participants and you are not allowed to use your cell phone. Also, you may
only use the functions of the PC necessary for the experiment.

Overview of the experiment

The experiment consists of two different scenarios. Each of the scenar-
ios will last for maximally 20 decision rounds. After reading this set of
instructions you will be asked to answer a quiz question, to make sure you
understood the instructions. Then scenario 1 will start. After completing
scenario 1, you will be handed a new set of instructions for scenario 2.
After completing both scenarios, you will be asked to participate in some
short additional decision making situations and to fill in a questionnaire.
You find information and an explanation of the different scenarios and the
decision making situations in this instruction.
At the beginning of the experiment, the computer will assign you into
groups of four participants, which will remain the same during both sce-
narios. During both scenarios you will be asked to make decisions about
your relations to other participants in your group. These relations are de-
picted as lines on the screen, forming a network of relationships. Your
payoff will be influenced by the way the network is formed, as you can see
on the points-sheet that is lying on your table.
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Groups

• At the beginning of the experiment the computer will randomly assign
you and all other participants into groups of 4 participants. Group
compositions do not change during the experiment. Hence, you will be
in the same group with the same people throughout the experiment.

• You will not get to know the identities of the other people in your
group, neither during the experiment nor after the experiment. The
other people in your group will also not get to know your identity.

• Each participant in the group will be assigned a letter: P1, P2, P3,
or P4, that will identify him. On your computer screen, you will be
marked by a blue circle labeled YOU. You will be marked with your
identifying letter on the computer screens of the other people in your
group.

• The positions on the screen are randomly assigned.

• Those identifying letters will be kept fixed within the same scenario,
but will be randomly reassigned at the beginning of the second sce-
nario.

In the two scenarios, you can earn points by creating relations to other
participants in your group. You start from a network that already includes
some relations and in each round one pair of participants is picked ran-
domly and they get to decide about their relation. A relation can only
be created if both participants indicate that they want to have a relation
with each other. A relation can be removed if one of the participants
indicates that he or she does not want the relation anymore. Adding or
removing a relation influences the payoffs of the participants. The way
points are allocated to participants in each network position can be seen
on the points-sheet you find on your table. Figure 1 below demonstrates
the decision screen, if it is your turn to make a decision.
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Figure 1

Each round lasts at most 30 seconds. During these 30 seconds the
two participants who were randomly chosen, choose whether to have a
relationship or not. However, the same relationship is not chosen twice
in a row. If a participant does not make his choice within these 30 sec-
onds, the previous state of the relationship is understood to be your choice.
The other two participants do not make any decisions during that round.
After the decision has been taken, everyone is informed of the new network.

Rules for every decision round

• In each round the computer will select for each group a pair of partic-
ipants among the six possible at random. A pair cannot be selected
twice in two consecutive time rounds.

• The participants involved in that pair will be asked to take a decision
on their relation in that round, the others will be informed about the
selected pair and will be asked to wait for the pairs decisions.

• If the relation between the selected pair of participants does not exist
at the beginning of the round, the decision will be whether to form
that relation or not. If this relation exists at the beginning of the
round, the decision will be whether to keep or to delete that relation.

• Thus, in each round at most one relation can be formed or broken.

In Figure 2 you see an example of how the relations in your group might
change as depicted on the points-sheet. The red lines indicate the relations
that contribute most to the total value of the network as a whole. If there
are multiple relations that are equally important, they are all depicted in
red. In the left figure, each relation is colored red, because they are all
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equally important to the network. In the right part of the figure only
the relation between You and P4 is red, as this is the only most valuable
relations to the entire network (i.e., it contributes most to the total sum of
all participants payoffs).

�� ���

�� ��

�� ���

�� ��

Figure 2

In the left part of Figure 2 imagine a situation as follows:

• The computer has randomly chosen You and Player P3 to decide
about your relationship.

• You indicate that you want to keep your relationship with P3.

• P3 indicates that he wants to remove his relationship to you.

After these choices, the computer investigates how the relationship be-
tween You and P3 will change. Given that it is enough that one partner
wants to break a relationship, for it to be discontinued, in this case your
relation will be removed since P3 no longer wants to remain connected.
Then everyone will see the network graph on the right part of Figure 2 on
their screens. The red relation now indicates the most valuable relation to
the entire network.

After the round is over and the decision has been implemented, all par-
ticipants are asked if they are satisfied with the network as it is right now,
or if they would like to continue making decisions. How this works exactly
is explained below in the stopping rules.

Stopping rules

• After every round each participant in your group (including you)
will be asked whether he/she finds the current network satisfactory
and whether you therefore want to end the scenario after the current
round. You can answer YES or NO.
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• If ALL the participants in your group answer YES, the round ends
and the points associated to the current network are considered to
compute your earnings.

• If at least one participant in your group answers NO, the group moves
to the next round.

• After round 20 the scenario is stopped automatically, if it has not
been stopped before.

Earnings

• A number of points is associated to every participant in every network
(see the points-sheet).

• You will receive points according to the network that exists in your
group at the end of each game. So after you have formed a network
where everyone was satisfied with, or after the maximum of 20 rounds
has been played.

• Thus, the points associated to the networks you and the other peo-
ple in your group form at every round are not considered for the
computation of your earnings, unless your group decided to stop the
scenario because all participants in the group are satisfied, or it is the
last round of a scenario.

• Your total earnings will be the sum of the payoffs you receive in
scenario 1 and 2.

• You can learn about the points associated to every other network
through the points-sheet you find on your table. It displays the points
associated to every network.

On the following pages it is explained how the earnings in the first
scenario are determined.
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Scenario 1

Read this explanation carefully and try to understand the situation. Do
not worry if you find it difficult to immediately grasp the situation based on
the description below. On the next page, two examples are shown including
the calculation of points earned.

On your table you find a points-sheet. On this sheet all possible net-
works that can be formed are depicted along with the points that you will
receive in each network, depending on your position in the network. Please
make yourself familiar with this points-sheet and keep it next to your com-
puter. The arrows indicate where you can move by adding or deleting one
link from any network you are in. The relations that are indicated in red
are those that carry the most value to the entire network. If there is more
than one relation that is most valuable, they will all be in red.
Points Scenario 1:

• After each round, you will see the current network. To see the points
which are associated with this network, please look at the points-
sheet.

• After each round, everyone will be asked if the network is satisfactory
or not. If not everyone is satisfied, a new round is started. Once
everyone is satisfied, you will see a screen with the points you earned
in this game.

• The game ends after a maximum of 20 rounds.

• Remember, you will receive points according to the network that
exists in your group at the end of the game.

Example 1:
The screenshot in Figure 3 shows what you see on the screen, if the

computer has randomly determined that You and P1 get to decide about
your relationship. Below that you see the equivalent network on the points-
sheet with the relation between You and P1 (Network 1) and without the
relation between You and P1 (Network 2). There you can determine how
many points you will earn in the network. Be aware that the networks
on the points-sheet (may) look different from the ones on the screen. So
pay attention to which position you are in and how this translates to the
points-sheet and how many points you will earn.
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Figure 3

In this case it is easy to see that participant P1s payoff with the relation
intact is 52, whereas his payoff without the relation is only 48 points. For
You, your payoff is 0 with the relation but 6 without the relation. Thus the
network for the following decision round is either the one shown in Network
1 or Network 2, depending on the decisions You and P1 make. In Figure
4 you see a screenshot of the decision screen after the current network for
this round has been determined.
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Figure 4

Should all of the participants independently decide that they are satis-
fied with the current network, the scenario ends. The points that you can
see on the points-sheet for the network and your position in it are those
that you will earn in this scenario. Should at least one of the participants
decide that he/she is not satisfied, we move on to the next round, where the
same set-up is repeated until maximally round 20, after which the scenario
ends. In this case everyone will get the payoffs associated with the network
reached in round 20.
Example 2:

The screenshot in Figure 5 shows what you see on the screen, if the
computer has randomly determined that P2 and P3 get to decide about
their relationship. Below that you see the equivalent network on the points-
sheet with the relation between P2 and P3 (Network 1) and without the
relation between P2 and P3 (Network 2). There you can determine how
many points you will earn in the network. In this case, you do not get to
make a decision yourself, but your payoff is still influenced by the decision
that P2 and P3 take.
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Figure 5

Thus the network for the following decision round is either the one
shown in Network 1 or Network 2, depending on the decisions P2 or P3
make. Once the network has been determined all participants are asked
whether they are satisfied with the current network or want to continue to
the following round (see Screenshot Figure 4). Should all of the participants
independently decide that they are satisfied with the current network, the
scenario ends. The points that you can see on the points-sheet for the
network and your position in it are those that you will earn for this game.
Should at least one of the participants decide that he/she is not satisfied,
we move on to the next round, where the same set-up is repeated until
maximally round 20, after which the scenario ends. In this case everyone
will get the payoffs associated with the network reached in round 20.
The experiment starts now.
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Scenario 2

Read this explanation carefully and try to understand the situation. Do
not worry if you find it difficult to immediately grasp the situation based on
the description below. On the next page, two examples are shown including
the calculation of points earned.

On your table you find a points-sheet. On this sheet all possible net-
works that can be formed are depicted along with the points that you will
receive in each network, depending on your position in the network. Please
make yourself familiar with this points-sheet and keep it next to your com-
puter. The arrows indicate where you can move by adding or deleting one
relation from any network you are in. The relations that are indicated in
red are those that carry the most value to the network as a whole. If there
is more than one relation that is most valuable, they will all be in red.
Points Scenario 2:

• After each round, you see the current network. To see the points
which are associated with this network look at the points-sheet.

• After each round, everyone will be asked if the network is satisfactory
or not. If not everyone is satisfied, a new round is started.

• The game ends after maximally 20 rounds.

• After everyone is satisfied with the network, one relation
will be removed from the network.

• The computer will remove the relation that is most valuable to the
network as a whole the relation depicted in red on the points-sheet.
If there is more than one red relation, he will randomly choose one of
the relations to remove from the network.

• The points on the points-sheet reflect the payoffs for each network
after the relation has been removed. If there is more than one red
relation the one that is dotted red on the points-sheet is the one that
is assumed to be removed. Therefore the points are based on the
calculations as if this relation was removed. Be aware that in the
scenario, any one of the red relations can be removed. Thus your
payoff depends on which relation is taken out.

Example 1:
The screenshot in Figure 6 shows what you see on the screen, if the

computer has randomly determined that You and P1 get to decide about
your relationship. Below that you see the equivalent network on the points-
sheet with the relation between You and P1 (Network 1) and without the
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relation between You and P1 (Network 2). There you can determine how
many points you will earn in the network. The relations that are colored
in red on the points-sheet are those that are possibly being taken out of
the network. The computer will randomly decide which one will be taken
out. The points-sheet shows the point in such a way, that the dotted red
relation will be taken out. Please be aware that also either one of the red
relation could be taken out in the real scenario. Thus how many points you
receive depends on which relation, in the end, will be taken out.

Figure 6

In this case it is easy to see that if this was the final network participant
P1s payoff with the relation intact is either 12 or 72, depending on which
relation will be taken out. His payoff without the relation is 48 points. For
You, your payoff if this was the final network is 0 with the relation but 6
without the relation. Thus the network for the following decision round is
either the one shown in Network 1 or Network 2, depending on the decision
You and P1 make.

In Figure 7 you see a screenshot of the decision screen after the current
network for this round has been determined.
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Figure 7

Should at least one of the participants click NO, the next time round
starts. Should all of the participants independently decide that they are
satisfied with the current network, the scenario ends. If that is the case,
then one relation will be removed from the network by the computer. The
computer will remove the red relation, since it is of most value to the
network. Should there be more than one red relation the computer will
randomly choose one of those. In Figure 8 you see all possible networks
after one relation has been taken out and the resulting payoffs. Be aware
that you can end up in any of the networks.
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Figure 8

Figure 9 shows a screenshot of the result screen if everyone agreed to end
the game with this network. The relation that the computer determined
to be taken out is colored in red on the screen. Please remember that the
relation will only be taken out of the final network.
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Figure 9

Example 2:
The screenshot in Figure 10 shows what you see on the screen if the

computer has randomly determined that P2 and P4 get to decide about
their relationship. Below that you see the equivalent network on the points-
sheet with the relation between P2 and P4 (Network 1) and without the
relation between P2 and P4 (Network 2). There you can determine how
many points you will earn in the network. In this case, you do not get to
make a decision yourself, but your payoff is still influenced by the decision
that P2 and P4 take. The relation that are colored in red on the points-
sheet, are those that are possibly being taken out of the network. The
computer will randomly decide which one will be taken out. The points-
sheet shows the points in such a way, that the dotted red relation will be
taken out. Please be aware that also either one of the solid red relation
could be taken out in reality. Thus how many points you receive depends
on which link, in the end will be taken out.
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Figure 10

Thus the network for the following decision round is either the one
shown in Network 1 or Network 2, depending on the decision P2 and P4
make. Once the network has been determined all participants are asked
whether they are satisfied with the current network or want to continue to
the following round (see Screenshot Figure 9). Should at least one of the
participants click NO, the next round starts. Should all of the participants
independently decide that they are satisfied with the current network, the
scenario ends. If that is the case, then one relation will be removed from
the network by the computer. He will remove the red relation, since it is
of most value to the network. Should there be more than one red relation
the computer will randomly choose one of those.

In Figure 11 you see all possible networks after one relation has been
taken out and the resulting payoffs. The left part shows the network if
P2 and P4 decided not to maintain the relation. The right part shows the
network if P2 and P4 decided to maintain the relation. Dont forget that
the relation will only be removed from the final network. Be aware that
you can end up in any of the networks.
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Figure 11

You now start with part 2 of the experiment.
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Additional decision making situation

You will now face an additional decision making situation. Again, you
can earn points depending on the decisions you and the other participants
make. These points will be added to your earnings in the previous scenarios.
You will still receive 1 EUR for 10 points.

You will now interact with every participant of the experiment simulta-
neously. In this situation, all participants simultaneously choose a number
between 0 and 100 (0 and 100 are also allowed). The other participants
will not know during or after the situation which number you have chosen.
After everybody picked a number, the average of the numbers that have
been chosen by all participants will be calculated. The participant who
has chosen the number closest to half of the average of all participants will
receive 50 points.

For example, imagine that in a group of three people one chooses 25,
one 50, and one 75. We first calculate the average: 25+50+75

3 = 150
3 = 50.

Now we take half of the average which is 25. So the participant who chose
25 receives the 50 points. When multiple participants are equally close to
half the average, the 50 points will be divided among these participants.
All other participants will not receive any points.

After this you will be asked to take part in an additional task. The
instructions for this will appear on the screen.

After the additional decision making situation is finished there will be a
questionnaire. Please take your time to fill in this questionnaire. Meanwhile
we will count the money you earned. Please remain seated until you have
received your money and signed your receipt.
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D.2 Points Sheets

The points sheets were handed out at the beginning of each scenario.
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Nederlandse samenvatting

In de vorige eeuw heeft er zich een rijke literatuur een rijke literatuur over
netwerken ontwikkeld. Deze literatuur is verspreid over meerdere disci-
plines. Tussen deze disciplines bestaan grote verschillen in omvang en diepte
van het onderzoek. Terwijl het fenomeen van netwerken door wiskundigen
en natuurkundigen al langere tijd werd onderzocht, is de studie van net-
werken in de economie pas vrij recent ontstaan. De link tussen economisch
onderzoek naar netwerken en onderzoek naar netwerken in andere disci-
plines is vaak niet eenvoudig te bepalen, maar het economische onderzoek
in dit verband leunt het dichtst aan bij het onderzoek naar netwerken in de
sociologie, dat al sinds de jaren 1950 uitgevoerd wordt. De overeenkomsten
zijn deels te vinden in de onderzoeksvragen die in deze twee disciplines aan
bod komen; deze verschillen veel van de kwesties die in andere disciplines
behandeld worden. In plaats van zich te richten op willekeurige netwerken
(random graphs) en hun eigenschappen, zoals wordt gedaan in de wis- en
natuurkunde, richten sociologen en economen zich op de welvaart van de
spelers in het netwerk, de prikkels waar zij op reageren, de netwerken die ze
vormen, en hoe ze worden bëınvloed door hun positie binnen het netwerk.

Het onderzoek naar netwerkformatie is gebaseerd op de baanbrekende
studies van Bala en Goyal (2000) en Jackson en Wolinsky (1996). Deze
studies en de studies die daar op voortbouwen, analyseren hoe actoren
zich strategisch met elkaar verbinden en welke van de zich vormende net-
werken stabiel en/of efficiënt zijn. Echter, in economisch onderzoek is tot
dusver een belangrijke factor genegeerd, namelijk dat netwerken, zodra zij
gevormd worden, aangevallen kunnen worden van buitenaf. Als het netwerk
zelf een centrale rol speelt, zoals het geval is voor militaire communica-
tienetwerken of terroristische netwerken, kan het netwerk, of kunnen de
spelers daarbinnen, het doelwit worden van een aanval van buitenaf. Dus
niet alleen de personen in het netwerk kunnen worden bedreigd door een
aanval, maar ook het netwerk als geheel. Arguilla en Ronfeldt (2000) ver-
wijzen naar dit concept van bestrijding van een netwerk als netwars. Dit
bestrijding van een netwerk vergt een andere aanvalsstrategie, die rekening
houdt met de netwerkstructuur, en waarin externe effecten expliciet inge-
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calculeerd worden. Deze externaliteiten vloeien voort uit het feit dat als
een zeer centraal knooppunt of een zeer centrale verbinding in het netwerk
onbruikbaar wordt, het hele ontwricht kan worden. Met betrekking tot het
belang van netwerken als mogelijk doelwit van aanslagen, hebben Dekker
en Colbert (2004) geconstateerd dat in zowel militaire als civiele commu-
nicatie recentelijk twee trends ontstaan zijn. De eerste is dat de commu-
nicatiesector steeds meer ingericht wordt rond netwerken, en de tweede is
dat er een toenemende bedreiging bestaat voor burgerlijke communicatie-
infrastructuur. Deze bedreiging uit zich in de civiele sfeer voornamelijk in
terreuraanslagen en in de militaire sfeer in het toenemend aanduiden van
communicatienetwerken als waardevolle doelwitten.

Uit de constatering dat een ontwrichter (disruptor) effect op netwerken
kan hebben, lijkt het duidelijk dat ook netwerkformatie bëınvloed wordt
door de mogelijke dreiging van een aanval op het netwerk. Dit kan bijvoor-
beeld worden waargenomen in misdaadnetwerken. Criminelen weten dat,
terwijl ze het best informatie kunnen uitwisselen als ze met elkaar verbon-
den zijn, deze verbondenheid tegelijkertijd een risico met zich meebrengt
in geval zij gevolgd worden door de politie. Derhalve moet er in de op-
bouw van de structuur van het netwerk zowel rekening worden gehouden
met de noodzaak van informatieoverdracht alsook met de dreiging van on-
twrichting. Ook niet-strategische ontwrichting is van belang voor de anal-
yse. Verkeersdeskundigen moeten er bijvoorbeeld rekening mee houden dat
routes kunnen worden geblokkeerd door obstakels zoals files, ongevallen
of overstromingen, en moeten er daarom voor zorgen dat er alternatieve
routes bestaan. Hoewel het uiteraard belangrijk is hoe netwerken worden
gecreëerd, hoe ze samenwerken en welke technologieën ze gebruiken, beto-
gen Arguilla en Ronfeldt (2000, p.xi) dat het organisatorische ontwerp van
een netwar actor, bepalend is. Analisten moeten daarom eerst achterhalen
met wat voor soort netwerk ze te maken hebben, om vervolgens de beste
methoden voor analyse van het netwerk te bepalen. Dit proefschrift heeft
daarom als doel de structuur van het netwerk te onderzoeken en hoe deze
het beste te verdedigen is, en ten tweede onze bevindingen te testen in een
experimentele setting.

De modellen

In het eerste deel van dit proefschrift richten we ons op de structuur van
het netwerk en hoe een netwerk het beste te verdedigen is, gegeven een
bepaalde soort aanvalsstrategie. Wat zijn de implicaties voor de ontwerp-
en verdedigings-strategieën van netwerkontwerpers, rekening houdend met
de mogelijkheid van ontwrichting? Gegeven het feit dat extra verbindingen
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(links) worden gebruikt om het netwerk veilig te houden, hoe bëınvloeden de
kosten van het toevoegen van links de optimale netwerkstructuren? Maakt
het uit of de aanval is gericht op de knooppunten of op de links in het
netwerk? En, zijn er bepaalde netwerkstructuren die inherent beter bestand
zijn tegen ontwrichting van een aantal links of knooppunten?

We presenteren een structureel model van netwerkontwerp en -ontwrichting
door het modelleren van een tweetraps-spel met volledige informatie tussen
een netwerkontwerper en een netwerkontwrichter. We onderzoeken eerst de
gevolgen van de dreiging van een aanval op de links van het netwerk op
de optimale netwerkstructuur, en vervolgens de gevolgen van de dreiging
van een aanval op de knooppunten van een netwerk op diezelfde struc-
tuur. We zien dat, indien de kosten zo laag zijn dat de ontwerper een
voorkeur heeft voor het bouwen van een volledig beschermd netwerk, de
netwerkstructuur die dit kan bereiken met een minimale hoeveelheid links,
hetzelfde is voor link-ontwrichting en knooppunt-ontwrichting. In beide
gevallen bestaat de beste strategie van een netwerk-ontwerper erin om
een regulier netwerk (regular network) te bouwen, waarbij de mate van
regelmatigheid precies één hoger is dan het aantal links of knooppunten
dat de ontwrichter kan verwijderen. Voor hoge verbindingskosten daar-
entegen is de structuur van het optimale netwerk verschillend voor link-
ontwrichting en knooppunt-ontwrichting. Terwijl voor link-ontwrichting
het bouwen van een sternetwerk de beste strategie van de ontwerper vormt,
is de beste strategie in geval van knooppunt-ontwrichting het bouwen van
een cirkel-netwerk, waar de ontwerper een knooppunt gëısoleerd laat als
gevolg van de beperkingen van het aantal links dat hij kan gebruiken. Bij
gemiddelde verbindingskosten, suggereert onze analyse dat in het geval van
link-ontwrichting ster-achtige structuren de beste strategie vormen voor de
netwerk-ontwerper, terwijl in het geval van knooppunt-ontwrichting een
regulier netwerk (regular network) moet worden gebouwd. In een variant
zonder ontwrichting bestaat de beste strategie van de netwerk-ontwerper
erin om een minimaal geconnecteerd netwerk te bouwen. Uit dit deel
van het proefschrift kunnen we concluderen dat de dreiging van netwerkon-
twrichting inderdaad invloed heeft op de manier waarop netwerken gestruc-
tureerd worden.

In het tweede deel van het proefschrift maken we gebruik van de ken-
nis die is opgedaan met deze puur structurele aanpak en kijken we naar de
prikkels voor individuele spelers in een netwerkformatie-spel, waarin de aan-
wezigheid van een ontwrichter algemeen bekend is. We gebruiken als basis
het netwerkformatie model zoals gëıntroduceerd door Jackson en Wolinsky
(1996) en analyseren het effect van de aanwezigheid van een ontwrichter op
de uitkomsten van het netwerkformatie-spel. Dus, we onderzoeken welke
netwerken stabiel en/of efficiënt zijn en hoe ze verschillen ten opzichte van
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het spel zonder netwerk-ontwrichter. Om dit te analyseren, onderzoeken we
hoe een netwerk-ontwrichter invloed heeft op de prikkels van de individuele
spelers. Zullen zij gebruik maken van extra links om hun positie veilig te
stellen in het netwerk en daarmee het netwerk zelf te beschermen, of zullen
ze niet in staat zijn aan te sturen op een geconnecteerd netwerk? Teruggri-
jpend op het structurele model in deel één van dit proefschrift, zijn we ook
gëınteresseerd in de structuur van stabiele netwerken, en in hoeverre deze
verschilt van de robuuste structuur zoals gëıntroduceerd in het eerste deel.

We hebben gezien welke netwerkstructuren een optimale strategie vor-
men voor de netwerkontwerper, en dit voor verschillende niveaus van
verbindingskosten en voor verschillende doelwitten. In de tweede deel van
dit proefschrift wordt nagegaan of deze structuren ook bereikbaar zijn als
het netwerk niet wordt gebouwd door een netwerk-ontwerper, maar door
de spelers zelf. In plaats van een spel tussen een netwerkontwerper en
een netwerkontwrichter, bestuderen we een spel waarin de knooppunten
individuele besluitvormers zijn. Met het model van Jackson en Wolinsky
(1996) als uitgangspunt, introduceren we een netwerkontwrichter die de
verbindingen van een netwerk kan ontwrichten in een model van netwerk-
formatie waarin de spelers verondersteld worden rationeel en kortzichtig
te zijn, en te handelen uit eigenbelang. Voor lage verbindingskosten, zien
we in dit model het verwachte negatieve effect van een netwerkontwrichter,
namelijk dat zijn aanwezigheid leidt tot ofwel teveel ofwel te weinig links.
Daarentegen zien we voor hoge verbindingskosten verrassenderwijs dat de
aanwezigheid van een netwerkontwrichter een positief effect heeft op de
waarde van het netwerk. Hoewel in de spel zonder ontwrichter het enige
stabiele (pairwise stable) netwerk het meestal inefficiënte netwerk zonder
verbindingen is, laten we zien dat wanneer er een dreiging van ontwrichting
is, geconnecteerde netwerken stabiel zijn voor sommige kostenniveaus en
ook efficiënter kunnen zijn dan het netwerk zonder verbindingen.

Dit model suggereert dat we zelfs los van psychologische factoren kun-
nen verklaren waarom groepen mensen in staat zijn om samen te werken
wanneer ze een gemeenschappelijke vijand hebben, terwijl ze daartoe niet
in staat zijn zonder een dergelijke dreiging. Aangezien het model zich op
de stabiliteit van het netwerk focust, kunnen we niets zeggen over even-
wichtsselectie en hoe deze wordt bëınvloed door de aanwezigheid van een
netwerkontwrichter. Daarom ontwerpen we in het laatste deel van dit
proefschrift een laboratoriumexperiment om de invloed van een netwerkon-
twrichter op evenwichtsselectie en op het gedrag van proefpersonen in een
spel van netwerkformatie te testen.

In het netwerkexperiment spelen proefpersonen een spel van netwerk-
formatie met en zonder een netwerkontwrichter, in groepjes van vier. Va-
nuit twee verschillende startnetwerken worden willekeurige verbindingen
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beschouwed en moeten de spelers grenzend aan de verbinding beslissen
of ze een onbestaande verbinding willen vormen of niet, of een bestaande
verbinding willen behouden of verwijderen. Om zinvolle vergelijkingen te
maken, zijn de verwachte uitbetalingen hetzelfde in de omgeving met on-
twrichter en zonder ontwrichter. In beide behandelingen hebben we drie
evenwichten, namelijk het netwerk zonder verbindingen, het cirkelnetwerk
en het gesegmenteerde netwerk, waarin drie spelers verbonden zijn in een
cirkel en één gëısoleerd is. We zien dat groepen bijna uitsluitend een even-
wichtnetwerk bereiken en dat er geen significant verschil tussen de gevallen
met en zonder netwerkontwrichter is. De groepen bereiken het netwerk
zonder verbindingen vaker dan de andere twee evenwichten, aangezien dit
de meest veilige optie is. In het netwerk zonder verbindingen zijn spel-
ers alleen afhankelijk van hun eigen gedrag en niet van dat van de an-
dere spelers in hun groep. Daarnaast is het netwerk zonder verbindingen
meer bestand tegen fouten. Bovendien zien we dat de netwerkontwrichter
een effect heeft op evenwichtsselectie. We zien dat bij aanwezigheid van
een netwerkontwrichter, het netwerk zonder verbindingen significant vaker
voorkomt dan het cirkelnetwerk en dat het ook significant vaker gespeeld
wordt als een ontwrichter aanwezig is dan wanneer dit niet het geval is.
We testen twee tegengestelde hypothesen betreffende de invloed van een
netwerkontwrichter op evenwichtsselectie om dit resultaat te verklaren, om-
dat de ontwrichter zowel een invloed kan hebben op de vooruitziendheid
(forwardlookingness) van de spelers, als op de manier waarop zij hun risico
ervaren. We zien dat de invloed op het waargenomen risico het dominante
resultaat is. Hoewel de verwachte uitbetaling hetzelfde is bij de behandeling
met een netwerkontwrichter als bij die zonder netwerkontwrichter, hebben
spelers significant vaker gekozen voor het risico dominante evenwicht in
de behandeling met een netwerkontwrichter en significant vaker voor een
payoff -dominante evenwicht in de behandeling zonder ontwrichter.

Conclusie

Het onderzoek in dit proefschrift richt zich op de invloed die de aan-
wezigheid van een netwerkontwrichter heeft op netwerkformatie. We bouwen
twee theoretische modellen om het effect van netwerkontwrichting op netwerk-
formatie te bestuderen en we testen de invloed van netwerkontwrichting op
evenwichtsselectie in een laboratoriumexperiment.

We zien dat de netwerkontwrichter in elk model dat we bestuderen een
significant effect heeft op netwerkformatie en evenwichtsselectie. Onze re-
sultaten tonen aan dat in een puur structureel spel tussen een netwerkon-
twerper en een netwerkontwrichter, bij relatief lage verbindingskosten de
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aanwezigheid van een netwerkontwrichter leidt tot het toevoegen van ex-
tra verbindingen door de netwerkontwerper, om zo een robuust netwerk te
bouwen. Als de verbindingskosten hoog zijn, bouwt de netwerkontwerper
een netwerk waarin niet alle knooppunten met elkaar verbonden zijn. De
netwerkontwrichter heeft dus een overwegend negatieve invloed, die leidt
tot ofwel te veel ofwel te weining verbindingen in vergelijking tot het model
zonder netwerkontwrichter. In een model waarin de knooppunten individu-
ele spelers zijn, is het effect van een netwerkontwrichter dubbelzinnig. Voor
lage verbindingskosten leidt de aanwezigheid van een netwerkontwrichter
tot een overschot aan verbindingen ten opzichte van het model zonder on-
twrichter. Echter, voor hoge verbindingskosten kan het tot een toename in
efficiëntie leiden omdat geconnecteerde netwerken stabiel kunnen zijn, ter-
wijl in het model zonder ontwrichter alleen het netwerk zonder verbindin-
gen stabiel is. Tot slot zien we dat het effect van een netwerkontwrichter
op evenwichtsselectie vooral te wijten is aan risico dat de spelers waarne-
men. Dit impliceert dat spelers vaker in het netwerk zonder verbindingen
terechtkomen, dan in een geconnecteerd netwerk. De globale invloed die
een netwerkontwrichter heeft op een spel van netwerkformatie hangt dus af
van het type model, evenals van de verbindingskosten en van de mogelijke
evenwichten. Echter, in alle varianten die we in dit proefschrift behandeld
hebben, heeft de aanwezigheid van een netwerkontwrichter een significant
effect op de optimale netwerkstructuur.
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