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1. Introduction 

Consider a database of numeric items dl, . . . . d,z 
and let d I, . . . . dq be known. Assuming that the items 
di should remain protected forj >q, a serious threat 
to security occurs when a user is permitted to ask 
statistical information of fixed or variable-sized sam- 
ples of the database. In a first study of the possible 
protection against used inference Dobkin, Jones and 
Lipton [l] discussed the complexity of actually com- 
promising a database for a few types of queries which 
can arise in practice. The work was substantially 
extended by Reiss [S] and in Dobkin, Liptor and 
Reiss [23. In this note we shall consider some interest- 
ing further questions concerning the security problem 
when a user can request the average of fixed-size 
samples of items. 

Let S(n, p, q, Y) be the minimum number of aver- 
ages of samples of a fixed size p needed to infer dq+l, 
assuming that dl, . . . . dq are known and any two dis- 
tinct samples queried may not overlap by more than r 
items. We shall assume throughout this paper that 
p > q + 1, to exclude trivial cases of the model. Reiss 
[5] proved under this assumption that 

2P (4+0 
S(n, P, 41 r) 2-7 (1.1) 

but little seems known about the quality of this 
bound. Reiss [5] presented several results for Q = 0, 
and proved that the bound of (1. I) is achievable to 
within 1 query if we extend the model and permit 
the querying of Samples of drbitrary sizes >p. 

Keeping the sample-G-e fixed at p, we shall study 

the complexity of inferring d4+1 when samples are 
allowed to overlap by at most 1 element (thus r = 1) 
and, as ever, p > q + 1. This admittedly restrictive 
case is of interest, because even here very little is 
known. It follows from [1] and from [5] that 

S(,yl, p, 0,l) = 2p - 1 I( 1.2) 

S@,p, 1,1)=2p-2 ‘(1.3) 

and also that S(n, p, q, 1) > 2p - q - 1, Whereas 
(1.2) and (1.3) show that it is strictly easier to com- 
promise the database when one item is known prior 
to querying compared to when no item is known at 
all, we shall prove that there is no such advantage 
when 2 items are known. Thus, knowing 2 items 
makes it no easier to compromise the database than 
knowing 1 item does. The result follows from an im- 
provement of Reiss’ bound [5], which we derive in 
Section 2: 

Proposition 1. 

S(n,p,q, 1)222p-q forq>2 

One might now suspect that knowing any number 
of items q 2 2 is of no help, but this is not true. We 
shall prove in Section 3: 

Proposition 2. Under suitable conditions for p artd q 

one can have 

S(C PI 4, 11 G 2P - wdq,. 

The S&notation is taken from [4] (see also [6]). 
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2. Constructions for Proposition 1 

Estimating S{;?, p, q, 1 j does not just give us infor- 
mation for one case of overlap only. Slightly extend- 

ing a similar result of [l] we can show: 

Proposition 3. Fir any f 2 I, 

S(il. pt. qt + t - I,19 G ajl, p, q, 19 * 

Proof. WC consider S(rr, pt, qt + t - 1, t), which is 
the number of averages required to infer dql+r (under 
Ihe usual constraints). Construct a ‘new’ database 

Cl, e2, *a’ by taking ei =du_. I)t+l +-* + c_+. It follows 
that cl. . . . . ey are ‘known’, and d,,+, can be deduced 

orxc the ‘new’ database is compromised for eqtl. 

Any S(tt, p, 4, I)-method for doing so easily trans- 
lates into an .Y(u, pt, qt + t - 1, t) algorithm for find- 

ing (I,t+t * 

Consider S(H, p, q. Y). Qlreries 01, . . . . Cl3 are aver- 
ages. but we may just as well take them as sums: 
Qj =dil +-- +djp. lf we can infer dqtl, then there 

must be coefficients al, . . . . ol, such that 

J y+l = S; a,@j + (Iin. combination of d:, ..,, d4) 
j- 1 

(2.1) 

Defining &ii = l(0) if di is (is not) in Qi, one can 
easily rearrange (2.1) to obtain 

d y+l = 5 (5 fiijaj)di + (Iin. combin. of dl, . . . . dq). 
i= 1 j=l 

(2.2) 

It ~~!OWS that necessarily IXT=lSijaj = 0 forj >q + 1, 
Ed. 3s in Dobkin, Jones and Lipton [l] or Reiss [5], 
we conclude that this can only be when 

f:>r i >q f I, t3ch d, occurs at least once in a query 
with positive (Y and at least onto in a query with 
negative Q. (2.3) 

From ROW on it should be clear what we mean by a 
‘positive’ and a ‘negative’ query. 

If w consider sets ,)f positive and negative queires 

which merely satisfy the overlap constramts and (2.3), 
then the minimum number of q series possible in any 
set of this sor: is certainly a lower-bound for 

,Y@, p, q, r). For Y = I the typical combinatorial 
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P1 
A: x1 Kl : + (the positive queries containingdqcl) 

-T-- 

B: 

c: Yl r_r: t_ 
P 

(the nej:ative quries containing $+I) 

(the negative queries not containing d+. 1) 

D: Y2 + (the positive queries not containing $+I) 

P 
Fig. 1. 

structure of such a set is shown in Fig. 1. The follow- 
ing conditions must be satisfied: 

(i) each line (row or query) can intersect another 
line in at most one point, 

(ii) each element di (i > q f 1) on a positive line 
must occur somewhere on a negative line, and vice 
versa, and 

(iii)xl +x2 >O. 
Thus, we have a structure not &like a block-design 

(see e.g. [3 I). Let Rfj, q) be the minimum number of 
lines in such a structure. 

Lemma.R(p,q)>2p-qforq>2 (a&p >q+1) 

Proof. Recall that p >q + 1 by assumption. The argu- 
ment is for a considerable par? merely a refinement of 
Reiss’ proof [S] (which in turn was a refinement of a 
proof in [ 119. We distinguish two main cases: 

(a)vl >0 andJ12 >O. 

Consider any two lines or and 0 from C and D, 

Fig. 2. 
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+ (positive queries containing dq+l) 

P 

- (negative queries not containing $+I) 

P 

Fig. 3. 

with an overlap of Lr Q 1 and containing Lz and L3 
items df with i 4’4 [respectively) in the nonoverlap- 
ping part, as shown in Fig. 2. 
Note that d9+1 does not occur on either line. Each 
point r in the regio;r shown on ~1 must also occur on 
some positive line (necessarily different from @, and 
each point p in the similar region shown on fl must 
also occur on some negative line (likewise necessarily 
different from cr). The number of points 7 is 
p - Lr - Lz, of points p is p - Lr - La. Thus 

Case 2, x Q p - 1. Observe that A’ and C must 
contain the same di with i > q + 1, by (2.3). Because 
a C-line can contain at most one point from each 
A-line (thus having at most x A-points in all), each 
C-line must contain at least p - x > 1 points di with 
i < q. Consider any C-line OL, containing some q’ > B 
points d,: with i Gq. Let there be an A-line p contain- 
ing some q” points di with i Q q (q” 2 0) such that 
one of the following conditions holds: 

(i) a and fl intersect in a di with i <q 
(ii) a! and /3 intersect in a di with i > q + 1, but 

q’+q”<q 
(iii) a and p do not intersect. 
The situation can be sketched (using conventions 

as in (a)) as in Fig. 4., and we get 

x+y>/2+(p- 1 -L2)+@-2-La) 

=2p-- I -&+L@2p-q (2.5) 

for (i) and (ii), and 

m$,q)~2+b-L1 - L*)+ (p - Lr -’ L3) x+yX+@-1-+)+@--1-1.~) 

>2p- (L*+L3)>2p-q =2p--(Lz+L@2p-q (2.6) 

(b)yr = 0 ory2 = 0. 
By symmetry we may assume that y2 = 0. It foi- 

lows that x2 = 0. Otherwise any point di with i > 4 + 1 
on a line in B (asp > 4 + 1 such points exist) would 
also occur on a line in A, because it is the only possi- 
bility to be on a positive line. These A and B lines 
would then intersect in 2 points (di and d,+l), a con- 
tradiction! The combinatorial structure simplifies to 
Fig. 3 with x > 0 and y > 0, the elements in A’ all 
distinct (as otherwise the overlap restriction would 
be violated) and C not containing dq+l. Clearly, the 
design conditions remain in effect. We distinguish 
two further cases: 

for (iii). 

Case I, x >p. A’ contains at least x(p - I) - q 
elements di with i > q + I which all have to occur in 

C at least once in order to be on a negative line. Thus 

The only situation left to consider is where each 
C-line intersects each A-line in a point di with i > 
q + 1, ancl the total number of (necessarily distinctj 
points di with i < q on any C-line CY and A-line fi sums 
to q. It m’eans that for any pair (Y, fl the set of points 
di with i 4 q contained in cr is precisely the comple- 
ment of the similar set contained in 0 in the collection 

(d r, . . . . d,). Hence, any other A-line 7 will contain 
the same points di with i G q as does /3. As A-lines 
can only intersect at dq+l two possibilities remain: 

(iv) A-lines contain no points di with i <q, but 
each C-line contains all q of them. 

It follows that y = 1, as the intersection constraint 
would be violated otherwise (note that q > 2). Conse- 
quently there are precisely ,7 - q elements di with 
i > q + 1. Considering an arbitrary A-line we see that 

xfj- I)-q<y-p*y> I-’ x-4. ( 1 P P 

The total number of lines can be estimated by 

x+y> 2-i x-Q>2p-1-; ( ) P P 

>2p- 1 --Q2p-2 
4+2 

(2.4) 

L2 

a -- ‘7 
-_ 

L1: 
$I+1 L3 

J3 I 
--; - --w+ 

Fig. 4. 
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atleast@- l)-(p-4)=4-- 121 elementscan- 
not possibly occur on a negative line, contradicting 
(2.3). 

(v) there is only one A-line ‘p (X = l), and it con- 
tains q” 2 1 elements di with i < q. 

By the same argument as above we conclude that 
each C-line must contain the same set of q - q” ele- 
ments di with i Gq. Because of the overlap constraint 
on the one hand (q - q”’ < 1) and the observation 
that each C-line contains at least one such element 
(q - q” > l), we obtain q” = q - 1 II Thus, the Clines 
contain precisely one (identical) di with i Gq. Ob- 
serve that this time at least @I - 1) - (p - 1 - (q - 1)) = 
q - I >, 1 elc mentsdi with i >q + 1 in C find no com- 
pensation in A, contradicting (23). 

Hence the desired inequality holds also in Case 2 
(x<p- 1). 

A (u, k, X)-design is a structure of u points and b 
blocks of k points each such that 

(i) all points occur in the same number of blocks, 
and 

(ii) each pair of distinct points occurs in exactly X 
distinct bloakcs. Let D be a ‘master’ (u, k, l)-design, 
with parameters u and k to be fixed later. The blocks 

Bl , . . . . Bb of D will be of great value in designing a 
set of averages which overlap in at most one sample- 
element. The number of blocks in D is completely 
determined by u and k (see Hall [3, p. 1011): 

b=‘@ - ‘1 
k(k - 1) 

(3.1) 

Let Dl, Dz, . . . be copies of D. 
The following Lemma shows a strategy for com- 

promising a database of sufficiently many elements 
in the S(n, p, q, Qsense. 

AS S(n, p, 4, 1) 2 R (p, q), Proposition 1 easily 
follows; from the Lemma. An interesting conclusion 
is obtained for q = 2. 

Corollary. S(n, p, 2? 1) = S(n, p, I, 1) = 2p - 2 

Lemma. If [@ - 2)/b 1 G 1 (q - k)/v ], then one can 
compromise a database with q known elements for 
d4+1 by asking the average of at most 2p - k - 1 

samples of size p which overlap in at most one point. 

Proof. By (1 .S) and Proposition 1 we have: 2p - 2 < Proof. By assumption there is an integer (Y > 1 such 
S(U& 2, l)<S(n, p, 1, 1)= ip - 2. that 

This proves the interesting phenomenon discussed 
in Scciion 1, that knowing 2 elements of the database 
does not make it easier to compromise the data than 
knowing just i element does (for the case that aver- 
ages of fixed-size samples can be asked). 

p-2g,<q-k 
b V 

W) 

3. Constructions for Proposition 4 

Design the set of queries shown in Fig. 5. Elements 
ai and bij denote unknown items, elements Ci and Dij 
are to be chosen from among the q known items 

4 , . . . . dq. The element d4+1 is denoted merely as d. 
If there are sufficiently many ‘known’ elements 

The: proof that 2p - Z>S(n,p,q, 1)>2p-q 
(q > 2, p >q + 1) holds no clue a! to whether the 
lower-bound can be achicded or not. Reiss [5, Sec- 
tion 61 noted for his bound that it is not likely to be 
achieved everywhere, and the precise value of 
S(n, p, q, 1) will vary dzpcnding on purely number- 
theoretic connections between p and q. Trying for 

small vaiues of q, one might tend to believe that the 
2p - 2 upperbound is hard to beat. We present a 
general method to do better, achievr!rg bounds of the 
form 2p - Sl(dq) for a wide range of p, q values. We 
use some elementary fal:ts about (u, k, X)-designs, 

taken frtim [3]. 

(we will check it in a moment), then a design as in 
Fig. 5 does exist and satisfies all criteria for size and 
permissible overlap. Element d follows by noting 
that 

d = (sum of A) - (sum of B) + (sum of C) (3.3) 

in which the ‘unknowns’ cancel and only ‘known’ 
elements on the right-hand side remain. The database 
is compromised for d in 1 + (p - k) + (@ - 2) = 
2p - k - 1 queries, as was to be shown. We only 
need to verify that sufficiently many ‘known’ ele- 
ments are at hand to choose distinct cl, . . . . ck and Dij 
from among them. By (3.2) we know that at most o 
full sets of Dimblocks are needed to fill the right part 

I.52 
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A: T;1-i-g-i + 

P-k kll /3b+y+2>(pt l)v+k+2, 

B: p - 

c:p-2 

a1 bll l *’ b1t ck 

=2 b2l “‘b2t ck 

. . . . . . . . . 

=p-k bsl “‘bst ck 

. 
l 

D 1-blocks 

D2-blocks 

With each set of b Q-blocks 
consisting of elements Dij 
(j = 1, . . . . u), which are - 
‘copies’ of the D-points. 

Fig. 5. (s = p - k, t = p - 2). 

in C in Fig. 5. Assuming the worst, we need (k - 1) + 
1 + cyv = cllu + k elements to build the queries. By (3.2) 

wtk<4_ku+k=q 
V 

and we see that sufficiently Lmany ‘known’ elements 
are available to make the construction work. 

The Lemma has reduced the question of how to 
compromise the database efficiently to the question 
of finding a (v, k, 1 )-design D such that 

If we write 

p=flb+y+:! O>y<b 

(3 4 

for certain integers /3 and y, then (3.4) is satisfied pre. 
cisely when 

q>(fl+ l)u+k. 

If we give q its smallest possible value, then p 2 q + 2 
leads to the condition: 

or 

p(b - v) + (7 - v) > k 

(3.5) 

By Fisher’s inequality [S; 10.2.31 b 2 u. Fix ‘y to the 
range v < 7 <b, and let 13 > [k/(b - u>l. As (3.5) is 
satisfied under these assumptions, we obtain 

2p-q<S(n,p, @+ l)v+k, 1)<2p- k- 1 (3.6) 
-- 

9 

To get a tight bound, we must choose designs D in 
which v remains as small as pxsible in terms of k 
(while b > v). From (3.1) one can easily derive that v 
is at best quadratic in k. 

Proposition 4. For an infinite range of p, q values 
(unbounded in both p and q) we have 2p - q < 
S(n, P. q* 0 g 2p - Wqj. 

Proof. Let k be a prime-power, and let D be the 
design of lines in the 2-dimensional affine space over 
GF(k). D has b = k(k + 1) and v = k2 (thus b > v), 

and q = 0(v2). Substitute these values in (3.6). 

An interesting problem would seem to prove or 
disprove that for fixed q > 2 : 

lim (S(n, p, q, 1) - 2p) = 2 . 
P-,_ 
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