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Introduction

1.1 TERRORISM, PREVENTION AND THE CRIMINAL JUSTICE SYSTEM
Imagine the following situation: an anonymous tip is received that a certain
extremist group is planning to carry out an attack against a central station in a
metropolitan city during the rush hour within the coming week. Many innocent
citizens may fall victim, which puts the agencies responsible for dealing with
threats and violence under great pressure to ensure that an attack is prevented.
At the same time there is uncertainty as to the reliability of the tip: the
information comes from an unknown source and cannot be substantiated by
other information. How do states deal with such dilemmas?
The state has several means at its disposal to respond to a security threat such
as this: intelligence powers to obtain more information and knowledge on the
extremist group; criminal investigative powers such as electronic surveillance
to discover whether a crime is being prepared or committed; and criminal
coercive powers such as the power of arrest to make sure that these persons are
unable to act as potential perpetrators of a terrorist attack.
At the same time the state, which has subjected itself to several restraints and
checks to protect individual liberties, may face several obstacles. For instance,
relying on the criminal justice system may be excluded because the applicable
threshold for using criminal procedural powers, such as probable cause or
reasonable suspicion, cannot be met. Nevertheless, the state needs to use the
powers that are capable of most effectively ruling out the possibility that an
attack will be carried out in order to protect innocent lives. Moreover, the state
wants to rule out the threat not only for the coming week, but also in the long
term. For this reason, preferably before turning to the power of arrest, evidence
will be gathered regarding plans to commit a terrorist attack in order to be able
to prosecute and punish the terrorists.
Faced with this (hypothetical) dilemma, states have sought to adapt their
powers to act for the purpose of prevention by enabling a system that starts to
operate in anticipation of future harm, already before concrete criminal behavior
can be identified. For this purpose, states have sought to answer this security
threat through a combination of their intelligence and criminal justice responses.
This investigative approach can be defined as anticipative criminal investigation.
Ten years after the confrontation with the devastating terrorist attacks in the
United States, it seems that in particular the government’s responsibility to act

2

Chapter 1

so as to prevent security threats – for which purpose investigative powers are
used in anticipation of future threats – has changed the character and function
of the criminal justice system in the longer term. Whereas other measures, such
as the introduction of enhanced methods to interrogate terrorist suspects in the
United States, have been reversed, the role of the state in anticipating future
threats in order to prevent terrorist attacks remains a current one. The criminal
investigation has obtained a permanent role in order to anticipate future terrorist
threats through the investigation of potential dangerous behavior or activities,
which may imply criminal investigative activities before concrete criminal
behavior can be identified. The purpose of these criminal investigative activities
is both the prevention of terrorist crimes and the prosecution and punishment of
the ‘terrorists’; bringing to justice those responsible for criminal acts, such as the
criminal preparation of a terrorist crime, conspiracy to commit a terrorist crime
or membership of a terrorist organization. In this book I will examine whether
and, if so, how this preventive function of investigative activities can be
embedded in the criminal justice system when seeking to pursue such a
preventive function while still observing the rule of law.
The Chapter will begin to conceptualize the subject-matter of the book by
defining ‘anticipative criminal investigation’ (section 1.2.1) and limiting the
assessment of the subject of ‘anticipative criminal investigation’ to the way in
which it has been adopted and implemented in the Netherlands and the United
States (1.2.2). Subsequently, section 1.2 draws the theoretical background which
is relevant to assess changes to the criminal justice system. For that purpose, the
rule of law will be defined as the notion that should regulate all state action and
the observance of which legitimizes and restricts state action, because its
observance is based on the regulation of state power in observing respect for the
human dignity of every individual (section 1.2.3). From the definition adopted,
I continue by interpreting the function of criminal law and criminal procedural
law. This results in the formulation of the objectives of criminal procedural law
(section 1.2.4), which also apply – as will be explained – to investigative
activities with the purpose of evidence gathering for criminal prosecution
(sections 1.2.5 and 1.2.6).
Subsequently, the subject-matter will be contextualized: several developments that transcend the level of states clarify that the phenomenon of criminal
investigation for preventive purposes is not limited to the states of examination,
but fits within the larger international picture of counterterrorism measures and
a call on the state’s responsibility to protect its citizens against serious violence
and threats (section 1.3)
The Chapter will then turn to summarizing the subject-matter on the basis of
the manner in which the subject has been framed in sections 1.2 and 1.3 (section
1.4). On that basis, the Chapter will formulate the main research question which
this book will seek to answer (section 1.5) and provide for the approach and
methods which have been chosen to answer this research question (section 1.6).
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1.2 CONCEPTUALIZING THE SUBJECT
1.2.1 Defining Anticipative Criminal Investigation
This book focuses on the phenomenon where the government uses its
investigative capacities to obtain a strong information position in order to be
able to anticipate future dangers and to prevent future harm in the context of the
criminal justice system. This intelligence-led and proactive form of investigation
is a phenomenon where the traditional functions of criminal investigation and
intelligence investigation have been blended. An increased call on states to
provide security as a precondition for citizens to be able to enjoy their liberty,
along with an increased responsibility of states to anticipate risks in order to
prevent their realization, have resulted in state measures inspired by the
‘preventive paradigm’ as the general focus of policy with regard to safety and
criminality.1 The ‘threat of terrorism’ has significantly contributed to the
increased call on states to guarantee security and, in particular, to realize the
prevention of terrorist crimes. Since the first confrontation with the potential
destructive nature of international (Islamic) terrorist attacks on September 11,
2001 in New York and near Washington D.C., states have sought to adjust their
traditional means to confront the threat posed by terrorism. Terrorism concerns
a danger which is different from ordinary crime, especially because of the
arbitrary selection of innocent targets, for which reason prevention is the central
notion in counterterrorism policy.2 Consequently, also the understanding of the
role of the criminal justice system has shifted, from not exclusively the ultimum
remedium to investigate, prosecute and punish criminal offenders for purposes
of retribution and general and special prevention, to also being an instrument to
control safety risks and preventing harm.3
For that reason, the traditional criminal investigation has been adjusted when
it comes to the investigation of serious crimes that threaten essential aspects of
our democratic society, especially terrorist crimes, so that the primary goal is
now to prevent these crimes rather than searching for evidence to enable
prosecution. At the same time the barrier between the investigative activities of
the intelligence agencies and the investigative activities of law enforcement
agencies has been reduced or even been dissipated. The German term of
‘Vorfeldermittlung’ very well characterizes the new phenomenon of the
investigative activity of the government, which is by definition proactive, is
aimed at the prevention of serious crimes that threaten the safety of many
1
2
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Cole and Lobel 2007, 2-6.
Luban 2002, 12 and McCormack 2008, 258. Compare also the US Attorney General Alberto
Gonzales: “[p]revention is the goal of all goals when it comes to terrorism because we simply cannot
and will not wait for these particular crimes to occur before taking action.” Alberto Gonzales, U.S.
Attorney General, Remarks at the World Affairs Council of Pittsburgh on ‘Stopping Terrorists
Before They Strike: The Justice Department's Power of Prevention’ (August 16 2006), available at
<www.justice.gov/archive/ag/speeches/2006/ag_speech_060816.html> (accessed 30 August 2011).
Compare: Albrecht 2010, 4, Van der Woude 2010, 108-109, Parry 2007 and Dripps 2003 17-19,
Cole and Lobel 2007, 12, 30-31.
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citizens, in particular terrorism, and for which reason the traditional criminal
investigative functions (evidence gathering) and intelligence investigative
functions (the gathering of information about threats to national security for the
purpose of prevention) have been merged. To distinguish this new area of
investigation from its traditional forms, these investigative activities will be
referred to in this project as anticipative investigation. Anticipative investigation
thus covers any form of proactive investigation on behalf of the government for
the prevention of serious crimes or threats and can typically be characterized by
its intelligence-led approach.
Arguably, the term ‘proactive investigation’ could also be chosen to describe
the investigative activities researched. However, to distinguish this investigative
area, where intelligence and law enforcement functions have come together,
from a traditional criminal investigation, this new term of ‘anticipative’
investigation has been chosen. ‘Proactive’ has a clear connotation with a
traditional criminal investigation both in the Netherlands and the United States:
in the Netherlands ‘proactive’ has always been understood as the investigative
activities before the establishment of a reasonable suspicion that a committed
has been crime, whereas in the US ‘proactive’ is usually understood as a policeinvoked as opposed to a citizen-invoked form of investigation. Hence, when
choosing the term proactive the focus is on the triggering moment of the
investigative action (before instead of after the crime). To emphasize that the
distinguishing character of the form of the investigative activity that this book
seeks to discuss concerns the purpose of the prevention of serious (terrorist)
crimes, by taking an intelligence-led approach in anticipation of threats,
‘anticipative investigation’ has been chosen.
The second defining aspect is the relation of this form of investigation to the
criminal justice system. An anticipative investigation includes investigative
activities of the government resulting in the gathering of information –
information which may, immediately or subsequently, become part of criminal
proceedings. Especially this character of anticipative investigation is crucial for
the examination in this book. Hence, the form of investigation will be referred
to in this book as ‘anticipative criminal investigation’, in order to emphasize the
connection with potential future criminal prosecution and to limit the scope of
the project to anticipative investigation that has implications for the criminal
justice system. Criminal investigation under this definition may therefore
include investigative activities of law enforcement agencies and of intelligence
agencies, where it appears that intelligence investigation is used to collect
information to be used in the criminal process. For example, the activities of the
Dutch or US intelligence entities may gather intelligence not only for the
purpose of protecting national security, but also for the purpose of using it as
criminal evidence. For this reason, also the activities of intelligence entities,
with a commensurate purpose of gathering evidence for criminal prosecution,
is covered by the concept of anticipative criminal investigation.
The basic assumption and leitmotiv of anticipative criminal investigation is
the prevention of, in particular, terrorist crimes. Prevention, as it will be used in
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this project, applies to government action for the purpose of preventing crime
through anticipative investigation. Hence, prevention in this respect does not
refer to the traditional goal of criminal procedural law: general or special
prevention as a consequence of deterrence through the prosecution and
punishment of criminal behavior. Nor does the concept of anticipative
investigation refer to the criminalization of acts of preparation, expanding the
concept of conspiracy, criminalized membership of a criminal or terrorist
organization, criminalizing the aiding or abetting of terrorism, criminalizing the
financing of terrorism or criminalizing participation in training for terrorism,
which are all also aimed at the prevention of ‘bigger’ crimes. The criminalization of acts that cover the planning and preparation of ‘bigger’ crimes,
such as terrorist attacks, may result in the conviction of terrorists and, by
‘placing them behind bars,’ this may prevent future terrorist attacks. Nonetheless, the criminalization of these acts does not mean that the investigation in
the procedural sense is geared towards prevention; the government has been
given investigative powers especially for the purpose of guaranteeing the safety
of citizens through anticipating future potential harm.
Anticipation and prevention are used in this book in the procedural context:
the anticipative use of investigative tools, particularly aimed at the interception
of the planning of crimes in order to be able to prevent their commission. Of
course, this procedural aspect of anticipation and prevention cannot be assessed
completely separately from the developments in substantive criminal law. The
expansion in the preventive sphere of substantive criminal law must be taken
into account as a factor that significantly reinforces procedural measures aimed
at enabling anticipative criminal investigation as well as enabling investigation
for the purpose of prevention without such measures. The book will not,
however, assess the legitimacy of the criminalization of activities in these early
phases, which may raise serious concerns with respect to locating the border
between criminalizing thoughts and speech and actual criminal deeds.4 Because
the book focuses on the scope, position and function that a criminal
investigation may have under the rule of law, which are all procedural issues, the
substantive aspect of anticipative criminal investigation only plays a role as a
factor influencing the scope of criminal investigative powers and the
effectiveness of criminal investigation under applicable restraints.
Although the preventive paradigm has, as the frame of reference for
developing a wide variety of state policy,5 also influenced other aspects of the
criminal justice system, such as preventive detention, rendition and enhanced
interrogation methods, this book deals with intelligence-led investigative
activities that typically occur before an arrest. Other forms where the state
applies criminal procedural tools as instruments for the purpose of preventing
serious (typically terrorist) crimes are excluded from the assessment made in this
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book. Instead, the book deals in particular with the use of covert special
investigative techniques, which may seriously interfere with the fundamental
rights of citizens, such as wire-tapping, physical surveillance and infiltration, as
these are the tools that the government will apply during the phase of
anticipative criminal investigation.
The concept of anticipative criminal investigation as just defined concerns
the subject of assessment in this book. It reflects the development of a new
perception concerning the role of the government with regard to security and
criminal justice. States have, in answer to an increased call on their responsibility to provide a secure society, adjusted their policies to the prevention of
harm, which has also changed ideas concerning the role of the criminal justice
system. This development has accelerated since the terrorist attacks of
September 11, 2001, for which reason the prevention, rather than the repression,
of crimes can now be identified as an independent goal of criminal investigation.
Moreover, the approach of this form of anticipative criminal investigation is
exclusively proactive, whereas reactive criminal investigation was the rule
before the developments in the wake of September 11, 2001.
1.2.2 Selection of Countries
The systems of law to be examined encompass the Netherlands and the United
States. Both countries face similar problems and have experienced similar
developments as to the rise of anticipative investigation. The most dramatic
reforms influencing the nature of investigative activities have in both countries
been caused by the urge to minimize the possibility of a terrorist attack. Under
the ‘preventive paradigm’ both the Netherlands and the United States have taken
many measures, varying from preventive military action to preventive detention
and preventive investigation, in order to optimize the state’s capability to
prevent future terrorist attacks.
Although many other Western countries have undergone similar developments during the last decade, the Netherlands and the United States have been
selected for further examination because each of them represents a specific
approach of embedding the anticipative criminal investigation into their
respective procedural and institutional systems. Moreover, the United States has
generally been engaged in pioneering work when it comes to the adoption of
counterterrorism measures. The Member States of the European Union, as well
as other states, have followed suit by implementing similar counterterrorism
measures in their own legal systems and cooperating structures. This may be
illustrated by the fact that the main legislative measures facilitating anticipative
criminal investigation date from 2001 in the United States and from 2006 in the
Netherlands. The Netherlands and the United States thus offer interesting
material for comparison as to the regulation of anticipative criminal investigation. The limitation to examining only these two countries follows from
conceivable practical considerations.
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Despite the similarities as to the rationale behind enabling anticipative
criminal investigation, the path chosen by the Netherlands and the United States
differs with regard to certain fundamental elements. This study seeks to compare
these two approaches as to their compatibility with a legitimate criminal justice
system. This comparison is based upon the perception that the goals that the
criminal justice systems of both countries aim to realize are equal. For that
reason, the viability and acceptability of the concept of anticipative criminal
investigation can be assessed on the basis of the objectives that the system as a
whole must pursue.6 The synthesis between these objectives will for both
systems function as the touchstone. I will deduce these objectives from the rule
of law.
Because of the comparability of the approaches chosen in the Netherlands
and the United States – two legal systems based on rule of law values –
differences between these legal systems following from the different legal
traditions in which these countries are rooted – generally typified as an inquisitorial or adversarial tradition, respectively7 – will be surpassed. Nevertheless, the
specific legal system of a state continues to be the determining factor for specific
choices in states’ regulation of criminal investigation in general, and of
anticipative criminal investigation in particular, and, therefore, for the manner
in which shared values are guaranteed.
1.2.3 The Rule of Law
‘Rechtsstaat’ and the ‘rule of law’ are both concepts that are used all over the
world as the notion that should – ideally – govern all state action. In the Netherlands adherence to the ‘Rechtsstaat’ covers the state’s subjection to limits on its
power as provided by law. In the United States the ‘rule of law’ constitutes the
originally English notion that aims to protect citizens against the absolute power
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Brants et al., 42.
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of the state.8 Both Rechtsstaat and the rule of law reflect the idea of restricting
state power by subjecting it to the law and providing for a normative
organization of the state that has its origins in the Enlightenment. Although
Rechtsstaat and the rule of law are concepts that have a different background
and also a different and often rather elusive meaning, in this book I adopt a
broad rule of law concept that covers also the normative elements aiming to
restrict state power that can be attributed to the concept of the Rechtsstaat.
This section will continue to provide such a broad definition of the rule of
law. It will not set out the differences between the concepts of Rechtsstaat and
the rule of law, nor attempt to merge them into one concept, although today –
arguably – the content of both may extensively overlap. Rather, this section will
formulate the basic rule of law principles applying to all states that adhere to a
state organization based on respect for human dignity, for the purpose of
defining the role of and legitimizing criminal procedural law. For this purpose,
I will also go back to the first ideas of restrictions on governmental power as
inherited from the Enlightenment and the development of the idea of the
‘Rechtsstaat’ in continental Europe, which underlie the adopted (in this book)
modern and broad notion of the ‘rule of law’. As will be elaborated in the next
section, the design of the criminal justice system should follow from this
definition of the rule of law.
Before turning to this notion of the rule of law, attention should be given to
the notion of respect for human dignity, underpinning the rule of law. The
recognition of the human dignity of every human being is closely related to the
idea of individual autonomy. Luban considers the concept of human dignity as
more than only recognizing everyone’s right of “willing and choosing.”
“Honoring someone’s human dignity means honoring their being, not merely
their willing.”9 The state which recognizes human dignity shall provide the
conditions for enjoying individual autonomy, which it can do by refraining from
intermingling with individual liberty. Individual autonomy requires the freedom
to pursue the personal objects of (reasoned) choice.10 According to Rawls the
first principle of justice is the “equal right to a fully adequate scheme of basic
liberties which is compatible with a similar scheme of liberties for all.”11 This
does not mean that the state shall never interfere with individual liberties.
Respect for human dignity also requires from the state that the individual
autonomy of others is protected or promoted.12 In addition to the state’s
responsibility to recognize individual autonomy, human dignity as a concept
honoring a person’s ‘being’ in general requires the “non-humiliation” of
individuals.13
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The concepts of the rule of law and Rechtsstaat are basically understood as
either a formal version or a substantive version (also referred to as a ‘thin’ or
‘thick’ version), the substantive version which then also adopts the requirements
of the formal version.14 A formal notion of the rule of law requires the regulation
of state conduct in the law: rule by the law. It requires rules set out in advance
in general and clear terms, which are applied equally to all.15 When human
dignity is considered as the basic assumption for the polity of the state, it is
required to give the rule of law, as will be used in this project, a more
substantive content. It then includes democracy and individual rights together
with formal legality, separation of powers and an independent judiciary. The
rule of law as a notion based on respect for human dignity requires that state
power is only exercised in recognition of individual liberty. This means that
state power is exercised within the borders of the law, that protection against
abuse of state power is provided through a state organization based on
democracy, separation of powers and an independent judiciary, and, lastly, with
respect for fundamental rights both vertically and horizontally.16 In the thickest
variant, the rule of law or Rechtsstaat will also include social rights.17
A notion of the rule of law without such a substantive content ignores the
fact that respect for each individual’s right to human dignity gives the
fundamental rights that follow from that right an inalienable character. The
inalienable character of the right to respect for human dignity and the fundamental rights that can again be derived from that right also make it a basic and
inherent element of the rule of law as the notion that regulates state conduct.
This observation can be made regardless of whether one considers human
dignity as a grant by God and/or as an inherent part of our status as human
beings. For that reason, the right to human dignity goes even beyond the
democratic legislature and beyond constitutional amendment. Hence, I propose
a definition of the rule of law that includes the observance of individual and
social rights (collectively referred to as fundamental rights). As will appear later,
the substantive content of the rule of law, which, in the first place, restricts state
conduct in relation to its citizens as well as obliging the state to protect a society
in which every citizen may enjoy his/her individual liberty, concerns the most
important normative aspect of the rule of law in order to address the subject of
anticipative criminal investigation.
The central position of respect for human dignity can already be recognized
in the views of Locke and Kant, and can in general be considered as an
important inheritance of the Enlightenment. For Kant individual autonomy was
the principal right, which he interpreted as requiring freedom (“of every member
of society as a human being”), equality and the right to property. In Kant’s view,
the Rechtsstaat required compliance with the rule of law, equality before the law
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and granting citizens the rights attached to their right to individual autonomy.18
Before Kant, Locke considered natural rights as belonging to the individual,
rights which the individual possesses prior to and freestanding from the social
contract and civil society. Based on Locke’s view, this recognition of inalienable
rights imposes on the government the negative duty to refrain from interfering
with its citizens’ enjoyment of these rights.19
Currently, also the positive duty to deter or punish private infringements of
fellow-citizens’ inalienable rights is considered as an inherent part of the right
to respect for human dignity.20 For this reason, the modern state has a duty to
provide for security and act against any violation of the inalienable rights of its
citizens by fellow-citizens, whereas at the same time it should provide protection
against unlimited state power to interfere with individual rights. This reflects the
notion of the modern democratic state governed by the rule of law. Additionally,
one should add the positive duty of the state to provide for the circumstances in
which its citizens’ social rights are guaranteed. This aspect renders the state a
‘social welfare state.’
Today, also Dworkin defends the view that law is not only a set of rules, but
includes immanent moral principles, which are present, also when not explicitly
stated in rules. Rules are just an effort to capture moral rights.21 Law is more
than mere rules, because the right to human dignity transcends the elaboration
of this right in human rights, legal principles, constitutional rights and all other
legal rules. The modern state governed by the rule of law shall be designed
according to this idea, by enshrining fundamental rights and principles as
transcending ordinary laws, elaborating human dignity in substantive fundamental rights by adopting fundamental rights in constitutions and human rights
documents, and institutionalizing legality, which includes equality to the law,
consistency, predictability and the realization of substantive goals. Democracy
should then be considered as the ideal form of state authority. Inherent in the
right to human dignity, including individual liberty, is the idea of selfgovernment. Rules acquire their legitimization because they are the result of a
democratic process (provided that they are also underpinned by fundamental
rights and principles).
The universality of embracing the idea of human dignity as the guiding
principle in the state governed by the rule of law follows eminently from the
Universal Declaration of Human Rights. The preamble to the Declaration starts
with: “[w]hereas recognition of the inherent dignity and of the equal and
inalienable rights of all members of the human family is the foundation of
freedom, justice and peace in the world”. Article 1 of the Universal Declaration
of Human Rights then explicitly determines that “all human beings are born free
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and equal in dignity and rights. They are endowed with reason and conscience
and should act towards one another in a spirit of brotherhood.”22 Respect for
human dignity as the guiding principle of all state action emphasizes the
substantive elements of the rule of law. It goes beyond the formal aspects of the
rule of law and is in that way the touchstone of all law and all state action.
It can be concluded that the broad, substantive notion of the rule of law is
very important to permanently guarantee – regardless of the organization of the
state and even regardless of the democratic legitimate choices made in the state
– respect for human dignity. All legal rules and all state action in accordance
with the formal aspect of the rule of law shall, in addition, be subjected to an
examination on conformity with the substantive counterpart of the rule of law.
The rights attached to human dignity shall always be part of the rule of law,
regardless of whether or not they are laid down in constitutions or human rights
documents or treaties.23
This substantive aspect of the rule of law, of respect for human dignity as the
guiding principle for the regulation of state power, will be the basic assumption
which underpins the role and position of the criminal justice system, as the
procedural mechanism reflecting the synthesis found between promoting
security (of those who are the victims of criminal offenses and of society in
general) and protecting liberty (of those becoming subjected to criminal
procedural law, as a suspect or otherwise, and of society in general), and,
subsequently, also of the assessment of anticipative criminal investigation.
1.2.4 Criminal Procedural Law
Based on the above interpretation of the concept of the rule of law, this section
will seek to formulate the function and objectives of criminal procedural law.
The rule of law will be of importance to the design of the criminal justice system
for two reasons. First, observing the rule of law imposes on the state the positive
duty to protect individuals’ fundamental rights by providing for a system that
can offer protection to any individual present in its territory against violations
of his/her fundamental rights by others. The establishment of a criminal justice
system as such is based upon this idea. Second, observing the rule of law
imposes limitations on the state’s exercise of its positive duty. For that reason,
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the state shall under the rule of law, as a minimum, exercise its criminal
procedural powers in a restrictive way, as people must be protected against this
state power to coerce persons. Respect for the rule of law thus also imposes on
the state the negative duty to refrain, as much as possible, from interfering with
the personal freedom of individuals.
Dworkin formulates “two dimensions of human dignity.”24 Firstly, each
human life has objective intrinsic value and, secondly, everyone has a personal
responsibility to realize the potential value of one’s own life.25 On the basis of
this second dimension of human dignity, everyone is entitled to certain personal
decisions on how to live their lives (such as on decisions relating to religion,
marriage and political choice), whilst on other issues people have agreed that the
state decides how to make decisions.26 The principal example of issues falling
in the latter category concerns criminal law.
Criminal law constitutes a set of norms to which the people have agreed –
through democratic decision-making – to adhere. Substantive criminal law
encompasses the specific set of rules following from collective decisions with
regard to violations of moral principles or rules of order, adopted in order to
realize crime control and maintain order in society. The violation of these moral
principles and rules of order has been elaborated – by the democratically
legitimated legislature – in provisions of substantive criminal law. These
criminal offenses shall meet the requirements of formal legality and be formulated in general and clear terms in order to be foreseeable to the people.
Because human dignity includes the responsibility to realize the potential
value of one’s own life, people have given the state the power to enforce these
commonly decided rules of criminal law.27 This is to a large extent based on the
desire to live in a society that is safe; a society that gives its citizens the potential
to develop a life that is in accordance with their values. The use of state power
is legitimate because citizens have commonly agreed to impose these limitations
on their personal freedom.28 Criminal procedural law gives the government these
powers to act against those that are suspected of having committed criminal
offenses; and, in that way, the powers to contribute to a safe society.
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Giving the state this power to interfere with the personal freedom of the
individual, however, gives rise to the interrelated need to provide for protection
against this power of the state.29 As argued, both aspects follow from the
adopted notion of the rule of law. In the period of the Enlightenment, it was
Beccaria who added the function of providing for legal principles and the
protection of fundamental rights to the instrumental function of criminal
procedural law, on the basis of the idea of the social contract.30 The Dutch and
US criminal justice systems are still designed according to this ‘classical
approach’ towards criminal law. This additional protective function of criminal
procedural law makes the criminal process a regulated and restricted form of
state power.31 The classical approach strongly adheres to the idea of respect for
the individual within the legal order, which goes hand in hand with a restrictive,
regulated design of the criminal process.
The criminal process must focus on the employment of criminal law that
enables both an adequate enforcement of the norms elaborated in substantive
law, as well as respect for human dignity, including equality to the law and
respect for fundamental rights. The employment of criminal procedural law that
respects human dignity means that the state must be restrained when using
criminal procedural powers. However, respecting human dignity also means that
the state will do all in its capacity to convict those who have been found guilty
of committing a criminal offense, because through the commission of a criminal
offense other individuals’ fundamental rights have been violated. Equality to the
law forbids the state from using its criminal procedural powers arbitrarily.
Respect for fundamental rights prescribes the state to use the criminal process
in a manner that the individual liberty of each individual is respected. The
criminal process may only be used for the purpose of convicting those who are
guilty and the state must be restrained when using its powers by being subjected
to principles of proportionality and subsidiarity, also against those who are
suspected of a crime. Furthermore, respect for fundamental rights requires the
state to provide a fair system and to restrict interference with fundamental rights
to that which is necessary for the functioning of the system.
Two main objectives of criminal procedural law can now be formulated. In
general the criminal process must be aimed at the establishment of the truth in
order to convict the guilty. This goal implies two things: on the one hand, it
must be able – by having sufficient tools for this purpose – to adequately
ascertain the truth during the process; on the other hand, criminal law must be
employed so that it can fulfill the duty to provide for a safe society by
investigating, prosecuting and convicting the perpetrators of crimes. The first
objective of criminal procedural law is thus to provide the instruments for truthfinding. Furthermore, criminal procedural law must provide for protection
against state interference with the rights of individuals. Employing criminal
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procedural powers should result as little as possible in the subjection of innocent
people to criminal procedural powers and may not lead to the disproportionate
subjection of suspects to criminal procedural powers. Criminal procedural law
should therefore provide for sufficient protection in order to avoid the use of
criminal procedural powers arbitrarily or unnecessarily and to guarantee the
observance of fundamental rights and due process. Establishing substantive truth
includes the exclusion of the arbitrary and unnecessary use of criminal
procedural powers. The second objective of criminal procedural law is therefore
a protective objective: providing for a fair system that excludes arbitrariness and
respects the fundamental rights of citizens.
Both objectives are equally important and both are derived from the rule of
law, which underpins the regulation of all state action in recognition of respect
for individual human dignity. Considering that criminal law provides the
government with powers to control crime and maintain order in society, it can
only be justified that the government has been given these powers if the
fundamental rights of citizens are respected and the powers are only used for the
purpose of convicting the guilty. Each objective puts limits on the other: “they
are interrelated in the sense that they may clash and yet at the same time depend
on each other for legitimacy.”32 Only the pursuance of both objectives makes the
use of criminal procedural powers legitimate and in accordance with the rule of
law.
The design of the criminal justice system must be based on its potential to
realize these two objectives. The criminal justice system shall include the
instruments (the sword) in order to enable adequate truth-finding, as well as the
safeguards to guarantee a fair system that observes individual rights (the
shield).33 The shield function of criminal procedural law consists of different
protective rules that can be reduced to general principles of criminal law and to
specific fundamental rights.
The constitutionalization of criminal procedural law in the United States can
be considered as the elaboration of the shield aspect of criminal procedural law,
because the Constitutional restraints on the exercise of criminal procedural law
aim to guarantee respect for fundamental Constitutional rights34 and to protect
the innocent from criminal procedural coercion.35 Constitutional due process and
the First, Fourth, Fifth and Sixth Amendments provide for limitations on the use
of criminal procedural powers against citizens. Especially the Fourth and First
Amendments place restraints on the government’s power in order to protect
individual liberty. The development of Constitutional doctrines by the courts has
resulted from considerations based on the balancing of the interest of prompt
and efficient law enforcement against the Constitutional protection of
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fundamental individual rights from interference by law enforcement activities.
Constitutional due process is a constitutional principle that has been derived
directly from the rule of law as a principle regulating criminal procedure.36
In the Netherlands, different principles of criminal procedural law reflect the
shield aspect, such as the principle of legality, the presumption of innocence,
and the principle of proportionality.37 The principle of legality applies to all uses
of criminal procedural powers and has a restrictive function on the use of state
power in the field of criminal law; the government is bound to use only those
powers that have a basis in law. Consequently, the main source of protective
rules is the Code of Criminal Procedure. Furthermore, the Dutch Constitution
and the European Convention on Human Rights (ECHR) guarantee respect for
fundamental rights, including in the exercise of criminal procedural powers.
These concern in particular the right to private life – as criminal procedural
powers seriously touch upon one’s personal freedom – and the right to a fair
trial.
To conclude: the exercise of criminal procedural law is based upon and is
limited by the contents of the rule of law. The use of criminal procedural powers
by the state is legitimized because the rule of law requires that the state strives
for a safe society in which citizens are entitled to live. In addition, the state’s
exercise of criminal powers is restrained by the substantive elements of the rule
of law as it provides the state with the power to interfere with its citizens’
fundamental liberty in the most far-reaching way, namely through imposing
punishment. Hence, criminal law is ultimum remedium to be used in order to
punish the guilty, which requires the adoption of safeguards to avoid
unnecessarily affecting the innocent, such as rules of due process and limitations
on the use of coercive and investigative powers. These safeguards have been
elaborated in principles of criminal procedural law and follow from fundamental
rights protected in human rights documents and constitutions. The protective
objective places boundaries on the objective of instrumentality, and, vice versa,
instrumentality imposes boundaries on one’s claim to legal protection.38 Hence,
the synthesis between the two objectives renders a particular system of
regulation legitimate.
1.2.5 The Relation between Criminal Investigation and Criminal
Procedural Law
In the introductory section of this Chapter a criminal investigation has been
defined as a term covering all governmental investigative activities that collect
information for the purpose of using it in criminal proceedings. Because of this
collocation with criminal proceedings, the manner in which these investigative
activities are regulated and conducted need to correspond with the objectives of
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criminal procedural law as formulated in the previous section. Hence, criminal
investigation is only legitimate if it is exercised in a manner that does not
undermine the protective objective of criminal procedural law and should be
subjected to constraints to ensure that also this objective of criminal procedural
law will ultimately be achieved. Otherwise, the criminal justice system loses its
legitimacy as such, considering that the realization of each of the formulated
objectives underpins the legitimacy of the system as a system based on the
realization of respect for human dignity for everyone. For that reason, the sword
and shield objectives of criminal procedural law shall be echoed when
criminally investigating: providing sufficient means for pursuing the substantive
goals of the criminal justice systems and avoiding the use of investigative
powers against innocent persons, limiting interference with fundamental rights
to that which is necessary and investigating in anticipation of a fair procedure.
Hence, a synthesis between sword and shield shall be achieved in the regulation
of criminal investigation.
1.2.6 The Relation between Criminal Investigation and Intelligence
Investigation
Criminal investigation and intelligence investigation have traditionally been
considered, both in the Netherlands and the United States, as clearly separated
matters, because of the institutional and functional separation of the intelligence
community and the law enforcement community. The intelligence community,
the criminal justice system and the military concern three separate responses to
threats and violence, each allocated with a different purpose and, for that reason,
also provided with different powers and subjected to different restraints.39 The
military, traditionally aimed at “subdue and control”, currently also at
“prevention” and regulated through the law of armed conflict, will not be dealt
with, because the rise of anticipative criminal investigation involves an
institutional shift of the intelligence and law enforcement community, due to a
merging of their traditional functions without also involving the preventive
military response.40
The intelligence community has been given responsibility for prevention,
whereas the role of enforcement through investigation, prosecution and
punishment is attributed to the law enforcement community. The criminal justice
system deals with the prosecution and punishment of individuals, which
concerns a state power as an ultimum remedium to be used when norms
determined by a democratic decision-making process have been violated and
implies a commensurate set of safeguards to avoid criminal procedural powers
from being used arbitrarily or unnecessarily or in a manner which impairs the
fairness of the procedure. Also the use of criminal investigative powers shall,
therefore, be subjected to safeguards to offer the protection required so as to
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render the criminal justice system legitimate. As has been explained, criminal
investigation has traditionally focused on the investigation of past criminal acts
and is, therefore, retrospective. To be able to guarantee the fairness of criminal
proceedings, transparency, also of investigative activities, is an important
assumption. On the contrary, intelligence investigation is aimed at prevention
through gaining competitive advantage by means of intelligence collection.41
The intelligence investigative activities are, therefore, clearly directed towards
the future, making threat analyses and analyzing data, covered by the realm of
secrecy, in order to prevent harm.
The rise of anticipative criminal investigation blends this traditional
institutional and functional separation between the intelligence and law
enforcement community. The phenomenon of anticipative criminal investigation
has adopted both intelligence and law enforcement functions. As will follow in
the subsequent Chapters, this may be realized by attributing a new preventive
function to traditional criminal investigation and/or by attributing the function
of evidence gathering to the employment of intelligence investigative tools. To
put it succinctly: intelligence investigation and criminal investigation have
traditionally been separated as different responses to threats and violence and,
for that reason, have been subjected to different restraints on the government’s
powers in either field. However, due to the rise of the phenomenon of
anticipative criminal investigation, this clear separation has been blended and
the areas have started to overlap. For that reason, this book also involves the
activities of intelligence agencies insofar as they influence the ‘anticipative’
capacity of the criminal investigation.
Because the specific purposes of the investigative activities are decisive for
defining these activities as anticipative criminal investigation or as intelligence/
national security investigation, it is important that the investigative purposes are
clearly defined. The anticipative criminal investigative purpose is two-fold: it
pursues the purpose of preventing terrorist crimes and, in parallel, it pursues the
purpose of gathering information that can be used in criminal proceedings (e.g.
in order to meet the threshold for using coercive methods or to charge someone
with a criminal offense, with a view to prosecuting and punishing those guilty
of having committed a (terrorist) crime). Because of this latter purpose, the
investigation concerns a criminal investigation with the commensurate
regulatory consequences (see sections 1.2.4 and 1.2.5). The intelligence and
national security investigative purpose concerns exclusively the gathering of
information in order to prevent harm, thereby protecting society against threats.
However, this does not exclude the possibility of using information gathered for
that specific intelligence/national security purpose in criminal proceedings.
Decisive is the specific purpose of the gathering and not the eventual destination
of the information.
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1.3 CONTEXTUALIZING STATES’ PREVENTIVE MEASURES
Reforms to criminal investigative activities cannot – apart from modernization
measures – be seen separately from the call on states to confront terrorism
effectively. This call points to the presence of, and may also even be based
upon, the duty of the state to protect its citizens against threats such as, recently
most imminently, terrorism. In the past similar developments can be signaled
with regard to other ‘threats’ involving criminal activity, such as drug trafficking
and organized crime, that have called for an emphasis on the instrumental aspect
of criminal procedural law. States experiencing difficulties in protecting their
citizens against these more complex and threatening forms of crime take
measures that increase the state’s powers to confront these crimes, measures
which have also affected criminal investigation.
This call on states to take measures can be derived from different contexts.
In the first place, societal and political developments have resulted in an
increased call on the states’ responsibility to take measures to control risks and
guarantee citizens a safe society. Secondly, since 9/11 international institutions
such as the United Nations, the European Union and the Council of Europe have
put pressure on states to take measures to prevent future terrorist attacks. In the
third place, human rights obligations, in particular Article 2 of the ECHR, have
been interpreted as also including a duty on the part of states to protect the lives
of their citizens, which may require that they take measures which are necessary
to prevent terrorist attacks that may threaten the lives of many innocent
victims.42
Even in the presence of such a duty to prevent terrorism (or other serious
threats), this does not necessarily mean that criminal investigation should also
be especially geared towards the prevention of terrorism, as also many other
measures, such as immigration policies, pure intelligence activities, military
activities as well as education and the prevention of radicalization may very well
be capable of reducing the possibility of future terrorist attacks. However, the
influence of international institutions in this field and a call on states to take
responsibility in protecting their citizens against terrorism have reinforced or
sometimes even resulted in a focus on prevention in states’ investigative efforts.
Considering the pioneering role of the US in the field of counterterrorism in the
wake of September 11, 2001, it cannot be said that the US has acted under the
influence of international developments. Nevertheless, the developments in the
US also fit within the larger international legal picture. In addition, a changed
perception of the role of the state in providing safety caused by sociological and
political factors applies equally to the United States. Especially these sociological and political factors, derived from theories on the risk society, the culture
of control and the precautionary principle, have resulted in the mobilization of
particularly the criminal justice system for prevention purposes.
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Firstly, this section will address both the increased pressure on states to
provide protection against acts of terrorism as a consequence of the influence of
regulatory actions and policies by international institutions and the existence of
a duty to protect under international human rights law obligations.43 Subsequently, the sociological and political context which influences the state to
take preventive measures will be addressed.
1.3.1 The Influence of International Institutions
The influence from international institutions such as the United Nations (UN)
and also the European Union (EU) and – to a more limited extent – the Council
of Europe with regard to the Netherlands contextualize the reforms of states’
criminal justice systems for the purpose of combating complex forms of crime
and, most recently, to effectively confront terrorism. For some states this
influence may even be considered as the driving force – at least in part – behind
counterterrorism policies, such as the freezing of assets belonging to entities
listed as terrorist organizations, the rearrangement of the capacities of intelligence services, anticipative investigative policies with relaxed legal requirements and intensified transnational cooperation between law enforcement
services and intelligence services.44
At the level of the United Nations the 13 anti-terrorism conventions since
1963 have urged the Member States to act against different manifestations of
terrorism.45 Shortly after 9/11 the UN Security Council adopted Resolution
1373, in which it expresses its intention to prevent all acts of terrorism and
affirms the need to combat, by all means, “threats to international peace and
security caused by terrorist acts.” The Security Council recognized the need for
all states to take additional measures in order to prevent and suppress, by lawful
means, the preparation of terrorist attacks. For that purpose the Security Council
has, among other things, decided that States should “take the necessary steps to
prevent the commission of terrorist acts, (...) ensure that any person who
participates in the financing, planning, preparation or perpetration of terrorist
acts or in supporting terrorist acts is brought to justice and ensure that, in
addition (...) such terrorist acts are established as serious criminal offences in
domestic laws and regulations.”46 The United Nations Security Council CounterTerrorism Committee, established in 2001, monitors the Member States’
implementation of Resolution 1373, for which purpose Member States are
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required to report their actions in that regard.47 Several subsequent resolutions
of the Security Council have urged Member States to implement and comply
with all measures, have urged Member States to combat the financing of
terrorism and have established bodies for the monitoring of State efforts in
combating international terrorism.48 In 2006 the General Assembly of the UN
adopted a resolution that entails the United Nations Global Counter-terrorism
Strategy, which in general includes measures to prevent and combat terrorism
in all Member States, encourages cooperation in that regard and strengthens the
role of the UN in combating and preventing terrorism.49 This includes measures
for the purpose of “capacity-building in all States” to “prevent and combat
terrorism”, which includes an “effective and rule of law-based national criminal
justice system that can ensure (...) that any person who participates in the
financing, planning, preparation or perpetration of terrorist acts or in support of
terrorist acts is brought to justice (...).”50
Furthermore, the policy of the European Union has had a significant
influence on its Member States’ (including the Netherlands) efforts to
effectively combat terrorism. The Council of the EU adopted the Framework
Decision on Combating Terrorism on 13 June 2002.51 This Framework decision
starts with the statement that terrorism constitutes one of the most serious
violations of the principles of human dignity, liberty, equality and solidarity,
respect for human rights and fundamental freedoms as well as the principles of
democracy and the rule of law, which are common to the Member States.52 The
Framework Decision has obliged the Member States to penalize the terrorist
offenses specified in the Decision and to establish jurisdiction over these
offenses.53 The EU has since 2001 been very active in urging the Member States
to contribute to effectively confronting terrorism and to enhance cooperation
between the Member States for that purpose. By way of an example, in 2005 the
Council of the EU adopted a decision on the exchange of information and
cooperation concerning terrorist offenses54 and by the Council decision of 23
June 2008 (on the stepping up of cross-border cooperation, particularly in
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combating terrorism and cross-border crime), essential parts of the Prüm Treaty
(an intergovernmental treaty between some Member States of the EU) that
improve the exchange of information for the purpose of criminal investigations
or criminal intelligence operations have become applicable to all Member
States.55 Member States have repeatedly been urged to take the necessary
measures for the prevention of terrorist crimes.56
Moreover, the Council of Europe has made efforts to canalize the pressure
on its Member States, including the Netherlands, to take action in the field of
terrorism prevention. The Council of Europe has adopted a Convention on the
Prevention of Terrorism, which has imposed a ‘duty to investigate’ on the
Member States “upon receiving information that a person who has committed
or who is alleged to have committed an offence set forth in this Convention may
be present in its territory.”57
The measures at the UN and European level, as described above, entail
measures that aim to enhance the capacity – the instruments – of states to
effectively combat and prevent terrorism. These measures have been
accompanied by an increasing call to combat terrorism in accordance with
human rights and international legal obligations. For example, the Convention
on the Prevention of Terrorism of the Council of Europe affirmed that “all
measures taken to prevent or suppress terrorist offences have to respect the rule
of law and democratic values, human rights and fundamental freedoms as well
as other provisions of international law, including, were applicable, international
humanitarian law.” Moreover, the Committee of Ministers of the Council of
Europe adopted Guidelines on human rights and the fight against terrorism.58 In
addition, counterterrorism measures in the European Union should be taken in
respect of the fundamental rights as guaranteed by the European Convention on
Human Rights and Fundamental Freedoms (ECHR) as to Article 6(3) of the
Treaty on European Union and in respect of the “the rights, freedoms and
principles set out in the Charter of the Fundamental Rights of the European
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Union” as to Article 6(1) of the Treaty on European Union.59 Also the General
Assembly adopted resolutions regarding the protection of human rights and
fundamental freedoms while countering terrorism and appointed a special
rapporteur on the promotion and protection of human rights and fundamental
freedoms while countering terrorism.60
1.3.2 A Duty to Prevent Terrorism under International Human Rights
Law Obligations
Article 9 of the International Covenant on Civil and Political Rights (ICCPR),
Article 6 of the Charter of the Fundamental Rights of the European Union and
Article 7 of the American Convention on Human Rights (ACHR) explicitly
provide that everyone has the right to liberty and security of person. Article 2 of
the European Convention on Human Rights (ECHR) provides for the right to
life. This right to life has been interpreted as having a close relation with the
positive duty of the state to provide a secure society.61
The European Court of Human Rights (ECrtHR) held in Osman v. The United
Kingdom that section 1 of Article 2 “enjoins” the state “to take appropriate steps
to safeguard the lives of those within its jurisdiction.” This duty to protect
involves a “primary duty to secure the right to life by putting in place effective
criminal-law provisions to deter the commission of the offenses against the
person backed up by a law-enforcement machinery for the prevention,
suppression and punishment of breaches of such provisions.” Here, the Court
includes the use of criminal procedural law for the prevention of crime in the
state’s duty to protect. Moreover, the Court has stated that the duty to protect
also extends “in certain well-defined circumstances” to “a positive obligation on
the authorities to take preventive operational measures to protect an individual
whose life is at risk from the criminal acts of another individual.”62 Furthermore,
the Court emphasized that the police need to “exercise their powers to control
and prevent crime in a manner which fully respects the due process and other
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guarantees which legitimately place restraints on the scope of their action to
investigate crime and bring offenders to justice, including the guarantees
contained in Articles 5 and 8 of the Convention.”63 The protections offered by
the state to meet the requirements of the positive duty implied in Article 2 must
be “practical and effective” in order to not leave the guarantees of the ECHR as
a dead letter.64 An important factor to consider in assessing whether the state
has, in the circumstances of a particular case, violated the right to life is whether
“the authorities knew or ought to have known at the time of the existence of a
real and immediate risk to the life of an identified individual or individuals from
the criminal acts of a third party.”65
On that basis, the conclusion can be drawn that Article 2 ECHR has been
interpreted so as to impose a positive duty on the state to use its criminal
procedural powers to establish the truth when a fellow-citizen has violated a
citizen’s right to life. This includes at least the duty to investigate thoroughly
any taking of life (e.g. murder) and any attempt to take a life by a fellowcitizen.66 From the language used in Osman it follows that the duty of the state
includes the prevention of violations of the right to life; however, this is limited
to “well-defined” circumstances and applies – in the cases the Court has dealt
with – to the situation of a concrete threat concerning a specific person. The
Court has not (yet) dealt with the question whether the operational measures that
must be taken also include the investigation of information regarding a threat
of terrorism. For this reason, it cannot be said that the duty to protect under
Article 2 ECHR includes, according to the ECrtHR, the duty to take general
operational measures for the purpose of preventing terrorism. In any event, when
a state decides to adopt such general operational measures in criminal procedural
law, these measures should observe other protections in the ECHR, which for
the use of criminal investigative powers in particular concerns Article 8 ECHR.67
In comparison to Strasbourg’s interpretation of the duty to protect under
Article 2, the “Guidelines on human rights and the fight against terrorism,” as
adopted in 2002 by the Council of Europe, are somewhat more specific. The
guidelines provide explicitly that the right to life implies also a duty to protect
everyone against terrorism. Article I of these guidelines provides that “states are
under the obligation to take the measures needed to protect the fundamental
rights of everyone within their jurisdiction against terrorist acts, especially the
right to life. This positive obligation fully justifies States’ fight against terrorism
in accordance with the present guidelines.”68 Also in the preamble to these
Guidelines it is stated that states have “the imperative duty to protect their
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population against possible terrorist acts.”69 Moreover, the Council of Europe
adopted a Convention on the Prevention of Terrorism imposing a ‘duty to
investigate’ on Member States “upon receiving information that a person who
has committed or who is alleged to have committed an offence set forth in this
Convention may be present in its territory.”70
It seems that the Council of Europe intends to encourage states to extend
their responsibility to protect to the prevention of acts of terrorism, which
concerns a threat to the collective instead of a threat to identified persons (as
required under the duty to protect following from Article 2 ECHR).
Lastly, also the Inter-American Court of Human Rights (IACHR) has read
a duty to protect into Article 7 of the ACHR (the right to personal liberty and
security) in conjunction with Article 1(1) of the ACHR (the obligation for State
Parties to respect the rights and freedoms protected in the Convention) in the
case of Velásquez Rodríguez v. Honduras concerning forced disappearance.71
The Court concluded that “[a]n illegal act which violates human rights and
which is initially not directly imputable to a State (...) can lead to international
responsibility of the State, not because of the act itself, but because of the lack
of due diligence to prevent the violation or to respond to it as required by the
Convention.”72 This duty to protect includes, according to the IACHR, a duty for
the state to investigate situations where rights protected by the Convention have
been violated.73
1.3.3 The Influence of Theories on the Risk Society, the Culture of
Control and the Precautionary Principle on Mobilizing Criminal
Law for the Purpose of Prevention
Increasingly, citizens have started to expect their governments to guarantee a
safe society and to take the measures which are necessary to control danger and
guarantee security. A changed sociological and political climate has resulted in
different expectations with regard to the government’s responsibility in
providing a secure society, which includes an expectation that the government
takes the measures which are necessary to prevent future terrorist attacks. This
development has been identified on the basis of theories such as the risk society,
the culture of control and the precautionary principle. Not only as a consequence
of the influence of international institutions and a duty to prevent under human
rights law obligations, but also the influence of these theories constitute the
background to changes in the criminal law, in particular with regard to the use
of the criminal justice system as a means to prevent harm.
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The risk society is a concept which was introduced by Ulrich Beck, on which
basis the changed perception of the role of criminal law in modern society is
explained as a consequence of the technological developments in the social
welfare state. These technological developments have resulted in uncontrollable
risks and citizens have become increasingly aware of these risks, also as a
consequence of the mass communication and media coverage of catastrophes
including terrorist attacks. For this reason, states have become orientated on
controlling and managing risks.74 David Garland’s concept of the culture of
control explains that criminal law has become a means to control security risks
by eliminating risky elements as part of an overall culture of control, which has
arisen due to different sociological, criminological and political factors.75 The
precautionary principle has been developed by Sunstein as a normative notion
obliging the state to take precautionary measures in the presence of a threat of
a wide-ranging disaster (for which reason it can also be understood as an anticatastrophe principle).76
All three theories have in common that they identify a change in society
focusing on the control and management of risks in order to provide safety.77 In
line with this focus on controlling and managing risks a ‘security paradigm’ can
be identified, which has been the driving force behind changes in states’ policies
affecting the criminal justice system, the intelligence apparatus, immigration
policies, as well as various other state instruments that are considered useful for
improving security. Also the criminal justice system has thus, as a consequence
of a changed perception in society with regard to risk and safety and the role of
the state in controlling risks and providing security, increasingly become one of
the state’s instruments to fulfill this role. Consequently, criminal law has
obtained a character supplementing its traditional character, namely a riskcontrolling character with a focus on realizing security through prevention and
eliminating risky elements from society. To gear the criminal justice system
towards that function, the criminal justice system has been expanded, has
become more complex and harsher and has approached the field of work of the
intelligence apparatus.78
1.4 FRAMING THE SUBJECT
After the confrontation with the devastating terrorist crimes on September 11,
2001 (in the United States), and on March 11, 2004 (Madrid) and July 7, 2005
(London) within the EU, states have taken a wide range of measures to minimize
the possibility of new terrorist attacks. As described in section 1.3, these
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measures go hand-in-hand with developments on the international plane.
Moreover, human rights law obligations may be invoked as requiring states to
take measures to prevent terrorist attacks in order to protect the right to life of
their citizens. In addition, states have acted on their own initiatives as a result
of domestic societal and political pressure calling for a focus on security, which
has in particular resulted in the mobilization of criminal law for the purpose of
prevention. These developments forming the background of counterterrorism
measures may point to a duty for states to protect citizens against serious
security threats and harm.
During the past decade states have become increasingly aware of the
importance of setting out a counterterrorism strategy that is in accordance with
the fundamental values of a state governed by the rule of law. The legitimacy of
counterterrorism measures will ultimately depend on the ability of the state to
take these measures while not trading in on the principles that are inherent in the
rule of law. The report of a worldwide survey by the International Commission
of Jurists has demonstrated that “the events of 11 September 2001 have changed
the legal landscape in countries around the world.” States have “allowed
themselves to be rushed into hasty responses, introducing an array of measures
which undermine cherished values as well as the international legal framework
carefully developed since the Second World War.”79 Many measures affecting
criminal law have resulted in a trade-in of criminal procedural principles and
standards of due process and in some cases even violating fundamental values
such as the prohibition of torture. When we consider these standards and values
as being inherent to contemporary citizens, deviating therefrom in the name of
security also undermines the legitimacy of counterterrorism measures as it
supports the goals of terrorists when there is a failure to uphold the fundamental
values of contemporary civilized society.80 A commitment to the rule of law can
be demonstrated by upholding its inherent values also during times of crisis. As
the Supreme Court of the United States emphasized in Hamdi v. Rumsfeld: “we
must preserve our commitment at home to the principles for which we fight
abroad.”81
Many counterterrorism measures were taken outside the scope of criminal
justice. Many others have also affected the traditional principles that apply to the
criminal justice systems of states, including those enabling anticipative criminal
investigations. When the state is called upon to suppress terrorism and applies
criminal law for that goal,82 this inevitably results in tension between the truthfinding objective (the sword dimension) and the protective objective (the shield
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dimension). The protective function of criminal law towards society, towards the
(potential) victims of these serious forms of crime, results in a shift to the
instrumental character of criminal law. Many “sword measures” have been taken
to confront these crimes, but often, however, without compensating them with
additional “shield measures”.83
Today, the threat of terrorism has resulted in an increase in the practical
means of the state to use also criminal procedural powers for the prevention of
terrorism. This has been realized by watering down procedural restraints that
have traditionally governed criminal procedural law and by a merger between
intelligence and law enforcement functions, which are traditionally two
institutionally separated fields but have obtained a joint primarily goal of
prevention through intensified cooperation.84 Traditionally, criminal procedural
law has a reactive nature, because the sword function of criminal procedural law
is based on the assumption of deterrence and repression through prosecution and
punishment. However, today also preventing ex ante the fundamental rights of
individuals from being violated by other individuals is a task of the state for
which criminal law is increasingly employed. Whether or not it is actually
required under the duty to prevent terrorism, the preventive use of criminal
procedural powers has accelerated due to an increased call on states to give
effect to this duty since 9/11.
In order to employ criminal law effectively for that purpose with regard to
more threatening forms of crime that may affect a large part of society, the focus
has increasingly been placed on crime control, which has developed towards
crime prevention. Whilst an increased focus on crime control results in a shift
of focus in the synthesis between the instrumental and protective aspect of
criminal procedural law, a shift to anticipative investigation goes somewhat
further. An independent objective of investigation is now the prevention of
crime, which goes further than increasing the focus on crime control at the
expense of protection and restraints, for example, by allowing proactive
investigation in order to effectively prosecute organized crime. Prevention has
become an independent and new sword goal of criminal investigative activities,
in addition to the traditional goal of gathering evidence to prosecute crimes with
the final objective of repression and prevention through deterrence.
The preventive function of criminal law is, however, at the same time limited
by respect for fundamental rights and the principles which are applicable in the
relation between the state and individuals. When we consider every human
being’s right to human dignity as being part of the rule of law and the rule of law
as the notion that should govern all state action, then expanding the sword
function of criminal procedural law may never occur, in a way impairing the
realization of the protective objective in criminal procedural law, due to a
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trading in on the protection of fundamental rights and principles by deviating
from traditional criminal procedural principles during the investigative phase.
Nevertheless, respect for the rule of law imposes on the state also the duty to
protect its citizens against (terrorist) crimes. In this regard it must be noted that
although the taking of preventive measures as such is justified considering the
background of an increased call on the duty of states to take such measures,
introducing new and/or adjusted frameworks for this purpose needs to conform
to the requirements following from the rule of law. Hence, the developments
described in section 1.3 cannot as such legitimize the adoption of specific
measures for the purpose of terrorism prevention under the rule of law. The
legitimacy of gearing criminal investigation towards the prevention of terrorist
crimes, to be considered against the background of a call on states to prevent
future terrorist attacks, depends on the question whether prevention is a goal that
can be pursued by criminal investigation without unacceptably trading in on the
protective function of criminal procedural law.
1.5 RESEARCH QUESTION
The rule of law, as the notion that guarantees the inalienable rights of each
citizen attached to his/her individual right to human dignity, imposes on states
the duty to guarantee fundamental rights providing equality, liberty and security
for each citizen. That duty is two-fold: (1) it entitles citizens to protection
against the state interfering with their fundamental rights, attached to their right
to human dignity; and (2) it imposes a duty on the state to offer protection to its
citizens against any violation of their fundamental rights by fellow-citizens. The
first concerns a negative duty on the state to refrain from meddling with the
liberty of its citizens, whereas the latter imposes a positive duty on the state to
offer protection against (potential) violations against individual liberty by
others; to offer security. Both duties are interrelated as security is ultimately
realized through the pursuit of liberty and liberty can ultimately only be enjoyed
subject to the condition of security.85 This two-fold duty is also the legitimization for the establishment of a criminal justice system, for which reason the
regulation of criminal procedural law shall conform to a synthesis between
instruments for confronting crime and restraints and safeguards in order to
adequately protect citizens against the state interfering with their fundamental
rights.
Since September 11, 2001 states have focused, against the backdrop of the
larger context described in section 1.3, on adopting a variety of measures under
the umbrella of the preventive paradigm, which has included measures affecting
the criminal justice system. Under the preventive paradigm, prevention has also
become an independent goal of criminal investigation. This shift to prevention
does not concern a revolutionary development only caused by the events of
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9/11. Rather, the system had already evolved prior to the events of 9/11 from a
primary reactive system to a system that increasingly pursues proactive goals,
an evolvement which has accelerated towards an independent goal of preventing
crimes in the post-9/11 era.
As a consequence of the emergence of the anticipative criminal investigation,
the sword objective of criminal investigation has changed from, exclusively, the
enforcement of substantive norms by gathering evidence of criminal acts for the
purpose of prosecution, to include also the prevention of crimes by focusing on
dangerous behavior that may point to the initial planning of crimes. The
synthesis between the sword and shield objective of criminal procedural law has
traditionally been found by adhering to principles that make the criminal
investigation primarily a reactive enterprise aimed at the repression and
deterrence of crime by the prosecution and punishment of criminal offenders.
This synthesis has now been affected as a consequence of an increased focus on
the prevention of crime by starting to intercept potentially dangerous activities
before crimes have actually been committed.
This brings us to the formulation of the central research question which this
book seeks to answer:
Can a preventive function of criminal investigation be part of a criminal justice
system under the rule of law and, if so, under what conditions, and what does
this mean for the current regulation of anticipative criminal investigations
adopted in the Netherlands and the United States?
This research question is two-fold: it seeks to answer the question whether the
concept of anticipative criminal investigation is as such compatible with a
criminal justice system under the rule of law, and it seeks to provide for a
normative judgment as to the compatibility with the rule of law of the current
adopted regulation for anticipative criminal investigation in the Netherlands and
the United States.
Before it will be possible to answer the central research question, the parts of the
book dealing with the particular situation of the Netherlands and the United
States will seek to answer the following sub-questions:
– To which limitations has criminal investigation in the Netherlands and the
United States traditionally been subjected in order to realize both the sword
and shield objective of criminal procedural law?
– By means of which changes has anticipative criminal investigation in the
Netherlands and the United States been realized?
– What are the implications of enabling anticipative criminal investigation for
the shield objective of criminal procedural law, the relation between the
sword and shield objectives and for the role and position of criminal
investigation?
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1.6 APPROACH AND METHODOLOGY
The approach taken in this book differs from the traditional approach of dealing
with adjustments to the criminal justice system, where the obligation of crime
control is balanced against the duty to offer sufficient protection to citizens.86 In
this book the position is taken that such a balancing approach is unsatisfactory
for determining whether a particular regulation reflects the required synthesis
between the sword and the shield under the rule of law. Considering protective
elements and security interests as factors that can be weighed against each other
denies the common ground of protection and instruments under a rule of law
notion that is underpinned by the right to respect for human dignity.
This subject, as well as the recommended approach in examining a particular
system of regulating anticipative criminal investigation, will be extensively
broached in Chapter 8. In Chapter 8 a framework for examination will be
adopted by identifying the fundamental rights and principles, attached to the
right to respect for human dignity, which provide for the ‘common ground’ of
any system of regulation for criminal investigation. In addition, the assessment
will go a step further by reflecting on the mobilization of criminal investigation
for the purpose of prevention. For that purpose, it will be addressed whether a
focus on prevention can be harmonized with the protective objective of criminal
procedural law. This raises new questions as to the relation between anticipative
criminal investigation and the traditional character of criminal procedural law
as a primarily reactive enterprise aimed at repression and as an ultimum
remedium. Furthermore, it raises questions as to the relation between the newly
obtained function and position of criminal investigation and the function and
position of the intelligence community. Only when anticipative criminal investigation can be realized without undermining the protective objective of criminal
procedural law is gearing criminal investigation towards prevention, when it
comes to terrorism, a legitimate and suitable87 tool for realizing the state’s duty
to protect citizens against terrorist attacks.
Before Chapter 8 will continue with the theoretical assessment of the
phenomenon of the anticipative criminal investigation, which may be applied
to any state governed by the rule of law, the situation in the Netherlands and the
United States will be assessed in detail (parts 1 and 2). These two countries will
function as examples of, firstly, how anticipative criminal investigation may be
embedded into their respective legal systems and, secondly, the implications for
the synthesis of shield and sword in their respective regulatory frameworks for
criminal investigation. Subsequently, the conclusions drawn for both countries
as to the implications for the synthesis considering their traditional framework
of regulating criminal investigation will be examined on the basis of the
framework for examination formulated in Chapter 8.
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On the basis of the foregoing, three levels of analysis can be identified in order
to answer the central research question.
In the first place, changes made to the framework of the criminal
investigation to enable a preventive approach will be examined on the basis of
the existing normative framework adopted as the synthesis between the sword
and shield objective of criminal procedural law. This legal examination will
result in a conclusion as to the implications for the interests that traditional
regulatory rules of the criminal investigation seek to protect and the seriousness
of the deviation from protective elements as caused by the shift to prevention in
the criminal investigation. It will define the position of anticipative criminal
investigation in relation to the traditional criminal investigation and in relation
to intelligence investigation. The examination will be conducted for the Netherlands (Chapter 4) and the United States (Chapter 7) separately on the basis of an
analysis of the traditional design of the criminal justice system of each country
(Chapters 2 and 5 respectively) and an analysis of the measures that have
contributed to a shift towards prevention (Chapters 3 and 6 respectively).
The existing normative framework, compounded by traditional criminal
procedural restraints based on the idea that the criminal justice system is
primarily a reactive enterprise, will not, however, be the eventual frame of
examination. The underlying objectives of the criminal justice system constitute
the ultimate frame of reference, upon which any adopted regulation of criminal
investigation shall be based. Hence, the second level of analysis will constitute
a theoretical evaluation of the normative frameworks for criminal investigation
on the basis of its underlying assumptions regarding the role and function that
criminal procedural law should have under the rule of law and the relation of
these assumptions to the circumstances of modern society. Arguments will be
discussed and assessed, which may currently provide a reason for a different
approach towards the role and function of criminal procedural law and which
may advocate for or against any deviation from traditional protective criminal
procedural notions. On that basis a regulatory architecture for anticipative
criminal investigation will be developed, detached from the specific context of
the Netherlands and the United States and, hence, applicable to any legal system
which is subject to the rule of law. The theoretical analysis will result in the
answer to the first part of the research question (Chapter 8), namely whether
criminal investigation may at all be employed for the purpose of preventing
crimes and, if so, general conditions for the regulation of anticipative criminal
investigation will be deduced from the theoretical analysis.
The third level of analysis will apply the outcome of the second level to the
outcome of the first level of analysis and draw conclusions as to the acceptability
of the approaches taken in the Netherlands and the United States to enable
anticipative criminal investigation. On the basis of the formulated general
conditions, conclusions will be drawn with regard to the acceptability of the
determined position of anticipative criminal investigation in both countries and
the acceptability of the identified implications for the shield objective of criminal
procedural law (Chapter 9). Where appropriate, recommendations will be made,
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which may bring the adopted regulation for anticipative criminal investigation
within rule of law borders. Hence, the comparison between the Netherlands and
the United States does not concern an evaluation of the differences and
similarities in their regulation of anticipative criminal investigations, but an
evaluation of the functionality of the regulation of anticipative criminal
investigation to realize a system that does not undermine the legitimacy of the
criminal justice system.
The first level of analysis will be conducted on the basis of an assessment of the
positive law, using sources of legislation (domestic law and, if applicable,
(human rights) treaty law), case law (domestic case law and, if applicable, the
case law of the ECrtHR) and legal doctrine.
The second level of analysis will seek the content underpinning the positive
law by means of a theoretical reflection based on the concept of the rule of law
adopted in this Chapter. Hence, sources of legal philosophy and legal theory will
be used, whilst seeking confirmation of the fundamental character of rights and
principles in the recognition of these rights and principles in human rights
documents and constitutional doctrine. Furthermore, the second level of analysis
will use not only legal sources but also sources of a criminological or political
nature, in order to give effect to normative argumentation in the flexible area of
the law where it needs to adapt to the specific circumstances of current society
and the specific issues which criminal justice in this current society needs to deal
with.
The third level of analysis combines the findings of the foregoing levels in
order to subject the positive law to an examination as to its compatibility with
fundamental underlying values. This shall result in recommendations as to the
further development of the procedural and institutional embedding of the state’s
role in achieving preventive goals and the desire to employ the criminal
investigation for that purpose.

Part 1: The Netherlands

Chapter 2

The System of Criminal Investigation
in the Netherlands

2.1 INTRODUCTION
2.1.1 Goals of the Chapter
The assessment of the manner in which anticipative criminal investigation has
been embedded in the Dutch system of criminal procedural law and, possibly,
cognate legal systems, will require a precise understanding of the system of
criminal investigation in the Netherlands. The goal of the underlying Chapter is
to provide for this precise understanding by drawing the relevant legal
background of the system of criminal investigation and to identify the basic
assumptions underpinning the regulation of criminal investigation in the
Netherlands. Changes to the system that have been adopted in order to make the
criminal investigation also suitable for the prevention of terrorism, thereby
enabling anticipative criminal investigation, will not yet be dealt with. These
changes will be addressed in Chapter 3. The description of the system of
criminal investigation in the current Chapter will be provided in a serving
manner: in anticipation of the changes adopted for terrorism prevention and the
implications of these changes for the system of criminal procedural law as the
synthesis of the sword and shield elements. Therefore, some aspects which are
relevant for understanding the consequences of changes to the system in
response to the terrorist attack of September 11th 2001 and the attacks on
European soil in Madrid and London in March 2004 and July 2005 will be dealt
with in more detail. Other aspects will be addressed more generally and only to
provide a correct understanding of the system as a whole. Specific attention will
also be attributed to the basic principles and assumptions underpinning the
regulation of the Dutch system of criminal investigations, notwithstanding the
fact that some of these principles have a regulatory influence on the system as
a whole. Addressing these principles is in particular important in order to be able
to draw conclusions as to the implications of the changes (as described in
Chapter 3) to the sword and shield objectives of criminal procedural law, which
will be done in Chapter 4.
The rights and principles underpinning the Dutch system of criminal investigation follow in the first place from the European Convention on Human Rights,
which is directly applicable in the Netherlands. Because the Netherlands does
not have a Constitutional Court, the decisions of the European Court of Human
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Rights have a significant regulatory influence.1 In addition, Constitutional rights
and fundamental principles of criminal procedural law constitute the foundation
of the framework for regulating criminal investigation. After providing for some
basic characteristics of the Dutch criminal justice system, this introductory
section will elaborate on these fundamental principles and rights that are
relevant for the regulation of criminal investigations in the Netherlands.
Furthermore, the contents of this Chapter will largely follow from the manner
in which the criminal investigation has found its regulation in the Dutch Code
of Criminal Procedure (henceforth: CCP), originally adopted in 1926, which
provides for the basic choices for giving effect to the sword objective and shield
objective in criminal investigation. On the basis of the provisions of the CCP the
specific role and functions attributed to the different actors in the criminal
investigation and the adopted restrictive elements on the use of criminal
investigative powers can be identified. In order to provide for a correct
understanding of these provisions, their interpretation in case law, in so far as
is applicable, will be taken into account.
The Chapter is divided into two main parts, reflecting the synthesis that the
regulation as a whole shall provide between the sword and shield objectives.
Section 2.2 will deal with the manner in which the system of criminal
investigation is able to give effect to the sword objective of criminal procedural
law. The actors responsible for carrying out the sword function of criminal
investigation and the criminal investigative powers attributed to these actors will
be described. Attention will also be given to the relevance of the activities of the
intelligence and security service for the criminal investigation. Subsequently,
section 2.3 will address the shield responsibilities of the actors having a role in
the criminal investigation and describe the restraints on the powers of criminal
investigation in order to give effect to the principles and rights underpinning the
shield objective of criminal investigation.
Hence, this Chapter will seek an answer to the following two questions:
1 How is the sword objective in the Dutch system of criminal investigation
realized? This will firstly require an analysis of the actors that have a truthfinding responsibility and, secondly, an analysis of the investigative powers
available to these truth-finding actors.
2 How is the shield objective in the Dutch system of criminal investigation
realized? Answering this question will, firstly, require an analysis of the
responsibility of the actors during the criminal investigation to contribute to
the fairness of the investigation. Furthermore, different elements have been
adopted in order to provide for legal protection against arbitrary interferences
with the fundamental right to respect for private life and in order to realize
a fair criminal process.
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2.1.2 The Dutch Criminal Justice System
Contiguous to the objectives of criminal procedural law, as formulated in
Chapter 1, the Dutch CCP as established in 1926 clearly formulates that the
main goal of criminal procedural law is to establish the truth in order to convict
the guilty and to prevent the conviction of those who are innocent.2 Considering
this goal of criminal procedural law, the criminal process must be designed in
a manner that is orientated towards truth-finding, while the possibility that the
innocent will be convicted is minimized. More specifically, the criminal process
must provide for enough safeguards to prevent criminal procedural powers
having an adverse impact on the innocent (the shield function of criminal
procedural law) and, at the other hand, provide for enough practical means to
enable truth-finding by the police and the Public Prosecution Service (henceforth: PPS), the judiciary (pre-trial: the examining magistrate, and, subsequently,
the trial judge) and the defense (the sword function of criminal procedural law).
The combination of both functions shall result in a system that can, with
sufficient certainty, produce the substantive truth.3 In addition, criminal
procedural law shall be attributed a broader and independent shield function: not
only guaranteeing the just application of the criminal law, but also generally
providing the safeguards against the arbitrary and unnecessary use of criminal
procedural powers.4
Currently the role of criminal procedural law and, thus, of the CCP, is
understood as pursuing the interests of all involved – victims as well as suspects
– and providing space for a criminal justice system in which fundamental rights
and the interests of the accused, witnesses and victims are recognized.5 The
desire to pursue both of these objectives of criminal law and to design a system
of criminal justice, accordingly, has resulted in specific choices that have
become basic assumptions for criminal procedural law in the Netherlands. These
basic assumptions are directly related to the legal tradition of the Netherlands.
Hence, this section will start by describing the legal tradition of the Netherlands,
followed by an explanation of the basic assumptions in the system of Dutch
criminal investigation that follow from the Dutch legal tradition.
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Dutch criminal procedural law is strongly influenced by the French system. The
French Code d’Instruction Criminelle that entered into force in 1811 also
applied, by order of Napoleon, in the Netherlands. This Code strongly followed
an inquisitorial model, especially in the pre-trial phase. The Netherlands first
adopted its own Code of Criminal Procedure in 1838, which was however
basically a copy of the French Code d’Instruction Criminelle, although trial by
jury had been abolished. In 1926 the current Code of Criminal Procedure
replaced the old version. The CCP importantly changed the character of the
criminal investigation by regulating the powers of the police and the Public
Prosecution Service, providing citizens with legal protection against state power
and allowing procedural rights for the suspect (pre-trial) and the accused (after
the decision to prosecute has been taken). The reforms aimed to turn the
inquisitorial character of the criminal justice system into a more accusatorial
process. The explanatory memorandum to the Dutch CCP characterizes the
criminal justice system as being moderately accusatorial. In fact, it is neither
typically inquisitorial nor accusatorial, but has features of both. The design of
the criminal justice system has been based on the compromise between, on the
one hand, the need to give the state the powers to repress crime and to protect
the victim, and, on the other hand, to provide the defense with all rights that do
not obstruct the purpose of the system; the establishment of the substantive
truth.6 The Dutch criminal justice system has evolved from being inquisitorial,
with the focus on crime control, towards a system in which also the protective
elements of the rule of law are recognized by including safeguards that aim to
protect fundamental rights. Moreover, under the influence of the ECHR, the
position of the defense during trial has gained in importance.7
The Dutch criminal process can be divided into three main stages: the pre-trial
stage [voorbereidend onderzoek] in which the criminal investigation [opsporingsonderzoek] is carried out, the trial stage [eindonderzoek],8 and the
execution stage. The trial stage constitutes a debate amongst the actors (the
judge, prosecutor and defense) with an active role for the judge, which shall
result in the establishment of the substantive truth by the judge.
At the moment of the adoption of the CCP of 1926, the legislature aimed to
create a system with emphasis on the truth-finding process within the trial phase,
subject to the applicability of the principle of immediacy. However, due to a
Supreme Court decision of 1926, where the Supreme Court accepted hearsay
6
7
8

Lindenberg 2002, 424 (MvT 17).
Reijntjes 2006, 11.
Currently, two types of investigative phases can be initiated pre-trial: the criminal investigation
and the preliminary judicial investigation. Because the Act on Strengthening the Position of the
Examining Magistrate, by which the preliminary judicial investigation will be abolished, has been
adopted by the Second Chamber of Parliament on June 30, 2011 and, because it can be expected
that also the First Chamber of Parliament will adopt the Act in due time, in this book the law is
described according to the changes following from this Act. See on this in more detail section
2.2.1.3 and 2.3.1.3.
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testimony (testimonium de auditu) as evidence, both written and oral, the pretrial phase has become the most crucial within the truth-finding process.9 Since
this Supreme Court decision the principle of immediacy is no longer interpreted
as requiring that all evidence is directly produced in court. Rather, the hearing
of witnesses at trial has become rather an exception. Instead, the dossier contains
the written testimonials of witnesses heard by the police or examining magistrate
and during the trial investigation these testimonials are discussed and verified.
As a consequence, the pre-trial phase has obtained increasing importance and
the events during the pre-trial phase have become crucial for the final
judgment.10
Over the past decades the principle of immediacy has again retrieved more
attention under the influence of the case law of the ECrtHR. According to
Article 6 ECHR the investigation at trial must have an adversarial nature.11
Consequently, the accused has the right to be present, the proceedings are held
in public and the principle of immediacy applies. Because of the principle of
immediacy, the judge may only use the materials discussed at trial as evidence.
The judge decides what material is discussed. The defense has the right to
challenge these materials.
Lastly, it must be noted that many cases, especially regarding misdemeanors,
will never make it to the trial stage. A large share of all criminal cases is dealt
with by out of court settlements such as fines imposed by the police or the
public prosecutor or financial transactions (settlement penalties) offered by the
public prosecutor to the suspect.12
Whereas the trial phase should have an adversarial character in observance
of Article 6 ECHR, in the Dutch system the more determining pre-trial phase
shall be typified as being mainly inquisitorial. Pre-trial, the suspect is merely the
subject of investigation, especially during the pre-arrest stage. The police and
the PPS will collect the evidence in the dossier, which will subsequently
constitute the basis for any trial. The police and the PPS act on behalf of the
state in the public interest, which implies that they shall investigate impartially.
For that reason the PPS is formally part of the judiciary and public prosecutors

9
10
11

12

HR 20 December 1926, NJ 1927, 85.
Pompe 1959, 141-151.
ECHR 28 August 1991, App. no. 11170/84; 12876/87; 13468/87 (Brandstetter v. Austria), para. 6667. This does not imply that only Anglo-American adversarial systems should be considered as fair
considering their adversarial character. The Court emphasizes that various systems of domestic law
can be used to comply with this requirement. Every system, however, should ensure that each party
has equal access to filed observations and an equal opportunity to comment on the evidence (para. 67).
See also: ECHR 23 June 1993, Application no. 12952/87 (Ruiz-Mateos v. Spain), para. 63.
Corstens 2008, 11-12. The Dutch criminal justice system provides for the possibility to settle
criminal cases by way of a transaction which takes the form of a settlement penalty. A transaction
involves the voluntary payment of a sum of money to the Treasury in order to avoid further criminal
prosecution and a public trial. Entering into such a settlement does not require the offender to admit
his or her guilt. The offender even has a right not to be prosecuted if the crime is only punishable
by a fine and if he or she pays the maximum fine that can be imposed. Articles 74 and 74A CCP.
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are referred to as magistrates, a position which reflects the PPS’s impartial
responsibility, obliged to investigate incriminating and exculpatory circumstances.13 However, the ECrtHR has recently described the PPS as follows:
“although bound by requirements of basic integrity”, “in terms of procedure” as
a “party”, which cannot be attributed the ‘judiciary’ characteristics of objectivity
and impartiality.14 The PPS has been attributed the discretion to decide whether
or not to prosecute [opportuniteitsbeginsel]. Under this principle of opportunity
the public prosecutor will, before resorting to prosecution, determine whether
prosecuting criminal behavior also serves the public interest. The latter will be
determined positively when, considering the nature of the crime, it will be
obvious that a prosecution serves the public interest or when policy guidelines
and/or general directions prescribe that prosecuting a particular type of offense
is indicated.
It is the task of the defense to control whether during the investigation all
procedural rules have been observed. The dossier constitutes the basis for
controlling the pre-trial investigation. All investigative actions shall be reported
and filed within the dossier. The public prosecutor is mainly responsible for the
contents of the dossier with an additional role for the examining magistrate
when more interests are at stake. Although during the pre-trial investigation,
especially during the pre-arrest stage, the suspect is merely the subject of the
investigation, pre-trial the defense is able to play an indirect role in the truthfinding process by requesting the examining magistrate to investigate certain
aspects, which the suspect can do from the moment of the first police
interrogation.15
2.1.3 Meaning of Some Principles and Fundamental Rights Relevant to
the Criminal Investigation in Dutch Criminal Procedural Law
According to Article 93 Constitution, the provisions of the ECHR and ICCPR
are directly applicable within the Dutch legal order. The Netherlands does not
have a constitutional court,16 but the Constitution obliges the courts to examine
the compatibility of national legislation with directly applicable provisions of
international treaties. The ICCPR will not be dealt with any further, considering
that the interpretation of the similar rights protected in the ECHR following
from the judgments of the European Court of Human Rights (ECrtHR) provides
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14
15
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See on the role of the public prosecutor as a ‘magistrate’: Verrest 2011, 221-244.
ECHR 14 September 2010, App. no. 38224/03 (Sanoma Uitgevers B.V. v. The Netherlands), para.
93.
As, upon the soon to be expected entry into force of the Act on Strengthening the Position of the
Examining Magistrate (Kamerstukken I 2010/11, 32177, no. A), provided in Article 182 CCP
(currently: Articles 36a-e CCP).
A proposal to amend the Constitution in order to introduce the authority for the courts to examine
statutes on the basis of Constitutional provisions is currently pending as the required second round
in order to amend the Constitution is still to take place (private member’s bill by Halsema). See
Kamerstukken II 2001/02, 28 331, nos. 2 and 3, Kamerstukken I 2008/09, 28331, Stb. 2009, 120
and Kamerstukken II 2009/10, 32334, nos. 1-3.
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for considerably more precise and elaborative conditions than the ICCPR
monitoring Human Rights Committee.
When national legislation conflicts with treaty provisions, the national
legislation is not applicable (Article 94 Constitution). The ECrtHR may not,
however, undo national legislation that provides for rights to citizens which are
supplementary to the rights guaranteed in the Convention as to Article 60
ECHR. An individual who is of the opinion that state authorities have violated
his or her rights as protected by the ECHR may, when domestic remedies have
been exhausted, appeal to the European Court of Human Rights (ECrtHR) by
filing a complaint. Because almost all provisions of the ECHR are directly
applicable in the Dutch legal order and the Supreme Court has understood the
interpretation of these provisions by the ECrtHR as being incorporated within
the concerned provisions of the ECHR, the judgments of the ECrtHR have an
important regulatory effect on Dutch criminal procedural law.17 Therefore, in
this section, next to the fundamental rights protected in the Dutch Constitution,
especially some provisions of the ECHR will be dealt with as they have proven
to have an important regulatory influence on the procedural framework of the
criminal investigation.
2.1.3.1 The Principle of Legality
Article 1 of the CCP can be regarded as the codification of the principle of
legality for criminal procedural law. It provides that criminal procedure can only
be carried out in the manner provided by law. Also Article 7 of the ECHR
recognizes the principle of legality as a fundamental guarantee. However,
Article 7 ECHR exclusively applies to substantive criminal law.18 Hence, the
scope and interpretation of this Article are irrelevant for the procedural legality
requirements concerning the criminal investigation.
The principle of legality as guaranteed in Article 1 CCP is traditionally
understood as expressing the requirement of a foundation in law for every
governmental action that interferes with the rights or freedoms of citizens.
Hence, the principle of legality is closely related to the protection of the right to
respect for private life. Restrictions to the right to respect for private life are,
according to Article 8 ECHR, only permissible “in accordance with the law.”19
Law is then understood in the sense of the ECHR as referring to written as well
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See on this subject: Coomans and Kamminga 2007, 492-493, Besselink and Wessel 2009 and
Lawson 1999, 1-132.
Article 7 ECHR embodies the observance of the principles “nullum crimen, nulla poena sine lege”,
a prohibition on construing the criminal law “extensively (...) to an accused’s detriment, for instance
by anology”, the requirement that “an offence must be clearly defined in the law” and the prohibition
of “retrospective application of the criminal law to an accused’s disadvantage.” ECHR 25 May 1993,
App. no. 14307/88 (Kokkinakis v. Greece), para. 52. See also: Bleichrodt 2006, 651-652. The Court
has formulated the goal of Article 7 as offering “essential safeguards against arbitrary prosecution,
conviction and punishment.” ECHR 22 November 1995, App. nos 20166/92 and 20190/92 (S.W. and
C.R. v. The United Kingdom), para. 34 and 33.
See on this in more detail section 2.1.3.2.1.
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as unwritten law, implying requirements as to the quality of the law,20 while law
in the sense of Article 1 CCP refers to statutory law established by Act of
Parliament. The purpose of establishing this requirement of a basis in law is to
guarantee legal certainty, equality for the law and to establish democratic
legitimacy for governmental action that interferes with the personal freedom of
citizens. Democratic legitimacy is guaranteed through requiring an Act of
Parliament for every governmental power interfering with rights or freedoms.
Legal certainty and equality for the law are guaranteed by codifying the specific
power, which makes it – in principle – known to everyone and aims to preclude
inequality in exercising the powers and in that way it protects citizens against
arbitrary action by the government.
The principle of legality places obligations or responsibilities on the various
actors in the criminal justice system. In the first place, responsibilities for the
legislature can be derived from Article 1 CCP. The legislature is responsible for
establishing law by Act of Parliament for every power that is deemed necessary
for the purpose of establishing the truth about criminal offenses and which
power interferes with fundamental rights and liberties. Establishing the rules for
the truth-seeking process binds the government to the use of the powers subject
to the conditions as laid down in law, which will further the integrity of the
process. Secondly, the judiciary is responsible for respecting and guaranteeing
the law when administering justice, without interpreting the law by analogy.
Furthermore, the investigative officers (and any other person exercising criminal
procedural powers) are responsible for carrying out their powers in accordance
with the law. They shall not use powers that do not have a basis in law, they
shall not use their powers for unattributed purposes and they shall use these
powers by observing the legal requirements. Lastly, citizens can derive from
Article 1 CCP the expectation that the government uses its powers only as
provided in the law and in accordance with the law.
The principle of legality is a fundamental principle of the Dutch legal system
and of a civil law system in general. It is laid down in the Constitution (Article
107) by providing that the law regulates civil law, criminal law and the civil and
criminal procedural law in general codes, except for the authority to regulate
certain subjects in special statutes. This provision must actually be considered
as a codification principle, which is, of course, closely linked to the principle of
legality. The principle of legality is, considering the legal system of the
Netherlands, in fact an obligation to regulate in a code all government powers
that interfere with the fundamental rights of citizens. As a consequence, the CCP
is also the most important source of regulation with regard to the criminal
investigation.
The scope of the principle of legality is unspecified and is subject to different
interpretations in the literature and the case law. In practice, the principle of

20

Compare: ECHR 22 November 1995, App. nos. 20166/92 and 20190/92 (S.W. and C.R. v. The
United Kingdom), para. 35 and 33.
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legality is understood as not requiring for every governmental action a basis in
law, although the legislature shall further such a basis at any time. When a basis
is lacking, the courts can extend the interpretation of the powers regulated in law
in accordance with fundamental principles of law.21 However, this is only
possible when the lack of a basis in a statute is not contrary to the goal of Article
1 or in violation of Article 8(2) ECHR or Article 10 of the Dutch Constitution,
which means that it can only apply to powers of the government that do not, or
only to a minor extent, interfere with rights and liberties. Otherwise, the
legislature is obliged to provide a basis in the law before the government may
use these powers.
An important factor for determining the scope of Article 1 CCP is the
meaning of ‘criminal procedure’ itself, because Article 1 only takes effect when
an action can be considered as a criminal procedural action. Criminal procedure
is generally understood as the entity of regulations and fundamental principles
with regard to the criminal investigation, prosecution and execution.22 However,
when strictly taking into account the purpose of the principle of legality – giving
expression to the rule of law by requiring that every action of the government
that interferes with the rights and liberties of citizens must have a foundation in
law – it seems that only governmental powers which interfere with rights and
liberties are covered by the term criminal procedure in the context of Article 1
CCP.23 Limiting the term to governmental action that interferes with rights and
liberties means that defense rights and procedural activities within the criminal
investigation, prosecution or execution that do not interfere with rights or
liberties are excluded from the principle of legality. However, because it is
desirable that legal protection and the integrity of the process as a whole are
guaranteed, also these rights and activities, being elements of the criminal
process, have a basis in law. Article 1 of the CCP includes these activities and,
for that reason, a basis in law must be established for all aspects during all
phases of the criminal process. Thus Article 1 is in fact broader than the scope
of the principle of legality itself when taking into account the goal that the
principle is meant to serve. As soon as specific action can be considered as
criminal procedure, Article 1 takes effect and a basis in law must be established
for this action.
The principle of legality or, more precisely, Article 1 CCP is not subject to
one unchangeable interpretation regarding its scope. It has generally been
accepted that the protections given to the rule of law do not bar the interpretation
of the law in accordance with the requirements and necessities of modern
society.24 It is in fact the task of the courts and legal academics to interpret the
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See in this regard also the Opinion of Advocate General Van Dorst para. 2 at HR 19 December
1995, NJ 1996, 249.
See also: Knigge and Kwakman 2001, 244.
Ibid., 244-245.
See also ECHR 26 April 1979, App. no. 6538/74 (Sunday Times v. The United Kingdom), para. 49:
“the law must be able to keep pace with changing circumstances.” See also: Berkhout-van
Poelgeest 2001, 25-27.
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meaning of Article 1 and of criminal procedure according to the recent state of
societal developments.25 The use of governmental powers must occur according
to the provisions determined by law, but these provisions often leave room for
a broader interpretation.
To conclude: the principle of legality furthers legal protection, equality for the
law and legal certainty by requiring a basis in law for governmental action that
interferes with rights or freedoms during the criminal investigation. The principle
of legality underpins the regulation of investigative powers by requiring a
sufficiently precise regulation, from which citizens can derive legal certainty and
protection against arbitrariness. This regulation shall make sufficiently clear
under which circumstances citizens can expect that state authorities may use
investigative powers against them. Furthermore, it democratically legitimizes the
use of governmental power in the criminal investigation as the provisions for
using criminal investigative powers have been established through the process of
democratic decision-making. Hence, the principle of legality can be understood
as a sword and shield with regard to the use of criminal procedural powers. With
regard to its shield function the principle is closely related to the protection of the
right to private life, considering that the required level of precision of the basis
in law is related to the level at which the power intrudes into someone’s private
life.
2.1.3.2 The Right to Respect for Private Life
Activities that are conducted within the criminal investigation, more specifically
the use of investigative powers, almost always affect the private life of the
persons under investigation. The mere registration of information about a person
already entails an interference with the private life of that person, especially
when this is done on behalf of the state authorities. The underlying assumption
in creating and adopting fundamental rights and liberties – such as the right to
respect for private life – is to protect against unlimited and arbitrary governmental power to invade citizens’ personal freedom. The government’s obligation
under the rule of law to obey the fundamental rights and liberties of its citizens
is at the same time also a legitimization for using governmental power according
to established conditions under which citizens are willing to give up some of
these rights and liberties to serve other interests.26 Hence, not all these activities
are an actual violation of private life as protected in Article 10 of the Dutch
Constitution and Article 8 ECHR (and Article 17 ICCPR and Article 7 (and 8)
of the Charter for Fundamental Rights of the European Union). Whether the
right to respect for private life has been violated depends on the scope of the
right to private life in the specific circumstances of a case. When there is an
actual violation of the private life of a person as protected by these articles, this
violation might still be justifiable if it is in accordance with the conditions of the
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restrictive clauses of these articles adopted to regulate the governmental interest
to conduct investigative activities in observance of the right to respect for
private life. Especially the interpretation of Article 8 ECHR has an important
influence on the regulation of the Dutch criminal investigation.27 Article 10 of
the Constitution provides for additional requirements. The meaning of both
Articles and their consequences for Dutch criminal procedural law will be dealt
with below.
2.1.3.2.1 Article 8 ECHR
Article 8 ECHR reads as follows:
1. Everyone has the right to respect for his private and family life, his home and his
correspondence.
2. There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety or the economic wellbeing of the country, for the prevention of disorder or crime, for the protection
of health or morals, or for the protection of the rights and freedoms of others.

The “essential object” of Article 8 is “to protect the individual against arbitrary
action by the government.”28 Article 8 does not prohibit all interferences with
private life, by providing for a restrictive clause in the second paragraph.29 The
wording of the restrictive clause of Article 8 involves an obligation to regulate to
a certain extent the use of its criminal procedural powers when this use possibly
interferes with the private life of individuals. The precise scope of Article 8
ECHR and, thus, what activities of state authorities must meet the standards of
the restrictive clause, is rather vague. In addition, the Court provides the states
with “a certain margin of appreciation” for striking a balance between “the
competing interests of the individual and of the community as a whole.”30
To determine whether the use of an investigative power constitutes, in the
specific circumstances of a case, a violation of the right to respect for private
life, it must, in the first place, be assessed whether the use of the power
constitutes an interference with private life as meant in Article 8(1) ECHR. The
scope of the right to respect for private and family life is not static, but depends
on “present day conditions and developments in social and political attitudes.”31
In its judgments the Court has decided that the concept of private life
includes someone’s physical and psychological integrity, aspects relating to
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The provisions of the ECHR are directly binding on all subjects in the Member States. According
to the Dutch Constitution the provisions of international treaties with such a character become an
integral part of the Dutch legal order, without it being necessary to implement them in national
law. They only need to be properly announced (Article 93 Constitution). The provisions of the
ECHR prevail over conflicting national provisions (Article 94 Constitution).
ECHR 27 October 1994, App. no. 18535/91 (Kroon and Others v. The Netherlands), para. 31.
ECHR 24 June 2004, App. no. 59320/00 (Von Hannover v. Germany), para. 57.
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someone’s personal identity, activities in someone’s private as well as
professional life and that it entails a “zone of interaction” with other people
which can extend to a public context.32 This flexible interpretation of the right
to private life has in the specific circumstances of the case been determined by
the Court on the basis of the ‘reasonable expectation of privacy test’ to
determine whether a person with certain activities in the public domain
“knowingly or intentionally” involves himself in a situation in which these
activities may be reported or recorded.33 This does not mean that all observations
or recordings done in a public setting do not constitute interference with
someone’s private life. Neither does it mean that all activities “knowingly or
intentionally” disposed to the public fall outside the scope of the right to respect
for private life: “a person’s reasonable expectations as to privacy may be a
significant, although not necessarily conclusive, factor.”34 For instance, in the
case of Halford the Court also considered other factors to determine that
someone could have “a reasonable expectation of privacy” in that telecommunications were not intercepted when using internal telecommunications on
business premises, such as the “sole use of her office where there were two
telephones, one of which was specifically designated for her private use.”35
Moreover, once observations in the public scene, “even without the use of covert
surveillance methods”, obtain a systematic character and result in the “storing
of data (...) on particular individuals,” which was the case in Uzun v. Germany
through the use of GPS surveillance, the Court has concluded that there is
interference with private life.36 On the contrary, the Court has ruled that
someone becoming involved in the drugs trade “must have been aware from
then on that he was engaged in a criminal act (...) and that consequently he was
running the risk of encountering an undercover police officer whose task would
in fact be to expose him.”37 However, this presumes that the government should
be convinced beforehand of someone’s involvement in a criminal act, whereas
the investigation aims to establish the truth about that criminal offense. Hence,
someone’s involvement in a criminal act has never been repeated by the ECrtHR
as a factor to determine the reasonableness of someone’s expectation of
privacy.38
To summarize: the concept of private life is rather broad and interference by
public authorities with one’s private life is generally not difficult to prove. More
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important is the question whether such interference constitutes a violation of
Article 8 ECHR.
If the activities of public authorities do result in interference with the right to
respect for private life as protected in Article 8(1), the restrictive clause of
Article 8(2) prescribes that a legitimization for such activities is required under
the law. ECHR Article 8 allows limitations if they are “in accordance with the
law” and if “necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and liberties of others.”39
It is not important what kind of law is sufficient for a restriction that is in
accordance with the law. This, in the first place, is an issue for the domestic
courts to consider. The Court has at least stated in its judgments that it is
irrelevant whether the basis in law concerns case law or an Act of Parliament.40
The Court “understood the term law in its substantive sense,” which includes
lower-rank acts and unwritten law.41 It is the primary task of the domestic courts
to determine whether this basis in law can in their legal system count as being
‘in accordance with the law’. The requirement of ‘in accordance with the law’
is meant to refer to a basis in national law that provides for the restriction as well
as to the quality of that law. The Court refers to the rule of law, in relation to this
condition of being ‘in accordance with the law’, by stating that the quality of the
law means that it should be compatible with the rule of law in the sense that it
protects against arbitrary interferences by public authorities.42 The presence of
a basis in domestic law is, thus, insufficient for meeting the requirement of being
‘in accordance with the law’. In addition, this basis in law must meet certain
requirements regarding its quality.
The Court defines ‘quality of the law’ more precisely by formulating the
requirements of the foreseeability and accessibility of the basis in the law. The
Court has interpreted “prescribed by law” (which wording is understood as
having the same meaning as ‘in accordance with the law’) as referring to “the
quality of the law in question, requiring that it should be accessible to the person
concerned, who must moreover be able to foresee its consequences for him, and
compatible with the rule of law.”43 The ECHR further explained the terms
39
40
41
42
43

Article 8(2) ECHR.
In the Netherlands, the Constitution requires that the ‘basis in law’ has been established by Act of
Parliament. See on this the next section (2.1.3.2.2).
ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 29/28; ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom),
para. 66.
ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67 and ECHR 25
March 1983, App. no. 5947/72; 6205/73; 7052/75; 7061/75; 7107/75; 7113/75; 7136/75 (Silver
and Others v. The United Kingdom), para. 90.
ECHR 25 March 1998, App. no. 13/1997/797/1000 (Kopp v. Switzerland), para. 55; ECHR 16
February 2000, App. no. 27798/95 (Amann v. Switzerland), para. 50 (and 56); ECHR 26 April
1979, App. no. 6538/74 (Sunday Times v. The United Kingdom), para. 49; ECHR 24 April 1990,
App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v. France), para. 30/29.
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foreseeable and accessible in Sunday Times (1979) by ruling that the law
providing for the limitation on the right to freedom of expression (Article 10)
must be sufficiently adequately accessible and should be sufficiently precisely
formulated.44 The requirement of foreseeability is subsequently mitigated by
stating that a person must be able to foresee the consequences of his or her
conduct to “a degree that is reasonable.”45 This interpretation of prescribed by
law has been adopted mutatis mutandis for the interpretation of ‘in accordance
with the law’ as the requirement for legitimate interference with the right to
private life in Article 8(2) ECHR.46 Both requirements have been further
developed in the case law of the ECrtHR.
Furthermore, the restriction shall be adopted for a legitimate aim – one of the
aims enumerated in Article 8(2) – and be necessary in a democratic society,
which means that “the interference corresponds to a pressing social need and,
in particular, that it is proportionate to the legitimate aim pursued.”47
The more precise elaboration of the different requirements of Article 8(2)
ECHR will be dealt with in section 2.3.2.1 in order to determine the protective
conditions that follow from Article 8 ECHR concerning the regulation of
criminal investigative powers.
2.1.3.2.2 Article 10 Constitution
Besides the requirements for legitimate interferences by public authorities with
the private lives of individuals as extensively elaborated by the European Court,
also the Dutch Constitution has a regulating influence on the exercise of
criminal investigative powers. According to Article 10 of the Constitution everyone has the right to respect for private life, except for limitations on this right
provided by the law.48
The scope of the right to private life as adopted in the Constitution is rather
vague. The legislature intended that the courts would develop the lines for a
more precise interpretation of the scope of these rights. Elaborations of the right
to private life can be found in the more specific rights formulated in Article 1113 of the Constitution, providing for the right to respect for the integrity of the
body, homes and the confidentiality of mail. The legislature explained the right
to private life as the right to live one’s life with as little interference from outside
as possible. The Dutch Supreme Court has in some cases interpreted the scope
44
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of the right to private life as being similar to the reasonable expectation of
privacy test, as also applied by the ECrtHR. However – and also similar to the
approach of the ECrtHR – this test is not decisive for the Supreme Court to
assess whether a particular situation contributes to a violation of the right to
private life. In each case the Supreme Court separately balances the concrete
circumstances and interests that are relevant for the scope of the right to private
life. Important factors to be considered are the assessment of a particular
situation by police officers as well as the actual entitlement of a person in a
particular situation to privacy.49
Restrictions on the right to privacy are, according to Article 10 of the Dutch
Constitution, allowed if ‘provided by the law’, which means according to the
letter of the Constitution that an Act established by Act of Parliament shall
provide for the restriction. For this reason, Article 10 Constitution is complementary to Article 8 ECHR, considering that requiring law established by Act
of Parliament further narrows down the ECHR requirement ‘in accordance to the
law’, which also allows for law of a different nature, such as case law50 (see the
previous section). In fact, this is the most important regulatory consequence of
Article 10 in addition to those following from Article 8 ECHR.
2.1.3.3 The Right to a Fair Trial
The right to a fair trial has not been included in the Dutch Constitution,51 for
which reason resort will be had to the ECHR to determine the relevance of the
right for Dutch criminal investigation. The right to a fair trial is elaborated in
Article 6 ECHR and, as a result, specific fair trial requirements as well as the
notion of fair trial, as such, are relevant to Dutch criminal procedural law.
Article 6 ECHR provides for the right to a fair trial as a fundamental aspect of
the rule of law.52 Article 6 provides that: “in the determination of his civil rights
and obligations or of any criminal charge against him, everyone is entitled to a
fair and public hearing within a reasonable time by an independent and impartial
tribunal established by law.” Furthermore, the “judgment shall be pronounced
publicly”, save for some exceptions. The presumption of innocence is contained
in the second section of Article 6. The third section of Article 6 attributes some
specific minimum rights for “everyone charged with a criminal offence”.
49
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Article 6 aims to protect against arbitrary state action in criminal law, which
has resulted in the formulation of some specific minimum rights that should be
guaranteed in criminal proceedings. Most of these rights concern the position of
the accused, such as the right to a fair and public hearing within a reasonable
time (Article 6(1)), the right to be presumed innocent (Article 6(2)), the right to
be informed of the accusation against him (Article 6(3)a) and the right to
examine or have examined witnesses against him and to obtain the attendance
and examination of witnesses on his behalf under the same conditions as
witnesses against him (Article 6(3)d)). This section will, firstly, elaborate on the
presumption of innocence and, secondly, address the basic fairness requirements
for the criminal proceedings as a whole, following from Article 6 ECHR.
2.1.3.3.1 The Presumption of Innocence
The presumption of innocence, as one of the requirements of the right to a fair
trial provided in Article 6(2) (and also recognized in Article 14(2) ICCPR), has
only limited consequences for the criminal investigation. As will appear later,
the presumption of innocence as a fundamental principle of law does have
considerable consequences for criminal proceedings, including the criminal
investigation.53
According to Article 6(2) ECHR “[e]veryone charged with a criminal offense
shall be presumed innocent until proved guilty according to the law.” Article
6(2) “governs criminal proceedings in their entirety, irrespective of the outcome
of the prosecution,”54 which corresponds with the general interpretation of
Article 6 that the fairness of the trial depends on the proceedings as a whole. The
applicable principle for determining whether there has been a violation of the
presumption of innocence reads as follows:
“the presumption of innocence will be violated if, without the accused’s having
previously been proved guilty according to the law and, notably without having had
the opportunity of exercising his rights of defence, a judicial decision concerning him
reflects an opinion that he is guilty. This may even be so in absence of any formal
finding; it suffices that there is some reasoning suggesting that the court regards the
accused as guilty.”55

In the context of the ECHR the presumption of innocence concerns primarily a
“rule of evidence and decision.”56 As an element of the fundamental right to a
fair trial, the presumption of innocence “constitutes a measure of protection
against error in the process and a counterweight to the immense power and
resources of the State compared to the position of the defendant.”57
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Article 6(2) ECHR has been applied by the Court so as to cover issues such
as the division of the burden of proof (the reversal of the burden of proof is, in
principle, forbidden)58 and a prohibition on any statements made by public
officials about the guilt of a person when his guilt has eventually not or not yet
been proven according to the law (e.g. in the media).59
However, the ECrtHR clearly distinguishes the state of a reasonable
suspicion from statements about the guilt or innocence of someone.60 The state
of a reasonable suspicion, in fact constituting some proof concerning someone’s
guilt, may justify a less strict application of the presumption of innocence. This
means, for instance, that in the case of a prima facie case the refusal to testify
(the right to a ‘fair hearing’ also implies the privilege against self-incrimination
and the right to remain silent) may justify drawing adverse interferences, if such
adverse interferences do not result in a reversal of the burden of proof.61 Hence,
the presumption of innocence shall also not be understood as a prohibition on
investigating crimes, imposing pre-trial detention and initiating criminal
proceedings. Instead, in the pre-trial phase, the presumption of innocence shall
in abstracto be considered as a normative notion that controls, rather than
hinders, the criminal procedure.62 Also the goal of Dutch criminal procedural
law has been formulated around the presumption of innocence with more
general protective implications: the criminal process must be aimed at
establishing the substantive truth; guaranteeing that the Penal Code is applied
to the guilty, while minimizing the possibility that the innocent are affected by
criminal procedural law.63
This more abstract and broader regulatory influence of the presumption of
innocence on the criminal proceedings as a whole does not directly follow from
the interpretation given to the presumption as provided in Article 6(2) ECHR,
focusing on its meaning for the fairness of the criminal proceedings, as a rule of
evidence and decision. Instead, it concerns a fundamental notion for the criminal
justice system under the rule of law, because it recognizes the inviolability of
human dignity and its reflection on the government’s use of its powers. From
that perspective, the presumption of innocence shall be understood as imposing
restrictions on the use of criminal investigative powers, considering that the
criminal procedure is aimed at establishing the truth by being continuously
orientated towards the possibility that the suspect is innocent until the contrary
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– his guilt – has been proven in a court of law,64 and, consequently, limiting the
use of criminal investigative powers to that which is necessary and for the
purpose of establishing the substantive truth (and not for punitive purposes).65
This particular regulatory effect of the presumption of innocence will not be
dealt with further at this point, as it does not directly impose specific regulatory
consequences on the Dutch criminal justice system. Rather, the principle shall
be considered as (one of) the rationales behind rights and principles that prohibit
arbitrary and unnecessary interferences with privacy rights, the principles of
proportionality and subsidiarity,66 the principle of détournement de pouvoir67
and the idea of the criminal justice system as the ultimum remedium.
2.1.3.3.2 Implications of Article 6 ECHR for Pre-Trial Proceedings
The right to a fair trial is connected with the originally common-law notion of
due process. Due process or fair trial aims to guarantee the effective realization
of other substantive rights and liberties in the course of fair judicial proceedings.68 The ECHR has interpreted the fairness of proceedings to entail the
proceedings ‘as a whole’: the Court will “ascertain whether the proceedings in
their entirety, including in the way in which evidence was taken, were fair.”69
For that reason, Article 6 ECHR also has consequences for the manner in which
the criminal investigation is organized and conducted.
When the Court considers the course of the pre-trial phase in relation to the
trial phase, it will not assess the rules on the admissibility of evidence that apply
under national law (this is a matter of regulation by national law), but will only
determine whether the proceedings as a whole were fair.70 The fairness of the
procedure as a whole is a requirement that is read into Article 6(1) ECHR. The
ECHR has set three basic conditions in order to determine whether the
proceedings as a whole have been fair. Firstly, the trial must have an adversarial
character. An adversarial trial implies that both prosecution and defense must
have knowledge of and be able to challenge all evidence produced. Secondly,
the principle of equality of arms must be observed. Equality of arms gives the
accused the right to have the same means as the prosecutor to challenge the
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evidence and to present his or her own evidence.71 Thirdly, the principle of
immediacy shall be observed, which gives the accused the right to be present at
trial and to have the evidence presented during trial.72 However, the principle of
immediacy does not preclude using statements obtained in the pre-trial stage, as
often occurs in the Netherlands as a consequence of the acceptance of de auditu
testimony.73 The Court accepts this practice provided that the rights of the
defense are sufficiently respected in the sense that the defense has been given
an adequate opportunity to test the evidence introduced, including having been
given the opportunity to examine or have examined the witnesses against him
or her. All three conditions mentioned have been established in order to
guarantee that the defense is not restricted in the exertion of its rights, and to
guarantee that the manner in which evidence is obtained and used is fair. In
Teixeira de Castro v. Portugal the Court stressed that “the general requirements
of fairness embodied in Article 6 apply to proceedings concerning all types of
criminal offence, from the most straightforward to the most complex.”74
Considering that it may still be possible to compensate in the trial phase for
illegitimate aspects which occurred in the pre-trial phase, only upon the
determination that it will be impossible to effectuate the right to a fair trial
during trial can the conclusion be drawn that illegitimate aspects during the pretrial phase will constitute a violation of the right to a fair trial. Hence, the rights
of Article 6 may also be relevant for the pre-trial phase “in so far as the fairness
of the trial is likely to be seriously prejudiced by an initial failure to comply with
them.”75 During the criminal investigation the truth-finding actors shall already
anticipate the observance of the requirement of adversarial proceedings and the
requirement of equality of arms. The accused must be able to challenge the
evidence collected during the criminal investigation. This requires a certain level
of transparency concerning the investigation: the accused must have sufficient
insight into the manner of obtaining the evidence and the source of the evidence.
Directly related thereto is the obligation for the prosecutor “to disclose to the
defence all material evidence for or against the accused.”76 However, this is not
an absolute right as competing interests such as “national security”, the “need
to protect witnesses”, the need to “keep secret police methods of criminal
investigation” or in order to “preserve the fundamental rights of another
individual or to safeguard an important public interest” may outweigh certain
71
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requirements of a fair trial.77 In general, as a result of the assessment by the
Court of the procedure as a whole, there is a possibility to rectify shortcomings
with regard to the position of the defense. For example, in Doorson v. The
Netherlands “the interests of the defence are balanced against those of witnesses
or victims called upon to testify”, as the Member States in their criminal
proceedings should also protect the life, liberty and security of victims and
witnesses.78 The Court shall ascertain whether the limitations on the defense
rights were strictly necessary and permissible under Article 6(1), requiring a
decision-making procedure that observes the requirements of adversarial
proceedings and equality of arms, and has incorporated sufficient safeguards to
protect the interests of the accused.79 Decisive for the Court to determine
whether in a specific case limitations on the defense rights constitute a violation
of the right to a fair trial is the question whether the handicaps for the defense
have been sufficiently counterbalanced.
In several cases the Court has assessed events during the pre-trial stage in
relation to the fairness of the procedure as a whole. For example, in Teixeira de
Castro the Court stated that “the use of undercover agents must be restricted and
safeguards put in place even in cases concerning the fight against drug
trafficking. While the rise in organized crime undoubtedly requires that
appropriate measures be taken (...) [t]he public interest cannot justify the use of
evidence obtained as a result of police incitement.” The applicant was deprived
of his right to a fair trial because undercover agents had “instigated the offence
and there is nothing to suggest that without their intervention it would have been
committed.” The Court took into account that the conviction was mainly based
on the statements of the undercover agents.80 Furthermore, in cases concerning
the use of anonymous witnesses in the Netherlands, the Court has considered
that reliance on anonymous sources is not precluded at the investigation stage,
but the “subsequent use of their statements by the trial court to found a
conviction is however capable of raising issues under the Convention.”81 The
use of undercover agents during the criminal investigation, who then produce
evidence as anonymous witnesses at trial, is considered to be permitted if the
handicaps of the defense are sufficiently counterbalanced by the procedure
followed by the judicial authorities and if the conviction is not solely, or to a
decisive extent, based upon the testimony of these witnesses.82
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Another example concerning the procedure during the criminal investigation
is the situation in which evidence has been obtained during the criminal
investigation in violation of another right protected by the ECHR. It turns out
that the use of evidence gathered in violation of Article 8 ECHR does not
automatically result in a violation of the right to a fair trial. For determining
whether the trial as a whole is fair in such a situation, the Court assesses whether
the rights of the defense were not disregarded taking into account the possibility
to counterbalance and whether the illegally obtained evidence is not the only
basis for the conviction. Consequently, when evidence obtained in violation of
a right protected in the ECHR – e.g. Article 8 – is used as evidence in a domestic
criminal trial, this does not necessarily mean that also Article 6 ECHR has been
violated.83 Nevertheless, the Court considers questions as to the admissibility of
evidence and the question whether or not illegally obtained evidence requires
procedural sanctions to be primarily a matter for domestic law.84
It would be going beyond the scope of this book to deal with all implications
of respecting the right to a fair trial and violations thereof. The previous
examples may illustrate the manner in which the Court deals with events during
the pre-trial phase in relation to the right to a fair trial. Obviously, it is necessary
to anticipate, already during the pre-trial investigation, whether, during the trial
phase, the judge will assess the fairness of the procedure as a whole. This
influences the manner in which the pre-trial investigation should be organized.
The most important consequence seems to be the required transparency of the
pre-trial proceedings, in order to enable control and to prevent the defense from
being hindered in exercising its rights. A ‘secret investigation’, without
revealing all applied methods and sources before or during trial, seems to clash
with the right to an adversarial trial and equality of arms. However, under some
circumstances the Court has accepted limitations on defense rights, for instance,
if this is in the interest of national security or in order to protect the rights of
victims or witnesses. These limitations are only justified if they are sufficiently
counterbalanced and if the conviction is not only, or to a decisive extent, based
on the evidence regarding which defense rights have been limited.
2.1.3.4 The Principles of the Due Administration of Justice
Principles of the due administration of justice [beginselen van behoorlijke
procesorde] are unwritten principles that aim to guarantee, supplementary to the
statutory conditions, the legitimacy of the criminal process where the law
affords discretion, including the criminal investigation. The principles of the due
administration of justice can in that regard be understood as guiding the
investigative officer or the public prosecutor in the manner in which a criminal
investigative power is applied or where the investigative officer has the
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discretion to choose between different investigative methods.85 The judge is held
to control the exertion of an investigative power and the choice between
different investigative possibilities also on the basis of these principles of the
due administration of justice.
The Supreme Court has acknowledged the regulatory effect of the principles
of the due administration of justice in a case where the investigative officer had
entered a home, where illegal radio broadcasting activities took place, by
breaking a window. The Supreme Court formulated in this case that investigative activities in accordance with the statutory requirements are not per se
legitimate. In addition, the judge shall examine the activities on the basis of the
principles of the due administration of justice.86 These principles of the due
administration of justice concern principles that have been developed in
administrative law: the principle of legitimate expectations, the principle of
equality before the law, the principles of proportionality and subsidiarity and the
prohibition on détournement de pouvoir (or: abuse of power). For the criminal
investigation the principles of proportionality and subsidiarity and the
prohibition on détournement de pouvoir are in particular relevant and will
therefore be dealt with in more detail.
2.1.3.4.1 Proportionality and Subsidiarity
The principles of proportionality and subsidiarity have an important regulatory
meaning in the Dutch system of criminal procedural law by requiring a
reasonable assessment of all the interests involved. The regulatory influence of
the principles of proportionality and subsidiarity is present on the abstract level
of the adoption of criminal investigative policy as well as on the concrete level
in the sense that any use of criminal investigative powers must be in compliance
with the principles of proportionality and subsidiarity.
The principles of proportionality and subsidiarity require that the adoption
of specific statutory provisions for criminal procedural powers is the product of
the assessment of the interest of criminal law enforcement and the interest of
protection against arbitrary interferences with the rights and liberties of citizens.
This means, for the adoption of statutory law, providing the legal basis for a
criminal investigative method so that the scope and nature of the method
correspond with the need for a specific investigative power (proportionality) and
that the specific method is also necessary for achieving the investigative need
(subsidiarity).87 Providing the government with broader or more investigative
powers than necessary in order to pursue the purpose of criminal investigation
(truth-finding regarding criminal offenses in order to prosecute and convict the
guilty) would be in violation of the principles of proportionality and subsidiarity.
On the concrete level the principles of proportionality and subsidiarity have
a regulatory influence in addition to the legal requirements (which are thus
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themselves a product of an assessment of proportionality and subsidiarity) for
the use of criminal investigative powers, as acknowledged by the Supreme Court
for the first time in 1978.88 In this case the breaking of the window to enter the
house was considered to violate the principle of subsidiarity.89 The principles of
proportionality and subsidiarity should continuously direct the actors applying
criminal investigative powers in addition to the requirements of the law. Also
the trial judge should examine whether the investigative activities have been in
compliance with these principles, for which purpose the trial judge will only
conduct a marginal examination to determine whether the police and/or the PPS
could reasonably conduct the specific criminal investigative activities.90
Furthermore, the application of these principles to the criminal investigation
follows from the wording of Article 8 ECHR, which requires any restrictions on
the right to respect for private life to be ‘necessary in a democratic society’. In
addition, some bases in law for the use of investigative methods require an
assessment of proportionality and subsidiarity, for example, by subjecting the
use of the investigative method to the requirement of ‘in the interest of the
investigation’ or ‘upon a pressing investigative need’.91
The principles of proportionality and subsidiarity require from the actors
deciding on the use of criminal investigative powers and responsible for
applying the power in question that in each individual case an assessment is
made whether the use of the power in the light of the specific circumstances of
the cases is also proportionate and concerns the least intrusive method in order
to achieve the intended investigative goal. Consequently, the principles are
considered to have an important regulatory influence during the entire criminal
investigation influencing particular criminal investigative decisions (such as on
the use of intrusive special investigative techniques) and the execution of
specific criminal investigative powers on behalf of the police.92 Nevertheless,
the principles are also often used as arguments justifying a more intrusive
application of criminal investigative powers, for which reason the value of the
principles as protective principles appears to be primarily theoretical.93
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2.1.3.4.2 Prohibition on Détournement de Pouvoir
The prohibition on détournement de pouvoir limits the use of criminal
investigative powers to the purpose for which the power has been attributed.
Hence, the prohibition on détournement de pouvoir can also be understood as
a principle of purpose limitation. For criminal investigative powers, this means
that the powers can only be used for the purpose of establishing the substantive
truth with regard to criminal offenses (or the making of prosecutorial decisions94).
Usually the purpose limitation is also implied in the specific statutory provision
providing for a criminal investigative power. For example, the threshold of a
reasonable suspicion, in combination with a requirement that the power shall be
used ‘in the interest of the investigation’, implies that the use of the power is
limited to the clarification of the reasonable suspicion for the purpose of making
prosecutorial decisions.
The principle of purpose limitation also applies outside the context of
criminal procedural law, for example to intelligence investigative activities or
to administrative supervisory powers used for the purpose of the administrative
enforcement of the law. The principle of purpose limitation also prohibits the
use of these powers for purposes other than, respectively, the protection of
national security and the administrative enforcement of the law (maintenance of
public order). These powers may thus not be used for criminal law enforcement
purposes.95
2.2 THE SWORD FUNCTION OF THE DUTCH CRIMINAL INVESTIGATION
2.2.1 The Actors Responsible for Truth-Finding
The actors responsible for the criminal investigation are the police, the public
prosecution service (PPS) and the examining magistrate. The suspect and/or
defense are not dealt with, as the criminal investigative phase is in this project
limited to the covert, pre-arrest phase, conducted beyond the awareness of the
suspect, which means that there is, as yet, no role for the suspect and/or the
defense to play with regard to contributing to truth-finding.96 Hence, it is
sufficient to mention that the defense does have possibilities from the moment
of the first police interrogation to request the examining magistrate to conduct
some specific investigative action (Article 182 CCP97) already during the pre-
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As the purpose of the criminal investigation has been described in Article 132a CCP, which
provides for the definition of the criminal investigation.
Corstens 2008, 69-70.
Although during a covert criminal investigation the suspect will not yet be able to contribute to
truth-finding, the suspect, once indentified as such, is entitled to certain procedural protection. See
on this section 2.3.1.5.
Article 182 CCP replaces the ‘mini-investigation’ on the basis of Articles 36a-36d CCP, as a
consequence of the soon to be expected entry into force of the Act on Strengthening the Position of
the Examining Magistrate (Kamerstukken I 2010/11, 32177, no. A and Kamerstukken II 2009/10,
32177, no. 3).
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trial phase.98 This division of responsibility for the criminal investigation among
the police, the public prosecution service and the examining magistrate provides
for three levels of shared responsibilities, partly in a hierarchical structure. The
responsibility with regard to the course of events during the criminal investigation in its entirety is a shared individual responsibility of the public prosecutor
and the examining magistrate. For the use of specific investigative powers
during the criminal investigation, depending on the interests involved, a ‘higher’
actor will be responsible and will be given the power to employ or authorize
investigative powers.
Article 141 of the CCP determines which actors are responsible for the
criminal investigation: public prosecutors, law enforcement (police) officers and
members of the Royal Netherlands Military Constabulary designated for that
purpose by the Minister of Justice and the Minister of Defense are investigative
officers. In addition, Article 142 CCP allots investigative powers to ‘special
investigative officers’, a group which includes people designated as such by the
Minister of Justice or the Board of Procurators-General99 and investigative
officers in charge of special investigative services (e.g. for environmental crimes
or fiscal crimes).100 All these people who are responsible for the criminal
investigation on the basis of Articles 141 and 142 CCP are collectively referred
to as investigative officers, as provided in Article 127 CCP.
Article 148 explicitly provides that public prosecutors are responsible for
tracing criminal offenses, within the jurisdiction of the District Court for which
the prosecutor is working. Articles 141, 142 and 148 CCP together determine
who is responsible for the government’s task to investigate criminal offenses and
to trace criminal offenders. The designation as an investigative officer gives that
officer the authority to exercise the criminal investigative task. It does not give
the officer in charge specific powers for pursuing this task, although these
powers may again be derived from this task attribution for criminal investigation.101
The examining magistrate’s (sword) role in the criminal investigation
primarily concerns a role as a warrant judge, considering that the ex ante
authorization of the examining magistrate is required for the use of some
investigative powers.
Also citizens can in some circumstances be allotted with an investigative
task. Citizens can assist in the criminal investigation upon the request of the
public prosecutor under the CCP provisions regarding special investigative

98

Section 2.3.1.5 will provide a brief description of these pre-trial investigative possibilities for the
suspect.
99 The Board of Procurators General [College van procureurs-generaal] is in command of the public
prosecutor’s department and has the authority to give general and more specific directions to the
public prosecutor’s department. The board consists of five members with one chairman. Corstens
2008, 119-120.
100 Articles 141 and 142 CCP.
101 This will be dealt with in section 2.2.2.1.
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techniques.102 They can be requested to act as an informant, to take part as a
citizen in an infiltration action or to act in pseudo-deals or services.103
This section will deal with the three main actors during the criminal
investigation with a direct responsibility for truth-finding: the police, the PPS
and the examining magistrate.
2.2.1.1 The Police
Not only the police, but also some other (specialized) services carry out the
criminal law enforcement task and thus bear in practice the responsibility for the
criminal investigation carried out under the supervision of the public prosecutor.
The goal of the activities of these law enforcement services concerns the
collection of information for criminal prosecution. The following law
enforcement services can be identified: the PPS, the police (including the
criminal intelligence unit (CIE)), the Royal Netherlands Military Constabulary,
customs and special investigative services such as the FIOD-ECD (the Fiscal
Information and Investigation Service and the Economic Investigation Service),
and the AID (the General Inspectorate for agriculture). In the context of this
research, attention will primarily be devoted to the PPS and the police, which for
the police particularly concern the KLPD (the National Police Services Agency)
and regional police forces, the criminal investigation service and the CIE.
The police in the Netherlands are organized in 25 regions, each having its
own regional police force supervised by a chief of police, one national police
force (KLPD) and special police officers.104 The KLPD is particularly concerned
with serious crime which is not restricted to one particular area. Especially for
the purpose of advanced criminal investigation the KLPD has a criminal investigation service [nationale recherche],105 which is also responsible in particular
for the investigation of terrorist activities. Furthermore, the regional police
forces as well as the KLPD have a criminal intelligence unit [Criminele
Inlichtingen Eenheid] (henceforth: CIE), which collects and verifies criminal
intelligence, including information from informants, and analyzes this information insofar as the information concerns serious crimes and is relevant for the
tasks of the police. Criminal investigative policy choices may be founded on the
analyses of the CIE, or the CIE can provide reports to the police, which can be
used to initiate a criminal investigation.106 (Political) control over the police is
entrusted to the Minister of Security and Justice.107
Article 2 of the Police Act 1993 attributes to the police the task of the actual
enforcement of the law and the maintenance of order and to provide assistance
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Title Va (Article 126v-z) of the CCP.
Articles 126v-126z CCP. For terrorism investigations: Articles 126 zt-126zu CCP.
Articles 21, 24, 38 and 43 Police Act 1993 [Politiewet 1993].
Regeling nationale en bovennationale recherche, Stcrt. 2004, 19.
Regeling criminele inlichtingen eenheden, Stcrt. 2000, 198, Articles 2 and 4.
Until 14 October 2010, the Minister of the Interior controlled the Police. See Organisatieregeling
Ministerie van Veiligheid en Justitie, Stcrt. 2011, no. 1003 and 1004.
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to anyone in need, while being subordinated to the competent authority and in
accordance with the law as is in force.108 All police officers are authorized to
pursue this task anywhere in the territory of the Netherlands.109 Considering this
task the police also have a monopoly on using force, as provided in Article 8 of
the Police Act 1993.
This police task is twofold: the first task is the maintenance of public order
and offering assistance (administrative supervisory authority or administrative
enforcement), in which function the police act under the supervision of the
mayor.110 The second, law enforcement task (the enforcement of criminal law)
occurs under the supervision of the public prosecutor.111 The public prosecutor
shall exert this supervisory responsibility impartially, which follows from his
position as part of the ‘judiciary’ and, hence, taking into account all the interests
– sword and shield – involved.112 The criminal law enforcement task of the
police is understood to be an ultimum remedium, which means that the police
shall consider alternatives before turning to the use of their powers attributed for
the purpose of exerting the law enforcement task.113
During the criminal investigation the investigative officers will in practice
conduct the investigative activities. The police are subordinated to the supervision of the PPS, which will include the obligation to act upon the instructions
of the PPS. Such instructions can also be given on a more general basis by the
issuance of guidelines to direct the police in the execution of their task, for
example by describing the situations where the police may offer a transaction
(a settlement penalty) in order to avoid a criminal prosecution in the case of
minor criminal offenses. Nevertheless, in practice the police usually operate
with a high level of autonomy. The police do not need the permission of a public
prosecutor when they want to use a criminal procedural power attributed to them
to execute their task. Furthermore, the public prosecutor, the chief of police and
the mayor enter into regular consultations concerning which policy should be
chosen in a certain area, which implies a mutual influence on policy choices.114
Lastly, the PPS is largely dependent on the information provided by the police
for the building of cases. In sum, this means that the police have a rather large
autonomy in executing their task and using investigative powers which have
been attributed to them, whilst the PPS bears the primary responsibility for the

108 Article 2 Police Act 1993.
109 Article 7 Police Act 1993.
110 Article 12 Police Act 1993. When the task of maintaining public order has a character which
exceeds the normal tasks of the municipality the governor of the province [Commissaris van de
Koningin] can supervise the police in their task of maintaining public order (Article 16(1) Police
Act 1993). When the breach of public order has a national character, the Minister of the Interior, at
present the Minister of Security and Justice, can instruct the mayor and governor as to the task of
the police and can order that certain objects or facilities be guarded or made secure (Article 15a
and Article 16(2) Police Act 1993).
111 Article 13 Police Act 1993.
112 See in more detail section 2.2.1.2 and 2.3.1.2. In addition, see for the precise understanding of the
formal position of the public prosecutor as part of the judiciary section 2.1.2.
113 Buruma 2007, 525.
114 Article 14 Police Act 1993.
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criminal investigation mainly by means of making strategic choices and
prosecutorial decisions.115
2.2.1.2 The Public Prosecution Service (PPS)
The PPS is a hierarchical organization: the public prosecutor acts under the
supervision of the Chief public prosecutor of the district, who again falls under
the supervision of the Board of Procurators General [College van procureursgeneraal].116 The PPS as a whole acts under the supervision of the Minister of
Security and Justice, who may give general and specific instructions (which
occurs only in exceptional circumstances) to the PPS.117 The Minister of
Security and Justice also appoints, by royal decree, the public prosecutors and
procurators general. The Board of Procurators General shall provide all
information to the Minister which is relevant to exercising his supervisory
task.118 A similar obligation applies to the members of the PPS in relation to the
Board of Procurators General.119 In that way a hierarchical system of control and
supervision is realized, although a certain level of distance has also been created
between the Minister of Security and Justice and the PPS – in the form of the
intermediary Board of Procurators General – in order to guarantee that the PPS
operates free from political pressure.120
The PPS is further organized into 19 district public prosecutor’s offices
[arrondissementsparketten], related to the 19 district courts (courts of first
instance), and one national public prosecutor’s office, which is particularly
responsible for the investigation and prosecution of serious crimes, such as
organized crime or crimes of a national or international character including
terrorism. Furthermore, there is one specialized public prosecutor’s office that
focuses on e.g. fraud and environmental crimes. Lastly, there are five public
prosecutor’s offices [ressortsparketten] at the Courts of Appeal.121
The PPS is a crucial actor in the criminal investigative phase by bearing
responsibility for the criminal investigation, on the basis of Article 124 of the
Judiciary (Organization) Act, Article 13 Police Act and Articles 132a and 148
CCP.122 Article 132a CCP defines the criminal investigation and includes in that
definition that the criminal investigation occurs under the supervision of the

115 Buruma 2007, 555. See also: Krommendijk et al. 2009, 15-16. The PPS has a larger influence in
more complex criminal investigations, for example by having the power to order the use of special
investigative techniques. For the use of some special investigative techniques the authorization of
the examining magistrate is also required. Nevertheless, the primary responsibility for the criminal
investigation remains with the PPS. See on this subject in more detail section 2.2.1.2 and 2.2.1.3.
116 Articles 125, 130 and 136 Judiciary Organization Act [Wet op de rechterlijke organisatie], Stb.
1999, 195, as amended (2011). Hereafter referred to as ‘RO’. The public prosecutors at the Courts
of Appeal are referred to as Advocates General (Article 138 RO).
117 Article 127 RO.
118 Article 129(1) RO.
119 Article 129(2) RO.
120 See e.g. Article 128 RO. In more detail: Corstens 2008, 112-115.
121 Corstens 2008, 119.
122 A responsibility which can be derived from Article 124 RO and Articles 148 and 132a CCP.
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public prosecutor. Also according to Article 149 CCP, providing for the task of
the public prosecutor, the public prosecutor bears the responsibility for the
criminal investigation. In Article 13 Police Act it is provided that the police
exert their law enforcement task under the supervision of the public prosecutor.
In Article 141 the public prosecutor is indicated as a first in line law enforcement (criminal investigative) officer, although in practice only the police will
act as law enforcement officers. Giving the public prosecutor this responsibility
for the criminal investigation is a logical decision as it is also the public
prosecutor who has the discretionary power to decide on whether to prosecute
or not [opportuniteitsbeginsel]. The realization of an effective prosecution
policy will also depend on the choices already made in the course of the criminal
investigation.123
In line with the supervisory role for the criminal investigation, the public
prosecutor has been given the power to order the use of coercive powers and
special investigative techniques. Also the police have been attributed the
discretion to use investigative powers for the purpose of fulfilling their law
enforcement task, but only the public prosecutor is entrusted with the power to
apply more intrusive techniques that intrude on the private lives of citizens.
What powers are available during the criminal investigation and, in particular,
the use of covert special investigative techniques upon the order of the public
prosecutor (and for the most intrusive techniques also the authorization of the
examining magistrate) will be extensively addressed in section 2.2.2.
The supervisory role of the PPS over the criminal investigation also has
significant consequences for the further development of the proceedings,
because the public prosecutor decides on the moment when materials are to be
disclosed to the defense (Article 30 CCP) and on the compilation of the file that
will constitute the basis for the inquiry at trial.124 Considering this determining
influence on the proceedings it is the task of the public prosecutor to seek the
truth by investigating all the circumstances of the case, both incriminating and
exonerating, equally. In line with the responsibility for the course of events
during the criminal investigation that should be borne in an unprejudiced way,
the PPS is viewed as part of the judicial organization in a wider sense. At the
same time, the Minister of Security and Justice is politically accountable for the
functioning of the PPS and, under certain conditions, has the power to give
instructions to the PPS.125 This double line of accountability, an orientation
towards the judiciary and the supervision of the Minister of Security and Justice,
gives the PPS a special position intended to provide public prosecutors with
sufficient independence to fulfill their truth-seeking role while at the same time
taking into account criminal policy interests.

123 ’t Hart 1983, 137-138.
124 Corstens 2008, 91, 92, 247 and 248.
125 Simmelink en Baaijens-van Geloven 2001, 395-396. See also Kamerstukken II 1996/97, 25 392
no. 3, 3.
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2.2.1.3 The Examining Magistrate
At the time of the adoption of the CCP the preliminary judicial investigation still
occupied a central place in the pre-trial phase next to the criminal investigation.
The preliminary judicial investigation shall be opened once a suspicion is
present and, consequently, the examining magistrate, as a judge, obtains the
supervisory role over the investigative activities in the pre-trial phase.126 The
idea underpinning this intended central role for the examining magistrate was
to guarantee the impartiality and independence of the pre-trial investigation.127
However, in practice this central position of the judicial preliminary investigation has faded away,128 partly due to a number of legislative changes reducing
the role and function of the preliminary judicial investigation and, consequently,
also the central role of the examining magistrate in the pre-trial phase.
A number of incidents, including widely publicized wrongful convictions,
have resulted in a call to improve the balance within the pre-trial phase by
enhancing the equal attention to exonerating and incriminating circumstances,
which goes hand in hand with enhanced judicial control over the pre-trial phase
by strengthening the position of the examining magistrate. Consequently, the
adoption129 of the Act to Strengthen the Position of the Examining Magistrate
has resulted in abolishing the preliminary judicial investigation in order to
strengthen the supervising role of the examining magistrate over the criminal
investigation in general without connecting it to the rather obsolete structure of
the preliminary judicial investigation. In this way the role of the actors in the
criminal investigation have actually been repositioned: the public prosecutor
directs the criminal investigation, with a supervisory role over the police, and
the examining magistrate exerts judicial control over the course of events in the
criminal investigation, in particular over the legitimate use of investigative
powers, over the progress of the investigation and over the realization of the
duty to seek the truth in a balanced and complete manner.130 Section 2.3.1.3 will
deal in more detail with the role of the examining magistrate and his or her
relation towards the other actors in the pre-trial phase, considering that the role
of the examining magistrate is primarily a shield role. This section will be
further confined to briefly setting out the investigative powers for which
authorization by the examining magistrate is required and the investigative
powers that shall be exerted by the examining magistrate personally.

126 Hielkema 2005, 259.
127 Franken 2006, 267.
128 Reijntjes already concluded in 2001 that, in fact, at that time the preliminary judicial investigation
had already been abolished. However, the abolition is not yet formal. Reijntjes 2001, 297. This last
step will only be taken by the entry into force of the Act on Strengthening the Position of the
Examining Magistrate, Kamerstukken I 2010/11, 32177, no. A.
129 On June 30, 2011 the Second Chamber of Parliament adopted the Bill. On November 29, 2011 also
the First Chamber adopted this Bill. It can be expected that the Act will enter into force shortly
after this book has been finalized. See for the Bill: Kamerstukken I 2010/11, 32177, no. A.
130 Kamerstukken II 2009/10, 32177, no. 3, 1-2 and 10. See on the recent Act to Strengthen the
Position of the Examining Magistrate also Van der Meij 2010B and Mevis 2009B.

The System of Criminal Investigation in the Netherlands

65

The current role of the examining magistrate can primarily be described as
a warrant judge or judge of freedoms, responsible for ex ante judicial control
over the criminal investigation and in particular over the use of the most
intrusive investigative methods, namely electronic surveillance (Articles 126l,
126m and 126t CCP) and the subpoena of certain stored or still to be processed
personal (other than identifying) information (Articles 126nd, 126ne, 126nf,
126ud, 126ue, 126ug CCP).131 Authorization by the examining magistrate is also
required for the search of homes and offices of persons acting under a privilege
of non-disclosure such as lawyers and for the seizure of objects and materials
(Articles 97, 110 CCP). Searches are in principle conducted by the examining
magistrate in person, although in cases of urgency the public prosecutor may
conduct the search upon the authorization of the examining magistrate. The
examining magistrate also has the power to seize objects and materials (Article
104 CCP).
The examining magistrate may, furthermore, take investigative steps at the
request of the public prosecutor or at the request of the defense (Articles 181 and
182 CCP). When the examining magistrate considers additional investigative
steps to be necessary for the completeness of the investigation, he or she may
also apply investigative powers ex officio. The use of investigative powers at the
request of the public prosecutor, the defense or ex officio may concern, for
example, the hearing of witnesses. This hearing of witnesses may also concern
the application of special procedures for hearing shielded witnesses (see on this
section 3.4.2, considering that this special procedure has been introduced in
order to further cooperation between the intelligence and law enforcement
communities as part of the Dutch counterterrorism strategy).132
Within the scope of the criminal investigation ‘pre-arrest’, the task of the
examining magistrate is primarily one of a warrant judge, where his authorization is required before some investigative powers may be used. The hearing
of witnesses at the request of the public prosecutor may in exceptional
circumstances already occur before the suspect has been found and/or is aware
of the investigation against him or her. In addition, the examining magistrate has
an overall controlling function over the criminal investigation with regard to its
progress and completeness. This latter function will be addressed in more detail
in section 2.3.1.3.

131 In addition, the examining magistrate has, as a judge, an independent general supervisory role over
the course of events pre-trial. This ‘shield’ role will be dealt with in section 2.3.1.3.
132 In addition, the examining magistrate bears the important responsibility for determining the
legitimacy of pre-trial detention (remanding in police custody [inverzekeringstelling] on the order
of the public prosecutor or deputy public prosecutor for a period not exceeding 3 days, with the
possibility of an extension for another 3 days; Articles 57, 58 and 59a CCP) and has the power to
order, upon the request of the public prosecutor, a further extension of pre-trial detention for a
period of 14 days [bewaring] (Article 63 CCP).
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2.2.1.4 The AIVD (General Intelligence and Security Service)
Although the General Intelligence and Security Service [Algemene Inlichtingenen Veiligheidsdienst] (henceforth: AIVD) cannot be considered as an actor in the
criminal investigation, it is included in this section as a relevant actor, because
its activities do influence the sword ability of the police and PPS as a
consequence of the possibility to send official reports to the police or PPS and
on which basis the police and PPS may initiate criminal investigative action or
change the focus of an ongoing criminal investigation.
The intelligence services include the AIVD and the MIVD [Militaire Inlichtingen en Veiligheidsdienst; Military Intelligence and Security Service]. Furthermore, all regional police forces have a regional intelligence service (RID), which
operate as the regional continuation of the AIVD.133 Since 2002 the tasks of the
AIVD have explicitly been defined in law by means of the Intelligence and
Security Services Act of 2002 [Wet op de inlichtingen- en veiligheidsdiensten]
(hereinafter: WIV 2002).134 With the adoption of this Act, the tasks of the
intelligence services have been defined in an Act of Parliament for the first time.
The WIV of 2002 enumerates five tasks of the AIVD:
“(a) conducting investigations regarding organizations that, and persons who, because
of the objectives they pursue, or through their activities give cause for serious
suspicion that they are a danger to the continued existence of the democratic legal
system, or to the security or other vital interests of the state; (b) conducting security
clearance investigations as referred to in the Security Investigations Act; (c)
promoting measures for the protection of the interests referred to under a, including
measures for the protection of information that is to remain secret for reasons of
national security, and information pertaining to those parts of the public service and
business community that in the opinion of the relevant Ministers are of vital
importance for the continued existence of the social order; (d) conducting
investigations regarding other countries concerning subjects designated by the Prime
Minister, Minister of General Affairs, in accordance with the relevant Ministers; (e)
drawing up threat and risk assessments at the joint request of the Minister of the
Interior and Kingdom Relations and the Minister of Justice for the benefit of the
protection of [certain in law specified persons].”135

133 Muller 2007, 178-179.
134 Stb. 2002, 148.
135 Article 6 WIV 2002 (as amended by Stb. 2006, 574, adding the task under e to Article 6). Official
translation of the WIV 2002 available at: <https://www.aivd.nl/english/aivd/the-intelligence-and/>
(accessed February 18, 2011). The five tasks of the AIVD are summarized, maybe more clearly, on
their website as follows: (1) To investigate people and organizations reasonably suspected of
representing a serious danger to the democratic legal order, national security or to other important
interests of the Dutch State; (2) To screen candidates for the so-called “positions involving
confidentiality” (this task is provided for under separate legislation, the Security Screening Act or
Wvo); (3) To support the institutions responsible for maintaining the security of those sections of
the national infrastructure, in both the public and the private sectors, which are vital to maintaining
the fabric of Dutch society; (4) To investigate other countries in respect of activities jointly
designated by the Prime Minister, the Minister of the Interior and the Minister of Defence; (5) As
part of the national Safety and Security System, to supply risk and threat analyses concerning
property, services and individuals.”
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The main task of the AIVD concerns the collection of intelligence for the
purpose of protecting the democratic legal order and security or other vital
interests of the state (in the following collectively summarized as the protection
of national security).136 Through the collection of intelligence and the
distribution of information (in the form of reports or notes) to other government
agencies or private organizations, measures can be taken in order to avert a
threat. Most relevant in the context of this research is the situation where the
AIVD has obtained intelligence on a certain threat to national security and sends
an official report regarding information on this threat to law enforcement
services on which basis the police (in cooperation with the PPS) can subsequently take action by either directly arresting persons in order to avert the
threat or by initiating a criminal investigation for the purpose of collecting
further information that can be used in a criminal prosecution.137 This possibility
of transferring information to law enforcement services will be further
elaborated in section 2.2.2.4.2.
The AIVD resorts under the responsibility of the Minister of the Interior.138 In
this way the intelligence community is also separated with regard to their political
accountability from the law enforcement services, which act under the authority
of the Minister of Security and Justice. This separation between the intelligence
community and the law enforcement community is established because of shield
considerations, for which reason this subject will be further elaborated in section
2.3.2.2.3. The position of the RIDs is slightly different as the RIDs have both an
‘AIVD task’, acting under the authority of the AIVD, and a task with regard to
the enforcement of public order under the responsibility of the mayor.139
2.2.2 The Powers Available for Truth-finding in the Criminal investigation
In the previous section the actors that have been designated with the task of
truth-finding during the criminal investigation have been described. As a
consequence of the principle of legality (see section 2.1.3.1), these actors may
only conduct investigative activities if the powers used to that end are provided
in the law. Hence, this section will deal with the different bases in law from
which these actors may derive the power to conduct investigative activities and
apply specific far-reaching investigative techniques.
With regard to the specific basis in law required for using investigative
powers, the explanatory memorandum of the CCP is rather vague by providing
that ‘the police and prosecution must be given all those means that they need for
investigating crimes and culprits in order to gather the available evidence as
soon as possible and take all measures required for bringing the accused as

136 Muller 2007, 171.
137 The transfer of information from the AIVD to law enforcement services is dealt with in detail in
section 2.2.2.4.2.
138 See Article 1 WIV 2002. The Minister of Defense is responsible for the Military Intelligence and
Security Service.
139 Muller 2007, 179-180.
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quickly as possible before a judge. The authorities that are attributed the task of
investigating and prosecuting must be able to act quickly and decisively, being
able to do what is required under the specific circumstances of a case and shall
not be hindered by regulations which are too stringent.’140
Until 2000 the police and PPS had a wide discretion in using investigative
powers, which could be derived from the provision formulating their task as
investigative officers. The growing awareness in the 1990s of the importance of
protecting citizens against the unfettered investigative power of the state
interfering with their personal freedom and the simultaneously growing arsenal
of smart investigative techniques resulted in a more specific regulation of
investigative powers, as adopted by the Act of 27 May 1999 (entering into force
on 1 February 2000).141 Consequently, the Dutch CCP currently provides not
only general task descriptions for investigative officers, but also for codified
provisions that designate specific investigative powers. Notwithstanding the fact
that this act intended to increase the protection of the right to respect for private
life where the police and PPS sought the use of intrusive special investigative
techniques, the Act has also broadened the scope of the criminal investigation
to include also proactive investigation. Before 2000 the criminal investigation
was understood to be limited to the situation where a reasonable suspicion could
be established; the government’s use of criminal procedural law was considered
to be only justified in the situation where a reasonable suspicion of a crime
having been committed could be established. Since 2000 the criminal investigation includes also proactive investigative activities, lacking the establishment
of a reasonable suspicion of a committed crime. Currently, the criminal
investigation covers all investigative activities conducted for the purpose of
making prosecutorial decisions under the supervision of the public prosecutor.
This section will continue to describe the investigative powers that can be
used to contribute to the goal of the criminal investigation: the collection of
information in order to make prosecutorial decisions.142 For this purpose the
different bases in law will be dealt with separately, whilst in describing these
bases in the law the historical development will be taken into account, including
the interpretation of the term ‘criminal investigation’ in the Netherlands over the
years. There are four different bases from which the power to use investigative
powers can be derived for the purpose of collecting information that can be used
in criminal proceedings. These bases differ in accordance with the character of
the investigative power as a consequence of the regulatory effect of the right to
respect for private life and the principle of legality (see in more detail sections
2.1.3.1, 2.1.3.2. and 2.3.2.1).
In the first place, Article 2 of the Police Act of 1993143 will be dealt with,
which provides for the general task of the police. The description of the law
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143

Lindenberg 2002, 424 (MvT 16).
Stb. 1999, 245, Stb. 2000, 32.
Compare Article 132a CCP.
Police Act 1993.
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enforcement task of the police is understood to provide the basis in law to
conduct certain investigative activities that to a limited extent interfere with
private life (section 2.2.2.1).
Secondly, more specific provisions in the CCP or in special criminal statutes
provide for the basis for using investigative powers that seriously interfere with
private life, such as the use of coercive methods144 and investigative methods
such as the searching of homes, electronic surveillance and infiltration. In
general, as a minimum, the presence of a reasonable suspicion is required before
these methods can be applied.145 The covert investigative methods that are
applied pre-arrest, and, hence, the methods which are relevant for this research
are collectively referred to as special investigative techniques (or SIT). Section
2.2.2.2 deals with these SIT by addressing the Act that has created the specific
legal bases for SIT (the Act on SIT of 27 May 1999) and the phase of the
criminal investigation in which these SIT can be used (the full criminal investigation, that can either be reactive or also proactive). Furthermore, investigative
officers may derive the power to use specific investigative methods from some
special statutes, where the investigation concerns the offenses criminalized in
those statutes, such as the Act on Weapons and Ammunition (Article 49-52), the
Act on Economic Offenses (Article 17-26) and the Opium Act (Article 9).
In the third place, the CCP provides for investigative powers in the context
of a preliminary investigation, which is only allowed in preparation for the more
complex (full) investigation of organized crime (section 2.2.2.3). This
preliminary investigation is an investigative phase separated from the full
criminal investigation in the CCP, for which reason it is also dealt with as a
separate basis for investigative activities, to be distinguished from the several
provisions for using SIT in the context of the (full) criminal investigation.
During the preliminary investigation, investigative activities can be conducted
that aim to gather sufficient information to start a full criminal investigation.146
These investigative techniques have a less intrusive character in comparison
with those available in the full criminal investigation, such as the search of
police databases.147 Of course, the information collected during the preliminary
investigation will equally become part of the criminal investigation, for which
reason the investigative power of the preliminary investigation adds up to the
sword capacity of the criminal investigation.
Lastly, as already mentioned in section 2.2.1.4, information obtained by the
AIVD can be shared with the PPS by means of an official report and can,
consequently, result in criminal investigative steps and become part of the

144 Coercive methods are understood to concern freedom-restricting methods, such as arrest and pretrial detention.
145 See for example Article 54 CCP for the coercive method of arrest and Article 126g for the special
investigative technique of systematic observation. The most significant and general requirement
before coercive methods or special investigative techniques can be applied against someone
concerns the establishment of a reasonable suspicion as to Article 27(1) CCP.
146 Article 126gg CCP.
147 Article 126hh CCP.
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information produced in the criminal investigative phase and, hence, of the
dossier. The information received from the AIVD may be used to serve the goal
of the criminal investigation (collecting information to make prosecutorial
decisions), for which reason it is dealt with as a separate basis in this section.
2.2.2.1 Article 2 Police Act 1993
As already briefly explained above, the police may conduct investigative
activities in order to fulfill their general policing task as provided in Article 2
Police Act 1993. According to Article 2 it is the task of the police to pursue the
actual enforcement of law, to maintain order and to provide assistance to anyone
in need, while being subordinated to the competent authority and in accordance
with the law as is in force. This includes the police’s law enforcement task, for
which purpose the police shall investigate and prevent criminal offenses.148 The
relevance of Article 2 Police Act 1993 as a legal basis for investigative powers
within the complete arsenal of investigative powers which are available in the
criminal investigation follows from the interpretation of Article 2 over the years
up until the interpretation which has been currently adopted. Important for this
interpretation is the divisibility of the general police task into two types: the law
enforcement task and the task of administrative enforcement, which concerns the
maintenance of legal order, including the prevention of crime. This distinction
made within the policing task can also be found in the organization of the
supervision of either task – by the public prosecutor or the mayor – as well as
in its regulation.149 The law enforcement task is regulated in criminal procedural
law, whereas administrative enforcement is regulated in administrative law.150
Criminal investigation and the police’s task to conduct criminal investigative
activities were initially (mainly before the entry into force of the Act on Special
Investigative Techniques in 2000151) distinguished from the administrative
supervisory task of the police on the basis of the presence of a reasonable
suspicion: criminal investigation concerns investigation on the basis of a
reasonable suspicion, while the controlling task of the police concerns all other
forms of investigation and control. This distinction with a ‘reasonable suspicion’
as the dividing line resulted in a ‘limited interpretation of the criminal investigation’ regulated by criminal procedural law. However, in practice, criminal
investigation and administrative supervision cannot be strictly separated as both
activities often overlap.152 The powers for administrative supervision and for
criminal investigation are often delegated to the same officials, for which reason
the demarcation line between administrative supervision and criminal inves-

148 Van Zuijlen 2008, 116-117.
149 Articles 12 and 13 Police Act 1993 (supervision)
150 For the regulation of the administrative task of the police, see: Title 5.2 of the General Administrative Law Act [Algemene wet bestuursrecht]. Stb 1992, 315 (as amended in 2011).
151 February 1, 2000, Stb. 1999, 245 and Stb. 2000, 32. The implications of this Act on Special
Investigative Techniques will be extensively dealt with in Section 2.2.2.2.1.
152 Elzinga et al. 1995, 38-42.
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tigation is often difficult to recognize. This is especially apparent when the
administrative supervisory authorities are delegated with regard to a special Act
(such as drugs) and the activities lead to the establishment of a reasonable
suspicion of a criminal offense. Using powers for other purposes than attributed
constitutes a détournement de pouvoir (an abuse of power).153 However, most
investigative officers will be attributed with the power to use investigative
methods for both purposes in order to avoid problems as just mentioned.154
Also the Supreme Court upheld a limited interpretation of the criminal
investigation in the so-called ‘Shadow judgments’ (1986)155 and in the ‘Zwolsman’ case (1995)156 by determining that the criminal investigation only entails
the investigation aimed at the clarification of a reasonable suspicion that a crime
has been committed or is being committed, from which proactive activities are
excluded. The criminal investigation in the limited sense was at that time
understood to entail only the activities regulated in criminal procedural law,
which concerned activities that could be conducted upon the establishment of
a reasonable suspicion that a crime has been committed. Nevertheless, in the
Shadow judgments and in the Zwolsman case it was also argued that the criminal
investigation can be preceded by a proactive phase in which law enforcement
officers are entitled to use investigative powers on the basis of Article 2 (at that
time Article 28) of the Police Act 1993. On the basis of Article 2 of the Police
Act of 1993, in combination with Article 141 or 142 CCP, which gives police
officers the task of investigating criminal offenses and thus determines who may
use the criminal investigative powers derived from Article 2 Police Act 1993,
police officers can legitimately conduct these proactive investigative
activities.157
The limited interpretation of the scope of the criminal investigation was
already questioned by the Parliamentary Inquiry Commission (the Van Traa
Commission), which was established in December 1994 in order to investigate
the use of and the control on investigative powers within the Netherlands. In its
report the Van Traa Commission endorsed the fact that the criminal investigation in practice includes phases in which a reasonable suspicion cannot be
established. As demonstrated by the case of Zwolsman, proactive investigative
activities were being applied in practice and they lacked any regulation by
criminal procedural law.158 The acceptance of these proactive investigative

153 See section 2.1.3.4.2.
154 The distinction between investigation for the purpose of administrative supervision and for the
purpose of criminal investigation, and the overlap between these two functions, will be dealt with
more extensively in section 2.3.2.2.2.
155 HR 14 October 1986, NJ 1987, 564 and HR 14 October 1986, NJ 1988, 511, ann. ThWvV.
156 HR 19 December 1995, NJ 1996, 249, ann. Sch.
157 HR 19 December 1995, NJ 1996, 249, ann. Sch., para. 6.4.5, see also the annotation by Sch. para.
3 and 4. HR 14 October 1986, NJ 1988, 511, ann. ThWvW, para. 6.2. See also Fokkens and KirkelsVrijman 2009, 109.
158 HR 19 December 1995, NJ 1996, 249 (Zwolsman), para. 6.4.4 and 6.4.5 and HR 14 October 1986,
NJ 1987, 564 para. 7.3 and HR 14 October, NJ 1988, 511, ann. ThWvV para. 6.2 (Shadow Judgments).
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activities in fact pointed to a gap in the law, considering that regulation in the
CCP is desirable because also these proactive investigative activities aim to trace
criminal offenses and to interfere with the private lives of those people involved.
In order to offer a solution to this undesirable situation, the Van Traa
Commission had proposed a definition of criminal investigation, which included
those situations in which a reasonable suspicion cannot yet be established.159
Both the report of the Parliamentary Inquiry Commission (1996) and the
Supreme Court’s decision in Zwolsman (1995) can be understood as a call for
the legislature to create new legislation providing for a basis in the CCP for
investigative methods that (seriously) interfere with privacy rights, which can
both be applied in reaction to a crime which has been committed or
proactively.160 The Act of 27 May 1999 on special investigative techniques
amended the CCP in order to precisely regulate the use of SIT.161 This Act
entered into force on 1 February 2000.162 For the first time the Act also provided
for a definition of criminal investigation in Article 132a CCP. According to this
definition, the criminal investigation occurs under the supervision of the public
prosecutor and commences when there is a reasonable suspicion that a crime has
been committed or when there is a reasonable suspicion that crimes in an
organized context are being planned or committed while these crimes result in
a serious infringement of the legal order.163 The latter threshold aims to include
proactive investigative activities. The purpose of the criminal investigation
must, furthermore, be to ‘make prosecutorial decisions’, which generally means
any decision by the public prosecutor in relation to criminal offenses (e.g. the
decision as to whether or not to prosecute as well as the decision to arrest a
suspect) and, hence, that the purpose of the investigation shall be the collection
of information which is relevant for truth-finding regarding criminal offenses.
As a consequence of this definition of the criminal investigation, the relevant
investigative activities, which were already used in practice and resulted in a
serious interference with private life, are by means of the Act of 1999 also
brought within the regulatory context of the criminal procedural law.164
As a consequence of the Act on SIT of 1999 and, especially, since the Act
to Broaden the Possibilities to Investigate Terrorist Crimes of 2006 (henceforth:
the Act on the Criminal Investigation of Terrorist Crimes), the limited interpretation of criminal investigation and the commensurate distinction which is
made between criminal investigation and administrative supervision on the basis

159 Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 455.
160 Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 432-437 and HR 19
December 1995, NJ 1996, 249, para. 6.4.4.
161 Stb. 1999, 245.
162 Stb. 2000, 32.
163 This definition was in place until 2007. The Act of 2006 to Broaden the Possibilities to Investigate
and Prosecute Terrorist Crimes (Act on the Criminal Investigation of Terrorist Crimes) amended
Article 132a CCP by eliminating the threshold of a reasonable suspicion or a reasonable suspicion
that crimes are being planned or committed in an organized context from the definition. See on the
current demarcation of the criminal investigation phase section 2.3.2.2.
164 Kamerstukken II 1997/98, 25 403, no. 7, 17.
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of the presence of a reasonable suspicion is no longer valid. According to the
definition of criminal investigation provided in Article 132a CCP, all police
activities conducted for the purpose of making prosecutorial decisions under the
responsibility of the public prosecutor concern criminal investigative
activities.165 Hence, the activities of the police belonging to their law enforcement task as included in Article 2 Police Act 1993 concern criminal investigative activities in the context of the criminal investigation phase defined in
Article 132a CCP. According to this definition, the two distinguishing
circumstances that separate the criminal investigation from administrative
supervision are, firstly, that the public prosecutor supervises the police activities
and, secondly, that investigative activities shall result in making prosecutorial
decisions.166 Therefore, the term criminal investigation refers to all investigative
activities that meet this definition, which thus concerns the law enforcement task
of the police regardless of the specific legal basis in law for using investigating
powers for exerting the police’s law enforcement task.
Nevertheless, the previous distinction which was made between investigative
activities requiring a specific legal basis and those activities that can be
conducted on the basis of Article 2 Police Act 1993 in the Zwolsman case of
1995 is still valid as a consequence of the right to respect for private life as
guaranteed in Article 8 ECHR and Article 10 Constitution and of the principle
of legality as laid down in Article 1 CCP. The Act on SIT of 1999 has provided
legal bases for the more intrusive investigative techniques (Title IVA and Title
V CCP; Articles 126g-126ui CCP) that can be conducted in the context of a
criminal investigation.167 Article 2 of the Police Act 1993 still concerns the legal
basis for those investigative activities of law enforcement officers (under
Articles 141 or 142 CCP) within the criminal investigation that do not, or only
to a limit extent, interfere with fundamental rights and are not otherwise
regulated.168
Case law has further defined which specific activities may be conducted on
the basis of the general task description of Article 2 Police Act 1993. Especially
the Supreme Court’s decision in Zwolsman still functions as the guideline to
determine which investigative activities can be based upon Article 2 of the
Police Act 1993 and which activities must be based upon a more specific legal
basis, or, in the absence of such a provision, are in fact prohibited. In Zwolsman
it was explicitly determined that Article 2 of the Police Act 1993 is insufficient
for functioning as a basis for using investigative powers that interfere with
privacy rights, because a more precise legal basis is required to comply with the
requirements of Article 8 ECHR, Article 10 of the Constitution and the principle
of legality under Article 1 CCP.169

165
166
167
168
169

As adopted by the Act of 20 November 2006, Stb. 2006, 580.
This subject will be dealt with in more detail in section 2.3.2.2.1.
See the subsequent section for the legal bases of special investigative techniques.
Compare: Fokkens and Kirkels-Vrijman 2009, 123.
HR 19 December 1995, NJ 1996, 249, para. 6.4.4 and 6.4.5.
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Referring to the Zwolsman decision it has been decided, for example, that
simple observation concerns only a limited interference with privacy rights, and
Article 2 of the Police Act 1993 can thus function as the basis for this authority.
Recently, the Supreme Court has accepted the use of a heat sensor on the basis
of Article 2 Police Act 1993, because the ‘heat image’ obtained through the
sensor only results in a limited interference with privacy rights.170 However,
when the observation has a systematic character, which depends on the
frequency, the duration, the intensity, the specific location observed, the manner
of observing and the level of the consequential interferences,171 the basis under
Article 2 is unsatisfactory. Also the purpose of the observation and the specific
activities observed shall be taken into account as relevant elements for the
intrusiveness of the interference with private life.172 What matters, for example,
is whether the observation took place in public or in a place where someone can
expect to be able to rely on privacy, such as the observation of someone at his
or her home.173 Intrusive techniques for which, for instance, places that are
exclusively protected (such as private homes174) have to be entered or searched,
as well as techniques that violate the confidentiality of mail and telephone
communications, require an explicit basis in law for using the technique along
with clear procedural conditions. Camera surveillance in public places does not
infringe someone’s privacy rights, because the observation does not concern a
situation in which someone can have a reasonable expectation of privacy.175 On
the other hand, it has been prohibited to enter homes for the purpose of
observation, for example in order to install a technical device, whilst the
observation of a person at his or her home from the outside is not precluded as
long as the observations can be made without a technical device such as a
camera or are restricted to the activities that take place outside the house, for
example, registering who enters and leaves the house.176 The Court of Appeal
of The Hague has also accepted the requesting of a suspect’s IP address from a
third person on the basis of Article 2 Police Act 1993.177 Furthermore, the
seriousness of the crimes involved can play a role in deciding whether or not
Article 2 suffices as the basis for the investigative authority. With the

170 HR 20 January 2009, NJ 2009, 225, ann. Borgers, see annotation para. 7.
171 For example, HR 5 June 2001, NJ 2001, 518, para. 1.4 and 4.3 and HR 29 March 2005, LJN
AS27527, para. 3.1.
172 HR 25 January 2000, NJ 2000, 279, para. 3.5 (concerning observations of business premises for
the purpose of determining whether the conditions for a particular permit were being observed) and
HR 19 December 1995, NJ 1996, 249, para. 9.7, 9.8. and 9.9.
173 HR 14 October 1986, NJ 1988, 511, para. 6.3.
174 Private homes are considered to be places where people have a pre-eminent right to freedom and
respect for their private life. This is also explicitly stated in Article 8 ECHR, Article 17 ICCPR, as
well as protected by Article 138 and 370 Penal Code and Article 12 Constitution. The ECHR has
extended the interpretation of the terms “private life” and “home” under Article 8 ECHR to include
certain professional or business activities or premises. ECHR 16 December 1992, App. no.
13710/88 (Niemietz v. Germany), para. 29.
175 HR 20 April 2004, NJ 2004, 525, para. 3.3.
176 Kamerstukken II 1996/97, 25 403, no. 3, 70-71. And: HR 29 March 2005, LJN AS27527, para. 3.2.
177 Gerechtshof ’s-Gravenhage 15 November 2002, NJ 2003, 23, para. 3.
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application of the principle of proportionality the interest of investigating a
serious offense is balanced against the interest of the person whose privacy is
intruded for the purpose of the investigation, resulting in less strict standards for
the investigation of serious crimes. The seriousness does not only entail the
nature of the crime itself, but also the circumstances under which it is committed
and a possible concurrence with other crimes.178 The seriousness of the crime is
then a factor in deciding on the proportionality of the use of the investigative
power, which may also be taken into account for determining whether Article
2 Police Act 1993 is, in a particular situation, a sufficient basis for an investigative power.
2.2.2.2 Investigative Techniques with a Specific Basis in the Law
2.2.2.2.1 The Act on Special Investigative Techniques of 1999
The Act of 27 May 1999,179 which entered into force on 1 February 2000,180
amended the CCP in order to regulate the use of certain far-reaching investigative powers. This Act has adopted a definition of the criminal investigation
that demarcates the criminal investigation as a phase in which exclusively
specific far-reaching investigative powers may be used. As explained in the
previous section, currently – in particular since the adoption of the Act on the
Criminal Investigation of Terrorist Crimes of 2006181 – the criminal investigation is not limited to the conditions under which also far-reaching investigative
techniques can be applied. The criminal investigation is now the phase which
covers all investigative activities (including those based on Article 2 Police Act
1993) for the purpose of truth-finding in criminal law. However, the use of farreaching SIT is still regulated under more precise conditions that were
previously also related to the phase of the criminal investigation.
This section will describe the system adopted for the use of SIT within the
criminal investigation by the Act of 27 May 1999, by focusing on the basis for
using SIT created by this Act. The goal of the adoption of this Act has been to
improve the transparency and, on that basis, the internal and external
controllability of criminal investigations. Considering this goal, the regulation
in the CCP seems primarily to serve a shield role. Nevertheless, the created
bases in law to use special investigative techniques also concern the
legitimization for using far-reaching investigative techniques in order to enhance
the investigative capacity of the police and PPS. Hence, this section will address
the nature and scope of the investigative activities that can be conducted with
the help of SIT as a consequence of the Act of 27 May 1999. The Act has

178 HR 12 February 2002, NJ 2002, 301, para. 3.4 and HR 29 March 2005, LJN AS27527, para. 3.1
and 3.3. See in this regard also section 2.3.2.3 concerning the threshold of a reasonable suspicion.
In balancing the interests involved for adopting a threshold of application for SIT, the seriousness
of the crime is also an important factor which has to be considered.
179 Stb. 1999, 245.
180 Stb. 2000, 32.
181 Stb. 2006, 580.
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resulted in a different approach to the investigative possibilities with the help of
SIT for ordinary crime (henceforth: classical investigation182) and for organized
crime (organized crime investigation). This section will address the scope and
nature of these two investigative domains separately. The restraints adopted by
this Act on SIT and the shield function served by these restraints will, for each
category, be extensively dealt with in section 2.3.2.3.2. Since the entry into force
(2007) of the Act on the Criminal Investigation of Terrorist Crimes, ‘terrorist
crimes’ constitute a third category of investigation with its own set of
regulations. This category will be dealt with in the next Chapter, as part of the
counterterrorism measures that have enabled anticipative criminal investigations
in the Netherlands.
The same techniques are available in the classical investigation and in the
organized crime investigation. These techniques concern: systematic observation
(Articles 126g and 126o CCP); infiltration (Articles 126h and 126p CCP);
pseudo-dealing or serving (Articles 126i and 126q CCP); the systematic gaining
of information by using informants (Articles 126j and 126qa CCP); the entering
of a private place other than homes (Articles 126k and 126r CCP); the
interception of private communications (in particular: with the help of a
technical device, Articles 126l and 126s CCP; wiretapping and the interception
of electronic communications, Articles 126la-126nb and 126t-126ub CCP); and
the ordering of stored information (stored or recorded identifying information,
Articles 126nc and 126uc; stored or recorded other than identifying information,
Articles 126nd and 126ud; information received after the order has been issued,
Articles 126ne and 126ue; stored or recorded information that concerns
information regarding one’s religion, race, political views, health, sex life or
membership of a labor union, Articles 126nf and 126uf CCP; and, the
information meant in the Articles 126nc-126ne and 126uc-126ue requested from
an electronic network service provider, Articles 126ng and 126ug CCP). Some
of these techniques have a more intrusive character than others, for which reason
one of the enumerated techniques is generally available to law enforcement
officers,183 whereas most of the others are only available upon the order of the
public prosecutor184 or even require additional authorization by an examining
magistrate.185 The specific additional conditions for using SIT will be dealt with
in sections 2.3.2.3.2.5.186

182 Compare Corstens 2008, 257.
183 Ordering of identifying information.
184 Systematic observation, infiltration, pseudo-dealing or serving, systematic gaining of information,
and entering private places.
185 Interception of private communications and ordering (personal) information other than identifying
information.
186 For more information on these specific special investigative techniques, see Buruma 2001 and
Corstens 2008, 441-471.
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2.2.2.2.1.1 Classical investigation
The classical investigation starts with the finding of a circumstance which makes
it clear that a crime has been committed or may have been committed (either a
notification or the discovery of evidence of a (possible) crime). This renders the
classical investigation in principle a reactive form of criminal investigation,
whereas it is not required that the suspect has already been found. The terms
reactive and proactive are here understood in a similar fashion as is traditionally
understood in Dutch criminal procedural law by referring to the triggering
moment of the criminal investigation. A reactive investigation concerns an
investigation for the purpose of clarifying a committed crime where a reasonable
suspicion that a crime has been committed187 is present, whereas a proactive
investigation refers to criminal investigative activities before there is a
reasonable suspicion that a crime has been committed.188
Provided that a suspicion as defined in Article 27(1) CCP is required, and
thus a suspicion that a crime has been committed, proactive application, in the
procedural sense, is not possible within the classical investigative domain.
Nevertheless, proactive investigative goals can be pursued also in the classical
investigation, because of the possibility to investigate, on the basis of the
threshold which is applicable under Title IVa, the suspected fulfillment of the
provisions criminalizing acts of preparation (Article 46 Penal Code and Article
10a Drugs Act), conspiracy to commit certain crimes (Articles 80, 96, 103,
114b, 120b, 122, 176b, 282c, 289a, 304b, 415b Penal Code) and participation
in a criminal organization (Article 140 Penal Code).189 These acts are crimes,
although they often concern, at the same time, the planning of the ‘full’ crimes.
Hence, investigations upon a reasonable suspicion of these crimes are, according
to the law, reactive and not proactive, although in practice these investigations
primarily serve a proactive goal. The investigation will in the first place be
limited to clarifying a reasonable suspicion of – for instance – criminal
preparation, but does not have to stop if other crimes are simultaneously
discovered. As a consequence, these reactive investigations provide the
possibility to act for proactive or preventive purposes with regard to other – and
more serious – crimes. The Supreme Court has affirmed this practice: ‘it is not
precluded that an authorization, in this case for infiltration, in the classical
investigation is used for the discovery of criminal offenses which are committed
after the authorization of the order.’190 This interpretation thus allows that an

187 The requirement of ‘suspicion’ is defined in Article 27(1) CCP. According to Article 27(1) CCP, a
person can be considered to be a suspect, before the prosecution has been initiated, when a
reasonable suspicion to believe that he or she is guilty of having committed a criminal offense can
be derived from the facts or circumstances. The importance and influence of the central position of
this definition of a suspect as a threshold for using SIT will be dealt with in more detail in section
2.3.2.3.
188 Compare Corstens 2008, 257-258 and 269. Corstens identifies proactive investigation as ‘early
detection’ [vroegsporing].
189 See in more detail: Krommendijk et al. 2009, 119-123, Sikkema 2008, para. 4.10, and Van
Sliedregt 2006, 9.
190 HR 7 October 2003, NJ 2004, 118, para. 3.3.
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investigation upon a reasonable suspicion of a specifically indicated crime is not
limited to that crime but can be simultaneously extended to other discovered
crimes.
2.2.2.2.1.2 Organized Crime Investigation
Title V of the CCP provides for the SIT which are available in the investigation
of organized crime. These concern the same techniques as are available in the
classical investigation. However, the Title dealing with the special investigative
techniques which are available in the organized crime investigation differs from
the Title dealing with SIT in the classical investigation, because the investigation is not limited to a reaction to the presence of a reasonable suspicion of a
committed crime. Instead, the main requirement that has to be met before SIT
can be used in organized crime investigations concerns: ‘a reasonable suspicion
that crimes are being planned or committed in an organized context, which
crimes result in a serious infringement of the legal order considering their nature
or relation with other crimes and for which crimes pre-trial detention can be
imposed as to the law.’ This means that contrary to classical investigations, the
proactive use of SIT is permitted, considering that the reasonable suspicion is
not limited to committed crimes, but covers also future criminality.
The adoption of the Act on SIT of 27 May 1999 was primarily a consequence
of the ‘crisis in the investigation’ as reported by the Van Traa Commission due
to a discrepancy between investigative practice and its regulation in the CCP.191
The traditional reactive form of criminal investigation was unsuitable for the
investigation of organized crime, which concerns a form of criminality that has
increased in particular in the 1980s. A strategy of going after separate crimes
committed by a criminal organization was unable to stop the criminal organization from planning and committing new offenses. As a consequence, in practice
SIT were used to obtain information on the structure and members of a criminal
organization and the nature of the criminal offenses committed by this
organization. The existence of a proactive investigative practice in the absence
of explicit regulation in the CCP was also confirmed by the Supreme Court in
the Zwolsman case (1995)192 and by the Van Traa Parliamentary Inquiry
Commission.193
It was generally acknowledged that the investigation of organized crime calls
for a different approach than investigating conventional crime, because of the
complexity and serious nature of the criminal activities. The criminal activities
of such an organization are not limited to one crime and one suspect. A
proactive approach targeting the organization as a whole is required. Hence, for
effectively confronting organized crime, it was deemed necessary to adopt a
standard for the use of SIT that is different from the standard applied to classical
191 Kamerstukken II 1995/96, 24 072, nos. 10-11, 413-415 (Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996). See also Krommendijk et al. 2009, 10.
192 HR 19 December 1995, NJ 1996, 249, ann. Sch., para. 6.4.4.
193 Kamerstukken II 1995/96, 24 072, nos. 10-11, 413-414 and 451 (Rapport van de Parlementaire
Enquêtecommissie Opsporingsmethoden 1996) and Kamerstukken II 1996/97, 25 403, no. 3, 4.
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investigations.194 The adopted threshold for organized crime investigations
meets this goal by permitting the use of SIT in relation to multiple people and
multiple criminal offenses in order to investigate the planning and committing
of serious crimes in the context of a criminal organization. According to the
explanatory memorandum of the Act on SIT, the investigation of organized
crime according to this threshold cannot be strictly understood as pure proactive
investigation, because the investigation of a criminal organization will also
always include already committed crime. However, the focus of the investigation is broader and includes also future criminality. Consequently, the focus
of the investigation will be proactive: to confront the criminal organization as
a whole by investigating the organization and its members, before revealing
what is on track by prosecuting a single criminal offense committed by the
organization.195 Nevertheless, a proactive criminal investigation with the help
of special investigative techniques remains an exception, created especially for
the most complex forms of criminality, considering the limitation to the
investigation of organized crime where serious crimes are being committed or
will be committed.196 Considering the additional requirement of the involvement
of ‘crimes that result in a serious infringement of the legal order considering
their nature or relation with other crimes and for which crimes pre-trial detention
can be imposed under the law’, the proactive investigation will concern criminal
organizations that engage in serious criminal activities such as human
trafficking, the drugs trade or the arms trade.197
2.2.2.2.2 Investigative Methods with a Specific Legal Basis in Special
Criminal Acts
Criminal offenses are not only provided in the Penal Code, but also in some
special criminal Acts. The CCP applies to the investigation of all criminal
offenses, including those criminalized in these special criminal Acts. Hence, the
criminal investigation also covers the investigation of these offenses. Where
special investigative officers198 have been attributed responsibility for the
criminal investigation of offenses criminalized in these special criminal Acts,
they likewise operate under the supervision of the public prosecutor.199
Besides defining criminal offenses, some of the special criminal Acts provide
for a specific legal basis for the use of investigative methods, additional to the
criminal investigative methods provided in the CCP. Some of these investigative
methods may be used for the criminal investigation of offenses criminalized in

194 Kamerstukken II 1996/97, 25 403, no. 3, 4.
195 Kamerstukken II 1996/97, 25 403, no. 3, 4 and 5.
196 Regardless of the fact that the limited availability of proactive investigative means must be put into
perspective because of the possibility of a ‘reactive’ criminal investigation of preparatory acts,
which still means that, except for clarifying a reasonable suspicion of that crime having been
committed, also proactive goals will be realized.
197 Krommendijk et al. 2009, 11.
198 Article 142 CCP.
199 Article 157 CCP. In addition, also ‘regular’ law enforcement officers (Article 141 CCP) are
authorized to investigate criminal activities criminalized in the special criminal acts.
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the special criminal acts. Others are attributed for exerting control over the
observance of the special criminal act.
For example, the Road Traffic Act [Wegenverkeerswet 1994, WVW 1994]
gives investigative officers or special investigative officers (under Article 142
CCP, but also others designated under Article 159 WVW 1994) the power to
stop vehicles (Article 160(1) WVW 1994) or to order that someone cooperates
with a breath test (Article 160(5) WVW 1994). These powers entail administrative supervisory powers concerning the observance of the Road Traffic Act,
for which the presence of a reasonable suspicion is not required.
Furthermore, some of the special criminal Acts also provide for specific
criminal investigative methods, some of which can be used subject to lower
standards than similar methods regulated in the CCP. For example, the
Economic Offenses Act [Wet op de economische delicten, WED], provides
investigative officers with the power to enter places and to search vehicles for
the purpose of the criminal investigation of offenses covered by the Act (Article
20-23 WED). The Drugs Act [Opiumwet] allows investigative officers and
special investigative officers (e.g. customs officers) to search vehicles, to enter
places, to frisk persons seriously suspected of a drugs crime and to seize goods
(Article 9 Opiumwet). Lastly, the Weapons and Ammunition Act [Wet wapens
en munitie, WWM] provides for some far-reaching investigative powers.
Investigative officers can search places for the purpose of seizure if they
reasonably suspect that weapons are present in that place (Article 49). Furthermore, investigative officers have the power to search things, including luggage,
when there is a reasonable reason to do so: a) after a crime has been committed
with the help of a weapon; b) in case of an offense as specified in the Act; and
c) in the case of ‘indications’ that a crime as referred to under a and b will be
committed.200 Moreover, the public prosecutor can order the search of things
belonging to every person201 and the mayor can order that in a security zone
things belonging to any person present in that area are to be searched.202 The
same powers have been created with regard to vehicles.203 The Weapons and
Ammunition Act provides, furthermore, for the power to seize things (Article
52(1) and for frisking powers under the same conditions as are applicable to
search powers (Article 52(2) and (3)). Especially, the Drugs Act and the
Weapons and Ammunition Act provide for some far-reaching powers that have
been considered necessary taking into account the nature of the offenses
criminalized in these statutes, the safety of the investigative officers or the
possibility to mislay, for instance drugs, when there is no immediate action.
The bases for investigative methods provided for in the special criminal Acts
differ with regard to two important aspects from the investigative powers
attributed in the CCP. In the first place, the majority of the investigative
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Article 50(1) Weapons and Ammunition Act.
Article 50(2) Weapons and Ammunition Act.
Article 50(3) Weapons and Ammunition Act.
Article 51 Weapons and Ammunition Act.
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methods specifically provided for in the special criminal acts concern
administrative supervisory methods, to be used for the purpose of the preventive
enforcement of the special criminal Act by controlling the observance of the
Acts. Consequently, the use of these administrative supervisory methods fall
outside the scope of the criminal investigation and are, thus, not supervised by
the public prosecutor204 and are not subjected to other criminal procedural
safeguards. However, as already indicated in section 2.2.2.1, the use of
administrative supervisory powers and criminal investigative powers often
overlap, considering that the use of an administrative supervisory power can
result in a reasonable suspicion of a criminal offense and that the investigative
officer is usually authorized to apply both administrative supervisory powers
and criminal investigative powers. The Supreme Court has repeatedly addressed
the situation where the task of administrative supervision and criminal
investigation overlap,205 which has resulted in the acceptance of the use of
administrative supervisory powers also for a criminal investigative purpose as
long as the administrative supervisory powers have not been used exclusively to
pursue criminal investigative purposes.206
For example, in 2006 the Supreme Court allowed the use of the administrative supervisory power to stop a vehicle to control, e.g., the license of the
driver, whereas it seemed that the police officers in question were particularly
concerned with the possibility that one or more of the passengers were suspected
of theft.207 Hence, the availability of these administrative supervisory powers
also strengthens the investigative capacity of the criminal investigation by being
able to ‘build’ a criminal case against someone by using (initially) administrative supervisory powers.208 Nevertheless, when administrative supervisory

204 This division of responsibility between the public prosecutor and the mayor on the basis of their
respective responsibility for the criminal investigation and the maintenance of order (Articles 2, 12
and 13 Police Act 1993) is not always self-evident. The issue of responsibility for investigative
officers exerting administrative supervisory powers, such as for example the power to stop a car in
order to control observance with the Road Traffic Act (Article 160 WVW 1994), is less clear,
considering that sometimes also persons other than police officers may use this controlling power
(compare Article 159 WVW 1994) and, more in general, that the use of administrative supervisory
powers on behalf of law enforcement officers very often overlaps or concurs with their criminal
investigative task. Luchtman argues on the basis of this latter argument for supervision by the PPS
also concerning the use of administrative supervisory powers. Luchtman 2007B, 669-672.
205 Identified as the ‘cumulating of spheres’ by Luchtman. Luchtman 2007A, 133-142 and 645-651.
See also: Luchtman 2007B, 660-661.
206 HR 26 April 1988, NJ 1989, 390, ann. ThWvV (Leidraadarrest) and HR 21 November 2006, NJ
2006, 653.
207 HR 21 November 2006, NJ 2006, 653.
208 A distinction between administrative supervision and criminal investigation was, in the first place,
intended to serve a shield goal, considering that in order to protect the rights of citizens the more
far-reaching power of the government to act in the context of criminal procedural law is subjected
to more restraints and includes more safeguards than the power of the government to act in the
context of administrative law. For this reason the demarcation of the criminal investigation from
administrative supervision is dealt with in more detail in section 2.3.2.2.2.
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powers are used against a suspect, the investigative officers must take into
account the rights attributed to suspects, such as the right to remain silent.209
In the second place, some criminal investigative methods provided in the
special criminal acts can be applied subject to lower standards than the
investigative methods regulated in the CCP. As follows from the examples
mentioned above, under the WED investigative methods can be used if they serve
the interest of the investigation. Also the Drugs Act includes similar methods.
Furthermore, the Weapons and Ammunition Act allows for a search on the basis
of ‘indications’ that a crime will be committed with the help of a weapon. Also
the requirement under the WED and Drugs Act of ‘reasonably serve the interest
of the investigation’ is understood to refer to ‘indications’ that one or more
regulations of the Act have not been observed. Both criteria concern lower
thresholds than the central requirement of a reasonable suspicion for the use of
investigative methods under the CCP, which also allow for a proactive criminal
investigation. The latter possibility is even stronger considering the possibility of
overlapping purposes when administrative supervisory powers are used.
2.2.2.3 The Preliminary Investigation
By the Act of 1999 regulating the use of SIT, also the ‘preliminary investigation’ has gained a separate place in the CCP (Article 126gg). The preliminary
investigation officially ‘precedes’ the criminal investigation as defined in 132a
CCP. It can be initiated in preparation for a full criminal investigation and is
aimed at the gathering of information for that purpose. The intention of
formulating the purpose of the preliminary investigation in that manner is to
separate it from the phase of the criminal investigation, considering that the
purpose of the (full) criminal investigation concerns the collection of
information for the making of prosecutorial decisions. This separation seems
somewhat artificial since the information collected during the preliminary
investigation subsequently becomes part of the criminal investigation and in that
way equally forms the basis for making prosecutorial decisions. In addition, the
preliminary investigation is, according to Article 13 of the Police Act 1993, also
conducted under the responsibility of the public prosecutor. For this reason, in
this research the term criminal investigation refers also to the preliminary
investigation. When the term full criminal investigation is used, this is explicitly
intended to separate the preliminary investigative phase from the full criminal
investigation. In addition, the preliminary criminal investigation will be considered as a separate basis for conducting investigative activities with the help
of the investigative methods that are exclusively reserved for the preliminary
investigative phase. This should be compared to the full criminal investigation,
which is the phase where special investigative techniques can be used.

209 Persons subjected to administrative supervisory powers are obliged to cooperate, whereas under
criminal procedural law someone has the right to remain silent as part of the right not to cooperate
in someone’s own conviction. See HR 26 April 1988, NJ 1989, 390.
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The preliminary investigation can be described as an investigation that aims at
taking criminal procedural steps and that generates information which is
reducible to specific persons.210 If the information available is insufficient for
establishing a reasonable suspicion and, thus, for initiating a (full) criminal
investigation, a preliminary investigation can be started if the information
available does show indications that among groups of people crimes are being
planned or committed. In such a situation an additional investigation will be
desirable in order to collect the necessary information for starting a full criminal
investigation.211 For example, a whole sector (such as a harbor, a transport or
airport sector) can be investigated in order to determine in which specific part
and in what manner criminal activities are taking place.
The investigative activities that can be conducted in the preliminary investigation are not unrestricted: special investigative techniques are precluded;
activities that aim to gather information which is reducible to specific persons
fall within the scope of the preliminary investigation. The specific activities that
can be conducted within the scope of the preliminary investigation are not
explicitly mentioned in the provision. The nature of the permitted activities can
be derived from the explanatory memorandum, mentioning, for example, the
comparison of information stored in police files with information obtainable
from open sources. The information gathered from open sources or with
voluntary cooperation concerning personal particulars can be temporarily stored
in police files.212 Information already gathered in another criminal investigation,
obtained through using one or more regulated SIT, such as observation or the
recording of private communications during a full criminal investigation, can be
used in a preliminary investigation in order to prepare a new full criminal
investigation.213 According to the second section of Article 126gg CCP, the
public prosecutor can order that a law protecting privacy, which determines that
information from public files may only be used and spread for the purpose for
which they are stored in that specific file, does not apply.214 This information
can then be obtained within the scope of the preliminary investigation and thus
be used for criminal investigative purposes.
2.2.2.4 The Investigative Powers of the Intelligence Community in Relation
to Criminal Justice
2.2.2.4.1 The Investigative Powers of the AIVD
The AIVD has been attributed far-reaching investigative powers for the purpose
of fulfilling its task of averting threats and protecting national security and other
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Buruma 2001, 134.
Kamerstukken II 1996/97, 25 403, no. 3, 49.
See Act on Police Information [Wet politiegegevens], Stb. 2007, 300.
According to Article 126dd CCP, information obtained through some SIT can be used in a
different criminal investigation, which includes the preliminary investigation.
214 Personal Data Protection Act [Wet bescherming persoonsgegevens], Article 9(1).
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vital state interests.215 These powers have for the first time been specifically
attributed by law in the WIV 2002. On the basis of Article 17 WIV 2002 the
AIVD has the general authority to collect information216 from other governmental or private organizations or persons without being hindered by legal rules
protecting personal privacy. The person from whom the information is requested
is, however, not obliged to cooperate.217 Apart from its common authority to
gather intelligence (Article 17 WIV 2002), the service has “special powers” at
its disposal for the purpose of gathering information, which include: observation, the use of undercover agents, electronic surveillance, searching enclosed
places or objects, the opening of personal correspondence and demanding
information from automated systems with the help of false keys, signals or
identities.218 These powers are comparable to the special investigative techniques
available in the criminal investigation, but without subjecting them to the
safeguards provided in the regulation of SIT in the CCP, most notably a
threshold such as having a ‘reasonable suspicion’. This means that in practice
criminal activities that at the same time pose a threat to national security may be
investigated by the police and the PPS with the help of SIT in order to prepare
a criminal prosecution and, simultaneously, by the AIVD in the light of the
protection of national security.
The powers available to the AIVD are regulated by requiring, for the use of
the most intrusive powers, the permission of the relevant Minister and,
otherwise, on behalf of the Minister, the permission of the head of the AIVD.
The mandate of the District Court of The Hague is required before the AIVD can
use the special power of opening personal correspondence.219 Furthermore, the
principles of proportionality and subsidiarity must be taken into account at all
times. This means, firstly, that the powers will immediately be terminated if the
objective of the power used has been accomplished. And, secondly, a power
cannot be used when a less far-reaching power would suffice.220 In this manner
internal control is meant to be exerted, which is furthered by requiring a written
report after the use of any of these powers.221 External control over the activities
of the intelligence services is, contrary to the control of law enforcement
activities, not judicial, but political. Parliament controls through the political
accountability of the Ministers responsible for the intelligence services. In
addition, the Act of 2002 has provided for an independent oversight committee
for the information and security services, which is a controlling body for the

215 Article 6 WIV 2002 (see section 2.2.1.4).
216 The AIVD collects information, which is subsequently combined and analyzed by the AIVD
resulting in intelligence. Muller 2007, 171.
217 Muller 2007, 173.
218 Article 20-30 WIV 2002. For a translated version of the full list of the AIVD’s investigative
powers see Articles 20-30 of the English version of the WIV 2001, available at: <https://www.
aivd.nl/english/aivd/the-intelligence-and/> (accessed July 19, 2011).
219 The power to open personal correspondence is provided with an additional check, because the
confidentiality of mail is protected as a Constitutional right in Article 13 Constitution.
220 Article 32 WIV 2002.
221 Article 33 WIV 2002.
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work of the intelligence services. This oversight committee has been established
in order to provide an external independent controlling body in addition to the
internal control.222 The committee is responsible for supervising the legitimacy
of the execution of the intelligence services’ tasks, and for informing and
advising the relevant Ministers on any findings by the committee as well as on
the investigation and assessment of complaints.223 This control is exerted
afterwards and, according to the legislature, meets the requirements of Article
13 and Article 8 ECHR. The committee has access to all information (written
reports) and can hear all staff belonging to the services. It also has the authority
to hear witnesses and experts and to access places. The reports of the review
committee are public.224 Lastly, the Minister must inform, five years after the use
of special powers against a person, whether that person can be notified about the
use of the special powers. This duty to investigate whether the person can be
notified does not apply when notification will adversely affect some serious
interests, such as the interest in retaining shielded sources of the AIVD or of
foreign intelligence services.225 A person may also request whether personal
information regarding him/her has been collected by the AIVD.226
It can be concluded that far-reaching special powers are available to the
AIVD, which have a comparable or even more far-reaching character than the
special investigative techniques available to law enforcement agencies. Because
the AIVD’s task is to protect national security and not to collect evidence for
criminal prosecution, the AIVD’s use of these special powers is not further
restrained by some threshold, such as having a reasonable suspicion under
criminal procedural law, nor subjected to judicial review. The use of the special
powers must only relate to the exercise of their tasks as mentioned in Article 6
WIV under a and d (see section 2.2.1.4), which means in general that the use of
such powers should concern the protection of national security. Because national
security is not a clearly defined term, the AIVD has been given wide discretion
in using special powers for exerting its tasks.227 The AIVD is only regulated
through requiring authorization by the relevant Minister, by the principles of
proportionality and subsidiarity and subject to political external control and an
independent ex post oversight committee.
2.2.2.4.2 Transfer of Information Obtained by the AIVD to Law Enforcement
Services
Any responsibility of the AIVD for the criminal investigation has been explicitly
excluded and, hence, the investigative officers of the AIVD do not have criminal
investigative powers in the sense of Article 141 or 142 CCP. The intelligence
community, on the basis of its tasks, is strictly separated from the law enforce-
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Kamerstukken II 1997/98, 25 877, no. 3, 78-79.
Article 64 WIV 2002.
Article 74-79 WIV 2002.
Article 34 WIV 2002.
Article 47 WIV 2002.
Compare: Vis 2010A, 421.
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ment community. Nevertheless, when the AIVD encounters information which
is relevant to a criminal investigation, it is allowed to transfer this information
to the national public prosecutor. In that way the AIVD can incite the law
enforcement community to start a criminal investigation or, in more urgent
situations, directly resort to the use of coercive methods such as arrest and pretrial detention in order to avert a threat.
A 1992 note by the Minister of Justice addressing the special parliamentary
commission on the intelligence and security service regarding the ‘evidentiary
value of information obtained by the BVD (the National Security Service which
was the predecessor of the AIVD) already provided that although the task of the
AIVD is not and will not be to investigate criminal offenses for the purpose of
criminal prosecution, the information and material collected by the BVD can
provide a cause for initiating a criminal investigation on behalf of the agencies
thereby authorized as well as to establish a reasonable suspicion under Article
27 CCP’.228 The transfer of information from the AIVD to the PPS has been
given an explicit basis in the Act of 2002. The AIVD can, on the basis of Article
38, disclose information to the PPS by means of an official report [ambtsbericht]
when it appears that the information can also be relevant to the investigation or
prosecution of offenses. This provision does not entail an obligation to
disclosure and the AIVD will only proceed to disclose when this will not harm
national security interests. The official report contains information without
revealing the source and the methods applied to obtain that information or the
agency’s actual level of knowledge. The official report will be sent to one of the
two national public prosecutors who bear responsibility for countering terrorism
and for other criminal cases that also relate to the activities of the AIVD
(henceforth: the national public prosecutor for counterterrorism). These national
public prosecutors for counterterrorism will subsequently decide whether or not
these reports need to be sent to offices of the PPS in order to initiate a criminal
investigation.229 For making this decision, the national public prosecutor for
counterterrorism can, on the basis of Article 38(3) WIV 2002, request from the
AIVD all information on which the report has been based, in order to be able to
assess the reliability of the report and the usefulness of the information for
criminal investigative action. Consequently, the national public prosecutor for
counterterrorism is likewise bound by secrecy.230
The Supreme Court has also affirmed that there is no legal provision that
forbids the use of information gathered by an intelligence agency in the criminal
process, which also means that this information can establish a reasonable

228 Kamerstukken II 1991/92, 22 463, no. 4, 2 and 6. During the discussion of the bill underlying the
current WIV 2002, the responsible Ministers concluded that the main lines of the note of 1992 still
concerned the correct and practicable description of the manner in which information gathered by
the BVD can be used in furtherance of a criminal investigation. Kamerstukken II 1997/98, 25 877,
no. 14, 12. See also Hirsch Ballin 2009, 289.
229 Muller 2007, 180.
230 Articles 85-86 WIV 2002.
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suspicion under Article 27 CCP and can be used as evidence in a trial.231 In
addition, according to the Supreme Court, no legal rule forbids the PPS or other
law enforcement service from requesting more specific information from the
intelligence community.232 This request by the PPS is, however, limited to
information in addition to the official report, information which is thus already
available. It cannot request the intelligence service to conduct a further
investigation in a specific case. This would entail an abuse of power (détournement de pouvoir) resulting in the circumvention of the protective function of
criminal procedural law.233 It is a violation of the law when the law enforcement
community intentionally refrains from using SIT in order to make use of the
information gathered by the intelligence community or when the intelligence
community uses its powers for prosecutorial purposes.234 When the AIVD sends
an official report to the PPS, this does not mean that the intelligence service
must end its investigation. A parallel investigation is possible to the extent that
the intelligence agency and the law enforcement agency only use their powers
with the intention to fulfill their own task.235
An exchange in the other direction – from law enforcement to intelligence
– constitutes a duty for the law enforcement services when the information
available is relevant for protecting national security. Officers of the PPS will
“inform a service of the information brought to their notice if they deem this to
be in the interest of this service.”236 The same holds true for police officers.237
For this purpose an automated system has been established, through which the
AIVD can search police files on the basis of a hit/no hit system with their own
intelligence. When the AIVD finds a ‘hit’ within the system, the police are
obliged to transfer the information directly to the AIVD on the basis of Article
62 WIV 2002.238 The intelligence services are also entitled to “render technical
support to the bodies responsible for the investigation of offenses.”239
2.2.3 Conclusion
In the explanatory memorandum of the CCP the wish was expressed that ‘the
actors, who have been attributed the task of investigating and prosecuting for the
purpose of repressing crime and protecting the victims, shall be attributed the
powers required to act quickly and decisively, being able to do what is required

231 HR 5 September 2006, NJ 2007, 336, para. 4.5.1. Also the development where courts give more
leeway to the possibility of using intelligence information in criminal investigations and further
proceedings will be dealt with in Chapter 3.
232 HR 13 November 2007, NJ 2007, 614, para. 3.5.2.
233 Kamerstukken II 2003/04, 29 743, no. 7, 23.
234 HR 13 November 2007, NJ 2007, 614, para. 3.4.2 and HR 5 September 2006, NJ 2007, 336, para.
4.7.2 and 6.4.2.
235 HR 13 November 2007, NJ 2007, 614, para. 5.2.2.
236 Article 61 WIV 2002.
237 Article 62 WIV 2002.
238 Vis 2010B, 130.
239 Article 63 WIV 2002.
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under the specific circumstances of a case, and shall not be hindered by
regulations which are too stringent.’240 For this purpose the CCP clearly
delineates which actors have the task of conducting criminal investigative
activities for the purpose of truth-finding and which powers these actors have
at their disposal to exercise this task. This does not mean that on the basis of the
CCP also the scope of the sword capacities can be precisely demarcated. The
requirements for the use of criminal investigative powers provide investigative
discretion to the police or PPS. Moreover, the criminal investigation itself covers
all investigative activities conducted for the purpose of making prosecutorial
decisions by law enforcement officers and under the supervision of the public
prosecutor. Although the system was traditionally developed as a reactive
system, today the CCP and the special criminal statutes also provide possibilities
to act proactively, especially where (serious) organized crime is involved.
On the basis of the system laid down in the CCP, the conclusion can be
drawn that the truth-finding actors have been organized in a stratified system,
based on a shared system of responsibilities for the criminal investigation with
a hierarchical dimension related to the interests at stake when seeking to use a
specific investigative method. Only those actors that have been given the task
of criminal investigation may use criminal investigative powers for the purpose
of truth-finding (or: ‘making prosecutorial decisions’). The PPS is the central
actor in the criminal investigative phase, bearing the responsibility for the
criminal investigation and supervising the investigative activities of the police.
Nevertheless, the police will in practice largely conduct the criminal investigative activities. The examining magistrate, as a warrant judge, may provide the
required authorization for using some of the most intrusive techniques.
In addition, the AIVD has been addressed as a relevant actor in the criminal
investigation, considering that the AIVD may send ‘official reports’ to the PPS,
which may subsequently be used as information to commence a criminal
investigation. Through this path of transferring information between the otherwise strictly separated communities of intelligence and law enforcement, the
‘sword capacity’ of the law enforcement community is strengthened by the
provision of information that may be relevant for establishing the truth
concerning criminal activities.
Also the bases for using criminal investigative powers, as required under the
principle of legality, can be found in the CCP and the special criminal Acts. In
accordance with the requirements of Article 8 ECHR, those investigative powers
that interfere more than to a limited extent with the right to respect for private
life have been given a precise statutory basis. These statutory bases for the more
intrusive techniques have only been created by the Act on SIT of 1999, making
a distinction between two investigative domains: the classical investigation and
the organized crime investigation. Because of the more complex nature of the
criminal investigation of terrorism, the possibilities to use SIT proactively are
broader for the criminal investigation of organized crime than for the criminal
240 Lindenberg 2002, 424 (MvT 16-17).
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investigation of conventional crime. In addition, the legislature has provided
investigative powers to ‘prepare’ a full criminal investigation by making it
possible to combine and analyze certain files, including the possibility to set
aside privacy ‘protective purpose limitations’ and thus to enable the use of files
stored for other purposes also for preparing the criminal investigation. Criminal
investigative officers (those attributed with that task on the basis of Article 141
or 142 CCP) may use other, not specifically regulated, investigative powers on
the basis of their criminal law enforcement task under Article 2 Police Act 1993.
On the basis of Article 2 Police Act 1993 only criminal investigative powers
may be used that do not, or only to a limited extent, interfere with the right to
respect for private life. In addition, special criminal Acts provide for
administrative supervisory powers and criminal investigative powers. Also the
administrative supervisory powers (used to control the observance of provisions
of the special criminal Acts) may be relevant for the criminal investigation,
considering that administrative supervision and criminal investigation may
overlap and, in that situation, the use of administrative supervisory powers may
also be used for criminal investigative purposes.
2.3 THE SHIELD FUNCTION OF THE DUTCH CRIMINAL INVESTIGATION
The shield function of the regulation of the criminal investigation in the
Netherlands is primarily realized by a hierarchical system of authorization and,
consequently, controlling responsibilities and specific legal protective elements
in the system of the CCP, such as specific legal provisions for intrusive
investigative powers and requirements that aim to realize control. The main
purpose of the regulation can be formulated as protecting against arbitrary
interferences with the citizen’s right to respect for private life, restricting the use
of especially intrusive investigative powers to the minimum and anticipating a
fair trial process aimed at establishing the substantive truth. Hence the division
of responsibilities between the actors and the other protective elements in the
system of criminal investigation as adopted – most significantly – in the Dutch
CCP are underpinned by the rights and principles described in section 2.1.3. The
second part of the current Chapter is dedicated to describing this shield function
of the regulation, by firstly dealing with the division of responsibilities between
the actors involved in the criminal investigation, including the suspect and any
other persons subjected to criminal investigative powers, and, secondly,
describing the adopted protective elements.
2.3.1 The Responsibility of the Actors towards a Fair Procedure
The Netherlands has chosen for a hierarchical structure of authority as a method
to realize state accountability by attributing powers to the actors in Dutch
criminal procedural law by means of a stratified system. The stratified system
is adopted in order to “police” the government’s own use of criminal procedural
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powers.241 This can, for example, be recognized in the organization of the
criminal investigation, where the police require an order by the public
prosecutor for using some more far-reaching investigative powers, and where
the examining magistrate shall authorize the use of one of the most intrusive
investigative powers. The responsibility for the criminal investigation in its
entirety concerns a shared responsibility between the public prosecutor and the
examining magistrate: both have been attributed an individual responsibility to
control the legitimacy and the fairness of the course of events during the
criminal investigation. Afterwards, the trial judge has been given the power to
exert control over the legitimacy of the activities conducted during the criminal
investigation.242
This section will start with the controlling function of the state and the
judicial actors that have truth-finding powers, including the trial judge with a
truth-finding task during trial. As will follow in the subsequent sections, the
overall responsibility for the fairness of the criminal proceedings is an interrelated responsibility between the different actors. Furthermore, the position of
the actors that are mainly the subject of investigation – the suspect and other
persons investigated – will be dealt with as well as their possibilities to
challenge the legitimacy of the investigation against them and the availability
of remedies upon the establishment of illegitimate investigative action.
2.3.1.1 The Police
Although the police operate with regard to the law enforcement task under the
responsibility of the PPS,243 the police also have, as government officials, an
independent responsibility to observe fundamental rights when carrying out their
function and to contribute to a fair criminal procedure in which the fundamental
rights of citizens are observed.244 As explained in section 2.1.3.3, Article 6
ECHR covers the proceedings as a whole and, therefore, also includes the
fairness of criminal investigative activities before trial.
The judge who will examine whether the investigative activities were
conducted legitimately, possibly resulting in procedural sanctions upon the
establishment of illegitimate behavior, also directs investigative officers to
observe fundamental rights, to comply with the legal requirements and to ensure
the integrity of the criminal investigative activities in general. Nevertheless, this
prospect of being held accountable for investigative action will only occur when
someone is also actually prosecuted. In many situations, investigative action
does not result in the establishment of sufficient evidence for subsequent
criminal procedural steps, especially when investigations are conducted

241 Brants et al. 1995, 44. According to Damaška, this system of realizing state accountability is
typical for legal systems with a civil law origin. Damaška 1986, 47-50.
242 See also HR 11 October 2005, NJ 2006, 625, para. 3.5.1 and 3.5.2 and HR 21 November 2006, NJ
2007/233, ann. Mevis, para. 3.4 and annotation para. 3.
243 Compare Article 2 Police Act 1993.
244 Muller et al. 2007, 559-560.
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proactively. In addition, the anticipation of trial proceedings is usually not a
direct concern for police officers. The responsibility of the police for the fairness
of the proceedings as a whole (as the touchstone under Article 6 ECHR and
relevant for imposing sanctions on illegitimate actions which have taken place
during the criminal investigation245) is subordinate to the responsibility of the
public prosecutor, who is, considering his/her continual role as a prosecutor in
criminal proceedings, more aware of the procedural consequences of illegitimate
actions during the police investigation.
More precisely, the judge will have to examine whether the investigative
officers have acted within the boundaries of the law. The principle of legality
imposes on each truth-finding actor the duty not to exceed the limits of their
powers as attributed by the law. For the police this entails primarily the
responsibility to determine whether or not a reasonable suspicion is present,
justifying the initiation of a criminal investigation. Furthermore, except for
determining whether the investigative activity is in accordance with the law, the
investigative officer is responsible for determining in concrete cases whether the
use of a specific investigative power is also justified in the light of the
circumstances of that particular case. The trial judge, in line with this responsibility, will not only examine whether the investigative activities have occurred
within the boundaries of the law, but also whether the investigative officer has
not violated (administrative) principles of the due administration of justice.246
Principles of the due administration of justice concern the principles of
legitimate expectations, the principle of equality before the law, the principles
of proportionality and subsidiarity and the principle of détournement de
pouvoir.247 For the investigative officer, this means that he/she is required to
balance the interests involved in a particular case, which primarily entails an
assessment of the proportionality and subsidiarity248 of the intended activity and
a limitation to using the criminal investigative power only for the purpose of
truth-finding and, thus, a prohibition on general fishing expeditions. In 1978 the
Supreme Court held for the first time that the legitimacy of criminal
investigative activities shall not only be examined on the basis of the legal
requirements, but additionally, on the basis of the principles of the due
administration of justice, resulting in that case in the conclusion that the
behavior of police officers who had entered a home by breaking a window was
not in compliance with the principle of subsidiarity; the police could have
chosen a less intrusive method to enter the home.249 Hence, not only when the
statutory conditions require the principles of proportionality and subsidiarity to
245 See on this in more detail section 2.3.1.4.
246 See section 2.1.3.4. The applicability of these administrative law principles to a criminal investigation has been acknowledged by the Supreme Court in HR 12 December 1978, NJ 1979, 142 ann.
GEM. Muller, Dubelaar and Cleiren formulate 15 different principles for police work which are
relevant for all the tasks of police officers. Muller et al. 2007, 597. The mentioned principles
nevertheless apply in particular to the criminal investigative activities of the police.
247 See section 2.1.3.4 and Corstens 2008, 62-73.
248 See on the contents of these principles section 2.1.3.4.1.
249 HR 12 December 1978, NJ 1979, 142, ann. GEM.
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be observed (as is e.g. implied in the condition ‘in the interest of the investigation’ included in the provisions for SIT), but also when the police conduct
investigative activities on the basis of Article 2 Police Act 1993, are the police
bound by the principles of proportionality and subsidiarity.250
When the police require an order from the public prosecutor or also an
authorization by the examining magistrate, the balancing of the interests
involved is largely the responsibility of the ‘higher’ authority. This hierarchical
system, both for determining whether the investigative method sought is in
accordance with the law and for determining the proportionality and subsidiarity
of the use of the investigative method, has been acknowledged by the Supreme
Court. When a ‘higher’ authority has been responsible for this determination,
also the examination of the trial judge may be more marginal.251 Nevertheless,
during the execution of an order the investigative officers need to continually
take into account the proportionality and subsidiarity of the manner in which the
special investigative technique is being applied. Obliging the police to observe
the principles of the due administration of justice, in particular the principles of
proportionality and subsidiarity, is intended to guide police officers in their
investigative efforts where they are attributed certain discretion.252
Lastly, police officers have the obligation under the law to report all their
criminal investigative activities and this aims to facilitate defense rights as these
reports largely constitute the basis for challenges regarding illegitimate investigative activities. In addition, these reports, to be included in the dossier, are also
the basis for the controlling function of the trial judge in relation to the fairness
of the criminal investigation. The duty to draw up records as provided in Article
152 CCP obliges police officers to report all investigative activities conducted
and in that way to facilitate ex post transparency with regard to the course of the
criminal investigation. The precise scope and function of this duty will be dealt
with in sub-section 2.3.2.4.1.
2.3.1.2 The Public Prosecutor
The public prosecutor is the supervisor of the criminal investigation on the basis
of Article 148 and Article 132a CCP. It is his task to control the legitimate
conduct of the criminal investigation, which he can do by instructing the
investigative officers, and keeping an oversight over the course of the
investigation as a whole. One of the main concerns of the Van Traa
Parliamentary Inquiry Commission was the lack of control by the PPS over the
quality and the legitimacy of the criminal investigation and the investigative

250 According to Naeyé criminal investigative methods based upon Article 2 Police Act 1993 shall
comply with the following fundamental principles for police action: proportionality, subsidiarity,
reasonableness and moderateness (J. Naeyé, De reikwijdte van fundamentele rechten, Handelingen
NJV 1995-I, 272), referred to in: Fokkens and Kirkels-Vrijman 2009, 124.
251 See also HR 11 October 2005, NJ 2006, 625, para. 3.5.1 and 3.5.2 and HR 21 November 2006, NJ
2007, 233, ann. Mevis, para. 3.4 and annotation para. 3. See also Franken 2009, 84-85.
252 Franken 2009, 82.
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powers used. However, the Commission also acknowledged that, considering
the central position which the public prosecutor owes to his authority to decide
which cases to investigate in the criminal investigation, the public prosecutor
should retain the controlling responsibility.253 This required, however, some
organizational changes in order to strengthen the position of the public
prosecutor as the supervisor of the criminal investigation.254 These recommendations have been implemented in the Act of 1999 on special investigative
techniques by requiring an order by the public prosecutor for using SIT.
Moreover, the supervisory role of the public prosecutor has been included in the
definition of the criminal investigation (Article 132a CCP).255 Hence, the Act of
1999 has importantly enhanced the responsibilities of the public prosecutor with
regard to the criminal investigation.256 The public prosecutor is now more aware
of his role as the central actor in the criminal investigation, including his
responsibility to exert control.257
As the supervisor of the criminal investigation the public prosecutor has an
important responsibility with regard to the legitimacy, fairness and overall
integrity of the investigative activities. The constitutional position of the PPS as
part of the judiciary should give public prosecutors an impartial and independent
position, a position which obliges all interests to be taken into account when
carrying out the truth-finding task. In the previous section, it has already been
indicated that the responsibility of the police for the fairness of the criminal
investigation is subordinate to the responsibility of the public prosecutor. Hence,
the principle of legality, the right to a fair trial, the right to privacy and the
principles of proportionality and subsidiarity more strongly require the public
prosecutor to act according to his responsibility for guaranteeing the legitimacy,
fairness and overall integrity of the criminal investigation. Especially
considering the prospect of the course of events being examined during the
criminal investigation at trial, an important aspect of the supervisory role of the
public prosecutor will be to direct and control the police to ensure that their
investigative activities are within the borders of the law and that they observe
the principles of the due administration of justice.
The supervisory role of the public prosecutor is in particular present when
special investigative techniques are used in the criminal investigation. An order
by the public prosecutor is required before SIT can be applied by the police, for
which reason the public prosecutor shall determine whether the legal requirements are met (in particular, the presence of a reasonable suspicion of a crime
or a reasonable suspicion that crimes are committed or will be committed in an
organized context) and whether the use of the investigative method is also in
accordance with the principles of proportionality and subsidiarity.

253 Article 148 CCP and Article 13 Police Act 1993.
254 Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 439.
255 This supervisory role for the PPS has been maintained in the new definition adopted by the Act on
the Criminal Investigation of Terrorist Crimes of November 2006, Stb. 2006, 580.
256 Mevis 2005B, 454.
257 Beijer et al. 2004, 160.
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These principles, which have not been explicitly adopted in the CCP, have
been attributed an important regulatory effect in the criminal investigation in
addition to the requirements formulated in the law. It is the primary
responsibility of the public prosecutor as the supervisor of the criminal investigation to make sure that these principles are observed in all circumstances.
Proportionality means that the method used is proportionate to its aims. The
investigation of serious crimes implies that more intrusive methods are
proportionate to the harm that is done to the rights and liberties of the people
investigated. The statutory requirement of ‘a serious infringement of the legal
order’ or the limitation to crimes for which pre-trial detention can be imposed
(serious crimes) are in fact references to the application of the principle of
proportionality. The use of a special investigative technique that has serious
implications for the rights and liberties of the persons being investigated is only
justified – proportionate – when it is used for investigating serious crime that
results in a serious infringement of the legal order. The principle of subsidiarity
implies that less intrusive means are not available for the investigation and for
achieving the investigative goal intended. If less intrusive methods are available
and adequately produce the information needed, then these methods should be
applied instead of the methods with a more intrusive character. Both principles
should be taken into account at all times and play an important role throughout
the whole procedure.
The prosecutor is required to consistently balance the interests involved in
each specific phase of the criminal proceedings, where the law offers discretion.
The legal provisions which are applicable to the criminal investigation, in
particular those regarding the use of SIT as established by the Act of 1999, are,
in fact, a consequence of a theoretical, pre-assessment of the interests involved.
These provisions of the law are the first layer of regulation to which, most
significantly, the public prosecutor is subjected in his/her criminal investigative
activities, while the principles of proportionality and subsidiarity shall guide the
public prosecutor in addition to these statutory provisions when conducting (or
steering) criminal investigative activities.258
Nevertheless, the actual regulatory effect of the principles of proportionality
and subsidiarity on the responsibility of the public prosecutor towards the
fairness of the criminal investigation is in practice difficult to measure. The
examination at trial on the basis of these principles is often rather marginal and
has not often resulted in a decision that the investigative activity was
illegitimate.259
Furthermore, also the public prosecutor, like the police, has a duty to report
his/her investigative activities, thereby making it possible for the trial judge to
exert control over the criminal investigation and providing a possibility to
challenge the legitimacy of the criminal investigative activities by the defense.

258 Baaijens-van Geloven and Simmelink 2002, 562.
259 Franken has analyzed the case law in the period 2000-2009 to formulate this conclusion. Franken
2009, 87-92.
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Article 148(3) provides that the public prosecutor shall compile official reports
under his oath of office, when the public prosecutor, as the supervisor of the
criminal investigation, conducted the investigative activities personally.
In addition, the public prosecutor bears a specific responsibility for dealing
with information originating from the intelligence community when it comes to
the fairness of the criminal proceedings. When information obtained by the
AIVD is transferred to the law enforcement community, the public prosecutor
has the responsibility to decide whether the use of that information does not
undermine the fairness of the procedure. As has been explained in section
2.2.2.4.2, this task has been attributed to the national public prosecutor for
counterterrorism. Official reports by the AIVD which are to be transferred to the
law enforcement community will firstly pass through the national public
prosecutor for counterterrorism, who shall decide whether or not it is desirable
to start a criminal investigation on the basis of that information. According to
Article 38 of the WIV 2002 this especially appointed national public prosecutor
is entitled to inspect “all the information on which the notification is based and
which is necessary in order to assess the correctness of the notification.” Similar
to other officers of the AIVD, this national public prosecutor is bound by
secrecy regarding this knowledge. Consequently, the national public prosecutor
has an important controlling function regarding the reliability of the information
and the fairness of using it as starting information for a criminal investigation,
taking into consideration that the possibilities to examine this information and
the underlying documents at trial are rather limited or even excluded.
Because of its responsibility to contribute to a procedure in which the rule
of law is observed, the PPS has established an additional internal controlling
procedure for the application of some of the more intrusive SIT. With regard to
some investigative techniques, such as infiltration, pseudo-dealing or serving
and the recording of private communication with a technical device, the Board
of Procurators General must decide on such use. The Board will only decide on
the basis of the advice of the Central Assessment Committee [Centrale
Toetsingscommissie] (CTC).260 The CTC – founded in 1995 – is composed of
members of the PPS and members of the police and functions as an internal
advisory body for the PPS under the authority of the Board of Procurators
General.261 The CTC advises the Board of Procurators General on the use of SIT
and this advice will be based upon the statutory rules, case law, proportionality,
subsidiarity and the risks of harm regarding e.g. operational aspects, safety
aspects, criminal procedural consequences and political and international
aspects.262 The Board of Procurators General rarely decides differently from the
CTC.263
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Aanwijzing opsporingsbevoegdheden, Stcrt. 2004, 227, para. 4.1.2.
Ibid., para. 4.1.1.
Ibid., para. 4.1.3.
Beijer et al. 2004, 163.
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The review by the CTC constitutes an additional safeguard as to the legitimate, proportional and subsidiary use of the investigative technique. The review
is a mandatory internal procedure, but is neither legally binding nor a final
determination regarding the legitimate use of a special investigative technique.
The public prosecutor is not obliged to file documents with regard to advice
from the CTC in the dossier as these documents are in principle confidential.
Only when these documents concern either incriminating or exculpatory
evidence is the public prosecutor obliged to file them in the dossier.264
It can be concluded that the public prosecutor has an important responsibility
regarding control over the legitimate exercise of the criminal investigation,
especially as a consequence of his supervisory role in the criminal investigation.
The public prosecutor shall in this regard oversee the police as to whether they
operate within the law, in respect of the fundamental rights of citizens and in
observing the principles of proportionality and subsidiarity. Entrusting the
public prosecutor with this supervisory responsibility as to the fairness of the
criminal investigation can be considered as a consequence of his position as a
‘magistrate’ in the Dutch criminal justice system as this controlling
responsibility may even require the public prosecutor to act as a magistrate. In
the explanatory memorandum of 1926 the Dutch criminal procedure was
described as moderately accusatorial, and this moderation must be sought in the
position of the PPS. The PPS has traditionally been given a position as part of
the judiciary, which also follows from the position attributed to the public
prosecutor in criminal proceedings, such as privileges as a party in the trial
process (e.g. the authority to refuse to call witnesses requested by the defense)
and the authority to offer a defendant a transaction in the case of minor offenses
instead of bringing the case to trial. The presumption of independence and
impartiality implied in the position as a magistrate is also important for fulfilling
the supervisory role of the public prosecutor during the criminal investigative
phase. However, this needs to be put into perspective by also observing that the
PPS functions under the responsibility of the Minister of Security and Justice,
who has the authority to give general (and in exceptional situations specific)
policy instructions to the PPS. Furthermore, the PPS is, especially as a
consequence of the current political and societal climate with a focus on strict
law enforcement, pressured to work efficiently and to bring as many cases as
possible to trial, which further affects the public prosecutor’s position as a
magistrate.265 Also the ECrtHR has clearly distinguished the procedural position
of the public prosecutor from that of a judge, by considering the public

264 HR 20 June 2000, NJ 2000, 502, para. 3.3 and 3.4.
265 See also: See e.g. Schalken 2006, 72-73. In recent years the development described in this Article
may have been further accelerated under the influence of a societal and political call for safety,
which includes the expectation that a tougher prosecution and punishment policy contributes to a
safer society. See on this Chapter 4, section 4.2.3.1.
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prosecutor as a “party” which cannot be attributed the same characteristics of
objectivity and impartiality as a judge.266
Notwithstanding the fact that the public prosecutor may in the current
circumstances generally be inclined to strike a balance in favor of truth-finding,
an additional willingness to operate in accordance with his task to guarantee the
fairness of the criminal investigation is given by the need to anticipate the trial
investigation in which the trial judge will have to examine the fairness of the
proceedings as a whole. The consequences of any irregularities during the pretrial investigation may, however, be limited, as will be explained in more detail
in the section dealing with the responsibility of the trial judge for a fair
procedure (2.3.1.4) and the framework under which he/she exerts such control
(2.3.2.4.2).
2.3.1.3 The Examining Magistrate
Next to the public prosecutor as the supervisor of the criminal investigation, the
examining magistrate has an individual controlling role with regard to the
legitimacy, fairness and overall integrity of the criminal investigation. In the
CCP of 1926 the examining magistrate was attributed a central position, capable
of taking into account both the sword interest of truth-finding and the shield
interest of legal protection. As a judge, the examining magistrate can exert
independent control with a sufficient detachment from the actual investigation.
This position could make him a better watchdog regarding all the objectives of
the investigation, where the public prosecutor may be inclined to focus on truthfinding. Hence, the involvement of the examining magistrate in the pre-trial
phase was understood as an important guarantee towards the fairness of the pretrial proceedings.267
The examining magistrate can exert this shield role through ex ante judicial
control in the course of a criminal investigation when authorizing the use of
some of the more intrusive SIT. This means that the shield function of the
examining magistrate can only be carried out when the public prosecutor,
seeking the use of some of the most intrusive investigative techniques, requests
his involvement.268 The examining magistrate shall determine whether the public
prosecutor has made an assessment in his order in accordance with the legal
requirements. The function of the examining magistrate as a warrant judge is
only required for the most intrusive techniques, because this ‘highest’ authority
in the hierarchical system of authority during the criminal investigation can be
expected to have, as a judge, the highest level of independence and objectivity

266 ECHR 14 September 2010, App. no. 38224/03 (Sanoma Uitgevers B.V. v. The Netherlands), para.
93. See also section 2.1.2.
267 Van der Meij 2010A, 60.
268 Compare: Van der Meij 2010A, 64-65. Van der Meij concludes that (also) for this reason, the
regulation does not provide for a balanced triangular relationship between the examining magistrate, the public prosecutor and the defense. Ibid.
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required to assess all the interests involved before authorizing investigative
techniques which seriously interfere with the privacy of citizens.269
The Supreme Court formulated the role of the examining magistrate, in
relation to the public prosecutor and the trial judge, as a warrant judge for the
use of a wiretap on the basis of Article 126m CCP, as follows: ‘Initially, it is the
responsibility of the public prosecutor to assess whether or not a reasonable
suspicion under Article 126m(1) CCP is present and whether there is an urgent
investigative need for the recording of telecommunications. For assessing the
latter requirement, the principles of proportionality and subsidiarity should be
taken into account. Subsequently, it is the task of the examining magistrate to
determine whether the statutory requirements are met. Lastly, the trial judge
shall examine the legitimacy of the execution of the order for wire-tapping. In
the statutory system, when the examining magistrate has authorized the
investigative method, this examination on behalf of the trial judge implies the
question whether the examining magistrate could reasonably authorize the wiretapping. Furthermore, the examination of the trial judge covers the execution of
the order by the public prosecutor as to the manner in which the public
prosecutor has used his authority to order the interception of communications
and whether the authorization was otherwise reasonable [translated MHB].’270
It follows from this consideration that the additional control by the examining
magistrate prior to using a special investigative technique warrants a more
marginal examination by the trial judge as compared to special investigative
techniques that can be ordered by the public prosecutor. Furthermore, the control
exerted by the examining magistrate before authorizing a wire-tap (or other
special investigative techniques for which the authorization of the examining
magistrate is required), is limited to an assessment as to whether the statutory
requirements are met.
As has been explained in section 2.2.1.3, the position of the examining
magistrate in the pre-trial phase has been subject to discussion over the past
decades. A brief overview will be given of the developments over, roughly, the
past 20 years leading up to the recent intended strengthened position of the
examining magistrate during the criminal investigation. Before 1999, the
examining magistrate had only a function in the preliminary judicial investigation by having the authority to give law enforcement officers investigative
instructions and by having the power to hear the suspect and witnesses.
Furthermore, permission from the examining magistrate was already required
for some investigative powers, such as the searching of homes and wire-tapping,
which, before 1999, could not be provided outside the scope of a preliminary
judicial investigation. Hence, the pre-trial investigation could then be divided
into two phases: the criminal investigation under the responsibility of the public

269 Kamerstukken II 1997/98, 25 877, no. 3, 99.
270 HR 11 October 2005, NJ 2006, 625, para. 3.5.2. A similar consideration can be found in HR 21
November 2006, NJ 2007, 233, ann. Mevis, para. 3.4.
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prosecutor and the preliminary judicial investigation under the responsibility of
the examining magistrate. Some investigative methods were exclusively
reserved for the preliminary judicial investigation. The preliminary judicial
investigation was intended to provide for a stronger safeguard as to the fairness
of the pre-trial proceedings, because it can be expected that the examining
magistrate is impartial and objective to a greater degree than can be expected
from the police and the public prosecutor.271 However, the examining magistrate
was usually not informed about the use of investigative powers which were not
statutorily regulated when the public prosecutor requested a preliminary judicial
investigation. Consequently, the examining magistrate was unable to completely
oversee the scope and nature of the pre-trial investigation.
The Parliamentary Inquiry Commission, in its report of 1996, was rather
critical of the controlling role of the examining magistrate and called for
improvement. The Commission acknowledged that the authorization of an
investigative power was a rather isolated decision, considering that the
examining magistrate lacked the required insight into the criminal investigation
as a whole, thereby complicating a well-considered assessment of the
proportionality and subsidiarity of the investigative method sought.272 Regardless of these criticisms, a significant strengthened position for the examining
magistrate was not adopted in the Act on SIT of 1999. After the Act of 1999, the
examining magistrate could, outside the scope of the preliminary judicial
investigation, fulfill his role as a warrant judge where his authorization was
required for the use of the most intrusive SIT. In addition, it was chosen to adopt
a strengthened position for the public prosecutor as the supervisor of the
criminal investigation.273 The legislature had thus chosen to only provide the
examining magistrate in the criminal investigation with a controlling
responsibility for the most intrusive investigative techniques and, apart from
that, to keep his controlling role in the criminal investigation, outside the scope
of the preliminary judicial investigation, rather limited. This choice was
supported by the following three arguments: 1) more frequent involvement of
the examining magistrate will harm the strengthened position of the public
prosecutor as the supervisor of the criminal investigation; 2) the possibilities for
examination are rather limited, because uncovering all information will be
against the interest of the investigation and the examination can only occur on
the basis of the information provided by the examining magistrate; and, 3) the
trial judge already has the possibility to exert control over the legitimate use of
investigative powers, which provides the suspect with more legal protection than
expanded control on behalf of the examining magistrate.274 Requiring
authorization for the investigation of telecommunications and the recording of
private communications with a technical device is nevertheless considered
271 Corstens 2008, 313.
272 Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 389.
273 Kamerstukken II 1998/99, 26 269, no. 4-5 (Rapport Commissie Kalsbeek), 175 and Mevis 2005B,
455.
274 Kamerstukken II 1997/98, 25 403, no. 7, 23.
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necessary, because these SIT directly interfere with a constitutional right: the
right to the confidentiality of mail and private communications as protected in
Article 13 of the Dutch Constitution.275
With this approach to the position of the examining magistrate in the pre-trial
phase in response to the ‘crisis in the criminal investigation’ of the 1990s the
debate has not ended. In practice, both the central role of the preliminary judicial
investigation and the possibility of fulfilling a meaningful role as a warrant
judge have diminished. The public prosecutor rarely requests a preliminary
judicial investigation, because of efficiency arguments. As to the function of a
warrant judge, the examining magistrate has to rely on the public prosecutor’s
obligation to disclose all information available to decide on an authorization.276
Control by the examining magistrate is limited to a marginal examination as to
whether the statutory requirements have been met;277 whereas it is not
inconceivable that a prosecutor will submit an incomplete dossier to the
examining magistrate in order ensure an authorization for the method intended.
According to the final evaluation of the implementation of the Act of 1999 in
practice, the task of authorizing SIT covers an important part of the work of the
examining magistrate as one district deals with approximately 1000 to more than
7000 requests for wire-taps on a yearly basis, whereas each district only has 115 examining magistrates.278 The final evaluation of the Act on SIT also
demonstrates that the examining magistrate almost always authorizes the order
of the public prosecutor. Due to time constraints as well as a lack of insight into
the complete investigation, the actual examination of the documents supporting
a request for authorization according to principles such as proportionality and
subsidiarity remains rather limited.279
Consequently, the Act to Strengthen the Position of the Examining
Magistrate has been introduced.280 Abolishing the preliminary judicial investigation, this Act focuses on the strengthening of the role of the examining
magistrate as a supervisor of the criminal investigation by discarding the
previous situation where the involvement of the examining magistrate was
spread over different procedural stages and statutory frameworks.281 Upon the
entry into force of this Act, the criminal investigation under the supervision of
the public prosecutor is the only investigative pre-trial stage for the purpose of
truth-finding in preparation for a criminal prosecution. The role of the
examining magistrate during the criminal investigation is to oversee the quality
of the criminal investigation, in particular to ensure the legitimate use of

275 Kamerstukken II 1997/98, 25 403, no. 7, 24.
276 Gerechtshof ’s-Gravenhage 22 February 2005, LJN AU0235.
277 Compare: HR 11 October 2005, NJ 2006, 625, para. 3.5.2 and HR 21 November 2006, NJ 2007,
233, ann. Mevis, para. 3.4.
278 Beijer et al. 2004, 149-155 and Franken 2006, 267.
279 Franken 2006, 269.
280 Kamerstukken I 2010/11, 32177, no. A. Considering that the Act has been adopted by the First
Chamber of Parliament, it can be expected, at the time of concluding this book, that it will soon
enter into force.
281 Van der Meij 2010A, 549.
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investigative powers and the progress, balance and completeness of the criminal
investigation.282 For this purpose, the examining magistrate still functions as a
warrant judge and the possibilities to conduct investigative action at the request
of the public prosecutor, at the request of the defense or ex officio have been
broadened.283 This latter role is exerted in relation to the function of the
examining magistrate to oversee the efficient course of the criminal
investigation as regulated in Article 180 CCP. The Act of 2011 is thus intended
to strengthen the role of the examining magistrate during the criminal
investigation in order to provide for a stronger guarantee with regard to the
fairness of the criminal investigation. An important prerequisite for the
realization of an actual strengthened position of the examining magistrate is the
intended improved information position of the examining magistrate. For this
purpose, Article 177a CCP requires that the public prosecutor discloses, in good
time, all the information which is relevant for the exercise of the function of the
examining magistrate. Furthermore, the examining magistrate may also request
additional information on the basis of this provision. Lastly, the examining
magistrate may summon the public prosecutor and the defense to attend a
procedural meeting in order to discuss the state of affairs in the criminal
investigation and to inform them which additional investigative steps shall be
taken.284 From the explanatory memorandum, it also follows that this
strengthened position of the examining magistrate warrants a more expedient
trial phase, where the trial judge may restrict the assessment of the criminal
investigative activities to a more marginal examination.285
By the Act on Shielded Witnesses of 2006286 the examining magistrate has
obtained an additional important role when it comes to the use of intelligence
information in criminal proceedings. Considering the direct relation of this Act
with an increase in the use of intelligence in criminal proceedings, especially in
terrorism cases, this Act will be dealt with in the next Chapter as one of the
developments contributing to a shift towards an anticipative criminal investigation.287
2.3.1.4 The Trial Judge
The trial judge exercises control ex post over the course of events in the criminal
investigation. This control is exerted in the context of an assessment of the right
to a fair trial as laid down in Article 6 ECHR, covering the proceedings as a
whole. The right to a fair trial under Article 6 and the consequences thereof as
developed by the ECHR will play an important role in the determination of the
trial judge with regard to the fairness of the procedure. The right to a fair trial
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can be violated due to events during the criminal investigation as has been
explained in sub-section 2.1.3.3. As also explained in section 2.1.3.3 an
investigation in violation of statutory law or in violation of another right
guaranteed in the ECHR, such as Article 8 ECHR, does not automatically result
in a violation of Article 6 ECHR.288 In order to determine whether the right to
a fair trial has been violated, the procedure as a whole is taken into account,
which includes the possibility to rectify or compensate illegitimate actions that
have occurred during the criminal investigation. The exact implications of an
examination with regard to the fairness of the proceedings by the domestic judge
are, as repeatedly emphasized by the ECrtHR, a matter of evidentiary law as
regulated in domestic law.289 Hence, the assessment of the trial judge as to
whether the right to a fair trial has been violated and the question whether such
violation shall result in procedural sanctions will occur within the framework of
evidence which has been illegitimately obtained as provided in the Dutch CCP
(Article 359a CCP) and as interpreted in the case law. This framework will be
dealt with in section 2.3.2.4.2 as an element adopted in the CCP regulating the
criminal investigation by providing the remedies against the illegitimate use of
criminal investigative powers.
For this section it is sufficient to note that the ex post control function of the
trial judge with regard to the course of events during the criminal investigation
will be exercised within the context of Article 359a CCP with the possibility to
offer procedural compensation in the form of one of the remedies enumerated
in Article 359a CCP (barring the prosecution, the exclusion of evidence or
mitigating the sentence). This decision will be made in light of the right to a fair
trial, and is thus dependent on whether or not imposing a procedural sanction
can compensate for any unfairness in the criminal investigative phase and
whether it will render the procedure as a whole fair.
2.3.1.5 The Position of the Suspect
The suspect is already entitled to certain forms of procedural protection during
the pre-trial phase, including during the covert criminal investigation. These
forms of protection are embedded in the system of criminal investigation and
have a restrictive function on the power of the state to apply investigative
methods against its citizens. During the criminal investigation with an
inquisitorial character, the suspect is, however, primarily the subject of the
investigation. The suspect’s rights during the pre-arrest phase are restricted to
the right to be informed about any use of investigative powers against him, as
enabled by the duty of notification. This right can however be postponed until
the interest of the investigation is not obstructed by disclosure. This means that

288 See e.g. ECHR 12 May 2000, App. no. 35394/97 (Khan v. The United Kingdom), para. 34. See
also section 2.1.3.3.
289 E.g.: ECHR 24 November 1994, App. no. 13972/88 (Imbrioscia v. Switzerland), para. 34. See also
section 2.1.3.3.
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in practice the suspect will not be aware of any investigation against him until
his arrest or first police interrogation. Consequently, during the criminal investigation it is exclusively the responsibility of the police, the public prosecutor and
the examining magistrate also to take the position of the suspect into account at
all times. This concerns an independent obligation, as well as the consequence
of the prospect of a subsequent criminal trial where the defense can challenge
the fairness of the procedure before the trial judge, as has been described in the
preceding sub-sections.
As has already been briefly mentioned in the introductory section of this
Chapter, the defense has a possibility to contribute to truth-finding if there are
doubts about the completeness of the investigation conducted on behalf of the
PPS (Article 182 CCP).290 The suspect can, when interrogated with regard to a
criminal offense or when already charged, request the examining magistrate to
conduct specific investigative activities. These possibilities for the defense to
request the involvement of the examining magistrate for specific investigative
action have been expanded by the Act on Strengthening the Position of the
Examining Magistrate of 2011.291 According to the explanatory memorandum,
a side-effect of the expanded possibilities for the suspect/defense during the pretrial phase will be that the trial judge may deal with the admissibility of requests
for complementary investigative action during trial more restrictively.292
Nevertheless, considering that the suspect will not normally be aware of any
investigation against him until his arrest or, in less serious cases, until the first
police interrogation, the involvement of the defense during the criminal
investigation on the basis of these provisions is in the context of this project,
being limited to covert criminal investigation, of little relevance.
In particular, the right to a fair trial as guaranteed in Article 6 ECHR is
important for the position of the suspect in relation to the fairness of the criminal
investigation. The suspect can rely on the forms of protection contained in
Article 6 ECHR as a guarantee towards the fairness of the criminal proceedings
as a whole and may challenge, in the context of a criminal trial, the fairness of
the investigative action against him. Nevertheless, as already explained in the
previous sub-section and in section 2.1.3.3, the right to a fair trial is not
automatically violated when during the domestic procedure evidence has been
obtained in a manner that is incompatible with a provision of the ECHR (most
probably Article 8). Moreover, the ECrtHR has repeatedly clarified that it is not
its task to determine rules for the consequences that should follow when
evidence has been unlawfully obtained. Hence, when the suspect challenges the
legitimacy of the investigative activities against him, the judge, on the basis of
Article 359a CCP, will assess the course of events of the criminal investigation.

290 Kamerstukken I 2010/11, 32177, no. A.
291 Until the entry into force of the Act on Strengthening the Position of the Examining Magistrate, the
suspect could under Article 36a-36e CCP request the examining magistrate to investigate in the
context of the preliminary judicial investigation some specified aspects.
292 As suggested in the explanatory memorandum of this Act, Kamerstukken II 2009/10, 32177 no. 3,
18.
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The most important prerequisite for the defense during the criminal investigation, in order to be able to challenge the fairness of the procedure and the
legitimacy of the use of investigative powers, is to have access to all reports
concerning the criminal investigation. This is facilitated by the duty to compile
records under Article 152 CCP and by disclosure obligations. The defense must
be able to rely on the information in the dossier and have the opportunity to
challenge the correctness of this information.
The duty to compile records applies to all reports that are relevant.
According to the Supreme Court, reports are relevant when they may affect the
evidence and shall thus concern all incriminating and exonerating information
which is available.293 This relevance rule corresponds with the approach of the
ECrtHR, determining that it is a “requirement of fairness under paragraph 1 of
Article 6 (...) that the prosecution authorities disclose to the defence all material
evidence for or against the accused.”294 According to Article 126aa CCP the
public prosecutor shall disclose the reports on the use of special investigative
techniques to the dossier. The fourth section of this Article determines that this
reporting applies to all uses of special investigative techniques in a specific
criminal investigation, also when the use of SIT has not produced any relevant
results.295
To take advantage of the duty to compile records, the suspect must be able
to take note of the contents of the dossier. The suspect has the right to have all
the contents of the dossier disclosed at the latest when the pre-trial investigation
has been closed (Article 30-34 CCP). The disclosure to the defense must take
place as soon as the interest of the investigation is not impeded by revealing
what is detected.296 The disclosure of relevant reports may be withheld when the
exposure of the information to the public may hinder future investigative
activities. The judge will need to balance the interest of disclosure against the
interest of secrecy.297 For example, when the disclosure reveals information
about an element of a criminal organization and the investigation of the
remainder of the criminal organization will continue, the interest of the
investigation allows the postponement of the disclosure. Other conceivable
examples are a cross-border investigation or any other ongoing investigation
which might be obstructed by revealing the information.298 According to Article
33 CCP, the latest possibility for disclosing information is when the summons
is served on the suspect. Because this obligation is sometimes difficult to fulfill
due to the pressing interests of an ongoing criminal investigation, in the case law
a rather flexible approach has been adopted towards compliance with this last
filing possibility.299 Ultimately, the trial judge has the authority to order the
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HR 7 May 1996, NJ 1996, 687 ann. Sch, para. 5.9.
ECHR 16 December 1992, App. no. 13071/87 (Edwards v. The United Kingdom), para. 36.
See Corstens 2008, 249.
Article 126aa(3) CCP.
Corstens 2008, 249.
Kamerstukken II 1996/97, 25 403, no. 3, 84.
Buruma 2001, 28.
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disclosure of information to the dossier. He can also decide to order disclosure
at the request of the defendant.300
According to the ECHR, it is decisive for meeting the disclosure obligations
whether the dossier (in this particular case there was no dossier, considering that
the scope of the disclosure obligation of the prosecutor under English law was
at issue) contains “all material evidence for or against the accused”.301 Also, the
suspect must eventually have access to the same information as the trial judge.302
According to the ECHR case of Fouchier, it is essential that the suspect at least
receives the information regarding the activities of the criminal investigation and
the prosecution against him insofar as the information can influence the
suspect’s position in the procedure.303
2.3.1.6 The Position of Other Subjects of Criminal Investigative Activities
Persons can become the subject of the criminal investigation without ever
obtaining the status of a suspect or without ever being criminally prosecuted.
The use of investigative powers is not limited to a suspect, but is aimed at the
clarification of a reasonable suspicion of a crime. Consequently, the application
of special investigative techniques may also result in the gathering of information regarding persons that are never prosecuted. Especially in proactive
investigations, groups of persons may be investigated, while only some of them
will become suspects and will be prosecuted.
According to Article 13 ECHR everyone is entitled to an effective remedy
once his or her rights as protected by the ECHR have been violated. In line with
this, a duty of notification has been adopted in order to prevent persons
remaining unaware of the fact that they have been subjected to an investigation
and, consequently, being deprived of a remedy to challenge the legitimacy of the
use of special investigative techniques against them. The duty of notification
regarding the use of special investigative techniques has been adopted in Article
126bb(1): the public prosecutor provides written notification to any persons
involved concerning the use of special investigative techniques as soon as the
interest of the investigation is not obstructed by the notification. Section 2 of
Article 126bb provides a definition of persons who are ‘involved’: (a) persons
against whom the SIT was used; (b) the user of telecommunications or of
technical devices used for telecommunications where wire-tapping has occurred;
and (c) the rightful owner of a dwelling used for the application of SIT.304 The
duty of notification in Article 126bb CCP is complementary to the situation
where someone is informed, in the context of criminal proceedings, of the duty
to disclose under Article 126aa (1) and (4) CCP and has thus been particularly
adopted so as to offer persons other than the suspect the possibility to challenge
300
301
302
303
304

Article 315 and 326 CCP.
ECHR 16 December 1992, App. no. 13071/87 (Edwards v. The United Kingdom), para. 36.
Buruma 2001, 27.
Myjer 1997, 742.
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the legitimacy of the use of SIT against them.305 Sometimes, also persons who
are not individualized will be part of the information obtained through the
technique. In such a situation the investigative technique is not applied against
those persons and the duty of notification does not apply to them.306 The notification will take place when the interest of the investigation is not prejudiced by
the notification. When the person involved is already aware that an investigative
technique has been applied, the government is not indemnified from its
obligation to notify. An exception to the duty of notification applies when the
notification is practically impossible, for example when the address of the
person involved in unknown.307
Persons who have been involved in criminal investigative activities may have
experienced significant interferences with their private life. The duty of
notification is an important procedural requirement enabling persons to
challenge the legitimacy of such investigative activities and provide them with
an effective remedy as guaranteed by Article 13 ECHR. Article 13 ECHR
requires that there should be an effective remedy before a national authority in
case of an alleged violation of one of the rights protected in the convention. This
means that one should have the opportunity to challenge the legitimate use of
an investigative power that has interfered with their private life. In Kruslin /
Huvig v. France the Court determined that the regulation of far-reaching
investigative powers such as wire-tapping should include procedural safeguards
for the persons involved to have the opportunity to challenge the legitimacy of
the wire-tap used against them.308 In the Klass judgment the Court determined
that the German provision that “the person concerned must be informed after the
termination of the surveillance measures as soon as notification can be made
without jeopardizing the purpose of the restriction” is a regulation which is in
conformity with Article 13 ECHR.309 This provision is similar to the Dutch
provision of Article 126bb CCP. After notification, persons prosecuted may file
a complaint with the National Ombudsman or initiate civil proceedings in order
to seek damages for the illegitimate use of criminal investigative powers. However, there are no additional provisions that facilitate an effective remedy after
the notification, which might raise doubts about the effectiveness in practice.310
An evaluation of the use of SIT after the entry into force of the Act of 1999
regulating these techniques demonstrates that, in practice, the duty of
notification is usually not observed. It appears that the most important reason for
not notifying is that the investigative technique is usually applied against a

305 Article 126bb(3) CCP.
306 Kamerstukken II 1996/97, 25 403, no. 3, 85.
307 Article 126bb (1) CCP. See in detail on the manner in which the duty of notification shall be
exerted, including the possible exceptions: ‘Aanwijzing opsporingsbevoegdheden’, Stcrt. 2011, no.
3240, under 5.4.
308 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France).
309 ECHR 6 September 1978, App. no. 5029/71 (Klass and others v. Germany), para. 71-72.
310 See: HR 21 November 2006, NJ 2007, 233, ann. Mevis, annotation para. 2. See also: Baaijens-van
Geloven and Simmelink 2002, 588 and 593.
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suspect who will be notified automatically as a result of compliance with the
duty to compile records. The second reason for non-observance is that the
notification would undermine the interest of the investigation.311 The interest of
the investigation can also concern, similar to refraining from observing the duty
to compile records, the interests of other criminal investigations, for example in
the case of different investigations into a criminal organization. The Board of
Procurators General has now urged all chief public prosecutors in the different
district public prosecutor’s offices to comply more effectively with the duty of
notification, by affirming the importance of this protecting duty within the
system of special investigative techniques.312
2.3.2 The Protective Elements in the System of Criminal Investigation
The regulation of the criminal investigation in the criminal procedural law of the
Netherlands is a consequence of both the fundamental rights and principles
addressed in section 2.1.3 and the specific choices made in the regulation of the
criminal investigation in the CCP. This section will address the elements in the
regulation of the criminal investigation that serve a protective goal. Firstly, the
specific consequences of the protection of privacy for the regulation of criminal
investigative powers will be described. These consequences follow from the
principle of legality and from the interpretation of Article 8 ECHR (section
2.3.2.1). Furthermore, the definition of a criminal investigation and, consequently, the demarcation from other investigative forms serves an important
protective function, considering that the principle of legality and criminal
procedural guarantees only apply to investigative activities that can be defined
as a criminal investigation. This demarcation of the criminal investigative phase
will be addressed in section 2.3.2.2. The Chapter will then turn to the specific
regulation of the use of criminal investigative powers within the criminal
investigation. For that purpose three investigative domains can be identified in
which a different ‘threshold of suspicion’ as a triggering mechanism for the use
of investigative powers is applied. Section 2.3.2.3 extensively deals with the
different applicable triggering mechanisms and the central role of the reasonable
suspicion threshold. Also any other levels of suspicion applicable to specific
investigative techniques and additional protective restraints will be dealt with.
Lastly, additional protective elements adopted in the CCP – the duty of reporting
and procedural remedies – will be addressed in section 2.3.2.4.

311 Beijer et al. 2004, 145.
312 Kamerstukken II 2006/07, 29 940, no. 4, 1-2 (Letter of the Minister of Justice regarding the
evaluation of the Act on SIT).
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2.3.2.1 Regulation Following the Principle of Legality and the Right to
Respect for Private Life
As has been explained in sections 2.1.3.1 and 2.1.3.2, the principle of legality
and the right to respect for private life require that the use of investigative
powers that infringe upon privacy rights is regulated in the manner prescribed
by the principle of legality under Article 1 CCP and meeting certain standards
following from Article 8 ECHR and Article 10 Constitution. The principle of
legality and the right to respect for private life are clearly related when it comes
to the regulation of criminal investigative powers that interfere with privacy
rights. Already in 1838, when the first Dutch Code of Criminal Procedure was
adopted,313 the underlying principle of the then adopted Code of Criminal
Procedure was that for every governmental power interfering with fundamental
rights as protected by the Constitution a basis in law must be established.314 The
main purpose of adopting the principle of legality in Article 1 CCP was to relate
the provisions in the CCP to the protection of fundamental liberties in the
Constitution. In that way the infringements of fundamental liberties by state
authorities as provided for in the CCP obtained their justification with respect
to the protection elements contained the Constitution through Article 1 CCP.315
Also the constitutional provision itself (Article 10 Constitution) requires an Act
of Parliament for establishing limitations to the right to private life. Article 8
ECHR, providing for the right to respect for one’s private life, also only accepts
limitations to this right in accordance with the law. In the Netherlands the
requirement ‘in accordance with the law’ obliges the legislature to provide for
codified law by an Act of Parliament.
Already in 1838 the Dutch criminal law specialist De Bosch Kemper
recognized the importance of respect for private life in exercising powers under
criminal law. He considered the protection against any arbitrary use of criminal
procedural powers which disrespected individual liberty as one of the basic
requirements of the law. According to De Bosch Kemper, the limits to the use
of criminal procedural powers that interfere with private life must be provided
in the law, while these provisions are only exceptions to the general rule that the
government must respect the private life of its citizens.316 From the wording used
in the explanatory memorandum of the CCP of 1913-1914 it can be derived that
in designing the CCP the ‘paradox situation has been taken into account that in
a Rechtsstaat it is inevitable that the fundamental rights of some are restricted
in furtherance of the rights and liberties of others.’317 Whereas fundamental
rights are the core of the Rechtsstaat, it is necessary to restrict these rights when
certain criminal procedural measures are needed in order to be able to establish

313 Although based to a large extent upon the French Code d’Instruction Criminelle, used in the
Netherlands for the preceding 27 years.
314 As to J. de Bosch Kemper (1838): Simmelink 1987, 39-40.
315 Simmelink 1987, 40 and 41, Berkhout-van Poelgeest 2001, 30.
316 J. de Bosch Kemper (1838), cited in Simmelink 1987, 39.
317 See: Knigge and Kwakman 2001, 181.
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the truth in favor of those whose rights have been violated as victims of crime
or of crime-affected society in general. Some investigative powers had already
been explicitly regulated in the CCP, while subjecting these methods to certain
conditions.
Since the entry into force of the Code of Criminal Procedure of 1926 the
right to respect for private life has gained in importance, which follows from the
relatively recent adoption of this right in the Dutch Constitution (by the
amendment of the Constitution in 1983). Moreover, the European Court of
Human Rights has promulgated an approach in which the right to private life
was given increasing importance over the years. At the same time, many new
investigative powers with a more intrusive character have been developed as a
consequence of technological developments, whereas the need for such
measures was also fed by the increasing complexity of criminality, often in the
context of a criminal organization.
This section will first turn to the general rules for the regulation of criminal
investigative powers following from the ECrtHR’s interpretation of the
restrictive clause of Article 8 ECHR. Section 2.1.3.2.1 has already described the
scope of Article 8 ECHR as well as the interpretation of the different elements
of the restrictive clause of Article 8 ECHR. These findings will not be repeated
here. Instead, the focus will be particularly on the interpretation of the
requirements of ‘foreseeability’ and being ‘necessary in a democratic society’
as these two elements of the restrictive clause of Article 8 ECHR set specific
standards that the regulation of criminal investigative powers in the Netherlands
needs to meet. Secondly, section 2.3.2.1.2 will deal with the particular
requirements for regulating criminal investigative powers in the Netherlands,
where the regulation shall observe not only the requirements of the restrictive
clause of Article 8 ECHR but also the particular requirements following from
Article 10 Constitution and the principle of legality.
2.3.2.1.1 The Requirements of the Restrictive Clause of Article 8 ECHR
The principle of legality and respect for the right to private life are thus
complimentary with regard to the regulation of the criminal investigation. Both
protect citizens against arbitrary interference by the state with their private life;
they provide them with legal protection; and they guarantee equality for the law.
A basis in law should therefore provide for a clear regulation of the circumstances and conditions under which the use of criminal powers by the government is permitted.318 In addition, the interpretation of Article 8 ECHR has
resulted in specific requirements with regard to the quality of the law.319 The
law, established by Act of Parliament as a requirement under the Dutch
Constitution, shall protect against arbitrary interferences with the right to respect
for private life by only allowing restrictions to this right when the basis in law
is adequately accessible, to a sufficient extent, and foreseeable to the person

318 Ibid., 311.
319 See sub-section 2.1.2.1.
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concerned.320 The restriction must also be necessary in a democratic society. The
ECrtHR has further developed these requirements in its case law, providing for
conditions that domestic legislation on investigative powers that interfere with
the right to respect for private life must meet in order to be compatible with
Article 8 ECHR.
The requirement of accessibility has been explained as requiring that
someone can relatively easily take note of the legal provision providing for a
restriction on his or her right to private life. Someone “must be able to have an
indication that is adequate in the circumstances of the legal rules applicable to
a given case.”321 When the applicable law has been published, the law is
considered accessible.322 Hence, this requirement is generally met in the Dutch
legal system, considering that the principle of legality provides that criminal
procedure has to be established by an Act of Parliament, which will be published
in the ‘State’s bulletin of acts, orders and decrees’.
With regard to the regulation of criminal investigative powers, especially the
requirement of foreseeability imposes specific conditions.323 The foreseeability
of a specific interference must be considered in relation to the government’s
specific measure which results in such interference. For example, for the
interception of telecommunications it cannot be required that a person must be
able to foresee when his communications are being intercepted since that gives
this person the opportunity to adjust his conduct. Foreseeability in this regard
means that a citizen must be aware of in which circumstances and under what
conditions the government is authorized to use such (secret) investigative
powers.324 Furthermore, legislation must at least provide for a “minimum degree
of legal protection to which citizens are entitled under the rule of law in a
democratic society.”325 This means that the basis in law providing for the power
to use covert surveillance techniques must provide “adequate protection against
arbitrary interference with Article 8 rights” and provide “adequate and effective
guarantees against abuse.”326 Nevertheless, the requirement of foreseeability
does not mean that the law must be elaborated in detail, because that “might
give rise to excessive rigidity, and the law must be able to keep pace with

320 ECHR 26 April 1979, App. no. 6538/74 (Sunday Times v. The United Kingdom), para. 49; ECHR
25 March 1998, case 13/1997/797/1000 (Kopp v. Switzerland), para. 55; ECHR 16 February 2000,
App. no. 27798/95 (Amann v. Switzerland), para. 50 (and 56); ECHR 24 April 1990, App. no.
11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v. France), para. 30/29). See in more
detail section 2.1.3.1.1.
321 ECHR 26 April 1979, App. no. 6538/74 (Sunday Times v. The United Kingdom), para. 49.
322 ECHR 30 March 1989, App. no. 10461/83 (Chapell v. The United Kingdom), para. 56.
323 See ECHR 29 June 2006, App. no. 54934/00 (Weber and Saravia v. Germany) (admissibility
decision), para. 93-94 and ECHR 1 July 2008, App. no. 58243/00 (Liberty and others v. The United
Kingdom), para. 62, for a summary of the Court’s case law on the interpretation of and the
conditions following from the requirement of foreseeability.
324 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67 and ECHR 24
April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v. France),
para. 30/29.
325 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 79.
326 See e.g. ECHR 2 September 2010, App. no. 35623/05 (Uzun v. Germany), para. 63.
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changing circumstances.”327 The foreseeability requirement may be related in
that sense to the principle of legality as laid down in Article 7 of the Convention
(see on the principle of legality section 2.1.3.1). “[H]owever clearly drafted a
legal provision may be, there is an inevitable element of judicial interpretation.”328
What basis of law is considered to be of sufficient quality to be in accordance
with Article 8(2), depends, again, on all the circumstances of the specific case,
such as the “nature, scope and duration of the possible measures, the grounds
required for ordering them, the authorities competent to permit, carry out and
supervise them, and the kind of remedy provided in national law”329 and,
elsewhere, “the content of the instrument in question, the field it is designed to
cover and the number and status of those to whom it is addressed.”330 Dependent
on the nature of the interference with the right to respect for private life and the
consequences of this interference, the ECHR requires either more or less from
the substantive precision of a specific basis in domestic law.331 The Court seems
to impose higher standards for covert investigative techniques: “[e]specially
where a power vested in the executive is exercised in secret, the risks of
arbitrariness are evident.”332 This may be illustrated by cases where the Court
has assessed the compatibility of the basis in law for electronic communications.333 For example, in Kruslin / Huvig v. France the Court set strict requirements for tapping phone communications without permission.334 The tapping of
telephone communications is considered to be such serious interference –
although understandably necessary for the interest of the investigation – that
using this investigative method is only permitted if it is accompanied by
sufficient guarantees for the person(s) involved. According to the Court it is
“essential to have clear, detailed rules on interception of telephone conservations, especially as the technology available for use is continually becoming
more sophisticated.”335 In Weber and Saravia the Court – after summarizing the
general considerations in its case law regarding the requirement of foreseeability
in the field of electronic surveillance – formulated the specific minimum safe-

327 ECHR 23 September 1998, App. no. 72/1997/856/1065 (McLeod v. The United Kingdom), para.
41, and ECHR 26 April 1979, App. no. 6538/74 (Sunday Times v. The United Kingdom), para. 49.
328 ECHR 2 September 2010, App. no. 35623/05 (Uzun v. Germany), para. 62.
329 ECHR 2 September 2010, App. no. 35623/05 (Uzun v. Germany), para. 63.
330 ECHR 12 January 2010, App. no. 4158/05 (Gillan and Quinton v. The United Kingdom), para. 77.
331 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 68.
332 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67 and ECHR 24
April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v. France),
para. 30/29.
333 E.g. ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), ECHR 24 April
1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v. France), ECHR
29 June 2006, App. no. 54934/00 (Weber and Saravia v. Germany) (admissibility decision) and
ECHR 1 July 2008, App. no. 58243/00 (Liberty and others v. The United Kingdom).
334 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 33/32. ECHR 25 March 1998, case 13/1997/797/1000 (Kopp v. Switzerland).
335 ECHR 29 June 2006, App. no. 54934/00 (Weber and Saravia v. Germany) (admissibility decision),
para. 93 and ECHR 1 July 2008, App. no. 58243/00 (Liberty and others v. The United Kingdom),
para. 62.
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guards that should be included in statutory law for the investigative power of
wire-tapping:
“the nature of the offences which may give rise to an interception order; a definition
of the categories of people liable to have their telephones tapped; a limit on the
duration of telephone tapping; the procedure to be followed for examining, using and
storing the data obtained; the precautions to be taken when communicating the data
to other parties; and the circumstances in which recordings may or must be erased or
the tapes destroyed.”336

In contrast, the balancing of less serious interference with privacy against the
interests of the investigation in the case of Murray gave rise to imposing less
strict requirements for the quality of the law. In Murray investigative activities
such as the recording of personal details, including a photograph having been
taken without consent that did not have an explicit basis in the law, were ‘in
accordance with the law’ as they could inexplicitly be derived from the legal
basis of the more intrusive powers of arrest and detention. The less intrusive
investigative actions were considered necessary for the successful exertion of
the powers to arrest and detain.337 A similar conclusion was reached in Uzun v.
Germany where the GPS surveillance of movements in public was not
considered to interfere with private life to the same extent as the electronic
surveillance of telecommunications, for which reason “more general principles
on adequate protection against arbitrary interference with Article 8 rights”
applies. For this reason the provision that constituted the basis for the GPS
surveillance, stating that “other special technical means intended for the purpose
of surveillance may be used to investigate the facts of the case or to detect the
perpetrator’s whereabouts if the investigation concerns a criminal offence of
considerable gravity”, was sufficiently foreseeable and with this conclusion the
Court also took into account additional safeguards against arbitrariness such as
the fact that the principle of proportionality had been taken into account and an
ex post judicial review was in place.338
The second requirement which is relevant for the regulation of criminal
investigative powers and that follows from the restrictive clause of Article 8
ECHR concerns the requirement that the interference must be necessary in a
democratic society in order to be legitimate. ‘Necessary in a democratic society’
is a condition which requires a legitimate aim for the interference and, furthermore, that the “interference corresponds to a pressing social need and, in
particular, that it is proportionate to the legitimate aim pursued.”339 The possible
legitimate aims are enumerated in section 2 of Article 8: the interests of national

336 Internal citations omitted, ECHR 29 June 2006, App. no. 54934/00 (Weber and Saravia v. Germany)
(admissibility decision), para. 95. See also: ECHR 1 July 2008, App. no. 58243/00 (Liberty and
others v. The United Kingdom), para. 62.
337 ECHR 28 October 1994, App. no. 14310/88 (Murray v. The United Kingdom), para. 88.
338 ECHR 2 September 2010, App. no. 35623/05 (Uzun v. Germany), para. 29 and 68-74.
339 ECHR 26 March 1987, App. no. 9248/81 (Leander v. Sweden), para. 58.
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security, public safety or the economic well-being of the country, the prevention
of disorder or crime, the protection of health or morals, or the protection of the
rights and liberties of others. For example, in the ECHR case of Lüdi v.
Switzerland the wire-tapping of the defendant’s private communications was
permitted because Swiss law establishes a basis for the use of this method in
situations where there is a “good reason to believe that criminal offenses are
about to be committed.” The goal of this law is the prevention of crime, which
the Court considers as a necessity in a democratic society. This meets the
requirements of Article 8(2) and, with that, justifies the limitation on section 1
of Article 8.340 The requirement of ‘necessary in a democratic society’ is a very
important requirement that restricts the possibility for states to adopt legislation
that provides bases for interfering with Convention rights. Moreover, it reflects
the idea that the state model of democracy is the only possible state organization
which is compatible with the Convention.341 However, the Court primarily
leaves a margin of appreciation to the states in this regard and exerts only a
marginal examination itself. Interfering with the right to privacy is necessary in
a democratic society when there is (in addition to one of the enumerated
legitimate aims) a pressing social need for the interfering activities, while the
interference must be relevant for achieving the intended aim and it must be
proportionate to the legitimate aim pursued.342 Furthermore, the requirement of
‘necessity’ in fact implies an assessment of the proportionality and subsidiarity
of the restriction. The interference shall not be of such a nature that the essence
of the right to respect for private life is undermined, and it must be proportionate
to the intended aim. An infringement by a public authority will not be legitimate
if the intended aim can be achieved by less intrusive means.343 Also when a state
uses its power to exert the positive duty to protect the lives of citizens under
Article 2 ECHR – for example, in order to prevent a terrorist attack – and
interferes for that purpose with the right to private life as protected by Article
8 ECHR, such interference must meet the requirements for a legitimate
restriction of Article 8 ECHR and must therefore be proportionate in order to be
necessary in a democratic society.344
2.3.2.1.2 The Requirements of the Principle of Legality and the Right to
Respect for Private Life in the Regulation of Criminal Investigative
Powers
As has been explained in the section dealing with the legal bases providing for
truth-finding instruments, different requirements apply with regard to the
340 ECHR 15 June 1992, App. no. 12433/86 (Lüdi v. Switzerland), para. 39. Furthermore, the Court
ruled in this case that the use of an undercover agent, who observed the defendant committing a
drugs crime, did not violate the privacy of the defendant (Article 8(1)) because the defendant
should have been aware of the risk of being observed in that situation. Ibid., para. 40.
341 Loof 2005, 211.
342 See e.g. ECHR 23 September 1998, App. no. 72/1997/856/1065 (McLeod v. The United Kingdom),
para. 52. See in general: Arai 2006, 340-341.
343 Loof 2005, 213-214.
344 See also Chapter 1, section 1.3.2.

114

Chapter 2

precision of the legal basis, which depends on the intrusiveness of the investigative powers in question. Until the mid-1990s the Supreme Court accepted that
Articles providing for a general setting of tasks, such as Article 2 of the Police
Act 1993 and Articles 141/142 CCP, could serve as a sufficient legal basis for
investigative powers interfering with privacy rights. One of the main causes of
the so-called ‘crisis in the criminal investigation’ was that investigative powers
were widely applied, while a precise regulation in the law was lacking.345 It was
clearly questionable whether these Articles provided, in all circumstances, a
sufficient basis in the law within the meaning of Article 8 ECHR.
Around the same time the Supreme Court slightly changed its position by
determining in the case of Zwolsman that Article 2 of the Police Act 1993 did
not sufficiently meet the requirement of being ‘in accordance with the law’
when the use of the investigative power results in more serious interference with
the right to respect for private life.346 However, when the interference is rather
limited Article 2 Police Act 1993 and Article 141/142 CCP can serve as the
legitimate basis in law.347 Decisive for answering the question whether or not a
specific basis in law is required for the use of an investigative power is thus the
extent to which the power interferes with private life. For example, the Supreme
Court considered that sifting through discarded garbage is a measure that does
not infringe on privacy, since it does not constitute a situation in which someone
can have a reasonable expectation that his private life will be respected.348 The
same view was taken concerning, e.g., observation in a public place.349
The ECrtHR (Malone) generally requires that (any) legal basis for a criminal
investigative power providing for discretion for investigative officers provides
for “a measure of legal protection against arbitrary interferences by public
authorities with the rights safeguarded in Article 8(1).”350 Furthermore: “a law
which confers a discretion must indicate the scope of the discretion, although the
detailed procedures and conditions to be observed do not necessarily have to be
incorporated in rules of substantive law.” The Court continued by stating that:
“[c]onsequently, the law must indicate the scope of any of such discretion
conferred on the competent authorities and the manner of its exercise with
sufficient clarity, having regard to the legitimate aim of the measure in question,
to give the individual adequate protection against arbitrary interference.”351 A
rather wide scope of discretion may be attributed to investigative officers, but

345 Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 419-420.
346 HR 19 December 1995, NJ 1996, 249, para. 6.4.4 and 6.4.5. Although, in this case, the Supreme
Court made no explicit reference to either Article 8 ECHR or Article 10 of the Constitution, its
judgment can clearly be seen in relation to the forms of protection provided in these Articles.
347 HR 19 December 1995, NJ 1996, 249, para. 6.3.2 and 6.4.5.
348 HR 19 December 1995, NJ 1996, 249, para. 8.3.
349 HR 2 June 1998, NJ 1998, 783, para. 6.2, HR 13 June 1995, NJ 1995, 684, HR 11 October 1986,
NJ 1988, 511, para. 6.3.
350 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67. Repeated in:
ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 30/29.
351 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 68.
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not for the use of all investigative powers. As addressed in the previous section,
the degree of precision depends on all the circumstances of the case, and in
particular on the nature of the investigative power concerned and, consequently,
on the nature of the interference caused by using the investigative power. On
that basis, the Court decided in the case of Malone that the wide discretion
afforded to the public authorities in using secret surveillance of communications
was not in compliance with the requirement of being ‘in accordance with the
law’ as contained in Article 8 ECHR.352
The Act on SIT anticipates these requirements of Article 8 ECHR and the
principle of legality by establishing precise regulations for investigative
techniques that interfere in most circumstances with the privacy of the persons
involved.353 The adoption of the Act has been a critical turning point in the
regulation of a criminal investigation. The basic assumption of this Act was to
make the criminal investigation sound and controllable. From now on, SIT that
interfere with rights and liberties can only be applied, as the principle of legality
and the protection of the right to private life prescribe in criminal procedural
law, on the basis of and in accordance with specific conditions provided by law.
The government formulated three objectives that the Act was deemed to
achieve: (1) regulation by creating a statutory basis in the CCP for SIT; (2)
furthering and guaranteeing a legitimate criminal investigation, by establishing
hierarchical control primarily by the public prosecutor as well as furthering
transparency regarding the use of investigative techniques; and (3) the effective
investigation of (organized) crime.354 The regulation provides for the circumstances in which the use of investigative techniques is permitted and under what
conditions this use must occur. The established system thus importantly
strengthens the protection against arbitrary governmental interference by
including the right to respect for private life, especially in comparison with the
situation before 1999. This does not mean that specifically regulated powers
leave no room for different interpretations. Without interpreting the law by
analogy, it is the task of the judiciary to fill such gaps in the law in accordance
with fundamental principles of law (such as proportionality and subsidiarity) and
in accordance with the original intent of the legislature in creating that specific
regulation.355

352 Ibid., para. 79.
353 Stb. 1999, 245.
354 Beijer et al. 2004, 29. See also the explanatory memorandum in which codification, enhanced
hierarchical supervision and controllability were formulated as the main objectives of the new Act.
Kamerstukken II 1997/98, 25 403, no. 3, 3.
355 See in this regard HR 19 December 1995, NJ 1996, 249, ann. Sch, annotation para. 29. Before
1999 the Supreme Court often set standards for using specific investigative authorities for which
an explicit basis in law was not yet established. For example: the establishment of the so-called
Tallon criterion for the use of investigative infiltration. The Tallon criterion prohibits undercover
agents from acting in such a way that the person being investigated commits criminal offenses
other than those which were already the object of his criminal intent. HR 4 December 1979, NJ
1980, 356. A similar criterion has also been upheld by the ECrtHR: ECHR 9 June 1998, case
44/1997/828/1034 (Teixeira de Castro v. Portugal), para. 32.
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Also the preliminary investigation has been given a more precise regulation
in the CCP. Although the activities conducted in a preliminary investigation
cannot entail one of the regulated SIT, they do concern the collection of personal
details concerning persons who are not (yet) suspected of a crime. The character
of the specific investigative activities conducted during the preliminary
investigation cannot be considered as very intrusive for the right to privacy.
However, the nature and scope of the investigation, that can be characterized as
nosing through the personal details of members of a ‘group’ or ‘branch’ of
society, nevertheless have serious consequences for the private lives of the
people involved. For this reason, the legislature decided to establish a more
specific basis in law for these preliminary investigative activities, rather than
deriving the power to conduct these activities from Article 2 of the Police Act
1993.356 To compensate for the seriousness of the implications for the private
lives of persons not (yet) suspected of a criminal offense, it has in addition been
established by a guideline that the public prosecutor can only order a
preliminary investigation after consulting the Board of Procurators General.357
Articles 141, 142 CCP and Article 2 Police Act 1993, as well as similar
provisions for special law enforcement officers, have been accepted in the case
law as sufficient bases for (at least) all investigative powers that do not interfere
with privacy rights. These provisions do not provide investigative officers with
complete discretion, considering that the use of investigative powers derived
from the general police task is restricted by allowing such use only for the
purpose of fulfilling that task: investigating criminal offenses.358 In the guideline
it is stated that investigative powers on the basis of Articles 141-142 CCP and
Article 2 Police Act 1993 can be used by investigative officers when necessary
for the purpose of their law enforcement task if there are ‘indications of criminal
activities.’359 Furthermore, and very important also in the light of the requirement of being ‘necessary in a democratic society’ under Article 8(2) ECHR, the
use of all investigative powers is bound by the principles of the due
administration of justice, such as proportionality and subsidiarity. These
principles and limiting the use of investigative powers to investigating criminal
offenses (purpose limitation) are decisive for the legitimacy of the use of
investigative powers that lack a specific regulation in the law (see in more detail
sections 2.1.3.4.1 and 2.1.3.4.2).360 The right balance between using provisions
which generally set tasks as the basis for investigative powers and requiring a
specific regulation must be found. Investigative powers that (seriously) interfere
with privacy rights must in any event be given a specific regulation in the law
by means of an Act of Parliament, as the protection of the fundamental right to
respect for private life and the interests served by the principle of legality

356 Kamerstukken II 199/97, 25 403, no. 3, 49-51.
357 See ‘Aanwijzing opsporingsbevoegdheden’, Stcrt. 2011, no. 3240, 25 and Kamerstukken II 1996/
97, 25 403, no. 3, 50 (expressing the intention to establish such a guideline).
358 Knigge and Kwakman 20010, 311-314.
359 Handboek voor de opsporingspraktijk 2000-2007, aanv. 5 July 2004 AI 1.1-6.
360 See e.g. HR 11 October 2005, NJ 2006, 625, para. 3.5.2.
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explicitly require protection to be provided against arbitrary interferences with
the right to private life by investigative actions by the government.
In closing, it must also be noted that the Act on the Intelligence and Security
Services of 2002 (WIV 2002) provides a specific legal basis for the special
investigative powers of the AIVD that seriously interfere with the protected right
to respect for private life as laid down in Article 8 ECHR. With this Act, the
legislature aimed to provide for a regulation that meets the requirements of
Articles 8 and 13 ECHR, by explicitly regulating the specific powers of the
intelligence services and the circumstances under which they can be used, as
well as providing for an internal controlling body which is responsible for
examining the proportionality and subsidiarity of the powers used in a specific
case.361
2.3.2.2 The Separation of Criminal Investigation from other Forms of
Investigation
The demarcation of the criminal investigation phase serves an important
protective function, considering that it is generally understood to be the starting
point of criminal procedural law under Article 1 CCP. Consequently, the
regulations of the CCP apply, providing both for the conditions under which
criminal investigative powers may be used and for the legal protection of those
subjected to the government’s powers in the area of criminal procedural law.362
Nevertheless, as will be seen in this section, the criminal investigation cannot
always be clearly separated from other investigative spheres on the basis of the
definition provided in Article 132a CCP. Administrative supervision may
overlap with criminal investigation and the status of the preliminary investigation as ‘preceding’ the criminal investigation is not very clear. At the same
time, the separation of the criminal investigation from other investigative
spheres serves an important restrictive function, considering that all activities
covered by the definition of criminal investigation are also subjected to the
protective regulations of the CPP. In that respect, in particular the separation
from administrative supervision and from the intelligence community serves an
important protective function. In order to address the separation of the criminal
investigation from other forms of investigation, this section will firstly analyze
the reasons for adopting the definition as provided in Article 132a CCP (section
2.3.2.2.1). Subsequently, the separation from administrative supervisory
authority (section 2.3.2.2.2) and from the intelligence investigation (section
2.3.2.2.3) will be dealt with. Lastly, attention will be given to the relation
between the preliminary investigation and the criminal investigation (section
2.3.2.2.4).

361 Kamerstukken II 1997/98, 25 877, no. 3, 2-3.
362 Compare: Borgers 2011, 457.
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2.3.2.2.1 The Definition of a Criminal Investigation
The scope of the criminal investigation phase has gradually developed. Until the
adoption of a definition (in Article 132a CCP) in 1999 by the Act on SIT, the
scope of the criminal investigation was not defined in statutory law. Before
1999, a limited interpretation of the scope of the criminal investigation was
generally favored. The criminal investigation was limited, according to this
interpretation, to investigative activities on the basis of a reasonable suspicion,
whilst proactive investigative activities were tolerated by considering these
activities as being part of the administrative supervisory task of police officers
on the basis of Article 2 Police Act 1993. However, this situation was
unsatisfactory as the nature of proactive investigative activities required more
precise regulation and protective guarantees for the subjects of the investigation.
For the first time, by the Act on SIT of 1999 a legal definition of the criminal
investigation was adopted in Article 132a CCP. Article 132a CCP defined the
criminal investigation on the basis of the responsible authority, the purpose of
the investigation and the specific threshold for initiating a criminal investigation.
Firstly, also according to the definition under Article 132a, the public prosecutor
is the responsible authority for the criminal investigation. The supervisory
authority of the public prosecutor shall be seen in relation to Article 148 CCP,
giving the public prosecutor the authority to give orders to law enforcement
officers. In the second place, the purpose of the criminal investigation must be
the making of a prosecutorial decision, which excludes the use of powers in the
criminal investigation for the sole purpose of gathering information (and thus
general search or fishing expeditions). Using criminal investigative powers for
purposes other than evidence gathering will constitute a violation of the
prohibition of détournement de pouvoir.363 This limitation to the purpose of
gathering information which is relevant for truth-finding regarding criminal
offenses imposes an important restriction on the power to conduct criminal
investigative activities, which has been a principal reason for adopting a
definition that includes this specific limitation.364 Thirdly, the definition limited
the criminal investigation to activities conducted upon the establishment of a
reasonable suspicion of a crime or a reasonable suspicion that crimes are being
planned or committed in an organized context. These specific thresholds in the
definition of criminal investigation have been adopted in order to limit the
criminal investigative phase specifically to the clarification of a reasonable
suspicion of a crime or a reasonable suspicion of involvement in the planning
or committing of crimes in an organized context and in order to demarcate the
criminal investigative phase from other investigative forms.365
Initiated by researchers of the Criminal Procedure Research Project of 2001,
a broader definition of the criminal investigation is now favored, by which the
specific reason for initiating the investigation is no longer included as a defining

363 See also section 2.1.3.4.2.
364 Kamerstukken II 1997/98, 25 403, no. 7, 17 and Handelingen II 1998/99, no. 24, 1549.
365 Kamerstukken II 1997/98, 25 403, no. 7, 18.
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element. According to the researchers of 2001 Criminal Procedure Project, the
purpose of the criminal investigation shall be the central defining factor, instead
of the threshold of a reasonable suspicion.366 The Act of 20 November 2006 to
broaden the possibilities to investigate and prosecute terrorist crimes has, in
accordance with this approach, amended Article 132a CCP in order to broaden
the definition of the criminal investigation by eliminating the threshold of a
reasonable suspicion from the definition.367 The new definition provided in
Article 132a defines a criminal investigation on the basis of supervision by the
public prosecutor and the purpose of the investigative activities in relation to
criminal offenses shall be to ‘make prosecutorial decisions.’ This implies a
limitation on investigative activities for the purpose of gathering information
which is relevant for making criminal procedural decisions regarding criminal
offenses, such as the decision to charge or a decision to use coercive measures
such as the power of arrest.368 Now, all investigative activities in relation to
criminal offenses for the purpose of making prosecutorial decisions are part of
the criminal investigation, whether conducted on the basis of Article 2 Police
Act 1993, on the basis of a specific legal basis provided in the CCP (in particular
the use of SIT), or on the basis of a provision for investigative powers in special
criminal law. This means that any order given by the public prosecutor under
Article 148 CCP falls within the scope of the criminal investigation (instead of
only those related to SIT) and, with that, establishes the supervisory role of the
public prosecutor for all criminal investigative activities.369 Moreover, all
investigative activities that contribute to the purpose of gathering evidence for
making prosecutorial decisions are subject to the protective provisions of the
CCP rather than being regulated by administrative law. For example, the duty
to compile records under Article 152 CCP applies to all criminal investigative
activities and the remedies provided in Article 359a CCP apply when
investigative rules have been violated.370 For these reasons, the broadening of
the definition of criminal investigation could be understood as being favorable
to legal protection. Nevertheless, by adopting this definition the central role of
the threshold of a reasonable suspicion has been abandoned, which has
traditionally served as an important protective restraint against the government
acting within the field of criminal procedural law, which opens the door to also
using other thresholds for using investigative methods in the criminal inves-

366
367
368
369
370

Knigge and Kwakman 2001, 300-347
Stb. 2006, 580.
Kamerstukken II 2005/06, 30 164, no. 3, 17 and Borgers 2009, 40 and 46. See also section 2.1.3.4.2.
See also: Kamerstukken II 2005/06, 30 164, no. 7, 25.
Sikkema 2008, para. 4.1. The Supreme Court seems to retain the older interpretation of the
criminal investigation when addressing the applicability of Article 152 CCP and distinguishes, for
that purpose, a criminal investigation under Article 132a CCP and an investigation for the purpose
of gathering information in relation to criminal offenses ‘preceding’ the criminal investigation
(although with the same outcome; Article 152 CCP also applies to the investigative activities
‘preceding’ the criminal investigation when these activities are conducted for the purpose of
collecting information for criminal prosecution). See HR 5 October 2010, LJN BL5629. Borgers
2011, 462.
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tigation and, consequently, expanding the proactive capabilities of the criminal
investigation. The protective role of the threshold of a reasonable suspicion will
be further discussed in section 2.3.2.2.
The defining elements of the current definition of the criminal investigation
are, according to the language of Article 132a CCP, both the purpose of the
investigation and the supervision of the public prosecutor. Although the
government referred to the proposals of the researchers of the 2001 Criminal
Procedure Project when explaining the choice for adopting this definition, the
inclusion of supervision by the public prosecutor in the definition was not in line
with these proposals.371 Also Borgers argues that it is only the purpose of the
investigation that concerns a defining element, whereas supervision by the
public prosecutor (as well as other criminal procedural guarantees such as
Article 152 CCP and Article 359a CCP) consequently applies as a regulatory
element to all activities that have been defined as a ‘criminal investigation.’372
To determine what investigative activities are criminal investigative activities
(and thus conducted for the purpose of ‘making prosecutorial decisions) two
approaches can be taken. Firstly, when the information produced by the
investigative activities is possibly relevant to criminal law enforcement, these
activities shall be defined as a criminal investigation. Secondly, only those
activities conducted by investigative officers who also have criminal investigative authority (under Articles 141-142 CCP) are criminal investigative activities.
Borgers chooses the latter approach, because the first is difficult to fit into the
system of criminal procedural law (as will be explained in more detail in the
next section).373 However, the disadvantage of this latter approach is that
criminal procedural safeguards, such as Article 359a CCP, will not apply to
investigative activities that have been conducted, in violation of the principle of
détournement de pouvoir, for criminal investigative purposes.
2.3.2.2.2 Separation from Administrative Supervision
The definition of criminal investigation as provided in Article 132a CCP seems
to clearly separate criminal investigative activities from administrative
supervisory activities. As has already been explained in the previous section and
in section 2.2.2.1, criminal investigative activities were previously separated
from other investigative activities with the presence of a reasonable suspicion.
The disadvantage of such a ‘limited’ approach towards the criminal investigation was that proactive investigative activities were conducted outside of the
criminal investigation, as part of the controlling task of the police and were thus
not regulated by the CCP but by administrative law. And also after the adoption
of the first definition of criminal investigation by the Act on SIT of 1999 (which
included the threshold for the (partly) proactive investigation of organized
371 Kamerstukken II 2005/06, 30 164, no. 7, 26.
372 Borgers 2009, 53.
373 Ibid., 57-59. This approach also seems to be the correct one according to the Supreme Court
(upholding the reasoning of the Court of Appeal). HR 7 July 2009, NJ 2009 528, para. 6.2.3 and
8.4 and Gerechtshof ’s-Gravenhage 1 March 2007, LJN AZ9644, para. 5.1.1.
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crime) other proactive investigative activities based on Article 2 Police Act 1993
(instead of the provisions of Title V) aimed at the discovery of criminal
activities for the purpose of generating evidence for criminal prosecution would
fall outside the scope of criminal investigation and would be regulated by
administrative law. On the basis of this more limited definition of a criminal
investigation, administrative supervisory authority would cover the investigative
activities preceding the phase of criminal investigation.374
The definition of criminal investigation adopted by the Act of 2006 now
covers all police investigative activities that contribute to their law enforcement
task. In that regard, the current definition of the criminal investigation seems to
provide for a clearer demarcation of the criminal investigative phase. Currently,
the purpose of the investigative activities concerns the dividing factor between
criminal investigation and administrative supervision: the criminal investigation
is conducted for the purpose of collecting information for making prosecutorial
decisions, while administrative supervision is conducted for the purpose of
controlling the observance of the (special criminal) law. Less clear is the
element of the definition of Article 132a CCP providing that the criminal
investigation occurs under the supervision of the public prosecutor. As described
in section 2.2.2.2.2, there are situations where officers other than those
enumerated in Articles 141 and 142 CCP have been attributed the power to
employ administrative supervisory powers in special criminal Acts, whereas the
use of these administrative supervisory powers may also be conducted for the
purpose of tracing criminal offenses (also referred to as repressive control).
However, these officers do not act under the supervision of the public prosecutor
(under Article 148(2) CCP). Hence, when considering the element of supervision by the public prosecutor as a second defining factor, these activities also
fall outside the scope of the criminal investigation as provided in Article 132a
CCP and concern administrative supervision.375 Nevertheless, as already
addressed in section 2.2.2.2.2, the use of administrative supervisory powers may
result in the discovery of information which provides a reason for initiating a
criminal investigation; the administrative supervision will then switch to a
criminal investigation. Furthermore, sometimes administrative supervision
overlaps with criminal investigation, which is also referred to as the cumulation

374 Nevertheless, the exact scope of the criminal investigation has been, especially before the entry
into force of the Act of 2006, rather ambiguous. On the one hand, the scope of Article 132a CCP
was explained as separating criminal investigation from administrative supervision on the basis of
the threshold of a reasonable suspicion. On the other hand, Article 148 CCP has been interpreted as
referring to a broader definition of criminal investigation, namely also covering the investigative
powers attributed in special criminal law, which can be applied ‘in the interest of criminal investigation’ and, hence, in the absence of a reasonable suspicion. Borgers 2011, 460. Because especially
this ambiguity has been overcome by the definition adopted in 2006, the previous lack of clarity as
to the scope of the criminal investigation will further be left out of consideration.
375 One could also argue that these activities concern criminal investigation and, consequently, the
officers shall act under the responsibility of the public prosecutor. In that view, the element of
supervision by the public prosecutor in Article 132a CCP is a regulatory element instead of also
being a defining element for criminal investigation. In this line: Luchtman 2007B, 669-672, see
also footnote 204 of this Chapter, and: Peçi and Sikkema 2008.
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of spheres.376 This section will continue to address the situation where
administrative supervision switches to a criminal investigation and the situation
where both spheres overlap, in order to explain the protective function served
by the separation between administrative supervision and criminal investigation.
In its judgment of 1935 the Supreme Court addressed the situation where
administrative supervision switches to a criminal investigation. In this case the
officer in question, who also had criminal investigative authority on the basis of
Articles 141 and 142 CCP, used his administrative supervisory authority to
check whether the kitchen of a catering establishment was observing the
‘Alcohol Act’ and encountered a gun during these supervisory activities.
According to the Supreme Court, the officer was authorized to seize the gun, as
a continuation of using investigative powers, initially for administrative
supervision and, subsequently, for a criminal investigation, also when these
investigative powers have a basis in a different Act.377 When evidence of
criminal activities is ‘in plain view’ during the application of administrative
supervisory powers and the investigative officer in question is also authorized
to employ criminal investigative powers, the administrative supervision may
thus switch to a criminal investigation. The switch from administrative supervision to a criminal investigation would be illegitimate when evidence of
criminal offenses is not found to be in plain view except by the application of
administrative supervisory powers for criminal investigative purposes. This
would constitute a violation of the principle of détournement de pouvoir.378
Furthermore, administrative supervisory officers who are not criminal investigative officers under Articles 141 and 142 CCP may not use criminal
investigative powers, for which reason the administrative supervision cannot
switch to a criminal investigation in such a case.379 Nevertheless, most investigative officers are authorized to apply both administrative supervisory powers
and criminal investigative powers. In addition, concurrent purposes may be
pursued when using administrative supervisory powers, as long as it follows that
the controlling power has also been used for the purpose for which it has been
attributed. Hence, police officers may in fact, with the help of administrative
supervisory powers, also trace criminal offenses, for example, by using the
controlling power to stop vehicles in order to check that the Road Traffic Act is
being observed and concurrently – or maybe even primarily – also to discover
evidence of a crime.380
The situation when administrative supervision switches to a criminal
investigation should be distinguished from the situation where administrative
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Luchtman 2007A, 133-142 and Borgers 2011, 455.
HR 2 December 1935, NJ 1936, 250, ann. WP.
Corstens 2008, 273.
According to Borgers those investigative activities conducted for the purpose of making prosecutorial decisions and conducted on behalf of investigative officers under Articles 141 and 142 CCP
meet the definition of a criminal investigation under Article 132a CCP. Borgers 2009, 50.
Kamerstukken II 2005/6, 30 164, no. 7, 57-59.
380 Borgers 2011, 478.
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supervisory powers are used when information regarding the commission of a
criminal offense is already present. The ‘cumulation of spheres’ may take
different forms, varying from the abuse of administrative supervisory powers for
the purpose of gathering evidence for criminal prosecution to the parallel use of
administrative supervisory powers and criminal investigative powers.381
Whereas the first, as already indicated, constitutes a détournement de pouvoir,
the latter is permitted provided that when administrative supervisory powers are
used against suspects, the suspect is entitled to his procedural rights as a suspect.
Hence, instead of being obliged to cooperate (under Article 5:20 General
Administrative Law Act), the suspect who is being subjected to controlling
power is entitled to use his fundamental right to remain silent under Article
29(2) CCP and Article 6 ECHR.382
2.3.2.2.3 Separation from Intelligence Investigation
The investigative activities on behalf of the intelligence agency (AIVD) are
explicitly separated from the criminal investigation on the basis of their different
investigative purpose. Similar to the separation from administrative supervisory
authority, also the separation from the intelligence community is based on
differing investigative purposes. However, this separation from the intelligence
community is, for protective reasons, more restrictive considering that there are
no possibilities for fluent switches from intelligence investigation to criminal
investigation and that the cumulation of both investigative spheres is prohibited.
While the law enforcement services aim to investigate offenses for the
purpose of making prosecutorial decisions, the intelligence services gather
information in the interest of protecting national security. The separation that
follows from these distinguished purposes has been considered as a very
important and critical separation, because the control over the manner in which
evidence is gathered is an essential aspect of realizing the fairness of criminal
proceedings in order to be able to assess the reliability of the information
gathering. Facilitating this control requires transparency, at least in the trial
phase, concerning the investigative activities, which clashes with the secrecy of
intelligence investigations as a prerequisite for protecting national security
interests. Hence, intelligence and law enforcement investigative activities are
separated and subjected to different regulation frameworks.
The framework regulating the criminal investigation is underpinned by the
desire to realize both the sword and the shield objective of criminal procedural
law, in anticipation of fair criminal proceedings for which (internal and, in
principle, also external) transparency, to be achieved in the trial phase, is the
most important prerequisite. By contrast, the framework regulating the
intelligence investigation (WIV 2002) is aimed in the first place at the effective

381 See on this subject and in particular the use of administrative supervisory powers under the Tax
Act (also) for the benefit of gathering evidence for criminal offenses (such as tax fraud): Luchtman
2007A.
382 Borgers 2011, 481-492 and Van Sliedregt 2006, 18-19.
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protection of national security, while building in safeguards realizing control
and preventing abuse.383 In line with this rationale, the use of intelligence powers
for the purpose of gathering evidence for a criminal prosecution is forbidden, in
order to guarantee that criminal procedural safeguards are not circumvented.
Furthermore, the separation between criminal investigation and intelligence
investigation is the point of departure and the exchange of information between
intelligence and law enforcement communities is a delicate matter.
The legislative basis for this separation can be found in the WIV 2002.384
According to Article 9 the “functionaries of the services have no powers to
investigate offenses.” And, while investigative officers may be asked to perform
activities ordered by the AIVD, they can never use their criminal investigative
powers when performing these activities. In Article 14 of the WIV 2002 the
processing of information for the AIVD has been strictly separated from the
processing of information by the relevant functionaries for other purposes. By
means of these provisions, the separation between the intelligence and law
enforcement communities has been given a statutory basis.
The separation can also be found in the statutory basis for using the investigative
powers of both services. While the authority of the law enforcement services to
tap private communications is founded on Article 126l-m CCP, the AIVD can
tap conversations on the basis of Article 25 WIV 2002 and on the basis of the
exemption for services pursuing activities under the WIV of 2002 adopted in
Article 139c(2)(3) of the Penal Code, in which Article the tapping of private
communications has been prohibited.385
2.3.2.2.4 The Relation between the Preliminary Investigation and the
Criminal Investigation
The legal basis for the preliminary investigation can be found in Articles 126gg126ii CCP. According to Article 126gg(1) CCP the purpose of the preliminary
investigation is to prepare the criminal investigation. Strictly speaking, this
purpose differs from the purpose of the criminal investigation under Article 132a
CCP, for which reason the preliminary investigation could be understood as a
separate investigative phase preceding the criminal investigation.
The separate regulation of the preliminary investigation was also part of the
Act on SIT of 1999 in order to provide a specific legal basis for certain proactive
investigative activities instead of continuing to base these activities on Article
2 Police Act 1993. Practice had demonstrated that there was a need for proactive
investigative activities in complex cases regarding organized crime to decide

383 See on this framework section 2.2.2.4.1.
384 With that, the Act also meets the concerns of the Van Traa Parliamentary Inquiry Commission
regarding the possibility of an overlap between intelligence investigation and law enforcement
investigations (and consequently an abuse of power) due to a lack of statutory separation between
the two communities. Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996,
358.
385 Although Article 139c(2)(3) CCP also excludes tapping for a criminal investigation from this
prohibition, the statutory basis for the powers are the provisions in Articles 126l to 126m CCP.
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whether and in what way a criminal investigation into organized crime shall be
started. Especially in complex cases, the criminal investigation was – before
1999 – often preceded by an orientating investigation in order to determine
whether there were sufficient grounds to start a criminal investigation. In
practice, the border between the investigative activities covered by the criminal
investigation and those excluded from that phase (and thus labeled as
administrative supervisory authority) was imperceptible.386 Considering the then
applied limited definition of the criminal investigation, the activities in this
orientating, preliminary phase were uncontrollable and unlimited, whereas
Article 2 Police Act 1993 can in the light of Article 8 ECHR only legitimize
simple information gathering, without the application of investigative powers
and not the collection of personal details of groups of people not (yet) suspected
of a criminal offense. The legislature considered it necessary to maintain the
possibility to conduct such a preliminary investigation, but decided to regulate
it in the CCP and to limit it to certain activities and to serious crimes. In fact, the
adoption of this preliminary investigative phase in the CCP is a solution to the
lack of a basis in law for activities in the proactive phase that might interfere
with privacy rights.
The legislature decided to adopt the basis for the preliminary investigation
as a separate investigative phase in the CCP, preceding the criminal
investigation as defined in Article 132a CCP. Considering the definition of the
criminal investigation adopted in the Act on SIT of 1999, including the
threshold of a reasonable suspicion, this preliminary investigation would indeed
fall outside the scope of that definition. Accordingly, the purpose of the
preliminary investigation was formulated so as to prepare the criminal
investigation. This purpose of the preparation of the criminal investigation
means that the preliminary investigation is aimed at making a decision as to
whether or not it is necessary to initiate a full investigation. It may produce the
initial information for a criminal investigation through the possibility of
gathering additional information and comparing and combining information,
which may increase the level of the information that is available to a level which
is sufficient for initiating a full criminal investigation. Furthermore, the
preliminary investigation is limited to activities by law enforcement officers and
can only be initiated upon the order of the public prosecutor. Authorization by
an examining magistrate is required to obtain access to a private databank.
Lastly, the preliminary investigation may only be initiated when indications are
present, following from facts and circumstances, that within groups of persons
serious (Article 67 CCP) crimes are being planned or committed that,
considering their nature or their relation to other crimes planned or committed
within those groups of people, (will) result in a serious violation of the legal
order. The meaning of the ‘indications’ threshold in relation to the threshold of
a reasonable suspicion will be dealt with in section 2.3.2.3.2.3.

386 ’t Hart 1983, 158.
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As indicated, the legislature intended to separate the preliminary investigation from the criminal investigation by formulating the definition as described
and distinguishing the purpose of ‘the preparation of the criminal investigation’
from the criminal investigation’s purpose of ‘making prosecutorial decisions.’387
Nevertheless, when taking into account the just described defining elements for
the preliminary investigation according to Article 126gg CCP and comparing
those with the current definition of the criminal investigation, the separation,
and the reasons for such a separation, from the criminal investigation seem
rather artificial. The purpose of preparing the criminal investigation will
eventually contribute to the purpose of the criminal investigation, namely
making prosecutorial decisions. The information gathered during the preliminary
investigation will be used exactly for that purpose. In addition, Article 126gg
could rather be seen as the specific legal basis for conducting these proactive
criminal investigative activities under the provided conditions. Considering the
preliminary criminal investigation to be part of the criminal investigation would
also not affect the established public prosecutor’s supervision of the
investigative activities conducted by law enforcement officers and would avoid
doubts as to the applicability of the duty to compile records and other procedural
safeguards, such as Article 359a CCP.388 Strictly speaking, the duty to compile
records currently only applies to the preliminary investigative activities of
Articles 126hh and 126ii CCP in the preparation of the full criminal
investigation of terrorist crimes and to those preliminary investigative activities
that have produced initial information for a criminal investigation as a
consequence of Article 126aa CCP. Considering that beforehand it will be
uncertain whether it will be required to provide an account of preliminary
investigative activities in the context of a criminal trial – because this information has been used as the initial information or has otherwise been introduced in
the criminal proceedings – it is difficult to understand why the duty to compile
records should not generally also apply to the preliminary investigative activities
of Article 126gg CCP.389 Regardless of these arguments, the legislature has
upheld the distinction between the preliminary investigation and the criminal
investigation on the basis of the differing investigative purposes when
discussing the Act of 2006 to amend Article 132a CCP.390
Because of the adopted definition of criminal investigation in this research
and the above demonstrated superfluous nature of a distinction under Dutch
criminal procedural law from a normative point of view, the term criminal
investigation relating to the Dutch situation shall be understood to cover also the
preliminary investigation.391 Therefore, the preliminary investigative phase will

387
388
389
390
391

Kamerstukken II 2004/05, 30 164, no. 3, 17.
Compare Peçi and Sikkema 2008, 361.
Feuth 2002, 110-112 and Borgers 2009, 50. Kamerstukken II 2005/06, 30 164, no. 7, 53.
Kamerstukken II 2004/05, 30 164, no. 3, 17.
Compare HR 8 September 2009, NJ 2009, 427, Opinion of Advocate General Jörg para. 9. The
same position has also been taken by Corstens 2008, 260 and Borgers 2009, 50. Kamerstukken II
2005/06, 30 164, no. 7, 53.
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further be understood as a proactive investigative power in the criminal
investigation on the basis of a threshold (indications) that is different from the
threshold which is applicable to SIT.
2.3.2.3 The Suspicion Requirement
The status of a ‘suspect’ and the requirement of a ‘reasonable suspicion’ under
Article 27 CCP have traditionally obtained, in the Dutch CCP, a central position
as the requirement separating criminal investigative activities from other
investigative activities and to impose an important restraint on the government’s
power to investigative for the purpose of gathering evidence for criminal
prosecution.
The suspicion of a crime has traditionally functioned as a mandatory requirement for initiating a criminal investigation and in general as the basic
assumption legitimizing activities of the government in the field of criminal
procedural law.392 This strict demarcation of the criminal investigative phase on
the basis of a reasonable suspicion of a crime can currently no longer be upheld,
considering the possibilities for proactive criminal investigation on the basis of
the threshold of a reasonable suspicion that crimes are being planned or
committed in an organized context and considering the possibility of conducting
a preliminary criminal investigation in preparation for a full criminal investigation. In addition, as already explained in the previous section, the suspicion
is no longer part of the definition of the criminal investigation: the criminal
investigation covers all investigative activities conducted under the responsibility of the public prosecutor for the purpose of making prosecutorial decisions.
Nevertheless, the threshold of a reasonable suspicion still fulfills a central role
as the triggering mechanism for many criminal procedural powers and, in
particular, for the use of special investigative techniques in the context of the
criminal investigation.
This section will continue to focus on this shield function of a reasonable
suspicion as a triggering mechanism for SIT in the criminal investigation. For
this purpose, firstly the definition of a suspect as provided in Article 27(1) CCP
will be analyzed (section 2.3.2.3.1). Subsequently, the meaning and variety of
different levels of suspicion in different areas of the criminal investigation –
mainly, the classical investigation, the organized crime investigation and the
preliminary investigation – will be analyzed (section 2.3.2.3.2). Using SIT for
the investigation of conventional crime (the classical investigation) can only
commence with the establishment of a suspicion of a crime (section 2.3.2.3.2.1).
With regard to the use of SIT in criminal investigations of organized crime, a
suspicion threshold with a different content applies. Here, the establishment of
a reasonable suspicion that crimes (Article 67 CCP crimes) are being planned
or committed in an organized context allows the use of investigative powers in
the context of the criminal investigation (see section 2.3.2.3.2.2). For initiating
392 Sikkema 2008, para. 3.1 and Van Sliedregt 2006, 5.
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a preliminary investigation another threshold must be met: ‘indications’. This
threshold of ‘indications’ can be considered as the lowest level of suspicion,
which will be addressed, also in its relation to a reasonable suspicion, in section
2.3.2.3.2.3. Furthermore, section 2.3.2.3.2.4 will deal with the indications
threshold as is applied to some investigative powers in special criminal law.
Lastly, any other forms of suspicion will be dealt with as well as supplementary
‘triggering’ conditions, such as ‘serious concerns’, required for e.g. frisking,
which is a stronger version of a suspicion, and the requirement of being ‘in the
interest of the investigation’. The section will conclude by reflecting on the
protective function of the suspicion threshold from the perspective of the right
to respect for private life, the right to a fair trial and the presumption of
innocence (section 2.3.2.3.3).
2.3.2.3.1 The Definition of a Suspect: Article 27 CCP
A definition of the concept of a reasonable suspicion is not provided in the law.
However, for the interpretation of the concept, there is a relation with the
definition of a suspect as provided in Article 27(1) CCP.393 According to Article
27(1) CCP a person can, before a prosecution has been initiated, be considered
to be a suspect when a reasonable suspicion that he or she is guilty of having
committed a criminal offense can be derived from the facts or circumstances.394
The definition of a suspect as provided in Article 27(1) CCP has a legitimizing
as well as a protective consequence. Legitimizing, because once someone is
labeled as a suspect the government may use – sometimes in combination with
other requirements – specific investigative and coercive methods that intrude on
the suspect’s rights or freedoms (e.g. arrest, pre-trial detention and SIT). The
counter-side of this legitimizing consequence is also a restrictive consequence:
the government is restricted to only using these specific investigative and
coercive methods against suspects. In addition, once someone is a suspect, he
or she is attributed some procedural rights, such as the right to remain silent and
the right to be informed about the evidence against him or her (during the pretrial phase only if the interest of the investigation is not obstructed by
disclosure).395 For this reason, a reasonable suspicion is considered to be the

393 The second section of Article 27 CCP provides for the definition of a suspect during the trial
phase, which will be left out of consideration.
394 Article 27(1) CCP. The original wording of Article 27(1) CCP is: “Als verdachte wordt vóórdat de
vervolging is aangevangen, aangemerkt degene te wiens aanzien uit feiten of omstandigheden een
redelijk vermoeden van schuld aan eenig strafbaar feit voortvloeit.” The latter part of ‘eenig strafbaar feit’ (any criminal offense) is translated as having committed a criminal offence, because the
relation of this part of the sentence with ‘reasonable suspicion of guilt’ implies the fulfillment of
the provision defining the criminal offence, and, hence, the commission of the criminal offense
described in that provision. Compare: Sikkema 2008, para. 7.1 and Van Sliedregt 2006, 8.
395 Article 30 CCP (as amended by the Act on strengthening the position of the examining magistrate,
Kamerstukken I 2010/11, 32 177, no. A). Article 31 CCP provides what particular records must be
disclosed to the suspect during the pre-trial phase (such as records of his/her interrogation and
records of investigative activities that could be attended by the suspect or his/her lawyer).
Disclosure may be delayed if it would obstruct the interest of the investigation (Article 30(2)
CCP). During the covert criminal investigation disclosure is, obviously, not yet warranted.
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equilibrium between, on the one hand, the interest of providing legal protection
against arbitrariness in the government’s use of its criminal investigative power
and, on the other hand, the interest of criminal law enforcement.396 For the
subject-matter of this book, in particular the meaning of a suspicion as the
triggering moment for investigative action is relevant.
Considering the definition of a suspect provided in Article 27(1) CCP, the
establishment of a reasonable suspicion requires that from an objective point of
view one can reasonably be suspected of being guilty of having committed a
criminal offense. This objective degree of reasonableness must be based upon
facts and circumstances, which concerns objective and concrete information
relating to a criminal offense which has been committed.397 What facts and
circumstances are needed to amount to a suspicion that is reasonable is rather
vague. The only point of departure provided by the legislature is that the
suspicion shall be reasonable not only in the subjective opinion of the law
enforcement officer, but for any reasonable person, which requires a degree of
objectivity.398 Hence, the reasonable suspicion should be based on facts and
circumstances that are also visible to others.399 In the case Murray v. The United
Kingdom (1994), the ECrtHR also provided a definition of reasonable suspicion
as the requirement for an arrest, which includes a certain degree of objectivity:
“acts or information which would satisfy an objective observer that the person
concerned may have committed a criminal offence.”400 ‘Reasonableness’
attributes a certain margin of appreciation to the investigative officer, the public
prosecutor or the examining magistrate assessing the presence of a reasonable
suspicion on the basis of the facts and circumstances. Hence, judges exerting ex
post control will examine whether the officer in question could reasonably reach
the conclusion that a suspicion of a crime was present.401
Thus, a reasonable suspicion must be supported by facts and circumstances
that are open to objectification, such as the observation of criminal behavior,
statements of witnesses or clues as to a criminal offense. Case law has provided
for clarification with respect to the question of which specific facts and
circumstances can establish a reasonable suspicion. An overview will be given.
A judgment of the Court of Appeal of Amsterdam from 1977 (Hollende kleurling), concerning the reasonable suspicion under Article 27, held that the fact

396
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Suspects in the criminal investigation will normally not be aware of their status as a suspect, until
the (ex post) notification (Article 126bb(3) CCP) or the disclosure of the evidence gathered against
him on the basis of Article 126aa(1) and (4) as soon as the interest of the investigation so allows
(which will usually concur with the first interrogation of the suspect).
Compare: Knigge 2005, 353.
The element of ‘facts and circumstances’ has no further specific legal relevance. It only requires a
degree of objectivity, rather than that only certain information can be defined as either a fact or a
circumstance or that both a fact or a circumstance are, as a minimum, required. Compare: Sikkema
2008, para. 9.
See Kamerstukken II 1913/14, 286, no. 3, 39.
Sikkema 2008, para. 8.1.
Compare: ECHR 28 October 1994, App. no. 14310/88 (Murray v. The United Kingdom), para. 51.
Van Sliedregt 2006, 7.
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that a colored person was seen running away from a café which was known to
the police as a place where drugs trafficking took place was insufficient for the
establishment of a reasonable suspicion that someone was guilty of having
committed a criminal offense.402 Because this decision has been one of the few
where the courts have found that the information present was insufficient for the
establishment of a reasonable suspicion as required, this decision is still referred
to in order to provide guidance as to the nature of the facts and circumstances
which are required to meet the threshold of a reasonable suspicion. In another
case concerning only a slightly different situation, the facts and circumstances
were considered to be sufficient for establishing a reasonable suspicion. In this
case, the observation of a car, known to the police to be in the possession of a
drugs trader and to be used by persons also known as drugs traders, that drove
away from a place which was known as a place where drugs were traded, was
sufficient information for establishing a reasonable suspicion.403
On the basis of these decisions it seems that there should be some sort of
factual information that points to the involvement of these specific persons in
the suspected crime. In other words: factual information demonstrating a link
between the suspected person and the suspected crime. Another example, where
such a nexus was lacking and, hence, a reasonable suspicion was unjustly
assumed as the basis for requesting a blood test in relation to a suspicion of
drunken driving was at issue in a Supreme Court case in 2005. Here, considerably
exceeding the speed limit was insufficient information for also establishing a
reasonable suspicion of drunken driving.404 Nevertheless, the Supreme Court has
accepted that investigative officers could establish a reasonable suspicion of an
offense criminalized in the Drugs Act on the basis of the knowledge of the
investigative officers that persons from the west of the Netherlands often
transport drugs to the northern part of the Netherlands (Groningen), when
observing a car occupied by persons who were from the western part of the
Netherlands at a place known for trading in drugs.405 Here, facts and circumstances linking these persons to the suspected crime seems to be absent and,
hence, one may doubt the insufficiency of the facts and circumstances for
establishing a reasonable suspicion in the Hollende kleurling case in the light of
this more recent case law.406
More in general, it follows from the case law that the intuition of police
officers is insufficient for establishing a reasonable suspicion, while judgments
of police officers based on experience may contribute to establishing a
reasonable suspicion.407 Intuition concerns a mere subjective notion, while the
402
403
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Gerechtshof Amsterdam 3 June 1977, NJ 1978, 601.
HR 8 February 2000, NJ 2000, 316.
HR 6 September 2005, NJ 2006, 447.
HR 4 April 2000, NJ 2000, 735, 3.4 and 3.5.
Compare: Van Sliedregt 2006, 16.
As also follows from the described cases, the circumstance that the observed behavior occurs at a
place ‘known as a place where drugs trading takes place’, or the knowledge that persons from the
western part of the Netherlands transport drugs to the northern provinces, were relevant circumstances for establishing a reasonable suspicion. See, furthermore, HR 14 January 1975, NJ 1975,
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experience of police officers concerns knowledge which is open to objectification. Also the knowledge of police officers that the person is a recidivist with
regard to bicycle theft has been accepted as contributing to the establishment of
a reasonable suspicion.408
Furthermore, it has been accepted that anonymous information can trigger
a criminal investigation.409 Also the ECrtHR has accepted anonymous sources
as the basis for using criminal procedural powers in the pre-trial phase.410
Anonymous information, for example provided through the ‘Report Crime
Anonymously Foundation’ [Stichting Meld Misdaad Anoniem], can establish a
reasonable suspicion without support from other sources if the information is
sufficiently concrete and is subjected to an initial check by the police as to its
veracity (not of the source but of the factual information provided).411 Taking
into account the case law available where anonymous information is used as the
basis for a reasonable suspicion, it seems that such a follow-up check by the
police is required before the anonymous information can be used to establish a
reasonable suspicion. Nevertheless, it has not been explicitly excluded that also
without this verification through further research the anonymous information
may still establish a reasonable suspicion.412 Furthermore, also official reports
of the criminal intelligence unit (CIE, see section 2.2.1.1) have been accepted
as sufficient for establishing a reasonable suspicion.413 The police receive these
reports from the criminal intelligence unit as anonymous sources.414 The veracity
of the CIE information may, however, be presumed, because, different from
anonymous tips received by the police, the information that the CIE
communicates to the police has been subjected to procedural guarantees as to the
gathering thereof and its transfer, the CIE has already checked the veracity of

207, para. 4 and HR 20 March 1984, NJ 1984, 549, para. 2. and Sikkema 2008, para. 9.
408 HR 7 November 2006, NJ 2007, 108, para. 3.2.2 and Opinion Advocate-General para. 6.
409 E.g.: HR 18 November 1980, NJ 1981, 125, para. 6, HR 13 June 2006, NJ 2006, 346, para. 3.5,
HR 22 January 2008, LJN BC1375 and HR 11 March 2008, NJ 2008, 328, para. 3.5. See also:
Brinkhof 2008, 1224-1228.
410 ECHR 20 November 1989, Kostovski v. the Netherlands, App. no. 11454/85, para. 44: “The Convention does not preclude reliance, at the investigation stage of criminal proceedings, on sources
such as anonymous informants. However, the subsequent use of anonymous statements as
sufficient evidence to found a conviction, as in the present case, is a different matter.”
411 HR 13 June 2006, NJ 2006, 346, para. 3.4 and 3.5, HR 22 January 2008, LJN BC1375 and HR 11
March 2008, NJ 2008, 328, Opinion of Advocate General Machielse para. 3.3 and HR 3.5.
412 See also: Annotation Borgers, HR 11 March 2008, NJ 2008, 329, ann. Borgers, para. 4 and Sikkema,
2008, para. 11.1.
413 HR 14 September 1992, NJ 1993, 83, para. 5.3, HR 25 September 2001, NJ 2002, 97, para. 3.5,
HR 22 December 2009, LJN BJ8622, para. 2.4 See also HR 12 May 2009, LJN BH: 5249, para. 9,
referring to a guideline of the PPS, where it has been indicated that CIE information can be used,
when it is sufficiently concrete, to establish a reasonable suspicion. However, the reports cannot be
used as evidence because the information concerns intelligence, which still needs to be checked
(e.g. in the context of a criminal investigation aimed at clarifying a reasonable suspicion).
Nevertheless, the Head of the regional CIE unit can be heard as a witness regarding information
obtained by the CIE from secret informants and his testimony may then be used as evidence. See
e.g. HR 5 October 1982, NJ 1983, 297 and HR 2 March 1982, NJ 1982, 460. See on the use of CIE
information as starting information also in detail Brinkhoff 2009, 117-122.
414 See e.g. HR 14 September 1992, NJ 1993, 83, para. 5.3.
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informants and the identity of the informants is known to the CIE.415 In addition,
a special CIE public prosecutor can randomly control the information collected
at the CIE.416
It has also been accepted that a suspicion can be based upon information
solely originating from the intelligence service AIVD without any supporting
information from a police investigation.417 This has, however, not been accepted
when the AIVD has received this information from anonymous sources and
other supporting evidence cannot be found, also after a follow-up check by the
police.418 The Supreme Court has ruled that it is acceptable to use AIVD
information for establishing a suspicion when, firstly, it does not appear that the
information is used with the intention to set aside criminal procedural powers
in order to circumvent criminal procedural guarantees and, secondly, when the
activities of the intelligence agency have not violated the fundamental rights of
the suspect in a way that is contrary to the right to a fair trial.419 As explained in
sub-section 2.2.2.4.2, the AIVD can send an official report to the PPS, which
can thus subsequently trigger a criminal investigation. In Chapter 3, the manner
in which the courts have dealt with intelligence information, both as triggering
information for criminal investigation and in criminal proceedings in general,
will be dealt with in more detail, as it concerns one of the implications of an
increased focus on prevention during investigative activities and, hence, an
aspect of anticipative criminal investigation.420
It can be concluded that the interpretation given to a ‘reasonable suspicion
of a crime’ under Article 27(1) CCP is rather broad. ‘Soft’ information, such as
anonymous tips, CIE reports or AIVD information has been considered as
sufficient facts and circumstances open to objectification to establish a
reasonable suspicion that someone is guilty of having committed a crime.
2.3.2.3.2 Different Degrees of Suspicion
The previous section has provided an analysis of the threshold of the definition
of a suspect under Article 27(1) CCP and the facts and circumstances that have
been accepted in the case law as being sufficient for establishing a reasonable
suspicion. This specific analysis of the definition of a suspect under Article
27(1) CCP has been made because the concept of a suspect has traditionally
been the starting point of activities by the government in the field of criminal
procedural law and still fulfills a central role as the threshold for using investigative methods that interfere with privacy. Nevertheless, the definition of a
suspect and the related threshold of a ‘suspicion of a crime’, triggering the use

415 Sikkema 2008, para. 11.2.
416 The control exerted by the CIE public prosecutor may de facto be rather limited, considering that
control over specific CIE reports used as starting information for criminal investigations is not
exerted. Brinkhoff, 2009, 114-116.
417 HR 5 September 2006, NJ 2007, 336, para. 6.2 and para. 6.3.2.
418 HR 11 March 2008, NJ 2008, 329, para. 3.4.
419 HR 5 September 2006, NJ 2007, 336, para. 4.7.2.
420 See Chapter 3, section 3.3.1 and 3.3.3.
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of SIT, is currently no longer exclusively the triggering mechanism for the use
of criminal procedural powers that interfere more than only to a limited degree
with the right to privacy. Within the criminal investigation different domains can
be distinguished, in which a different level of suspicion is used to trigger the use
of SIT. Most important in this regard is the distinction between the investigative
domain of classical investigation (Title IVa) and the investigative domain of
organized crime (Title V). For the use of SIT under Title IVa a reasonable
suspicion of a crime is required, which is related to the definition of the suspect
provided in Article 27(1) CCP. Under Title V a lower version of suspicion,
different from the interpretation of reasonable suspicion on the basis of Article
27(1) CCP, is the triggering mechanism for using SIT. In the preliminary
investigation (Title Ve) a threshold that requires information amounting to
‘indications’ instead of a reasonable suspicion is applied. An analysis of the
relationship between these levels of suspicion and the threshold of a reasonable
suspicion under Article 27(1) CCP will be made. In addition, within the different
domains, sometimes either supplementary conditions or less demanding
conditions are required for specific techniques, including stronger and milder
versions of suspicion, such as ‘serious concerns’ for frisking and indications of
being ‘in the interest of the investigation’ in some special criminal statutes. Also
these and any other applied degrees of suspicion will be dealt with as to their
relation to the ‘reasonable suspicion’ of Article 27(1) CCP.
2.3.2.3.2.1 Title IVA: The Classical Investigation
Under Title IV special investigative techniques can be used when a reasonable
suspicion that a crime has been committed can be established (sometimes
supplemented by other conditions). The threshold of suspicion in classical
investigations is satisfied when three requirements are met: (i) there is a
reasonable suspicion that a criminal offense has been committed; (ii) there is a
reasonable suspicion of the guilt of the person involved – whoever that may be
– with respect to the committed offense and (iii) the reasonable suspicion should
be based on the facts and circumstances.421 The consequence of the connection
between the reasonable suspicion and the crime, rather than between the
reasonable suspicion and the suspect (as in the definition of Article 27(1) CCP
as well as in the provisions for some investigative powers that can only be
applied against the suspect, such as arrest), is that the use of SIT in the classical
criminal investigation is not limited to the person of the suspect only but can
concern several persons who can be related to that reasonable suspicion of a
crime and the use of SIT against these persons is ‘in the interest of the
investigation’.422 This view is supported by the explicit determination in the
regulations of the specific special investigative techniques that they can be
applied against ‘a person’ (and not against ‘the suspect’). In addition, it is only

421 Compare Corstens 2008, 88.
422 See also Supplement to ‘Handboek voor de opsporingspraktijk’ (2004), Stcrt. 10 December 2007,
no. 239 / p. 11, 2.
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prescribed that a description of the suspect is provided, which does not
necessarily include his or her personal details. After all, the use of SIT will
usually be aimed at finding the suspect.
The previous section has already dealt with the facts and circumstances that
are sufficient for establishing a reasonable suspicion. For initiating a classical
investigation under Title IVa it is primarily relevant to note that rather soft
information can establish a reasonable suspicion. An anonymous tip, CIE reports
or an official report by the AIVD can trigger the use of SIT under Title IVa.
2.3.2.3.2.2 Title V: The Organized Crime Investigation
The complexity of the organizational context and the seriousness of the crimes
committed have justified the adoption of a different threshold of application for
organized crime investigations and, consequently, a separate investigative
domain for organized crime under Title V. Although the use of the wording
‘reasonable suspicion’ may suggest otherwise, it should not be interpreted as
referring to the definition of a suspect provided in Article 27(1) CCP.423 The
difference between the threshold applicable under Title IVa and Title V
concerns the object of the reasonable suspicion. Under Title V the reasonable
suspicion shall not concern a committed crime, but the planning or commission
of serious (Article 67 CCP) crimes in an organized context, which considering
their nature or relation with other crimes committed in that organized context
result in a serious infringement of the legal order. Hence, also under Title V the
required reasonable suspicion shall be open to objectification and the level of
information required to establish a ‘reasonable suspicion’ does not differ,424 but
the object of the suspicion is broader: not a specific committed crime, but a
criminal organization committing or planning to commit multiple but not
necessarily specifically identified crimes. The object of the reasonable suspicion
of Title V includes different elements: an organizational context; serious (Article
67 CCP) crimes that are being planned or committed; and a serious infringement
of the legal order. Whilst the formulation of the reasonable suspicion requirement for organized crime investigation is considerably broader than the
‘ordinary’ suspicion threshold, these elements as well as the requirement of facts
and circumstances establishing a ‘reasonable suspicion’ do have a restrictive
function. The different elements of the threshold for applying SIT under Title
V will be analyzed separately and, subsequently, the relation between the
investigative domain of Title V and that of Title IVa will be addressed.
The Parliamentary Inquiry Commission has for the first time tried to define the
concept of organized crime. According to their definition, organized crime exists
when groups of people: (a) primarily aim at gaining unlawful profit; (b)
systematically commit crimes with serious consequences for society; and (c)
have the ability to mask these crimes in a relatively effective manner, particu-

423 Kamerstukken II 1996/1997, 25 403, no. 3, 23.
424 See HR 23 October 2007, LJN BB3067 (Opinion of the Advocate General).
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larly by being prepared to use physical violence or by eliminating people
through corruption.425 In practice, this definition of organized crime as
formulated by the Parliamentary Inquiry Commission is not used. The Supreme
Court considered the existence of an organized context to be sufficiently proven
by a concurrence of different factors, such as the commission of several criminal
offenses during a certain period, cooperation with and the involvement of other
people, criminal activities ordered by other people or close cooperation between
several people in, for example, the drugs trade.426 The ‘guide for criminal
investigative practice’ provides that the specific characteristics of an organized
context are cooperation between two or more persons, one or more collective
objective(s) and a certain level of continuity.427 The seriousness of the crimes
involved and the expectation that several people are involved are in practice
factors which are sufficient to assume an organized context for the purpose of
deciding on using SIT.428 This means that the element of an ‘organizational
context’ in the reasonable suspicion threshold of the investigative domain of
Title V is considerably less strict than that which is required for demonstrating
a reasonable suspicion of the crime of membership of a criminal organization
(Article 140 Penal Code). For the latter, facts and circumstances are required
concerning some evidence of participation in that criminal organization,
concerning the objective of committing crimes and concerning a more structured
and endurable form of cooperation.429 Demonstrating a reasonable suspicion of
the organizational context shall therefore not be seen as a very difficult hurdle.430
The second element of serious crimes (under Article 67 CCP) that are being
planned or committed enables the proactive application of SIT under Title V.
This element requires, firstly, a multitude of crimes and, secondly, crimes for
which pre-trial detention can be imposed. The possibility of using SIT under
Title V for only the investigation of serious crimes implies that the legislature
has only considered the proactive use of SIT which are proportionate to the
investigation of serious crimes. A similar limitation is imposed on the use of SIT
under Title IVa, when the SIT have a more intrusive character, such as
infiltration under Article 126h CCP or wire-tapping under Article 126l CCP.
When focusing on organized crime, it will also be a rather simple matter to
demonstrate a relation with serious and multiple crimes. Furthermore, the
element refers, instead of to committed crimes, to crimes that are being
committed and to the planning of crimes. The standard differs from the Article
27(1) CCP standard employed under Title IVa, because the reasonable suspicion

425 Kamerstukken II 1995/96, 24 072, nos. 10-11, 25 and Kamerstukken II 1996/97, 25 403, no. 3, 4.
HR 7 November 2000, LJN AA8207 and HR 7 October 2003, NJ 2004, 118, para. 34.
426 HR 7 November 2000, LJN AA8207 and HR 7 October 2003, NJ 2004, 118, para. 34.
427 Supplement to ‘Handboek voor de opsporingspraktijk’ (2004), Stcrt. 10 December 2007, no. 239
/ p. 11, 2.
428 Beijer et al. 2004, 114.
429 ‘Aanwijzing opsporingsbevoegdheden’ 24 February 2011, Stcrt. 2011, 3240, 2 and Krommendijk
et al. 2009, 115.
430 Krommendijk et al. 2009, 115.
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may concern unspecified crimes.431 Nevertheless, the organized crime investigation under Title V is not per se proactive. The investigation will usually be
carried out in relation to crimes which have already been committed. Also,
requiring a reasonable suspicion that crimes are being committed implies that
there must usually be some commencement of committing the crimes. Moreover, the planning of crimes in an organized context will almost always involve
a reasonable suspicion that people are participating in a criminal organization
and sometimes a reasonable suspicion as to the criminal preparation.432
However, the investigation is not limited to clarifying a reasonable suspicion of
someone’s involvement in a criminal organization and will extend to the
planning and commission of crimes in that criminal organization.433 Moreover,
the concept of ‘planning’ is much broader than criminalized acts that concern
the planning of (full) crimes, for which reason the scope of the Title V
investigation may be much broader than Title IVa investigations into acts of
preparation, conspiracy or membership of a criminal organization. The
‘planning’ in the threshold which is applicable under Title V does not need to
concern a criminal act itself and may concern any activity preceding a criminal
offense, such as consultation or the making of plans.434
Lastly, the element of ‘resulting in a serious infringement of the legal order’
applies as an additional requirement for the use of SIT under Title V. The
requirement of ‘resulting in a serious infringement of the legal order’ can also
be found in the provisions for some of the SIT under Title IVa. Just as under
Title V, this additional requirement has been adopted to subject the use of the
more intrusive SIT to an additional test as to the proportionality of the use of
SIT: the use of a specific SIT is only proportionate for the investigation of
crimes that result in a serious infringement of the legal order. The facts and
circumstances of a specific case will demonstrate whether the element of a
‘serious infringement of the legal order’ has been met. The nature of the crime
itself may seriously infringe the legal order, such as murder. But also crimes
with a violent character, the multitude of crimes committed, the consequences
of the crimes for society and the combination of less serious offenses with other
offenses are relevant circumstances in order to determine a serious infringement
of the legal order.435 The Supreme Court has considered the requirement of a
‘serious infringement of the legal order’ in the context of a SIT under Title IVa
to have been met, for example, when the suspected theft or misappropriation of
a cell phone from a fire engine within a closed fire station had been committed
by personnel of the fire department, as a consequence of which, also because of
the possible serious consequences of this offense, the material and personnel
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Knigge and Kwakman 2001, 131.
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reliability and the integrity of the fire department were at stake.436 Furthermore,
the selling of stolen ink cartridges concerned a serious infringement of the legal
order because of the amount of stolen goods (200,000 cartridges) and the
commensurate serious financial consequences for the aggrieved company.437 In
contrast, however, the case where someone had been caught at Schiphol Airport
with 2.2 kg of cocaine – a first offender – did not constitute a serious
infringement of the legal order.438 Hence, it follows that crimes that do not have
a serious character in themselves may in the context of other facts and
circumstances result in a serious infringement of the legal order.
With regard to the persons who can be subjected to SIT in the context of a
criminal investigation into organized crime under Title V the reasonable
suspicion must demonstrate the involvement of these persons in committing or
planning serious crimes in an organized context. According to the legislature,
this ‘involvement’ requires more than a coincidental involvement in the criminal
activities of the group, which may be proven on the basis of facts and
circumstances demonstrating more than incidental contacts with the criminal
organization or its members. This does not necessarily require that someone is
consciously involved in the group.439
In practice the standard of application of ‘a reasonable suspicion that crimes
are being planned or committed in an organized context’ is used in situations
where an organized context is assumed, but there is insufficient information as
to the role of different people involved with regard to which crimes. As soon as
more information is available and a reasonable suspicion can be established,
there is usually a switch to an investigation under Title IVa.440 In other
situations, it starts with a classical investigation under Title IVa and, when the
information collected in this investigation points to the presence of a larger
organizational context, there is then a switch to an investigation under Title V
with a broader investigative focus.441 There are also criminal investigations that
retain their broad focus under Title V in order to continue to investigate the
organization as a whole.442
Nevertheless, on the basis of research into the situations where Title IVa or
Title V is used, a clear dividing line between the investigative domains cannot
be identified. The purpose of the investigation, either being focused on one or
more concrete suspects or being focused on getting a better picture of a criminal
436 HR 21 November 2006, NJ 2007, 233, para. 3.5. See also: Blom 2007, 626 ff.
437 HR 30 March 2010, NJ 2010, 201.
438 HR 16 November 2004, NJ 2005, 171. See, furthermore, HR 22 March 2011, NJ 2011, 144, para.
2.3.1, 2.3.2 and 2.5 where the Supreme Court considered that serial poaching, in an organized
context, amounted to a serious infringement of the legal order. The Court of Appeal of Amsterdam
rejected that fact that the offense of social security fraud (without other facts and circumstances) was
a serious infringement of the legal order (Gerechtshof Amsterdam 24 June 2004, NJ 2004, 531) and,
likewise, the District Court did not accept that breaking and entering was a serious infringement of
the legal order (Rechtbank ’s-Gravenhage 15 January 2004, NJ 2004, 276).
439 Kamerstukken II 1996/97, 25 403, no. 3, 23.
440 Beijer et al. 2004, 111 and Krommendijk et al. 2009, 46-47.
441 Krommendijk et al. 2009, 41-44.
442 Krommendijk et al. 2009, 44-46.
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organization and its activities as a whole, seems to be the main difference
between the investigative domains. Also according to the legislature, deciding
whether an order to use SIT shall be based upon the provisions under Title IVa
or under Title V depends on the purpose of the investigation.443 This was also
affirmed by the Court of Appeal of The Hague in the terrorism case of Piranha,
noting that the investigative domains of Title IVa and Title V do not necessarily
differ as to the investigative phase, but do differ on the basis of the purpose of
the investigation.444 Nevertheless, in another case addressing the question
whether the reasonable suspicion as applicable under Title V had been met, the
facts and circumstances used to establish the reasonable suspicion did not
include a specific ‘broader’ investigative goal and could likewise be used to
meet the threshold for using SIT under Title IVa.445
It must also be noted that it has followed from empirical research covering
the period 2004-2006 that the investigative domain of Title V is rarely used and
that the investigation of organized crime usually occurs under Title IVa upon the
establishment of a reasonable suspicion of a crime.446 This is possible because
usually a reasonable suspicion of one or more specific crimes can also be
established and the then initiated classical investigation allows, simultaneously,
for obtaining more information with regard to the organizational context in
which the suspects operate. In addition, most public prosecutors consider the use
of SIT under Title V to be only warranted when the requirements of Title IVa
cannot be met.447 For this choice also capacity and efficiency reasons may be
relevant, because the criminal investigation upon a reasonable suspicion of a
crime has a greater possibility of being successful in the short term.448 It seems
that for the decision whether to choose for the classical investigative domain or
the investigative domain for organized crime, the presence of a reasonable
suspicion of a crime is more determative than the specific investigative
purpose.449
2.3.2.3.2.3 Title Ve: The Preliminary Investigation
The preliminary investigation is the (limited) investigation preceding a (full)
criminal investigation in order to prepare for a full criminal investigation to be
initiated when the threshold of ‘indications that among groups of people crimes
are being planned or committed which must be of a serious nature (Article 67(1)
CCP crimes; crimes for which pre-trial detention can be imposed), and, due to
their nature or connection with other crimes, result in a serious infringement of
the legal order’ has been fulfilled. The indications do not thus refer to a specific

443 Kamerstukken II 1996/97, 25 403, no. 3, 23-24.
444 Gerechtshof ’s-Gravenhage 2 October 2008, LJN BF3987.
445 See the Opinion of the Advocate General referring to the argumentation of the Court of Appeal of
Den Bosch, para. 4, HR 23 October 2007, LJN BB3067.
446 Krommendijk et al. 2009, 38-39.
447 Ibid., 53.
448 Ibid., 84-86 and 97.
449 Ibid., 71.
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crime, but to groups of people, which can be related to the planning or
commission of serious crime(s). Therefore, the preliminary investigation will be
used to investigate groups of people about whom indications exist that crimes
are being planned or committed within that group. Considering that the
indications concern the planning or commission of crimes, the investigation can
be proactive, similar to organized crime investigations. Moreover, the use of the
wording ‘groups of people’ also implies a slightly less restrictive threshold than
the term ‘organized context’ in the threshold for using SIT in organized crime
investigations.
Facts or circumstances establishing ‘indications’ can, according to the
explanatory memorandum of the Act on SIT of 1999, follow from information
regarding crimes committed in a certain sector in combination with information
on future criminal activities. Examples mentioned are information concerning
the commission or planning of crimes within a certain group where legal and
illegal activities are interwoven or the laundering of money obtained by the
drugs trade in the real-estate sector.450 Instead of focusing on a specific person
(Title IVa) or on persons involved in an organizational context (Title V), the
focus of the preliminary investigation will be less defined by investigating a
larger and ‘looser’ group of persons.451 The purpose of the investigation
concerns ‘preparing the criminal investigation’ by determining on what aspects
the criminal investigation shall focus. This is done by investigating a large
collection of persons who are not necessarily suspected or otherwise related to
criminal activities through comparing and collecting information from police
files and open files, because there are indications that a certain type of criminal
activity is more present than average within that ‘collection’ of persons (or a
branch or sector of society).452
It follows from the case law that crime analyses shall not be considered as
a ‘preliminary investigation’. Preliminary investigative activities require a
specific legal basis as provided in Article 126gg CCP, because the collecting
and analyzing of personal information may concern persons who are not
suspected of a crime or ‘involved’ in criminal activities as such. Crime analyses
concern a simpler form of analysis without systematically comparing and
collecting information. The crime analysis will be conducted to determine
whether indications are present by making an inventory of police files.453 No
case law is available in which the threshold of ‘indications’ and the relation of
‘indications’ to a ‘reasonable suspicion’ is further defined. It only follows that,
for example, information from previous criminal investigations may be the
reason for initiating preliminary investigations into certain groups of people in
order to prepare new full criminal investigations.454 Sometimes also the presence
of a reasonable suspicion has been the reason for opening a preliminary investi450
451
452
453
454
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gation.455 The threshold of ‘indications’ has been interpreted more precisely in
the case law concerning special criminal law, which will be dealt with in the
subsequent section.
Nevertheless, taking into account the purpose and the scope of the threshold
which is applicable to the preliminary investigative domain, it is clear that this
threshold has a significant wider reach. Personal information relating to persons
not suspected of committing a crime or of being ‘involved’ in an organizational
context may be collected from police files or open sources and compared.
Furthermore, although also indications shall follow from facts and circumstances, it is clear that the legislature intends to establish a ‘lower’ threshold
than a reasonable suspicion. From the explanatory memorandum it follows that
these indications shall point to the presence of criminal activities ‘more than on
average’ in a certain sector or branch of society and, considering the applicable
threshold, these indications shall point to serious crimes.
2.3.2.3.2.4 The Threshold of Indications in Special Criminal Acts
In some of the special criminal Acts the threshold of indications suffices for the
use of search powers. The Economic Offenses Act (WED) permits investigative
officers that have the authority to investigate economic offenses to apply
investigative powers – such as seizure, entering any place and investigating
objects and vehicles – if these powers are in the interest of the investigation and
the use thereof is reasonably required for the fulfillment of their investigative
task (Articles 18-23 WED). In the case law ‘the interest of the investigation’ has
been explained as requiring indications that an economic offense (as enumerated
in Article 1 and 1a of the Act) has been committed. Furthermore, the Weapons
and Ammunition Act (WWM) allows investigative officers to apply
investigative powers such as searching vehicles and luggage when there is
‘reasonably cause to do so upon indications that a crime will be committed with
the help of weapons or upon indications that someone will be in the possession
of a weapon of a specific category’ (Articles 50-52 WWM). Further guidance
can be derived from the case law with regard to the interpretation of the
threshold of ‘indications’ and the relation of this threshold applied for the
criminal investigation of offenses criminalized in special criminal law to the
reasonable suspicion threshold as applied in classical criminal investigations.
In a case concerning the power to search vehicles under Article 23 WED the
Supreme Court upheld the judgment of the Court of Appeal that the criminal
investigation of offenses criminalized in the WED cannot remain limited to a
concrete suspicion. The interest of the criminal investigation justifies the use of
the power to search when there are indications that an economic offense has
been committed. According to the Court of Appeal, the language used in Article
23 WED cannot be explained as requiring a reasonable suspicion under Article
27 CCP.456 The Supreme Court referred in its judgment to the explanatory

455 Rechtbank ’s-Gravenhage 21 November 2000, LJN AA 8414.
456 HR 9 March 1993, NJ 1993, 633, para. 7-9.
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memorandum of the WED in which it was explicitly explained that the criminal
investigation of offenses criminalized in the WED could not be restricted to
situations in which a reasonable suspicion can be established. If there are
indications that an economic offense has been committed, the interest of the
investigation justifies the use of investigative powers to clarify these indications
and to investigate whether an economic offence has in fact been committed.457
Hence, ‘indications’ seem to provide for a lower standard than a ‘reasonable
suspicion.’
Furthermore, a case heard by the District Court of Amsterdam in 2007
demonstrated that the single observation of investigative officers that someone
had been fishing did not establish indications that an economic offense had been
committed. The Court added that the fact that the investigative officers knew
that the person in question had violated fishing regulations in the past did not
affect this decision.458
Although the investigative powers on the basis of the Hunting Act are
currently no longer in force – the criminal investigation of the offenses
criminalized by this Act (currently by the Flora and Fauna Act) is now covered
by the Economic Offenses Act – court decisions assessing an investigation
conducted on the basis of this Act may still teach us something about the
interpretation of ‘indications’. Two cases concerning the investigation under this
Act addressed the possible wider scope of the investigation, in the absence of a
reasonable suspicion under Article 27(1) CCP. In the first place, the Advocate
General concluded with regard to a Supreme Court case from 1997 that
searching vehicles under the Hunting Act does not require the establishment of
a reasonable suspicion. According to the Supreme Court the vehicle can be
searched on the basis of information that it concerns a vehicle in which possibly
objects are transported that violate the Act. The Advocate General explained the
power to search in the same way as the explanation in the case law concerning
Article 23 WED: upon the establishment of indications of a violation of the Act
the vehicle can be searched. He continued by stating that acting in the interest
of the investigation supposes that there is some cause for the investigation and
that ‘indications’ are the bottom-line for such a cause. Furthermore, the
indications do not need to establish a reasonable suspicion. In this specific case,
the power to search could otherwise also be based upon Article 51(3) WWM,
requiring indications that a criminal offense would be committed with the help
of a weapon criminalized by the Weapons and Ammunition Act.459 Secondly, a
case from 1984 illustrates that the power to search vehicles on the basis of the
Hunting Act does not require that the owner of the vehicle is a suspect under
Article 27 CCP. According to the Supreme Court, the legislature has aimed to
create the possibility to search vehicles in which possibly objects have been
transported that violate the Hunting Act, without the driver being a suspect.

457 Bijl. Handelingen II, 1968/69, 9608, no. 5, 2 and HR 9 March 1993, NJ 1993, 633, para. 5.2.
458 Rechtbank Amsterdam 29 June 2007, LJN BA9602 en LJN BA9586, para. 3.1.
459 HR 27 May 1997, NJ 1997, 550, Opinion of Advocate General Fokkens, para. 11-13.
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Investigative officers are authorized to use the power to search in order to
control the observance of the Hunting Act for the purpose of tracing criminal
offenses.460 The use of criminal investigative powers ‘in the interest of the
investigation’ thus allows the application of criminal investigative powers
without information providing for a nexus with a specific criminal offense.461
Furthermore, case law concerning search powers under the Weapons and
Ammunition Act provides for some further guidance as to the interpretation of
the threshold used under that Act. In a case in 2008 on appeal from the Joint
Court of Justice of the Netherlands Antilles and Aruba the Advocate General
pointed out in his opinion concerning the firearms legislation of the Netherlands
Antilles that the power to frisk upon indications that a crime penalized in the Act
would be committed under the law of the Netherlands Antilles differed from the
powers under the Dutch WWM Article 52. In Dutch law frisking could also be
conducted when there are indications, a threshold which is met when there is
information that someone is in possession of a firearm.462 A Supreme Court case
in 2010 has further defined the use of indications under the WWM by
determining that the threshold of indications for searching a vehicle (Article 51
WWM) is met when there is a specific identifiable reason to assume that the
WWM has been violated or will be violated. It is not required that there is also
a specific person that can be identified as a suspect.463 In another case
concerning the use of search powers on the basis of firearms and drugs
regulations of the Netherlands Antilles, the Advocate General determined in
comparison with the Dutch search powers under the WWM that, in his opinion,
the difference between a reasonable suspicion and indications regarding the use
of search powers is very subtle and that indications would in any case not
require that the person being searched is a suspect.464
Taking into account this interpretation of ‘indications’ in the case law
regarding investigative powers under special criminal law and comparing that
to the interpretation given to the definition of a suspect under Article 27(1) CCP,
it can be concluded that ‘indications’ (or ‘in the interest of the investigation’) is
intended as a ‘lower’ standard allowing the use of powers that under the CCP
can only be applied against a suspect when there is information available which
contains indications that a crime, as criminalized under the WED or WWM, has
been or will be committed in the future. Any difference as to the level of proof
that can be derived from the facts and circumstances establishing indications or
a reasonable suspicion is difficult to identify taking into account the information
that may establish a reasonable suspicion of a crime (see section 2.3.2.3.1) and
460 HR 30 October 1984, NJ 1985, 275, para. 6.4.
461 This goal of controlling the observance of a Special Act should not be confused with the ‘administrative supervision’ as part of policing tasks.
462 This would be insufficient under the firearms legislation of the Netherlands Antilles, where
indications must also be present that the firearm will in fact be used. HR 10 June 2008, NJ 2008,
348, Opinion of Advocate General Vellinga, para. 10 and see also: Kamerstukken II, 1999-2000,
26 865, no. 5, 7-8.
463 HR 23 March 2010, NJ 2010, 197.
464 HR 17 October 2006, NJ 2007, 80, Opinion of Advocate General Wortel, para. 19.
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the case law analyzed in this section. It seems that the only conclusion warranted
is that searching or frisking powers under the WED and WWM can be applied
against persons who are not suspects (but when there are indications that the
special criminal act has been violated), whereas searching and frisking as
regulated in the CCP are limited to suspects as well as being subjected to other
restrictive conditions (e.g. Articles 55a, 55b(2), 56 and 96b CCP).465 Nevertheless, the reasonable suspicion threshold used under Title IVa allows the use
of SIT against persons who are not suspected of a crime.
2.3.2.3.2.5 Other Degrees of Suspicion and Supplementary Conditions
It follows from the regulation of SIT, other investigative methods and the
preliminary investigation that investigative powers that result in a more severe
infringement of the right to respect for private life are subjected to more stringent
conditions as to their application. As a general rule all SIT are subjected to the
requirement that the SIT is used ‘in the interest of the investigation’. For some
techniques, such as wire-tapping (Articles 126m and 126t CCP) and infiltration
(Articles 126h and 126p CCP), there must be a ‘pressing’ investigative need for
using the SIT in the interest of the investigation. This requirement implies an
assessment as to whether the use of the SIT is also, in the context of the specific
circumstances of the criminal investigation in question, in accordance with the
principles of proportionality and subsidiarity.
For the SIT that result in the least serious interference with the right to
respect for private life, such as systematic observation (Articles 126g and 126o
CCP), meeting the threshold of a reasonable suspicion of either a crime (under
Title IVa) or that crimes are being planned or committed in an organized context
(under Title V) and using the SIT in the interest of the criminal investigative
purpose is sufficient for applying the technique. For some of the more intrusive
techniques additional requirements also apply. For example, for entering places
under Title IVa, the reasonable suspicion shall concern a serious, Article 67
crime (Article 126k CCP). For the most intrusive SIT, which are wire-tapping
and infiltration (Articles 126m CCP and 126h CCP), the suspected crime shall
also result in a serious infringement of the legal order, because of its nature or
its relation with other crimes. As explained in section 2.3.2.3.2.2, the conditions
of serious (article 67 CCP) crimes and a ‘serious infringement of the legal order’
apply to all SIT regulated under Title V in order to impose an additional
restriction on the more intrusive nature of the proactive use of SIT, which is
possible under Title Vb considering that the reasonable suspicion may concern
the ‘planning or commission of crimes’.
Furthermore, outside the context of the use of SIT in the investigative
domains of Title IVa and Title V, also some other investigative methods have
been specifically regulated in the CCP or in special criminal law. Other
investigative and coercive methods specifically regulated in the CCP are, for

465 With the exception of searching and frisking powers introduced by the Criminal Investigation of
Terrorist Crimes Act (2006). These powers will be dealt with in the next Chapter.
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example, arrest (Articles 53 and 54 CCP), frisking and strip searching (Article
56(1) CCP), a body cavity search (Article 56(2) CCP) and pre-trial detention
(Articles 57-58, 63-67a CCP). For the methods that seriously intrude onto the
rights and liberties of the person involved, a stronger version of a reasonable
suspicion is required. For example, the powers to frisk, strip search, to conduct
body cavity search and pre-trial detention can only be used upon the establishment of ‘serious concerns’ [ernstige bezwaren].
2.3.2.3.3 The Protective Function of the Suspicion Threshold
The threshold of suspicion, in its different degrees, but primarily as defined in
Article 27(1) CCP, has obtained its central position in the regulation of criminal
procedural powers to reflect respect for the right to privacy and for the
presumption of innocence. The threshold of a reasonable suspicion has been
adopted in order to protect against arbitrary interferences with the right to
private life and, hence, to prevent unnecessary interferences with private life and
to protect the innocent against any interference.
Restrictions to the right to respect for private life under Article 8 ECHR may
only be made when they are ‘in accordance with the law’ and ‘necessary in a
democratic society’. The specific regulation of the various investigative domains
in the CCP providing for the conditions under which SIT may be applied reflects
this requirement of providing for restrictions only ‘in accordance with the law.’
As has been explained in section 2.3.2.1.1, ‘in accordance with the law’ requires
a law of a certain quality in the sense that it is accessible to and foreseeable for
the person concerned. Subjecting the use of SIT to a certain threshold reflecting
a degree of suspicion is intended to make it foreseeable when the government
may use SIT which interferes with the private life of the person concerned. Once
there is a case of involvement in criminal activities, one can foresee that the
government may start a criminal investigation into these activities, an
investigation which may include the use of SIT which interfere with the right to
respect for private life. Furthermore, subjecting the use of SIT to a specific
threshold reflecting a degree of suspicion in relation to criminal activities limits
the use of criminal investigative powers to establishing the truth with regard to
those criminal activities. Governmental action in the field of criminal procedural
law has been considered necessary in a democratic society. Hence the
reasonable suspicion requirement, limiting interference with the right to respect
for private life to the purpose of the criminal law enforcement, also meets the
requirement of being ‘necessary in a democratic society.’
The presumption of innocence, as described in the introductory section
(section 2.1.3.3.1), protects against arbitrary interferences by the government in
general; it protects the innocent from interferences with their rights and liberties.
In the Netherlands this principle is traditionally guaranteed during the criminal
investigation by requiring a reasonable suspicion before the use of SIT with farreaching consequences for the rights and liberties of the persons investigated is
permitted. The threshold of a reasonable suspicion as the central threshold for
using investigative or coercive methods against someone was already introduced
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during the drafting process of the current CCP that entered into force in 1926.
The explanatory memorandum of 1914 formulated as the goal of the criminal
justice system to pursue the conviction of those guilty of having committed a
criminal offense and to avoid subjecting the innocent to conviction and
prosecution. From the latter, it can be derived that within the administration of
criminal justice it must also be avoided that the innocent are subjected to
investigative powers unnecessarily.466 A balance must be struck between the
interest of the investigation in the specific circumstances and the risk that
innocent persons are subjected to investigative powers. This is deemed to be
guaranteed by establishing the threshold of a reasonable suspicion. The
explanatory memorandum of 1914 acknowledged that the state of a reasonable
suspicion would create awareness among people that also the suspect, who is
brought to trial, is only under a suspicion as to his guilt. The explanatory
memorandum further explains that using far-reaching investigative powers
against someone such as arrest, strip searches, or pre-trial detention is only
possible against a person relating to whom such a reasonable suspicion can be
established.467
The threshold of a suspicion thus fulfills an important restrictive and
protective function of the use of criminal procedural powers. The specific degree
required for the use of specific investigative techniques is, therefore, explicitly
related to the level of intrusion on privacy caused by using the technique and the
commensurate level of protection against involving the innocent in the
investigation. Also the ECrtHR has related the level of protection to be offered
by the regulation to the level of the intrusion. With regard to wire-tapping, the
ECrtHR decided in Kruslin / Huvig v. France that the serious intrusion on the
right to respect for private life caused by wire-tapping without permission is in
principle acceptable considering the interest of the investigation, but must then
be surrounded by sufficient safeguards to counterbalance the interference with
private life.468 This would require a legal basis for the investigative method that
is “particularly precise”, a requirement not met by the French law in question.469
In the Dutch regulation of investigative methods the relation between the
suspicion and the level of intrusion follows, for example, from allowing
preliminary investigative activities on the basis of indications, from the
requirement that the reasonable suspicion shall concern serious (Article 67 CCP)
crimes and from requiring ‘serious concerns’ for, inter alia, frisking and pre-trial
detention.
Lastly, as already indicated in section 2.3.2.3.1, the definition of a suspect
under Article 27(1) CCP also has important protective consequences for the

466 Rozemond 1998, 359.
467 Vaststelling van een Wetboek van Strafvordering, Memorie van toelichting [Explanatory Memorandum for Establishing a Code of Criminal Procedure 1912-1913], in: Lindenberg 2002, 436.
468 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 33/32.
469 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 33/32 and 36/35.
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person meeting this definition. Once labeled as a suspect, all kinds of procedural
rights are attributed.470 However, these procedural rights will not be relevant for
the assessment of the criminal investigation in this project, as it focuses on the
covert phase of investigation where the suspect will not yet be aware of the
investigation against him/her. Moreover, particularly this phase of the
investigation will not be directed only against persons meeting the definition of
Article 27(1) CCP.
2.3.2.4 Other Protective Elements Adopted in the CCP
2.3.2.4.1 The Duty to Compile Records
The duty to compile records concerns an important protective element in the
system of the regulation of the criminal investigation, considering the
importance of this duty for providing a transparent criminal justice system and
effectuating defense rights in the trial phase. The duty to compile records is in
particular important considering the importance of the pre-trial phase for the
investigation at trial, as a consequence of the Supreme Court decision regarding
de auditu testimony.471 When the trial phase focuses on the verification of the
evidence obtained during the pre-trial phase, it is very important that the manner
in which evidence has been obtained has been correctly and completely
reported. Furthermore, the duty to compile records fulfills an important role with
regard to the supervision of the public prosecutor and, when the examining
magistrate is involved, also with regard to the controlling function of the
examining magistrate. The police reports enable decisions to be made as to the
termination of the criminal investigation or initiating specific additional
investigative activities and enable the exertion of control over the investigative
activities conducted by the police.
The duty to compile records is provided in Article 152 CCP. All officers
responsible for the criminal investigation (those investigative officers that are
enumerated in Articles 141 and 142 CCP) are obliged to report all their activities
and findings during the criminal investigation as soon as possible. If a law
enforcement officer deliberately omits to compile records of relevant information, he is contravening his legal duty to compile records and is committing
perjury.472 This duty to compile records is further defined in Article 153 CCP,
requiring that the report is made under oath of office or under solemn
affirmation. Article 153 CCP also requires that the investigative officer
discovering the information compiles the official report personally. Furthermore,
470 These procedural rights are mainly relevant for those suspects who are arrested or detained pretrial. For the suspect (or other person) under investigation, these rights will not yet take effect,
considering that the application of investigative powers will be covert. A different threshold than
a reasonable suspicion for coercive measures such as arrest is therefore impossible. However, a
different view can be defended for the threshold of application concerning investigative powers in
the pre-trial investigation, a threshold which should therefore be considered as flexible. See also:
Knigge 2005, 360.
471 See section 2.1.2.
472 See in this regard: HR 7 February 2006, NJ 2007, 396, para. 3.3 and 3.4.
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this investigative officer must date and sign the report as well as reflect as much
reasons as possible for his knowledge. For public prosecutors the duty to
compile records is laid down in Article 148(3) CCP: the public prosecutor must
compile official reports, under his oath of office, of all investigative activities
conducted personally.
The duty to compile records has since the first version of the CCP of 1926
functioned as a protective procedural safeguard as it was included as a duty for
public prosecutors and other investigative officers.473 The duty to compile
records applies, according to Article 152, to the criminal investigation.
However, the Supreme Court has decided in the Zwolsman judgment that in all
circumstances – within or outside the formal scope of the criminal investigation
– the duty to compile records must be observed in case the information is
required in order to enable the trial judge to make a final judgment, in
accordance with the requirements of a fair trial, concerning the legitimacy of the
investigation and the reliability of the evidence obtained.474 Because of the
limited interpretation of the criminal investigation before 1999, the duty to
compile records did not apply to the proactive phase and, consequently, was one
of the reasons for the secretive and uncontrolled use of investigative powers in
the proactive phase.475
Considering the important role of the reports regarding the criminal
investigative activities for the control exerted in the trial phase as to the legitimacy of these investigative activities and the veracity of the information
obtained by these activities, the official report must include all findings (incriminating and exonerating) that are relevant for a judgment about the investigation
itself and the value of the evidence obtained and must include a description of
the investigative powers applied insofar as a determination on its legitimacy is
required.476 Generally speaking, everything which is relevant for future decisions
and judgments falls within the scope of the duty to compile records.
Furthermore, any use of investigative powers that result in an infringement
of the privacy rights of people – regardless of the gradation – must be included
in official reports. This applies in all circumstances to the use of SIT, as
explicitly provided in Article 126aa CCP.477 However, Article 126aa CCP does
not apply to the preliminary investigation.478 In the light of the criterion formulated in the Zwolsman case that all information which is relevant for enabling the
trial judge to make a final judgment, including with regard to the legitimacy of
the criminal investigation, must be reported, arguably the preliminary
investigative activities shall nevertheless be covered by the duty to compile
records. Article 126aa CCP requires that the public prosecutor discloses any
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Lindenberg 2002, 421.
HR 19 December 1995, NJ 1996, 249, ann. Sch para. 11.2.2. See also: Rozemond 2000.
Rapport van de Parlementaire Enquêtecommissie Opsporingsmethoden 1996, 432-433.
Aanwijzing opsporingsbevoegdheden, Stcrt. 2004, 227.
Aanwijzing opsporingsbevoegdheden, Stcrt. 2004, 227.
Article 126aa CCP applies to the investigative powers under Title IVa-Vc (see Article 126aa(1)
CCP).
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reports that relate to the use of SIT. According to Article 126aa(4) CCP, when
no official report has been disclosed regarding the use of SIT, at least
notification of the use of the method must be made in the dossier.479 The
explanatory memorandum further explains that the reporting must take place
regardless of the extent to which the use of SIT is relevant for the case and,
hence, the use of SIT cannot be kept secret from persons being prosecuted.480 In
this regard, the duty to compile records regarding SIT is stricter than the duty to
compile records concerning other findings during the criminal investigation in
order to enable ex post control over the legitimacy of using special investigative
techniques.
The duty to compile records as provided in Article 152 CCP and, specifically
for the use of SIT, in Article 126aa CCP serves an important protective role,
facilitating control both during the criminal investigation and at trial. The public
prosecutor and, sometimes, the examining magistrate use the written reports as
the basis for exerting control over the fairness and the legitimacy of the criminal
investigation. Ex post, at trial, the written reports drawn up under this duty
provide the defense with the possibility to challenge the legitimacy of the use
of investigative powers and enable the controlling function of the trial judge
concerning the events of the criminal investigation. This protective function of
the duty to compile records is, however, not always effectuated in the form of
procedural remedies, considering that the consequences of failing to compile
records may be limited. This subject will be dealt with in more detail in the
subsequent section.
2.3.2.4.2 The Remedies of Article 359a CCP
Only since a Supreme Court decision of 1962 involving the testing of blood
without the permission of the suspect, can the trial judge attach consequences
to any established illegitimate action during the criminal investigation.481
Previous to this, the trial judge would only assess challenges regarding the
veracity of the evidence obtained during the criminal investigation. The Act on
Noncompliance with Procedural Requirements [Vormverzuimen] of September
14, 1995, established Article 359a CCP, providing a statutory basis for the
power of the trial judge to sanction noncompliance with procedural requirements
during the pre-trial phase. Noncompliance with procedural requirements covers
the violation of statutory requirements which are applicable to the use of
investigative methods, for example, the use of investigative methods in the
absence of a reasonable suspicion482 or nonobservance of the duty to report the
479 Article 126aa(4) CCP.
480 Kamerstukken II 1996/97, 25 403, no. 3, 16.
481 HR 26 June 1962, NJ 1962, 470 ann. WP. The use of evidence obtained by an investigative method
that illegitimately – because a statutory basis was lacking – intruded upon someone’s physical
integrity violated the rights of the defense and, therefore, the results of the blood test had to be
excluded as evidence.
482 See e.g. Gerechtshof Amsterdam 3 June 1977, NJ 1978, 601. The evidence was excluded as a
consequence of the use of investigative methods in the absence of a reasonable suspicion. See also,
HR 24 February 2004, NJ 2004, 226, para. 3.6, where the Supreme Court did not exclude the
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investigative activities, in particular the use of SIT.483 In addition, also investigation in violation of the principles of the due administration of justice concerns
a violation of procedural requirements.484 Sometimes, the noncompliance with
procedural requirements, e.g. in violation of statutory requirements or a violation
of the principles of proportionality and subsidiarity, also amounts to a violation
of a right protected in the ECHR, in the context of the criminal investigation
most likely Article 8 ECHR.485 Since the adoption of Article 359a in the CCP,
the trial judge exerts his controlling function within the context of this statutory
framework. Nevertheless, it shall be taken into account that the trial judge will
only actively investigate events during the pre-trial phase when a defense is
raised in that regard or ex officio in the exceptional situation that the use of the
investigative power seems to be clearly illegitimate. Moreover, as already
explained in section 2.3.1.3, when the examining magistrate has already been
involved in the criminal investigation, in particular for the authorization of an
investigative method, the trial judge will only examine whether the examining
magistrate could reasonably reach such a decision on authorization, whether the
public prosecutor has executed the order legitimately and whether the use was
also otherwise legitimate.486 When the special investigative technique challenged
has been used solely on the basis of the order of the public prosecutor, the trial
judge will examine more in depth whether the public prosecutor could order the
use of the investigative technique and whether the use as a whole was legitimate.
According to the explanatory memorandum of the Act on Strengthening the
Position of the Examining Magistrate, because of the enhanced role of the
examining magistrate during pre-trial, the trial judge may exercise more restraint
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evidence, because the evidence had not been obtained through the alleged illegitimate arrest.
Because of this conclusion, the Supreme Court did not reach the merits of the question whether the
arrest was illegitimate because a reasonable suspicion was lacking. And: HR 6 September 2005, NJ
2006, 447, para. 3.6: in this case the use of a blood test in the absence of a reasonable suspicion, but
with the permission of the person in question, violated statutory law. The Supreme Court upheld the
decision to mitigate the sentence, instead of imposing the more ‘severe’ sanction of excluding the
evidence, because the person’s physical integrity had not been violated without his permission.
For example HR 19 December 1995, NJ 1996, 249, ann. Sch, para. 11.3, HR 30 June 1998 NJ
1998, 799 ann. Sch, para. 9.5, HR 2 November 1999, NJ 2000, 162, para. 5.3 and 5.4 and HR 30
November 1999 NJ 2000, 344 en 345 ann. Mevis, where the court did not impose sanctions
because the nonobservance of the duty could be repaired and had not been done intentionally or in
order to substantially limit the controlling function of the judge.
See e.g. HR 12 February 2008, NJ 2008, 248, para. 4.3, an arrest in violation of the principles of
the due administration of justice did not have to result in the sanction of barring the prosecution,
because this violation did not deprive the defendant of her right to a fair trial. And HR 14 January
2003, NJ 2003, 288, where the Supreme Court acknowledged that violations of the principles of
the due administration of justice by investigative officers as well as by actions of private persons
may be sanctioned; in this case the respective violations of the principles of the due administration
of justice (as well as Article 8 ECHR) were not of such a nature that excluding the evidence or
barring the prosecution should follow (Ibid. para. 3.6, 4.3 and 4.4).
See e.g. HR 18 March 2003, NJ 2003, 527, para. 3.5.1, where the method of collecting evidence
(by a private detective) may have violated Article 8 ECHR, but did result in a violation of the
principles of the due administration of justice or the rights of the defense in such way that the
exclusion of the evidence was warranted.
See section 2.3.1.2 and 2.3.1.3 and compare: HR 11 October 2005, NJ 2006, 625, para. 3.5.2 and
HR 21 November 2006, NJ 2007, 233, ann. Mevis, para. 3.4.
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when assessing challenges regarding illegitimate actions during the criminal
investigation.487
In a decision on March 30, 2004, the Supreme Court formulated general rules
as to the scope and applicability of Article 359a CCP. Only when the
noncompliance with procedural requirements results in irreparable consequences
for the defense may the trial judge impose procedural sanctions, and he or she
has rather broad discretion as to whether or not to attach consequences to
established illegitimate actions.488 For example, when reports of the use of
investigative methods during the criminal investigation have not been disclosed
in the file, the public prosecutor will have the opportunity to rectify this
violation of the duty to compile records before considering any possible
procedural sanctions.489 Article 359a provides for the following possible
remedies: mitigation of the sentence; exclusion of the evidence obtained through
noncompliance with procedural requirements; and the most drastic: barring the
prosecution.490
According to the Supreme Court the trial judge shall take into account the
interests served by the rule that is not observed, the damage resulting from the
noncompliance and the seriousness of the noncompliance in order to decide
whether a procedural sanction should follow and to choose between the possible
sanctions.491 According to the Supreme Court, a mitigation of the sentence will
only be resorted to when: the suspect has actually experienced harm; this harm
is the consequence of the noncompliance with the procedural requirements; the
harm can be compensated through the sentence being mitigated; and, mitigating
the sentence is also justified considering the interest of the rule that is not
observed and considering the seriousness of the noncompliance.492 For example,
this means that in the case of an illegitimate search of a house that is not owned
by the defendant, no consequences will be attached to this illegitimate search
because the violated rule did not protect the interests of the defendant; no actual
harm was suffered by the defendant as such.493 The exclusion of evidence will
only occur when the evidence has also been directly obtained through the
illegitimate action and the illegitimate gathering of the evidence has
considerably violated an important criminal procedural requirement or legal
principle.494 Only in rare situations will the prosecution be barred: when the
investigative officers have seriously violated the fundamental principles of

487 Kamerstukken II 2009/10, 32177 no. 3, 18.
488 Which would thus also imply (without the sanctioning) a violation of Article 6 ECHR. See HR 30
March 2004, NJ 2004, 376, para. 3.4.3.
489 Compare: HR 19 December 1995, NJ 1996, 249, ann. Sch, para. 11.3, HR 30 June 1998, NJ 1998,
799 ann. Sch, para. 9.5, HR 2 November 1999, NJ 2000, 162, para. 5.3 and 5.4 and HR 30
November 1999, NJ 2000, 344 en 345 ann. Mevis.
490 Article 359a(1) CCP. See in general on noncompliance with procedural requirements and the
procedural sanctions of Article 359a: Franken 2004A.
491 Article 359a(2) CCP and HR 30 March 2004, NJ 2004, 376, para. 3.5.
492 HR 30 March 2004, NJ 2004, 376, para. 3.6.3.
493 HR 30 March 2004, NJ 2004, 376, para. 4.4.
494 HR 30 March 2004, NJ 2004, 376, para. 3.6.4.
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legitimate criminal investigation, resulting in a shortcoming in the suspect’s
enjoyment of his/her right to a fair trial and this shortcoming was either intended
or was the consequence of the interests of the suspect having been gravely
disregarded.495 The Supreme Court, furthermore, has explained that a trial judge
is only obliged to take a decision under Article 359a CCP when the defense has
pleaded noncompliance and this plea must be well grounded on the basis of the
relevant facts.496 Most important for the trial judge confronted with a challenge
as to illegitimate investigative actions in the light of Article 359a is to assess
whether rights have been impaired and whether procedural sanctions can rectify
this impairment in order to render the proceedings as a whole fair.
2.3.3 Conclusion
The second part of this Chapter has described an interrelated system of shared
and hierarchal attributed responsibilities as well as protective and restricting
elements, which are jointly intended to function as safeguards against arbitrary
and unnecessary interferences with the right to respect for private life and
against unfair criminal proceedings.
The truth-finding actors – the police, the PPS and the examining magistrate
– operate in a hierarchical structure, with an increasing assumption of being
objective and impartial when it comes to the decision on employing a specific
investigative method. The decision to employ investigative methods based on
Article 2 Police Act 1993 is entrusted to investigative officers, the decision on
using SIT is entrusted to the public prosecutor and the use of the most intrusive
SIT requires the authorization of the examining magistrate. The responsibility
for overall control over the criminal investigation is shared between the public
prosecutor and the examining magistrate. The public prosecutor, as the
supervisor of the criminal investigation, has obtained – with the entry into force
of the Act on SIT of 1999 – the most central role in the criminal investigation.
He is required to ensure that the investigative officers operate within the
confines of the law, in observance of the principles of proportionality and
subsidiarity and in anticipation of the trial phase, where accountability for the
course of events during the criminal investigation needs to be achieved. In
addition, the examining magistrate has, next to his/her role as a warrant judge,
a general role to oversee the efficient course of the criminal investigation. As a
consequence of the Act on Strengthening the Position of the Examining
Magistrate, the independent controlling responsibility of the examining
magistrate, next to the supervisory role of the public prosecutor, has been given
more emphasis. Nevertheless, his/her control function remains largely dependent
on the information provided by the police and PPS and is affected by a rather
high caseload.

495 HR 30 March 2004, NJ 2004, 376. para. 3.6.5, firstly adopted in Zwolsman, HR 19 December
1995, NJ 1996, 249, ann. Sch.
496 HR 30 March 2004, NJ 2004, 376, para. 3.7.
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The framework in which the actors operate, both with regard to the
application and with regard to the manner in which control is exerted, is
provided in the CCP. Some specific conditions that the regulation of investigative methods which interfere with the right to privacy must meet follow from
Article 8 ECHR. The main implication of these requirements concerns the
specific provisions for SIT and the proactive preliminary investigative methods
and the possibility to base those investigative methods that do not, or to a
limited extent, interfere with privacy on Article 2 Police Act 1993. The
reasonable suspicion threshold has traditionally functioned as the crucial
restriction to achieve protection against arbitrary and unnecessary interferences
with the right to respect for private life. However, as has followed from the
description of different varieties of the suspicion threshold in 2.3.2.3 and
considering the current definition of criminal investigation, the idea that the
definition of Article 27(1) CCP has a central protective function is currently
difficult to uphold. In addition, also the protective ability of the reasonable
suspicion threshold may be doubted, considering that the threshold can be met
by ‘soft’ information originating from anonymous sources, such as an
anonymous tip-off and CIE or AIVD reports. The threshold has been given a
flexible interpretation, for which reason the legislature has taken into account
factors such as the seriousness of the crimes and the nature of the investigative
technique to deviate from the Article 27(1) CCP suspicion threshold, and for
which reason the actors seeking to use an investigative technique on the basis
of particular ‘facts and circumstances’ may take into account the contents of the
information, whether the police and/or PPS have independently checked the
information, the concrete possibilities to verify the information considering a
possible need to act with urgency, and the availability of less-intrusive means
to achieve the investigative purpose.497 Hence, in addition to this ‘threshold of
application’, the principles of proportionality and subsidiarity and the principle
of purpose limitation are intended to fulfill an important additional restrictive
function to protect against abuse in the discretionary area provided to the
investigating police and PPS also under the applicability of the suspicion
threshold or other varieties of the suspicion threshold.
On the basis of the principle of purpose limitation, the criminal investigation
has also been separated from administrative supervisory authority and from
intelligence investigations. For the intelligence investigation the purpose
limitation principle applies strictly, resulting in a strict separation between the
intelligence and law enforcement community, following from a prohibition on
using intelligence powers for the purpose of criminal investigation. Administrative supervision and criminal investigation are separated on the basis of a
looser application of the purpose limitation rule. Administrative supervisory
powers may also be used for criminal investigative purposes as long as these
administrative supervisory powers are not used exclusively to pursue criminal
investigative purposes. Because of this looser application of the purpose
497 For the latter compare HR 11 March 2008, NJ 2008, 329, ann. Borgers, annotation para. 6.
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limitation rule, the use of administrative supervisory powers against suspects
also triggers the applicability of procedural rights for the suspect, such as the
right to remain silent. Nevertheless, the applicability of the purpose limitation
does not obstruct the use of information collected either by administrative
supervisory powers or in intelligence investigations within the criminal
investigation. When the administrative supervision switches to a criminal
investigation or when ‘spheres cumulate’, such a transfer of information occurs
automatically, especially considering that usually the same investigative officer
will be active in both spheres. In contrast, the transfer of information from the
AIVD to the PPS is a decision made solely by the AIVD and occurs through the
procedural mechanism provided in the WIV 2002 (AIVD official reports are
transferred to the PPS through the intermediary of the national public prosecutor
for counterterrorism) in order to uphold the strict separation between the
intelligence community and law enforcement community and to exclude the
AIVD’s secret methods of operating from the transparency requirements of
criminal procedures.
Lastly, control over the legitimate and fair course of the criminal investigation has been hierarchically organized. During the criminal investigation the
PPS and the examining magistrate bear this controlling responsibility as to
whether the criminal investigative powers are used within the confines of the
law and, in addition, in observance of the principles of the due administration
of justice. Afterwards, the trial judge shall be enabled to exert full control over
the course of events during the criminal investigation and the defense can
challenge the evidence collected during the criminal investigation, as required
under Article 6 ECHR. For this purpose, the trial judge and defense shall, in
principle, have sufficient insight into the manner in which the evidence has been
obtained and the source of the evidence. For this purpose, the police and PPS
have a duty to compile records of all investigative activities relevant for a
judgment regarding the legitimacy of the criminal investigative activities and the
defense has a right to have these materials disclosed. The level of control that
the trial judge is required to exert depends on the level of control that has
already been or could have been exerted during the criminal investigation. In
other words, the control on the fairness of the criminal proceedings exerted by
the judiciary must be kept in balance. Considering the manner in which the
Supreme Court has interpreted the framework of Article 359a CCP, the
establishing, at the trial stage, of illegitimate actions which have occurred during
the criminal investigation do not necessarily result in a procedural remedy for
the accused. Only when such a remedy is required in order to render the trial fair
and the remedy is suitable for repairing the fairness of the criminal procedure as
a whole, will the judge apply one of the procedural sanctions.

Chapter 3

Counterterrorism Measures Affecting Criminal
Investigation in the Netherlands

3.1 INTRODUCTION
The Netherlands’ first counterterrorism measures were taken in response to the
terrorist attacks of September 11, 2001 in the United States. These attacks
committed within the United States also confronted Western Europe, including
the Netherlands, with the actual threat of international terrorism. Also within
Europe these attacks have had a significant influence on society and
politics, when a widespread fear emerged that such attacks endangered a free
and secure life in the Western world. Immediately after the terrorist attacks of
9/11 the ‘General Affairs Council’ of the European Union announced the
intensifying of its counterterrorism policy in close cooperation with the United
States.1 This resulted in the presentation of a plan of action for the European
Union which its Member States adopted in an extraordinary meeting of the
Council of the European Union of September 21, 2001, later further elaborated
into a Council Common Position.2 The action plan included counterterrorism
measures in order to intensify police and judicial cooperation in particular by the
exchange of information between member states and third states (coordinated
by Europol and Eurojust), targeting the financing of terrorism, criminalizing acts
of terrorism and increasing penalties for terrorist crimes in domestic law and
strengthening air security.3 Furthermore, the United Nations adopted on
September 28th, 2001 Resolution 1373 in particular emphasizing the countering
of financing of terrorism and the duty for member states to actively confront
terrorism.4 On October 5th, 2001 the Dutch government sent the ‘Action Plan for
Countering Terrorism and Safety’ to Parliament, which provided for a set of
counterterrorism measures in order to prevent terrorist attacks within the
Netherlands.5 This action plan, as well as all counterterrorism measures that

1
2
3
4
5

‘Declaration by the European Union’, Special Council Meeting, General Affairs, Brussels,
September 12, 2001, Pres/01/318.
‘Conclusions and plan of action of the extraordinary European Council Meeting on 21 September
2001’, SN 140/01 and Council Common Position of 27 December 2001 on combating terrorism,
2001/930/CFSP, OJ L 344/90.
Ibid.
Resolution 1373 (2001), adopted by the Security Council at its 4385th meeting, on 28 September
2001, S/RES/1373 (2001).
Kamerstukken II 2001/02, 27 9925, no. 10.
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have since followed, was explicitly set within the context of the policy at the
international level, urging member states to take action in order to effectively
confront terrorism. Other terrorist incidents and, in particular, the attacks of
March 11, 2004 in Madrid, have been the reason to adopt new or to intensify
already established counterterrorism measures.6
The Dutch government has chosen for a ‘broad’ counterterrorism strategy that
aims to prevent terrorist attacks by acting in time and to combat the
phenomenon of terrorism by confronting radicalization. During the first phase
of counterterrorism measures the focus was primarily on the adoption of
measures in order to intercept the planning of terrorist crimes through repressive
measures, and hence upon a criminal law approach, in cooperation with the
intelligence services. This occurred in response to the terrorist attacks of 9/11,
2001 within the United States, but primarily after the first attacks on European
soil, the train bombings on March 11, 2004 in Madrid. A letter to Parliament on
10 September 2004 set out the counterterrorism strategy in response to the
attacks in Madrid, where the government emphasized that the risk and the
possible consequences of a terrorist attack require acting in time in order to
prevent an attack. In this letter it was stated that in order to respond in a timely
manner to terrorist threats it may not be reasonable to wait for concrete
suspicions to develop. Instead, action shall be taken against persons when there
are signals or indications that justify distrust. The government immediately put
this into practice after the terrorist attacks in Madrid by starting to observe
people who, at any point in time, have appeared in the investigations of the
AIVD or the police as having some involvement in terrorist networks. The
government explained that this approach has resulted in an intensified
cooperation between the AIVD, the police and the PPS. The exchange of
information has been stimulated by establishing a ‘counterterrorism information
box.’7 Over the years, the ‘broader’ approach has been placed at the forefront,
with an important role not only for ‘hard’ measures in the area of law enforcement but also for ‘soft’ measures focused on the prevention of radicalization and
intervention already during the process of radicalization. This has also involved
some measures in the administrative law sphere.8
This research focuses on that part of the Dutch counterterrorism law where
the criminal investigative system is affected as a consequence of the desire to
intercept the planning of violent terrorist activities. Hence, the part of the Dutch
counterterrorism measures that can be typified as a ‘soft’ approach, focusing on
the prevention of radicalization, will not be addressed in detail. The next section
(3.1.1) will nevertheless draw a complete picture of the counterterrorism
measures taken for the purpose of prevention. Subsequently, the measures that
6
7
8

The attacks on the London Underground on July 7th 2005 did not trigger a new European or Dutch
counterterrorism action plan. Nor did the murder of Theo van Gogh on November 2, 2004 result in
new antiterrorism measures. Rapport Evaluatie Antiterrorismemaatregelen 2011, 39.
Kamerstukken II 2003/04, 29 574, no. 1, 10.
See also: Rapport van de Commissie Evaluatie Antiterrorismebeleid 2009, 13-15 and 45.
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have facilitated a shift towards anticipative criminal investigation will be
identified in more detail (3.1.2). The introductory section will conclude by
formulating the goals of this Chapter.
3.1.1 Counterterrorism Measures under the Preventive Paradigm
Prevention of crime has, especially in the post-9/11 era, become the primary
goal of policy, which is reflected, for example, in the policy plan for the period
2007-2011 with the slogan ‘security begins with prevention.’9 Security, which
implies the prevention of crimes, has over the past 10 years become the highest
priority of government action in the field of criminal law and the administrative
enforcement of the legal order.10 This trend has so far only increased, resulting,
with a new government taking office in October 2010, in the establishment of
the Department of ‘Security and Justice’ and an increased focus on the role of
criminal law in achieving security.11
Nevertheless, the preventive paradigm (implied by a security paradigm) has
underpinned especially all counterterrorism measures, attributing in particular
an important preventive function to the criminal justice system.12 This focus on
prevention was immediately clear when the government initially set out the
measures of the plan of action for counterterrorism that was sent to Parliament
in October 2001. The measures contributing to the prevention of terrorist attacks
within the Netherlands that were announced in this plan concerned, in general:
the expansion of the capacity of the intelligence and security services; improved
cooperation between the intelligence and security services and the police;
improved airport and border security; intensified surveillance and protection of
possible targeted persons and objects; enhancing the capacity of law enforcement services to investigate and prosecute terrorist activities; the countering of
the financing of terrorism; and, the due implementation of European Union and
United Nations’ decisions and treaties.13 In a letter to Parliament on June 24,
2003, the Minister of Justice stated that the security of the Netherlands, with its
state organization based on democracy and individual liberty, was seriously
threatened. Subsequently, the counterterrorism plan, already announced in 2001,
was further defined as pursuing three objectives, which reflects the ‘broad’
counterterrorism effort of the Dutch government. The key objective is the
prevention of terrorist attacks. Secondly, society needs to be prepared for the
possibility of an attack and the required surveillance and protection measures
need to be taken. The third objective concerns research into the causes of
9
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Kamerstukken II 2007/08, 28 684, no. 119.
The prioritization of security is, for example, also visible in debates with regard to the protection of
privacy. Security interests are often understood as overriding individual privacy claims. See:
Muller et al. 2007, 15-18.
See Regeerakkoord ‘Vrijheid en verantwoordelijkheid’ VVD-CDA and Gedoogakkoord VVD-PVVCDA, 30 September 2010, available at: <www.rijksoverheid.nl/documenten-en-publicaties/rapporten/2010/09/30/regeerakkoord-vvd-cda.html> (accessed May 2, 2011). See also: De Roos 2010.
Compare: Van der Woude 2010, 292 and Muller et al. 2007, 22-23.
Kamerstukken II 2001/02, 27 925, no. 10, 8-14.
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Islamic terrorism and the dichotomy in society.14 In the light of the first
objective, measures were announced that further an intelligence-led investigation and a strengthened information position, both on the side of the intelligence
services and on the side of the police, for the purpose of timely intervention and,
subsequently, realizing criminal prosecution when possible.15 Subsequently, the
attacks in Madrid on March 11, 2004 were the reason for adjusting the
counterterrorism strategy in order to be able to more effectively confront this
form of ‘catastrophic Islamic terrorism’ targeting as many civilian casualties as
possible.16 Consequently, the government announced that it would intensify the
collection, exchange, combining and analyzing of information relevant for
timely intercepting the preparation of terrorist activities and to strengthen the
possibilities to act upon this information.17
Over the years many specific measures in various areas of law and policy
have been taken in order to implement the ‘broad’ counterterrorism strategy with
a general focus on prevention. The criminal justice system concerns one of the
most important areas utilized to confront terrorism, based upon the idea that
terrorist activities concern criminal activities and, therefore, that terrorists shall
be criminally prosecuted and punished. The first set of counterterrorism
measures can primarily be typified as safety measures, aimed at enhancing the
capacities of law enforcement and intelligence agencies to intercept the planning
of terrorist activities in good time. These measures are usually referred to as
repressive measures, because of the use of repressive instruments such as
criminal investigation and prosecution. Nevertheless, the goal of these ‘repressive’ measures is prevention, for which reason the term ‘repression’ seems inapt
or at least confusing.18 Many of the ‘repressive’ measures were the implementation of European Union and United Nations policy. This ‘repressive’ approach
of the first set of counterterrorism measures was already announced in the plan
of action sent to Parliament in October 2001. The measures that were then
announced have resulted in several ‘counterterrorism’ acts, which largely
included the implementation of measures taken on the level of the European
Union and the United Nations. An overview will be given of the most significant
measures underpinned by the preventive paradigm that have been taken in the
Netherlands since September 11, 2001.
The first Act adopted, as part of the set of counterterrorism measures, was the
Act on Terrorist Crimes of 24 June 2004, which is the implementation of the
European Union Framework Decision on Combating Terrorism of 200219 in
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Kamerstukken II 2002/03, 27 925, no. 94, 2.
Kamerstukken II 2002/03, 27 925, no. 94, 3-4.
Kamerstukken II 2003/04, 27 925, no. 123, 1 and 3.
Kamerstukken II 2003/04, 27 925, no. 123, 7-8.
For that reason, Brouwer refers to this type of counterterrorism measures as ‘prepressive’. Brouwer
2006.
Council of the European Union, ‘Framework Decision of 13 June 2002 on Combating Terrorism,’
2002/475/JHA.
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Dutch law. As a consequence of this Act an additional section has been added
to some provisions of the Penal Code (e.g. murder), providing for the possibility
to impose a harsher sentence when the offense has been committed with a
‘terrorist intent’.20 Furthermore, the Act has criminalized certain activities in the
‘preparatory phase’. The criminal preparation of crimes has been expanded and
the crimes of conspiracy to commit a serious terrorist crime and recruitment for
the violent jihad have been established.21 As will be explained in section 3.1.2,
the criminalization of these activities also has consequences for the preventive
potential of the criminal investigation. The criminalization of terrorist activities
was complemented in 2009 when participation and cooperation in terrorist
training and provocation to commit a terrorist crime were adopted in the Penal
Code as criminal offenses. The Act also adopted a higher maximum penalty for
some already criminalized offenses when they are committed with a terrorist
intent.22
As already announced in the October 2001 plan of action, the Dutch
government aimed to realize prevention through the intensified sharing of
information and cooperation between the intelligence services, the public
prosecution service and the police. Increasing the sharing of intelligence
between law enforcement and intelligence agencies, as well as between the
agencies of different countries and European Union bodies such as Eurojust, was
also stimulated within the Hague Programme, setting out the objectives in the
area of freedom, security and justice for the period 2005-2010.23 The first step
within the Netherlands to realize a more effective sharing of intelligence was the
establishment of the Counterterrorism information box (2004)24 and, subsequently, the establishment of the coordinating agency of the National
Coordinator for Counterterrorism (2005).25 In 2006, the Shielded Witnesses Act26
was adopted which sought a solution for the clash between the transparency of
20
21
22
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Defined in Article 83a Penal Code. The offenses which amount to ‘terrorist crimes’ are defined in
Article 83 Penal Code by enumerating the offenses that can be committed with a ‘terrorist intent’.
Act on Terrorist Crimes 24 June 2004, Stb. 2004, 290. Entry into force on 10 August 2004 (Stb.
2004, 373).
Act on Training for Terrorism, 12 June 2009, Stb. 2009, 245. Entry into force on 1 April 2010 (Stb.
2010, 139). The criminalization of these acts is in fact an implementation of Articles 5-7 of the
Council of Europe Convention on the Prevention of Terrorism, CETS 196, 16.V.2005 (Trb. 2006,
34), obliging member states to criminalize provocation to commit a terrorist crime, recruitment for
terrorism and training for terrorism. Subsequently, also a 2008 EU Framework decision on
combating terrorism obliged Member States to criminalize these terrorist acts and, additionally,
also the aiding or abetting of, inciting and attempting terrorism. Council of the European Union,
‘Framework Decision of 28 November 2008, amending Framework Decision 2002/475/JHA on
combating terrorism’, 2008/919/JHA.
The Hague Programme, Strengthening Freedom, Security and Justice in the European Union,
Brussels 4/5 November 2004. 1492/1/04 REV 1, 27-29. See also: Kamerstukken II 2004/05, 29
754, no. 5, 5.
Kamerstukken II 2004/05, 29 754 and 27 925, no. 21 (Letter of the Minister of the Interior, and the
attached covenant).
Regeling van de Ministers van Justitie en van Binnenlandse Zaken en Koninkrijksrelaties van 29
juni 2005, nr. DDS5357209, houdende instelling van de Nationaal Coördinator Terrorismebestrijding.
Stb. 2006, 460.
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criminal proceedings and the secrecy of intelligence investigations, when intelligence information has been introduced to criminal proceedings.27 Subsequently,
the Act to Broaden the Possibilities to Investigate and Prosecute Terrorist
Crimes (or: ‘the Act on the Criminal Investigation of Terrorist Crimes’) was
adopted. The goal of this Act was to enhance the preventive capacity of the
criminal investigation by expanding the scope of the criminal investigation of
terrorist crimes and increasing the coherence between the activities of the
intelligence agencies and the law enforcement agencies with a shared goal of
preventing terrorist acts.
Furthermore, the Dutch government considered that it needed to be able to
act before criminal law enforcement means can be used. For that purpose the
possibility has been created that upon the order of the mayor a person who is
considered to be a ‘terrorist threat’, but cannot be suspected of a crime, will be
systematically observed in order to make it clear to that person and his/her daily
environment that he/she is the subject of investigation. In that way prevention
is realized through disturbing that person’s activities.28
After these Acts and measures with a focus primarily on the use of
‘repressive’ means for the purpose of prevention, the focus shifted to socialpreventive measures,29 aimed at obtaining knowledge on groups and individuals
where radicalization processes are (possibly) taking place and intervention in
order to hinder the radicalization process.30 This anti-radicalization policy is
primarily carried out by the intelligence services and by local communities. Also
the method of ‘personal disturbance’ has shifted in focus: now the method is not
only applied to interrupt the preparation of a terrorist crime but primarily to offer
the person in question an alternative through deradicalization. This is done by
paying attention to education, housing and sometimes mental health.31
3.1.2 The Shift to Anticipative Criminal Investigation
Several of the above-mentioned ‘repressive’ counterterrorism measures have
also contributed to a shift to anticipative criminal investigation. An important
part of the ‘repressive’ counterterrorism measures focused on enhancing the
capability of the criminal justice system to contribute to the prevention of
terrorist crimes and increasing the coherence between the intelligence apparatus,
the administrative law enforcement and the criminal justice system in order to
realize a more effective preventive system.
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Kamerstukken II 2003/04, 29 732, no. 3 (MvT).
See Brouwer 2006.
This shift in focus in the Dutch counterterrorism strategy does not apply to the Dutch security
policy in general. The focus of the current government is to make society ‘safer’ by repressive
means (both ex post and ex ante) within the areas of criminal law and administrative enforcement.
These repressive means shall be strengthened and applied rigidly in order to give effect to the key
task of the government, i.e. guaranteeing security.
Rapport Evaluatie Antiterrorismemaatregelen 2011, 41-45.
Ibid., 89.

Counterterrorism Measures Affecting Criminal Investigation in the Netherlands

161

The main legislative measure affecting the criminal investigation has been
the Act of 20 November 2006 to expand the investigative possibilities in the
criminal investigation for the prevention of terrorist crimes. In addition, the
Terrorist Crimes Act, criminalizing acts preceding a terrorist attack, has
expanded the preventive capacity of the criminal investigation by the possibility
to investigate upon a reasonable suspicion of one of these crimes. In this way,
it will be possible to investigate and prosecute the persons suspected of
committing these ‘preparatory’ terrorist crimes in order to prevent the ‘full’
terrorist crimes. From a legal perspective, this does not, however, affect the
system of the criminal investigation as such, as it still limits the use of investigative powers to reacting to a reasonable suspicion of the commission of one of
these crimes.32 Therefore, the legislature has considered that also the powers
available in the criminal investigation should be geared towards prevention.
In the aftermath of the terrorist attacks in Madrid, the expansion of
criminalization in the preparatory phase as a consequence of the Terrorist
Crimes Act was considered insufficient in order to confront the threat and nature
of the ‘new’ terrorism. Hence, this gap was filled by expanding the possibilities
to use criminal investigative powers where terrorist crimes are being prepared.
The legislature did not consider the role of criminal law to be restricted to a
reaction to crimes already committed but to have also a role in the prevention
of crimes.33 By the Act of 2006 on broadening the possibilities for investigating
and prosecuting terrorist crimes a special investigative domain has been created
for the investigation of terrorist activities with a central focus on the prevention
of terrorist crimes (Articles 126za-126zs CCP). As a consequence of this Act,
the exceptional possibility to investigate organized crime proactively under Title
V has been expanded to the investigation of terrorist crimes. Moreover, the
central position of a reasonable suspicion has been abandoned for the use of SIT,
considering that under Title Vb indications suffice when it comes to the
prevention of terrorism. This means that under Title Vb SIT can be used at any
time when there is relevant information available for the prevention of a terrorist
attack.34 Contrary to the criminalization of acts in the preparatory phase,
allowing the use of SIT under the threshold of ‘indications’ directly influences
the preventive capabilities of the criminal investigation, because it enables the
preventive use of the investigative capacity in the procedural sense. Lastly, the
Act of 2006 has expanded the preliminary investigation for the preparation of
terrorism investigations and established new investigative methods available in
the criminal investigation especially for terrorism prevention.
Furthermore, the Act on the Criminal Investigation of Terrorist Crimes as
well as other measures, such as the Shielded Witnesses Act and some changes
on the level of cooperation between different entities, have been taken in order
32
33
34

See on the changes in the substantive law as a consequence of the Act on Terrorist Crimes and the
expansion of criminalization in the ‘preparatory’ phase, raising issues as to the border between
criminalizing intentions or acts: Lintz 2007, Van Wifferen 2007, 196-199 and Van der Geest 2008.
Kamerstukken II 2003/04, 29 754, no. 1, 1-4 and 12.
Kamerstukken II 2003/04, 29 754, no. 1, 12-13.
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to reorganize and intensify cooperation between law enforcement and intelligence agencies with a focus on the prevention of (terrorist) crimes. In order to
realize a coherent counterterrorism strategy underpinned by the preventive
paradigm it was considered necessary to make sure that all information relevant
to the prevention of terrorism is available to the right entities. The Counterterrorism Information box and the National Coordinator for Counterterrorism
have been established in order to coordinate the required cooperation and the
exchange of information. The Act on the Criminal Investigation of Terrorist
Crimes was also adopted in order to enable intensified cooperation with the
intelligence service. When law enforcement agencies are able to act in an earlier
phase, this also stimulates the intelligence service to share information in an
earlier phase.
Because terrorism is considered to be criminal behavior, the Dutch
government considered the criminal justice system as the primary area for
dealing with terrorists. Hence, it must be able to ‘use’ the criminal justice system
in an earlier phase and, subsequently, to prosecute terrorists for preparatory acts.
In order to avoid that the increased use of intelligence in criminal proceedings
would obstruct subsequent criminal trials, the Shielded Witnesses Act has been
adopted in order to increase the utility of official reports from the intelligence
service either as initial information for a criminal investigation or as evidence.
Both the measures that have touched upon the regulation of the criminal
investigation as well as the measures affecting relations with the intelligence
services have put prevention at the forefront in the criminal investigation of
terrorism and, consequently, the criminal investigation has been geared as a tool
for anticipating future terrorist attacks.
Lastly, counterterrorism activities in the administrative law sphere may have
a repressive nature, although they focus on the prevention of terrorism. The
technique of personal disturbance, conducted by the police, will be used when
the criminal investigative possibilities fall short in making sure that terrorism is
prevented. Also these police activities, regulated under administrative law,
concern anticipative investigation. The border between these activities and
criminal investigative activities is relevant for determining the exact scope of
anticipative criminal investigation.
3.1.3 Goals of the Chapter
The different measures described in the previous section that have jointly
realized a shift to anticipative criminal investigation in the Netherlands will be
dealt with in this Chapter in three different categories.
The first category (section 3.2) will primarily be concerned with the
measures introduced by the Act on the Criminal Investigation of Terrorist
Crimes, which directly affect the preventive capacity of the criminal investigation. The preventive capacity of the criminal investigation has not only been
enhanced through legislative measures but, additionally, by some organizational
changes within the police. Hence, in addition it will be described how the police
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have evolved into an intelligence-led organization with an important role for the
CIE, especially in the field of counterterrorism.
Dealing with the second category, section 3.3 will describe in what manner
the use of intelligence in criminal proceedings has been increased in order to be
able to use the criminal justice system to confront terrorism before crimes are
committed. Attention will be given to the manner in which the courts have taken
a position with regard to the use of intelligence in criminal proceedings, to the
adoption of the Shielded Witnesses Act in order to stimulate the use of
intelligence in criminal proceedings and to organizational changes enhancing
cooperation, namely the establishment of the CT Infobox and the National
Coordinator for Counterterrorism. The goal of this section will be to
demonstrate that the work of the law enforcement community and intelligence
community have approached each other when it comes to terrorism prevention
and that the possibility to use the information collected by the AIVD is an
essential feature of the anticipative criminal investigation.
The third category (section 3.5) deals with anticipative investigation in the
field of administrative law. In Chapter 2 it has been described how the use of
administrative supervisory powers in the field of administrative law may be used
for the purpose of criminal law enforcement and, hence, this influences the
sword capacity of the criminal investigation. The third section will therefore
seek to analyze the method of administrative disturbance in order to determine
in what manner this influences the capacity of anticipative criminal investigation.
This section will thus seek to describe the anticipative criminal investigation
by focusing primarily on its core – the preventive capacity of the criminal
investigation itself, bottomed up by the possibilities to gather criminal
intelligence – and, in addition, to assess to what extent and in what way the
preventive capacity of the criminal investigation is influenced by cognate legal
areas also conducting anticipative investigative activities. Hypothetically, the
anticipative criminal investigation can thus be visualized as illustrated below.
The goal of this Chapter will be to describe the measures in the three categories
in order to be able to determine the exact scope and nature of anticipative
criminal investigation and whether the interaction between different areas of law
conducting anticipative investigative activities indeed reinforces the capacity of
the anticipative criminal investigation to a greater extent than before the
measures of the post-9/11 era. In conclusion, this Chapter will assess whether
the scheme below correctly reflects the manner in which an anticipative criminal
investigation has been enabled in the Netherlands (section 3.5).
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Figure 3.1: Hypothetical illustration of the anticipative criminal investigation in the
Netherlands

3.2 CHANGES AFFECTING THE CRIMINAL INVESTIGATION
3.2.1 Legislative Measures
The Act of November 20, 2006 has affected the criminal investigation by
adjusting the criminal investigative framework to make it suitable for
contributing to the prevention of terrorist crimes. Although most Dutch counterterrorism measures were in fact the implementation of European Policy, most
importantly as a result of the adoption of the 2002 Framework Decision on
Combating Terrorism,35 the Act of November 2006 was taken by the Netherlands on its own initiative, considering that no concrete binding obligations in
this regard have been established on a European or other international level. The
counterterrorism measure was nevertheless in line with European policy,
considering that, in general, all Member States have been urged to take the
necessary measures to improve their capability to prevent terrorist attacks.36
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See Chapter 1, section 1.5.
See e.g.: Presidency Conclusions – Brussels 4/5 November 2004, The Hague Programme,
Strengthening Freedom, Security and Justice in the European Union, at 28, 14292/1/04 Rev 1
Annex I, and Communication from the Commission to the Council and the European Parliament,
The Hague Programme, ten priorities for the next five years, at 6, 8, COM (2005) 184 final (May
10, 2005): The fight against terrorism, working toward a global response. And see also: Article 15
of the Council of Europe Convention on the Prevention of Terrorism, CETS 196, 16.V.2005 (Trb.
2006, 34), by which the Member States have had a duty to investigate imposed upon them: “upon
receiving information that a person who has committed or who is alleged to have committed an
offence set forth in this Convention may be present in its territory, the Party concerned shall take
such measures as may be necessary under its domestic law to investigate the facts contained in the
information.” And: The European Union counter-terrorism strategy (adopted in December 2005 by
the Council of the European Union), 14469/4/05 REV 4, DG H2, in which four pillars of the strategy
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The Act on the Criminal Investigation of Terrorist Crimes mainly focuses on
enhancing the possibilities of the criminal investigation to contribute to the fight
against terrorism. In addition, the Act has established adjustments to substantive
law, such as to Article 46 Penal Code (criminal preparation) by clarifying the
interpretation; by criminalizing the refraining from notifying an intended
terrorist crime (in Articles 135 and 136 Penal Code); and providing for a higher
maximum penalty on hiding a suspect of a terrorist crime (Article 189 Penal
Code). Furthermore, the Telecommunication Act has been adjusted to the
application of SIT in terrorism investigations. Finally, the permitted duration of
detention before trial has been extended when the suspicion concerns a terrorist
crime. The pre-trial detention of a person alleged to have committed a terrorist
crime can be extended, after the normal maximum period of 90 days, to a period
of not more than two years (Article 66(3) CCP). As a consequence, the nondisclosure of the records of the proceedings to the defense can also be extended
during this period. In addition, the stricter suspicion requirement of ‘serious
concerns’ for imposing pre-trial detention is not required for the pre-trial
detention of terrorism suspects (Article 67(4) CCP): a suspicion is now
sufficient to detain terrorism suspects during pre-trial.37 The government
considered these fundamental changes to be justified because of the continuous
threat of terrorist attacks that can result in many innocent victims.38 Despite the
many concerns regarding these fundamental changes, the Second Chamber
adopted the bill with only the Green Left Party (Groenlinks) voting against. The
amendment of the CCP as established by this Act entered into force on 1
February 2007.39
This section will only address the measures which have contributed to
enabling an anticipative criminal investigation. These are the investigative
domain for terrorist crimes, the changes affecting the preliminary investigation
and the introduction of new criminal investigative methods for the prevention
of terrorism. In the first place, a new investigative domain has been adopted
where SIT can be used upon ‘indications’ of a terrorist crime. Secondly, the
preliminary investigation has been adjusted to contribute to the prevention of
terrorism. Lastly, investigative powers have been established, which are in
particular suitable to avert a more urgent threat. These measures will be dealt
with in this Chapter on the basis of the parliamentary documents regarding the
Act to Broaden the Possibilities to Investigate and Prosecute Terrorist Crimes
and on the basis of the first experiences in practice with the new investigative
domain, the adjusted powers of the preliminary investigation and the new
criminal investigative powers. The Act of 2006 has also amended the definition
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were adopted: prevent, protect, pursue and respond. ‘Pursue’ includes that “at a national level the
competent authorities need to have the necessary tools to collect and analyse intelligence and to
pursue and investigate terrorists, requiring Member States to update their policy response and
legislative provisions here necessary.” (12, para. 24).
Stb. 2006, 580.
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of the criminal investigation as provided in Article 132a CCP, in order to
broaden the scope of the criminal investigation to cover these anticipative
investigative possibilities. This definition was already introduced as the current
definition of a criminal investigation in Chapter 2 in order to avoid confusion
about terminology. At this place it should in addition be noted that the direct
reason for adopting this new definition by the Act on the Criminal Investigation
of Terrorist Crimes was, obviously, the fact that the newly introduced investigative domain for terrorist crimes and the new investigative powers would
otherwise fall outside the scope of the criminal investigation.40
3.2.1.1 The Investigative Domain of Terrorism Investigations: Title Vb
The main consequence of the Act of 20 November 2006 to broaden the
possibilities to investigate and prosecute terrorist crimes has been the creation
of a new investigative domain within the criminal investigation especially for
the investigation of possible terrorist activities. Because the investigation of
terrorist activities should be possible whenever there is information available
pointing to terrorist activities, a different threshold for using SIT has been
adopted, namely ‘indications of a terrorist crime’. Upon indications of a terrorist
crime it is now possible to apply SIT, such as systematic observation, infiltration, (wire-)tapping and ordering stored information, in the context of a
criminal investigation. The amendment also extends to citizens assisting in the
investigation which is now also permitted upon indications of a terrorist crime
(Article 126zt and 126zu CCP).
In the explanatory memorandum and during the discussion of the bill in
Parliament the government tried to explain the interpretation that should be
given to the ‘indications of a terrorist crime’ threshold. The explanatory
memorandum even provides for a definition of ‘indications of a terrorist crime’:
‘there are indications if the information available provides for facts and
circumstances that point to the actual commission or future commission of a
terrorist crime.’ The explanatory memorandum continues by stating that in the
criminal investigation into terrorist crimes the most important goal is not only
to establish the truth about a reasonable suspicion, but, primarily, the prevention
of terrorist attacks.41
Notwithstanding this definition provided in the explanatory memorandum,
a definition has not been adopted in the law. Members of Parliament repeatedly
argued for the adoption of a definition in the law during the discussion of the
bill, but the government was unwilling to do so. The government considered it
doubtful whether a legal definition would clarify the interpretation of the
threshold in practice. Also the reasonable suspicion threshold has not been

40
41

Kamerstukken II 2005/06, 30 164, no. 3, 16-17, Kamerstukken II 2005/06, 30 164, no. 7, 25 and
see for the objections against eliminating the threshold of application from the definition Kamerstukken II 2005/06, 30 164, no. 6, 14. On Article 132a CCP see further section 2.3.2.2.1.
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defined in the law, which does not seem to hinder the operation of the threshold
in practice. In addition, a definition would obstruct a sufficiently flexible interpretation of the threshold needed for application in various circumstances. And,
adopting a definition in the law would result in confusion with regard to the use
of ‘indications’ at other places in the law, for instance in the Weapons and
Ammunition Act and in the Economic Offenses Act.42 Operating the concept of
indications under these Acts without a precise definition does not seem to cause
any difficulties. That the indications must follow from facts and circumstances
is a logical requirement and would not require explicit adoption in the law.43
Moreover, according to the government, a definition in the law would not serve
legal certainty and would not enforce the controlling role of the trial judge
regarding the use of SIT.44 On the basis of these considerations, Parliament
followed the government and rejected the idea of adopting a definition of
‘indications’ in the law.
The explanatory memorandum of the Act on the Criminal Investigation of
Terrorist Crimes provided for several examples in order to clarify the interpretation of ‘indications of a terrorist crime.’ Facts and circumstances whose
accuracy is difficult to verify, or that originate from an unclear source, will be
sufficient to justify the use of SIT under Title Vb. Furthermore, rumors that are
difficult to verify or threat analyses from the AIVD can serve as the facts or
circumstances that establish indications.45 ‘Soft information’ will be sufficient,
like an anonymous tip-off. As already explained in the previous Chapter (section
2.3.2.3.1), an anonymous tip-off can also be sufficient for establishing a
reasonable suspicion. The explanatory memorandum explains, however, that in
a specific case where the anonymous tip-off is assessed as being insufficient for
establishing a reasonable suspicion, it should be possible to use SIT upon
‘indications of a terrorist crime.’46 Another example given in the explanatory
memorandum is the situation in which reliable informants report that certain
people have a strong interest in the constructional aspects of governmental
premises and this information can be relevant for the successful commission of
a terrorist attack. And: information from a citizen that he has heard from an
acquaintance that he intends to cause serious damage to a city center in order to
teach the Western world a lesson would be sufficient to trigger the investigative
domain for terrorist crime. For establishing ‘indications of a terrorist crime’ it
should not therefore be required that it is clear which specific crime is being
planned and the information about the planning does not necessarily have to be
verifiable through supporting sources or through the checking of facts.47
As a result of questions by Members of Parliament, the Minister of Justice
tried to further clarify the level of information needed to establish the threshold
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of indications. The government emphasized that the indications threshold should
not be understood as opening the door to using the criminal justice system to
combat certain opinions or thoughts, however adverse they may be, but that the
fundamental principle that one can only be criminally prosecuted for his/her acts
still has to be observed. As an example: facts and circumstances pointing to the
exchange of fundamental religious ideas within a certain group of people would
not establish ‘indications of a terrorist crime’. Hence, ‘terrorist thoughts’ cannot
trigger criminal investigative activities. However, such information may be used
as supporting evidence in combination with a concrete act, together amounting
to a terrorist crime. For example, fundamental religious ideas in combination
with information that someone has purchased a remarkably large quantity of
chemical materials, which cannot reasonably be used for private purposes, will
be sufficient for establishing ‘indications of a terrorist crime.’48
The government also provided some examples regarding the suitability of
using specific investigative techniques in the criminal investigation for the
prevention of terrorist crimes. The technique of systematic observation could,
for instance, be used to obtain a complete picture of someone’s involvement in
the planning of a terrorist crime. If a sleeping terrorist cell initiates certain
activities, it would be useful to observe – upon indications of a terrorist crime
– members of the cell and gain information about the committing of preparatory
acts regarding a terrorist crime. Pseudo-dealing or serving can be a useful
technique to trace alleged terrorists who want to obtain explosives or arms. The
technique of the systematic gaining of information (the use of informants) can
possibly be applied when it is desirable to intercept communications between
members of a terrorist network by, for instance, participating in Internet
communities or by participating in a political or religious group.49 Infiltration
(the use of undercover agents) will go one step further: the person infiltrating
will actively participate or cooperate in the group or render assistance to the
group from the outside.50
Furthermore, the government stated that the concept of indications has not
been newly introduced in criminal procedural law, as it was already used in the
Weapons and Ammunition Act (WWM), the Economic Offenses Act (WED)
and the Hunting Act for the application of certain investigative or coercive
methods.51 According to the legislature, the interpretation of ‘indications’ that
has been given in the case law with regard to these Acts will also be relevant to
the interpretation of ‘indications of a terrorist crime’ as adopted in the CCP.52
Although the concept of indications in the special Acts is only linked to specific
investigative powers that directly apply to a person or object (search powers),
the application of the threshold to these powers has already introduced the
concept to the criminal investigation and demonstrates that it can be utilized in
48
49
50
51
52

Kamerstukken II 2005/06, 30 164, no. 7, 17-18.
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practice. Nevertheless, as has followed from section 2.3.2.3.2.4, the interpretation of indications under the special criminal acts has not demonstrated a
clear difference in comparison to the level of information required to establish
a reasonable suspicion. The main conclusion that can be drawn is that the
threshold is intended to cover also situations where a reasonable suspicion is
lacking and, thus, not to obstruct the investigation when there is information
available that points to the possible (future) commission of specific terrorist
crimes.
Also within the investigative domain of the preliminary investigation the
concept of indications has since 2000 been used as the threshold for initiating
a preliminary investigation on the basis of Article 126gg CCP. The fact that as
a consequence of the Act on the Criminal Investigation of Terrorist Crimes both
the preliminary investigation and the criminal investigation of terrorist crimes
could be initiated upon ‘indications’ was even considered confusing. This has
raised several questions as to the distinction between the two in the advice on
the bill and during the discussion of the bill in Parliament. The distinction
between the threshold for the preliminary investigations and for the investigative
domain of terrorist crimes concerns the object of the indications. For the
preliminary investigation the indications concern a group of people, and for the
criminal investigation the indications concern a terrorist crime. The preliminary
investigation is aimed at determining whether within groups of people terrorist
crimes are being planned or committed, which information will result in one or
multiple (full) criminal investigations. The focus of the preliminary investigation
is on an unspecified group of people, while the criminal investigation of terrorist
crimes will be aimed at the clarification of indications of (the preparation of) a
specific terrorist crime and the persons who can be associated with that crime.53
It is unclear how the examples given by the government actually entail
situations in which a reasonable suspicion cannot be established. The adjustment
seems to cover the required level of information for starting a criminal
investigation. The objective of the ‘indications’ is the terrorist crime, which
means that there must be a connection between the indications and a terrorist
crime. However, similar to organized crime investigations it is not required that
the terrorist crimes have been committed or that the indications point to a
concrete crime. Considering that it is difficult to understand why the required
level of information is lower than is required for a reasonable suspicion, the
explanation that this lower threshold must result in making it easier for the
public prosecutor or examining magistrate to do whatever is needed in the
interest of the investigation seems to be more clarificatory in understanding the
‘indications of a terrorist crime’ threshold. If an investigative technique can be
considered to contribute to the prevention of a terrorist crime, it must be possible
to use this technique under the threshold of ‘indications of a terrorist crime.’ The
threshold of ‘indications of a terrorist crime’ shall thus not obstruct the use of
a special investigative technique that is assumed to contribute to the prevention
53
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of a terrorist crime. Hence, the focus of the use of SIT, as also expressly stated
by the government, has now shifted to the interest of the investigation, in
anticipation of future crimes, instead of being focused on whether or not a
reasonable suspicion can be derived from the information available.54 When
terrorism is involved, it is considered more important than in the case of other
crime that the information available will be investigated also when there is a
doubt about the accuracy of the information. In fact, the use of SIT will often be
aimed at excluding the risk of a terrorist attack by investigating vague
information at an early phase.55 Similar to the proactive organized crime investigations, a concrete terrorist crime does not yet have to have been committed.
The central purpose of the investigative domain for terrorist crimes is to
intercept the planning of a terrorist crime in time and to prevent the realization
of a terrorist crime. The terrorism investigation will, therefore, utilize a
proactive approach and put the interest of prevention above the interest of truthfinding in order to make prosecutorial decisions. Moreover, the terrorism
investigations have a larger proactive reach than organized crime investigations,
because the interest of preventing a terrorist crime will be decisive rather than
the question of whether the information available establishes a reasonable
suspicion. Considering that the purpose of prevention seems to be the primary
purpose within the investigative domain for terrorist crimes, the ‘indications of
a terrorist crime’ threshold will in practice function as a last resort when the
information available is insufficient for establishing a reasonable suspicion but
using investigative techniques is nevertheless considered to be able to contribute
to the prevention of terrorism. With this in mind, also the difference between
indications and a reasonable suspicion becomes clearer.56
3.2.1.2 Preliminary Investigation for Preparing Terrorism Investigations
The Act of November 2006 to broaden the possibilities to investigate and
prosecute terrorist crimes has also enhanced the capability of the preliminary
investigation to contribute to the prevention of terrorist crimes. The possibility
to ‘precede’ the criminal investigation by a preliminary investigation was
considered a suitable tool to investigate on the basis of indications that a group
of people is planning or committing terrorist crimes. The preliminary investigation must then contribute to gaining an understanding of the activities of
people within the group and whether these activities may concern the planning
or commission of terrorist crimes. A subsequent ‘full’ criminal investigation can
then be conducted on the basis of a more favorable level of information.57 Two
provisions have been added in order to regulate the preliminary investigation of
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terrorist crimes. On the basis of Article 126hh CCP it is possible to demand
information from automated systems. The information can be processed by
comparing or combining information from different sources, for example, by
combining the information obtained with information already stored in police
files. Another newly introduced investigative technique for the preliminary
investigation concerns the possibility to obtain the stored identifying information of a person, under Article 126ii CCP. The possibility to obtain such
identifying information specifically from telecommunication services has been
separately included in the second section of Article 126ii CCP.
These new investigative techniques within the investigative domain of the
preliminary investigation were previously only available within the full criminal
investigation.58 Before the entry into force of the Act on the Criminal Investigation of Terrorist Crimes in February 2007, the preliminary investigation was
limited to gathering information from police files, from open sources or upon
voluntary cooperation. These activities nevertheless interfere with privacy rights
considering that the regulation of the preliminary investigation includes an
exception to the applicability of the Protection of Personal Data Act and can be
applied to persons not yet suspected of a crime or of ‘involvement’ in organized
criminal activities. The preliminary investigation that does not concern terrorist
crimes is still restricted to these investigative possibilities. Nevertheless, the
legislature considered the possibilities of the preliminary investigation with
regard to terrorism to be unsatisfactory. Hence, the investigative possibilities in
the preliminary investigation have been expanded so as to effectively conduct
a preliminary investigation into terrorist activities.59
The government explained why the new techniques available in the preliminary
investigation are needed in particular for the purpose of preventing terrorism.
Through connecting and comparing the information that can be gathered on the
basis of Article 126hh CCP (demanding information from automated systems
of public and private organizations) it should be possible to find that certain
persons repeatedly appear in information originating from different sources.
This information can then be analyzed and profiles or patterns can be
discovered. Offender profiles, risk profiles or the modus operandi can be found
and used as the basis for starting a full criminal investigation. The technique also
includes the possibility to demand information from third parties, for example,
by ordering the provision of files stored by private companies. In this regard the
government pointed to examples where ‘indications’ are present that within
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certain companies activities are being employed that might concern the
preparation of a terrorist crime or where companies render services to a group
of people where indications exist regarding the preparation of a terrorist crime.
The government added that the gathering of information from third parties must
be restricted to a minimum.60
The identifying information that can be gathered on the basis of Article 126ii
CCP may concern the name, address, date of birth, gender as well as administrative features, such as the relation of a person to a specific holder of information
like a bank account or certain membership. According to the government, the
category of information that can be ordered is restricted and, therefore, gathering
only interferes, in a limited way, with the right to respect for private life of the
people concerned. The government considers the adoption of Article 126ii CCP
to be a useful addition, because the information that can be gathered by this
specific technique furthers an effective preliminary investigation, which is the
more important for the prevention of terrorist crimes.61
The preliminary investigation, including the techniques of Articles 126hh
and 126ii, can be initiated on the basis of facts and circumstances that establish
indications that a group of people is planning or committing serious (Article
67(1) CCP) crimes that result in a serious infringement of the legal order. Hence,
the preliminary investigation will be aimed at gaining more specific information
from a group of people to possibly identify the nature of the terrorist crime to be
planned or committed. Furthermore, the identifying information can contribute
to deciding towards whom the criminal investigation should be directed, and
what connections between people and between people and situations apply. This
should provide a solid starting point for a criminal investigation.62
The purpose of the use of the investigative techniques of Articles 126hh and
126ii shall be the preparation of a (full) criminal investigation of terrorist crimes.
According to the explanatory memorandum, the preliminary investigation shall
still be understood as ‘preceding’ the criminal investigation and, consequently,
the preliminary investigation shall not be covered by the definition of criminal
investigation as provided in Article 132a CCP. As already explained in section
2.3.2.2.4, the exclusion of the preliminary investigation from the criminal
investigation is actually difficult to uphold (as well as less favorable from a legal
protection point of view). Considering that the information collected in the
preliminary investigation will be used in the criminal investigation, the
preliminary investigation does concern the criminal investigation as defined in
this research.
Providing the preliminary investigation with more intrusive investigative powers
has also resulted in the adoption of additional protective requirements, which
will protect against unreasonable interferences with private life and restrict the
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use of the information gathered. In the first place, the public prosecutor still
maintains responsibility for the preliminary investigation. Furthermore, as an
additional safeguard the authorization of the examining magistrate is required
for the use of the most far-reaching preliminary investigative technique: the
demanding of information from automated systems under the Article 126hh.63
The examining magistrate will examine, similar to his warrant task in the
context of the criminal investigation, whether the public prosecutor has struck
a reasonable balance between the interest of the investigation and the privacy
implications that follow from ordering the information.64 Furthermore, the duty
to compile records has now been explicitly established for the preliminary
investigative techniques that can only be applied to prepare the full terrorism
investigation (Articles 126hh(3) and 126ii(3) CCP).65 According to Article
126hh(3), the public prosecutor shall report what kind of information has been
gathered from ‘third’ parties, in which way the processing of the information has
occurred and which facts and circumstances have justified the use of the
preliminary investigative technique. When identifying information that has been
gathered on the basis of Article 126ii CCP, the public prosecutor shall report
what information has been obtained and why this information is in the interest
of the investigation.
Furthermore, specific conditions have been adopted in order to restrict the
use of the information gathered and to prevent any abuse. It is the task of the
public prosecutor to ensure that the information gathered on the basis of Article
126hh CCP will only be further processed if it is relevant for the criminal
investigation. Information that can be relevant in order to subsequently control
the processing will also be saved.66 All other information shall be destroyed
(Article 126hh(5) CCP). The selected information – after eliminating the
information that is not relevant for the interest of the terrorism investigation –
can subsequently also be used in the criminal investigation of terrorist crimes
(Article 126hh(6) CCP).
The government considered the manner of processing information to be
relatively favorable to the right to respect for private life of the persons concerned. The techniques available during the preliminary investigation entail the
computerized processing of information, which means that the information will
be analyzed and selected without a human being taking note of the contents of
the information. A computer will eliminate information that includes personal
details which are not relevant for the further investigation. This information can
simply be destroyed without the intervention of a human being. Moreover, the
computerized processing procedure will include a screening process concerning
the relevance of certain information for the prevention of terrorist crimes, which

63
64
65
66

Article 126hh(1) CCP.
Kamerstukken II 2004/05, 30 164, no. 3, 21.
Considering the (explicit) applicability of the duty to compile records concerning these preliminary
investigative activities, the separation between a preliminary investigation and a criminal investigation (as upheld by the legislature) seems to be even more redundant.
Kamerstukken II 2004/05, 30 164, no. 3, 21.

Chapter 3

174

means that persons cannot be ‘caught’ earlier for other criminal offenses because
they become the subject of a preliminary investigation into terrorist crimes on
the basis of a certain profile.67 The government also pointed out that all
information will be stored in a temporary police file (in accordance with Article
1(1)(j) Police Files Act) which will be controlled by the Board for the Protection
of Personal Data on the basis of Article 27 of the Police Files Act. The Board
can randomly control whether personal details relating to citizens have been
dealt with sufficiently carefully.68 This specific procedure for processing the
information will limit unnecessary interferences with the private lives of the
persons involved.
The Board of Procurators General has also established a guideline by which
an internal examining procedure for the preliminary investigation has been
adopted. The public prosecutor will have to submit an order for a preliminary
investigation to the Chief Prosecutor of the regional district who will subsequently have it examined by the Chief Prosecutor of the national district. The
Chief Prosecutor of the national district will examine whether the preliminary
investigation meets the requirements laid down in the law and in the guidelines.
Moreover, when the preliminary investigation can have certain social implications or has a national or cross-border nature, the permission of the Board of
Prosecutors General is additionally required. The government added in the
explanatory memorandum that for the preliminary investigation of terrorist
crimes, such permission will often be required.69
3.2.1.3 New Criminal Investigative Powers
Except for creating a specific investigative domain for terrorism investigations
and expanding the investigative possibilities within the preliminary investigation
to prepare terrorism investigations, the Act on the Criminal Investigation of
Terrorist Crimes has also provided for new investigative powers, which can be
used within the terrorism investigation. These new powers should contribute to
an effective investigation in the situation of an immediate threat. When there is
information that at a certain place in the near future a terrorist attack will be
committed, these newly introduced powers will contribute to preventing the
realization of the attack. The powers include: the search of objects (Article
126zq CCP), the search of vehicles (Article 126zr CCP) and frisking (Article
126zs CCP).
Considering that these investigative powers are available within the investigative domain for terrorist crimes, the threshold for applying the powers is also
‘indications of a terrorist crime.’ The public prosecutor can order, upon the
establishment of ‘indications of a terrorist crime’, that one or more of the powers
will be applied against anyone appropriate considering ‘the interest of the
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investigation.’ The public prosecutor can give his/her order orally, which is
valid for a period of 12 hours and for a specifically indicated area. It is possible
to extend the duration of the order with a period of 12 hours on each occasion.
The interest of the investigation will be decisive for determining whether a
person or object should be subjected to one of these powers. For example, when
there are indications that a terrorist crime will be committed at a governmental
building, this would justify the subjection of anyone in the vicinity of that
building to the investigative powers. The selection of the specific persons who
are eligible to be searched will depend on the interest of the investigation, which
concerns an assessment to be made by the investigative officers in charge. For
this assessment the investigative officers shall take into account any available
additional information, such as the nationality of the persons who are possibly
planning to commit the terrorist crime at that specific place.70 In addition, also
the principles of proportionality and subsidiarity shall be taken into account
before deciding whether a person or object can be subjected to a search.
Internally distributed guidelines have instructed the police to use the new search
powers sparingly.71
Considering the examples given, the information required to establish such
‘indications’ is even less concrete than is required for the use of SIT. Again, the
interest of the investigation seems to be decisive, which is a criterion that is
(even more) easily met when facing the possibility of an imminent terrorist
attack. Nevertheless, the indications should follow from facts and circumstances
which require a certain level of precision that is open to objectification. The
government has therefore rejected the idea that when e.g. an e-mail is received
in which it is stated that ‘tomorrow, somewhere in the country, something
terrible will happen,’ this is a sufficient ground for applying these investigative
powers. The information must be more concrete in order to be able to successfully apply these search powers. Continuous rumors among extremists that ‘an
attack will be committed against a certain sporting event’ will be a sufficient
ground for initiating a criminal investigation. In such a situation the information
is sufficient to decide that, for example, frisking will be employed at the location
of the sporting event. From these examples, it follows that the powers can be
used when their use will also serve the interest of the investigation from a
practical point of view, rather than meeting a certain standard of concreteness
and reliability.72
Moreover, it is possible to use these new search powers without an order of
the public prosecutor in so-called ‘security zones.’73 A certain area can be
labeled as a security zone by an administrative decree, which concerns a
decision on a semi-permanent basis. If the threat of terrorism with regard to that
area has disappeared the decision will again be annulled by an administrative
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decree. The zones will always concern areas to which a permanent threat of
terrorist attacks is applicable, such as governmental premises, airports, large
vital industrial areas, nuclear power stations or train or subway stations. By the
administrative decree of 21 December 2006 concerning rules for the operation
of the regulation of the criminal investigation of terrorist crimes, the specific
areas that are security zones have been identified. These zones have not since
been changed and concern the following areas: the central train stations of the
four major cities, all airports and their direct surroundings, the governmental
district in The Hague [Binnenhof], the nuclear power station in Borssele and the
media district in Hilversum.74 A security zone will normally concern areas to
which a constant threat of terrorist crimes applies, which will for instance follow
from threat analyses by the AIVD. For this reason, the legislature has indicated
that for the use of search powers in security zones indications of a terrorist need
not be present. The investigative officers may search anything or anyone
whenever they consider the search to serve the interest of preventing terrorist
crimes. In fact, the security zone label replaces the ‘indications of a terrorist
crime’ threshold, as it is assumed that within the security zone indications of a
terrorist crime are present on a more permanent basis.75 Nevertheless, the
investigative officers may only use search powers in security zones when the use
is ‘in the interest of the investigation.’ Arguably, in the absence of more
concrete ‘indications of a terrorist crime’ it will be unlikely that the use of a
search power will serve the interest of the investigation. Hence, in fact the main
difference between using the search powers in security zones and using them
outside such zones is that within the security zone the order of the public
prosecutor is not required.76
Providing the investigative officers with the discretion to select persons to be
searched within the security zones, or in the areas that are allocated by an order
of the public prosecutor, involves the risk of a selection being made on the basis
of discriminatory grounds, for example, by particularly selecting persons on the
basis of their Muslim appearance.77 Also the Council of State touched upon this
risk which is involved in the discretionary power of investigative officers when
subjecting persons to a search. The Council questioned whether sufficient
safeguards have been established to meet the prohibition of discrimination
concerning the enjoyment of the right to private life under Article 14 and Article
8 ECHR.78 It should be prevented that investigative officers make their
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determination about what is in the interest of the investigation on the basis of
incorrect assumptions or maybe even discriminatory ideas. Furthermore, the risk
has been addressed that the investigative officers will apply search powers by
order of the public prosecutor or in security zones in order to detect other
criminal offenses.
In answer to these concerns, the government underlines the presence of
different procedural safeguards that should avoid the arbitrary application of
search powers. The government emphasized that the investigative officers
should realize the exceptional reason to allocate a certain area as an area in
which search powers may be used. The government considered that the criterion
of ‘the interest of the investigation’, implying a proportionality assessment,
should prevent the selection on the basis of other grounds and shall require an
objective and professional judgment by the investigative officers in question.
This does not mean that, for example, skin color or specific clothing cannot be
used as a selection criterion, because this can be an objective criterion serving
the interest of the investigation.79 Furthermore, according to the government, the
protective requirement of the duty to compile records should prevent any abuse
of the search powers by facilitating transparency and control.80 Lastly, the
government pointed to the possibility to file a complaint with the chief of police
department, the public prosecutor or with the National Ombudsman when
someone suspects that he or she has been selected for the wrong reasons.81
The government also pointed to the nature of the newly introduced
investigative powers, which differs from SIT. Because these new search
methods will not be used covertly but in public, the powers only interfere to a
limited extent with the right to respect for private life of the persons concerned.
The police and PPS have indicated that they consider these newly created search
powers within the criminal investigation to be hardly any different from the
search powers they already have within the scope of the Weapons and
Ammunition Act, which can also be applied in security zones (although these
security zones must be allotted on the basis of Article 151b(1) Municipalities
Act, requiring an order of the mayor with the approval of the city council).82 The
police and PPS nevertheless acknowledge the value of the new powers in the
potential exceptional situation where they are needed to prevent an imminent
terrorist attack. For this reason, the new search powers have been identified not
as investigative powers, but as powers that can be used to prevent a terrorist
attack in a crisis situation.83
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3.2.2 The Evolvement towards Intelligence-Led Criminal Law
Enforcement
Intelligence has obtained a central role in countering terrorism, a role which is
also still increasing as a consequence of the development of new technological
methods to analyze the intelligence collected in combined databases.84 Also the
police have, in the context of the political and societal context where prevention
and security are top priorities, undergone an accelerated development towards
proactive action, which has triggered a transformation of the methods of
operation. This development has accelerated over the past decade, but the
process has started since the confrontation with the complexity of investigating
organized crime in the 1980s. Consequently, the activities of the police have
changed to include the making of risk calculations and have enabled
‘intelligence-led policing.’85 The information-steered operation of the police was
also one of the objectives formulated in the report of the working group concerning ‘Police in development.’86 The police operation as an intelligence-led
agency is thus a general development, not only suitable for terrorism prevention
but also used for detecting (serious) criminal activities in general.
Nevertheless, especially for the prevention of terrorism it is required to act
in time and, for that purpose, the police not only rely on the information
received from the AIVD (e.g. in the context of the CT Infobox87), but also
independently use their information gathering capacities in order to build a
strong information position on which basis the police may initiate criminal
investigations of terrorism offences at an early stage. Hence, the national and
regional divisions of the CIE have an important role in enabling intelligence-led
policing for terrorism prevention considering that the CIE is responsible for
collecting ‘criminal’ intelligence. In order to make sure that criminal investigative capacities are efficiently deployed, the police in practice primarily focus
on their investigative gathering capacities in the context of the CIE and with the
help of ‘regular’ police powers on the basis of Article 2 Police Act 1993, instead
of using SIT in the context of the criminal investigation.88 This contributes to
avoiding unnecessary use of SIT. In addition, when criminal investigations into
terrorism (on the basis of indications or a reasonable suspicion) do not produce
results in the sense that the indications or the reasonable suspicion can be
substantiated, the police will usually terminate the criminal investigation. To
make sure that the remaining ‘signals’ of terrorist activities do not escape notice,
the information is communicated to the RID. Hence, the RIDs – in cooperation
with the AIVD – then function as a back-up facility, making it possible to warn

84
85
86
87
88

At the same time the focus and further development of measures to strengthen the information
position by gathering intelligence also seriously complicates deriving actionable information from
the patchwork of information available. See De Hoog 2008, 587 and Muller 2008, 912-913.
See also Vis 2010B, 125-126.
Deelman and Gunther Moor 2010, 373.
See section 3.4.4.
Van Gestel et al 2009, 45-47.

Counterterrorism Measures Affecting Criminal Investigation in the Netherlands

179

the police when the situation has changed and criminal investigative action is
required to prevent terrorism.89
This policy reflects a focus on a strong information position as the basis for
anticipative criminal investigation. It reflects the rationale that a strong information position enables the police and PPS to jump in with criminal investigative
activities that include the use of SIT when the information gathered reaches the
level of ‘indications’ or a ‘reasonable suspicion’ and it will be possible to start
gathering additional evidence in order to eventually turn to the prosecution of
terrorist suspects.
3.3 CHANGES AFFECTING THE RELATION BETWEEN THE AIVD AND THE
PPS
One of the key elements of the Dutch counterterrorism strategy has been to
enhance the coherence between the activities of the AIVD, the PPS and the
police by increasing the cooperation and exchange of information between the
intelligence community and law enforcement community. Among the measures
announced by the government was the linking of the activities of the intelligence
agencies and the police and the sharing of information between the intelligence
community and the law enforcement community. For that purpose, AIVD
reports shall be sufficient for establishing a reasonable suspicion and it shall be
possible to use these reports as evidence in a criminal trial.90 The adoption of the
Act on the Criminal Investigation of Terrorist Crimes was, except for increasing
the investigative capacities of the criminal investigation, also intended to
increase cooperation and the sharing of information between the intelligence and
law enforcement communities, by institutionalizing that the prevention of
terrorism has become more of a shared mission of the intelligence and the law
enforcement communities.91 The goal of the possibility to investigate in an
‘earlier’ phase (as realized by the Act on the Criminal Investigation of Terrorist
Crimes, see section 3.2.1) was also to stimulate the transfer of information from
the AIVD to the PPS at an earlier point in time in order to combine forces for
realizing the prevention of terrorism in the most effective way.92 Furthermore,
also the courts have played an important role in the acceptance of the use of
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AIVD reports as starting information for a criminal investigation and as
evidence in criminal trials as well as a less stringent separation between criminal
investigative activities and intelligence activities in general.93
Section 3.3.1 will address the acceptance of AIVD reports as starting
information for criminal investigations. The Shielded Witnesses Act has been
adopted in order to increase the possibilities for using intelligence information
in criminal proceedings, either as starting information for criminal investigations
or as evidence. The framework for hearing shielded witnesses as an instrument
to control the veracity of the intelligence information has especially been created
for terrorism cases, but can also be used in other criminal cases with national
security implications.94 The framework will be described in section 3.3.2.
Furthermore, as a consequence of the possibility to criminally investigate at an
earlier phase and bearing a shared mission of ‘prevention’, situations where
intelligence investigations and criminal investigations are conducted in parallel
have increased. Section 3.3.3 will deal with parallel investigations and the
manner in which the courts have dealt with this situation. Lastly, section 3.3.4
addresses other measures, mainly of an institutional nature, which have been
adopted to increase cooperation and to stimulate the effective sharing of information which is relevant to terrorism prevention.
3.3.1 AIVD Reports as Starting Information for a Criminal
Investigation
The transfer of information from the AIVD to the PPS, through the national
public prosecutor for counterterrorism, has been given a specific legal basis in
the WIV of 2002.95 As has been explained in section 2.2.2.4.2, the AIVD will
send an official report to the national public prosecutor for counterterrorism who
will examine the veracity of the information provided in the report and, on that
basis, will decide whether the information should be transferred to the PPS and
the police. Because the national public prosecutor has access to the information
behind the report, such as the sources and methods of obtaining that information,
the national public prosecutor has, similar to employees of the AIVD, a duty of
confidentiality (Article 85-86 WIV 2002). Since the establishment of the
Counterterrorism Information Box (CT Infobox) such sharing may also occur
in the context of the function of this CT Infobox. Section 3.3.4 will address the
role of the CT Infobox in the exchange of information and the cooperation
between the AIVD, the PPS and the police. This section will firstly address the
use of AIVD reports as starting information for a criminal investigation, in
particular by assessing the manner in which courts have dealt with this issue.
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Dutch courts have been, especially in terrorism cases which they have dealt with
since 2001, increasingly confronted with the use of AIVD information in
criminal proceedings. The fact that the use of AIVD information has especially
been at issue in terrorism cases is not surprising considering that the task of the
AIVD is to conduct investigations into the activities of persons and organizations, which, considering their objectives, threaten national security.96 Because
the AIVD will usually conduct investigations into terrorist activities already
before a criminal investigation may be initiated, it is also not surprising that
criminal investigations into terrorist crimes are preceded by the intelligence
investigation and are possibly initiated on the basis of information provided by
the AIVD on the basis of Article 38 WIV 2002. The intelligence investigation
may thus be followed up by a criminal investigation after an official report from
the AIVD to that effect. This does not necessarily mean that the AIVD
investigation is terminated when a criminal investigation is initiated, as the need
for the AIVD to continue investigative activities in order to protect national
security may remain. This latter subject of parallel investigations will be dealt
with in section 3.3.3.
Already in a note from the Minister of Justice dating from 1992, the
possibility to use AIVD information in criminal proceedings was explicitly
acknowledged. The Minister of Justice concluded in this note that although the
task of the BVD (the predecessor of the AIVD) was not to gather evidence
regarding criminal offenses, the separation between the intelligence domain and
the criminal law enforcement domain did not preclude that the information
gathered by the BVD could provide a reason for initiating a criminal investigation and for establishing a reasonable suspicion under Article 27(1) CCP. The
possibility to use intelligence as evidence was also acknowledged in this 1992
note, although the final decision as to evidentiary matters is, of course, for the
trial judge.97 Nevertheless, the possibility to use a single AIVD report to trigger
a criminal investigation was not yet addressed by the courts. These issues were
only addressed when the first ‘terrorism case’ reached the courts.
The first ‘terrorist case’ (concerning ‘Islamic’ terrorism, generally referred
to as the ‘Eik’ case) was heard by the District Court of Rotterdam in December
2002. The District Court decided that an official report by the BVD could not
establish a reasonable suspicion that someone has committed a crime.98 The
acquittal of the suspects in the Eik case by the District Court of Rotterdam, as
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well as the acquittal of other terrorist suspects in June 2003,99 largely as a
consequence of the fact that the AIVD report was not accepted as establishing
a reasonable suspicion, triggered political action in order to enable the
possibility of using AIVD information in criminal proceedings.100 This resulted
in the adoption of the Shielded Witnesses Act in 2006 which will be addressed
in the next section.
Nevertheless, already before the Shielded Witnesses Act had entered into
force, the Court of Appeal and, subsequently, the Supreme Court, assessing the
Eik case on appeal, accepted the AIVD report as establishing a reasonable
suspicion. The Court of Appeal argued that the law enforcement services should
be able to trust the legitimate operations of the AIVD, considering the
framework of the WIV 2002 including an oversight committee under which the
AIVD operated. Hence, on the basis of an official report by the AIVD the PPS
may initiate a criminal investigation.101 Since the entry into force of the WIV
2002 an examination of the information provided in the official report is realized
by allowing the national public prosecutor for counterterrorism to examine the
background to the official report before passing it through to the law enforcement services. Following the Court of Appeal in its judgment that AIVD reports
could (without supporting information) trigger a criminal investigation, the
Supreme Court decided that no legal rule obstructs the use of AIVD information
(in that particular case BVD information) as starting information for a criminal
investigation, and, consequently, the acceptance of a reasonable suspicion
against someone (under Article 27(1) CCP) on the basis of that information. The
Supreme Court drew this conclusion both on the basis of the legal framework
of the WIV 2002 and its predecessor, the WIV 1987, and on the fact that the
criminal investigative authorities may in principle presume the correctness of the
information provided by the BVD/AIVD.102
The Supreme Court thus accepted for the first time in the case Eik that also
a report by the AIVD could establish a reasonable suspicion of a crime having
been/being committed. Subsequently, in the terrorism case of Piranha, decided
by the Court of Appeal of The Hague in 2008, the initial criminal investigative
activities (the criminal investigation ‘Paling’ conducted under Title V, the
criminal investigative domain for organized crime) were based upon official
reports by the AIVD, in this case supported by CIE information. Both the
District Court that initially decided the case and the Court of Appeal affirmed
that the information could establish a reasonable suspicion under Title V and
repeated the Supreme Court’s acceptance in Eik that AIVD information can
trigger a criminal investigation.103 Nevertheless, this does not mean that in all
circumstances AIVD information will be allowed to establish a reasonable
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suspicion. In each case the information available shall be assessed as to whether
the facts and circumstances provided can objectively establish a reasonable
suspicion (compare section 2.3.2.3.1 and 2.3.2.3.3). In this light the Supreme
Court decided in a 2008 case involving a terrorist threat that an anonymously
provided tip to the AIVD was insufficient to establish a reasonable suspicion so
as to search a home on the basis of Article 49 WWM. Decisive for reaching this
conclusion was the fact that the checking of the information as done by the PPS
and the police – which was possible considering the time span between the
anonymous tip and the mentioned date of the attack – did not establish any
additional incriminating information.104 On the basis of this decision the conclusion can be drawn that it shall be assessed on a case-by-case basis whether
the information available provides facts and circumstances that can establish a
reasonable suspicion.105
AIVD reports, anonymous tip-offs and CIE information are in principle
sources upon which a criminal investigation can be initiated. Considering this
latter Supreme Court decision of 2008, the question whether the AIVD report
can establish a reasonable suspicion in a particular case also depends on the
urgency of the need to act upon the information contained in the AIVD report.
If time allows, the police and PPS shall seek to verify the information provided
by the AIVD and, on the basis of those findings, decide whether or not the
AIVD report can be used as starting information. This reasoning of the Supreme
Court, however, also implies that when the AIVD report provides information
of an imminent threat, such additional verification may be omitted considering
the immediate need to resort to the power of arrest so as to remove that threat.106
Hence, the question whether or not a reasonable suspicion can be derived from
the available facts and circumstances concerns, in fact, a question of balancing
the interests involved: between the interest of protection against arbitrary action
by the government in the field of criminal procedural law and the interest of
criminal law enforcement (including the prevention of a terrorist attack).107
The terrorism cases that have been described where the information provided
by the AIVD has been used as the starting information for a criminal investigation concerned the question whether this information could establish a
reasonable suspicion either as to Article 27(1) CCP or as to the reasonable
suspicion threshold applicable to the investigative domain for organized crime.
No case has yet been decided where the judge has assessed the facts and
circumstances that can establish ‘indications of a terrorist crime’, as the
threshold for using SIT in criminal investigations into terrorist activities.
Nevertheless, it is clear that the legislature aimed to establish a ‘lower’ threshold
by adopting the indications threshold and that AIVD reports can therefore also
establish ‘indications’. Indeed, the legislature even explicitly formulated that the

104
105
106
107

HR 11 March 2008, NJ 2008, 328, para. 3.4.
Annotation Borgers para. 6 at HR 11 March 2008, NJ 2008, 329, ann. Borgers.
Compare: Krips 2009, 148.
Annotation Borgers para. 6 at HR 11 March 2008, NJ 2008, 329, ann. Borgers.

Chapter 3

184

goal of adopting the investigative domain for terrorist crimes was to stimulate
that the AIVD would share information at an ‘earlier’ point with the PPS in
order to be able to start criminal investigative activities in an earlier phase.108 In
addition, it follows from the examples mentioned in the explanatory memorandum that information from the AIVD, even including threat analyses, will likely
establish indications.109
3.3.2 The Shielded Witnesses Act
On November 1st 2006 the Shielded Witnesses Act of September 28, 2006
entered into force.110 This Act has provided for a statutory basis to use AIVD
information as evidence by allowing the use of the official report as a full
written report, which is one of the accepted evidentiary sources (Article
344(1)(3) CCP) of which its use as evidence is not limited to evidentiary value
in relation to other sources of evidence. Not only AIVD information has been
accepted as a source of evidence, also information from foreign intelligence
services and intelligence collected by international intelligence gathering bodies,
such as Europol or Interpol, amount to full written reports.111
Furthermore, the Shielded Witnesses Act increases the possibilities to use
AIVD information in criminal proceedings by creating a mechanism to examine
the veracity of the information provided in the AIVD report. This concerns both
the use of AIVD reports as starting information for criminal investigations and
as evidence in criminal trials.112 The duty of confidentiality resting on AIVD
employees on the basis of Article 85 WIV 2002 obstructs the hearing of AIVD
employees with regard to the information included in the AIVD report in the
public setting of the trial and in the presence of the defense, for which reason the
use of AIVD information as evidence is usually impossible.113 Because the
legislature has, as part of its counterterrorism strategy, stimulated the use of
intelligence information as proactive steering information in criminal
proceedings, the legislature has sought a solution to deal with the clash of
transparency interests in criminal proceedings and the secrecy of sources and
methods in the field of intelligence investigations to protect national security.
Hence, the Shielded Witnesses Act is based upon two pillars: firstly, the wish
to further the use of intelligence information in criminal proceedings in a way
which is compatible with the right to a fair trial and, secondly, the interest of
protecting the sources and methods of the AIVD in order to protect national
security. In the explanatory memorandum the goal of the Act was formulated as
increasing the capabilities for using official reports of the AIVD as starting
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information for a criminal investigation and as a source of evidence.114 For this
purpose, a mechanism has been provided in the CCP, which can be used in order
to hear witnesses as shielded witnesses (Articles 226m-226s CCP).
When the public prosecutor refuses to summon the witness who can testify
with regard to the veracity of the AIVD information during trial,115 the trial
judge can refer the case to the examining magistrate to examine the information.116 The examining magistrate can then hear the AIVD officer as a shielded
witness if the protection of national security reasonably demands the hearing of
the witness as a shielded witness (Article 226m(1) CCP). The term national
security shall be understood in line with Article 6 WIV 2002, providing for the
tasks of the AIVD.117 It is the task of the AIVD to determine what matters are
matters of national security and, hence, the examining magistrate will have to
follow any certification of the AIVD employee in that regard.118 The explanatory
memorandum of the Shielded Witnesses Act refers to countering international
terrorism, certain serious infringements of the legal order for the purpose of
causing political instability and the violent subversion of foreign regimes as
matters of national security.119 The interest of national security may also justify
keeping the identity of the witness shielded (Article 226n(1) CCP) and justify
hearing the shielded witness in the absence of the defense and public prosecutor
(Article 226p CCP). When the shielded witness is examined in the absence of
the public prosecutor and the defense, the PPS and the defense are provided with
the possibility to participate through telecommunication or, when this method
would harm national security interests, through submitting their written
questions to the examining magistrate (Article 226p(4)). After the hearing, the
examining magistrate shall draw up in writing a report of the examination of the
witness. It is the examining magistrate’s responsibility to make sure that no
information is included that would harm the protection of national security.
Nevertheless, the shielded witness has the final say as to whether or not the
report of the examination will be disclosed (Articles 226p(3) and 226s CCP).
Hence, in the end the interest of national security trumps the criminal procedural
interest of equality of arms and adversarial proceedings.120
The main goal of the examination of the shielded witness concerns the
conclusion formulated by the examining magistrate as to the veracity of the
AIVD information (Article 226q CCP). This conclusion shall be explicitly
provided within the written report of the hearing of the shielded witness to be
disclosed to the defense, public prosecutor and trial judge. This conclusion may
be based upon information which is withheld from disclosure, considering that
the examining magistrate may prevent the disclosure of answers given by the
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shielded witness when these answers may harm the protection of national
security (Article 187d(1)(c) CCP). In that light, the examining magistrate shall
also consider whether the report is still an adequate reproduction of the hearing
of the shielded witness.121 The examining magistrate can only base his conclusion as to the veracity of the AIVD information on the basis of the hearing
of the shielded witness and has thus not had the possibility, like the national
public prosecutor for counterterrorism, to examine the underlying documents
himself. With this responsibility the examining magistrate has been given a very
important role in the truth-finding process. Instead of the trial judge, the
examining magistrate shall formulate a conclusion with regard to the veracity
of sources of evidence while taking into account both the interest of national
security and of a fair trial. Although the trial judge still has the final say on what
sources of evidence a conviction will be based, he cannot further examine the
conclusion of the examining magistrate as to the veracity of the AIVD
information.122
Although adopted in order to enable the usefulness of AIVD information in
criminal proceedings in observance of fair trial rights, the use of the framework
of the shielded witness impairs the rights of the defense in the light of Article 6
ECHR, in particular as to their right to cross-examine witnesses and to challenge
the evidence against them. Although the government considered the framework
as a mechanism that, in principle, may sufficiently counterbalance the handicaps
for the defense, the government also stated that the framework should only be
used when necessary, as required under Article 6 ECHR.123 So far, it appears
that the framework for hearing shielded witnesses has not yet been used in
practice.124
3.3.3 Parallel Investigations
Another consequence of the possibility to criminally investigate terrorist
activities in an earlier phase and for the purpose of preventing ‘full’ terrorist
crimes concerns a possible overlap with the activities of the intelligence and
security services, in particular of the AIVD. The investigation of ‘indications’
of preparatory acts of terrorism likely overlaps with the task of the AIVD to
investigate activities that threaten national security (more precisely formulated
in Article 6 WIV 2002, see section 2.2.1.4). The possibility of overlapping
activities by the AIVD, the PPS and the police already existed prior to the
expansion of criminal investigative possibilities in the proactive phase,
considering that the proactive criminal investigation of activities that may also
constitute a threat to national security may also draw the attention of the AIVD.
Nevertheless, especially since the prevention of terrorism has become the shared
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responsibility of law enforcement and intelligence and since the possibilities of
the law enforcement services to investigate in an earlier phase with an eye to
prevention have been enhanced as well as stimulated, the phenomenon of
parallel investigations has increased.125
The separation between the law enforcement services and the intelligence
and security services is provided in the law on the basis of their investigative
purpose. According to Article 9 WIV 2002 officers of the AIVD do not have
criminal investigative powers and may thus not act in the field of criminal law
enforcement. Also the processing of information for the benefit of the task of the
AIVD needs to be strictly separated from the processing of information by the
AIVD for other purposes.126 By adopting these provisions the legislature
intended to guarantee a strict separation between the intelligence investigation
of the AIVD and the criminal investigation on behalf of the PPS and the
police.127 During the discussion of the bill on investigating and prosecuting
terrorist crimes, concerns were raised as to the possibility of parallel investigations and the possible intermingling of tasks. The government confirmed the
possibility of parallel investigations, which, however, does not alter the fact that
the purpose of either investigation is different and, therefore, does not touch
upon the separation between the law enforcement and intelligence community.128
Nevertheless, the situation of parallel investigations does involve a risk that
the criminal investigative authorities cooperate with the AIVD on a level that is
inconsistent with the strict separation between the intelligence and law enforcement communities. Firstly, the possibility of parallel investigations may involve
a risk that the PPS and the police circumvent the use of criminal investigative
powers by relying on the path of sharing AIVD information. Secondly, the
AIVD investigation may influence or even steer the course of events during the
criminal investigation, whilst this role of the AIVD in the criminal investigation
cannot be controlled ex post.
These two controversial aspects of parallel investigations have also been
addressed by the courts in terrorism cases. Both in the Eik and in the Piranha
cases the defense challenged the practice of parallel investigations. Furthermore,
the Supreme Court has addressed parallel investigations in a case concerning an
extreme form of animal rights activism. Firstly in the Eik case the Supreme
Court determined that, whereas no legal rule forbids the use of intelligence in
criminal proceedings, the fruits of the intelligence investigation may not be used
as evidence: 1) in the exclusive situation where criminal procedural safeguards
have intentionally been circumvented by not making use of criminal investigative powers in order to make use of the information gathered by the AIVD;
and, 2) where the investigative action of the intelligence agency has violated the
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126 Article 14 WIV 2002.
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fundamental rights of the suspect in a manner which is incompatible with the
right to a fair trial under Article 6 ECHR.129
Subsequently, the Supreme Court addressed the issue in more detail in the
case regarding extremist animal rights activism. Like terrorism, extreme forms
of animal rights activism are an issue which has received the shared attention of
the AIVD and the criminal investigative authorities. Here, the Supreme Court
affirmed that no legal rule forbids the providing of information from the AIVD
to the PPS at the request of the PPS or the police, nor the continued requesting
of information from the AIVD, except in the situation where there is an
intentional circumventing of criminal procedural safeguards or in the situation
of the use of AIVD investigative powers for criminal investigative purposes
(détournement de pouvoir).130 Hence, a parallel investigation is permitted.131 The
Court of Appeal of The Hague reached the same conclusion in the Piranha
case.132
Notwithstanding this general acceptance of parallel investigations and the
continued exchange of information, such practice may not result in the
circumvention of criminal procedural safeguards by relying on the information
of the AIVD, while the law enforcement agencies could use their own criminal
investigative powers to obtain this information. This circumvention of criminal
procedural safeguards and, thus, détournement de pouvoir, concerns the first
potential for an abuse of power in the course of parallel investigations.
According to the defense in the Piranha case the parallel investigation and
continued exchange of information did point to the circumvention of criminal
procedural guarantees. The District Court concluded, on the basis of the report
by the supervisory commission of the AIVD regarding official reports sent in the
period January 2004-October 2005 (covering also the official reports sent at the
time of the criminal investigation in Piranha) and the testimony of the substitute
Chief of the AIVD, that the intentional circumvention of criminal procedural
safeguards could not be proven.133 The Court of Appeal followed the District
Court in this decision and concluded that it could not be proven that the AIVD,
the PPS and the police had cooperated in a far-reaching manner.134 In the case
regarding animal rights extremism, the Supreme Court accepted the rejection of
a request by the defense with regard to an alleged abuse of power, when there
are insufficient points of departure for further examination.135
The manner in which the courts have assessed the challenges regarding abuse
in the course of parallel investigations is very marginal. In this regard it is in the
first place remarked that Article 359a CCP only applies to irregularities during
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the criminal investigation and, hence, the investigation conducted by the AIVD
falls outside the scope examining the legitimacy of investigative activities in the
context of Article 359a CCP.136 Only in the above-mentioned exceptional
situations of either an intentional circumvention of criminal procedural safeguards or a violation of the rights of suspects in a manner which is incompatible
with Article 6 ECHR, will the information gathered by the AIVD be excluded
from the evidence.137 It appears that in the case of a claim of détournement de
pouvoir the judge will in the first place trust the legitimacy of the investigative
activities of the intelligence agency, unless there are clear indications pointing
to one of these ‘exceptional situations’. This presumption of trust in the
legitimacy of the activities of the AIVD is based upon the presence of
controlling mechanisms, namely the oversight commission for the AIVD and
parliamentary control.138 Nevertheless, the Supreme Court in the case Piranha
did not consider this presumption of trust as decisive to reject the challenge of
the defense regarding abuse of power, but the fact that any handicaps for the
defense were compensated by the hearing of the national public prosecutor for
counterterrorism as a witness with regard to the reliability of the AIVD information.139 With this approach, the Supreme Court focuses on the evidentiary value
of the AIVD information in the light of Article 6 ECHR, considering that the
testimony of the national public prosecutor for counterterrorism has not
provided for any additional information as to the manner of cooperation between
the AIVD and the PPS and, hence, this did not take away any concerns with
regard to the legitimacy of the course of events in the parallel investigation.
The second potential for abuse during parallel investigations concerns the
possibility that the AIVD influences the criminal investigation in a controlling
manner. This potential of abuse was a central issue in the Piranha case, where
the defense contested that the information provided by the AIVD (concerning
tapped telephone conservations) was obtained through entrapment on behalf of
the AIVD by instructing the family members of the suspect to have long phone
conversations and to ask specific questions.140 In this regard, the role of the
AIVD could have had consequences for the contents of the evidence produced
during trial. Moreover, in such a situation the AIVD may have violated the
prohibition on entrapment (the Tallon criterion).141 The District Court and the
Court of Appeal that assessed the case of Piranha rejected this challenge in
similar terms as the challenge concerning détournement de pouvoir. The courts
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trusted the legitimate operations of the AIVD, unless the activities of the AIVD
violated the rights of the suspect to an extent that would take away the fairness
of the proceedings as to Article 6 ECHR on its face.142 Considering that also this
challenge concerns the (il)legitimacy of the investigative activities of the AIVD,
the trial judge will not examine the activities of the AIVD as these actions fall
outside the scope of Article 359a CCP (see Chapter 2 section 2.3.2.4.2).143
The controlling possibilities of the trial judge concerning the legitimacy of
the investigative activities of the AIVD is in that way basically excluded, which
is at the same time a logical conclusion considering the strict separation between
the intelligence community and the law enforcement community. Because of the
institutional separation, also the controlling mechanisms are separated and
control by the trial judge over the legitimacy of the investigative activities of the
AIVD is excluded. Nevertheless, when the information obtained through
illegitimate activities by the AIVD is introduced as evidence this may raise
concerns as to the veracity of the information. Currently, an important filtering
role is attributed to the national public prosecutor for counterterrorism, who has
the task of controlling the information provided in the official reports before
sending it to the relevant (regional) PPS on the basis of the underlying file. It
can be questioned, however, whether this may substitute for the trial judge’s
control of the legitimacy of the manner in which evidence has been gathered in
the light of Article 6 ECHR.
3.3.4 The Counterterrorism Information Box
The Counterterrorism Information Box (CT Infobox) was established on July 1,
2004 in order to collect, at one point, all information available regarding persons
who are involved in terrorist networks or activities or have radicalized
viewpoints. The CT Infobox is located in the AIVD headquarters, operates under
the responsibility of the AIVD and, hence, under the WIV 2002 and the
oversight committee for the intelligence and security services. The CT Infobox
was established in response to the terrorist attack in Madrid and the subsequent
decision of the government to intensify its counterterrorism strategy, in
particular in order to be able to ‘keep an eye’ on persons who provide reason to
believe that they cannot be trusted in relation to terrorist activities or the
preparation of such activities. In particular, persons are targeted against whom
a concrete suspicion cannot yet be established, but who have emerged in earlier
or running investigations by the AIVD or the police.144 For this purpose, the
PPS, the KLPD and the AIVD started to cooperate in order to collect, at a
central point, all the information available in their files regarding persons who
can be related to terrorism. Later, also the MIVD, KMar, IND (the Immigration
142 Rechtbank Rotterdam 1 December 2006, LJN AZ3589 (see also HR 5 September 2006, NJ 2007,
336, para. 4.7.2.
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and Naturalization Service), FIOD-ECD (the Fiscal Information and Investigation Service and the Economic Investigation Service) and the FIU-NL (the
Financial Intelligence Unit) entered into the cooperation mechanism of the CT
Infobox.145
The CT Infobox has been established in order to contribute to the countering
of terrorism and the radicalization related thereto through collecting and
comparing information regarding persons who can be related to (Islamic)
terrorism at a central point, within the applicable legal frameworks. Considering
the diversity of the cooperating services it is possible to analyze the available
information from a multidisciplinary perspective.146 On the basis of an
examination and analysis of the information available, the CT Infobox may
provide advice to the cooperating agencies (or other agencies) to share certain
information with other agencies or to take action in the field of their task, such
as initiating a criminal investigation, taking administrative measures or conducting intelligence investigative activities.147
The CT Infobox acts, under the responsibility of the AIVD, in order to make
it possible for the AIVD to participate in the cooperation mechanism considering
its legal obligations (under the WIV 2002) regarding secrecy and the sharing of
information. The cooperation with other services is based upon Article 60 WIV
2002, determining that the other services may conduct activities for the benefit
of the AIVD. Nevertheless, the cooperation realized by the establishment of the
CT Infobox is considered to function on the basis of equality between the
participating services taking due account of the separate specific responsibilities
and legal frameworks.148 Considering the separation between the intelligence
community and the law enforcement community, the PPS has been given a
special position within the context of the cooperation in the CT Infobox. Hence,
the PPS does not have a seat within the CT Infobox, but ‘joins’ in in the
cooperation. This means that the National Public Prosecutor for Counterterrorism
conducts activities in the context of the CT Infobox.149 The cooperation is based
upon Article 61 WIV 2002, providing that the PPS shall share information with
the AIVD when this information is relevant for the task of the AIVD. Vice versa,
information available in the CT Infobox which is relevant for the investigation
and prosecution of criminal offenses can be sent by means of an official report to
the National Public Prosecutor for Counterterrorism on the basis of Article 38
WIV 2002 after advice by the CT Infobox to the AIVD to do so. Contrary to
employees of the other cooperating services, the National Public Prosecutor for
Counterterrorism does not act under the responsibility of the Minister of the
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Interior (under Article 60 WIV 2002), but acts under the political responsibility
of the Minister of Security and Justice.150 When the CT Infobox sends advice to
one of the other partners, this shall be understood as a notification under Article
36 WIV 2002.151
Considering the foregoing, the CT Infobox concerns an important
mechanism in order to enhance cooperation, in particular with regard to the
sharing of information which is relevant to the prevention of terrorism. Because
the CT Infobox operates under the responsibility of the AIVD and under the
legal regime of the WIV 2002, this cooperation has not touched upon the
institutional separation between the PPS and the AIVD. The main purpose of the
CT Infobox is to enable the employees of the CT Infobox (and thus of the
AIVD) to analyze all relevant information available to the different actors in the
field of counterterrorism and, from that position, to coordinate the most effective
way to respond to terrorism threats. In that regard the AIVD has obtained a
central position in the coordination of counterterrorism policy, although this
should be conducted on a presumption of equality between the different
cooperating partners. From the perspective of cooperation – for which purpose
the cooperating partners enter into consultation on a regular basis152 – the
establishment of the CT Infobox contributes to the proactive sharing of
information with the PPS for the purpose of initiating a criminal investigation
into terrorist activities.
3.3.5 Other Measures Enhancing Cooperation
In order to improve cooperation between the different actors in the field of
counterterrorism (in total about 20), which actors are not always used to
cooperation, a coordinating agency has been created.153 The National
Coordinator for Counterterrorism (NCTb) was established on June 29, 2005.154
The NCTb is responsible for developing policy in the field of counterterrorism,
coordinating the cooperation between the different entities responsible for
counterterrorism, analyzing intelligence and information for the purpose of an
integral analysis and the providing of threat analyses, coordinating protection
and security measures and directing the providing of information on counterterrorism.155 The “mission” of the NCTb is formulated on its website, being to
150 Rapport van de Commissie van Toezicht op de Inlichtingen- en Veiligheidsdiensten inzake het
onderzoek naar de Contra Terrorisme Infobox 2007, 8.
151 Kamerstukken II 2004/05, 29 754 and 27 925, no. 21, 2.
152 For the PPS the Substitute Chief Prosecutor of the National PPS takes part in this consultation. In
addition, the National Coordinator for Counterterrorism (see section 3.3.5) attends the consultation. Kamerstukken II 2004/05, 29 754 en 27 925, no. 21, 3.
153 See the website of the NCTb: <www.nctb.nl/organisatie/wat%5Fdoet%5Fde%5FNCTb/> (accessed
8 May 2011).
154 Regeling van de Ministers van Justitie en van Binnenlandse Zaken en Koninkrijksrelaties van 29 juni
2005, nr. DDS5357209, houdende instelling van de Nationaal Coördinator Terrorismebestrijding.
155 Regeling van de Ministers van Justitie en van Binnenlandse Zaken en Koninkrijksrelaties van 29
juni 2005, nr. DDS5357209, houdende instelling van de Nationaal Coördinator Terrorismebestrijding, Article 2.
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“minimise the risk and fear of terrorist attacks in the Netherlands and to take
prior measures to limit the potential impact of terrorist acts. The NCTb is
responsible for the central coordination of counterterrorism efforts and ensures
that cooperation between the parties involved is and remains of a high
standard.”156
The agency of the ‘National Coordinator for Counterterrorism’ is relevant for
the relationship between the intelligence and law enforcement communities
when it concerns their activities regarding counterterrorism. The NCTb is
responsible for improving the cooperation between all the different services –
intelligence as well as law enforcement services – that are involved in
counterterrorism activities. Its goal is to analyze intelligence information and
other information regarding terrorism, to develop common policies in countering
terrorism and to coordinate all security measures in countering terrorism. The
NCTb can be considered as the spider in the web of all organizations working
on counterterrorism to improve their coordination and, with that, to increase the
effectiveness of combating terrorism. The NCTb functions under the responsibility of both the Minister of the Interior and the Minister of Justice, although
under the direct supervision of the Minister of Justice.157
3.4 CHANGES AFFECTING THE RELATION BETWEEN ADMINISTRATIVE
LAW AND CRIMINAL PROCEDURAL LAW
Although the government has attributed a central role to the criminal justice
system when it comes to terrorism prevention, when the information available
in the CT Infobox or shared by the AIVD is insufficient to initiate a criminal
investigation or criminal prosecution, the government considered that action in
the field of administrative law was warranted. Hence, the government prepared
a Bill concerning ‘administrative measures for national security’, proposing
measures that could be used when the information available is insufficient for
action in the field of criminal procedural law but nevertheless warrants action.158
The measures proposed in the Bill would make it possible for the mayor to
restrict a person’s freedom to move for national security reasons, such as a
prohibition on being in a certain place, within the vicinity of certain persons or
in a certain territorial area of the Netherlands or a duty to report to the police.159
Furthermore, the proposed Act would establish the possibility to deny or repeal
permits and subsidies for reasons of terrorism prevention.160 The Bill has been

156 Website of the NCTb <english.nctb.nl/organisation/about%5Fthe%5FNCTb/mission/> (accessed
8 May 2011).
157 Regeling van de Ministers van Justitie en van Binnenlandse Zaken en Koninkrijksrelaties van 29
juni 2005, nr. DDS5357209, houdende instelling van de Nationaal Coördinator Terrorismebestrijding.
158 Kamerstukken II 2004/05, 29 754, no. 5, 13 and Kamerstukken II 2005/06, 30 566, no. 3, 4.
159 Kamerstukken II 2005/06, 30 566, no. 3, 2 and 23-25.
160 Kamerstukken II 2005/06, 30 566, no. 3, 31-32.
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adopted by the Second Chamber of Parliament and was in consultation in the
First Chamber.161 However, the legislation received much criticism as to the
necessity of the proposed administrative powers and the legitimacy of the
powers considering the possible punitive character of the measures.162 In
addition, the situations referred to in the explanatory memorandum concerned
primarily situations which are now covered by the Act on the Criminal Investigation of Terrorist Crimes, for which the need for additional measures had
become doubtful. Also in the evaluation report on the counterterrorism measures
of the first decade of the 21st century, it was recommended to withdraw the bill
because the proposed legislation seemed to be superfluous and may be in
conflict with the ECHR.163 Consequently, also the government has now decided
to withdraw the Bill on Administrative Measures for Counterterrorism.164
Nevertheless, this proposed Act has not been the only (proposed) counterterrorism measure in the field of administrative law. The government has also
initiated a strategy of ‘disturbing’ specific persons in order to eliminate them as
a risk for committing terrorist crimes. This ‘disturbing’ of persons was done in
the context of the administrative supervisory task of the police to maintain
public order under Article 2 Police Act 1993 (see section 2.2.1.1), in
combination with Article 12 Police Act 1993 (providing that the police act under
the responsibility of the mayor, who can give the police certain directions) and
Article 172 Municipalities Act [Gemeentewet] (attributing the mayor with
responsibility for the maintenance of public order, including the power to give
instructions to the police to prevent any disturbance of the public order) and,
hence, was not preceded by legislative action adopting a specific legal basis. The
goal of the ‘disturbance’ method is to observe and follow a person in such way
that this person and his daily environment realize that he/she is the subject of
investigation in order to ‘disturb’ his/her participation in preparing a terrorist
crime.165 Also this method is applied in order to fill a possible gap between
resorting to the criminal justice system and doing nothing: when a criminal
investigation and prosecution are not sufficiently effective and the government
is nevertheless seeking to reduce the risk of terrorist crimes to the minimum, this
method of ‘administrative disturbance’ can be used.166 Hence, in order to define
the current scope of the criminal investigation, it will be relevant to assess where
the possibilities in the scope of the criminal investigation of terrorist crimes falls
short and the police in the context of their ‘administrative’ task under Article 2
Police Act 1993 can ‘disturb’ the activities of a person through apparent
surveillance activities.

161 Handelingen II 2006/07, no. 50, 2969-2970 and Kamerstukken I 2006/07 and 2007/08, 30 566, no.
A-D.
162 See e.g. Kuijer 2005, 15-17.
163 Rapport Evaluatie Antiterrorismemaatregelen 2011, 96.
164 Kamerstukken II 2010/11, 29 754, no. 199, 2.
165 Kamerstukken II 2003/04, 29 754, no. 1.
166 Rapport Evaluatie Antiterrorismemaatregelen 2011, 86.
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3.4.1 Administrative Disturbance
The administrative disturbance of a specific person’s contribution to terrorismrelated activities is a form of harassment conducted by means of police
surveillance, such as stopping a few times a day in a patrol car in front of the
house of the person in question, regularly checking whether that person is at
home by calling him/her or ringing his/her doorbell and by accosting any
visitors.167 Considering that under Article 8 ECHR, in combination with Article
10 Constitution, a specific legal basis is required for government activities that
interfere more than to a limited extent with the right to respect for private life,
it is questionable whether this form of observation can be based upon the general
attribution of tasks to the Police under Article 2 Police Act 1993 in combination
with the power of the mayor to give instructions to the police regarding the
maintenance of public order, including regarding the prevention of possible
disturbances to the public legal order (Article 12 Police Act 1993 and Article
172(2) Municipalities Act).168
Two court decisions where the plaintiffs sought a temporarily injunction to
terminate the police’s disturbing activities assessed this issue. In both decisions,
the judges considered the interference with the right to respect for private life
permissible under Article 8 ECHR, if it is also necessary and executed
proportionately.169 In the first case, the specific information giving rise to the
disturbance in relation to the specific disturbing activities conducted was
disproportionate and, therefore, illegitimate. Also in the second case the specific
reasons for conducting the disturbing activities and the method of disturbance
were assessed, this time resulting in the conclusion that the activities were
proportionate and thus in accordance with Article 8(2) ECHR. On the basis of
these decisions, also in the light of earlier decisions by the Supreme Court
assessing the required legal basis for observation in the context of the criminal
investigation, it can be concluded that the ‘disturbing’ activities are conducted
at the outer limits of what is legitimate under Article 8 ECHR.170 Because the

167 As follows from two temporary injunctions where the plaintiffs sought the termination of the
disturbing activities of the police on behalf the city of Amsterdam: Rechtbank Amsterdam 1
December 2005, LJN AU 7314 and Rechtbank Amsterdam 9 March 2006, LJN AV 4173. See also:
Brouwer 2006, 1.
168 Compare the discussion on for which criminal investigative methods is a specific legal basis
required or whether Article 2 Police Act 1993 in combination with Article 141/142 CCP will
suffice (section 2.2.2.1).
169 Rechtbank Amsterdam 1 December 2005, LJN AU 7314 and Rechtbank Amsterdam 9 March
2006, LJN AV 4173.
170 Many simple observational actions do not or to a limited extent interfere with privacy rights, such
as non-systematic observations of criminal activity by investigative officers, for which reason
Article 2 Police Act 1993 suffices as the legal basis. When the observation activities are ‘intensive’
and ‘frequent’ they shall be considered systematic and a specific legal basis for the observation is
required. Corstens 2008, 455-456, Kamerstukken II 1996/97, 25 403, nr. 3, 26-27 and HR 14
October 1986, NJ 1988, 511, ann. ThWvV, HR 25 January 2000, NJ 2000, 279, Gerechtshof
Arnhem 23 December 2002, NJ 2003, 134 (non-systematic observation) and HR 11 November
1994, NJ 1995, 400, ann. EAA/HJS (systematic observation).
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government has decided not to provide for a legal basis for the method of
administrative disturbance171 and that the person disturbed may only challenge
the practice by means of a (civil) temporary injunction, the method has received
a great deal of criticism.172
For the purpose of the subject-matter of this book, it is relevant to determine
in what situations the government seeks to use the method of administrative
disturbance instead of criminal investigative activities. The purpose of the
‘disturbance’ concerns the prevention of terrorist activities or the prevention of
the preparation of terrorist activities. Because terrorist activities are generally
also crimes, the purpose of the administrative disturbance is very closely related
to the purpose of the criminal investigation of terrorist activities and, therefore,
the method of administrative disturbance is used when the criminal investigative
possibilities fall short in minimizing the risk of a terrorist crime. Nevertheless,
the primary purpose of the activities is to make, by means of harassment, the
person and his/her daily environment aware of the fact that he/she is the subject
of an investigation and, secondly, to stop the terrorist activities of this person or
to obstruct the usefulness of this person within a terrorist network.173 On the
basis of the information available in the CT Infobox the cooperating partners
enter into consultation in order to determine which of the available measures are
most effective to counter the terrorism threat. These measures may concern the
areas of criminal investigation, administrative enforcement or intelligence investigation. The administrative disturbance will only be used when the criminal
investigative possibilities fall short in order to eliminate a terrorist threat. This
has resulted in the conclusion that the disturbing activities are to be used in the
exceptional circumstances that the possibilities to start criminal investigative
activities upon the presence of indications of the preparation of a terrorist crime
fall short and, if used, shall be used in their least intrusive version.174
The cases that have been assessed in the context of a temporary injunction
concerned the use of administrative disturbance before the Act on the Criminal
Investigation of Terrorist Crimes entered into force. Nevertheless, these cases
may teach us something about the situations where administrative disturbance
is used instead of the criminal investigative track or in addition thereto. The first
case in December 2005 concerned an order by the Mayor of Amsterdam to
disturb an Islamic woman on the basis of the fact that she had changed her faith
from Christian to Islam, changed her manner of dressing, entered into an Islamic
marriage, changed to a Mosque where the Muslim faith was more strictly taught,

171 According to the government such a legal framework is not necessary, considering that the observation in question is not systematic and considering that the method is in practice used sparingly
and currently only in a restrictive manner, especially since the broadening of the possibilities to act
for the purpose of prevention in the context of a criminal investigation. Kamerstukken II 2006/07,
29 754 and 30 977, no. 104.
172 Brouwer 2006, Muller et al. 2007, 118-119 and Rapport van de Commissie van Toezicht op de
Inlichtingen- en Veiligheidsdiensten inzake het onderzoek naar de Contra Terrorisme Infobox
2007, 18-20.
173 Kamerstukken II 2006/07, 29 754, no. 100, 9-10.
174 Kamerstukken II 2006/07, 29 754 and 30 977, no. 104, 4-5.
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stopped shaking hands with persons of the opposite sex, possessed a tape with
a call to Jihad, had contacts with a member of an alleged terrorist organization
(the Hofstad Group) and the possible possession of explosives.175 The judge
explicitly rejected using the facts relating to the faith of the woman as
constituting a basis for the disturbance. Such facts could only in combination
with other facts be used as a ground for conducting administrative disturbing
activities.176 Subsequently, also the other facts were considered insufficient in
order to constitute the basis for the disturbing activities as the presence of
explosives was dispelled after a search of her house and the other facts could
also not be verified or were no longer applicable.177 Hence, the disturbance was
not ‘necessary in a democratic society’ as required under Article 8(2) ECHR and
was thus disproportionate and illegitimate.178 With regard to the other case
which was the subject of a temporary injunction at the District Court of Amsterdam (March 2006), the judge considered the administrative disturbance to be
legitimate. This case differed from the case of December 2005 in that the facts
concerned verifiable contacts with members of the Hofstad Group and the
murderer of the film director Theo van Gogh and of postings on the Internet to
recruit for an armed fight against unbelievers. Furthermore, the public prosecutor announced that a criminal prosecution would be initiated regarding a
suspicion of recruitment for jihad (Article 205(3) Penal Code).179 In this light,
the judge considered the disturbance ‘necessary in the democratic society’ under
Article 8(2) ECHR. In addition, the specific activities, which were less frequently conducted than in the case of December 2005, were also proportionate.180
In the case decided in March 2006, the administrative disturbance occurred
in addition to criminal investigative activities. Here the goal of the disturbance
can be described as being to obstruct the development of activities that threaten
the public order (terrorist activities) and to reduce the attractiveness and
influence of this person within the (terrorist) network.181 Considering that this
goal was pursued parallel to the criminal procedural track, it can be concluded
that the disturbance is used in order to more effectively – in the sense of
achieving direct results – prevent terrorist activities, whilst apparently the
information available is, as yet, insufficient for closing the criminal investigation
and initiating a criminal prosecution. The goal of the disturbance in the case
decided in December 2005 seemed to be the deradicalization of the woman
concerned. The disturbing activities in relation to this goal were considered as
unnecessary and disproportionate.

175
176
177
178
179
180

Rechtbank Amsterdam 1 December 2005, LJN AU 7314, para. 1.
Rechtbank Amsterdam 1 December 2005, LJN AU 7314, para. 12.
Rechtbank Amsterdam 1 December 2005, LJN AU 7314, para. 14-16.
Rechtbank Amsterdam 1 December 2005, LJN AU 7314, para. 17.
Rechtbank Amsterdam 9 March 2006, LJN AV 4173, para. 13-14.
With respect to the proportionality of the disturbance it is also important that the facts and circumstances justifying the disturbance are regularly reconsidered as to their proportionate relation to the
activities conducted. Rechtbank Amsterdam 9 March 2006, LJN AV 4173, para. 14-16.
181 Rechtbank Amsterdam 9 March 2006, LJN AV 4173, para. 1.
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Nevertheless, the government announced in 2007 that the focus of the
‘disturbance’ of persons would change to a softer approach, focusing on
deradicalization by offering the person an alternative to terrorist activities.182 In
the light of the decision of 2005, it is clear that such measures shall not have a
‘repressive’ character. Rather, changing the focus of the administrative
disturbing activities towards ‘positive’ interference may be considered as a concession to the criticism of this method, based upon Article 2 Police Act 1993 in
the context of the police and the mayor’s task of maintaining public order.183
It can be concluded that the use of administrative disturbance is only of
minor significance in the current counterterrorism strategy. Where the government seeks to prevent the commission of terrorist crimes, primarily criminal
investigative methods are used. Nevertheless, the ‘repressive’ nature of the
criminal investigative possibilities may also be supplemented by measures in the
field of administrative law, including the method of personal disturbance. This
method may be used in order to disturb (and in that way to prevent) the
preparation of terrorist crimes through harassment, but currently seems to be
primarily aimed at the deradicalization of the person giving effect to a ‘soft’
approach towards counterterrorism.
3.5 CONCLUSION
On the basis of the description provided in this Chapter of the measures that
have facilitated an anticipative criminal investigation or affected the scope or
nature of the anticipative criminal investigation from the sidelines, the scheme
provided in the introductory section needs to be adjusted and can be expanded
as follows:

182 Kamerstukken II 2006/07, 29 754, no. 100, 10.
183 Rapport Evaluatie Antiterrorismemaatregelen 2011, 91-92.
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Anticipative Criminal
Investigation:
- Title Vb (SIT and search
methods upon inidications of terrorist crimes)
- Preliminary investigation
of terrorist crimes

CIE

Figure 3.2: Conclusive illustration of the anticipative criminal investigation in the
Netherlands

This scheme requires some further explanation. The large inner-circle concerns
the core of the anticipative criminal investigative system. The measures that
haven been taken by the Act on the Criminal Investigation of Terrorist Crimes
have directly affected the preventive capacity of the criminal investigation:
firstly, by allowing the use of SIT upon indications of terrorist crimes (in other
words: when the use of SIT can contribute to the prevention of terrorism);
secondly, by expanding the investigative possibilities of the preliminary
investigation for the purpose of preparing a full terrorist crime investigation;
and, thirdly, by introducing search powers to the criminal investigation under
Title Vb, which can be used in order to confront an imminent terrorist threat in
security zones or in 12-hour zones.
As described in section 3.3 the relation between the AIVD and the law
enforcement community has been intensified in the post-9/11 era, aimed at the
smooth continuation of the intelligence investigation into an anticipative
criminal investigation upon the transfer of an official report under Article 38
WIV 2002 in order to realize the prevention of terrorism and the successful
prosecution of terrorist suspects. Legislative measures (the Shielded Witnesses
Act and, indirectly, also the Act on the Criminal Investigation of Terrorist
Crimes), organizational changes (the establishment of the CT Infobox (and in
that context consultation between, inter alia, the AIVD and PPS) and the
coordinating role of the NCtB) as well as the acceptance in case law of
intelligence as starting information for criminal investigation and the practice
of parallel investigations, have facilitated this intensified relation. Hence, the
‘AIVD arrow’ and the ‘anticipative criminal law circle’ have approached each
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other, operating in close connection although maintaining the institutional
separation. The CT Infobox facilitates the sharing of information between the
law enforcement community and the AIVD (as well as between other CT
entities), although the transfer of information from the AIVD to the PPS/police
continues to occur through the procedure on the basis of Article 38 WIV 2002
and through the national public prosecutor for counterterrorism. In fact, the
AIVD, with the help of the CT Infobox, provides input to the anticipative
criminal investigation on which basis the PPS and the police are strengthened
in their capabilities to conduct anticipative criminal investigative activities.
Furthermore, the police, and in particular the CIE, have an intelligence-led
focus and use their information collecting entities to obtain a strong information
position as the basic assumption for realizing prevention. Likewise, the
providing of criminal intelligence to the PPS strengthens the capabilities of
using the criminal investigation in anticipation of future harm.
Lastly, section 3.4 has assessed the role of administrative interference. It has
been concluded that this administrative preventive counterterrorism method has
currently only limited significance and is only used in addition to the preventive
capacity of the criminal justice system when such use is considered to contribute
to optimizing terrorism prevention. Hence, the outer-circle reflects the field of
administrative supervisory authority, used to supplement the preventive capacity
of the anticipative criminal investigation, which also means that administrative
interference does not further affect the capacity of the anticipative criminal
investigation.
The regulation of the anticipative criminal investigation, including the
influence of AIVD information and criminal intelligence ‘feeding’ the
anticipative capabilities of the criminal investigation, requires that it is subjected
to further scrutiny in order to determine in what manner it affects the synthesis
of the objectives of criminal procedural law. Loosening the conditions for a
criminal investigation to realize a preventive focus touches upon the previously
found balance between the hierarchically operating actors and the protective
elements of the CCP in order to protect the innocent against arbitrary and
unnecessary interferences with the right to respect for private life. In addition,
the broader scope of the anticipative criminal investigation, influenced by the
activities of the AIVD and by an increased use of criminal intelligence, requires
a reassessment of the demarcation of the criminal investigation, in the light of
the definition of criminal investigation under Article 132a CCP and the attached
procedural safeguards facilitating control and accountability. These issues will
be examined in the next Chapter in order to define the implications for the
synthesis between the shield and the sword in criminal procedural law.

Chapter 4

The Implications of Enabling Anticipative
Criminal Investigations to Confront Terrorism
for the Objectives of Criminal Procedural Law
in the Netherlands

4.1 INTRODUCTION
As a consequence of the different legislative changes and developments both in
case law and in practice, the criminal investigative phase in the Netherlands has
obtained a different character, which can be described as anticipative criminal
investigation. The previous Chapter concluded with defining anticipative criminal
investigation as it has been enabled in the Netherlands. This has been done on the
basis of the expansion of criminal investigative possibilities so as to prevent
crimes, the facilitation of the criminal investigation through the input of criminal
intelligence as a consequence of intelligence-led policing (CIE), its input from the
AIVD as a consequence of intensified cooperation based on a shared mission to
prevent terrorism and, lastly, on the basis of its coherence with other measures,
such as administrative disturbance. These features largely correspond with the
categories in which the measures and changes have been addressed in the
previous Chapter. Their effect on the nature and scope of the anticipative criminal
investigation is, nevertheless, different. Hence, this Chapter will address two
separate main issues, which, however, also reinforce each other.
Firstly, in order to assess the implications for the synthesis between the
objectives of criminal procedural law, section 4.2 will address in what way the
system as described in Chapter 2 has been affected as a consequence of the
measures that have touched upon the regulation of the criminal investigation.
For this purpose, the scope and nature of the criminal investigation into terrorist
activities will be defined (section 4.2.1.1). Subsequently, specific implications
for shield elements of the system of criminal investigation will be addressed: the
protective value of the indications threshold (4.2.1.2) and, partly on that basis,
the compatibility of regulating criminal investigations into terrorist activities
with the requirements of Article 8 ECHR (4.2.1.3). In addition, these implications will be put into the ‘broader context’ of general trends in criminal
procedural law and the manner in which the new investigative possibilities are
used in practice, in order to put the implications into the right perspective
(section 4.2.2). Lastly, the implications of these measures that have affected the
system of criminal investigation for the division of responsibilities between the
actors will be addressed (4.2.3).
The second main issue to be addressed concerns the current demarcation of
the anticipative criminal investigation. For that purpose, its relation to the
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intelligence apparatus (4.3.1) and to the administrative enforcement of public
order (4.3.2) will be further defined. On that basis the anticipative criminal
investigation as regulated in the Netherlands will be given its final interpretation
as to its function and position. Lastly, the following question will be dealt with:
whether and, if so, how the anticipative criminal investigation in its broader
sense has ‘infected’ the criminal procedure as to its ability to control investigative activities and accountability for illegitimate behavior, as required under
Article 6 ECHR.
4.2 EXPANSION OF THE PREVENTIVE CAPACITY OF THE CRIMINAL
INVESTIGATION
The counterterrorism measures taken by the Dutch government that have
affected the criminal justice system were all intended to increase the preventive
capacity of the criminal justice system when it comes to terrorist crimes. In
particular the criminal investigative phase has been targeted both by expanding
the criminalization of preparatory acts and by gearing the criminal investigation
towards prevention. Consequently, the sword function of the criminal
investigation has been enhanced by making it possible to use SIT upon a ‘lower’
threshold of application and by expanding the investigative capacities of the
preliminary investigation in preparation for a ‘full’ criminal investigation of
terrorist crimes. The possibilities for criminal investigation in anticipation of
future harm are reinforced by the measures already taken in substantive criminal
law (the Act on Terrorist Crimes and the Act on Training for Terrorism), thereby
expanding criminal liability in early phases especially for terrorist offenses.
Because the object of the ‘indications’ threshold concerns a terrorist crime,
criminal investigative activities regarding, for example, membership of a
terrorist organization or provocation to commit a terrorist crime, may start when
the initial acts that can be related to these crimes start to crystallize.1
The measures that have affected the criminal investigation concern the
investigative domain for terrorist crimes, the enhancing of the investigative
possibilities in the investigative domain of the preliminary investigation,
especially for the preparation of the full criminal investigation of terrorist crimes
and the introduction of new investigative powers for the purpose of preventing
a more urgent threat of terrorism.2 Section 4.2.1 will, firstly, draw conclusions
as to the sword nature of the criminal investigative possibilities of the three
measures following from the Act on the Criminal Investigation of Terrorist
Crimes which affect the criminal investigation and, secondly, it will address
some specific shield implications of the statutory regulation of the criminal
investigation of terrorist crimes. Subsequently, section 4.2.2 will deal with the

1
2

Referred to as the ‘multiplier effect’ in: Rapport van de Commissie Evaluatie Antiterrorismebeleid
2009, 46.
See section 3.2.1.
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implications of the legislative changes enabling an anticipative criminal investigation in the broader context of criminal investigative policy. It will be assessed
whether also the courts allow the interest of prevention to supersede the interest
of legal protection (section 4.2.2.1) and what arguments are decisive in practice
for choosing between specific investigative domains (section 4.2.2.2). On that
basis the implications of the legislative changes to the criminal investigation for
the shield objective of criminal procedural law can be further defined. Section
4.2.3 will address the implications for the distribution of responsibilities on the
fairness of the criminal proceedings between the different actors as a
consequence of the focus on prevention in terrorism investigations. The section
will conclude with some final remarks with respect to the implications of
changes that have affected the criminal investigation in order to gear it to
terrorism prevention (section 4.2.4).
4.2.1 Criminal Investigation for the Purpose of Preventing Terrorism
4.2.1.1 Expansion of the Scope and Nature of the Criminal Investigation of
Terrorism
As has been described in section 3.2.1.2, the most important consequence of the
Act on the Criminal Investigation of Terrorist Crimes of November 2006 has
been the introduction of an additional investigative domain, especially for
terrorism, by adopting a new threshold of application for the use of SIT. The
emergence of ‘indications of a terrorist crime’ now suffices for the use of SIT
within the investigative domain of Title Vb, especially for the criminal investigation of terrorist crimes. The threshold of indications shall be understood as
requiring an assessment as to whether or not, upon the information available, the
use of an investigative technique would be in the interest of the investigation.
The interest of the investigation will be served when the use of a special investigative technique can contribute to the prevention of terrorist crimes.
The ‘indications of a terrorist crime’ threshold should be understood as being
a lower threshold than a reasonable suspicion. Although the reasonable suspicion
threshold has already been interpreted as being satisfied upon the availability of
‘soft’ information, the ‘indications’ threshold must nevertheless be considered as
‘lower’, because the decisive assessment for application will be whether the use
of a special investigative technique may contribute to the prevention of terrorism.
This assessment may justify the use of a special investigative technique also when
the verifiability and accuracy of the information available would be insufficient
for establishing a reasonable suspicion.
Hence, the investigative domain for terrorist crimes can best be typified as
being triggered when the information available requires the police and PPS to
take action for the purpose of preventing terrorist crimes. According to Article
132a CCP the purpose of the criminal investigation shall be to make
prosecutorial decisions, which in 2010 was still being emphasized by the
Supreme Court (repeating the argumentation of the Court of Appeal) so as to
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fulfill a shield function considering that SIT can only be used for the purpose of
making prosecutorial decisions (and when their use is required to further the
interest of the investigation).3 Under Title Vb the purpose of making
prosecutorial decisions seems to coincide with the purpose of prevention
considering that, ideally, the prevention of a terrorist crime will be realized with
the prosecution of the criminalized terrorist activities in the preparatory phase,
including membership of a terrorist organization. And, also when the criminal
investigation is merely used to exclude risks and does not result in the
strengthening of indications, the purpose of making prosecutorial decisions will
be met in the sense that insufficient evidence has been found to initiate a
prosecution or to use coercive powers. Nevertheless, the interest of preventing
terrorism will always supersede the interest of truth-finding for criminal
prosecution and will be the decisive consideration for the decision as to whether
the threshold of indications of a terrorist crime has been met.4
Furthermore, the Act on the Criminal Investigation of Terrorist Crimes has
enhanced the investigative capacity of the preliminary investigation especially
for preparing the full criminal investigation of terrorist crimes. As a
consequence of the expansion of the investigative techniques in the preliminary
investigation (the adoption of Articles 126hh and 126iiCCP), the preliminary
investigation with regard to terrorist activities has obtained a more intrusive
character than the ‘regular’ preliminary investigation on the basis of Article
126gg CCP. Because it is possible to gather, compare and combine information
on a person originating from different sources, the preliminary investigation can
become rather intrusive for the persons being investigated. The persons in
question will not be aware that their personal information is being investigated,
while there is also – of course – no suspicion of a crime. Although the
preliminary investigation is surrounded by several safeguards (which will be
dealt with in the next section), it is clear that the nature of the preliminary
investigation has considerably changed when it concerns the preparation of the
criminal investigation of terrorist crimes: the arsenal of investigative techniques
that can be applied has expanded and these techniques have, moreover, a more
far-reaching nature. Previously, these techniques were only available in the full
criminal investigation. Without a reasonable suspicion people can be investigated in the context of a preliminary investigation simply because they meet a
certain profile or show up in certain situations. In addition, third parties, such as
companies, can be requested to divulge private information. This new character
of the preliminary investigation has raised important concerns as to the risk of
‘fishing expeditions’ on behalf of the law-enforcement community.5
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HR 26 January 2010, NJ 2010, 77, para. 3.4.
Compare: Kamerstukken II 2004/05, 30 164, no. 3, 2: ‘It must be possible to conduct criminal
investigative activities whenever these activities may contribute to the prevention of terrorism.’
And ibid., 8: ‘terrorism requires a different appraisal. It is undesirable that the government shall
have to refrain from criminal investigative activities in the absence of a well-founded suspicion,
whilst the criminal investigation can reasonably contribute to the prevention of terrorism.’
See also: Prakken 2004 and Van Kempen 2005B, 8-9 (elaborate version of Van Kempen 2005A).
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Lastly, the sword capacity of the criminal investigation has been expanded
by the introduction of new investigative powers (searching objects and vehicles
and frisking) within the investigative domain for terrorist crimes. These search
methods are specifically intended to contribute to the prevention of a more
urgent threat of terrorism. Police officers have been given wide discretion in
selecting people for these investigative powers within a specific area ordered by
the public prosecutor on the basis of ‘indications of a terrorist crime’ or within
security zones established by an administrative decree.6 The scope of the
discretion afforded to investigative officers is rather large taking into account
that these search powers may be used upon indications of any terrorist crime.
Therefore, someone may be searched, not only when there are indications that
an attack will be committed (e.g. to check an object for explosives), but also
when indications point to membership of a terrorist organization.7
Cumulatively, the adoption of the investigative domain for terrorist crimes
upon the ‘lower’ threshold of indications for the purpose of preventing
terrorism, the expansion of the investigative possibilities in the preliminary
investigation especially for the preparation of the full terrorist crime investigation and the introduction of new investigative powers for the prevention of
terrorism, has changed the character of the criminal investigation. In the first
place, the interest of preventing crimes has taken the primary place of the
criminal investigation, which deviates from the traditionally exceptional nature
of proactive criminal investigative activities. In the second place, the central
position of the reasonable suspicion threshold has in general been further
reduced and has been left as the triggering mechanism for SIT as well as for
search methods regulated in the CCP. SIT, the searching of objects and vehicles,
and frisking can now be applied also on the basis of ‘indications of a terrorist
crime’, a threshold that is met when the interest of prevention is served by the
use of SIT rather than the presence of facts and circumstances linking a person
or a group of persons to a specific crime. Consequently, and in the third place,
the scope and nature of the criminal investigation has been affected, both
concerning the criminal investigative domain of Title Vb and concerning the
preliminary investigation regarding terrorist crimes.8 A criminal investigation
under Title Vb (including the newly introduced search powers) may involve
persons who can be related to the ‘indications’ regarding a specific terrorist
crime, or the preparation of a terrorist crime. Because the ‘indications’ may
concern less concrete information, also the group of people being investigated

6
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See section 3.2.1.3.
Van Kempen 2005B, 7 and 11.
As has been explained in section 2.3.2.3.2.3, the preliminary investigation is in this project covered
by the term criminal investigation, considering that the (ultimate) purpose of the preliminary
investigation coincides with the full criminal investigation when the preliminary investigation is
used to prepare the full criminal investigation and the information produced by the preliminary
investigative techniques is used as starting information for the full criminal investigation.
Nevertheless, the legislature still considers that the preliminary investigation is not covered by
Article 132a CCP and precedes the criminal investigative phase.
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may be larger, which increases the possibility of including persons who cannot
be related to terrorist activities.
The preliminary investigation is aimed at the investigation of an unspecified
group of people in order to determine whether, within that group, (terrorist)
crimes are being planned or committed, rendering the scope of the preliminary
investigation even broader. The possibility to apply investigative techniques
with a more intrusive character in the preliminary investigation regarding terrorism has changed the nature of the preliminary investigation.
Hence, the criminal investigation in general raises concerns as to compatibility
with the right to respect for private life and the principle of legality in the sense
that sufficient protection is offered in the current regulation against arbitrary
interferences with the right to respect for private life. In addition, the restriction
on the right to respect for private life shall be necessary in a democratic society
under Article 8 ECHR. To assess compatibility with Article 8 ECHR, it should
in the first place be questioned whether the indications threshold, compared to the
threshold of a reasonable suspicion, offers sufficient restraints on the use of
criminal investigative powers to protect against arbitrariness.
Considering that the enhancement of the sword capacity of the criminal
investigation, especially for terrorism, results in various ‘shield’ concerns, this
section will continue to assess the possible shield implications of the current
regulation of the criminal investigation as a consequence of the adoption of the
Act on Terrorist Crimes. For this purpose section 4.2.1.2 will firstly address the
protective function of the indications threshold in comparison to the reasonable
suspicion threshold (see section 2.3.2.3), considering that changing the threshold
to indications in terrorism investigations has been the key measure in order to
realize the criminal investigation for the purpose of preventing terrorism in
anticipation of future crimes. Subsequently, section 4.2.1.3 will broaden the
scope to the entity of the statutory regulation and address the compatibility of
regulating the use of SIT under Title Vb, regulating the preliminary investigation as well as regulating the use of the new search powers under Title Vb
with the right to respect for private life and the principle of legality on the basis
of the minimum conditions that follow from Article 8 ECHR, Article 10
Constitution and Article 1 CCP (see section 2.3.2.1).
4.2.1.2 The Protective Value of Indications in Comparison to a Reasonable
Suspicion
The threshold of a reasonable suspicion has traditionally fulfilled a central
protective role in the system of criminal procedural law, reflecting the
equilibrium between the protection of individuals against interferences with their
rights and liberties on behalf of the state and the interest of criminal law
enforcement.9 From that perspective the suspicion requirement also concerns a

9

Sikkema 2008, para. 8.1, Knigge 2005, 353, and the annotation by Borgers at HR 11 March 2008,
NJ 2008, 329, ann. Borgers. See also the introduction section 2.3.2.3 and section 2.3.2.3.1.

The Implications of Enabling Anticipative Criminal Investigations – NL

207

crucial restrictive condition for the use of investigative powers that interfere
with privacy in order to make a restriction on the right to respect for private life
foreseeable to the person concerned and necessary in a democratic society under
Article 8 ECHR.10 In general, the reasonable suspicion threshold shall protect
against arbitrary interferences with the right to respect for private life. Article
8 ECHR aims to serve that interest and, in addition, especially in the context of
the ultimum remedium character of the criminal justice system, the presumption
of innocence requires that the government shall use criminal procedural law only
when necessary for the purpose of investigating possible criminal activities.11
This section will compare the protective role fulfilled by the reasonable
suspicion threshold with the protective role of the indications threshold in order
to draw conclusions regarding the implications for the shield objective of
criminal procedural law – in particular with respect to the right to privacy and
the presumption of innocence – as a consequence of adopting a lower threshold
for using SIT.
In Chapter 2 the conclusion has already been drawn that the criminal
investigation is no longer limited to the presence of a reasonable suspicion.
Nevertheless, the suspicion threshold, although in different gradations, still has
a central role as a triggering mechanism for investigative methods that interfere
with privacy. The gradation of the suspicion required for the use of an investigative method depends on the nature of the investigative method as well as on
the nature of the crime being investigated. Up until the adoption of the Act on
the Criminal Investigation of Terrorist Crimes the reasonable suspicion
threshold was the exclusive threshold for using SIT, although also with a
different scope for classical investigations and for organized crime investigations.12
The goal of the adoption of the new ‘indications of a terrorist crime’
threshold for using SIT is clear: avoiding the situation in which a reasonable
suspicion cannot be established on the basis of the information available and
when a closer investigation is required to make sure that everything is done to
prevent a terrorist crime from being committed. The lowered threshold therefore
seems to function as a last resort for the rather exceptional situation that a
reasonable suspicion cannot be established but the use of a special investigative
technique will nevertheless be in the interest of the investigation.
From a practical point of view, choosing the investigative domain for
terrorist crimes may be warranted in two potential situations. Firstly, the police
or PPS receive vague information (either by an official report of the AIVD or
from their own information sources, e.g. the Criminal Intelligence Unit) which
may point to the planning of a terrorist crime. Here, the use of SIT could
contribute to gathering additional information to initially exclude risks and
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See section 2.3.2.3.3 and for the assessment of the indications threshold in the light of Article 8
ECHR, section 4.2.1.3.
See section 2.3.2.3.3.
See the introduction section 2.3.2.3, section 2.3.2.3.2 and section 2.3.2.3.3.
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possibly subsequently to gather evidence for the prosecution of preparatory acts.
This concerns a situation where the indications threshold could act as a last
resort in order to make sure that risks are excluded where investigation on the
basis of a reasonable suspicion would not be possible.
Secondly, the police may receive information pointing to a potential
immediate threat. In this situation the information may likely also establish a
reasonable suspicion. There will usually not be time for an elaborate criminal
investigation in which evidence can be gathered. Rather, the police and PPS will
act in a manner so that the threat is immediately removed, most likely by the
arrest of the person(s) in question. When the information does not point to
specific persons but to a specific place, the search methods within the
investigative domain of a terrorist crime can be used at the site of the immediate
threat. Furthermore, the technique of systematic observation could be a plausible
tool in order to keep an eye on the right person and to intervene at the right
moment. Like the first situation, also this situation dealing with an immediate
threat clearly reflects the goal of this amendment to the regulation of the
criminal investigation: contributing to the prevention of terrorism. For that goal
it has been considered necessary at all times that investigative powers can be
applied proactively when the information is sufficiently concrete to foresee that
the special investigative technique(s) or search method(s) sought to be used can
contribute to the prevention of terrorism (and is, therefore, in the interest of the
investigation).
In section 2.3.2.3 the case law which has interpreted the threshold of a
reasonable suspicion has been examined in order to determine what facts and
circumstances are required for meeting the threshold. In the first place, the facts
and circumstances shall be open to objectification. Because the indications shall
also follow from facts and circumstances, this is not different for the indications
threshold.13 It seems that for the definition of the suspect under Article 27(1)
and, hence, for the application of search methods or coercive methods, a nexus
between the suspected person and the suspected crime is required. Furthermore,
mere intuition is insufficient, but professional judgments by and the knowledge
of investigative officers may contribute to establishing a reasonable suspicion.
The investigative domains of Title IVa and Title V apply different versions of
the reasonable suspicion threshold: for the classical investigation the ‘reasonable
suspicion of a crime’ and for the organized crime investigation the ‘reasonable
suspicion that crimes are being planned and committed in an organized context.’
These thresholds differ from the definition of a suspect in Article 27(1) in that
the reasonable suspicion does not concern a specific person, but a committed
crime or ‘serious crimes that are planned or committed in an organized context.’
The level of information required to meet the threshold of a reasonable
suspicion is, however, similar to the level of information required under Article
27(1) CCP. In 2.3.2.3.1 it has been concluded that the information required to
establish a reasonable suspicion may be ‘soft’ information. Anonymous informa13

Kamerstukken II 2005/06, 30 164, no. 7, 15.
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tion may be used as starting information for a criminal investigation, although
it seems that an initial follow-up check by the police as to the veracity of the
information is required. Arguably, such verification may be omitted for the
criminal investigation triggered by indications, although the anonymously
provided information must be sufficiently concrete in order to foresee that the
use of a SIT may contribute to the prevention of a terrorist crime. Furthermore,
CIE information can establish a reasonable suspicion. It follows from the
evaluation reports of the Act on the Criminal Investigation of Terrorist Crimes
that CIE information has also functioned as starting information in terrorist
crime investigations.14 As addressed in section 3.3.1, also AIVD reports can
trigger a criminal investigation and, hence, establish a reasonable suspicion.
Although this development was triggered by the confrontation with intelligence
in terrorism prosecutions, the use of AIVD information as starting information
does not really break new ground as to the nature of the information establishing
the reasonable suspicion, considering that the use of anonymous information and
CIE information had already been accepted by the Supreme Court. Similar to
anonymous information and CIE information, AIVD information cannot be
checked by the public prosecutor who has to decide upon the initiation of
criminal investigative activities, for which reason the source of the AIVD report
can be compared with these sources (regardless of whether the police shall
conduct a follow-up check on the information or whether a check will be made
by the national public prosecutor for counterterrorism).15 Also AIVD information has been used to establish both a reasonable suspicion and indications.16
Hence, when we take into account the first investigative experiences in practice,
it seems that the nature as well as the veracity and accuracy of the starting
information for classical investigations or organized crime investigations, in
particular in terrorism cases conducted in the context of these investigative
domains, does not considerably differ from the veracity and accuracy of the
starting information used to establish indications.17
The restriction offered by the reasonable suspicion threshold is thus in fact
similar to the restriction offered by the indications threshold. Nevertheless, this
does not necessarily mean that the indications and reasonable suspicion
thresholds do not differ. The adoption of the indications threshold is explicitly
done in order to fill the gap where a reasonable suspicion threshold cannot be
met and a criminal investigation is nevertheless considered necessary. This gap
is largely a misunderstanding because ‘soft information’ may also establish a
reasonable suspicion, enabling preventive action in many conceivable situations.
Rather, the adoption of the indications threshold shall be understood against the
background of the wish to optimize the prevention of terrorism. Therefore, the

14
15
16
17

Three out of seven of the indications investigations were triggered by CIE information in the
period February 2007-February 2009. Van Gestel et al. 2009, 28.
Krips 2009, 146-147.
Although in only one of the seven cases in the period 2007-2009, whereas AIVD information
triggered a classical investigation into terrorism on three occasions. Van Gestel et al. 2009, 28.
Van Gestel et al. 2009, 8 and 27.
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establishment of indications legitimizes investigative action whenever this is
considered to contribute to the prevention of terrorism. Furthermore, the
examination of the case law regarding special criminal law where the indications
threshold already applies has warranted the (although modest) conclusion that
indications is at least a lower threshold than a reasonable suspicion and, when
applied to search methods, does not require that the person searched is also a
suspect.18
The breadth of the indications threshold thus seems (at least theoretically) to
be rather large, with a specific focus on proactive investigation in order to
ensure that prevention is realized. Consequently, investigative officers are given
a broad discretion with regard to the decision as to what criminal investigative
activities may contribute to the prevention of terrorism. Considering that the
breadth of the indications threshold has not been compensated with new
supplementary conditions and that meeting the threshold may justify the use of
far-reaching SIT, it can be concluded that the balance between the interest of
providing legal protection against the arbitrary use of SIT and the interest of the
criminal investigation (in fact the prevention of terrorism) is struck at a different
point. Hence, the (statutory) procedural protection against arbitrary interferences
has been traded in with the right to respect for private life in furtherance of the
interest of preventing terrorism.19
Nevertheless, adopting a lower gradation of suspicion especially for the criminal
investigation of terrorist crimes seems to fit within the already applicable system
of the regulation of criminal investigative powers using different gradations of
suspicion depending on the nature of the investigative method and the nature of
the crimes under investigation. Considering that SIT, and in particular electronic
surveillance techniques that intercept communications, are understood to
seriously interfere with the right to respect for private life, which in principle
requires a rather strict regulation under Article 8 ECHR20 to protect against
arbitrarily targeting persons, the nature of the terrorist crimes has been
considered to justify adopting a lower threshold. Because a reasonable suspicion
must be understood as the balancing point between the interests involved, this
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See section 2.3.2.3.2.4.
At the same time, these implications must also not be overestimated as it can be concluded that the
investigation upon indications will mainly be applied to exclude risks in time. Practical considerations as to the effectiveness of using SIT without knowing sufficiently precisely what to look for
reduce the use of SIT on the basis of vague non-verifiable information. In addition, it follows from
the evaluations of the use of Title Vb in practice that deploying SIT when there are indications is
rarely intended for evidence gathering, but mainly to exclude risks. This implies ‘mini-investigations’ in which the most far-reaching techniques will not be needed. De Poot et al. 2008, 43. See in
more detail on the practical considerations as to choosing between criminal investigative domains
section 4.2.2.2.
See e.g. ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and
Huvig v. France), para. 33/32.
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balancing point is flexible considering that different weight must be attached to
the interests involved in different circumstances.21
In the first place, the legislature has distinguished the use of investigative
methods that seriously interfere with the right to respect for private life from
methods that only interfere to a limited extent with the private life. This
distinction is reflected in the use of different gradations of suspicion as well as
in the specific regulation of SIT, whereas less intrusive (or non-intrusive)
techniques may be based upon Article 2 Police Act 1993.22 In the second place,
the legislature has established a clear distinction between conventional crime
and organized crime, accepting that the seriousness and complexity of organized
crime influence the balance to be drawn.
The suspicion threshold has traditionally been considered as the situation in
which there is a reason, considering the interests involved and considering the
principles of proportionality and subsidiarity, to investigate and use far-reaching
investigative powers. Nevertheless, it can also be concluded that the suspicion
threshold is not, since it follows from a balancing of interests, inflexible. When
there are serious grounds for either additional conditions or allowing a lower
central threshold, which can also mean that supplementary conditions compensate a less stringent interpretation of the reasonable suspicion requirement,
this will not automatically be in violation of the right to respect for private life
or the presumption of innocence. A flexible and broad interpretation seems to
correspond with the wording of the Explanatory Memorandum of 1913-1914:
‘the authorities responsible for criminal investigation and prosecution must be
able to act effectively and decisively, and must be able to pursue those activities
that are needed in the circumstances of a specific case and should not be
hindered by too stringent and limiting regulations.’23 In the most recent version
of the definition of the criminal investigation under Article 132a CCP, the
requirement of a reasonable suspicion is no longer even included. Hence, also
this definition leaves more room for differing assessments of the interests
involved under varying circumstances.
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Compare the annotation of Borgers para. 6, HR 11 March 2008, NJ 2008. 329. Borgers enumerates
the following relevant circumstances for determining the presence of a reasonable suspicion in a
particular situation: the contents of the information (in the case addressed in the annotation this
information came from an anonymous source); the fact whether the police or PPS have independently checked the information; the concrete possibilities to verify the information, taking into
account the need to act with urgency; the possibility to use less intrusive techniques; and the
possible alternatives to criminal investigative action.
Compare also HR 18 May 1999, NJ 2000, 104, ann. Sch, para. 5.3, where the Supreme Court
accepted, before the entry into force of the Act on SIT, the use of an intrusive method of investigation (systematic observation) and the continuation of applying such a method on the basis of the
level of suspicion present.
Lindenberg 2002, 424. This passage has also been cited in the Opinion of the Advocate General
(para. 34) in the case of Zwolsman (HR 19 December 1995, NJ 1996, 249, ann. Sch) to support the
view that activities falling outside the scope of the criminal investigation (lacking a reasonable
suspicion), but which are necessary for investigative officers to carry out their tasks effectively,
must be accepted and can therefore be based on Article 2 of the Police Act 1993.

Chapter 4

212

Any threshold of application shall function as the equilibrium between the
necessity to act in order to establish the truth about criminal activities and the
need to protect against arbitrary interferences with the right to respect for private
life. In the Netherlands this function has traditionally been fulfilled by the
threshold of a ‘reasonable suspicion’.24 Nevertheless, different levels of
suspicion may apply relating to the intrusiveness of the investigative method or
the coercive power involved (compare ‘serious concerns’ for pre-trial detention’
with ‘reasonable suspicion’ for arrest or the use of SIT) and in relation to the
crimes involved (compare ‘reasonable suspicion of a crime’ for the classical
criminal investigation with ‘reasonable suspicion that crimes are being planned
or committed in an organized context’ for the criminal investigation of
organized crime).25 According to the government, the serious threat of terrorism
has now justified a lower threshold for using SIT in the criminal investigation
of terrorist crimes. The only compensating restriction offered to counterbalance
the breadth of the indications threshold is the restriction to terrorist crimes. The
interest of preventing terrorism has thus been considered so important to strike
a balance at a different point at the expense of legal protection.
Nevertheless, balancing the interest involved resulting in different gradations
of the suspicion threshold shall not result in a slippery slope of reasoning, where,
consequently, the adequate protection of persons against arbitrary and unnecessary interferences with their right to respect for private life can no longer be
offered. Whether weakening this safeguard against arbitrary interferences with
the right to respect for private life is in conformity, taking into account the entity
of the regulation, with the requirements of the restrictive clause of Article 8
ECHR will be addressed in the next section. Furthermore, section 4.2.2.2 will
address whether, taking into account the use of the different investigative
domains in practice, the adoption of the lower threshold of indications not only
theoretically but also de facto results in legal protection against arbitrary
interferences being traded in with the right to privacy.
4.2.1.3 The Principle of Legality and the Right to Respect for Private Life
As has been described in section 2.3.2.1, the principle of legality as laid down
in Article 1 CCP and the right to respect for private life, as guaranteed in Article
8 ECHR and Article 10 Constitution, complementarily impose conditions upon
the regulation of criminal investigative powers. These conditions can generally
be summarized as follows: 1) the restriction on the right to respect for private
life shall be provided by an Act of Parliament and shall be accessible to the
person concerned; 2) the provision in the law must be foreseeable to the person
concerned; and, 3) the restriction must be necessary in a democratic society. The
first requirement needs no further discussion, as the Act on the Criminal
Investigation of Terrorist Crimes provides for the adapted and new criminal
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Compare: Knigge 2005, 353.
See in detail sections 2.3.2.3.2 and 2.3.2.3.3.
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investigative powers, which meets the requirements of being ‘in accordance with
the law’ (Article 8 ECHR), being ‘accessible’ (under Article 8(2) ECHR; the
Act is published) and ‘established by an Act of Parliament’ (Article 10
Constitution and Article 1 CCP). The second requirement requires, more
specifically for the intrusive covert technique of wire-tapping that “the domestic
law must be sufficiently clear in its terms to give citizens an adequate indication
as to the circumstances in which and the conditions on which public authorities
are empowered to resort to any such measures.”26 The level of precision required
depends on the circumstances of the specific case. In that regard the ECrtHR has
enumerated the following factors to be taken into account: “the nature, scope
and duration of the possible measures, the grounds required for ordering them,
the authorities competent to permit, carry out and supervise them, and the kind
of remedy provided in national law”27 and, elsewhere, “the content of the
instrument in question, the field it is designed to cover and the number and
status of those to whom it is addressed.”28 Thirdly, the requirement of being
‘necessary in a democratic society’ requires that the powers introduced by the
Act pursue a legitimate aim, that the introduction of the powers meet a “pressing
social need” and that they are proportionate to the legitimate aim pursued.29 This
section will seek to examine the regulation of SIT under Title Vb, the preliminary investigation of terrorist crimes and the newly introduced search
powers on the basis of these requirements of ‘foreseeability’ (4.2.1.3.1) and
being ‘necessary in a democratic society’ (4.2.1.3.2).
4.2.1.3.1 Foreseeability
4.2.1.3.1.1 Title Vb
The main aspect on which the regulation of using SIT in the investigative
domain for terrorist crimes differs from the classical investigative domain and
the investigative domain of organized crime concerns the threshold of
application. As has been concluded in the previous section, ‘indications of a
terrorist crime’ is a ‘lower’ threshold and a vaguer concept, whereas other
compensating guarantees have not been adopted in the regulation of SIT. Hence,
it shall be determined whether the scope of the regulation is sufficiently defined
in order to be foreseeable under Article 8(2) ECHR. Several advisory entities
have expressed their concerns as to the compatibility of the regulation of SIT
under Title Vb with Article 8 ECHR.30 The government has unequivocally
responded to the concerns of these entities as well as of members of parliament
that the regulation of the use of SIT under Title Vb is compatible with the
requirements of the restrictive clause of Article 8 ECHR. The Act provides for
a precise regulation including different procedural safeguards, such as the order
26
27
28
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ECHR 29 June 2006, App. no. 45934/00 (Weber and Saravia v. Germany) (admissibility decision).
ECHR 2 September 2010, App. no. 35623/05 (Uzun v. Germany), para. 63.
ECHR 12 January 2010, App. no. 4158/05 (Gillan and Quinton v. The United Kingdom), para. 77.
See section 2.3.2.1.
See Kamerstukken II 2004/05, 30 164, no. 3, 3 and 10.
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of the public prosecutor, the authorization of the examining magistrate for the
more intrusive techniques, the assessment of proportionality and subsidiarity
implied in the requirement of ‘the interest of the investigation’ and the guarantee
of reporting and notification. The lower threshold of application is furthermore
justified by the significant threat of terrorism, which may victimize many
innocent citizens as well as the complex character of the criminal investigation
into terrorism.31
Nevertheless, the Council of Europe’s Commissioner for Human Rights,
Hammarberg, has expressed concerns, after visiting the Netherlands, as to the
compatibility of the Act on the Criminal Investigation of Terrorist Crimes with
Article 8 ECHR, “since the Act lacks the sufficient precision required to regulate
conduct.”32 The restrictive function of the threshold of indications in combination with these other procedural guarantees need to be further scrutinized in the
light of the case law of the ECHR in order to determine whether the regulation
of Title Vb provides the level of precision which is required to provide citizens
with an “adequate indication” of the conditions under which the government
may apply SIT against them.
As explained in the previous section, the threshold of application is a flexible
concept and this flexibility, within the context of the criminal investigation, is
related to the nature of the crimes involved. Furthermore, the threshold of
application, in combination with supplementary conditions, relates to the nature
of the interference caused by using a specific method upon the applicable
threshold. Also the ECHR in various cases has struck a different balance when
a threat of terrorism is involved. For example, the Court acknowledged that the
circumstance of a serious threat as terrorism is an argument for accepting a
lower standard of evidence required for meeting the threshold of a reasonable
suspicion justifying arrest or pre-trial detention. However, there must be “some
facts or information that would satisfy an objective observer that the person
concerned may have committed the criminal offence (...).”33 In addition, the
preamble to the “Guidelines on human rights and the fight against terrorism” as
adopted in 2002 by the Council of Europe declares that states have “the
imperative duty to protect their population against possible terrorist acts.”34
Moreover, the Council of Europe has adopted a Convention on the Prevention
of Terrorism imposing a ‘duty to investigate’ on the Member States “upon
receiving information that a person who has committed or who is alleged to have
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Kamerstukken II 2004/05, 30 164, no. 3, 3, 11-12, 16, 28-29 and 31-32, Kamerstukken II 2005/06,
30 164, no. 12, 5-6 and Kamerstukken I 2006/07, 30 164, no. D, 12-13.
Report by the Commissioner for Human Rights Mr Thomas Hammarberg on his visit to the
Netherlands 2009, 38-39 (para. 171).
ECHR 16 October 2001, App. no. 37555/97 (O’Hara v. The United Kingdom), para. 34 and ECHR
30 August 1990, App. nos. 12244/86; 12245/86; 12383/86 (Fox, Campbell and Hartley v. The
United Kingdom), para. 32.
Ibid., preamble.
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committed an offence set forth in this Convention may be present in its
territory.”35
Nevertheless, as has been explained in section 2.3.2.1 the ECrtHR also
requires that the use of covert intrusive techniques, such as electronic surveillance, is particularly precisely regulated.36 This does not necessarily mean that
the government may only use electronic surveillance when there is a reasonable
suspicion, considering that the Court has also accepted ‘broader’ forms of
electronic surveillance such as ‘strategic monitoring’ in the absence of a
reasonable suspicion.37 In addition, the ECrtHR has also accepted the use of surveillance in earlier phases for the prevention of crime.38 The entity of procedural
safeguards should “afford adequate safeguards against various possible abuses”39
and, hence, the absence of a strict threshold of application may be compensated
by other procedural safeguards which protect against abusive interferences with
the right to respect for private life.40
It has been concluded in section 3.2.1.2 that the threshold of ‘indications of
a terrorist crime’ is met when the information available requires action in order
to ensure that terrorism is prevented, also when this information would be
insufficient to establish a reasonable suspicion. Hence, the protective function
should not hinder the preventive action required, basically regardless of the
quantum of evidence present. For example, anonymous tip-offs that are difficult
to verify may justify the use of SIT against persons which increases the
possibility that, for instance, the telephone conversations of persons who cannot
be related to terrorist activities are also intercepted.41 Considering that the
threshold of application itself does not impose a clear restriction as to the scope
of the criminal investigative power of the government in the investigative
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Article 15 of the Council of Europe Convention on the Prevention of Terrorism, CETS 196,
16.V.2005 (Trb. 2006, 34): “(...) the Party concerned shall take such measures as may be necessary
under its domestic law to investigate the facts contained in the information.”
ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 33/32.
Nevertheless, these activities are conducted for the purpose of protecting national security (and not
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domain of Title Vb, it should be assessed whether the other requirements can
compensate for the lack of restrictions offered by the indications threshold.
In particular the requirement that the SIT may only be used in ‘the interest
of the investigation’ or, for the most intrusive techniques of infiltration and wiretapping, ‘upon a pressing investigative need,’ should further narrow down the
scope of the legal basis for SIT. This requirement implies an assessment of the
proportionality and subsidiarity of the use of a SIT in a specific case.42 Nevertheless, the assessment of proportionality and subsidiarity must be made on the
basis of the information establishing the indications in relation to the
interference with the right to respect for private life caused by using the SIT.
Hence, when the information is considered to contribute to the prevention of
terrorism, it is likely that also the proportionality and subsidiarity of using SIT
for this purpose will be accepted.
Furthermore, the specific authority responsible for ordering the SIT concerns
an additional safeguard.43 Like under Title IVa and Title V the public prosecutor
orders the use of SIT and, for the most intrusive techniques of electronic
surveillance and some of the subpoena powers, additionally, the authorization
of the examining magistrate is required (Articles 126zf and 126zm CCP). Hence,
also the assessment as to whether the facts and circumstances establish
indications and whether the use of the SIT is also ‘in the interest of the investigation’ or required for a ‘pressing investigative need’ shall be made by the
higher authorities of the public prosecutor and, sometimes, the examining
magistrate. This implies an important role for the public prosecutor and the
examining magistrate in deciding in concrete cases whether the use of SIT is, in
the light of the information available, also proportionate and necessary.
However, as indicated in section 2.3.2.4.2, it seems that the regulatory effect of
the principles is in practice limited, because judges are inclined to examine
investigative practices only marginally on the basis of the principles of
proportionality and subsidiarity.44 It can be expected that the proportionality and
subsidiarity of the use of SIT on the basis of information that can be related to
terrorist activities will usually be accepted. Moreover, the role of the examining
magistrate, who should also particularly assess the proportionality and
subsidiarity of the intended method, has become rather limited, due to time
constraints as well as a lack of insight into the complete investigation.45
The government had also argued that practical considerations will result in
further restrictions on the use of SIT: where the information available is very
soft, the use of SIT in order to investigate this information will be ineffective
and will also be an unreasonable burden on the capacity of the law enforcement
community.46 Nevertheless, such practical considerations do not impose any
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legal restriction on the use of privacy-intrusive investigative powers as required
under Article 8 ECHR and, therefore, would not contribute to rendering a
restriction on privacy rights foreseeable to the persons concerned.47
Lastly, the procedural guarantees of the duty to compile records and to notify
also apply to the use of SIT under Title Vb, which enables judicial control ex
post and may deter any arbitrary use of SIT under Title Vb. Nevertheless, also
the control facilitated by these requirements is rather limited and is largely
dependent on the subsequent prosecution of the persons investigated.48 Exactly
because the scope of the investigation upon indications is rather broad and may
concern anyone who can be related to the ‘indications of a terrorist crime’, the
deterrent function of ex post control may in practice be limited, even when there
is a possibility for a judicial challenge. As the ECrtHR also noted in Gillan and
Quinton v. The United Kingdom: “safeguards against abuse (...) provided by the
right of an individual to challenge a stop and search by way of judicial review
or an action in damages (...)” are rather limited “in the absence of any obligation
on the part of the officer to show a reasonable suspicion, [making it] difficult if
not impossible to prove that the power was improperly exercised.”49
Hence, it seems that the other procedural safeguards in addition to the
‘indications’ threshold do not impose considerable additional restrictions on the
scope of the investigative power. However, when we compare the regulation
under Title Vb with the regulation of Title IVa and Title V the only difference
concerns the threshold of application.
Especially the vagueness of this newly introduced threshold of application
gives reason for concern regarding compatibility with Article 8 ECHR. Because
the SIT can in fact be used whenever they can contribute to the prevention of
terrorism, the government has been granted a rather wide discretion. In the light
of the strict requirements which the ECrtHR has normally imposed on the
regulation of electronic surveillance, it may be doubted whether the regulation
indicates “the scope of [the] discretion conferred on the competent authorities
and the manner of its exercise with sufficient clarity, having regard to the
legitimate aim of the measure in question, to give the individual adequate
protection against arbitrary interference.”50 In that regard the restriction of using
the broad indications threshold only for terrorist crimes, which requires
indications of a terrorist intent among those people being investigated, may be
important with regard to compliance with Article 8(2) ECHR. However, also the
restrictive value of the limitation to terrorist crimes may be questionable, as the
term ‘terrorist crime’ is rather vague. In combination with the threshold of
indications, not being precisely defined, the exact scope of the investigative
possibilities remains vague.51 Considering that the sufficiency of the regulation
as to its foreseeability largely depends on the manner in which the different
47
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procedural safeguards take effect in practice, it will depend on the use of the
investigative powers of Title Vb in practice whether this, on a case-by-case
basis, may result in a violation of Article 8 ECHR.
This does not mean that adopting a regulation on which basis SIT may be
used upon a lower threshold of application in terrorist crime investigations is,
on its face value, incompatible with Article 8 ECHR. The Court decided in
Malone that a regulation which provides for discretion may not mean that the
law itself is “somewhat obscure and open to differing interpretation.”52 When we
take into account the explanation the government has given as to the applicable
procedural safeguards, a conclusion that the regulation for that reason violates
Article 8 ECHR is not warranted. Furthermore, the ECrtHR seems to attach
weight to the specific circumstances of the threat of terrorism, which may give
reason to offer the government more discretion in taking action for the
prevention of terrorism. The interpretation of foreseeability leaves a margin of
appreciation as the regulation shall be sufficiently precise “to a degree that is
reasonable” considering the specific circumstances of the case.53 In addition, the
scope of the right to privacy “depends on present day conditions and developments in social and political attitudes,”54 which concern circumstances that are
certainly influenced by the threat of international terrorism in the post-9/11 era.
Considering the foregoing, it is unlikely that the ECrtHR will consider the
regulation of SIT under Title Vb to be in violation of Article 8 ECHR.
Nevertheless, a risk of abuse because of the lack of restrictions offered by the
indications threshold as well as the related limited restrictive potential of the
proportionality and subsidiarity assessment mainly lies in the use of the SIT
under Title Vb in practice. Section 4.2.2.2 will deal with the practical
experiences of Title Vb and, on that basis, the implications for the protection
against arbitrary interferences with the right to respect for private life can be
further defined.
4.2.1.3.1.2 Preliminary Investigation of Terrorist Crimes
Within the preliminary investigation the government is granted an even broader
discretion considering that the preliminary investigation focuses on a group of
people in order to determine whether, within that group, terrorist or other serious
crimes are being planned or committed, which result in a serious infringement
of the legal order. Because of this wider scope, the use of SIT in the investigative domain of the preliminary investigation is excluded. Hence, notwithstanding its wide scope, the preliminary investigation cannot be compared with
strategic monitoring as assessed by the ECrtHR in Weber and Saravia v.
Germany55 and Liberty and others v. The United Kingdom,56 because the investi-
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gative techniques are limited to demanding stored information in the automated
systems of public or private organizations to be made available (Article 126hh
CCP) and accessing identifying information (Article 126ii CCP) and cannot
involve the interception of private communications.
Nevertheless, concerns regarding the expansion in the preliminary investigation to gather personal information have repeatedly been expressed during the
parliamentary discussion of the bill, including by the Board on the Protection of
Personal Data, which is a body that controls how the government deals with
personal details and its compliance with the Act on the Protection of Personal
Data. Because information relating to many people who are not suspected of a
criminal offense and, to a minor extent, even information relating to third parties
can be processed, the processing of information – data mining – might result in
fishing expeditions, and may even pose a risk of racial profiling. The government has also acknowledged that personal details relating to persons who are
subsequently cleared of any involvement in terrorist activities will be processed
and that also unexpected personal information will be gathered which is
irrelevant to the investigation.57 This constitutes an interference with the right
to respect for private life of persons not (yet) suspected of any crime. The
government had attempted to meet these concerns by applying several rules that
should guarantee the careful processing of information and adopting procedural
safeguards against abuse, thereby limiting the privacy intrusion.58
As described in section 3.2.1.2 these safeguards concern the following
aspects: the public prosecutor orders the preliminary investigation with the
permission of the Board of Prosecutors General; the most intrusive preliminary
investigative technique of Article 126hh requires the authorization of an
examining magistrate; exceptions to statutory privacy protection are only
possible if they are ‘necessary’ for the investigation; procedural guarantees (by
means of an automated system) have been adopted to minimize the privacy
implications and to prevent abuse; and the duty to compile records applies.59
Considering the limited interference with privacy rights, compared to the use of
SIT,60 the entity of the regulation of the preliminary investigative techniques
and, especially the applicable procedural safeguards that limit the interference
with private life caused by the investigative techniques to a minimum
(minimization procedures), it is likely that the procedural safeguards adopted
can, from the perspective of the ECHR, compensate for the rather wide initial
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scope of the preliminary investigation. These safeguards are capable of reducing
the scope of the investigation to its legitimate aim.61 In addition, also here the
interest of preventing terrorism may justify the adoption of more intrusive
preliminary investigative techniques especially for the preparation of the full
criminal investigation of terrorist crimes.
4.2.1.3.1.3 Search Powers for the Prevention of Terrorism
Under Title Vb and, hence, with the presence of indications, not only SIT but
also the searching of vehicles and objects and frisking (collectively referred to
as search powers) may be conducted for the purpose of preventing terrorism.
The foreseeability of the regulation of these powers under Title Vb differs in a
crucial aspect from the regulation of SIT. The selection of persons to be
subjected to these search powers is a discretionary authority for the investigative
officers, who are entitled to subject anyone in the 12-hour zone (indicated by the
order of the public prosecutor in the presence of ‘indications of a terrorist crime)
or in the security zone (indicated by an administrative decree) to these search
powers. The newly introduced powers for the prevention of terrorism resemble
the search powers of the UK in the metropolitan area of London, which were
recently assessed by the ECrtHR in Gillan and Quinton v. The United Kingdom
(2010).62 The Court decided in this case that the search powers are “neither
sufficiently circumscribed nor subject to adequate legal safeguards against
abuse.”63 The Court reached this conclusion because “the senior police officer
(...) is empowered to authorise any constable in uniform to stop and search a
pedestrian in any area specified by him within his jurisdiction if he considers it
‘expedient for the prevention of acts of terrorism’”, which gives police officers
broad discretion where the selection of persons to be searched is based upon “a
“hunch” by or the “professional intuition” of the officer concerned.64 Furthermore, the Court concluded that there was an absence of any “assessment of the
proportionality of the measure” and a “failure of the temporal and geographical
restrictions” (considering that an authorization is valid for 28 days and applies
to the Metropolitan Police District).65
Similar to the regulation of SIT under Title Vb, it shall be determined whether
the entity of the regulation affords sufficient precise regulation to compensate for
the lack of restrictions offered by the threshold of ‘indications of a terrorist crime’
or by the status as a security zone.66 Considering the argumentation of the
ECrtHR in Gillan and Quinton such additional restrictions may be found in
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temporal and geographical restrictions. In the Netherlands, the order of the public
prosecutor is valid for 12 hours (although extensions are possible) and the area
is geographically restricted to where ‘indications of a terrorist crime are present.’
In addition, it follows from the explanatory memorandum to the Act on the
Criminal Investigation of Terrorist Crimes and the discussion of the bill in
Parliament that the search powers are used in particular when there is a more
urgent threat at a specific location. Here, the investigative officers can contribute
to the prevention of terrorism by searching persons at the location and the specific
date and time insofar as this follows from the information establishing
‘indications of a terrorist crime.’67 This implies that at least the 12-hour zones are
necessarily relatively restricted areas. In addition, also the validity of the order is
restrictive, although the 12-hour period may be extended by 12 hours at a time.
The currently established security zones are also comparatively small areas.68
However, a temporal restriction is absent in the security zones.
Furthermore, the European Court has considered the absence of a
proportionality assessment as a reason for insufficient foreseeability. As also
emphasized by the government as a procedural guarantee against arbitrary
selection, a proportionality assessment is included in the regulation of search
powers by requiring that the powers can only be used in the ‘interest of the
investigation.’69 However, the proportionality assessment is, unlike the use of
SIT, only made on the spot, at the level of the investigative officer and not by
the ‘higher’ authorities of the public prosecutor or examining magistrate.70
Consequently, the risk of an arbitrary selection will clearly be present. This
seems to be comparable with the concerns of the ECrtHR that the selection of
persons to be searched will merely be justified on the basis of a “hunch” or
“professional intuition.”71
The proportionality assessment in relation to the lack of temporal restriction
in security zones seems to be especially worrisome: these zones are indicated by
an administrative decree on a semi-permanent basis and, consequently, the
investigative officer can apply the search methods at any time at his/her
discretion without involving the public prosecutor. It is assumed that within the
security zone indications of a terrorist crime are present on a more permanent
basis and, therefore, the use of the powers of Articles 126zq -126zs is a decision
which is at the exclusive discretion of the investigative officers.
Furthermore, the applicability of the duty to compile records and the
possibility to challenge illegitimate searches have been indicated as additional
procedural safeguards which protect against abuse.72 Nevertheless, as already
67
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stated in section 4.2.1.3.1.1 the deterring effect of review and control is limited
when the statutory requirement opens the door to broad (and maybe even
arbitrary) application.73
It can be concluded that compared to the UK’s search powers at issue in Gillan
and Quinton v. The United Kingdom, the Dutch search powers are subjected to
more meaningful geographical restrictions. Moreover, the use of search powers
in the 12-hour zone is also restricted by time, a restriction which is, however,
absent in the security zones. In the 12-hour zone the urgent threat will
necessitate a proportionate selection, thereby reducing the risk of abuse.
Nevertheless, granting investigative officers wide discretion to subject persons
to search powers involves a not to be neglected risk of arbitrariness.74 This risk
is especially present in the security zones, where the threat of terrorism is –
generally – less urgent. Within the security zones, it will be especially difficult
to control whether the investigative officers use these search powers only for the
purpose of preventing terrorism. The application of the search methods is a
discretionary authority belonging to investigative officers, without the involvement of the public prosecutor. It has not been chosen to require an order by the
public prosecutor for using search methods also in the security zones, which
would restrict the use of the search methods to situations of a concrete threat
and, consequently, reduce the risk of abuse.75 Considering the foregoing, it is
uncertain whether the Dutch regulation can withstand an examination on the
basis of Article 8 ECHR.76
4.2.1.3.2 Necessary in a Democratic Society
The second requirement of the restrictive clause of Article 8 ECHR on which
basis the criminal investigative powers for the prevention of terrorism need to
be scrutinized concerns the requirement of being ‘necessary in a democratic
society’. The adopted measures that interfere with the right to respect for private
life shall serve a legitimate aim. Furthermore, the measures must meet a pressing
social need and they shall be proportionate to the legitimate aim pursued. States
are granted a ‘margin of appreciation’ in determining what measures are
necessary in a democratic society, for which reason the courts only exert a
marginal examination with regard to this requirement.77
The government has emphasized in the explanatory memorandum that the
different measures meet not only the requirement of foreseeability, but are also
necessary in a democratic society. In that light the government pointed to the
need to take measures to confront the serious threat of terrorism and the
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proportionality of these measures in relation to that aim.78 Indeed, the aim of the
Act on the Criminal Investigation of Terrorist Crimes is to prevent terrorist
crimes, which is also one of the aims enumerated in Article 8(2) ECHR (the
prevention of crime and, in relation to specifically preventing terrorist crimes,
also the protection of national security).
Furthermore, necessity does not mean “strictly necessary” but the use of the
investigative power must be “more than useful or desirable.”79 Arguably, this
will require a stricter interpretation of the ‘indications’ threshold in combination
with the requirement of ‘in the interest of the investigation’ or ‘for a pressing
investigative need’. The necessity of using investigative powers when very soft
information has been obtained or using search methods in security zones in the
absence of an urgent threat may be difficult to uphold. Nevertheless, the Court
generally accepts the necessity of far-reaching investigative powers, especially
where these measures have been adopted for the purpose of protecting national
security. However, in order to be also proportionate to the legitimate aim, the
Court requires procedural safeguards that protect the individual against abuse.80
Hence, also in the light of the requirement of being ‘necessary in a democratic
society’ the Court will balance the interest of protecting the individual’s privacy
against the interest of protecting national security and pay attention in particular
to the compensating procedural safeguards protecting against abuse where the
government is granted a wide discretion to apply intrusive investigative
techniques, for example, as a consequence of an application threshold that does
not impose meaningful restrictions.
It is clear that also for the assessment under this Article 8(2) requirement, the
involvement of a threat of terrorism will be favorable for reaching a positive
conclusion. The conclusion can be drawn that the requirement of being
‘necessary in a democratic society’ is met, considering the goal of the Act on the
Criminal Investigation of Terrorist Crimes and the procedural safeguards
adopted in the Act, in abstracto. Nevertheless, it shall be assessed on a case-bycase basis whether the information triggering the use of the investigative powers
in combination with the applicable procedural guarantees render the use
‘necessary in a democratic society.’ The use of SIT or search powers in a
specific case may not be necessary in a democratic society, exactly because the
extent of the discretion granted under Title Vb and the commensurate risk that
also the additional procedural guarantees – in particular the proportionality
assessment on behalf of the investigative officers as well as on behalf of the
public prosecutor or examining magistrate – become rather meaningless.81
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4.2.2 Trends in Criminal Investigative Policy
4.2.2.1 Balancing Prevention against Legal Protection
The changes described in Chapter 3 that have facilitated the anticipative
criminal investigation shall not be considered as isolated developments. On a
general level, roughly the last two decades can be characterized by an increasing
focus on security, primarily as a consequence of the political and societal
climate,82 which has resulted in a variety of measures in criminal law and
administrative law to enhance the powers of the government to combat crime
and disturbances to the public order.83 This societal and political climate, where
the prevention of crime and risk reduction are preferred above reacting ex post,
involving a reasoning that also legal protection may be sacrificed for the purpose
of achieving more security, has influenced, in the first place, the legislature and,
although to a more limited extent, also the judiciary.84
In Chapter 3 the different legislative measures have been described, which
are all underpinned by the preventive paradigm. Nevertheless, this does not only
apply to anti-terrorism legislation, but to all legislative measures that have been
adopted in order to increase security. Moreover, although using the criminal
justice system for prevention was already pursued before the attacks of 9/11, the
threat of international terrorism has accelerated this development where
prevention is the central notion in order to achieve security.85 Outside the context of anti-terrorism legislation, inter alia, the Act on Measures to Confront
Football Hooliganism and Serious Public Nuisance has been adopted, and all
these measures have a clear preventive focus.86 On the basis of this Act the
mayor can impose bans for certain areas or bans on gathering in the context of
the enforcement of public order. If there are serious concerns that a person is
intending to commit criminal offences and because of the nature of the offenses
or the ‘person’ of the suspect, the public prosecutor can forbid that person from
entering or going a certain place or require that person to report to a police
station at certain times. The purpose of this power of the public prosecutor is not
to punish criminal offenses, but to prevent them.87 This Act fits within the
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development where criminal procedural powers are used as instruments for the
prevention of crimes, instead of primarily as an ultimum remedium to react to
criminal offenses. In addition, it touches upon the relation between administrative enforcement and criminal enforcement, considering the overlap in the
purposes of the prevention of crime and the prevention of disturbances to the
public order. This latter subject will be assessed in section 4.3.2.
Acts such as this, as well as the range of counterterrorism Acts, have been
adopted over the past decade under the denominator of the necessity to act
against the serious threat of terrorism, which has justified measures that broaden
the government’s powers in the field of criminal law and administrative law,
sometimes without clear evidence of any necessity, by the rationale of being
‘better safe than sorry.’88 This may also be exemplified by the argumentation of
the government in the explanatory memorandum of the Act on the Criminal
Investigation of Terrorist Crimes: the measures proposed in the Act are
compatible with Article 8 ECHR, because the significant threat of terrorism
justifies the use of criminal investigative powers that interfere with the right to
respect for private life upon a lower statutory standard.89
The political and societal climate resulting in various measures in the field
of criminal law in order to use the criminal law for preventive purposes seems
to have also influenced the judiciary. Of course, it is also the task of judges to
take into account the societal impact of criminal behavior. Likewise, judges
have the task of ensuring that defendants are granted the necessary legal
protection and that the use of criminal investigative powers has to observe
fundamental rights and principles. The courts’ sensitivity to social anxiety
concerning insecurity and criminality and, in that respect, the importance of
establishing the truth with regard to committed crimes, have in particular
influenced (and can still influence) the manner in which criminal investigative
illegitimate actions have been sanctioned.90 Consequently, investigative officers
have been granted more discretion in their criminal investigative activities,
whereas the principles of proportionality and subsidiarity are used, instead of
supplementary protective principles, to justify more investigative discretion.91
Also the courts balance all the interests involved in order to determine whether
or not illegitimate interferences with the right to privacy will be sanctioned.
When judges follow the societal and political climate where the interest of an
expedient criminal justice system and the interest of prevention have obtained
the most weight, it is clear that this will result in a less strict application of
Article 359a CCP. The decision of the Supreme Court setting out the general
rules for the scope and applicability of Article 359a CCP has provided judges
with broad discretion, where the interests of an expedient criminal investigation
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and the prevention of terrorism may be taken into account in order to decide
whether or not to attach consequences to illegitimate actions.92
4.2.2.2 Choosing between the Criminal Investigative Domains
The experiences in practice since the entry into force of the Act on the Criminal
Investigation of Terrorist Crimes, which have been analyzed in three evaluation
reports covering the period 2007-2010, demonstrate that the newly introduced
investigative possibilities have been used only reluctantly, also in criminal
investigations concerning terrorist activities.93 Furthermore, none of the criminal
investigations based upon indications has resulted in a criminal prosecution.94
The most important conclusion of the evaluation report two years after the entry
into force of the Act on the Criminal Investigation of Terrorist Crimes was that
a difference between the nature or source of the information that has triggered
a terrorism investigation under Title Vb or that has triggered a terrorism investigation under Title IVa/V could not be demonstrated. Moreover, only 3 of the 15
criminal investigations of terrorist activities that involved the use of SIT were
conducted under Title Vb. Hence, it was concluded that the choice for either
using Title Vb or Titles IVa or V does not seem to depend on the level of
information available, but more on the preferences and specific knowledge of
the specific employee of the PPS.95 The third evaluation report, covering the
period 2009-2010, has not warranted a different conclusion.96 In this period only
3 of the 25 criminal investigations that concerned terrorism were conducted on
the basis of ‘indications of a terrorist crime.’
On the basis of these practical experiences a few conclusions can be drawn.
Firstly, considering that none of the criminal investigations based upon
indications has been followed up by a criminal prosecution, it appears that the
interest of prevention indeed supersedes the interest of gathering evidence for
criminal prosecution. Most of the criminal investigations initiated (under Title
Vb but also terrorism investigations under the other Titles) were used to exclude
risks and were therefore typically minor and short.97 Secondly, the investigative
possibilities under Title Vb have not resulted in the use of starting information
that is vaguer, whereas the use of starting information from the AIVD or CIE is
also not typically restricted to the investigative domain for terrorist crimes.
Hence, on that basis a clear difference between indications and a reasonable
suspicion cannot be demonstrated.98 Nevertheless, it follows from the last
evaluation report that a particular public prosecutor has chosen for the investigative domain of terrorist crimes, because the information available was
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‘extremely light’ and could not establish a reasonable suspicion.99 Considering
this explanation, it seems that although such situations may rarely arise, the
indications threshold may indeed be used as a last resort when the information
available is insufficient for establishing a reasonable suspicion. In the third
place, the PPS and the police seem to prefer to apply SIT within the classical
investigative domain rather than using the newly created possibilities especially
to act in earlier phases.
To start with this last conclusion, the preference for investigating under the
most restrictive threshold of application, namely a reasonable suspicion of a
crime having been committed, is not particular to terrorism investigations. In
section 2.3.2.3.2.2 it was already indicated that Title V is rarely used and also
organized crime investigations are often conducted within the classical investigative domain. Title V was – in the field – already understood as a last resort to
be used when the threshold of the classical investigative domain cannot be met,
a conclusion which was drawn after the entry into force of the Act on the
Criminal Investigation of Terrorist Crimes.100 The adoption of the Act on the
Criminal Investigation of Terrorist Crimes has not changed this trend. When
the PPS and the police are confronted with information concerning terrorist
activities, a choice can now be made between three investigative domains. The
investigative domain of terrorist crimes can in that light be typified as a ‘last
resort bonus’ to be used in the very exceptional situation that an investigation
cannot be conducted upon the establishment of a reasonable suspicion. Nevertheless, this does not undermine the preventive purpose of the Act, the reason
for which the indications threshold has been adopted. It must be possible to
initiate a criminal investigation and use SIT at anytime that information is
available and requires to be investigated in order to optimize the realization of
preventing terrorism.
The purpose of the investigative activities shall, however, determine the
choice for the investigative domain. Also the difference between Title V and
Title IVa should concern the purpose of the investigation and, consequently, the
phase of the criminal investigation. When the criminal investigative domain of
organized crime is used, the reason for choosing this domain has usually –
although not exclusively – been the focus of obtaining a better picture of the
criminal organization as a whole instead of focusing on one or more concrete
suspects. Nevertheless, a clear dividing line between the investigative domains
cannot be identified, which is in particular lacking with regard to the
investigative phase. The Court of Appeal of The Hague has considered that Title
IVa and Title V do not necessarily differ on the basis of the investigative phase,
but that the purpose of the investigation concerns the distinguishing element.101
Nevertheless, the purpose of the investigation has in practice not been decisive
for choosing between investigative domains. But when a reasonable suspicion

99 Van Gestel 2010, 9.
100 Krommendijk et al. 2009, 135-137.
101 Gerechtshof ’s-Gravenhage 2 October 2008, LJN BF3987 (Piranha).
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can be established according to the opinion of the PPS and the police, the
classical investigative domain is usually chosen.
An adverse consequence of the emphasis on the classical investigative
domain is that the reasonable suspicion threshold is being stretched in order to
enable criminal investigations with a wider scope and for proactive or preventive
purposes. This may clarify why the indications threshold does not really differ
from the reasonable suspicion threshold as to the level of information
required.102 In fact, for determining whether the reasonable suspicion threshold
is met the interest of the investigation seems to be decisive, whether this interest
concerns truth-finding with regard to a committed crime or the prevention of a
terrorist crime. Hence, in fact the classical investigative domain is used to
pursue three different purposes, depending on the nature of the crimes to be
investigated, whereas the investigative domains of Title V and Title Vb are
limited to organized crime, for the purpose of obtaining a picture of the
complete organization, and terrorist crimes, for the purpose of prevention.
This does not mean that the value of the investigative domain for terrorist
crimes has not been discerned in the field. It has been indicated that the
indications threshold in comparison with a reasonable suspicion can be valuable
in order to assess observed behavior in the right context, to exclude risks and to
assess and evaluate information. The investigative domain has been used for
these purposes on several occasions.103 Furthermore, the indications threshold
has been used at least once when the information available was insufficient to
establish a reasonable suspicion, but an investigation was nevertheless
considered necessary in order to exclude risks.104 Nevertheless, the fact that the
majority of terrorism investigations are conducted upon the establishment of a
reasonable suspicion, which does not seem to hinder criminal investigative
action for the purpose of prevention, raises doubts as to the necessity of enabling
the investigative domain for terrorist crimes.
Considering these findings, the practice in choosing between the different
investigative domains does not correspond with some of the expectations of the
introduction of the investigative domain for terrorist crimes. A significant goal
of the Act on the Criminal Investigation of Terrorist Crimes was to have the
situation where (typically) the AIVD or CIE would transfer information to the
PPS and the police at an earlier point in time in order to be able to initiate a
criminal investigation based upon indications and to gather evidence with regard
to preparatory activities concerning terrorist crimes, on which basis a prosecution can subsequently be initiated.105 Whereas more cooperation between the
PPS and AIVD has been established, this development cannot be attributed to
the entry into force of the Act on the Criminal Investigation of Terrorist Crimes
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but rather to newly established cooperation forms (see section 3.3.5) and an
increased focus on terrorist activities in the post-9/11 era.106 Although the
adoption of the Act on the Criminal Investigation of Terrorist Crimes was (also)
considered to establish a change as to the manner in which the AIVD, the PPS
and the police shall jointly work on the prevention of terrorism, this change
could also be achieved under the criminal investigative framework as was in
force before February 2007.107 The lack of clear evidence as to necessity also
touches upon the legitimacy of the measures that, at least on paper, trade off
legal protection.108
However, instead of rejecting the adopted legislation because one of the main
legitimating reasons for amending the law has lost its validity, it is preferable to
retrieve the legitimacy by realizing more attention for the rationale behind
choices between the investigative domains on the basis of the purpose of the
investigation. This would serve the interest of legal protection as well as the
interest of effective criminal investigation and corresponds with the original
intention of the legislature. Founding the choice for a specific investigative
domain on the purpose of the investigation could stop the development where
the reasonable suspicion threshold is further watered down, while broader
proactive and preventive investigative possibilities are allowed for organized
crime and terrorist crimes. At the same time these broader investigative
possibilities are then also restricted to the more complex investigation of
organized crime and for pursuing the preventive interest when terrorist crimes
are involved. In addition, a stricter distinction on the basis of the investigative
purpose would clarify the different investigative possibilities of the investigative
domains for those who need to apply them in practice.109
Lastly, attention should be paid to the choice between the investigative domain
for terrorist crimes and the preliminary investigation. It seems that both in the
examples mentioned in the explanatory memorandum and in practice the
investigative domain for terrorist crimes is used for ‘preliminary investigative
purposes.’ The preliminary investigation will normally be used to investigate
‘certain sectors of industry’, such as the harbor sector. It is, however,
questionable whether the investigation of a certain sector will be useful for
preparing terrorism investigations, considering that it is unlikely that there is a
certain branch in which ‘terrorism’ is rooted. The limited value of the
preliminary investigation is supported by the fact that in the period 2007-2010
the preliminary investigative domain has never been used in terrorism cases. The
use of SIT within a criminal investigation based upon indications is considered
more suitable for investigating multiple companies and groups of persons related

106 De Poot et al. 2008, 52 and 57-58 and Rapport Evaluatie Antiterrorismemaatregelen 2011, 49 and
Van Gestel et al. 2009, 19.
107 See Rapport Evaluatie Antiterrorismemaatregelen 2011, 49.
108 Compare Van Kempen 2005B, 7 and Rapport van de Commissie Evaluatie Antiterrorismebeleid
2009, 62-63.
109 This recommendation will be further elaborated in Chapter 9, sections 9.3.1.1 and 9.3.1.2.
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to terrorist activities. Hence, ‘preliminary investigative purposes’ (preparing
‘full’ criminal investigations within the classical investigative domain) have also
been pursued under Title Vb, for example by checking on persons who are
acquainted with a terrorist suspect in order to check whether information can be
found that one or more of these persons are also involved in the preparation and
planning of terrorist crimes.110 Hence, in addition the necessity of the expanded
preliminary investigative domain can be questioned. However, similar to a more
precise distinction between criminal investigative domains on the basis of the
investigative purpose, choosing between the preliminary investigation and the full
criminal investigation under Title Vb on the basis of a more precise distinction
between the purposes of the investigation will further legal protection. Criminal
investigations into the circle of acquaintances of a terrorist suspect in order to
search for information that can connect one or more of these persons within this
circle to terrorist activities concerns, typically, a preliminary investigative
purpose, for which purpose the use of SIT has been excluded. When information
is found that can indeed link these persons to terrorism investigations, the
criminal investigative domain for terrorist crimes can be resorted to.111
4.2.3 Shifting Responsibilities among the various Actors
The Dutch criminal justice system is operated by actors having a shared
responsibility for the legitimacy and fairness of the investigative activities with
a hierarchical dimension in order to realize accountability for using criminal
procedural powers (see section 2.3.1). The public prosecutor and the examining
magistrate both have responsibility with respect to the overall legitimacy and
fairness of the criminal investigation. The use of particular investigative
methods concerns a hierarchically structured system of responsibility between
the actors. The measures that have realized anticipative criminal investigations
have touched upon the division of responsibilities between these actors in this
hierarchical structure (in particular the police, the PPS and the examining
magistrate), primarily by attributing more discretion to the police to enable a
preventive focus without compensating for the increased discretion with
strengthened supervision.
Different developments in the post-9/11 era can be indicated that have
resulted in a shift in the actors’ responsibilities. In the first place, the focus on
gathering as much information as possible in order to prevent terrorism is not
only a responsibility of the AIVD and RIDs, but also of the CIE at the national
and at the regional police levels (section 3.2.2). This has resulted in a central
role for the police in the prevention of terrorism and increased police action on
the basis of information that is difficult to control. Secondly, the Act on the
Criminal Investigation of Terrorist Crimes has increased the powers of the PPS
and the police, without compensating for more discretion to act for prevention

110 Van Gestel et al. 2010, 9. See also De Poot et al. 2008, 19.
111 See further Chapter 9, sections 9.3.1.1 and 9.3.1.2.4.
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by an expanded check by the examining magistrate through additional warrant
requirements for the use of SIT based upon indications for preventive purposes.
Considering the extent of the indications threshold (as dealt with in section
4.2.1.2), the chances of unjust investigative action based upon information that
requires criminal investigative action in order to make sure that everything is
done for the prevention of terrorism have increased. Furthermore, in particular
the newly introduced search powers have extended the discretion of the police
considering that they may use the search powers without further authorization
in the 12-hour zones and in the security zones. The hierarchical system of
authorization for investigative powers that more than to a limited extent interfere
with the right to privacy has been completely left aside with regard to the use of
search methods in security zones, considering that the decision to label a
particular zone as a security zone is done by means of an administrative decree
instead of, like for the 12-hour zone, an order by the public prosecutor.
The legislature has not chosen to compensate for terrorism prevention with
increased responsibility, which goes hand in hand with increased investigative
discretion, especially for the police and PPS, with strengthened judicial
oversight. An exception concerns the increased investigative powers in the
preliminary investigation. Here, the legislature has chosen the position that the
use of the preliminary investigative technique of Article 126hh CCP (ordering
that information from third party automated information files be made available)
requires the prior authorization of an examining magistrate to compensate for
the more privacy intrusive nature of the technique that can be used against
persons who cannot (yet) be connected with criminal activities. Nevertheless,
not only the hierarchical structure of authorization enables the shield function
of the actors in the criminal investigation. In addition, the principles of
proportionality and subsidiarity and the control exerted by the trial judge
through the application of Article 359a CCP function as safeguards against
illegitimate and unnecessary investigative action.
As has been explained in section 2.3.1 the protective function of the
principles of proportionality and subsidiarity, applicable in addition to the legal
requirements for using investigative powers, should direct the actors responsible
for using criminal investigative powers during the investigation and compliance
with these principles is subject to control by the trial judge. The hierarchical
organization of attributing powers during the criminal investigation aims to
guarantee that higher authorities assess both whether the legal requirements have
been met and that the principles of proportionality and subsidiarity have been
complied with when the interests involved are more pressing. The abovementioned developments touching upon the division of responsibilities between
the criminal investigative actors affect the protective function of the
hierarchically structured decision-making and the possibilities to exert control
ex post. Hence, it should be assessed whether the complete system of
hierarchical control from the police to the trial judge is still in a state of balance.
This will be done in this section by addressing three different implications.
Firstly, the decision not to change the hierarchical system of authorization for
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SIT to compensate for the more intrusive nature of using SIT in the investigative
domain of terrorist crimes and the manner in which the authorization of search
powers is regulated will be subjected to further scrutiny (section 4.2.3.1).
Secondly, the ability of the principles of proportionality and subsidiarity and the
‘threat’ of ex post control on the legitimate use of investigative powers to
safeguard also the shield responsibility of the police and PPS will be addressed
(section 4.2.3.2). Lastly, section 4.2.3.3 will draw some conclusions as to the
shifted responsibilities of the actors that have a role in the criminal investigation.
4.2.3.1 Authorization of Investigative Methods
Similar to the use of SIT in the classical criminal investigation and in the
organized crime investigation, the public prosecutor is entrusted with a
controlling role with regard to the legitimacy (as to the statutory requirements,
including an assessment of proportionality and subsidiarity) of the use of SIT
upon ‘indications of a terrorist crime’ in a particular case. The government
explained that, although much will depend on the professional judgments of the
investigative officers as to whether or not indications of a terrorist crime are
present and the use of a special investigative technique is in the interest of the
investigation, the public prosecutor should still fulfill a full controlling role with
respect to the question whether or not indications can be established in a
particular case. The public prosecutor should assess the facts and circumstances
on which the indications are based. However, he can include the professional
judgments of the investigative officers as to how to interpret and assess the
information available. According to the government, factors such as the
verifiability and reliability of the information should play an important role
when assessing whether a technique can contribute to the prevention of a
terrorist crime. The manner of assessing the information shall be similar to the
situation in which a reasonable suspicion is required; however, the facts and
circumstances in question will be less concrete and verifiable.112 Only after an
independent determination concerning the presence of indications of a terrorist
crime will the public prosecutor order the use of a special investigative
technique. The same consideration applies with regard to the required
authorization of the examining magistrate for some SIT.113 Emphasizing the
similarities with the system of authorization in the classical investigative domain
and the investigative domain for organized crime, the legislature considered it
unnecessary to adapt the hierarchical system of authorization by expanding the
role of the examining magistrate as a warrant judge in the investigative domain
for terrorist crimes.114

112 Kamerstukken II 2004/05, 30 164, no. 3, 11.
113 Kamerstukken II 2005/06, 30 164, no. 7, 18.
114 With the exception of the preliminary investigative technique of Article 126hh CCP. This concerns
a newly introduced technique with a more intrusive character than the other preliminary investigative techniques, for which reason the legislature considered the additional authorization of the
examining magistrate for this technique to be required.
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However, the argumentation of the government ignores the fact that the
balance in the hierarchical system, where more intrusive powers are compensated by higher hierarchical authorization, has been affected by attributing
the PPS and/or the police with more powers to investigate upon a rather vague
criterion, allowing investigative activities on the basis of soft information from
uncontrollable sources (CIE or AIVD) and involving persons who cannot be
suspected of a crime. In this light a member of parliament for the Socialist Party
has proposed an amendment to the bill in order to realize judicial control in the
form of an authorization by the examining magistrate to compensate for the
lower application threshold of SIT by referring to the value attached by the
ECrtHR to judicial control over broad investigative discretion.115 The legislature
has, however, not adopted this proposed amendment to the bill, arguing that the
nature of the specific special investigative techniques with regard to the
seriousness of the interference with privacy rights is the only relevant factor for
deciding whether or not an ex ante judicial check is required.116 However, the
nature of the specific interference with the right to respect for private life caused
by the use of a SIT cannot be determined completely separately from the fact
that under the ‘indications’ threshold the possibilities of subjecting persons who
cannot be connected to terrorist activities to SIT have increased.
This means that control over the legitimacy of using a specific investigative
power remains primarily with the public prosecutor. The Act on Strengthening
the Position of the Examining Magistrate intends to realize his/her strengthened
position in the criminal investigation, not by expanding his/her role as a warrant
judge but by strengthening his/her position for the purpose of exerting control
over the quality of the criminal investigation in general at the request of the
public prosecutor or defense or ex officio.117 However, his/her concrete
controlling authority with regard to the legitimacy of SIT remains limited, as a
consequence of the marginal examination exerted as to whether the statutory
requirements are met (which includes an assessment of proportionality and
subsidiarity on the basis of the statutory requirement ‘in the interest of the
investigation’ or ‘upon a pressing investigative need’) and as a consequence of
the heavy caseload and the limited insight into the underlying file.118 Hence, it
does not appear that the Act on Strengthening the Position of the Examining
Magistrate will also improve the controlling capabilities of the examining
magistrate as a warrant judge. In addition, it may be doubted whether the
examining magistrate may fulfill an important additional check as a warrant
judge for the use of SIT on the basis of indications of a terrorist crime. Because
of the breadth of the indications threshold and the dominance of the interest of
preventing terrorism when making a proportionality and subsidiarity assessment,
it generally seems that points of departure will be absent for refusing a request
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to authorize a SIT.119 In this light, the prior authorization of the examining
magistrate may have a more theoretical than a concrete additional protective
value.
A special situation concerns the possibility to use search powers on the basis of
indications in the 12-hour and security zones. Under the Economic Offenses Act
and the Weapons and Ammunition Act the police could already apply search
methods when there are indications relating the person (or his/her objects) to an
offense criminalized in the Acts without the prior authorization of the public
prosecutor. But using search methods against anyone in a particular area
requires the authorization of the public prosecutor. For the use of search powers
in order to prevent terrorism, the order of the public prosecutor is first required
in order to determine the area where and the period during which the search
powers can be used because of the presence of ‘indications of a terrorist crime’
with regard to that area. Subsequently, within that area the police are given the
discretion to apply search methods ‘in the interest of the investigation’, which
means that the selection of persons to be searched is made on the basis of an
assessment of the proportionality and subsidiarity of the search, in the light of
the indications of a terrorist crime. Hence, the search methods in the 12-hour
zones are comparable to the use of search methods under the special criminal
statutes where such search methods can be used upon an order by the public
prosecutor against anyone. However, the broad discretion afforded to the police
to apply search methods in security zones without the involvement of a public
prosecutor or an examining magistrate seems to break with the hierarchical
system of authorities in the criminal investigation. Also the Weapons and
Ammunition Act (Articles 50-52 WWM) provides for the possibility to use
search powers in security zones, but only upon the order of the public prosecutor
and for a period of 12 hours. The investigative officers are thus attributed wide
discretion to use search powers in security zones without the involvement of any
higher authority in the criminal investigation system. It seems that an
administrative decree is intended to replace the indications of a terrorist crime
threshold, which, however, may not be expected to replace the assessment of,
in particular, the proportionality and subsidiarity of using search powers in that
particular area for the purpose of preventing terrorism.120
4.2.3.2 Protective Function of the Principles of Proportionality and
Subsidiarity and Ex Post Judicial Control
The expanded investigative discretion for the PPS and the police has not been
compensated by broadening the control function of the examining magistrate as

119 Compare: Van Kempen 2005B, 10.
120 Van Kempen advocates additional control by means of an order by the public prosecutor in
security zones and an authorization by the examining magistrate before indicting 12-hour zones.
Compare: Van Kempen 2005B, 6-7.
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a warrant judge. Hence, as regulatory elements the principles of proportionality
and subsidiarity as well as the ex post judicial control of the trial judge should
function as sufficient safeguards to prevent an abuse of power by the PPS and
the police.
As has been addressed before, police officers will generally be inclined to
assume proportionality and subsidiarity when confronted with information
requiring action to prevent terrorism. In fact, the principles will generally be
used to afford the PPS and the police with more investigative discretion to act
upon information concerning a terrorism threat. This may also be recognized in
the manner in which the threshold of a reasonable suspicion has been interpreted.121 At the same time, it follows from the evaluation reports on the Act on
the Criminal Investigation of Terrorist Crimes that prosecutors are aware of their
responsibility to make a careful assessment of the interests involved by
indicating that from a legal protection point of view SIT, based upon indications,
should preferably only be used to assess a particular situation and to exclude
risks. When SIT are used for the purpose of evidence gathering against
someone, it would be important to firstly label this person as a suspect.122
The Supreme Court has considered that a more marginal examination of the
use of criminal investigative powers is warranted when a higher authority has
been involved in the authorization of the investigative powers. Considering the
increased investigative discretion of the PPS and the police, this should require
a more precise examination by the trial judge under Article 359a CCP.123
However, this control (which also applies to the control exerted by the
examining magistrate when his/her warrant is required for the use of SIT124) is
impeded as a consequence of the nature of the information generally used as
starting information for the criminal investigation of terrorist activities. A
substantive check on the reasonableness of basing indications or a reasonable
suspicion on information from unknown sources is impeded where the
background of the information cannot be checked and an assessment of the
proportionality and subsidiarity of the use of a SIT in the light of this information cannot easily be made.
The impeded controlling possibilities of the trial judge may be compensated
by procedures for hearing witnesses who can testify with regard to the veracity
of the starting information. With regard to the exertion of control over the CIE
information, there is the possibility to hear a ‘lawfulness witness’, who, as an
officer of the CIE, is able to testify about the veracity of the information.125
When AIVD information is used as starting information the procedure as
adopted by the Act on Shielded Witnesses can be followed.126 It will be

121 See section 2.3.2.3.
122 De Poot et al. 2008, 50.
123 HR 11 October 2005, NJ 2006, 625, para. 3.5.1 and 3.5.2 and HR 21 November 2006, NJ 2007, 233
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124 See: Van der Meij 2010A, 554-560.
125 Brinkhoff 2009, 123-128.
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explained in more detail in section 4.3.3 why these procedures are not capable
of fully compensating for the lack of control over the use of criminal
investigative powers on the basis of CIE or AIVD information. This subject will
be dealt with there, because the impediments on control are most significantly
a consequence of the increased use of intelligence in criminal proceedings and
the intelligence-led focus of the PPS and the police.
Furthermore, the control exerted by the trial judge on the basis of the
principles of proportionality and subsidiarity cannot be considered to compel the
PPS and the police to use more restraint in the course of the criminal
investigation. Also the trial judge will be inclined to attach more weight to the
threat of terrorism when determining whether the PPS and the police could
reasonably decide to use a specific criminal investigative power. In addition, on
the basis of an examination of the manner in which courts have used the
principles of proportionality and subsidiarity to provide protection in addition
to the statutory requirements, Franken has drawn the conclusion that in recent
case law proportionality and subsidiarity are primarily used as arguments for not
sanctioning illegitimate actions in the course of the criminal investigation.127
And the legislature has also emphasized that the central role of the principles of
proportionality and subsidiarity with regard to the fairness of the use of a
technique in a particular situation may also lead to the conclusion that such an
examination would result in the balance normally struck for conventional crime
now being different as a result of the nature of terrorist crimes.128
In this regard it can be questioned to what extent ex post judicial control may
compensate for a lack of ex ante control over the use of investigative powers.
This conclusion is here drawn on the basis of an assessment of the legislative
developments that have touched upon the division of responsibilities between
the actors. It may even be strengthened when taking into account the manner in
which prevention is balanced against legal protection in the post-9/11 era
(section 4.2.2.1) which also influences the ‘judge who is responsive to societal
and political developments.’129
The ECrtHR has emphasized the importance of effective judicial control over
investigative powers that interfere with Article 8(1) ECHR: “The rule of law
implies, inter alia, that an interference by the executive authorities with an
individual’s rights should normally be assured by the judiciary, at least in the
last resort, judicial control offering the best guarantees of independence,
impartiality and a proper procedure.”130 In Sanoma Uitgevers B.V. v. The Netherlands, the European Court emphasized in this regard the value it attaches in
particular to ex ante judicial control in order to prevent serious intrusions of rights
protected in the Convention, in this particular case Article 10 ECHR with regard
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to the protection of journalistic sources.131 Especially where state authorities seek
to use intrusive investigative techniques, ex ante control by a judge is preferred
and in some situations, such as in Sanoma where the criminal investigative
interest clashed with the privilege of confidentiality with regard to journalistic
sources, is even necessary to provide an adequate procedural safeguard.
Furthermore, a challenge regarding a violation of Article 8 ECHR, although
it may be recognized in court, may not be remedied through the application of
Article 359a CCP, considering that the judge will determine, in the light of
Article 6 ECHR, whether the defendant can no longer, without imposing a
sanction, receive a fair trial, which may result in the decision not to attach
consequences also to investigative activities in violation of Article 8 ECHR.
Arguably, the defendant is then denied an effective remedy as to Article 13
ECHR.132 Nevertheless, an effective remedy may also be provided outside the
context of the criminal proceedings, for example, through civil proceedings or
a complaint addressed to the National Ombudsman.
4.2.3.3 Conclusion
An increased focus on affording the investigative actors, the PPS and the police,
with sufficient discretion in order to act for the purpose of preventing terrorism
has not resulted in measures which rebalance the division of responsibilities in
the criminal investigation. In addition, partly as a consequence of the nature of
the information used as starting information for criminal investigations for the
prevention of terrorism and partly as a consequence of the manner in which the
courts have approached the controlling role of the judiciary on the legitimacy of
criminal investigative activities, the core of the shield responsibility is vested
with the public prosecutor. At the same time, the PPS will be confronted with
information requiring investigative action to exclude risks. Although it follows
from the evaluation reports that public prosecutors take the balancing of all
interests involved seriously before choosing specific criminal investigative
activities, considering their reluctance to use SIT on the basis of indications and
the preference for ‘mini-investigations’ to exclude risks, the possibility that
persons will be subjected to criminal investigative powers without a sufficient
reason has increased. After all, acting upon vague information to ensure that
terrorism is prevented involves a considerable risk that it will subsequently
become apparent that the information was inaccurate.133 This may be illustrated
by some of the terrorism arrests and searches that have been in the media in the
last couple of years. For example, on December 25, 2010 twelve Somali men
were arrested on the basis of a suspicion that they were planning an imminent
terrorist attack. Several houses were searched, thereby focusing on ensuring

131 ECHR 14 September 2010, App. no. 38224/03 (Sanoma Uitgevers B.V. v. The Netherlands), para.
88. 90, 92 and 98-100.
132 See on this: Franken 2004B, 219, Franken 2004A, 18 and Berkhout-van Poelgeest 2001, 31.
133 Rapport van de Commissie Evaluatie Antiterrorismebeleid 2009, 46-47.
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prevention. Subsequently, no evidence was found that could substantiate the
suspicions based on an official report by the AIVD.134 Control over the use of
SIT in similar cases will not at all be realized in the context of criminal trials,
considering that the persons involved will never be prosecuted. Considering that
this is primarily a consequence of the new relation between the intelligence
community and the law enforcement community to enable anticipative criminal
investigation, the implications signaled for a balanced system of control on
legitimate criminal investigations in this section will even be reinforced and,
therefore, the issue of control over using criminal investigative powers will be
further discussed in section 4.3.4.
4.2.4 Final Remarks
The legislative measures and, additionally, intelligence-led policing, have put
the prevention of terrorist crimes at the forefront of the criminal investigation.
The conclusion can be drawn that this development has, however, not been
limited to the investigative domain for terrorist crimes, which is primarily a
consequence of the fact that the different criminal investigative domains are not
applied exclusively for the purpose for which they have been attributed.
Consequently, implications for the shield objective of criminal procedural law
affect the system as a whole, although most significantly when the criminal
investigation is actually used for the prevention of terrorism. This has affected
the balance between the different actors with regard to their responsibility
concerning the fairness of the criminal process. Investigative officers have been
granted wide discretion to do what is necessary to prevent terrorism, whereas the
controlling roles of the examining magistrate and the trial judge have been
watered down, both as a consequence of the difficulty in exerting control on the
basis of criteria which afford wide discretion and as a consequence of the
developments where security interests outweigh the interests of legal protection.
In addition, the statutory framework regulating the criminal investigative
powers for the purpose of preventing terrorism may raise doubts with regard to
their compatibility with Article 8 ECHR, considering that the extent of the
applicable criteria may be insufficiently foreseeable. Nevertheless, considering
the restrictive use of the newly attributed and broadened investigative powers,
it seems that in practice the additional implications of the legislative measures
under Article 8 ECHR are rather limited. At the same time, this conclusion,
combined with the finding that the additional value of the legislative measures
seems to be rather limited in comparison to the criminal investigative
possibilities that already existed, may cast doubts as to the necessity of the
changes adopted by the Act on the Criminal Investigation of Terrorist Crimes.135

134 See also Vermaas 2011, 25. And ‘Schadevergoeding voor opgepakte Somaliërs’, Volkskrant 14
January 2011.
135 See e.g. also Van Kempen 2005B and Rapport van de Commissie Evaluatie Antiterrorismebeleid
2009.
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Unnecessary legislation that provides for government powers that interfere with
privacy rights is also incompatible with Article 8 ECHR and the principles of
proportionality and subsidiarity.
Nevertheless, instead of rejecting the measures adopted by the Act on the
Criminal Investigation of Terrorist Crimes it may be favorable for legal
protection in the criminal investigation in general, as well as in order to make
sure that the government has the necessary criminal investigative tools to
prevent terrorism, to relate the use of criminal investigative powers more strictly
to the specific investigative purpose. This would make the choices between
different investigative domains, on the basis of the level of the information
available and the nature of the crimes involved, more transparent and could
facilitate a more meaningful control over the use of criminal investigative
powers.136
4.3 DEMARCATING THE ANTICIPATIVE CRIMINAL INVESTIGATION
4.3.1 The Relation between Anticipative Criminal Investigation and
Intelligence Investigation
The realization of anticipative criminal investigation in the Netherlands has
touched upon the relation between an anticipative criminal investigation and an
intelligence investigation. This concerns different aspects of the system. In the
first place, because the purpose of the anticipative criminal investigation
concerns the prevention of terrorist crimes (combined with truth-finding), the
anticipative criminal investigative activities may overlap with the activities of
the AIVD in the light of their task as to Article 6 WIV 2002. This section will
first address this possible overlap. It will do so by taking into account the
manner in which the AIVD cooperates with the PPS. In what situation does the
AIVD investigate and where do the criminal investigative authorities start to
play a role? In how far does this practice differ for the investigative domain
concerning terrorist crimes as compared to the classical investigative domain
and the investigative domain for organized crime? Secondly, because of the
possibility of overlapping investigative purposes, the practice of parallel investigative activities has increased. The implications of ‘parallel investigations’ for
the relation between the criminal investigation and the intelligence investigation
will be identified.
Cooperation between the AIVD and the PPS is realized and intensified by
legislative measures as well as by changes of an organizational nature. The
stimulation of information sharing between the AIVD and the PPS in order to
be able to initiate criminal investigative activities at an earlier moment has been

136 This suggested recommendation will be further elaborated in Chapter 9, sections 9.3.1.1 and
9.3.1.2.
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the indirect objective of adopting the Act on the Criminal Investigation of
Terrorist Crimes.137 Furthermore, the function of the CT Infobox is to analyze
information made available by the different participating agencies, which
enables the AIVD to send out notifications or official reports to the agencies that
can best act upon the information in order to optimize the prevention of terrorist
attacks.138 This also includes the sending of official reports on the basis of
Article 38 WIV 2002 to the national public prosecutor for counterterrorism in
order to trigger a criminal investigation, possibly on the basis of ‘indications of
a terrorist crime.’ In addition, the adoption of the Shielded Witnesses Act139 was
intended to stimulate an intensified sharing of information between the AIVD
and the PPS by providing a solution to the clash of the interest of secrecy in the
AIVD investigation and the interest of transparency in criminal proceedings.
Enabling the PPS and the police to investigative at an earlier phase by
leaving the central threshold of a reasonable suspicion for the application of
special investigative techniques was intended to go hand in hand with an earlier
transfer of information from the AIVD to the PPS. The adoption of the Shielded
Witnesses Act should further reinforce the transfer of information. The
advantage of having the criminal investigative authorities take over the investigation of terrorist activities or to start a criminal investigation parallel to an
intelligence investigation is that it will be more likely that also the law
enforcement agencies can gather information regarding preparatory activities.
This would increase the chances of successfully prosecuting alleged terrorists.
In order to successfully use the new criminal investigative possibilities in an
‘earlier’ phase, it will however be beneficial if the AIVD would decide to send
out an official report somewhat earlier than before in order to enable the PPS
and the police to initiate a criminal investigation and gather evidence for the
purpose of a criminal prosecution. Normally, the AIVD will only send an
official report to the PPS when there is an urgent threat, in order to not give
away its information position when this is not yet necessary. After such an
official report the PPS will immediately use its power of arrest to remove this
threat without having the time to initiate a criminal investigation and gather
evidence. Furthermore, the AIVD will generally send an official report when it
encounters, more or less coincidentally, information regarding criminal offenses
in the context of an investigation regarding a threat to national security.140 In
order to allow the law enforcement services to initiate a criminal investigation
into terrorist activities earlier than before, it will, however, be essential that the
AIVD will change its practice as to sending official reports. In most situations
the AIVD (or the CT Infobox) will possess information that can trigger a
criminal investigation based upon indications. Whether or not the AIVD will
provide the PPS with such an official report is an independent decision to be

137
138
139
140

Kamerstukken II 2004/05, 30 164, no. 3, 33.
See section 3.3.4.
See section 3.3.2.
De Poot et al. 2008, 52.
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taken by the AIVD and will primarily depend on the interest of the AIVD
investigation and not so much on the fact that a criminal investigation may be
initiated upon the information.141
On the basis of the experiences in practice, the conclusion can be drawn that
the criminal investigative domain for terrorist crimes is only used exceptionally
and the purpose of the criminal investigation seems to be primarily to remove
a threat at an early phase and to gather information regarding the group of
persons associated with a terrorist suspect. Furthermore, the nature and source
of the information do not generally seem to differ for investigations commenced
upon indications or commenced upon a reasonable suspicion. The source of the
starting information in terrorism cases usually concerns either AIVD reports or
CIE information. However, considering that AIVD reports have more often
resulted in the initiation of a classical criminal investigation, the conclusion that
the AIVD has changed its policy as to sending AIVD reports does not seem, on
that basis, to be warranted.142 The AIVD has also indicated that it prefers not to
share information at an earlier point, considering the commensurate risk of
losing its information position.143 Also from the cases dealt with in the courts
concerning the interpretation of the reasonable suspicion threshold and from the
examples mentioned in the explanatory memorandum, the exact difference
between establishing a reasonable suspicion on the basis of the AIVD reports
and establishing indications upon the AIVD reports remains unclear.144
Considering the results of the evaluations of the implementation of the Act
on the Criminal Investigation of Terrorist Crimes, it does not appear that the
legislative action has affected the relation between the AIVD and the PPS in the
sense that information is shared earlier than before. Nevertheless, in the latest
evaluation of the counterterrorism measures taken in the last decade, the
conclusion was drawn that although it has taken some time, at this moment the
right form of cooperation has been found between the AIVD, the PPS and the
police, where the prevention of terrorist crimes is the shared and central mission
instead of the role or position of the separate services.145 This was primarily the
consequence of the established regular consultations between the AIVD, the PPS
and the police in the context of Article 61(2) WIV 2002 in order to harmonize
the responses to counterterrorism, in combination with the coordinating function
of the NCTb and the centralizing of the responsibility for counterterrorism

141 As is repeatedly stated in the context of cooperation between the AIVD and the PPS/police, the
interest of national security prevails above the interest of criminal proceedings. See e.g. explanatory memorandum to the Shielded Witnesses Act Kamerstukken II 2003/04, 29 743, no. 3, 1. See
also the 2007 Amendment to the WIV 2002, amending Article 38 WIV 2002 in order to provide
the AIVD with more discretion as to the situations where it shall send an official report to the PPS:
the interest of national security prevails above the interest of prosecuting criminal offenses, for
which reason the AIVD is no longer obliged to inform the PPS when criminal offenses are
discovered during its investigations. Kamerstukken II 2006/07, 30 553, no. 8, 2.
142 De Poot et al. 2008, 43, Van Gestel et al. 2009, 46 and Van Gestel et al. 2010, 9.
143 De Poot et al. 2008, 53 and 63.
144 See sections 3.2.1.1, 4.2.1.2 and 4.2.2.2.
145 Rapport Evaluatie Antiterrorismemaatregelen 2011, 102.
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policy at the Department of Security and Justice, rather than the possibilities for
the PPS and the police to initiate criminal investigations at an earlier point in
time. In addition, also the CT Infobox may continue to play an important role,
especially where there is still time to develop covert criminal investigative
activities, considering that the information gathered within the CT Infobox
concerns information in the context of the regular investigative phase and not
information regarding urgent threats.
The observation that countering terrorism, with a primary focus on the prevention of terrorist crimes, has become a shared mission of the AIVD, the PPS
and the police has possibly not really affected the relation between the AIVD,
the PPS and the police as to the moment when investigative activities are
initiated. Nevertheless, the fact that clear
Examples are absent in practice, as a consequence of the limited use of the
investigative domain for terrorist crimes and because investigations initiated,
based upon indications, have never resulted in a criminal prosecution, does not
mean that theoretically the PPS and the police cannot resort to SIT in the
criminal investigative domain of terrorist crime at an earlier phase.146
Furthermore, considering that the ‘prevention of terrorism’ has become the
shared mission of the AIVD, the PPS and the police and that the services
cooperate so as to realize the prevention of terrorism in the most effective
manner, this results in concerns as to an overlap between the activities of the
AIVD and the PPS thereby affecting the institutional separation between the
intelligence community and the law enforcement community. The prevention
of terrorism has traditionally been the exclusive task of the AIVD.147 When the
criminal investigative authorities start to investigate for preventive purposes,
their work becomes similar to that of the intelligence services. That might
involve a risk that the cooperation becomes too intense and that the AIVD will
start to investigate for criminal investigative purposes and vice versa. Such
practice would depart from the traditional separation between the two communities based upon the purposes served – for the intelligence community:
conducting investigations to protect against dangers to the democratic legal
system or to the security or other vital interests of the state; and, for the law
enforcement community: making prosecutorial decisions. Section 3.3.3 has
addressed the manner in which the courts have dealt with parallel investigations.
This raises, in particular, concerns as to the controllability of the abuse of
investigative powers in the course of parallel investigations. These implications
will be addressed in section 4.3.4. In the context of the current section the
conclusion can be drawn that the relation between the AIVD, the PPS and the

146 See section 4.2.2.2. This difference between the current experiences in practice and the possible
theoretical implications may be supported by the fact that it has followed from the interviews
conducted for the evaluation reports that the investigative possibilities under Title Vb are understood to be ‘broader’. However, the use of Title Vb seems currently to be more dependent on the
preferences and knowledge of the persons in charge than the actual nature and concreteness of the
information available. See Van Gestel 2009, 46.
147 Rapport Evaluatie Antiterrorismemaatregelen 2011, 49.
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police is affected because the primary purpose of the criminal investigative
domain for terrorist crimes is similar to the purpose of the AIVD investigation,
for which reason also cooperation between the AIVD, the PPS and the police has
been increased and intensified. Although this does not necessarily result in
criminal investigations on the basis of ‘softer’ information than would have been
possible in the classical investigative domain or in the investigative domain for
organized crime, the different communities do endorse the interest of consultation and of handing over information to the service where the best results can
be expected concerning the prevention of terrorism.
The possibilities for overlapping purposes of the AIVD investigation and the
criminal investigation may even be more apparent when taking into account the
purpose of the preliminary investigation. The Act on the Criminal Investigation
of Terrorist Crimes has also expanded the investigative capacity of the
preliminary investigation (see section 3.2.1.2) especially for the purpose of
preparing a criminal investigation of terrorist crimes. The preliminary investigative function may become rudimentary when Title Vb is typically triggered
by AIVD information and this information offers sufficient points of departure
to initiate a criminal investigation under Title Vb. Especially considering that
the need for preliminary investigative activities can then be removed by
requesting the intelligence service to provide more information about the already
communicated official report.148 However, when such additional information
cannot be provided or if information is received from the CIE, it is still
conceivable that preliminary investigative activities are employed (although in
such a situation usually mini-investigations will be conducted under Title Vb in
order to exclude risks). Nevertheless, the necessity of the expanded possibilities
to gather information for the preparation of a full criminal investigation into
terrorism seems to be rather limited, considering that the tools have so far not
been used at all.
Vice versa, the law enforcement services may also enter the working field of the
AIVD when parallel investigations are conducted regarding the preparation of
a terrorist crime, especially because the police have moved towards operating
on an intelligence-led basis with an important role for the CIE. When the law
enforcement services initiate a criminal investigation, for instance upon
information collected by the CIE, the use of SIT will often be used to strengthen
the information position of the police and the PPS about groups of people (in
particular in organized crime investigations or terrorism investigations), which
will enable a more effective criminal investigation of specific persons and a
more effective gathering of evidence against these persons.149 This building up

148 HR 13 November 2007, NJ 2007, 614, para. 3.5.2.
149 In fact, the use of SIT in the context of a criminal investigation based upon indications in order to
strengthen the information position in order to prepare a more effective criminal investigation
(most likely upon a reasonable suspicion) with regard to the gathering of evidence against persons
for the purpose of prosecution is similar to the goal for which the preliminary investigation has
been created.
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of information regarding groups of people is closely related to the work of the
AIVD (investigating groups of people for threat assessments). Still, the goal of
the criminal investigation shall not be the mere strengthening of the information
position, but the gathering of information in order to investigate criminal
offenses.150
In order to prevent that the investigation of the law enforcement services and
that of the intelligence services have adverse influences on each other, the
services need to cooperate and harmonize their investigative activities. Consultation between the two communities has a legal basis in Article 61(2) of the
WIV 2002 and is, furthermore, facilitated by the creation of the CT Infobox.151
This seems to be also the current approach of the AIVD and the law enforcement
community to give effect to their shared mission of preventing terrorism.
In conclusion: the AIVD, the PPS and the police have overlapping purposes
when it comes to the prevention of terrorism. This has been the reason for
intensifying cooperation, although based on their separate setting of tasks (and
thus the eventual investigative purpose). The intensified cooperation does affect
the anticipative criminal investigation. Rather, an anticipative criminal investigation is in fact enabled by this intensified cooperation, where information
analyzed in the CT Infobox constitutes the proactive starting information for a
criminal investigation into terrorism.152
4.3.2 Relation between Anticipative Criminal Investigation and
Administrative Supervisory Authority
Because administrative measures have also obtained an important function in the
Dutch counterterrorism policy, underpinned by the same politico-legal considerations as the measures in the field of criminal law,153 the action in the field
of administrative law and in the field of criminal investigative law have in many
situations become alternatives in the sense that the measures in both areas of the
law may be suitable for action in early phases for the purpose of preventing
terrorism. The purpose of the use of the measures in both areas concerns the
prevention of terrorism, although the administrative powers are to be conducted
in the context of the enforcement of public order and the criminal investigative
powers in the context of criminal law enforcement. This distinction is still
explicitly made for all measures in either area, as has followed from the
description in Chapter 3. Nevertheless, the border between activities in the field
of administrative enforcement and in the field of criminal investigation is even

150 De Poot et al. 2008, 46-47.
151 See section 3.4.4 and also: De Poot et al. 2008, 17 and 35-36.
152 Although the practical implementation of the policy pursued may face obstacles considering that
the risk that the AIVD loses its information position as a consequence of sharing information with
the PPS and the police will remain and, consequently, also the ‘reversed’ criminal investigation
(first an arrest to remove a threat and then collecting the evidence). See also De Poot et al. 2008,
52-53 and Vermaas 2011.
153 See section 3.1.1
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less clear, because the activities in early stages when persons cannot yet be
suspected of a crime have been expanded as a consequence of the adoption of
the indications threshold and the preventive focus in anticipation of future harm
of criminal investigative activities.154 Previously, activities during these phases
were not considered to be matters of criminal law enforcement, but as the
prevention of disturbances to the public order.
The border between administrative supervision and criminal investigation
has always been the subject of discussion, as a consequence of the possibility
that the administrative supervision may switch upon the discovery of evidence
of a criminal offense to a criminal investigation or that the purposes of administrative supervision and criminal investigation overlap (cumulating spheres).155
Although the purposes of administrative enforcement and criminal investigation
in the context of counterterrorism largely overlap, the legislature has clearly
defined, for each measure, to what area of the law the measures belong and,
hence, which legal framework is applicable. For that reason, the measures
themselves do not affect the way in which this shifting between spheres and the
cumulating of spheres, as briefly touched upon in section 2.3.2.2.2, is dealt with.
Nevertheless, a new situation of cumulating spheres may have arisen in the
context of administrative disturbance.156 This administrative disturbance may
occur parallel to criminal investigative activities, as has followed from one of
the two cases that have dealt with the method of administrative disturbance, in
order to optimize the risk reduction of the actual commission of a terrorist crime.
Nevertheless, currently the use of the method of administrative disturbance
seems to focus on the (exceptional) phase preceding the criminal investigative
domain of terrorist crimes for the purpose of deradicalization.157 Whereas the
purpose of the ‘repressive’ use of the administrative disturbance overlaps with
the purpose of criminal investigative activities into terrorism, the current ‘softer’
application of the method seems to fit more clearly in the context of the task of
maintaining public order. In fact, the current use of the method can be better
described by the term interference than by the more repressive term of
disturbance. The method of administrative interference supplements criminal
investigative activities in order to maximize risk reduction. Hence, because of
a clearer demarcation of the purposes, the method does not (any longer) affect
the relation between the criminal law enforcement task and the task of
maintaining public order which belong to the police.
In addition, the clearer demarcation of the purposes of the criminal investigative domain of terrorist crimes and of administrative disturbances has improved

154 As also concluded by Luchtman 2007, 678.
155 See section 2.3.2.2.2.
156 The discussion as to whether administrative disturbance can actually be considered as criminal law
enforcement, considering the repressive nature and the purpose of preventing terrorist crimes, for
which reason the public prosecutor instead of the mayor shall have the authority to order this
method of disturbance, falls outside the scope of the subject of this research. See on this subject:
Brouwer 2006, 12 and Muller et al. 2007B, 118-119.
157 See section 3.4.1.
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the transparency of the rationale for choosing a specific method from the broad
arsenal of available measures, for example, on the basis of the information in the
CT Infobox, and will improve the refining of the counterterrorism strategy in the
context of the consultation between the different partners responsible for
counterterrorism and the coordinating role of the NCtB.158
Another aspect concerns the introduction of search powers that can be used for
the prevention of terrorism and which are comparable to the search powers that
were already provided in special criminal statutes (the WED and the WWM).159
In general, the regulation of the search powers in the CCP makes clear that these
methods shall be used only for the criminal investigative purpose and under the
applicability of other CCP provisions, which in the light of the issues implicated
by cumulating spheres is favorable for legal protection and will avoid misunderstanding as to the purposes of their use.
The only remarkable aspect, where the legislature has refrained from making
a clear distinction between the supervisory authority over the criminal
investigation and over the administrative enforcement of public order, concerns
the fact that the police may use the search powers in security zones without an
order by the public prosecutor. In the context of the Weapons and Ammunition
Act, the police may conduct preventive frisking and may search objects and
vehicles in security zones, indicated as such by the mayor and approved by the
city council, upon the order of the public prosecutor (Articles 50-52 WWM).160
By establishing the supervision of the public prosecutor, the use of search
methods under the Weapons and Ammunition Act is more clearly defined as
concerning the criminal investigative sphere.161 Nevertheless, considering the
regulation in the CCP, it is clear that the criminal procedural law framework
applies to the use of search methods for the prevention of terrorism also in
security zones.
4.3.3 Defining and Positioning the Anticipative Criminal Investigation
Considering the conclusions of the preceding two sections, the realization of
anticipative criminal investigation has not affected the demarcation of the
criminal investigation from the intelligence investigation and from adminis158 Rapport van de Commissie Evaluatie Antiterrorismebeleid 2009, 47-50.
159 See section 2.2.2.2.2.
160 See on these search powers in security zones from the point of view of the ECrtHR decision in
Gillan and Quinton v. The United Kingdom (ECHR 12 January 2010, App. no. 4158/05): Ölçer
2010, 21-30.
161 On April 6, 2011 the Minister of Security and Justice announced that the possibilities for preventive frisking and searches in security zones will be expanded by allowing the mayor to assign
security zones without the intervention of the municipal council. Nevertheless, for the use of
search powers on the basis of Articles 50-52 WWM the order of the public prosecutor is still
required according to the first version of the bill (available at: <www.rijksoverheid.nl/documentenen-publicaties/regelingen/2011/04/07/wetsvoorstel-preventief-fouilleren-voor-consultatie.html>
(accessed May 18, 2011)), although the public prosecutor may be replaced by an assistant public
prosecutor in the case of urgency.
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trative supervisory authority. The distinction between the three areas on the
basis of the investigative purpose has remained in place. Although the purposes
of the AIVD and the PPS/police have moved towards each other by adopting a
shared mission of preventing terrorism, this does not mean that distinguishing
tasks on the basis of investigative purposes can no longer be made. Especially
the CT Infobox has been attributed an important role in coordinating the use of
counterterrorism measures in the different areas, by taking into account the
specific legal context of the measure and the responsible agency.162 The specific
investigative purpose has, for that reason, a significant regulatory impact. This
seems to correspond with the preferable interpretation given to the definition of
the criminal investigation under Article 132a CCP. The purpose of the criminal
investigation – ‘making prosecutorial decisions’163 – concerns the only defining
element, whereas the supervision of the public prosecutor and the applicability
of other criminal procedural guarantees, in particular the duty to compile
records, are regulatory elements which are applicable as a consequence of
defining investigative activities as criminal investigative activities under Article
132a CCP.164
Nevertheless, the criminal investigation has also adopted another purpose,
namely the prevention of terrorism, which was a purpose previously exclusively
carried out by the intelligence service. Consequently, the AIVD, the police and
the PPS have moved towards each other, which means that they may have a
shared interest in the objects of investigation and that cooperation has increased.
This involves a risk that cooperation will increase to a level where it amounts
to an abuse of investigative powers. However, this has not been the objective of
the regulation enabling anticipative criminal investigation, but concerns a risk
implicated by the shared mission of preventing terrorism.
Defining the criminal investigation on the basis of the investigative purpose,
which seems to be, regardless of the fact that also the supervision of the public
prosecutor has been included in the definition,165 the only defining element for
the criminal investigation, has significantly widened the possible scope of the
criminal investigation. Any investigative activity, whether proactive or reactive,
for the purpose of making prosecutorial decisions (or: gathering information
which is relevant for the purpose of truth-finding regarding criminal offenses)

162 Rapport van de Commissie Evaluatie Antiterrorismebeleid 2009, 52, 67-69 and 58.
163 More precisely: ‘making prosecutorial decisions’ implies a limitation to the collection of information that is relevant for the making of criminal procedural decisions with regard to criminal offenses,
such as the decision whether or not to charge or a decision to arrest a suspect. Borgers 2009, 40
and 46. See also section 2.3.2.2.1.
164 Borgers 2009, 52-53 and Knigge and Kwakman 2001, 305.
165 This does not correspond with the approach of the Criminal procedure 2001 researchers, who
firstly opted to define the criminal investigation on the basis of the investigative purpose, whereas
the supervision of the public prosecutor is consequently an applicable regulatory element (as well
as the applicability of other procedural guarantees). According to Borgers, the choice of the
legislature to retain the element of the supervision of the public prosecutor in the definition is
erroneous. Borgers 2009, 53.
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and conducted by criminal investigative officers under Article 141 or 142
CCP166 concerns a criminal investigation.167 According to the government, the
threshold for applying SIT has not been detached from the definition of a
criminal investigation in order to achieve a general broadening of the requirements for applying SIT. Nevertheless, the detachment of the reasonable
suspicion threshold has made it possible to expand criminal investigative powers
in the proactive phase and to include also search methods, which were
previously typically regulated outside the context of the CCP.168 Still, also this
development is comparably favorable from a legal protection point of view,
considering that on the basis of the current definition of the criminal investigation it is clear that these activities occur under the supervision of the public
prosecutor, that the duty to compile records under Article 152 CCP applies and
that the trial judge may exert control under the applicability of Article 359a
CCP.
Although the criminal investigative phase itself may currently be more
precisely defined on the basis of its investigative purpose, the broader definition
has also opened the door to a further transformation of the criminal investigation
than follows on the basis of the legislative measures of the Act on the Criminal
Investigation of Terrorist Crimes. As a consequence of the intelligence-led
policing, through the assistance of the CIE, and of the increased cooperation
between the AIVD, the PPS and the police, the criminal investigation has
obtained a preventive focus. In fact, the concept of anticipative criminal
investigation as introduced in the first Chapter covers also these ‘preparatory
information-gathering activities’ producing the starting information for the
criminal investigative domain of terrorist crimes, including the possibility to use
SIT. In the context of the Dutch legal system the purposes of these investigative
activities would not be defined as ‘the making of prosecutorial decisions’.
However, the transfer of information from the AIVD to the police, in particular
in the context of the CT Infobox and the intelligence-led policing, in which the

166 According to Borgers the criterion that the criminal investigative activities are conducted by the
investigative officers under Articles 141 and 142 CCP should be favored above a material criterion
that the information collected has potential relevance for the criminal investigation. The latter
criterion would make it impossible to establish the supervision of the public prosecutor over all
criminal investigative activities, because of the factual situation that many administrative supervisory powers may result in the discovery of information which is relevant for criminal investigations. Also the duty to compile records under Article 152 only applies to investigative officers and
the application of Article 359a CCP to investigative activities beyond the responsibility of the
public prosecutor would be troublesome. In other words: a material criterion to determine what
activities are conducted for the purpose of criminal investigation will, although arguably being
more accurate, diverge from the current system of the CCP. Borgers 2009, 57-58. This interpretation can now also be recognized in the case law interpreting Article 132a CCP. See HR 7 July
2009, NJ 2009, 528, ann. Buruma, para 6.2.3, citing the argumentation of the Court of Appeal,
Gerechtshof ’s-Gravenhage 1 March 2007, LJN AZ9644, para 5.1.1.
167 Compare also the Supreme Court, repeating the argumentation of the Court of Appeal: including
the regulation of SIT in the CCP is intended to guarantee that these SIT are only used for the
purpose of criminal investigation under Article 132a CCP, when the interest of the investigation
requires the use of SIT for that purpose. HR 26 January 2010, NJ 2010, 77, para. 3.4.
168 Kamerstukken II 2005/06, 30 164, no. 7, 24-25. See also Borgers 2009, 49-50.
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CIE has the most important role, are exactly the aspects that give the criminal
investigation its anticipative character. The decision on initiating a criminal
investigation based upon indications or a reasonable suspicion is typically made
on the basis of the information available in the CT Infobox or at the CIE, which
is a procedure geared towards the anticipation of future harm with the objective
being to prevent such future harm.
The implications of this broader concept of anticipative criminal investigation become typically visible in the criminal trials of terrorist suspects. The
defense and the trial judge are confronted with starting information from
shielded sources and, possibly, also with evidence originating from the AIVD
or CIE. Because these ‘preparatory information-gathering activities’ are not
covered by the concept of criminal investigation in Article 132a CCP, the use
of the information gathered by these activities results in impediments to
controlling the legitimacy of using SIT, considering the lack of transparency
regarding the origin and the veracity of the starting information used. This
should not be considered as an attempt to formulate arguments in favor of
further broadening the definition of the criminal investigation in order to extend
the applicability of criminal procedural safeguards. Such a development would
be contrary to the criminal procedural system of the CCP,169 would impair the
work of the AIVD and would only have adverse consequences for legal
protection, considering that it would require a loosening or even the setting aside
of the purpose-limitation requirement. As a consequence thereof, the gathering
of evidence for a criminal prosecution could be left to the AIVD without the
‘hindrance’ of criminal procedural requirements, which would currently
constitute a flagrant violation of the prohibition of détournement de pouvoir.
However, assessing the implications for criminal procedural law of a preventive
focus by criminal investigative activities requires the broader concept of
anticipative criminal investigation to be taken into account. These implications
cannot be separated from the broader context of the facilitating activities before
SIT can be used for the purpose of prevention and, hence, are broader than one
would suggest only on the basis of the Act on the Criminal Investigation of
Terrorist Crimes. This conclusion will be further substantiated in the subsequent
section, where the implications of the anticipative criminal investigation for the
fairness of the criminal process will be assessed.
This section will conclude by characterizing the concept of anticipative
criminal investigation as it has taken shape in the Netherlands also on the basis
of the findings of section 4.2. The central aspect of the anticipative criminal
investigation concerns the possibility to use special investigative techniques and
search methods when such use is considered to serve the interest of preventing
terrorism on the basis of the information available. In order to enable such a
preventive focus the relation between the AIVD, the PPS and the police have
been intensified in order to make sure that the AIVD can share information with
the PPS whenever the initiation of (also) a criminal investigation is considered
169 See the argumentation provided in footnote 166 of this Chapter.
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to contribute to the prevention of terrorism.170 In addition, the police have
obtained an intelligence-led focus in order to be able to inform the PPS whenever a criminal investigation needs to be initiated to prevent terrorism. This
concerted action between the AIVD, the police and the PPS aims to enable an
anticipative criminal investigation. This ‘anticipative criminal investigation’ has
several implications for the shield responsibilities of the actors and the shield
elements of the statutory system of criminal procedural law. These implications
have been addressed in the previous sections where they concern the element of
the anticipative criminal investigative phase that can be defined as a criminal
investigation under Article 132a CCP. The subsequent section will, lastly, deal
with the implications as a consequence of the broader concept of anticipative
criminal investigation, which touch upon the fairness of the criminal process.
4.3.4 Using Intelligence in Criminal Proceedings: An Infected Criminal
Process?
Article 6 ECHR imposes three basic requirements on fair criminal proceedings:
an adversarial nature, equality of arms and the principle of immediacy.171 The
purpose of these requirements is to guarantee that the defense is not restricted
in exercising its rights and that the manner in which evidence has been obtained,
and is used, is fair. A prerequisite for giving effect to these three requirements
for fairness is that the criminal investigative activities achieve a sufficient level
of transparency at trial. Furthermore, to enable the defense to exercise its rights,
the prosecutor is obliged “to disclose to the defense all material evidence for or
against the accused.”172 These basic principles of the right to a fair trial seem to
be at stake in the context of an anticipative criminal investigation, where the
starting information for criminal investigative activities typically concerns
AIVD or CIE information. The requirements of transparency and the disclosure
of all evidentiary material to the case in order for the criminal proceedings to be
fair tend to clash with the interest of the AIVD and the CIE in keeping their
sources secret and, also for the AIVD, in shielding their methods in order to
exercise their tasks effectively.
Although this clash of secrecy and transparency interests is not new to
criminal proceedings, the use of AIVD and CIE information in Dutch criminal
proceedings has increased and has the potential to further increase as a conse-

170 This does not mean that the AIVD has obtained a different task. The task of the AIVD is still
exclusively to protect national security (in the sense of the precise task description in Article 6
WIV 2002). It only means that also the AIVD is aware of the shared mission of preventing
terrorism, for which reason the agencies cooperate (in the context of the CT Infobox by entering
into regular consultations and under the auspices of the NCTb) and the AIVD shares information
with the PPS whenever they consider a criminal investigation to be required in order to realize
prevention. When the AIVD considers that sharing information is harmful to its own information
position and that the protection of this information is more important for the purpose of realizing
prevention, the AIVD will refrain from sharing information with the PPS.
171 See section 2.1.3.4.
172 ECHR 16 December 1992, App no. 13071/87 (Edwards v. The United Kingdom), para. 36.
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quence of the enabling and further exploration of the investigative possibilities
of anticipative criminal investigation in practice. The possibility to send official
AIVD reports at an earlier moment in time to the PPS has been stimulated by
different counterterrorism measures and policy. In particular the creation of the
CT Infobox, the Act on the Criminal Investigation of Terrorist Crimes and the
Act on Shielded Witnesses intended to stimulate the cooperation, by means of
sharing relevant information and in that way bundling forces to optimally realize
the prevention of terrorist crimes, between the AIVD, the PPS and the police. As
has been concluded in section 4.3.1, this has not necessarily resulted in the
AIVD also actually sending official reports at an earlier moment in time.
Nevertheless, the increased cooperation between the AIVD and the PPS as an
aspect of realizing anticipative criminal investigation has also resulted in an
increase in the use of AIVD information in criminal proceedings. Furthermore,
as a consequence of the intelligence-led operation of the police, also the CIE has
an important role in facilitating anticipative criminal investigation when their
reports are used to trigger criminal investigation activities.
Section 3.3 has dealt with three different situations where the use of
intelligence originating from the AIVD affects the criminal proceedings: 1) the
use of AIVD information (accepted in case law) as starting information for
criminal investigations; 2) the circumvention of criminal procedural safeguards,
as a consequence of parallel investigative activities, by relying on the investigative activities of the AIVD, in other words détournement de pouvoir by using
investigative powers for other purposes than attributed; and 3) the controlling
influence of the AIVD during parallel investigative activities through the sharing
of information on the basis of Article 38 WIV 2002. The use of CIE information
as typical starting information in anticipative criminal investigations can be
added to the first category, considering that this information cannot, similar to
AIVD information, be checked as to its underlying sources by the persons
responsible for deciding on the use of SIT or other criminal procedural
powers.173
As described in sections 3.3.1 and 3.3.3, the courts have addressed these
issues in the light of Article 359a CCP and Article 6 ECHR. The central problem
faced by the controlling trial judge and the defense seeking to exerts its rights
in the light of the principle of equality of arms and under the applicability of the
immediacy principle concerns the limited possibility, or maybe even the
impossibility, to obtain access to the underlying documents containing the
information as well as the sources and the methods by which this information
has been gathered. The implications for the realization of control over the pretrial proceedings will be dealt with separately for defense challenges regarding
the use of AIVD or CIE information as starting information for criminal investigations and for defense challenges regarding illegitimate actions following from
the situation of parallel investigations.

173 See section 4.2.1.2.
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4.3.4.1 Control over the Use of AIVD or CIE Reports as Starting Information
The Supreme Court has generally accepted the use of AIVD reports and CIE
reports as starting information for a criminal investigation.174 Also the ECrtHR
allows, in principle, information from secret sources to be used for establishing
a reasonable suspicion, as long as the essence of the safeguard of a reasonable
suspicion is not undermined, which means that it depends on all the circumstances of the case and that there must be some information available that can
satisfy an objective person that there was a reasonable suspicion concerning the
person in question.175 The Court has accepted that it is not required to make all
the information public in order to establish a reasonable suspicion taking into
account all the circumstances, such as the involvement of terrorism, which can
understandably require that sources of information are shielded.176
When the judge controls whether the starting information triggering the
criminal investigation was sufficient for establishing a reasonable suspicion (or
indications), the ex post interpretation of the information is irrelevant. Rather,
the judge will check whether, on the basis of the information available, the
police, the PPS or the examining magistrate (depending on what particular
authorization is required for the use of a specific criminal investigative power)
could reasonably establish a reasonable suspicion. When a higher authority has
authorized the criminal investigative technique, the trial judge will more
marginally (re-)examine the legitimacy of the use of criminal investigative
powers on the basis of the information available.177
As has been explained in section 4.2.1.2 the reasonable suspicion threshold
is a flexible threshold, leaving room for the authorizing actors to take certain
interests into account, such as the urgency of the need for criminal investigative
action following from the information, the seriousness of the crimes involved
and the concrete possibilities for the information to be independently verified.178
These factors have resulted in the decision of the Supreme Court that an anonymous tip-off received by the AIVD is insufficient for establishing a reasonable
suspicion, because the verification activities have not substantiated the
information,179 and that a single AIVD report can be accepted for establishing

174 Inter alia, HR 5 September 2006, NJ 2007, 336, ann. Sch (Eik) and HR 25 September 2001, NJ
2002, 97.
175 ECHR 30 August 1990, App. no. 12244/86; 12245/86; 12383/86 (Fox, Campbell and Hartley v.
The United Kingdom), para. 32 and 34. In this case the Court assessed the reasonableness of the
suspicion required for an arrest under Article 5 ECHR. The Court considered the information
available to be insufficient for justifying the arrest as there were no facts or information that could
satisfy the Court that the arrested person was reasonably suspected of having committed a criminal
offense, because this information could not be disclosed.
176 ECHR 30 August 1990, App. no. 12244/86; 12245/86; 12383/86 (Fox, Campbell and Hartley v.
The United Kingdom), para. 34 and ECHR 16 October 2001, App. no. 37555/97 (O’Hara v. The
United Kingdom), para. 35.
177 HR 11 October 2005, NJ 2006, 625, para. 3.5.1 and 3.5.2 and HR 21 November 2006, NJ 2007,
233, ann. Mevis, para. 3.4 and annotation para. 3.
178 Compare the annotation by Borgers para. 6, HR 11 March 2008, NJ 2008, 329.
179 HR 11 March 2008, NJ 2008, 329, ann. Borgers.
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a reasonable suspicion in, inter alia, the cases Eik and Piranha.180 In Fox,
Campbell and Hartley v. The United Kingdom the ECrtHR stated that when
anonymous sources are used to establish a reasonable suspicion (in that case for
the arrest of a terrorist suspect) it must be ascertained that “the essence of the
[reasonable suspicion] safeguard has been secured.”181 Although the authorizing
actors generally lack concrete points of departure when assessing the veracity
of AIVD reports or CIE information, trial judges have generally accepted that
anonymous sources can establish a reasonable suspicion without entering into
a substantive examination of the veracity of the information. Decisive for this
decision have been factors such as the presence of internal controlling
mechanisms on the operating of the AIVD (warranting a relation based on the
principle of trust, according to the Court of Appeal in the case of Eik), the fact
that the national public prosecutor for counterterrorism has examined the
information as to its veracity and its value for criminal investigative activities
before further transferring it to the correct (national or regional) public
prosecution office and, similarly, the internal controlling mechanisms of the CIE
and the random check of the public prosecutor for the CIE.182 The internal
controlling mechanisms applicable to the AIVD (the supervisory commission
and parliamentary control) in fact replace the need for an in-depth examination
by judges, both ex ante and ex post.183 Therefore, also the Supreme Court could
conclude that there is no legal rule forbidding the use of intelligence information
as starting information for a criminal investigation.184 This being the basic
presumption for using intelligence as starting information, the Supreme Court
nevertheless also acknowledged that the trial judge will need to examine
whether the proceedings as a whole were fair. However, this examination can
subsequently easily be set aside, because the intelligence information has not
been introduced as evidence.185
4.3.4.2 Control over Parallel Investigations
When confronted with challenges regarding an abuse of the intelligence
investigative power to circumvent criminal procedural safeguards or regarding
an impermissible influence by the AIVD on the course of events during the
criminal investigation by means of sharing information (see section 3.3.3), the
courts have strongly relied on the fact that the AIVD is controlled by other
mechanisms outside the context of criminal proceedings. In the first place it is
emphasized that Article 359a CCP does not apply when illegitimate activities
180 HR 5 September 2006, NJ 2007, 336 and Gerechtshof ’s-Gravenhage 2 October 2008. For the
acceptance of CIE information as starting information see e.g. HR 14 September 1992, NJ 1993,
83 (see in more detail section 2.3.2.3.1 and footnote 413 of Chapter 2).
181 ECHR 30 August 1990, App. nos. 12244/86; 12245/86; 12383/86 (Fox, Campbell and Hartley v.
The United Kingdom), para. 34.
182 See section 3.3.1 and section 2.3.2.3.1 and see Brinkhoff 2009 10, 127-128, 136 and 138-139.
183 HR 5 September 2006, NJ 2007, 336, ann. Sch, annotation para. 2.
184 HR 5 September 2006, NJ 2007, 336, ann. Sch, para. 4.6.
185 According to the annotator, the Supreme Court undermines its own stance with this reasoning.
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have occurred outside the scope of the criminal investigation, which means that
the trial judge will only examine the legitimacy of the activities of the AIVD, to
a very limited extent, when there are strong indications that evidence has been
gathered by seriously violating fundamental rights.186 This means that when
AIVD information is not used as evidence, the court may refrain from any
examination. When AIVD information is also used as evidence the courts will
only conduct a marginal examination. Only where it appears that criminal
procedural safeguards have intentionally been circumvented or where the rights
of the suspects have been violated in a manner that, on face value, is
incompatible with Article 6 ECHR, will the evidence obtained through AIVD
investigations be excluded.187 Defense requests concerning an examination of
the veracity of CIE information and the legitimacy of obtaining this information
have been rejected with similar arguments: when there are no indications
pointing to illegitimate activities, the judge will not resort to an examination.188
In the case involving the leaking of state secrets by an employee of the AIVD
to a journalist, the Court of Appeal rejected the defense’s argument that the
AIVD operated as a ‘law enforcement agency’ with the factual observation that
the AIVD does not have a criminal investigative task and no criminal
investigative officers have conducted the investigative activities of the AIVD,
and considering that AIVD employees are not criminal investigative officers
under Articles 141 and 142 CCP. In other words: the investigative activities of
the AIVD are not covered by the definition of a criminal investigation as
provided in Article 132a CCP. In this way the defense’s challenge was parried
by interpreting it in its literal meaning, without addressing the essence of the
defense, namely an alleged abuse of power and without giving the defense the
required insight into the activities of the AIVD to substantiate such a defense as
a consequence of the secrecy of the information.189
4.3.4.3 An Infected Criminal Process?
The approach of the courts towards controlling the legitimacy of the way in
which evidence has been gathered seems to contradict the requirements of
Article 6 ECHR, in particular the right to challenge the reliability and method
of obtaining evidence against the defendant where the AIVD or the CIE have

186 HR 5 September 2006, NJ 2007, 336, para. 4.3.9. Compare: ECHR 16 October 2001, App. no.
37555/97 (O’Hara v. The United Kingdom), para. 35, affirming the importance of shielding confidential sources in the case of a suspicion of a terrorist crime.
187 HR 5 September 2006, NJ 2007, 336 para. 4.7.2 and HR 13 November 2007, NJ 2007, 614, para.
3.6.
188 See e.g. Gerechtshof Amsterdam 9 June 1994, NJ 1994, 709. See in more detail Brinkhoff 2009.
189 The Supreme Court did not address this particular issue once again, but upheld the argumentation
of the Court of Appeal (Gerechtshof ’s-Gravenhage 1 March 2007, LJN AZ9644, r.o, 5.1.1), HR 7
July 2009, NJ 2009, 528, ann. Buruma para. 6.2.3 and 8.4. See also the Opinion of the Advocate
General at para. 5.8. agreeing with the argumentation of the Court of Appeal. See also the annotation by Buruma at para. 3, warning that relying on secrecy should not result in a “secret of
convenience” when the AIVD fears that a particular plea could adversely affect the service.
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been involved. Where the ECrtHR seems to attach significant weight to the
presence of a form of judicial control on the criminal investigative activities,
also where shielded information is involved, this control seems to be exerted in
only a marginal fashion in the Netherlands. The interest of protecting national
security prevails over criminal procedural interests as repeatedly emphasized by
the government, for example in the explanatory memorandum to the Shielded
Witnesses Act.190 Taking into account this classification of interests, judges have
not considered it a necessity to exclude the results of intelligence investigations
from criminal proceedings, but rather to avoid an in-depth examination of the
activities of the intelligence agencies.
The ECrtHR has accepted limitations on defense rights in its case law,
subject to the condition that these limitations are sufficiently compensated.191
The ECrtHR has accepted that when national security is at stake due to the threat
of terrorism the police are required to act upon the information available also if
this information originates from secret sources. Especially in the situation of a
suspicion of a terrorist crime, the Court has acknowledged the importance
shielding confidential sources.192 However, relying on the interest of national
security may not result in the exclusion of judicial control.193 As the Court stated
in Klass and Others v. Germany: “an interference by the executive authorities
with an individual’s rights should be subject to an effective control which would
normally be assured by the judiciary (...), judicial control offering the best
guarantees of independence, impartiality and a proper procedure.”194
Considering the preceding two sections, it can be concluded that the defense
is considerably impaired in its fair trial rights when confronted with the
implications of an anticipative criminal investigation, namely the reliance on
AIVD or CIE sources as the basis for initiating the criminal investigation and the
practice of parallel investigations when both are acting in the field of preventing
terrorism. The Dutch courts have so far relied on a rather marginal examination
regarding the origin and veracity of information from shielded sources and/or
having been obtained through shielded methods, especially where the use of this
information has only played a role in the pre-trial phase and has not been
introduced as evidence. Indeed, there is, in principle, no concrete reason to
automatically suspect the AIVD of illegitimate investigative activities, considering the existence of the controlling mechanisms on the activities of the
AIVD, the results of the examination by the oversight committee regarding the
veracity of AIVD reports transferred to the PPS on the basis of Article 38 WIV

190
191
192
193

Kamerstukken II 2003/04, 29 743, no. 3, 1.
See for more detail on this issue: Alink 2004.
ECHR 16 October 2001, App. no. 37555/97 (O’Hara v. The United Kingdom), para. 35.
See e.g.: ECHR 30 August 1990, App. nos. 12244/86; 12245/86; 12383/86 (Fox, Campbell and
Hartley v. The United Kingdom), para. 34 and ECHR 15 November 1996, NJ 1997, 301 (Chahal v.
The United Kingdom), para. 131. See in this regard also: Vervaele 2005, 20-23 and Aksu 2007, 98100.
194 ECHR 6 September 1978, App. no. 5029/71 (Klass and Others v. Germany), para. 55.
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2002,195 the fact that it would be contrary to the AIVD’s own interest to pursue
criminal investigative interests, and the possibilities for the national public
prosecutor for counterterrorism to first check the veracity of the information and
the value of the information for pursuing the task of the law enforcement
community.196 The same can be said for the CIE, which also has internal
controlling mechanisms as to the veracity of the information provided to the PPS
(the CIE report includes a label reflecting its opinion as to the veracity of the
information).197 In addition, the controlling issues following from the use of CIE
information are narrower, because CIE information that is only used as starting
information for criminal investigations is in principle not used as evidence and
the CIE powers for information gathering are very limited for which reason the
complications with regard to parallel AIVD investigations do not apply.
Also the ECrtHR seems to consider this presumption of trust to be legitimate.
When judicial control is impossible, the Court has considered that this may still
be acceptable in the absence of evidence that the executive authorities have
violated the law and if there are other independent authorities that can
effectively and continuously control the surveillance activities. As was
formulated in the Klass judgment, where the Court assessed the German ‘G10’
regulation for electronic surveillance to protect national security:
“The rule of law implies, inter alia, that an interference by the executive authorities
with an individual’s rights should be subject to an effective control which would
normally be assured by the judiciary, at least in the last resort, judicial control
offering the best guaranteed of independence, impartiality and a proper procedure.
[...] Nevertheless, having regard to the nature of the supervisory and other safeguards
provided for by the G10, the Court concludes that the exclusion of judicial control
does not exceed the limits of what may be deemed necessary in a democratic society.
The parliamentary board and the G10 Commission are independent of the authorities
carrying out the surveillance, and are vested with sufficient powers and competence
to exercise an effective and continuous control. [...] While the possibility of improper
action by a dishonest, negligent or over-zealous official can never be completely
ruled out whatever system, the considerations that matter for the purposes of the
Court’s present review are the likelihood of such action and the safeguards provided
to protect against it. [...] In the absence of any evidence or indication that the actual

195 The main conclusion of the report of the supervisory commission on the intelligence and security
services, investigating the issuance of official reports by the AIVD in the period January 2004October 2005, was the following: the contents of all examined official reports were supported by
the content of the underlying files. In addition, the precision of the process for determining that the
information underpinning the official reports is reliable is sufficiently guaranteed. Rapport van de
Commissie van Toezicht betreffende de Inlichtingen- en Veiligheidsdiensten inzake het onderzoek
naar de door de AIVD uitgebrachte ambtsberichten in de periode van januari 2004 tot oktober
2005, 2006, 7-8.
196 See also Krips 2009, 161. The supervisory commission for the AIVD has argued that the AIVD
shall include in its reports, similar to the CIE, a judgment with regard to the veracity of the
information provided as a matter of general practice. Rapport van de Commissie van Toezicht
betreffende de Inlichtingen- en Veiligheidsdiensten inzake het onderzoek naar de door de AIVD
uitgebrachte ambtsberichten in de periode van januari 2004 tot oktober 2005, 2006, 7-8.
197 Critical: Brinkhoff 2009.
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practice followed is otherwise, the Court must assume that in the democratic society
of the Federal Republic of Germany, the relevant authorities are properly applying
the legislation in issue.”198

Nevertheless, this does not change the fact that the defense, seeking to challenge
the legitimacy of certain activities in the pre-trial phase, is facing a wall of
secrecy and unwillingness on the part of the courts (and the AIVD) to seek
possibilities to break through this secrecy.199 To provide for concrete information pointing to illegitimate investigative activities that would open the door to
a more substantive examination by the trial judge, the defense will first need to
have access to all information available on the investigative activities. In
addition, it seems that a plea regarding an abuse of power can easily be
countered with reference to the definition of the criminal investigation and, on
that basis, concluding that the AIVD cannot exert criminal investigative
activities.200 Lastly, it will generally be rather simple to prove that the AIVD has
conducted the investigative activities also for its own investigative purpose, in
particular in the context of parallel anticipative criminal investigations. This
approach in fact resembles the ‘looser’ version of the purpose-limitation
principles applied to the separation between criminal investigation and
administrative supervisory authority, with the essential difference being that
administrative supervision is not covered by a veil of secrecy and is usually
conducted by investigative officers, who also act in the field of criminal investigation.201 Hence, the manner in which courts address defense challenges that
involve the CIE or the AIVD seems to concern a circular reasoning in order to
avoid the need to exert control in conflict with the national security interest to
keep certain information shielded. Moreover, as already concluded in section
4.2.3, also ex ante control seems to be rather limited, which is thus subsequently
not compensated by the control at the trial phase.
The ECrtHR generally takes the approach that such handicaps for the defense
must be sufficiently compensated in order to render the trial fair. The Shielded
Witnesses Act has been adopted in order to provide such a compensating
procedure as a mechanism enabling the veracity of AIVD information to be
controlled (see section 3.3.2). However, the procedure where an AIVD
employee can testify before the examining magistrate as to the veracity of the
AIVD information cannot be used in order to exert control over the legitimacy
of the investigative activities of the AIVD. After all, Article 359a CCP does not
provide possibilities to exert control over investigative activities falling outside
the scope of the criminal investigation under Article 132a CCP. Only when the
198 EHRM 6 September 1978, App. no. 5029/71 (Klass and others v. Germany), para. 55, 56 en 59.
199 A similar conclusion was drawn by Advocate General Machielse in the Piranha case: HR 15 March
2011, LJN BP7544 (CPG 08/04418), para. 5.20 and 5.21. The decision of the Supreme Court in
this case is still pending.
200 Gerechtshof ’s-Gravenhage 1 March 2007, LJN AZ9644, para. 5.1.1 and HR 7 July 2009, NJ 2009,
528, para. 6.2.3 and 8.4.
201 Compare the approach that the courts have taken to assess issues following from the ‘cumulating
spheres’ of administrative law and criminal law. See section 2.3.2.2.2.
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results of the AIVD investigation are used as evidence is it necessary for the trial
judge to examine the AIVD information and – although marginally – its method
of obtaining such information. In this regard the Council of Europe’s
Commissioner for Human Rights, Thomas Hammarberg, has reported:
“(...) the commissioner noted with concern that, in the interest of national security,
the defence cannot always attend the examination of the witness. He finds that the
position of the defence is weakened, considering that the witness remains anonymous
in most cases and has a decisive say in the decision as to whether the official report
of the investigating judge will become part of the case file and accepted as evidence.
The commissioner questions how the principle of equality of arms, an essential
guarantee of the right to fair trial, is safeguarded by the Act and recalls the right of
the individual to know the full case against him or her.”202

More in general, the Shielded Witnesses Act has been subject to extensive
criticism as to its compatibility with fair trial rights, in particular the principle
of immediacy and the right to cross-examine. After all, the witness can be heard
as a shielded witness, which may occur ex parte203 and in camera; the witness
may at any time rely on his/her duty to keep information secret, which will result
in a judgment of the examining magistrate being provided to the trial judge as
to the veracity of the information, whereas neither the examining magistrate nor
the trial judge has been able to examine the underlying documents or the
methods used for obtaining the information.204 It is clear that the defense is
limited in its right to cross-examine and that the system contradicts the principle
that the trial judge will need to exert control over all evidence used to prove a
case.
Nevertheless, it must also be noted that, to date, the procedure has not been
used. Quite the contrary, a District Court considering the possibility of using the
construction for controlling AIVD information expressed that in the absence of
a request by the PPS or the defense to use the shielded witnesses construction,
it should demonstrate a reluctance to use this procedure and, hence, it concluded
that there were no other ways to examine the veracity of AIVD reports.205 It
would be going beyond the scope of this research to subject the framework
provided in the Shielded Witnesses Act to a precise examination as to its
compatibility with Article 6 ECHR, considering that this primarily applies to the
use of AIVD information as evidence and not to the manner in which intel-

202 Report by the Commissioner for Human Rights, Mr Thomas Hammarberg, on his visit to the
Netherlands 2009, 37-38.
203 Although there is the possibility to follow the examination through telecommunication facilities or
to submit written questions to the examining magistrate.
204 Compare: annotation Schalken HR 5 September 2006, NJ 2007, 336. In the end it will be the trial
judge who needs to decide whether he/she considers the information from uncontrollable sources
to be sufficiently reliable to use as evidence. The ECrtHR has decided, as a safeguard, that a
conviction may not exclusively or to a decisive extent be based upon anonymous sources. ECHR
17 November 2005, App. no. 73047/01 (Monika Haas v. Germany).
205 Rechtbank Rotterdam 1 December 2006, LJN AZ3589.
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ligence information affects the criminal investigation.206 At this place it suffices
to conclude that although the procedure may be useful for examining whether
the veracity of the AIVD reports is sufficient for establishing a reasonable
suspicion (the value of such ex post examination is, however, rather limited,
considering that it should be determined whether at the time the police, the PPS
or the examining magistrate could reasonably establish a reasonable suspicion
from the information, a decision which may also involve other factors such as
the required urgency for action) or when introduced as evidence (with the
necessary remarks as provided above), any control over the course of events in
the situation of parallel investigations seems to be excluded.
In fact the adherence to the strict separation between the PPS and the police,
on the one hand, and the AIVD, on the other, in combination with the
inescapability of using intelligence especially in criminal investigations into
terrorism and the desire to successful prosecute terrorist suspects, results in a very
reserved attitude by the courts towards exerting control over the activities of the
AIVD. Only when the results of the AIVD investigation are also used as evidence
will the trial judge conduct a marginal examination in the light of Article 6
ECHR. Hence, it can be concluded that, whilst seeking to uphold a separation on
the basis of the purpose of the investigation between intelligence investigation
and anticipative criminal investigation, the criminal process is indeed infected,
in the sense that controlling possibilities on the method of obtaining evidence and
on the legitimacy of the criminal investigation in general have been impaired, as
a consequence of the increased use of intelligence in the anticipative criminal
investigation. This reduces the controlling abilities of the trial judge on the
complete course of pre-trial events and deprives the defendant of a remedy for
possible illegitimate investigative activities when they have been conducted
outside the scope of the criminal investigation under Article 359a CCP.
4.4 CONCLUSION
In conclusion, this section will, on the basis of the analysis provided in the
preceding sections, characterize the anticipative criminal investigation as it has
taken shape in the Netherlands. Subsequently, an overview will be given of the
implications for the shield objective of criminal procedural law, as identified in
this Chapter. This characterization and the identified implications will constitute
the legal substantive basis for the further analysis provided in Chapters 8 and 9.
4.4.1 Characterizing the Anticipative Criminal Investigation
An anticipative criminal investigation has been defined in section 4.3.3 as
covering the criminal investigation under the definition of Article 132a CCP, a

206 See on this e.g. Vervaele 2005, 16-27, Coster van Voorhout 2006, 123-130 and 137-143, Beijer
2006 and Krips 2009, 167-188.
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definition which defines criminal investigation on the basis of its purposes:
‘making prosecutorial decisions.’ This purpose of the criminal investigation,
which can be understood to concern a limitation to only collecting information
which is relevant for the purpose of making criminal procedural decisions such
as the decision whether or not to charge someone with a criminal offense or to
arrest someone, separates the anticipative criminal investigation from other
investigative activities conducted by state authorities, such as the intelligence
investigation and the administrative supervisory authority. However, the
anticipative criminal investigation shall be distinguished from other forms of
criminal investigation, because it is typically enabled through starting information from ‘preparatory information-gathering activities’ conducted by the AIVD
or the CIE. Hence, without stretching the definition of the criminal investigation
on the basis of the purpose provided in Article 132a CCP, these preparatory
information-gathering activities provide the criminal investigation with its
anticipatory character and has implications for further criminal proceedings.
Furthermore, the anticipative criminal investigation as allowed in the Netherlands is characterized by the possibility to use SIT upon a lower threshold in
order to investigate for preventive purposes. In order to prepare this anticipative
criminal investigation of terrorist crimes, new and more intrusive preliminary
investigative techniques have been adopted. Furthermore, search methods have
been made available in the criminal investigation of terrorist crimes in order to
avert more urgent threats. Consequently, the scope and character of the anticipative criminal investigation differs concerning two main aspects from other
criminal investigative activities. Firstly, the interest of the prevention of terrorist
crimes is first and foremost the objective of the criminal investigation, whilst for
the criminal investigation of other crimes proactive action is still the exception.
Secondly, the lowered threshold of indications instead of a reasonable suspicion
legitimizes the use of SIT and search methods, which makes it possible to
investigate persons who constitute a potential danger, because they can be
associated with indications of terrorist activities.207
Lastly, the anticipative criminal investigation is typically intelligence-led.
Prevention is aimed to be realized through a strong information position. For this
reason, the preparatory investigative activities of the AIVD or CIE typically
precede the anticipative criminal investigation, providing for the proactive
steering information for the subsequent criminal investigation.
4.4.2 Implications for the Shield Objective of Criminal Procedural Law
The implications of the above characterized ‘anticipative criminal investigation’
in the Netherlands for the shield objective of criminal procedural law touch upon
two different aspects. Firstly, the allowing of an anticipative criminal investigation has weakened the protection against arbitrary interferences with the right
to respect for private life and has reduced the regulatory value of the
207 See section 4.2.1.1.
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presumption of innocence. Secondly, as a consequence of anticipative criminal
proceedings, the criminal proceedings following on from an anticipative
criminal investigation are infected. Both implications will be briefly explained
on the basis of the findings of this Chapter.
4.4.2.1 Weakened Protection of the Right to Respect for Private Life and the
Presumption of Innocence
The weakened protection of the right to respect for private life and the
presumption of innocence is an implication that follows from the lowered
threshold of application, the lack of a clear connection between a criminal
investigative purpose and the threshold of application, the current classification
of interests in the criminal investigation and the shifted responsibilities among
the actors resulting in growing investigative discretion and watered-down
control. It will be briefly recapitulated why and how these four aspects have
contributed to this first shield implication.
As a consequence of the lowered threshold of application for SIT and search
methods, the scope of the terrorist crime investigation may be rather broad.
Because of the vaguer information upon which a criminal investigation is
initiated, it may be more difficult to relate specific persons to the indications
present. This involves an increased risk that persons who cannot be related to
(indications of) terrorist crimes, who do not constitute a ‘danger’, will be
subjected to investigative techniques that interfere with their right to respect for
private life. As concluded in sections 4.2.1.3.1.1 and 4.2.1.3.2, the compatibility
with Article 8 ECHR largely depends on the manner in which the threshold is
construed in practice; whether the application of the indications threshold
broadens the scope of the investigation to an unforeseeable scope, thereby
unnecessarily investigating certain persons. Such a scope for the investigation
would also be contrary to the fundamental presumption of innocence, requiring
a general restraint in using investigative powers. ‘Suspicion’ concerns a flexible
threshold, reflecting the equilibrium between investigative interest and
protection against interferences with the right to respect for private life and,
from that point of view, also the indications threshold may be a justifiable
legitimization for investigative activities. However, the equilibrium between
sword and shield interests is currently struck at a different point, with adverse
implications for the safeguards afforded against arbitrary interferences with the
right to respect for the private life and for the presumption of innocence.208 This
implication for the shield objective has been identified because of the theoretical
breadth of the indication threshold as well as the absence of meaningful other
restrictive procedural safeguards. Nevertheless, in practice the new investigative
possibilities have been explored only exceptionally and with restraint (see
section 4.2.2.2).

208 See section 4.2.1.2.
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Secondly, it has been observed that in the criminal investigative practice
insufficient attention is attributed to the relation between the specific threshold
of application for an investigative domain and the purpose of the legislation.
Consequently, the threshold of a reasonable suspicion has been stretched in
order to pursue also proactive investigative purposes in order to confront
organized crime and to pursue preventive purposes when dealing with terrorism.
Because the courts accept the use of the reasonable suspicion threshold for these
purposes and, consequently, Title V and Title Vb are rarely used in practice, the
adopted legislation loses its legitimacy in the absence of necessity. It has been
suggested that instead of rejecting the legislation for this reason, it is preferable
to retrieve legitimacy by devoting more attention to the rationale underlying the
adopted investigative domains, including the preliminary investigation. The
realization of more attention for the relation between the threshold of application
and the specific investigative purpose could not only render the legislation
enabling anticipative criminal investigation necessary but would also be
favorable to legal protection considering the commensurate restriction to
terrorist crimes and, likewise, to organized crime and to preliminary investigative activities.209
In the third place, section 4.2.2.1 has identified a trend where the interest of
prevention generally supersedes the interest of legal protection against
arbitrary interferences with the right to private life. This is recognizable in
antiterrorism legislation, where the interest in acting to prevent terrorism or to
protect national security is understood to supersede the legal protection interest
of criminal procedural law and, hence, is used both to justify new legislation and
as a point of departure in applying the newly introduced methods. Furthermore,
this trend is recognizable in the manner in which the courts have dealt with the
principles of proportionality and subsidiarity. Instead of applying them as
restrictive principles, the courts have used these principles as an argument to
grant more investigative discretion.
Lastly, it has been observed that, as a consequence of the increased investigative discretion, control over the legitimate and fair use of investigative
powers has been traded in by the ‘higher’ authorities. This has been caused by
the willingness to attribute investigative officers with sufficient investigative
discretion to act whenever needed for the prevention of terrorism and by vesting
the core shield responsibility in the public prosecutor, who will also be inclined
to give decisive weight to preventing terrorism. Judicial control, both ex ante
and ex post, is thereby weakened rather than strengthened. Whereas the position
of the examining magistrate as to his/her overall controlling responsibility has
been strengthened, his/her role as a warrant judge has not been expanded. In
addition, the judges’ controlling role is complicated because of the criteria that
offer a wide discretion and because of the classification of interests where
security interests outweigh legal protection interests.210

209 See section 4.2.2.2. This idea will be further discussed in Chapter 9.
210 Section 4.2.3.
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Cumulatively, these developments result in weakened legal protection
against arbitrary interferences with the right to respect for private life on behalf
of state authorities. This is primarily a consequence of the breadth of the
‘indications threshold’, which is not compensated by a clear demarcation of
investigative domains or strengthened control through the judiciary. The risk
involved in the theoretically granted breadth of the investigative domain for
terrorist crimes is even larger considering the current classification of interests
where prevention supersedes legal protection.
4.4.2.2 An Infected Criminal Process
The second main implication for the shield objective of criminal procedural law
concerns the infected criminal process as a consequence of the nature of the
information used as proactive steering information in the anticipative criminal
investigation. The information collected during the investigative activities of the
AIVD and CIE is used as starting information or is otherwise introduced in the
criminal proceedings (e.g. in the course of ‘parallel investigations’). These
‘preparatory investigative activities’ also influence the legitimacy and fairness
of the criminal investigation, which becomes typically visible in the criminal
trials of terrorist suspects.
Control over the legitimacy of initiating criminal investigative activities on
the basis of AIVD or CIE reports and control over the practice of parallel investigations are impeded because of the limited possibility to have access to the
underlying documents and the sources and methods by which information has
been gathered. Internal mechanisms of control over the activities of the AIVD
and the CIE replace the need for an in-depth examination by judges, both ex
ante and ex post. When AIVD information is not used as evidence, trial judges
refrain from exerting any control because of the strict applicability of Article
359a CCP to the criminal investigation as defined in Article 132a CCP. Only a
marginal examination is exerted where the AIVD reports are used as evidence.
Consequently, the defense faces a wall of secrecy when seeking to challenge the
legitimacy of anticipative criminal investigative activities. Also the Shielded
Witnesses Act seems to be unsuitable for offering recourse when it comes to
control over the course of events during parallel investigations.
On this basis it has been concluded that the courts have demonstrated a very
reserved attitude with regard to exerting control over the preparatory investigative activities of the anticipative criminal investigation. Consequently, the
defense is impaired in its rights where seeking to challenge the legitimacy of
initiating a criminal investigation on the basis of AIVD or CIE information and,
in particular, when seeking to challenge the illegitimate aspects of parallel
investigations (détournement de pouvoir or an impermissible steering influence
by the AIVD). Hence, the criminal process has been infected as a consequence
of the preparatory investigative activities which are typical of the anticipative
criminal investigation and as a consequence of the increased cooperation
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between the AIVD, the police and the PPS because of the shared mission to
prevent terrorism.211

211 See in detail section 4.3.4.
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Chapter 5

The System of Criminal Investigation
in the United States

5.1 INTRODUCTION
5.1.1 Goals of the Chapter
In order to obtain a correct understanding of all developments in the United
States that have facilitated a shift in emphasis to criminal investigation for the
purpose of preventing crimes, this Chapter will provide for the relevant
background: the legal framework and its development which is necessary to
understand the impact of changes in the law and policy in order to enable an
adequate system of anticipative criminal investigation.1 The contents and scope
of this Chapter are thus based on the relevance for the required understanding
of the implications of changes in criminal procedural law, in particular those that
have been adopted since September 11, 2001 in order to adequately prevent
terrorist attacks (as discussed in the Sixth Chapter). Hence, this Chapter will
provide a baseline for the post-9/11 sword and shield developments, evaluated
in Chapter 7, in criminal procedural law as described in Chapter 6.
An important part of this Chapter will be dedicated to Fourth Amendment
law: regulating the governmental powers of search and seizure. Physical search
and seizure are techniques that are typically not covered by the subject-matter
of this book, focusing on the use of covert investigative techniques during the
pre-arrest investigation.2 However, as will hereafter be explained, surveillance
techniques have also been included in the concept of ‘search’ as covered by the
Fourth Amendment. Hence, also special investigative techniques such as wiretapping, the electronic interception of communications and the use of
undercover agents are limited by the requirements of the Fourth Amendment.
Moreover, the Fourth Amendment also applies to the work of the intelligence
entities within the United States. These intelligence entities conduct ‘national
security investigations,’ which concern investigations – to be distinguished from
law enforcement investigations – “to acquire information about foreign threats

1

2

Defined in Chapter 1, section 1.2.1 as: any form of proactive investigation on behalf of the
government aimed at the prevention of serious crimes or threats, typically characterized by its
intelligence-led approach, and resulting in the gathering of information, which information may,
immediately or subsequently, come to play a role in criminal proceedings.
Except for exceptions created for covert sneak-and-peak searches.
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to the national security,” such as “international terrorism or espionage.”3 These
national security investigations are usually conducted within the United States
by the Federal Bureau of Investigation (FBI)4 and have found specific regulation
in legislation in observance of the protection that the Fourth Amendment offers
against governmental interferences with privacy through the use of their search
and seizure authority. Not only the Fourth Amendment, but also due process, as
a notion implicated in the due process clauses of the Fifth and Fourteenth
Amendment has some, although significantly more limited, normative consequences for criminal investigation. The concept of due process does have some
implications for the actors – the police and the prosecutor – in their task to trace
criminal evidence and confront criminal behavior and, primarily, sets fairness
requirements for trial. Hence, the due process clause has in particular normative
consequences for the use of the results of the investigative activities of the
government as evidence.
The remainder of this introductory section will give a basic explanation of
the US criminal justice system and of the Constitutional principles that regulate
the investigative phase. Thereafter, the Chapter will be divided in two main
parts. The first part (5.2) will deal with the sword function as it has been given
effect in the pre-trial phase, with regard to both the conventional criminal law
enforcement context and the national security (or intelligence) context. The
second part (5.3) will deal with the restraints on the use of investigative powers
pre-arrest, following from procedural due process, the Fourth Amendment,
additional statutory legislation and guidelines.
Hence, this Chapter will seek an answer to the following two questions:
1. How is the sword objective in the US system of criminal investigation
realized? This will firstly require an analysis of the actors that bear responsibility to investigate criminal activities (either past or future), and, secondly,
an analysis of the investigative powers available to these investigating actors.
2. How is the shield objective in the US system of criminal investigation
realized? Answering this question will, firstly, require an analysis of the
responsibilities of the actors in play during the criminal investigation to
contribute to the fairness of the investigation. Furthermore, the requirements
that follow from the Fourth Amendment imposing restraints on the power to
search and the statutory regulation of law enforcement and national security
surveillance will be analyzed, in order to illustrate the manner in which the
system of criminal investigation is organized to reflect the realization of the
protection offered by the Fourth Amendment. The limitations of the Fourth
Amendment and the concept of due process together give effect to the
protective aspect of criminal procedural law under the rule of law.

3
4

Kris and Wilson 2007, vii.
Ibid.
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5.1.2 Framing the Subject
The United States’ criminal process is primarily regulated by the restraints
following from the US Constitution. There is no direct influence of international
human rights law documents, such as the ICCPR or the ACHR, on US criminal
procedural law. The US has not ratified the optional protocol to the ICCPR in
order to allow individuals to file human rights complaints with the United
Nation’s Human Rights Committee. Furthermore, although it signed the ACHR
in 1977, the United States has not proceeded with its ratification. Treaties to
which the United States are party are part of the Supreme Law of the Land
(Article VI US Constitution). Non-self-executing treaties are distinguished from
self-executing treaties, in the sense that non-self-executing treaties first need to
be implemented in order to become supreme law of the land (notwithstanding
the international law obligations that, also without implementation, follow from
the ratification of a treaty).5 Nevertheless, under this ‘Supremacy Clause’ the US
Constitution always takes precedence over federal legislation and treaties. For
this reason, the US courts are generally reluctant to use international sources for
Constitutional interpretation.6 However, this approach is also subject to debate
and on some occasions the Supreme Court has started citing international
sources when it is confronted with new Constitutional questions.7
Considering the limited influence of international (human rights) law on US
law and, in particular, on the US criminal justice system, the US Constitution
(henceforth ‘the Constitution’) and its interpretation by the Supreme Court and
lower courts are the most important source for drawing the legal framework
which regulates the criminal investigation.8 In addition, Congress has enacted
legislation for certain areas of criminal investigation, which constitutes an
additional source of regulation also for the criminal investigation.
The US consists of multiple jurisdictions that can be roughly divided into a
federal jurisdiction, 50 state jurisdictions and the exceptional status of the
jurisdiction of the District of Columbia. In addition to these jurisdictions, there
is the Article III military jurisdiction and the special jurisdiction of the Military
Commissions. Of all criminal prosecutions, only a very small amount (approximately 1%) of all prosecutions occur before a federal court and approximately
97% of all criminal cases are resolved by plea bargaining.9 The federal juris-

5
6
7
8

9

The Supreme Court recently decided on this distinction between self-executing treaties and non-selfexecuting treaties in Medellin v. Texas, 552 U.S. 491, 128 S.Ct. 1346 (2008). See on this subject:
Nokes 2011, 829-855.
Ibid., 853-854
Glashausser 2008.
This does not mean that international law could not be useful, for example, for transnational issues
involved in national security policy. Using international law principles as the baseline for “good
process” in national security activities with a transnational aspect may further such good process
(providing good legal policy and good national security policy) as well as efficient cooperation in
national security matters. See on this: Baker 2007, 644-658.
Allen et al. 2005, 9-21.
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diction does not cover the prosecution of all crimes, but only those to which the
Constitution grants legislative authority to Congress. This legislative authority
is granted to Congress in Article I of the Constitution, section 8, containing
different clauses that provide for the powers of Congress. Most significant for
the power to enact federal criminal legislation are the ‘commerce clause’ and the
‘necessary and proper clause.’10 Federal crimes are particularly those crimes that
are criminalized in order to protect the interests of the federal government, such
as espionage or the bribery of federal officials, the robbery of facilities in which
the federal government has a financial interest and crimes related to Congress’
authority over interstate commerce (including sex offenses, financial crimes,
crimes committed by criminal organizations and terrorist crimes).11
Article I(8)(3) provides for the federal commerce clause, which grants
Congress the power “[t]o regulate Commerce with foreign Nations, and among
the several States, and with the Indian Tribes.” The commerce clause is today
interpreted as granting broad power to enact federal legislation. It covers
basically anything that has a possible economic impact or is related to an
activity of commerce among the states.12 Furthermore, according to Article
I(8)(18) of the Constitution, Congress may enact federal legislation when such
legislation is “necessary and proper” to give effect to its powers granted in the
preceding clauses of Article I(8). This ‘necessary and proper clause’ has been
interpreted as giving Congress the authority to enact federal legislation if such
legislation relates to the carrying out of an express granted power and is not
otherwise limited by the Bill of Rights or other restrictions following from the
Constitution, which means that Congress may enact federal legislation when it
reasonably finds that the legislation relates to one of the federal powers (thus
including the federal commerce power) as granted in the Constitution.13 In fact,
the necessary and proper clause has become a catch-all phrase, which can be
extended to any area in which the federal government seeks to exert power. The
investigation and prosecution of terrorist activities is such area in which the
federal government has claimed authority, because such power is considered
necessary to protect national security and public safety.
Because the investigation of acts of terrorism is the main subject of this
research project, the legal background provided in this Chapter focuses on the
federal system. As will be seen in Chapter 6, anticipative criminal investigation

10
11
12

13

Nowak and Rotunda 2004, 139.
Israel et al. 2006, 1-2 (ftnt. 1). The adoption of health-care legislation by the federal government is a
currently debated and litigated example of whether such health-care legislation exceeds Congress’
power to regulate interstate commerce.
Nowak and Rotunda 2004, 181. The Supreme Court in United States v. Lopez, 514 U.S. 549, 115
S.Ct. 1624 (1995), 558-559, indicated three broad categories of activities where Congress may
enact legislation under its federal commerce power: 1) “the use of the channels for interstate
commerce”; 2) “to regulate and protect the instrumentalities of interstate commerce, or persons or
things in interstate commerce, even though the threat may come only from intrastate activities”;
and, 3) “to regulate those activities having a substantial relation to interstate commerce.”
Nowak and Rotunda 2004, 145. The Supreme Court has interpreted the necessary and proper
clause in McCulloch v. Maryland, 17 U.S. (4 Wheat.) 316 (1819).
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is conducted principally through the interaction between the intelligence
community and law enforcement community on the federal level. Notwithstanding this limitation to the federal system, all jurisdictions in the United
States are sufficiently similar concerning the basic structure of the criminal
process, as a result of the common heritage of English common law14 as well as
the regulatory influence of the Constitution on all US jurisdictions. This
regulatory influence has been a consequence of the Supreme Court’s interpretation of the Fourteenth Amendment resulting in the incorporation of parts
of the Bill of Rights within the States. The guarantees of the Bill of Rights that
relate to the investigative phase have been equally applied to the states under the
incorporation doctrine of the Fourteenth Amendment.15 Consequently, a rather
high level of similarity is achieved between the various US jurisdictions
considering that the Constitutional restraints on the use of criminal investigative
powers apply equally to the States. Therefore, most of the findings in this
Chapter will also be relevant to the States’ jurisdictions.16 Moreover, most states
have adopted similar legislation as enacted on the federal level with regard to
the surveillance and investigation of terrorism. The federal regulation of investigative power is often used as a ‘model code’ for similar legislation on the state
level. Nevertheless, because the complete Bill of Rights does not apply to the
states, considerable differences between federal criminal procedural law in
general (covered by all Bill of Rights’ provisions) and state criminal procedural
law (covered only by those Bill of Rights’ provisions made applicable by the
Fourteenth Amendment) as well as among the 50 states’ jurisdictions remain in
existence.
This Chapter will seek to describe the federal system of the criminal
investigation of criminal behavior with its powers and protections in order to
understand and assess the reforms that have aimed to facilitate a system that can
also prevent crimes, in particular crimes of terrorism.
5.1.3 The US Criminal Justice System
The goals of the US criminal procedural system,17 as they are traditionally
formulated, correspond with the two main objectives of criminal procedural law
in general as formulated in Chapter 1. The Supreme Court has stated that the
establishment of the substantive truth is a “fundamental goal of our legal

14
15
16
17

With the exception of the state of Louisiana, where the legal system is partly based on the French
and Spanish (civil) law.
Duncan v. Louisiana, 391 U.S. 145, 88 S.Ct. (1968). See also: Allen et al. 2005, 93-100. The
incorporation of the Bill of Rights under the Fourteenth Amendment will be dealt with in more
detail in section 5.1.4.2.
Allen et al. 2005, 6.
This refers to the federal criminal justice system. As explained in the previous section, there are in
fact many US criminal justice systems, considering the differences between federal and local
systems, between all local systems and considering differences in resources and crimes concerning
which the different ‘systems’ have jurisdiction. The elements analyzed in this Chapter will
generally also apply to the other systems.
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system”18 and that “the central purpose of a criminal trial is to decide the factual
question of the defendant’s guilt or innocence.”19 According to the Supreme
Court, “[t]he dual aim of our criminal justice system is that guilt shall not escape
or innocent suffer. To this end we have placed our confidence in the adversary
system, entrusting to it the primary responsibility for developing relevant facts
on which a determination on guilt or innocence can be made.”20
According to Israel, for example, each system of criminal procedural law
shall aim at implementing the enforcement of substantive law. This goal then
implies that the process shall be structured in a manner that firstly “achieves the
best enforcement of substantive law” (the sword as well as the shield objective)
and, secondly, “achieves “fairness” in the process” (the shield objective).21
Others consider the criminal process as being designed either according to the
‘due process model,’ limiting the use of criminal procedural powers to protect
individual dignity and autonomy, or according to the ‘crime control’ model,
which focuses on efficient and expeditious law enforcement.22 However, as
explained in the first Chapter it is preferable to view both models not as
alternatives, but as two objectives that need to be reconciled with each other
within the model underlying the criminal justice system of a particular state.
This seems to be in conformity with what Griffiths called the family model: a
model based on the assumption that the interest of the individual accused is
competing with the interest of the state, for which reason the criminal justice
system should be designed in accordance with a model based on a reconciliation
or battle between these interests.23 Also Damaška explained Packer’s due
process model and crime control model as actually contending a single model
based on the clashing tendencies of crime control and due process.24
Israel formulates nine cornerstones of the US criminal process as the choices
that have been made in the US design of criminal procedure to give effect to
both the crime control objective and the protective objective. These cornerstones
are: “(1) the discovery of the “truth”; (2) utilizing an adversarial process of
adjudication; (3) utilizing an accusatorial system of proof; (4) minimizing
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United States v. Havens, 466 U.S. 620, 100 S.Ct. 1912 (1980), 626.
Delaware v. Arsdall, 475 U.S. 673, 106 S.Ct. 1431 (1986), 681.
United States v. Noble, 422 U.S. 225, 95 S.Ct. 2160 (1975), 230.
Israel 1993, 6. Israel states on this fairness objective: “While this amorphous concept of “fairness”
may have a somewhat different connotation in different societies, its fundamental elements are fairly
uniform in democratic society.” “Fairness imposed both substantive and procedural norms that
restrain state power in criminal law enforcement. Substantive norms recognize such interests as
human dignity and personal autonomy, while procedural norms reflect values such as community
participation, a prescribed procedure, regularity, integrity, and promptness in application, and
equality of treatment of like cases. Because the precise content of these independent values is
derived in large part from political ideology, tradition, and culture, restraints imposed on the criminal
justice process in service of such values will vary from one country to the next. Yet general
agreement exists that some “fairness” restraints are needed, even when they reduce the efficient
enforcement of substantive criminal law through the criminal justice process.”
Packer 1966, 238-239.
Griffiths 1970.
Damaška 1973, 576.
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erroneous convictions; (5) minimizing the burdens of accusation and litigation;
(6) providing for lay participation; (7) respecting the dignity of the individual;
(8) maintaining the appearance of fairness; and (9) achieving equality in
administration.”25
The adversarial process of adjudication, an accusatorial system of proof and
lay participation, is typical for the US following the English common law
tradition. A neutral decision-maker is responsible for deciding on guilt or
innocence on the basis of the evidence presented by the parties (the trier of fact).
A defendant has the right to be adjudicated by a jury, usually composed of 12
persons, as the neutral decision-maker, but may also waive his right to a jury
trial and choose for a decision on the facts by the trial judge. The American
adversarial procedure can be characterized as a “modified” adversary system,
as the judge is not totally inactive and parties are not always strictly opposed but
may in some situations be under a duty to assist the other party in evidence
gathering (disclosure obligations). The Supreme Court has, on the basis of the
presumption of innocence, imposed the burden of proof on the government.26 On
the basis of the evidence presented the prosecution establish the guilt of the
defendant beyond a reasonable doubt to obtain a conviction. Also the presumption of innocence which applies to the defendant follows from the
government attorney’s burden of the proof.
These being the basic characteristics of the US criminal process, the total
process from the beginning of a criminal investigation to the conviction or
acquittal at trial requires different procedural steps, which will now be briefly
described.
Usually, the commission of a crime triggers the criminal process. The
reporting of a committed crime or criminal behavior that comes to the attention
of the police in a different manner may result in the initiation of a pre-arrest
investigation, usually soon followed by the arrest of the suspect. After the arrest,
a decision to charge will have to be made. The police and, subsequently, the
prosecutor have to decide whether or not the available evidence should lead to
a decision to charge. There is a system of prosecutorial discretion, where the
prosecutor should consider whether prosecution is also in the interest of justice
before making its decision to charge, which includes considerations as to the
nature of the crime, the expected attitude of the victim during the criminal
process, the criminal record of the suspect, and the aptness of an out-of-court
settlement that avoids initiating criminal procedures.27 When the prosecutor has
decided to charge, the subsequent step in the procedure constitutes the
preliminary hearing or grand jury review. On a federal level this review is, as a
matter of Constitutional law, carried out by the grand jury, which is a jury
composed of private citizens.28 In some states a magistrate judge fulfills the task
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Israel 1993, 6.
Coffin v. United States, 156 U.S. 432, 15 S.Ct. 394 (1895).
LaFave et al. 2004, 10.
U.S. Constitution, Amendment V.
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of the grand jury during a preliminary hearing.29 The review is aimed at a
determination as to whether there is sufficient evidence to support the charge.
This sufficiency should meet a standard of probable cause. Only the prosecutor
presents the evidence under secrecy to the grand jury, whereas the preliminary
hearing is held in an adversarial mode.30 When the majority of the members of
the grand jury are satisfied as to the probable cause against the suspect, the
suspect is indicted. The indicted suspect will be informed before the trial court
of the charge or charges against him/her (arraignment) and he/she then the
opportunity to plead guilty, not guilty or nolo contendere. When the defendant
pleads not guilty, the case will be set for trial. The actual fact-finding process
will then take place in the (rather exceptional) trial phase. The nature of the trial
process is adversarial, which means that there is a division within the system
between the decision-maker and the parties, who are together responsible for
developing the legal and factual issues of the case. The neutral decision-maker
(the jury and/or judge) will decide in the light of the materials presented by the
two parties, being the defense and the prosecution. The jury shall make a
decision with respect to the facts and the judge with respect to questions of law.
It is the responsibility of the parties – and not of the judge – to investigate the
facts of the case, including interviewing witnesses and consulting possible
experts. Each party decides what and what not to present and gives its view of
how the law should be interpreted.31 Both parties should pursue this in a way
which is most favorable to their position. Besides, each party may provide
counter-arguments with respect to the presentation of the other party and crossexamine any witnesses or experts. After the parties have completed their
presentations and cross-examinations, it is for the judge and the jury to decide
impartially about the questions of law and fact at issue.
At the pre-arrest stage, there is not yet a role for the defense to play and,
hence, the pre-arrest criminal investigation is solely conducted on behalf of the
government. The United States has always heavily relied upon a reactive
criminal justice system, with deterrence being the most effective way of
controlling crime. Hence, the criminal process is normally triggered when a
crime has been committed. Only in limited situations do the police act proactively. These proactive investigations usually aim to intercept those criminal
activities that are consensual, such as the activities of members of a criminal
organization, who willingly participate in criminal activities such as the illicit
trade in drugs.
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5.1.4 Constitutional Principles
The US’ criminal process is significantly regulated by the Constitution, in
particular by the First, Fourth, Fifth and Sixth Amendments to the Constitution.
The provisions of the Constitution that aim to protect individual liberties are
usually referred to as the ‘Bill of Rights’, which basically refers to the first eight
amendments to the Constitution. The Amendments were added to the
Constitution in 1791 to protect individual liberty against any misuse of power
by the national government. Most of these Amendments specifically deal with
the protection of individual rights within the criminal process. Although some
criminal procedural areas have also been regulated through legislation, the
statutory schemes largely follow the restraints that follow from the Constitution
as developed by the Supreme Court. The ‘constitutionalization’ of the criminal
process is in fact the result of judgments by the Supreme Court on the interpretation of the Constitutional provisions. The Supreme Court has interpreted
the Bill of Rights guarantees expansively and has also extended the application
of many of these guarantees to the states by their decisions on the Fourteenth
Amendment.32 The constitutionalization of criminal procedure primarily
occurred during the 1960s when Justice Earl Warren was the Chief Justice of the
Supreme Court. However, after this era of focusing on the protection of
Constitutional values in criminal procedural law, many of the Constitutional
requirements set have since been interpreted flexibly and a wide range of
exceptions have been created in order to give more leeway to law enforcement
officers’ efforts to confront more effectively the rising crime rates and the
emergence of complex criminality. This happened in particular when Chief
Justice Warren Burger presided over the Supreme Court from the 1970s until the
mid-1980s. During this period the Court focused on crime control to promote
‘truth’ and deviated from the rights and due-process orientation of the Warren
Court. Nevertheless, the Constitution remains the source of regulation for
criminal procedural law. Its interpretation, however, largely depends on a
willingness to focus either on the protective aspect of criminal procedural law
or on effective and expeditious law enforcement. According to Amar, the correct
normative role of the Constitution in criminal procedural law should be found
in Constitutional interpretation that is able to offer protection to the innocent,
albeit without needlessly providing an advantage to the guilty.33
This section will start by setting out the Constitutional principles that
influence the criminal investigation and the general interpretation given to these
Constitutional principles insofar as they concern criminal investigation.
Thereafter, the Chapter will elaborate on the precise restraints on criminal
investigative activities that aim to protect against arbitrary and unreasonable
invasions of Constitutional rights and principles through the investigative
activities of the government.
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The specific provisions of the Constitution that are relevant to the regulation
of the investigative phase are, first and foremost, the Fourth Amendment,
providing for numerous restraints on the use of investigative powers that
constitute search or seizure, and, secondly, the due process clauses of the Fifth
Amendment and the Fourteenth Amendment.
This section will start with a description of the contents of the Fourth
Amendment and, secondly, with the meaning of due process for the criminal
investigation. The specific regulatory consequences of the Fourth Amendment
and of due process for the investigative phase will be dealt with in sections 5.2
and 5.3.
5.1.4.1 Unreasonable Searches and Seizures and the Right to Private Life:
Fourth Amendment
The Fourth Amendment of the Constitution of the United States limits the
government’s power to carry out searches and seizures against US citizens and
anyone present in US territory. It poses a limitation on the power of the police
to investigate crime while using investigative techniques that constitute searches
and seizures. The Fourth Amendment, protecting against “unreasonable searches
and seizures,” reads as follows:
“The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
seized.”34

The Fourth Amendment of the US Constitution contains two clauses that are
relevant to searches and seizures within the context of the criminal process. It
protects people against unreasonable searches and seizures and establishes that
no warrant shall be issued except when there is probable cause. Two different
approaches are developed to interpret these clauses of the Fourth Amendment.
The first approach is the ‘reasonableness Fourth Amendment approach,’ where
the Supreme Court has interpreted the Fourth Amendment as containing two
independent clauses. This means that in some exceptional situations searches
and seizures can be reasonable despite the absence of probable cause or a
warrant. The relevant test is whether or not the search or seizure as a whole is
reasonable.35 This first approach currently seems to be a correct understanding
of the Fourth Amendment, considering the Court’s allowance of a variety of
exceptions to the probable cause and warrant requirement.36 However, the
Supreme Court has also often – especially during the Warren Court – ruled in
favor of the second approach, interpreting the clauses of the Fourth Amendment
34
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in a way that a search or seizure is unreasonable if it is not based upon probable
cause, in order to ensure that no less stringent requirements apply to warrantless
searches and seizures than to searches and seizures explicitly authorized by a
warrant.37 No detailed explanation of the seizure will be given, because the focus
of this research will be on special investigative techniques as covered by the
term ‘search’.
The two clauses of the Fourth Amendment can be divided into several
independent issues that must be taken into account in order to define the
regulatory law which is applicable to searches and seizures. In the first place, the
interpretation of the specific areas and interests that are protected by the Fourth
Amendment requires attention. Furthermore, there are specific requirements for
the procedure that – save for the exceptions – should be followed before a
‘reasonable’ search can be conducted: the search or seizure must be preceded by
the issuance of a warrant; there must be ‘probable cause’; the warrant must be
supported by oath or affirmation; and the place to be searched and the things to
be seized shall be described. The exclusionary rule – a product of the decisions
of the Supreme Court dealing with violations of the Fourth Amendment – comes
into play when the police or prosecutor has violated one of the requirements of
the Fourth Amendment. This section will elaborate on what areas and interests
are protected by the Fourth Amendment. The specific requirements that searches
must meet in order to comply with the Fourth Amendment will be the subject
of section 5.3.2.1. This section intends to describe the importance and scope of
the Fourth Amendment for the criminal investigation and, hence, only covers the
interpretation of the Fourth Amendment with regard to its scope: the areas and
interests that are protected.
To determine the scope of the Fourth Amendment it is important to note, in
the first place, that the Fourth Amendment addresses the ‘people’. The Supreme
Court interpreted the word ‘people’ in the Fourth Amendment as covering only
members of the “national community,” which includes every US citizen, illegal
residents or tourists in the US, and corporations, but excludes aliens living
outside the US.38
Subsequently, it must be determined whether the specific investigative
activities of the police actually contribute to a search or seizure. The answer to
this question depends upon the reasonable expectation of privacy that the person
in question exhibits and, thus, upon the interests that the Fourth Amendment
aims to protect. If the person or his/her property is searched in a situation where
he or she could not have a reasonable expectation of privacy, no Fourth Amendment rights are infringed and there are no limitations on the power of the police.
The Supreme Court adopted this ‘reasonable expectation of privacy test’ in Katz
v. United States (1967).39 In Katz v. United States the Supreme Court
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emphasized that the Constitution protects people and not places and for that
reason a privacy intrusion does not depend on the place searched but on the
person’s expectation of privacy in that specific place.40 Katz dealt with the
electronic interception and recording of the telephone communications of the
defendant while using a public telephone booth. The Court held that this means
of electronic interception by the FBI constituted a search and seizure within the
meaning of the Fourth Amendment on the basis of the fact that the defendant
could have a reasonable expectation of privacy within the walls of the booth,
regardless of the manner in which the conversations had been intercepted, and
that the requirements of the Fourth Amendment should thus have been followed.
For the first time, the Court refused in Katz to follow the approach that a search
occurs only in those situations in which a “physical invasion” has been made
into the area in which the defendant was present, from which perspective wiretapping from outside is not a search considering that no physical invasion has
occurred. Justice Stewart, delivering the opinion of the Court, emphasized that
the Constitution “protects people, not places. What a person knowingly exposes
to the public, even in his own home or office, is not a subject of Fourth Amendment protections. But what he seeks to preserve as private, even in an area
accessible to the public may be constitutionally protected.” The fact that the
defendant was visible to the public when making calls from the telephone booth
was considered irrelevant. A person in a telephone booth, who shuts the door
and places a call, is “surely entitled to assume that the words he utters into the
mouthpiece will not be broadcast to the world.”41 Justice Douglas explained in
his concurring opinion that the rule should be understood as “a twofold
requirement, first that a person [has] exhibited an actual (subjective) expectation
of privacy and, second, that the expectation be one that society is prepared to
recognize as ‘reasonable.’” Since Katz, the scope of the Fourth Amendment has
been interpreted in accordance with this ‘reasonable expectation of privacy test’
with a subjective element (the actual expectation of privacy) and an objective
element (one that society is prepared to recognize as reasonable). As a
consequence, not only physical searches fall under the protection of the Fourth
Amendment, but also, for instance, the electronic interception of communications or personal information.
After Katz the Court has taken narrower view to determine whether a
particular privacy expectation is justified. In that regard the Court allowed a
police examination of abandoned property such as a garbage can without
following the conditions of the Fourth Amendment (California v. Greenwood42).
Also a search of abandoned property such as vehicles or even private houses
does not violate one’s reasonable expectation of privacy. Furthermore, federal
agents are allowed to observe people in public as well as in their private
property as long as they can be observed from a public location, such as from
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a public road in front of a house. Decisive is whether the observations, also
within private areas, are made from a point that is publicly accessible or
concerns a private area to which police officers (or others) have been invited. In
California v. Ciraolo and Florida v. Riley, the Court held that warrantless aerial
observation of a fenced yard with the naked eye did not violate the Fourth
Amendment.43 In both cases observation by a police officer with the naked eye
at an altitude of 1000ft from a plane, and 400ft from a helicopter, respectively,
served as evidence for obtaining a warrant to search the premises. The Court
recognized in California v. Ciraolo that a fence shielded a yard from
observation from the street and the defendant, for that reason, may have had a
subjective expectation of privacy with regard to observations from the street.
However, the expectation was not reasonable in a sense that society is prepared
to honor, because it was unreasonable to extend it to observations from “public
navigable airspace” in a “physically non-intrusive manner.”44 The Court reached
the same result in both cases by recognizing that the Fourth Amendment does
not protect all areas attached to a dwelling from police observation. This
includes police aerial observations from the public airspace in order to observe
what is visible to the naked eye. Another example of an area where one may not
have a reasonable expectation of privacy is a prison cell (Hudson v. Palmer45)
and parolees may also be searched without suspicion (Samson v. California46).
Furthermore, the use of pen registers has been accepted as a technique that
does not violate one’s reasonable expectation of privacy, because one cannot
have such a reasonable expectation of privacy with regard to information that
can be obtained through these techniques (phone numbers).47 Similar reasoning
has resulted in decisions to the effect that the use of investigative tools known
as track and trace devices does not constitute a search.48 Another important
restriction on the applicability of the Fourth Amendment concerns the decision
of the Supreme Court in United States v. Miller (1976), where the Court
explicitly excluded personal information entrusted to others, such as records
kept by banks, from being covered by the Fourth Amendment. “[T]he Fourth
Amendment does not prohibit the obtaining of information revealed to a third
party and conveyed by him to Government authorities, even if the information
is revealed on the assumption that it will be used only for a limited purpose and
the confidence placed in the third party will not be betrayed.”49 As a conse43
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quence, the Fourth Amendment does not cover the issuing of subpoenas by the
government to obtain personal records or documents possessed by third parties.
It follows from the Court’s rulings on questions whether the Fourth Amendment protects a certain area that premises in general always receive protection
under the Fourth Amendment. Within premises people can in general reasonably
expect to be entitled to privacy. The expectation of privacy with regard to
personal effects such a luggage has in most cases been judged as reasonable,
whereas vehicles have generally received the least Fourth Amendment
protection.50
The scope of the protection under the Fourth Amendment thus depends on
the outcome of the reasonable expectation of privacy test. All circumstances of
the particular case shall be taken into account when applying the test. Hence, the
Fourth Amendment protects invasions by the government into the private lives
the citizens. The Fourth Amendment must not, however, be seen as constituting
a general right to private life. Protection under the Fourth Amendment goes
further than only the protection of private life as it imposes specific requirements to be observed by police officers conducting searches and seizures. At the
same time, the Fourth Amendment covers only these specific governmental
intrusions into private life – those by a search and seizure – whereas other
Amendments protect against other governmental conduct that may interfere with
private life (e.g. the First Amendment).51
5.1.4.2 Due Process of Law: Fifth and Fourteenth Amendments
The Bill of Rights was adopted to impose limits on the federal government.
Since the adoption of the Fourteenth Amendment in 1868 some have argued that
this Amendment made all the guarantees of the first ten Amendments applicable
to the states by interpreting the “privileges and immunities clause”52 and the
“due process clause” of the Fourteenth Amendment according to the theory of
“total incorporation.”53 Since the mid-1960s, however, the Supreme Court has
adopted a theory of “selective incorporation” applying only those guarantees to
the states which it considers “of the very essence of the scheme ordered
liberty.”54 The Supreme Court determines whether a specific right that has been
found in the Bill of Rights is deemed to be fundamental, looking not only at the
meaning of that right in the specific circumstances of the case, but also at the
totality of that right as guaranteed by the particular Amendment.55 In Duncan v.
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Louisiana (1968) the Court considered trial by jury to be a fundamental
procedural right, because it is “fundamental to the American scheme of justice”
and “necessarily fundamental to fairness (...) in the context of the criminal
processes maintained by the American States.”56 Since then, a right determined
by the Supreme Court as a fundamental procedural right obtains the same
meaning for the states as it has for the federal government.57
This section will not further elaborate upon the specific consequences of the
Fourteenth Amendment interpretation as a result of which Bill of Rights
guarantees are made applicable to the states and specific guarantees have so far
been ‘selectively incorporated,’ because the analysis of criminal procedural law
within the confines of this book concerns the system on a federal level. Instead,
this section will continue to elaborate on the specific meaning of ‘due process.’
The due process clauses of the Fourteenth58 and Fifth Amendments59 have been
interpreted as having an additional meaning; additional to the rights provided in
the Bill of Rights. The due process clauses have in that regard a meaning that
overlaps partly with specific guarantees of the Bill of Rights and may also
impose additional restrictions on governmental power that are required to
provide for “fundamental fairness.” This section will analyze the contents of this
‘independent’ or ‘free-standing’ due process, which has both a substantive and
a procedural counterpart.
The existence of substantive due process was first recognized in Mugler v.
Kansas (1887).60 Substantive due process gives the judiciary the power to
examine the substance of the law in order to control whether the legislature has
not surpassed its authority. If the law does not have a “reasonable relation to a
legitimate end,” the judiciary may render the law void.61 Moreover, because of
substantive due process the Supreme Court may determine certain rights other
than those included in the Bill of Rights or other Constitutional provisions as
fundamental. For example, the Supreme Court has adopted the right to private
life as a fundamental right.62 Any legislation passed by Congress that limits such
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a fundamental right must “satisfy strict scrutiny, that is, the restriction must be
narrowly tailored to serve a compelling government interest.”63 Substantive due
process thus constitutes a judicial check on the legislature’s power to pass
legislation which shall have a reasonable relation to a legitimate end and must
not unnecessarily or arbitrarily limit fundamental rights. One of the consequences of the Supreme Court’s ruling based on the substantive content of due
process has been the incorporation of many of the provisions of the Bill of
Rights in the States.
The procedural counterpart of due process guarantees a process with certain
fairness requirements when someone is deprived of life, liberty or property. The
difference between procedural and substantive due process is that procedural
due process protects against “arbitrary takings” by the government, whereas
substantive due process protects against “governmental power arbitrarily and
oppressively exercised.”64 This means that procedural due process covers the
execution of the law, including, primarily, the judicial proceedings, whereas
substantive due process imposes qualitative standards on the law in order to
exclude arbitrariness and oppressive power in respect of fundamental rights.
When a state action contributes to a taking of life, liberty or property, the person
affected has a subsequent right to a procedure in which the basis and legitimacy
of such an action is determined.65 The taking of life, liberty or property (the
wording of the due process clauses of the Fifth and Fourteenth Amendments)
should be understood as a taking on behalf of the government, as a consequence
of which an individual suffers some burden, or as a governmental decision
impairing the life, liberty or property of an individual.66 Any action by a public
officer relating to his/her office concerns an action on behalf of the government,
which thus includes the actions of police officers.67 In Goldberg v. Kelly (1970)
the Supreme Court determined some “rudimentary” procedural requirements
demanded by due process. These requirements include the “fundamental
requisite” of the “opportunity to be heard” and “a hearing (..) at a meaningful
time and in a meaningful manner.” The Court elaborated on these requirements
by demanding: “timely and adequate notice” for a taking; an “effective
opportunity to defend by confronting any adverse witnesses and by presenting
his own arguments and evidence orally”; “to appear personally with or without
counsel (...) to present evidence (...) orally”; “an opportunity to confront and
cross-examine adverse witnesses”; and the disclosure of “evidence used to prove
the Government’s case” to the individual who has been damaged by the govern-
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mental action.68 A due procedure should comply with all the safeguards of the
Bill of Rights and constitute a fair adjudication procedure observing the
requirements just set out.69 Many of the specific rights elaborated in the case law
that follow from procedural due process have been included in the Federal Rules
of Criminal Procedure.70
In Dowling v. United States (1990), however, the Supreme Court held that
“beyond the specific guarantees enumerated in the Bill of Rights, the Due
Process Clause has limited operation.” Therefore, the Supreme Court has
“defined the category of infractions that violate “fundamental fairness” very
narrowly.”71 A few years later the Court added that “[t]he Bill of Rights speaks
in explicit terms to many aspects of criminal procedure, and the expansion of
those constitutional guarantees under the open-ended rubric of the Due Process
Clause invites undue interference with both considered legislative judgments
and the careful balance that the Constitution strikes between liberty and order.”72
Nevertheless, also after these judgments the Court has regularly based the
constitutional regulation of criminal procedure on the independent content of
due process. In such judgments the Court has applied a totality-of-circumstances
test to determine whether the procedure has been “due.” Moreover, these
judgments on the procedural aspect of due process turn on the realization of
fairness in the process to be followed to establish the truth and in that sense
protect against the conviction of the innocent. This means, in principle, that
procedural due process affects every stage of the process, including the
investigative stage.
Procedural due process only covers the situation where life, liberty or property
is at stake and, hence, only in such a situation is the person in question entitled
to a fair process in which the protections of the Bill of Rights are guaranteed and
fair adjudication is provided.73 The concept of procedural due process is a
concept which is primarily underpinned by the desire to guarantee accuracy and
to avoid arbitrariness in the government’s decision-making process, but its
fundamental basis may be extended – according to critics of the limited
interpretation of the Supreme Court narrowing its assessment to the accuracy of
the decision-making process – to include other procedural values, such as
respect for individual dignity, the right to notification and participation and
equality under the law.74 Notwithstanding the uncertainty with regard to the
precise values underpinning the concept of due process, the Supreme Court in
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Matthews v. Eldridge (1976)75 provided for a test that courts can use to
determine whether in a specific case procedural due process has been violated.
Any adverse impact on the rights of an individual during a criminal procedure
should be balanced by the courts on the basis of the following three factors:
“The private interest that will be affected by the official action; second, the risk
of an erroneous deprivation of such interest through the procedures used, and the
probable value, if any, of additional or substitute procedural safeguards; and
finally the government’s interests.”76 Hence, rulings on the procedural aspect of
due process have resulted in important fundamental fairness requirements which
are applicable during trial. However, procedural due process has only little
meaning for other stages of the procedure additional to the Bill of Rights. Court
judgments on procedural due process that covered the investigative phase have
only resulted in the establishment of violations of procedural due process in
cases of arbitrary police behavior that ‘shocks the conscience’ or ‘violates the
decencies of civilized conduct.’ This is a rather high standard and seems to
cover only deliberate harmful conduct by the police, where harmful is understood as resulting in bodily harm to the suspect.77 The normative effect of
procedural due process for the investigative phase is thus limited to preventing
the government from engaging in conduct that ‘shocks the conscience.’78 During
the trial phase, procedural due process does cover the fairness of the use as
evidence of information gathered through specific investigative techniques and,
therefore, has regulatory consequences for the acceptance of the use of specific
investigative techniques for the purpose of evidence gathering.79
To sum up, independent due process, as derived from the due process clauses
of the Fifth and Fourteenth Amendments, may have consequences for the
investigative phase both in a substantive and a procedural sense. The substantive
counterpart focuses on the propriety of the law passed by Congress: legislation
may not unnecessarily or arbitrarily limit fundamental rights. This may,
hypothetically, cover laws that allow for wire-tapping under lower standards
when terrorism is involved, where terrorism is insufficiently defined, and,
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consequently, the law’s application may become rather arbitrary. Courts have
primarily used procedural due process in order to achieve a certain level of
fairness for the trial proceedings. Although, in theory, procedural due process
covers the fairness of the proceedings as a whole, its direct meaning during the
investigative phase has so far been limited to cases in which police conduct has
shocked the conscience. However, its regulatory consequences for the trial phase
may include questions such as whether the introduction of classified evidence
violates the fundamental fairness of the trial.
5.2 THE SWORD FUNCTION OF THE US CRIMINAL INVESTIGATION
5.2.1 The Actors Responsible for Truth-Finding
This section will deal with the four different actors that are directly or indirectly
concerned with the criminal investigation in the sense of gathering information
that can be used in criminal proceedings to establish the truth. In the first place
these actors concern those that have been explicitly attributed a role in the truthfinding process. These are the police, responsible for the investigation of crimes
either after they have been committed or in some situations proactively; the
prosecutors, responsible for initiating federal prosecutions and taking investigative steps in that regard; and the grand jury, attributed with investigative
authority in relation to its power to screen the indictment. In addition to these
actors, also the intelligence community with investigative power under the
executive’s national security power is a relevant actor for the information
collected for the purpose of truth-finding in criminal proceedings. Although the
primary function of investigations under the national security power is not truthfinding, the information that can be collected may concern information on
criminal offenses and be used as evidence in criminal proceedings. Hence, also
the national security power and the intelligence community acting under this
power will be dealt with in this section. The role of this particular actor is even
more important considering that in the next Chapter it will appear that the role
of the intelligence community in the truth-finding process has substantially
increased.
5.2.1.1 The Police
The police within the United States are not a uniform body. Police agencies can
be found in over 18,000 different, mostly local, governmental agencies among
the US, resulting in a decentralized and fragmentized division of police
authority. The agencies are qualified as the police, because they are given the
task of enforcing criminal statute(s) and at least some of the officers working
within the unit have been given special enforcement powers, such as the power
to arrest.
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According to the Constitution’s Tenth Amendment “[t]he powers not
delegated to the United States by the Constitution, nor prohibited by it to the
States, are reserved to the States respectively, or to the people.”80 This so-called
‘police power’ attributes responsibility for public safety and the welfare of
citizens to the states, which constitutes the Constitutional basis of the
decentralized organization of the police.81 The underlying rationale for the farreaching decentralization of the police is, similar to the reason behind the
creation of a federal state, spreading power in order to safeguard against the
subversion of democracy.82 Additionally, decentralization enables local communities to maintain control over the administration of criminal law and to set
their own priorities, which reflect the interests and needs of that specific
community. However, as a consequence of the discretion given to the police in
administering criminal law, inequality has developed between the policies of
police communities, which concerns a clear disadvantage of decentralization.
Moreover, it can often occur that different police agencies concurrently have the
power to enforce the law within a particular area, which may result in conflicts.83
The organization of the police within the federal jurisdiction is less
fragmented in comparison to the organization on the state level. For the subjectmatter of this book, the Federal Bureau of Investigation (hereafter FBI), being
the primary general police agency on the federal level with also some
intelligence elements, will be the most relevant actor. The FBI was founded in
1908 as the investigative service on the federal level functioning under the
Department of Justice in order to investigate federal crimes. Today, the FBI has
become a powerful and, although still a division of the Department of Justice,
largely autonomous agency comprised of both law enforcement and intelligence
divisions. The mission of the FBI is currently formulated to “[p]rotect and
defend the United States against terrorist and foreign intelligence threats; uphold
and enforce the criminal laws of the United States; and provide leadership and
criminal justice services to federal, state, municipal, and international agencies
and partners.”84
In general, the police constitute autonomous organizations independent of the
prosecutor and independent from political branches within the community in
which they operate. Also, every police officer has an independent position
within his department, which gives him a margin of discretion as to its law
enforcement task.85 The police authorities are not specifically delegated in the
law, which means that police officers have a discretionary power to develop
activities that are part of their general duties to “enforce the law and keep the
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U.S. Constitution, Amendment X.
Baker 2007A, 261.
White 2004, 17.
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peace.”86 The courts have increasingly created constraints on this discretion,
especially during the ‘criminal procedural revolution’ of the ‘Warren Court’87
during the 1960s. The limits placed on police discretion by the Supreme Court
have also resulted in more political interference through advice and sometimes
legislation and in the issuance of internal guidelines by police units. Since the
Warren Court era the Supreme Court activity in regulating police conduct has
decreased, which can be partly attributed to the degree of self-regulation
established as a consequence of the decisions of the Warren Court. In addition,
at this moment the Supreme Court seems to be more deferential, again giving
more leeway to the police in fulfilling their law enforcement task in a period of
increased focus on crime control since 9/11.88
Police officers are usually referred to as law enforcement officers. However,
this does not imply that law enforcement – the enforcement of the criminal law
– is the only task of the police. Police officers have many other tasks, including
providing assistance to those in need and maintaining security and order.89
5.2.1.2 The Prosecutors
The prosecution service within the United States is established in an office of
public prosecution. The authority of the public prosecutor is divided between
state officials, responsible for criminal prosecutions under state law, and federal
officials (United States Attorneys), who are responsible for the criminal investigation and prosecution under federal law. The federal system is divided into
districts. Each district has a US attorney (or federal prosecutor), who is granted
full authority with regard to all federal criminal matters in the district. The
federal prosecutor has a duty to prosecute all federal offenses and is vested with
the broadest discretion to exercise his authority and to fulfill this duty.90 This
duty to prosecute does not imply a form of mandatory prosecution: rather, the
provision exclusively91 authorizes US attorneys to prosecute federal offenses, for
which responsibility they are afforded the widest discretion. The US Attorney
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Amsterdam 1974, 386.
Justice Earl Warren was the Chief Justice of the Supreme Court between 1953 and 1969.
Stuntz 2002, 2138, 2140-2141 and (Anonymous) Note 2009, 1717-1718.
Israel et al. 2006, 18. On the police see additionally: Manning 1977. In the American Bar Association Standards on Urban Police Function (1979), the following “Major current responsibilities of
police” are listed: “a) indentify criminal offenders and criminal activity and, where appropriate, to
apprehend offenders and participate in subsequent proceedings; b) reduce the opportunities for the
commission of some crimes through preventive patrol and other measures; c) aid individuals who
are in danger of physical harm; d) protect constitutional guarantees; e) facilitate the movement of
people and vehicles; f) assist those who cannot care for themselves; g) resolve conflict; h) identify
problems that are potentially serious law enforcement or governmental problems; i) create and
maintain a feeling of security in the community; j) promote and preserve civil order; and k)
provide other services on an emergency basis.” Standards available at: <www.abanet.org/crimjust/
standards/urbanpolice.html> (accessed 4 October 2010).
28 U.S.C. § 547 (2010).
Others, such as citizens, are consequently not authorized to institute federal prosecutions. See
Martinez v. Ensor, 958 F. Supp. 515, (D.Colo. 1997), 518 and People of State of New York v.
Muka, 440 F. Supp. 33 (N.D.N.Y. 1977), 36.
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“possesses an absolute and unreviewable discretion as to what crimes to
prosecute.”92 All federal prosecutors are appointed by the President, subject to
confirmation by the Senate, and act under the supervision of the Attorney
General as the chief of the office of federal prosecution.93 The Attorney General
is appointed by the President “by and with the consent of the Senate as the head
of the Department of Justice.”94 Federal prosecutors are thus part of the
executive branch, operating under the control of “administrative mechanisms”
and “hierarchical governmental supervision.”95 Therefore, under the separation
of powers doctrine “the courts are not to interfere with the exercise of
discretionary powers of Attorneys of United States and their control over
criminal prosecutions.”96 This does not mean that the prosecutors shall operate
only in the interest of the executive, without taking into account the interest of
justice in general. As ‘officers of the court’ and ‘servants of the law’ prosecutors
are bound by integrity requirements in order to seek justice.97 The police (or law
enforcement agencies) are largely an independent organ, acting on behalf of the
executive branch and having the power to investigate and refer cases to the
prosecutor for prosecution. The prosecutor is dependent on the police for its
information in order to prosecute and the two often cooperate during the investigation.98 On the basis of the information provided by the police, the prosecutor
shall determine its decision whether or not to institute a prosecution “upon
matters of policy wholly apart from any question of probable cause.”99 This
means that the prosecutor not only takes into account evidentiary aspects but
primarily policy arguments for deciding on whether or not to prosecute a
particular case. Considering their dependence on police information, the offices
of public prosecutors usually cooperate with the police agencies, regardless of
the fact that they are separate organizations. The public prosecutor cannot order
the police to conduct certain investigative activities, but the police are usually
inclined to follow the legal advice of the public prosecutor, as their interaction
is essential for a successful law enforcement policy.
On the federal level the FBI and US attorneys are subject to the supervision
of the Attorney General. This supervision extends to all “litigation to which the
United States or any agency thereof is a party” and includes the possibility to
direct US attorneys with regard to the exertion of their duties.100 Hence, the
hierarchical structure provides the possibility to enable close cooperation and
uniformity in law enforcement policy. Nevertheless, the individual US attorney
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98 Walther 2000, 287.
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maintains responsibility and authority for the decision to prosecute.101 This
situation with hierarchical supervision on behalf of the Attorney General is
different from the organization on the state level, where local police and local
public prosecutor offices are autonomous organizations that are not subject to
any higher supervising authority. Similar to the reasons behind the fragmented
organization of the police, the rationale of the decentralization of the public
prosecutor offices is that it gives the operating public prosecutor local democratically legitimized support, requiring him to act in the interest of and in
accordance with the values of the local community, which is usually reflected
by the prosecutor’s selection of cases. The commensurate disadvantage of such
an organization is inequality and legal uncertainty as to the administration of
criminal law through the country, with possible diverging prosecuting policies
between two relatively close districts.102
The police initiate most criminal investigations. When the police encounter
multiple crimes, usually within the context of a criminal organization, the
prosecutor is often asked to take over the primary responsibility for the investigation. The prosecutor will then direct the use of investigative powers by the
police or will use its own investigative powers.103 The role of the prosecutor is
important in these cases as a prosecutor has the possibility to apply more
invasive investigative techniques than the police have, such as the authority to
apply for a search warrant104 and the possibility to request a grand jury to use its
subpoena power (see section 5.2.1.3). When the prosecutor wants to acquire
testimony from a witness or specified physical evidence in the possession of the
witness, the grand jury subpoena will be the appropriate investigative method.105
5.2.1.3 The Grand Jury
The grand jury is a jury comprising up to 23 private citizens and has both a
screening and investigative function. Because of these screening and investigative functions the grand jury has been referred to as the “shield and sword”
of the criminal justice process.106 Regardless of this dual function, the grand jury
will only be dealt with in this section, because its implications for the subjectmatter of this project are limited to its investigative (sword) power. The shield
role of the grand jury concerns the screening of evidence that supports the
indictment. A prosecutor can only bring charges after this grand jury screening
of the indictment. With that function, the grand jury acts as a shield between the
government and citizens, protecting citizens from unwarranted prosecutions.107
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Israel et al. 2006, 21.
Subin et al. 1993, 162.
Although the police will in most situations carry out these investigative methods, access to the
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105 LaFave et al. 2004, 0-11.
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The investigative power of the grand jury includes the power to subpoena
witnesses in order to have them testify with regard to the crimes under investigation. The grand jury can issue a court order to subpoena a person in order to
testify or, upon a subpoena ducus tecum, to produce physical evidence.108 For the
production of physical evidence, the police would normally need a search warrant
issued upon probable cause, whereas the grand jury can obtain such evidence
without a showing of probable cause and without particularly describing the place
from which such evidence should be obtained.109 The use of the grand jury’s
subpoena power aims to “inquire all information that might possibly bear on its
investigation until it has identified an offense or satisfied itself that none has
occurred.”110 The subpoena authority is very powerful as refusing to cooperate
with the grand jury may result in severe sanctions including imprisonment.
Moreover, the grand jury acts in secrecy as it is prohibited to disclose any matter
occurring before the grand jury (with some exceptions), in the absence of defense
attorneys and without the involvement of a judge.111 This setting enables the
prosecutor to largely direct the grand jury, serving as a legal adviser and directing
the investigative steps in order to determine “whether a crime has been committed
and whether criminal proceedings should be instituted against any person.”112 To
pursue this function, the scope of the grand jury’s subpoena power is rather
broad. Nevertheless, it is not completely unlimited. The Supreme Court has
decided that the subpoena power “may not itself violate a valid privilege,
whether established by the Constitution, statutes, or the common law.”
Furthermore, “a grand jury’s subpoena ducus tecum will be disallowed if it is
‘far too sweeping in its terms to be regarded as reasonable’ under the Fourth
Amendment.”113
Allowing the grand jury to apply such powerful tools is based upon the
reasoning that “the people” themselves apply the tools, for which reason there
is no need to apply the usual Fourth Amendment restriction intended to protect
citizens against an abuse of governmental power.114 Furthermore, the grand jury
does not decide on matters of guilt or innocence, for which reason the
evidentiary restrictions that normally apply to criminal trials do not apply in
grand jury proceedings.115
Federal grand juries play an especially important role in complex criminal
cases through the use of these subpoena powers when conventional law

108 Perrine 2005 (providing for a description of the grand jury subpoena power to compel the
production of records and things).
109 Although subpoenas requesting the production of documents from third parties (knowingly provided
to the third party by the person to whom the records pertain) are not subjected to protection by the
Fourth Amendment. See United States v. Miller, 425 U.S. 435, 96 S.Ct. 1619 (1976), 443 and
section 5.1.4.1.
110 United States v. R. Enterprises Inc., 498 U.S. 292, 111 S.Ct. 722 (1991), 297.
111 See Rule 6(d) and (e) of the Federal Rules of Criminal Procedure (2009).
112 United States v. Calandra, 414 U.S. 338, 94 S.Ct. 613 (1974), 343-344.
113 United States v. Calandra, 414 U.S. 338, 94 S.Ct. 613 (1974), 344 and 346.
114 Allen et al. 2005, 998.
115 United States v. R. Enterprises Inc., 498 U.S. 292, 111 S.Ct. 722 (1991), 298.

The System of Criminal Investigation in the United States

291

enforcement techniques fall short. For example, to confront organized crime it
can be crucial to hear witnesses under the seal of secrecy of the grand jury.
However, despite being effective and powerful, invoking the grand jury may
seriously slow down the investigative proceedings.116 For this latter reason, the
investigative role of the grand jury in ‘regular’ criminal cases has diminished
over the years. Because of efficiency arguments, the responsibility for these
investigations is now primarily born by the police.
Hence, grand jury investigations primarily deal with revealing complex
criminal structures or obtaining information from witnesses who are unwilling
to cooperate. The grand jury may grant immunity to witnesses and hear
witnesses under the applicability of secrecy requirements, which may prohibit
the disclosure of any information produced before the grand jury without a court
order.117
5.2.1.4 National Security Power and the Intelligence Community
The principal goal of the intelligence community is to protect national security.
The concept of national security, although widely used in the different acts of
government documents, is ambiguously defined and sometimes not even defined
at all. The US government usually refers to national security in terms that relate
to ‘defense’ and ‘foreign affairs’, as the two central functions of the executive
under the US Constitution.118 From the perspective of the executive, the
ambiguity of the national security concept provides the necessary flexibility in
order to cover new and unpredictable situations. Nevertheless, general themes
can be identified in the definition of national security. According to Baker these
themes concern “an element of physical security, or freedom from coercion,
both for the individual and the state.”119 This may cover a wide variety of topics,
including e.g. AIDS, climate change and transnational organized crime, but
focuses particularly on threats such as terrorism and other more immediate
threats with a potential catastrophic character.120

116 Allen et al. 2005, 988 and Israel and LaFave 2006, 446.
117 LaFave et al. 2004, 420-421.
118 Baker 2007A, 16. For example, in Executive Order 12333 the goals of the US intelligence
community are described as follows: “The United States Intelligence effort shall provide the
President, the National Security Council, and the Homeland Security Council with the necessary
information on which to base decisions concerning the development and conduct of foreign, defense,
and economic policies, and the protection of United States national interests from foreign security
threats.” Executive Order 12333: United States Intelligence Activities, as amended by Executive
Order Nos. 13284 (2003), 13355 (2004), and 13470 (2008), 73 Fed. Reg. 45325 (July 30, 2008),
section 1.1.
119 Baker 2007A, 19.
120 AIDS and climate change are national security threats referred to in the National Security
Strategies of President Clinton and President Bush (Baker 2007A, 19), as well as in the National
Security Strategy of President Obama (2010), available at: <www.whitehouse.gov/sites/default/
files/rss_viewer/national_security_strategy.pdf> (accessed 15 March 2011). On ‘transnational
organized crime’ as a national security threat (including trafficking networks and cybercrime and
possibly extending to terrorist activities) see particularly: the “Strategy to Combat Transnational
Organized Crimes. Addressing Converging Threats to National Security,” issued by Obama in July

292

Chapter 5

The national security investigation can be defined, according to the
‘Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection,’ issued by the Attorney General Ashcroft on October 31, 2003, as
“counterintelligence investigation (...) conducted to obtain information
concerning or to protect against a threat to the national security.”121 The scope
of the investigative activities is not limited to the investigation as normally
understood in the context of law enforcement – investigations in reaction to
crimes committed and the gathering of evidence for use in criminal prosecutions
– but these activities may also be aimed at the gathering of “critical information
needed for broader analytic and intelligence purposes authorized by Executive
Order 12333 and these Guidelines to protect the national security.”122 This
broader power to gather intelligence by investigating behavior that may also
constitute criminal behavior and which information may be used as evidence in
trial is vested primarily within the executive and is subject to less legal restraints
than investigative authority in the conventional law enforcement context. This
section will continue to deal with the attribution of powers in the national
security context and the organization of the intelligence community.
National Security is shared between the three branches of government
(Executive, Congress and the Judiciary), according to Articles I, II and III of the
Constitution. According to the Constitution, the President is granted power as
the Chief Executive and the Commander-in-Chief. He also has the authority to
deal with foreign affairs and to ensure that laws are faithfully executed. His
national security responsibilities are derived from these powers, because
intelligence is an element of his Commander-in-Chief power and his power to
conduct foreign affairs.123 The legislative power is vested in Congress, most
importantly through the ‘necessary and proper clause,’ which enables Congress
to do whatever is “necessary and proper to carrying into execution” its
constitutionally enumerated powers. Furthermore, Congress has the authority to
raise revenue, which gives it the power to direct how state funds are spent,
including those funds allocated for national security purposes.124 The judicial
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power is vested in the Supreme Court (Article III of the Constitution). The
Judiciary can exercise control over the President’s exercise of his Commanderin-Chief power, through their power to interpret the Constitution, which also
provides for the President’s Commander-in-Chief power. However, the
“abstention doctrines”, such as the political question doctrine, impose
restrictions on the judiciary’s power to control the executive. Consequently,
issues such as the (political) decision on resorting to war and unreviewable
standards, such as a claim of using force required to protect national security, are
excluded from judicial review. Hence, access to the courts is very restricted and
courts have generally been reluctant to interfere in executive, and Congressional,
national security powers.125
The National Security Act of 1947126 has constituted the basis of the
organization of the intelligence community. Although the different national
security agencies introduced by that Act have now been succeeded by new
versions, the organizational structure has been retained. In combination with
Executive Order 12333,127 the National Security Act of 1947 makes up much of
the organization of the intelligence community. According to these documents
the intelligence agencies are the Department of Defense, the Department of
State, the Department of Homeland Security, the Department of Justice, which
includes the FBI, the Central Intelligence Agency (CIA) and numerous smaller
agencies that are again part of the just mentioned departments and agencies.128
Now, in total 16 separate intelligence entities can be identified. Only some of
them are relevant for the purpose of this research as they have the authority to
conduct national security investigations. The agencies that can conduct national
security investigations are attributed powers for that purpose in the Foreign
Intelligence Surveillance Act of 1978 (henceforth: FISA).
The intelligence elements of the FBI contribute most significantly to national
security investigations. Furthermore, the National Security Agency (NSA) has
the power to gather intelligence within the US and the CIA has a limited role in
national security investigations as it is primarily a foreign intelligence agency.
The FBI, in addition to being an intelligence agency, is also, and primarily, a
law enforcement agency. However, its activities in the intelligence field have
increased during its history of existence. The FBI now has, next to its division
that investigates federal crimes, a Counterintelligence Division, a separate
Counterterrorism division, and a Directorate of Intelligence (with the mission
to protect the US against foreign intelligence operations and espionage).129

125 See in more detail Baker 2007A, 46-50.
126 National Security Act of 1947, Act of July 26, 1947 (2007) (50 U.S.C. 401 and further). Source:
Kris and Wilson 2007, Appendix A.
127 Executive Order 12333: United States Intelligence Activities, as amended by Executive Order Nos.
13284 (2003), 13355 (2004), and 13470 (2008), 73 Fed. Reg. 45325 (July 30, 2008).
128 National Security Act of 1947, Section 3(4) and Executive Order 12333 (as amended) sections 1.71.13 and 3.5(h).
129 Kris and Wilson 2007, 1-30. The mission of the FBI Counterterrorism Division is described as
follows: “(...) to help our nation prevent acts of terrorism against the U.S. and U.S. targets. The
priorities of the Division are to: Detect, disrupt, and dismantle terrorist sleeper cells in the United
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Furthermore, there are several ‘Field Intelligence Groups’ operating outside the
headquarters of the FBI at the Department of Justice. The FBI, although
officially a division of the Department of Justice, operates highly independently.130
The National Security Council (NSC) is the coordinating entity for all
agencies and is chaired by the President. The function of the NSC is to advise
the President about all intelligence-related issues. The main function of the NSC
(under 50 U.S.C. § 402(a)) is to advise the President on policies with regard to
national security. In exerting this function, the NSC has proven to be a flexible
institution, adapting to the preferences and political color of the different
presidents.131 Furthermore, the National Security Act of 1947 has established the
Director of Central Intelligence (DCI), who is the head of the CIA as well as the
manager of the intelligence community as a whole. The DCI has the task of
coordinating the intelligence community, has substantive control over the
intelligence community’s budget and generally has access to all intelligence
information in the possession of any agency.132 However, also the DCI’s
activities are subject to the directions of the President and to the NSC.133
In 2004 the agency of ‘Director of National Intelligence’ was created, which
has more coordinating power than the DCI. The DNI has been created to enable
a more effective coordination of the intelligence community for the purpose of
confronting terrorism. The need for better coordination followed from the results
of the 9-11 Commission Report134 leading several months later to the enactment
of the Intelligence Reform and Terrorism Prevention Act, by which the DNI was
established. The DNI is not a head of any individual intelligence agency, but has
been placed above all individual intelligence agencies in order to have stronger
authority to coordinate the intelligence community and, therefore, now presides
over the intelligence community.135 However, in practice the DNI, as head of the
intelligence community, faces implementation problems, because the separate
agencies refuse to hand over authority for their agency to the DNI and,
consequently, also within the agencies a preference remains to give account to
their own head of the agency.
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States before they act; [i]dentify and prevent acts of terrorism by individuals with a terrorist
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5.2.2 The Powers Available for Truth-Finding in the Criminal
Investigation
The power to use special investigative techniques is basically dependent on the
Fourth Amendment law on searches and seizures. Surveillance has been interpreted as constituting a search, as has been explained in Section 5.1.4.1. Other
investigative activities do not always amount to a search as meant in the Fourth
Amendment, and are, therefore, not as strictly regulated. The scope of a search
under the Fourth Amendment is not limited to the physical entry of places; also
the investigative technique of observation and forms of electronic surveillance
are considered to be a ‘search’ once they constitute a violation of a reasonable
expectation of privacy. Physical search and surveillance therefore follow the
same Fourth Amendment law.
Surveillance will be dealt with in this Chapter as a separate category, because
the law covering the application of surveillance has experienced its own
development in the case law and is also strictly regulated by legislation.
Surveillance includes any interception of communications through means such
as (wire-)tapping. Pen registers and trap and trace devices are aimed at the
interception of identifying information relating to the person under investigation.
The use of undercover agents (for the purpose of infiltration) and informants is
not constitutionally restricted at all, because it will always involve the consent
of the interlocutor who reveals the contents of the communications, and observations, made in situations in which one cannot have a reasonable expectation of
privacy, are not protected.
The investigative powers that are applied secretly are primarily relevant
within the context of this research project. Hence, surveillance in criminal
investigations and national security investigations will acquire most attention.
However, the regulation of these areas depends to a large extent on the Fourth
Amendment law regarding search in general, as the Fourth Amendment aims to
protect the interests that are also at stake when applying surveillance techniques
or conducting domestic national security investigations. As a consequence, also
this section, elaborating merely the powers available and not the regulatory
scheme, will start by elaborating the power to conduct physical searches
(5.2.2.1.1) before turning to surveillance and other techniques (5.2.2.1.2).
Subsection 5.2.2.2 will address the law enforcement’s capabilities to investigate
proactively. The power to conduct national security investigations will be dealt
with separately (5.2.2.3).
5.2.2.1 Conventional Criminal Investigation
The Fourth Amendment protects the right to private life by prohibiting
unreasonable searches on behalf of the government. Section 5.3.2.1 will deal
with the restraints that follow from the specific Fourth Amendment requirements
and the goals served by these Constitutional limitations. This section will
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elaborate on the scope of the powers granted to the government to investigate
at the pre-arrest stage.
The Constitution imposes negative duties on the state to refrain from certain
actions in the criminal law context to protect civil liberties.136 As a consequence,
the police in the US are free to conduct any investigative activity that they
consider necessary, except for those activities that violate the Fourth Amendment. Some use of investigative powers is allowed subject to the conditions of
the regulatory scheme of the Fourth Amendment. To determine whether or not
specific investigative activities are regulated and restricted by the Fourth
Amendment, it should firstly be assessed whether the fundamental right
protected by the Fourth Amendment is at stake by conducting the investigative
activity. As already extensively described in Section 5.1.4.1, this depends on the
outcome of a two-prong test to determine whether a reasonable expectation of
privacy has been violated. The first sub-section will, first, briefly recapitulate
which powers the Fourth Amendment law covers, and, second, this section will
explain which types of search are not limited under the Fourth Amendment. The
second sub-section will continue to elaborate on the search powers that can be
applied secretly: a variety of surveillance techniques and infiltration.
5.2.2.1.1 Search Powers
The investigative powers of the police that constitute a search or seizure find
their regulation under the Fourth Amendment and, in addition, under Rule 41 of
the Federal Rules of Criminal Procedure.137 A search includes the regular
meaning of a search of any place as well as surveillance: the interception –
regardless of in which form the interception takes place – of communications.
The scope of the Fourth Amendment, and with that the powers governed by
Fourth Amendment law, is determined by the area that it aims to protect, for
which reason the Supreme Court adopted the ‘reasonable expectation of privacy
test’ in Katz v. United States (1967).138 In Katz v. United States the Supreme
Court emphasized that the Constitution protects people and not places and for
that reason a privacy intrusion does not depend on the place searched but on the
person’s expectation of privacy in that specific place.139 The first step for
requiring Fourth Amendment protection for wire-tapping activities was already
set in Silverman v. United States (1961).140 Before this, the Court had decided
that wire-tapping did not constitute a search in the sense of the Fourth
Amendment, because a physical entry of private property was lacking, and the
eavesdropping of conversations did not amount to the seizure of “things” in the
sense of physical objects.141 However, in Silverman v. United States the Court

136 Van Kempen 2008, 56.
137 Rule 41 of the Federal Rules of Criminal Procedure has codified the federal practice regarding
search and seizure. The rule has obtained statutory authority through 18 U.S.C. § 3103.
138 Katz v. United States, 389 U.S. 347, 88 S.Ct. 507 (1967).
139 Katz v. Unites States, 389 U.S. 347, 88 S.Ct. 507 (1967), 351. See in detail Section 5.1.4.1.
140 Silverman v. United States, 365 U.S. 505, 81 S.Ct. 679 (1961).
141 Olmstead v. United States, 277 U.S. 438, 48 S.Ct. 564 (1928).
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reasoned that the electronic eavesdropping and seizure of the conversations in
question constituted an “illegal search and seizure,” for which conclusion the
Court did not take into account that a physical trespass was lacking. That a
physical trespass was no longer a necessary requirement for being covered by
the Fourth Amendment followed, subsequently, more clearly from the Court’s
reasoning in Clinton v. Virginia (1964)142 determining that it was irrelevant
whether the eavesdropping device was “driven into the wall” or “stuck in it.”
With the adoption of the reasonable expectation of privacy test in Katz the
trespass doctrine was set aside, bringing all electronic surveillance activities
under the scope of the Fourth Amendment, except those involving the consent
of one of the parties (see below).143
Although the interpretation of the Supreme Court in Katz has significantly
broadened the application of the Fourth Amendment, in judgments after Katz the
courts have, for other areas, taken a “narrower view” in determining which
situations concern “justified” expectations of privacy.144 For example, the Supreme
Court rejected the idea of someone having a reasonable expectation of privacy
with regard to his/her garbage;145 it has accepted the aerial surveillance of people
within the confines of their garden;146 and it has allowed the use of electronic
tracking devices147 on the ground that one could not have a reasonable expectation
of privacy with regard to the observations or interceptions made when taking into
account the manner in which it has been observed or intercepted.
Except for the scope of the concept of search under the Fourth Amendment
based on the reasonable expectation of privacy analysis, other circumstances of
a particular case have warranted an exemption from the usual Fourth Amendment requirements. Warrantless searches are permissible under emergency
circumstances such as a danger to police officers or the destruction of
evidence.148 Exceptionally, courts have also authorized so-called ‘sneak-andpeek searches,’149 when it is important to the investigation that the owners are
not aware that they are under suspicion. Sneak-and-peak searches are primarily
used in terrorism and narcotic cases to search places without revealing to the
suspects that they are under investigation in order to seize intangible evidence
(to observe or photograph the presence of evidence on the premises) or to install
bugging devices. The appellate courts that have examined the issue have upheld
sneak-and-peak searches, under narrowly defined conditions.150
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Clinton v. Virginia, 377 U.S. 158, 84 S.Ct. 1186 (1964).
LaFave et al. 2004, 262-264.
Israel et al. 2006, 86.
California v. Greenwood, 486 U.S. 35, 108 S.Ct. 1625 (1988).
California v. Ciraolo, 476 U.S. 207, 106 S.Ct. 1809 (1989) and Florida v. Riley, 488 U.S. 445, 109
S.Ct. 693 (1989).
United States v. Karo, 468 U.S. 705, 104 S.Ct. 3296 (1984).
LaFave et al. 2004, 195-198.
Search with a delayed notice of the search.
See in more detail on the notification requirements, the exceptions to notification and the reasoning
of the appellate courts dealing with sneak-and-peak searches, section 5.3.2.1.3. The possibilities
for conducting sneak-and-peek searches have been broadened by the USA PATRIOT Act. See for
this subject Chapter 6. Furthermore, in the national security context physical searches with delayed
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Moreover, the police always have the possibility to search without a warrant
when they receive the consent of the person involved. Asking for permission can
be a solution in situations where probable cause is lacking, or when there is not
enough time to obtain a warrant. Of course, the consent must be given
voluntarily and cannot be the unconscious waiving of a constitutional right,
which would not be the case if there were any police coercion.151
Once the police intend to use an investigative technique that constitutes a search
under the Fourth Amendment, Rule 41 of the Federal Rules of Criminal
Procedure applies, which prescribes the specific requirements for conducting the
search and/or seizure. According to Rule 41 only magistrate judges may issue
a warrant upon “the request of a federal law enforcement officer or an attorney
for the government.”152 The warrant may only be issued for the purpose of the
seizure of evidence or contraband, for the search of “property designed for use,
or intended for use, or used in committing a crime” or for the purpose of arrest
or to obtain access to property where a person is unlawfully restrained.153 The
procedure to be followed from the issuance until the execution of a search
warrant is, furthermore, specified in Rule 41.
5.2.2.1.2 The Search Powers of Surveillance and the Use of Undercover
Agents and Informants
As has been explained, in 1961 the Supreme Court decided in Silverman v.
United States (affirmed six years later, even more emphatically, in Katz v.
United States), for the first time, that the electronic seizure of conversations
without a trespass affects the constitutional protections of the Fourth Amendment. The electronic interception of conversations constitutes a seizure within
the meaning of the Fourth Amendment.154 With Katz, surveillance became a
form of search and seizure governed by the protections of the Fourth
Amendment, broadening the Fourth Amendment doctrine beyond that of only
physical intrusion.155
Surveillance includes investigative techniques that intercept any “wire,
electronic or oral communication through the use of any electronic, mechanical
or other device.”156 Police use tools such as electronic surveillance, pen registers,
trap and trace devices, consensual monitoring, physical searches, human surveil-
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notice or even no notice at all have been permitted under the Foreign Intelligence Surveillance Act.
This subject will be dealt with in section 5.2.2.3.1.
LaFave et al. 2004, 250 and Israel et al. 2006, 260.
Rule 41 (b), Federal Rules of Criminal Procedure (2009).
Rule 41 (c), Federal Rules of Criminal Procedure (2009).
LaFave et al. 2004, 264.
Katz v. United States, 389 U.S. 347, 88 S.Ct. 507 (1967), 357-359. Before this, the so-called
Olmstead trespass doctrine applied until 1967, prescribing that Fourth Amendment limitations are
only effective when there is a governmental exercise of power concerning a physical invasion,
particularly with respect to private homes. Baker 2007A, 246.
Title 18 Crimes and Criminal Procedure, 18 U.S.C. § 2510(4).
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lance and informants to intercept communications.157 The character of surveillance activities can generally be considered as more powerful than physical
searches, as a warrant can legitimize a search for up to 30 days with possible
extensions upon a single showing of probable cause.158 Moreover, surveillance
occurs beyond the knowledge of the person in question. Surveillance is
primarily regulated by the so-called ‘Title III’ of The United States Code on
Crime and Criminal Procedure (Title 18),159 which was enacted shortly after the
Supreme Court’s judgment of Katz and its decision in Berger v. New York
(1967),160 holding a state’s eavesdropping statute to be in violation of the Fourth
Amendment. Title III prohibits the interception, disclosure and the use of wire,
oral or electronic conversations as evidence, except in situations specifically
provided for in Title III.161 Title III can be considered as the recognition by
Congress that surveillance is an important technique which is necessary for
confronting especially organized crime. Surveillance techniques are necessary
to “develop adequate strategic intelligence concerning organized crime, to set
up specific investigations, to develop witnesses to corroborate their testimony,
and to serve as substitutes for them – each a necessary step in the evidence
gathering process in organized crime investigations and prosecutions.”162
The Attorney General, the Deputy Attorney General, the Associate Attorney
General, or any (acting) Assistant Attorney General or (acting) Deputy Assistant
Attorney General, as well as a state or county prosecutor if authorized by state
law, may request that a federal judge authorizes the interception of wire or oral
communications by the FBI or other federal agency having responsibility for the
investigation.163 The interception of oral and wire communications is limited to
the investigation of crimes enumerated in § 2516(1). These federal crimes
typically have a serious nature. The interception of electronic communications
– which, as a consequence of technological developments, is a possibility that
was added to Title III in 1986 (§ 2516(3)) – is permitted for investigations of
“any federal felony.” The interception of electronic communications has thus
been accepted for a wider category of crimes than the interception of other types
of communications.
The federal judge may only issue an order (in accordance with § 2518) for
surveillance if he determines that there is probable cause to believe that the
individual is committing, has committed, or is about to commit a specific
enumerated offense. Surveillance is thus, just like search and seizure, only

157 Baker 2007A, 75.
158 18 U.S.C. § 2518(5).
159 Title III, as a part of the ‘Omnibus Crime Control and Safe Streets Act of 1968’, adopted in 18
U.S.C. Part I, Chapter 119, §§ 2510-2522 and, added in 1986, §§ 2701-2710.
160 Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967).
161 18 U.S.C. § 2511-§ 2515.
162 According to the ‘Crime Commission’ appointed by President Johnson (Report by the President’s
Commission on Law Enforcement and Administration of Justice, the Challenge of Crime in a Free
Society 201 (1967)). Cited in: United Sates v. United States District Court for the Eastern District
of Michigan, 407 U.S. 297, 92 S.Ct. 2125 (1972), 311 (ftnt. 9).
163 18 U.S.C. § 2516(1).
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permitted upon a warrant and the establishment of probable cause, because of
the Fourth Amendment protection of an individual’s reasonable expectation of
privacy in most non-public settings. Moreover, for surveillance a showing of
probable cause is required with regard to the belief that communications will be
intercepted that are connected to the offense under investigation and probable
cause that the communications can be intercepted from a particular place or
facility. To the latter an exception has been created for ‘roving taps’ (18 U.S.C.
§ 2518(11)). A specification of the facility or place from which the communications shall be intercepted is not required, if such specification is not practical.
Through a roving tap it is possible to intercept a suspect’s communication,
regardless of the communication device he is using. Through the ‘roving bug’
it is even possible to eavesdrop on conversations when no communication
device is used at all. The ‘roving bug’ concerns a technique that makes it
possible to switch on the microphone of a mobile phone also when the phone is
not used or even switched off. The police can then also intercept the conversations of a suspect when that suspect is aware of the possibility of being
eavesdropped by the police and meets instead with other people in person.164
The specific regulation of surveillance techniques as provided by Title III
will be dealt with in section 5.3.2.2. That section will elaborate on the
application procedure, the procedure for the approval of an order for surveillance and will deal with the restraints imposed on the execution of a surveillance
order, as the statutory requirements are intended to offer protection against
unfettered use of these intrusive covert surveillance techniques. This section will
continue to describe the scope of surveillance techniques by dealing with the
exceptions to the regular restraints following from the statutory scheme of Title
III in order to determine the scope and nature of the sword power of surveillance
in conventional criminal law.
Similar to searches, consent for the interception of communications substitutes
the requirements of Title III. A court order for the interception is no longer
needed when one of the parties to the conversation gives permission for
interception. This exception is also included within Title III for persons “acting
under the color of law” and any other person, if one of the parties to the
communication “has given prior consent to such interception.”165 Because
surveillance typically occurs secretly and before the persons whose communications are intercepted are aware of the fact that they are part of a criminal
investigation, consent for the interception is unlikely. Involving an undercover
agent or informant, however, does offer the police the possibility to intercept

164 See e.g. United States v. Tomero, 462 F.Supp.2d 565 (S.D.N.Y. 2006), where the roving bug was
installed on an attorney’s phone during an organized crime investigation where the suspects chose
to communicate via their attorney so as to avoid interception through government surveillance.
The Court held that the roving bug did not violate the Fourth Amendment’s particularity requirement and that a roving bug could be authorized through electronic surveillance warrants for roving
surveillance.
165 18 U.S.C. § 2511(2)(c) and § 2511(2)(d).
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communications without observing the regular conditions of Title III. Any
information intercepted by undercover agents or informants is obtained with the
consent of one of the parties – the consent of the undercover agent or informant
– to a conversation or has been observed by the undercover agent or informant
in circumstances where someone did not intend to keep his activities shielded
from that agent or other person (consensual monitoring). The undercover agent
can carry a tape recorder or radio transmitter or the police can wire-tap his/her
phone conversations.
The Supreme Court assessed in United States v. White (1971) whether the
interception of conversations by an undercover agent – a communication in a
restaurant between the defendant and the undercover agent with a concealed
radio transmitter – constituted a search. The Court held in White that its
consideration in Hoffa v. United States (1966)166 “was left undisturbed by Katz,”
namely that “however strongly a defendant may trust an apparent colleague, his
expectations in this respect are not protected by the Fourth Amendment when
it turns out that the colleague is a government agent regularly communicating
with the authorities.” The Court continued by stating that “[i]f the law gives no
protection to the wrongdoer whose trusted accomplice is or becomes a police
agent, neither should it protect him when that same agent has recorded or
transmitted the conversations which are later offered in evidence to prove the
State’s case.”167 The rationale of these decisions of the Supreme Court is that a
criminal who decides to share his criminal activities with someone else accepts
the risk that this person is a government agent or that this person will share this
information with the police. Hence, there is no constitutional barrier to the
interception of communications by one of the participants to that conversation
and thus to the use of undercover agents and informants in general.168
The use of undercover agents is therefore an investigative technique whose
application is not restricted by the Fourth Amendment protections. Observations
and interceptions of communications by undercover agents concern situations
in which the persons under investigation cannot have a reasonable expectation
of privacy. A general limitation to the unlimited use of the method of investigation concerns the defense of entrapment, which the person investigated, once
charged, may raise. The defendant can use entrapment as a defense when the
police have induced him or her to commit a crime as a result of the investigative
techniques applied, in general with respect to informants or undercover agents.
The defense attorney can raise the entrapment defense against investigations by
a law enforcement officer if the officer induced the defendant to commit a
criminal offence, by knowingly stating that the behavior is not criminal or by
inducing the defendant to do something that he would otherwise have refrained
from doing.169 Entrapment must be distinguished from encouragement: the latter
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is still a lawful investigative technique, unless the undercover agent is
responsible for making the unwary innocent (rather than the unwary criminal)
commit the crime or if the undercover agent has gone too far with his tactics in
inducing the crime, in which case, the defendant can, justifiably, raise the
defense of entrapment.170
5.2.2.2 The Possibilities for Proactive Criminal Investigations
Although probable cause for a committed crime or a crime being committed is
in principle required for a search, this does not necessarily mean that
investigative techniques cannot be applied proactively, without evidence of a
concrete crime. Investigative techniques such as observation in a public setting
and the use of undercover agents – activities that do not infringe upon a
reasonable expectation of privacy and for which, consequently, probable cause
is not required – are often broadly used in the proactive context.
The power to conduct searches that fall under the scope of the Fourth
Amendment is restricted to the presence of probable cause that criminal activity
is taking place. Hence, in principle, places cannot be searched when a crime has
not yet been committed or is not being committed. This does not mean that
Fourth Amendment searches may not be used for proactive purposes,
considering that searches on the basis of probable cause regarding, for example,
possession of contraband, may lead to the discovery of other (future) criminality,
such as drug trafficking. In addition, the probable cause standard that must be
met for the authorization of an order under Title III is formulated more broadly
and also permits proactive use. The standard under Title III can be met by
evidence showing probable cause that a crime is about to be committed, which
standard seems to give somewhat more leeway as compared to the definition
given for the conventional Fourth Amendment probable cause requirement: “the
facts and circumstances within [the officers’] knowledge and of which they had
reasonably trustworthy information sufficient in themselves to warrant a man of
reasonable caution in the belief that an offense has been or is being
committed.”171 In addition, it follows from the legislative history of Title III that
one of the reasons for its creation was to combat organized crime more
effectively by using electronic eavesdropping for the purpose of strengthening
the information position regarding organized crime, which implies a proactive
approach.172
Furthermore, the crime of conspiracy does provide an important and rather
broad possibility for the police to investigate proactively in the context of
conventional criminal law, as a consequence of the development of a wide
interpretation of the crime of conspiracy in the US criminal justice system.

170 Israel et al. 2006, 276-277.
171 Brinegar v. United States, 338 U.S. 160, 69 S.Ct. 1302 (1949), 175-176.
172 For the acceptability of the broader application of physical search and electronic surveillance, also
proactively, especially to confront organized crime, see: Marcus 1998.
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Probable cause with regard to the crime of conspiracy can lead to an extensive
application of searches in the proactive field. The concept of conspiracy is
somewhat vague. It is a common law concept established in statutes initially in
medieval England by Edward I. Poulter’s case in 1611, interpreting the concept,
established a doctrine that is still valid today, providing that “the gist of
conspiracy is the agreement, and so the agreement is punishable even if its
purpose was not achieved.”173 Over the years, the concept of conspiracy has
broadened, leading to the definition of conspiracy as “a combination between
two or more persons formed for the purpose of doing either an unlawful act or
a lawful act by unlawful means.” The crime of conspiracy thus requires both an
act (the agreement) and a mental state (the intention to achieve the objective).174
Additionally, an ‘overt act’ in furtherance of the conspiracy is often statutorily
required, as is formulated in the federal general conspiracy statute. Only an overt
act by one of the conspirators is required, which does not need to be criminal or
unlawful itself.175 Furthermore, the supplier of goods and services may be found
guilty of conspiracy, provided that he has the requisite criminal intent and not
just knowledge of the criminal objective. Criminal intent must be proven in
common law to fulfill the requisite mens rea with regard to the actus reus (the
guilty act) in order to establish criminal liability. Mere knowledge of the
criminal objective does not establish sufficient mens rea.176 The boundary of
sufficiency between intent and knowledge shifts according to the seriousness of
the criminal objective.177 Probable cause for conspiracy to commit a crime can
result in a warrant to search a home or other private asset or in an order for Title
III surveillance. Moreover, Title III provides for an exception to the warrant
requirement in the case of “conspiratorial activities threatening the national
security” and in the case of “conspiratorial activities characteristic of organized
crime.”178 Considering these options, a proactive enforcement system has been
created, especially to confront organized crime or crime constituting a threat to
national security.
5.2.2.3 The Powers Available in National Security Investigations in Relation
to Criminal Justice
As has been explained in the section dealing with the organization of the
intelligence community, primarily the FBI is responsible for conducting national
security investigations on the federal level. This section will explain the
background of the enactment of FISA in order to regulate national security
investigative authority and will describe what powers FISA grants to (primarily)
the FBI to conduct national security investigations. As will be explained in
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section 5.2.2.3.1, the scope of these investigations may be significantly broader
than criminal investigations where surveillance techniques must be applied
under the limitations of Title III. Nevertheless, national security investigations
often also focus on criminal behavior and the information gathered in national
security investigations may be used in a criminal trial. The transfer of this
information to the law enforcement community will be the subject of section
5.2.2.3.2.
5.2.2.3.1 The National Security Investigation – FISA
The ‘enabling acts’, which grant the FBI the power to conduct national security
investigations, are the National Security Act of 1947 and Executive Order 12333
(see section 5.2.1.4). In the context of national security investigations, the FBI
may conduct electronic surveillance. Title III, regulating surveillance in the
criminal investigative context, explicitly provides that its prohibition on the
interception of conversations does not “affect the acquisition by the United
States Government of foreign intelligence information from international or
foreign communications, or foreign intelligence activities conducted in
accordance with otherwise applicable Federal law.”179 Until the enactment of
FISA the executive branch faced no legislative restraint on conducting electronic
surveillance activities in furtherance of national security.180
Before FISA was enacted in 1978, in the case of United States v. United
States District Court for the Eastern District of Michigan (1972)181 (henceforth
referred to as the ‘Keith’ decision) the Supreme Court dealt with the scope of the
constitutional power of the President to conduct intelligence surveillance for
national security interests. The Supreme Court held in this case that the Fourth
Amendment was also applicable to the government’s domestic electronic
surveillance activities to investigate domestic threats to national security. The
Court concluded that prior judicial approval was needed when the government
intends to conduct electronic surveillance for domestic security purposes.

179 18 U.S.C. § 2511(2)(f).
180 When Title III was enacted in 1968 § 2511(3) provided that nothing in Title III “shall limit the
constitutional power of the President to take such measure as he deems necessary to protect the
Nation against actual or potential attacks or other hostile acts of a foreign power, to obtain foreign
intelligence information deemed essential to the security of the US, or to protect national security
information against foreign intelligence activities. Nor shall anything contained be deemed to limit
the constitutional power of the President to take such measures as he deems necessary to protect
the United States against the overthrow of the Government by force or other unlawful means, or
against any other clear and present danger to the structure and existence of the Government.”
Moreover, it was explicitly provided that any contents intercepted by means of the executive’s just
mentioned powers “may be received in evidence in any trial, hearing, or other proceeding only
where such interception was reasonable (...).”
181 United Sates v. United States District Court for the Eastern District of Michigan, 407 U.S. 297, 92
S.Ct. 2125 (1972). This decision is usually referred to as the ‘Keith’ decision, after the U.S.
District Court Judge Damon J. Keith who had ruled against warrantless domestic electronic
surveillance, a decision later upheld by the Supreme Court.
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The Court explicitly included that its decision in Keith did not address the
Executive’s activities against foreign powers or their agents.182 The Court
applied the usual Fourth Amendment test of reasonableness to the surveillance
activities conducted for the purpose of protecting national security.183 The
surveillance practices were thus primarily assessed from the regular law
enforcement perspective. This resulted in the Court’s conclusion that “Fourth
Amendment freedoms cannot properly be guaranteed if domestic security
surveillance may be conducted solely within the discretion of the Executive
Branch.” Executive officers cannot be qualified as “neutral and disinterested
magistrates” as “[t]heir duty and responsibility are to enforce the laws, to investigate, and to prosecute.”184 The warrant requirement of the Fourth Amendment
also applies to electronic surveillance for domestic security purposes. Despite
the recognition of the President’s constitutional power in domestic security,
surveillance for that purpose must be exercised in a way that is compatible with
the Fourth Amendment. An appropriate balance is desirable, also in domestic
security matters.185 However, this balance involves a different assessment than
in ordinary criminal surveillance cases. Considering that “domestic security
surveillances may involve different policy and practical considerations from the
surveillance of ‘ordinary crime,”186 the contents of the probable cause showing
required under the Fourth Amendment may be different than required under
Title III.
Furthermore, a history of abuses of the national security investigative power
preceded the enactment of FISA. The potential for abuse was to an important
extent the result of the vagueness of the regulation of surveillance for domestic
security purposes. Since World War II, the intelligence community has
repeatedly conducted domestic investigations in a manner which violates the
constitutional rights of citizens. This problem was also endorsed by Congress,
which, after the resignation of President Nixon in 1974, realized that it was not
aware of what the Government’s intelligence agencies were doing. For this
reason, the House of Representatives and the Senate, the two houses of
Congress, established special investigative committees. The most important of
these was the Church Committee. Their conclusions included the establishment
of congressional oversight committees over the intelligence agencies. On behalf
of the Senate, the Select Committee on Intelligence was established in 1976,
followed, in 1977, by the Permanent Select Committee on Intelligence on behalf
of the House of Representatives.187 The Church Committee also found that
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national security surveillance without a warrant had been used to spy on several
people not engaged in any criminal activity.188
Moreover, the Church Committee advised the creation of a legal framework
for the intelligence agencies that conduct domestic national security investigations. The Attorney General should be the person responsible for overseeing
compliance by the intelligence agencies with this legal framework.189 Executive
order 12333 (1978) was the most important piece of regulation created by the
Executive that is still in force. Executive order 12333 is intended to “provide for
the effective conduct of United States intelligence activities and the protection
of constitutional rights” for the purpose of using “all reasonable and lawful
means (...) to ensure that the United States will receive the best intelligence
possible.”190 The tasks of the different agencies have been defined within this
order. This has resulted in the CIA being prohibited from conducting electronic
surveillance activities within the US and only the FBI – save in exceptional
circumstances – may engage in physical searches or physical surveillance within
the US.191 Conducting intelligence activities has been regulated by aiming to
“achieve the proper balance between the acquisition of essential information and
protection of individual interests.” The intelligence agencies are only permitted
to “collect, retain or disseminate information concerning United States persons”
if done “in accordance with the procedures established by the head of the agency
concerned and approved by the Attorney General.”192
As an answer to this history of abusing the national security investigative power
as well as to the decision of the Supreme Court that the Fourth Amendment
applies to domestic security surveillance, the Foreign Intelligence Surveillance
Act of 1978 (FISA) was adopted. FISA built on the Supreme Court’s decision
in Keith by providing a statutory scheme that included judicial authorization for
electronic surveillance for the purpose of gathering foreign intelligence
information. FISA provided that a court should be created by the Chief Justice
“which shall have jurisdiction to hear applications for and grant orders
approving electronic surveillance anywhere within the United States under the
procedures set forth in this chapter.”193
The precise regulation as provided by FISA will be dealt with in detail in
section 5.3.2.4. This section will continue to elaborate on the scope of national
security investigations under the law currently in force. For the purpose of this
section, it is sufficient to state that the regulation under FISA provides a wider
power to conduct investigative activities and, regardless of the restriction to the
gathering of foreign intelligence information, the electronic surveillance
activities under FISA may occur within the US and may concern US persons, as
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long as their activities are not protected by the First Amendment. Warrantless
FISA surveillance is only permitted when no US person is involved. The
objective of adopting FISA was, primarily, to achieve intelligence goals
concerning international terrorist organizations, with targets abroad and possibly
fund-raising and other activities within the United States. Foreign intelligence
was aimed at including criminal as well as non-criminal activities of agents of
foreign powers. With respect to criminal activities, before 9/11 the foreign
intelligence information included mainly espionage and not terrorism.194
Normally, searches, seizures and surveillance are significantly limited by
Fourth Amendment requirements, most importantly by being restricted to a
showing of probable cause that a crime is being or will be committed. The reach
of national security investigations is broader, as these investigations aim to
gather domestic intelligence in order to prevent unlawful activity and in order
to enhance knowledge regarding potential security threats.195 Hence, for national
security investigations a statutory scheme with less stringent standards compared
to those applicable to Title III was considered justified (taking into account the
opinion of the Supreme Court in Keith) and necessary for an effective national
security policy. Therefore, FISA simplifies the procedures for granting search
and surveillance authority when the investigation deals with foreign intelligence
information and the suspect is an agent of a foreign power, which includes those
affiliated to international terrorism.196
Contrary to surveillance, as well as searches, under conventional criminal
law (save for some exceptions created in case law) an order of the FISA Court
can authorize surveillance as well as physical searches without notice or with
delayed notice to the targets and for an extended period of time. FISA has been
determined not to violate the Fourth Amendment, because the statutory
safeguards of FISA are considered to provide sufficient protection for the rights
guaranteed in the Fourth Amendment when the surveillance concerns
intelligence activities. In agreement with the Keith decision, the rights protected
by the Fourth Amendment are considered to be guaranteed by the realization of
prior judicial approval in FISA, which no longer leaves foreign intelligence
surveillance solely to the discretion of the executive. In addition, domestic
security surveillance and the surveillance of foreign powers and agents of
foreign powers have been distinguished from the surveillance of ordinary
criminal activities, warranting a different assessment under the Fourth Amendment, i.e. as to the standard of probable cause. The decision of the federal court
with regard to the constitutionality of FISA has been based, corresponding with
the rationale of Keith, upon a balancing of the governmental interest in gathering
foreign intelligence for national security against the infringements of individual

194 Musch 2003, 72.
195 Compare: United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 322.
196 Etzioni 2004, 28.
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rights and the result is a (substantially) different assessment than in ordinary
criminal investigations.197
The power of the FBI to conduct national security investigations is granted
by the National Security Act of 1947 and Executive Order 12333 and should be
exercised in accordance with the legal framework of FISA. Hence, the scope of
a national security investigation largely depends on the interpretation of foreign
intelligence information. FISA defines foreign intelligence information as
“information that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against (A) actual or
potential attack or other grave hostile acts (..); (B) sabotage or international
terrorism (..); (C) clandestine intelligence activities,” all on behalf of either a
foreign power or an agent of a foreign power.198 The definition of a foreign
power and an agent of a foreign power is, in the second place, important for the
scope of national security investigations.199 The term foreign power also covers
“groups engaged in international terrorism or activities in preparation therefor”
and “a foreign-based political organization, not substantially composed of
United States persons.”200 Agents of foreign powers may either concern non-US
persons or “any person”.201 Their activities typically concern “clandestine

197 United States v. Pelton, 835 F.2d 1067 (4th Cir. 1987), 1075.
198 50 U.S.C. § 1801(e) (2011).
199 See 50 U.S.C. § 1801(a) and (b) (2011) for the definitions of a foreign power and an agent of a
foreign power: “(a) ‘Foreign power’ means – (1) a foreign government or any component thereof,
whether or not recognized by the United States; (2) a faction of a foreign nation or nations, not
substantially composed of United States persons; (3) an entity that is openly acknowledged by a
foreign government or governments to be directed and controlled by such foreign government or
governments; (4) a group engaged in international terrorism or activities in preparation therefor; (5)
a foreign-based political organization, not substantially composed of United States persons; or (6)
an entity that is directed and controlled by a foreign government or governments. (b) ‘Agent of a
foreign power’ means – (1) any person other than a United States person, who – (A) acts in the
United States as an officer or employee of a foreign power, or as a member of a foreign power as
defined in subsection (a)(4) of this section; (B) acts for or on behalf of a foreign power which
engages in clandestine intelligence activities in the United States contrary to the interests of the
United States, when the circumstances of such person's presence in the United States indicate that
such person may engage in such activities in the United States, or when such person knowingly aids
or abets any person in the conduct of such activities or knowingly conspires with any person to
engage in such activities; (C) engages in international terrorism or activities in preparation therefore
[sic] [the definition under C was added by the Intelligence Reform and Terrorism Prevention Act,
Pubic Law 108-458-Dec. 17, 2004, sec. 6001(a)]; or (2) any person who – (A) knowingly engages
in clandestine intelligence gathering activities for or on behalf of a foreign power, which activities
involve or may involve a violation of the criminal statutes of the United States; (B) pursuant to the
direction of an intelligence service or network of a foreign power, knowingly engages in any other
clandestine intelligence activities for or on behalf of such foreign power, which activities involve
or are about to involve a violation of the criminal statutes of the United States; (C) knowingly
engages in sabotage or international terrorism, or activities that are in preparation therefor, for or on
behalf of a foreign power; (D) knowingly enters the United States under a false or fraudulent identity
for or on behalf of a foreign power or, while in the United States, knowingly assumes a false or
fraudulent identity for or on behalf of a foreign power; or (E) knowingly aids or abets any person
in the conduct of activities described in subparagraph (A), (B), or (C) or knowingly conspires with
any person to engage in activities described in subparagraph (A), (B), or (C).”
200 50 U.S.C. § 1801(a)(4) and (5).
201 50 U.S.C. § 1801(b).
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intelligence activities” and “sabotage or international terrorism.” The requirements for meeting the definition of an ‘agent of a foreign power’, when this
agent is a US person – either a US citizen or a permanent resident – are,
however, somewhat more stringent by requiring that the “activities for or on
behalf of a foreign power” or “pursuant to the direction of an intelligence service
or network of a foreign power” involve or may involve a violation of the
criminal statutes of the United States.202 Thus, although the term ‘foreign’ may
imply otherwise, FISA orders authorize national security investigations within
the US and may also involve US citizens.
FISA originally only covered electronic surveillance and not physical
searches, although a physical entry could be used to effectuate the surveillance.203 However, physical searches in national security cases have occurred
through Presidential authorization under the President’s national security
power.204 Moreover, by an Act of October 1994, physical searches (any physical
intrusion within the United States into premises or property) for foreign
intelligence purposes are permitted upon a court order of the FISA Court. An
order can be issued after authorization from the President, certification that the
purpose of the search is to obtain foreign intelligence information and the FISA
Court finds that probable cause exists to believe that the target of the physical
search is a foreign power or an agent of a foreign power.205
The use of pen registers and trap and trace devices is, like in conventional
criminal law, subject to less stringent requirements. A FISA judge can issue an
ex parte order for pen registers and trap and trace devices upon approval from
the Attorney General or from a designated attorney for the Government and “a
certification by the applicant that the information likely to be obtained is
relevant to an ongoing foreign intelligence or international terrorism investigation being conducted by the Federal Bureau of Investigation under guidelines
approved by the Attorney General” is sufficient. In addition, the application
shall include information demonstrating a standard of reason to believe that the
telephone line or other instrument or device to which the pen register or trap and
trace device is attached has been or is about to be used by an individual “who
is engaging or has engaged in international terrorism or clandestine intelligence
activities that involve or may involve a violation of the criminal laws of the
United States” or by “a foreign power or agent of a foreign power under
circumstances giving reason to believe that the communication concerns or
concerned international terrorism or clandestine intelligence activities that
involve or may involve a violation of the criminal laws of the United States.”206

202
203
204
205

50 U.S.C. § 1801(b)(2)(A)(B).
50 U.S.C. § 1804(a)(8) and § 1805(c)(1)(D).
Baker 2007A, 84.
The part on physical searches has the same structure concerning its conditions as the part on
electronic surveillance. 50 U.S.C. § 1821- § 1829.
206 50 U.S.C. § 1842(c), before amendment by the USA PATRIOT Act.
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5.2.2.3.2 The Transfer of Information Gathered During a National Security
Investigation to the Law Enforcement Community
The authority to share information collected by an intelligence agency with the
law enforcement agencies or cooperation between the two communities is not
explicitly prohibited, which follows from both the National Security Act of 1947
(implicitly referring to such sharing in Sec. 105B(b)) and from Executive Order
12333, providing that “[n]othing in this Order shall be construed to apply or to
interfere with any authorized civil or criminal law enforcement responsibility of
any department or agency.”207 Furthermore, Executive Order 12333 permits
intelligence agencies to “participate in law enforcement activities to investigate
or prevent clandestine intelligence activities by foreign powers, or international
terrorist or narcotics activities.”208 Under the National Security Act of 1947 law
enforcement agencies may even request an intelligence agency to “collect
information outside the United States about individuals who are not United
States persons.” This information may be collected “notwithstanding that the
law enforcement agency intends to use the information collected for purposes
of a law enforcement investigation or counterintelligence investigation.”209
Regardless of the absence of explicit legal barriers, information sharing
between the intelligence agencies and law enforcement agencies was before the
enactment of the USA PATRIOT Act very limited or did not occur at all. This
was importantly due to the ‘purpose language’ of FISA. The interpretation given
to the ‘purpose language’ used in FISA has over the years created a ‘wall’ of
separation between law enforcement agencies and intelligence agencies. FISA
permits, according to several of its provisions, electronic surveillance and
physical searches in the presence of a “purpose” to gather “foreign intelligence
information.”210 Each FISA application must include a statement concerning the
purpose of the search or surveillance. Before the enactment of the USA
PATRIOT Act, this requirement was interpreted as requiring that the primary
purpose of the investigation must have been to obtain foreign intelligence
information.211 As a consequence, if information was gathered about a person
that should lead to criminal prosecution, the primary purpose of the national
security investigation was not to gather foreign intelligence information. This
interpretation resulted in a “wall” between law enforcement investigations and
national security investigations and between the law enforcement community
and the intelligence community in general.212
Furthermore, the decision of the Fourth Circuit Court in United States v.
Truong (1980),213 assessing surveillance activities that occurred also prior to the
207
208
209
210
211

Executive Order 12333 (as amended), § 2.2.
Executive Order 12333 (as amended), § 2.6.
National Security Act of 1947 (as amended), Section 105A(a).
See e.g. 50 U.S.C. §§ 1802(b) and 1804(7)(B).
50 U.S.C. § 1804(a)(7)(B): FISA Court approves application of electronic surveillance “[...] of a
foreign power or an agent of a foreign power for the purpose of obtaining foreign intelligence
information [...].”
212 Kris and Wilson 2007, 10-6 to 10-8.
213 United States v. Truong Ding Hung, 629. F.2d 908 (4th Cir. 1980).
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enactment of FISA, clearly separated investigative activities for national security
purposes from investigative activities for law enforcement purposes. Truong
built on the Keith decision in order to further define the scope of national
security investigations. In this decision the Fourth Circuit Court made a
distinction between investigation for the purpose of gathering foreign intelligence information and investigation for the purpose of gathering evidence for
criminal prosecution. The court acknowledged that the Fourth Amendment does
not necessarily apply to the executive power’s activities against foreign powers
or agents of foreign powers and, on that basis, upheld the warrantless
surveillance during the first part of the investigation where the primary purpose
of the investigation was to gather foreign intelligence information.214 However,
this ‘foreign intelligence exception’ to the Fourth Amendment shall be carefully
limited to the situation where the object of the search is “a foreign power, its
agent or collaborators.” In addition, the exception is limited to the situation
where “the surveillance is conducted “primarily” for foreign intelligence
reasons.” “[O]nce the surveillance becomes primarily a criminal investigation,
the courts are entirely competent to make the usual probable cause determination
(...).”215 For that reason, the Fourth Circuit Court excluded all evidence obtained
through the surveillance since the investigation’s purpose had changed from a
primary foreign intelligence purpose to a primary criminal investigative
purpose.216 Hence, by applying the Supreme Court’s decision in Keith to the case
of Truong, the Fourth Circuit Court further specified that the level of protection
offered by the Fourth Amendment depends on the primary purpose of the
investigation and, consequently, the court clearly separated the criminal investigation from the foreign intelligence investigation. This distinction made by the
Fourth Circuit Court – decided after the enactment of FISA, but assessing an
investigation occurring prior to its enactment – can also be recognized in the
‘purpose language’ of FISA.
Since the 1980s, guidelines have also been distributed that further limit the
use of foreign intelligence surveillance for law enforcement purposes. The
Attorney General issued two sets of guidelines: one applicable to the FBI’s task
in law enforcement (‘The Attorney General’s Guidelines on General Crimes,
Racketeering Enterprise and Domestic Security/Terrorism Investigations’); and
the second one applicable to the domestic intelligence activities of the FBI (‘The
Attorney General’s Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigation’).217 The Guidelines governing the

214 The court reached this conclusion by referring to the Keith decision in order to analogously apply
the analytical approach of the Supreme Court in Keith. United States v. Truong Ding Hung, 629.
F.2d 908 (4th Cir. 1980), 913-914.
215 United States v. Truong Ding Hung, 629. F.2d 908 (4th Cir. 1980), at 915.
216 Ibid., 916.
217 Becker 2003, 597.
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FBI’s national security investigation concern still largely classified documents
and it is therefore not necessary to deal with them in detail.218
Since 1995 the Department of Justice, seeking a more effective use of all its
FBI resources, has again tried to demolish this wall by distributing guidelines
prescribing that information obtained under FISA could be shared with law
enforcement officers when such information shows that a crime “has been, is
being, or will be committed.” This determination had to be made solely by intelligence officials.219 FISA investigators were permitted to disclose FISA information to prosecutors, but not the other way round. Likewise, the decision in United
States v. Rahman (1994, affirmed by the Second Circuit in 1999) shows that the
court does not need to exclude evidence gathered in conformity with FISA, when
the principal purpose of that surveillance was to gather evidence in a criminal
case if the person is suspected of conspiracy to conduct war or urban terrorism
against the United States. The court concluded that FISA was enacted in
anticipation that information, specifically foreign intelligence information,
gathered from those defined as agents of a foreign power violating criminal laws,
would be used in criminal cases. As long as the executive branch official has
certified that the purpose was to gather foreign intelligence information and
when, on the basis of the facts provided in the application, it appears that this
certification is not clearly erroneous, the FISA Court shall authorize the
surveillance and a reviewing court should not “second-guess” this decision.220
However, the ‘wall’ nevertheless resulted in a cultural separation between
law enforcement agencies and intelligence agencies, further thwarting cooperation between the two. On the other hand, the creation of this wall did not occur
without reason. The intelligence community and the law enforcement (as well
as the military) community were established as two institutionally separated
areas to respond to threats and violence. Each response comprises a different
governmental reaction to threats and violence. Intelligence is focused on
prevention, whereas law enforcement traditionally seeks information about past
wrongdoing for the purpose of prosecution and punishment in order to deter
future wrongdoing. Each institutional response has been designed in order to
effectively fulfill its goal, being subjected to its own restraints and controls,
which have been developed over extended periods of time importantly as a
consequence of Constitutional interpretation.221 Hence, law enforcement
agencies gather information for the purpose of criminal prosecution within the
boundaries set by the courts in interpreting the Fourth Amendment, whereas the
intelligence agencies gather information to protect the national security without
218 The Attorney General’s Guidelines on criminal investigation that were applicable prior to the
issuance of the Ashcroft Guidelines in 2002 will be analyzed in the ‘shield’ section of this Chapter
as their main goal was to restrain the FBI’s investigative authority by formulating thresholds and
protective conditions.
219 U.S. Department of Justice, Office of Legislative Affairs, Office of the Assistant Attorney General,
May 13, 2003, 15.
220 United States v. Rahman, 861 F.Supp 247 (S.D.N.Y. 1994), affirmed 189 f.3d 88 (2nd Cir. 1999),
251.
221 McCormack 2007, 35-38.
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the need to adhere to the boundaries set for evidence-gathering. This distinction
is based on institutional choices as well as on the regulation of governmental
power through the Constitution.222 The wall resulting from this distinction was
aimed at preventing FISA warrants from being applied for conventional criminal
matters, which are normally protected by more stringent Fourth Amendment
protections.223
5.2.3 Conclusion
It can be concluded that the FBI is the most relevant actor which is responsible
for both the criminal investigation of federal felonies and for national security
investigations. Most investigative activities will be conducted by the FBI or by
its subdivisions in the federal districts. However, to apply special investigative
techniques in conventional criminal investigations, prosecutors or officials of the
Department of Justice must a priori apply for a warrant before a magistrate
judge.
Fourth Amendment law governs the use of special investigative techniques.
Therefore, it has been necessary for describing the powers available during the
investigative phase to analyze the concept of search as covered by the Fourth
Amendment. Applying the two-prong reasonable expectation of privacy test has
resulted in different categories of circumstances in which the use of special
investigative techniques find a different level of restraint by the Fourth
Amendment and in different categories of techniques finding more or less
restrictions due to Fourth Amendment interpretation. The most important consequence of this test has been the extension of Fourth Amendment protections to
surveillance. Furthermore, the areas in which people exhibit most Fourth
Amendment protections are particularly homes and other non-public premises.
Search powers invading a person’s privacy with regard to these areas therefore
face the most restrictions. Searching vehicles or personal assets such as luggage
is subject to somewhat loosened Fourth Amendment restrictions. Furthermore,
those techniques that do not interfere with privacy expectations that society is
prepared to recognize as reasonable do not face any Fourth Amendment
restrictions. This has paved the way for the police to make free use of
undercover agents and informants as the consent of one of the parties to a
conversation deprives the other party of his or her reasonable expectation of
privacy. The invasive character of a specific technique has also been a reason
to loosen or strengthen the restrictions which are applicable to the use of that
technique. Pen registers and trap and trace devices can be used without a
showing of probable cause. The use of invasive electronic eavesdropping
techniques, however, requires additional restrictions to comply with the Fourth
Amendment, which have been adopted in statutory law (Title III).

222 White 2004, 19.
223 The enactment of the USA PATRIOT Act of 2001 as well as other measures of the post-9/11 era
have now dismantled this wall. See on this in detail Chapter 6, section 6.4.
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Investigative techniques are traditionally primarily used to solve cases
concerning past wrongdoing, due to the probable cause standard and the
traditional reactive nature of US criminal procedural law. However, the adoption
of Title III was aimed at enhancing the government’s capacity to confront
organized crime by providing the means to secretly eavesdrop on members of
criminal organizations. The use of Title III surveillance is limited to serious
felonies, but allows for proactive secret investigations with regard to these
crimes. Furthermore, the concept of conspiracy enables powerful proactive law
enforcement, which has consequences, also primarily for the investigation of
organized crime.
Except for these investigative powers purely in the law enforcement context,
the investigation of criminal behavior within the US may be done in the context
of national security investigations. These investigations are conducted on behalf
of intelligence agencies, particularly the intelligence elements of the FBI. In the
Keith decision the Fourth Amendment restrictions were interpreted as also
extending to electronic surveillance and physical searches within the context of
a national security investigation. However, considering the interest of adequately
protecting national security investigations these restrictions are looser than those
applicable to electronic surveillance and physical searches in the context of
regular law enforcement investigations. FISA has been created to regulate the use
of these techniques in compliance with the Fourth Amendment. The investigative
powers available during national security investigations are relevant for the
subject of research as the information gathered often concerns criminal conduct
and may be exported to the law enforcement community. Regardless of the
absence of explicit legal barriers, the possibility to transfer information to the law
enforcement community was not common practice before 9/11 due to the
explanation of the ‘purpose language’ of FISA resulting in a wall between the
intelligence community and the law enforcement communities. Despite several
attempts by the Department of Justice to remove this barrier, the intelligence
community and the law enforcement community continued – at least until the
events of 9/11, 2001 – to operate independently of each other without a
willingness to share information, which was most importantly due to a cultural
separation that has arisen between both communities and is intended not to allow
the introduction of information that has not been gathered under the Fourth
Amendment restraints as normally applicable in the law enforcement context.
5.3 THE SHIELD FUNCTION OF THE US CRIMINAL INVESTIGATION
5.3.1 The Responsibility of the Actors towards a Fair Procedure
5.3.1.1 The Police
The concept of procedural due process, as derived from the Fifth and Fourteenth
Amendments’ due process clauses, aims to protect suspects and defendants
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against misconduct by the government during the process, which also covers
police action during the investigative phase. Moreover, the exclusionary rule,
as a sanction for violations of the Fourth Amendment, aims to deter police
misconduct. Both due process and the potential sanction of the exclusion of
evidence at trial should induce the police to take into account the fairness of
their actions when acting in the context of law enforcement.
Due process protects, in the first place, against arbitrary limitations of fundamental rights, and, secondly, guarantees a fair process once the government
deprives an individual of life, liberty, or property.224 As has been explained in
section 5.1.4.2, procedural due process seems primarily to take effect after the
taking of life, liberty or property and had been interpreted as including
principles to be taken into account during the adjudication process. Moreover,
claims of substantive due process have only been accepted in situations not
covered by other Constitutional provisions in the situation where the police
conduct has shocked the conscience. Hence, both concepts seem to have little
or no consequences for police investigative activities during the investigative
pre-arrest phase.225 Rather, the conduct of the police in the investigative phase
must primarily be tested according to the reasonableness standard of the Fourth
Amendment covering also the execution of search warrants (or warrantless
searches). Only if the activities of the police do not constitute a search or seizure
under the Fourth Amendment may due process play a role.
Hence, police conduct during the investigative phase seems to be primarily
restrained by the Fourth Amendment. Violations of the Fourth Amendment
always concern the manner in which the police have conducted the search and/or
seizure. Moreover, when “a particular Amendment ‘provides an explicit textual
source of constitutional protection’ against a particular sort of government
behavior, that Amendment, not the more generalized notion of ‘substantive due
process,’ must be the guide for analyzing these claims.”226 Hence, primarily the
threat of the exclusionary rule of the Fourth Amendment, potentially resulting in
an unsuccessful prosecution due to the exclusion of critical evidence, will
encourage the police – possibly under the direction of the prosecutor – to comply
with Fourth Amendment requirements. The function of the Fourth Amendment
prohibition of unreasonable searches and seizures is to protect the privacy and
security of people against unreasonable arbitrary invasions by the government.
The exclusionary rule has been created to actually give effect to these protections,
as it aims to deter the police from violating the Fourth Amendment. Its meaning
and, with that, its restraining effect has, however, been watered down in recent
Supreme Court decisions. In Herring v. United States the Supreme Court
explained the goal of the exclusionary rule as to “deter deliberate, reckless, or
grossly negligent conduct, or in some circumstances recurring or systemic

224 Nowak and Rotunda 2005, 317-318.
225 A more detailed explanation of the contents and scope of procedural and substantive due process
has been provided in section 5.1.4.2.
226 Albright v. Oliver, 510 U.S. 266, 114 S.Ct. 807 (1994), 273.
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negligence.”227 As will be explained in more detail in section 5.3.2.1.4, over the
years the meaning of the exclusionary rule has been watered down to be only
applicable if the suppression of the evidence substantially deters the police.228
Simple negligence by the police that has resulted in a violation of Fourth
Amendment requirements is, therefore, not covered.
It can be concluded that the Fourth Amendment concerns the most important
restraint on police conduct in their investigative efforts contributing to search
and seizure, in particular as a consequence of the remedy of the exclusionary
rule. However, because of the Supreme Court’s recent explanation of the scope
of the exclusionary rule, the police have been given more leeway in their search
and seizure activities. Furthermore, although difficult to enforce before the
courts, the concept of due process is an important fundamental notion of
criminal procedure in the US criminal justice system, which should be
resounded also when police officers are engaged in criminal investigative
activities. Nevertheless, the courts seem only to recognize a violation of
procedural due process when the conduct in question “shocks the conscience.”
Hence, as a mechanism of enforcement, procedural due process places restraints
on police conduct, but only to a limited extent. Most control on police conduct
follows from internal manuals and guidelines. Most important for this project
are the guidelines issued by the Attorney General governing the criminal
investigative activities of the FBI. This latter source of regulation will be
extensively dealt with in section 5.3.2.3.
5.3.1.2 The Public Prosecutor
According to the ‘standards for criminal justice’ of the American Bar
Association, it is “the duty of the prosecutor to seek justice, not merely to
convict.”229 This duty, which follows from his position as an ‘officer of the
court’, implies that if the prosecutor finds evidence that appears to exclude the
guilt of the accused, he must inform the court about this exculpatory evidence.
The Supreme Court has ruled in Berger v. United States (1935) that “[t]he
United States Attorney (...) interest (...) in a criminal prosecution is not that it
shall win a case, but justice shall be done.” The prosecutor is “the servant of the
law, the twofold aim of which is that guilt shall not escape or innocence suffer.”
The Court continued to phrase the duty of the prosecutor as “to refrain from
improper methods calculated to produce a wrongful conviction.”230 In the case
of Berger v. United States, the prosecutor had not refrained from such methods
contributing to prosecutorial misconduct in violation of his duty, as he had not
corrected the testimony of a witness, which he knew was false.231 Regardless of

227 Herring v. United States, 555 U.S. 135, 129 S.Ct. 695 (2009), 9.
228 Ibid., 12.
229 American Bar Association. Standing Committee on Association Standards for Criminal Justice
(1980), p. 3.6: Standard 3-1.1 The function of the prosecutor.
230 Berger v. United States, 295 U.S. 78, 55 S.Ct. 629 (1935), 88.
231 Ibid., 84.
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such duty, their supervisors, given the social and political pressure, often instruct
individual prosecutors to aim at a guilty verdict in order to seek redress for
society by a conviction.232 To fulfill his obligation to seek justice, the prosecutor
should comply with the standards of professional conduct and with the
requirements to establish a fair trial, in particular the rules with respect to pretrial disclosure. American criminal procedural law recognizes a right to the pretrial disclosure of specific evidence to the defense. Simultaneously, the defense
is required to disclose specified pre-trial evidence to the prosecution. Both
parties have the right to be aware of the evidence that will be introduced by their
opposite party. Within the Federal Rules of Criminal Procedure it is laid down
which evidence qualifies for pre-trial disclosure. Non-compliance with a
disclosure obligation may be challenged before the court by a pre-trial motion.233
In addition, the American Bar Association Standards for criminal justice with
respect to the prosecution function consider it “unprofessional conduct for a
prosecutor intentionally to fail to make disclosure to the defense, at the earliest
feasible opportunity, of the existence of evidence which tends to negate the guilt
of the accused (...) or which would tend to reduce the punishment of the
accused.”234 The prosecutor should comply with the discovery procedures in
good faith and not avoid looking for and disclosing exculpatory evidence
because he thinks it will damage the prosecution’s case or support the
defendant’s case.235
The Supreme Court held in Brady v. Maryland (1963) that the prosecutorial
duty to disclose is a matter of constitutional law: “we now hold that the
suppression by the prosecution of evidence favorable to an accused upon request
violates due process where the evidence is material either to guilt or to punishment, irrespective of the good faith or bad faith of the prosecution.”236 A failure
to disclose violates the Fourteenth Amendment due process clause.237 The
obligation to disclose extends to all evidence in the possession of the government that has exonerating content, including classified information in the
possession of intelligence agencies. Under the United States Attorney’s Manual
prosecutors are required to ask the intelligence agencies whether they dispose
of information which is relevant to a criminal case in the presence of “objective
articulable facts” that such agency possesses information that “fall[s] reasonably
within the scope of the prosecutor’s affirmative discovery obligations to the
defendant.”238 If such information is indeed in the possession of an intelligence
agency the “Department attorneys” need first to determine whether the information can be declassified before seeking recourse to the procedures of the
232 Senna and Siegel 1998, 265-266.
233 Rule 12 (b) Federal Rules of Criminal Procedure.
234 American Bar Association, Standing Committee on Association Standards for Criminal Justice
(1980), 3.61: Standard 3-3.11(a) Disclosure of evidence by the prosecutor.
235 Ibid., p. 3.62: Standard 3-3.11(b) and (c).
236 Brady v. Maryland, 373 U.S. 83, 83 S.Ct. 1194 (1963), 87.
237 Brady v. Maryland, 373 U.S. 83, 83 S.Ct. 1194 (1963), 86 and 91.
238 United States Attorney’s Manual (available at <www.usdoj.gov/usai/eousa/foia_reading_room/
usam/>), para. 9-90.210(B)(2).

318

Chapter 5

‘Validity and Construction of Classified Information Procedures Act’239 (hereafter: ‘CIPA’) to introduce the evidence in a classified manner.240
These obligations of prosecutorial conduct and pre-trial disclosure make the
prosecutor aware that all evidence, and not only incriminating evidence, should
be taken into account also during the investigative phase when the investigative
activities are still being conducted in secret. However, a violation of Brady v.
Maryland will only be determined if the defendant can establish, after his
conviction, that the conviction was erroneous because the government withheld
evidence in discovery.
Moreover, the functioning of the Fifth Amendment and Fourteenth Amendment due process clauses provides all US citizens with a criminal procedure in
which “fundamental fairness essential to the very concept of justice” is
guaranteed. This procedural due process protects the defendant against
prosecutorial misconduct, which is considered as an aspect of the right to fundamental fairness.241 This primarily covers, however, the decision to prosecute and
the violation of discovery rules.
When a court holds that the Fourth Amendment has been violated during the
investigative phase this violation always concerns a police violation of the
Fourth Amendment. The prosecutor’s conduct is therefore not directly
determined by the Fourth Amendment. When a prosecutor, for example, falsifies
a search warrant while the executing police officers are not aware of this
falsification, the Fourth Amendment will not be violated as the police act in
good faith. Such action will, however, constitute prosecutorial misconduct, in
violation of due process obligations.
Nevertheless, in general it is in the interest of prosecutors to make sure that
the police act in observance of the Fourth Amendment to avoid that the evidence
obtained will be excluded as a consequence of a Fourth Amendment violation.
For that purpose, prosecutors often train the police to search and seize in
observance of Fourth Amendment requirements.
Furthermore, discovery obligations to disclose any exculpatory evidence in
its possession to the defense and standards for prosecutorial conduct may urge
the prosecutor to take due account of any exculpatory evidence that appears

239 18 U.S.C. App. 3 § 1-16 (2009). About this Act see section 5.3.1.3.
240 Kris and Wilson 2007, 24-7. The procedures of CIPA apply when classified materials are sought to
be used in criminal proceedings. In civil litigation, the government can withhold information under
the ‘state secret privilege’ “if there is a reasonable danger that its disclosure would harm national
security.” The state secret privilege has an absolute character, which cannot be balanced in court
against the interest of the private litigant to have access to the information. Congress believed that
the state secret privilege could not apply in criminal proceedings, considering the tension with the
Constitutional right to disclosure. Congress enacted CIPA to provide the possibility to protect
classified information also in criminal cases, without necessarily being forced to drop charges
when complete declassification is not possible. Kris and Wilson 2007, 24:8. In addition, Congress
enacted CIPA “in an effort to combat the growing problem of graymail, a practice whereby a
criminal defendant threatens to reveal classified information during the course of his trial in the
hope of forcing the government to drop the charge against him.” United States v. Smith, 780 F.2d
1102 (4th Cir. 1985), 1105.
241 Israel et al. 2006, 797-799.
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during the investigation. However, considering the societal and political
pressure to confront crime and to succeed in obtaining a criminal conviction,
prosecutors, like police officers, are normally inclined to focus on crime control.
For that reason, the judgment of an independent magistrate judge is required
when the techniques that the prosecutor intends to apply become more invasive.
5.3.1.3 The Defense
The defense can challenge the legitimacy of the use of investigative techniques
at trial for the purpose of having evidence obtained through the alleged
illegitimate use of investigative techniques excluded. Alleged violations of the
Fourth Amendment may invoke the ‘exclusionary rule,’ which will be dealt with
in detail in section 5.3.2.1.4. Furthermore, when someone suspects that unlawful
surveillance techniques have been used during an investigation against him, that
person has, on the basis of 18 U.S.C. § 3504(a)(1), a claim for the suppression
of evidence obtained through such surveillance activities as fruits of an unlawful
act. When such a claim has been raised the government shall “affirm or deny the
occurrence of the alleged unlawful act,” which is normally done by means of
sworn testimony or an affidavit.242
The applicability of discovery rules and the pre-trial proceedings in which
such discovery should be made are decisive for the position of the defense with
regard to being able to dispose of all information material to its case, enabling
the defense to challenge also the manner in which that information has been
obtained. As has already been explained in the preceding section, discovery is
a matter of Constitutional law as the Supreme Court in Brady v. Maryland243
determined that the defense has the right to receive material exculpatory
information held by the prosecution or by agencies closely aligned with the
prosecution. Moreover, the Federal Rules of Criminal Procedure regulate
discovery. Rule 16(a)(1) of the Federal Rules of Criminal Procedure provides
that “[u]pon a defendant’s request, the government must disclose to the
defendant” any oral, written or recorded statements made by the defendant, its
prior criminal record, documents and objects in the possession of the government that are “material to preparing the defense” or are intended to be used in
trial by the government, and a written summary of the testimony of expert
witnesses.244 Lastly, 18 U.S.C. § 3500 of the ‘Jencks Act’, dealing with the
disclosure of witness statements, provides that the government must produce,
at the defense’s request, any statement by a government witness in its possession
relating to the subject-matter to which the witness has testified.
When information has been obtained in the context of a national security
investigation, discovery under these rules may be troublesome, because of the

242 18 U.S.C. 3504(a)(1) and LaFave et al. 2004, 295.
243 Brady v. Maryland, 373 U.S. 83, 83 S.Ct. 1194 (1963).
244 Federal Rules of Criminal Procedure, Rule 16(a)(1).
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classified nature of the information.245 Normally discovery rules oblige that
when information sharing between the intelligence community and law
enforcement community results in a criminal investigation and prosecution, this
information shall also be disclosed to the defense. Under the prosecutor’s
discovery obligations it is required to disclose to the defense any exculpatory
evidence and the prosecutor should also ask intelligence agencies (if
appropriate) to check their files for the presence of such information. However,
when the prosecutor introduces information with a classified character and does
not intend to declassify the information, CIPA is applicable.246 CIPA provides
extensive statutory regulation regarding the use of classified information247 in
criminal proceedings. It covers both the introduction of classified material by the
defense and the use of such material by the government, and is intended to offer
protection in both directions by providing mechanisms intended to provide the
defense with fair trial rights and to protect classified information. Either party
“may move for a pretrial conference to consider matters relating to classified
information that may arise in connection with the prosecution.”248
Section 3 of CIPA provides how to deal with information already disclosed
by the government that has a classified nature.249 The government may request
the court to “issue an order to protect against the disclosure of any classified
information disclosed by the United States to any defendant in any criminal case
in a district court in the United States.” The defense counsel is usually obliged
to obtain security clearance in order to be allowed to review classified documents that are produced in discovery. An order issued under CIPA Section 3
may, however, also be used to prohibit the defense counsel with such security
clearance from discussing and sharing any of this classified information with his
client. In such a situation the court needs to balance the government’s interest
to keep this information shielded against the defense interest to be able to review
any evidence produced in discovery, which is an important presumption
guaranteed in the Fifth and Sixth Amendments and a due process right. In most

245 Additional requirements regarding the disclosure of information collected by FISA surveillance or
physical searches are provided in FISA. Disclosure to “Federal officers” is allowed under FISA
under the applicability of the minimization procedure as provided in FISA (50 U.S.C. § 1801(h),
50 U.S.C. 1821(4) and 50 U.S.C. § 1861(g)) and may only be used for lawful purposes. FISA
information may also only be used in criminal proceedings with the permission of the Attorney
General. See on the use of information obtained by investigative tools authorized under FISA: Kris
and Wilson 2007, Chapter 26.
246 Also Rule 16 contains a provision on the basis of which an exception may be made to ordinary
discovery rules. Rule 16(d)(1) of the Federal Rules of Criminal Procedure allows a court “for good
cause” to “deny, restrict, or defer discovery or inspection or grant other appropriate relief.” The
government may under this rule submit a written statement to the court to be inspected ex parte.
However, the government has preferred to use CIPA when seeking to keep information shielded
from the defense. See: Kris and Wilson 2007, 24-21.
247 Classified information is defined as “any information or material that has been determined by the
United States Government pursuant to an Executive order, statute, or regulation, to require
protection against unauthorized disclosure for reasons of national security and any restricted data
[regarding atomic energy].” 18 U.S.C. App. 3 § 1.
248 18 U.S.C. App 3 § 2.
249 Kris and Wilson 2007, 24-10.
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cases, such balancing will have an outcome which is favorable to the government protecting the national security, in particular in those situations where the
defendant’s counsel with security clearance has been authorized to review the
information and challenge its admissibility.250
Whereas section 3 applies to classified information that has already been
disclosed to the defense and, therefore, covers the subsequent handling of this
information, section 4 of CIPA provides for the procedure in order to prevent the
full discovery of classified information to the defense. According to section 4
“[t]he court, upon a sufficient showing may authorize the United States to delete
specified items of classified information to be made available to the defendant
through discovery under the Federal Rules of Criminal Procedure, to substitute
a summary of the information for such classified documents, or to substitute a
statement admitting facts that the classified information would tend to prove.”
Before the Court will assess the request of the government to avoid full
disclosure of classified evidence, the Court will first determine whether the
information sought by the defense in discovery is also subject to discovery under
Rule 16 of the Federal Rules of Criminal Procedure. The Court will do so by
applying the regular standard of Rule 16 of being ‘material to the case’, without
taking into account the classified nature of the materials.251 After having
determined that the materials are subject to disclosure under Rule 16 of the
Federal rules on Criminal Procedure, the court will hear the request of the
government under section 4 CIPA and examine the classified documents ex
parte and in camera. If the government can make a “sufficient showing” to the
court that the information should remain classified, this may result in a complete
denial of parts of the information to be obtained in discovery by the defense.
Such a showing will normally be sufficiently established if the government can
convincingly show that declassification will or may harm national security.252
The fact that the government may submit such a request ex parte excludes the
defense from challenging the need to withhold these documents from discovery,
whereas in Brady v. Maryland discovery has been rendered essential to obtain
a fair trial.253
Furthermore, issues with regard to the introduction of classified evidence,
either on behalf of the defendant or of the government, may appear at trial.
CIPA also provides for procedures for the use of classified evidence at trial,
without being previously sought or produced in discovery. When a defendant
seeks to use classified information in trial or pre-trial procedures, Section 5 of
CIPA obliges the defense to make this intention known to the government. The
government may then invoke the procedures set forth in Section 6 in order to try
to block the introduction of this evidence. The hearing in accordance with
section 6 deals with “the use, relevance, or admissibility” of the information as

250
251
252
253

Ibid., 24-18.
Dycus et al. 2007B, 859.
Kris and Wilson 2007, 24-26 and 24-27.
18 U.S.C. App. 3 § 4 and Kris and Wilson 2007, 24-24 and 24-25.
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would otherwise be dealt with during the regular proceedings. This section 6
procedure, in combination with the notification obligation on the defense as to
section 5, has been the main purpose of adopting CIPA, because it provides the
government with the possibility to protect sensitive material from becoming
public and damaging national security before such issues would unexpectedly
be raised at trial.254
All hearings in accordance with section 6 are held in camera when “the
Attorney General certifies [...] that a public proceeding may result in the
disclosure of classified information.”255 When the court authorizes the disclosure
the government may move for the court to order that the classified information
be disclosed by means of either a “substitution [...] of a statement admitting the
relevant facts that the specific classified information tends to prove” or a
“substitution [...] of a summary of the specific classified information.”256 When
the court determines that the classified information is unsuitable for disclosure
or when the Attorney General (in parte and in camera) files an affidavit
permanently blocking the disclosure of the classified information, the court will
in general “dismiss the indictment or information.” However, if the court
determines that such dismissal does not serve the interests of justice it may, for
example, also seek redress in lesser sanctions, such as “dismiss[ing] specified
counts” or “striking or precluding part of the testimony of the witness.”257
Section 6 may not be used to put the defense in a worse position than
before.258 Once the court has ordered disclosure because the information is
relevant and material to the defendant’s case (as to Rule 16 of the Federal Rules
of Criminal Procedure), any motion by the government seeking to submit a
statement or summary of the classified information may only be granted if “the
statement or summary will provide the defendant with substantially the same
ability to make his defense as would disclosure of the specific classified
information.”259 The court may not use the interest to protect national security
as an argument to limit the rights of the defense by accepting such a statement
or summary.260 This understanding of the use of CIPA was at issue in United
States v. Zacarias Moussaoui (2004),261 a case concerning the accusation of
Moussaoui’s involvement in the September 11, 2001 attacks. The district court
that initially decided this case had rejected the government substitutions as being
insufficient to substitute the full witnesses’ testimony. However, the Court of
Appeals reversed the decision, holding that the substitution of the testimony
could contain “sufficient indicia of reliability” as the government would have
a “profound interest in obtaining accurate information from the witnesses and
254 Kris and Wilson 2007, 25-28.
255 18 U.S.C. App 3 § 6(a). The defendant or his counsel has a right to be present at these hearings.
Kris and Wilson 2007, 25-14.
256 18 U.S.C. App 3 § 6(c).
257 18 U.S.C. App 3 § 6(e).
258 Kris and Wilson 2007, 25-13. See on this subject also: Becker 2008, 6.
259 18 U.S.C. App 3 § 6(c).
260 Kris and Wilson 2007, 25-25.
261 United States v. Zacarias Moussaoui, 382 F.3d 453 (4th Cir. 2004).
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in reporting that information accurately to those who can use it to prevent acts
of terrorism and to capture Al Qaeda operatives.” Hence, the government’s
substitutions were nevertheless permitted to replace the classified witnesses’
testimony.262
5.3.1.4 Position of other Subjects of Criminal Investigative Activities
The Supreme Court has established in Bivens v. Six Unknown Agents of Federal
Bureau of Narcotics (1971) that someone who has been subjected to a search or
seizure in violation of the Fourth Amendment is entitled to a federal cause of
action under the Fourth Amendment.263 In this particular case, the violation
concerned a search of plaintiff’s apartment and the arrest of plaintiff on narcotic
charges without probable cause. To reach this conclusion, the Court cited
Marbury v. Madison (1803): “the very essence of civil liberties certainly
consists in the right of every individual to claim the protection of the laws,
whenever he receives injury.”264 Consequently, “everyone is entitled to recover
money damages for any injuries he has suffered as a result of the agent’s
violation of the Amendment.”265 In this way the Supreme Court has established
accountability for investigative activities in violation of the Fourth Amendment
for persons who are not subsequently prosecuted. Since then, comparable civil
claims for damages have been referred to as ‘Bivens claims’. Before Bivens, civil
liability for violations of Constitutional or other rights was only guaranteed in
statutory law (42 U.S.C. § 1983) with regard to state actors. Since Bivens such
civil liability has been extended to the federal government.266
Furthermore, also statutory law provides for bases for action on the basis of
illegitimate investigative activities. Under Title III (18 U.S.C. § 2510(11)) any
“aggrieved person” may move for the suppression of “other or wire communications” gathered in violation of the requirements of Title III. This statutory
exclusionary rule will be dealt with in more detail in section 5.3.3.2.4. Moreover, the Privacy Act of 1974267 provides a basis for civil actions whenever any

262 See in more detail: Becker 2007, 28-32.
263 Bivens v. Six Unknown Agents of Federal Bureau of Narcotics, 403 U.S. 388, 91 S.Ct. 1999 (1971),
389-394.
264 Marbury v. Madison, 1 Cranch 137, 2 L.Ed. 60 (1803), 163 and Bivens v. Six Unknown Agents of
Federal Bureau of Narcotics, 403 U.S. 388, 91 S.Ct. 1999 (1971), 397.
265 Bivens v. Six Unknown Agents of Federal Bureau of Narcotics, 403 U.S. 388, 91 S.Ct. 1999 (1971),
397.
266 42 U.S.C. § 1983: “Every person who, under color of any statute, ordinance, regulation, custom, or
usage, of any State or Territory or the District of Columbia, subjects, or causes to be subjected, any
citizen of the United States or other person within the jurisdiction thereof to the deprivation of any
rights, privileges, or immunities secured by the Constitution and laws, shall be liable to the party
injured in an action at law, suit in equity, or other proper proceeding for redress, except that in any
action brought against a judicial officer for an act or omission taken in such officer's judicial
capacity, injunctive relief shall not be granted unless a declaratory decree was violated or declaratory relief was unavailable. For the purposes of this section, any Act of Congress applicable
exclusively to the District of Columbia shall be considered to be a statute of the District of
Columbia.”
267 5 U.S.C. § 552a.
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agency has gathered information regarding that person and/or maintained the
records in violation of the requirements of the Privacy Act, e.g. records that
include incorrect information, are kept for an indefinite period or include
information regarding the exercise of that person’s First Amendment rights.268
An example of such civil action under the Privacy Act regarding records
maintained by the FBI is Bassiouni v. FBI (2006).269 In the suit it was alleged
that the FBI maintained files on the international law professor M. Cherif
Bassiouni that were “untimely, inaccurate and contained information with
respect to his First Amendment activities,” which would violate the Privacy Act.
The Court of Appeals decided in favor of the FBI, which was allowed to
maintain the file on Bassiouni. The Court came to this conclusion by balancing
the interests served by the Privacy Act: offering protection against potential
abuse by the Government “allowed to collect political dossiers about American
citizens” without risking “overly restrictive limitations on the Government’s
ability to collect criminal intelligence” as that may “hamper legitimate law
enforcement efforts.”270 The Court concurred with the FBI that it has a “legitimate law enforcement purpose for maintaining the file” which is formulated as
an exception under the Privacy Act. However, it has always remained secret
what this law enforcement purpose entails as the FBI submitted to the court a
declaration in camera and ex parte. Although the FBI admitted that Bassiouni
did not have any ties with terrorist groups, the records were needed “to provide
context” to evaluate new information, especially in the light of the, at that time,
new top priority of the FBI to investigate terrorism.271
Lastly, in order to be able to make use of the possibilities to challenge the
legitimacy of investigative activities in civil litigation, the person in question
must have been notified that he or she has been subjected to search and seizure
as covered by the Fourth Amendment. In Berger v. New York (1967) the
Supreme Court indicated that such notification requirement shall be included in
the warrant in order to render the search reasonable. At least the absence of such
notification requirement casts “strong doubts on its constitutional adequacy.”272
Although the postponement of notification is possible (‘delayed notice’),
notification shall be given within a reasonable time. The subject of notification
both for search and surveillance will be dealt with in more detail in sections
5.3.2.1.3 and 5.3.2.2.3.
5.3.1.5 Magistrate Judge
The magistrate judge can be considered as the actor having primarily the task to
guarantee the fairness of an intended physical search or surveillance activity.
Also the Supreme Court has repeatedly emphasized the importance of the role
268
269
270
271
272

5 U.S.C. § 552a and Becker 2005, 63.
Bassiouni v. FBI, 436 F.3d 712 (7th Cir. 2006) and see Becker 2008, 14-15.
Ibid., 718.
Ibid., 720 and 724.
Berger v. New York, 388 U.S. 41, 87 S.Ct 1873 (1967), 60.
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of the independent magistrate judge in making a determination on probable
cause and, for Title III surveillance, also some additional issues. According to
the Supreme Court a magistrate judge must meet two tests to be able to
determine whether a search is justified and lawful before issuing a warrant: “[h]e
must be neutral and detached, and he must be capable of determining whether
probable cause exists for the requested arrest or search. This Court long has
insisted that inferences of probable cause be drawn by a neutral and detached
magistrate instead of being judged by the officer engaged in the often
competitive enterprise of ferreting out crime.”273 For example, in Coolidge v.
New Hampshire (1971) the Supreme Court confronted the question whether a
state attorney general could issue the warrant, whereas the same state attorney
general was in charge of the murder investigation and would be in charge as the
chief prosecutor at trial. The Supreme Court strongly rejected this course of
events by stating that it constituted “a per se rule of disqualification rather than
a case-by-case evaluation of all the circumstances.” The “whole point” of the
“basic rule” that a magistrate judge should issue a warrant and make the
probable cause determination “is that prosecutors and policemen simply cannot
be asked to maintain the requisite neutrality with regard to their own investigations – the ‘competitive enterprise’ that must rightly engage their singleminded attention.”274
Regardless of this repeatedly emphasized importance of the shield function
fulfilled by the magistrate judge when issuing a warrant, there are many
instances275 in which a warrantless investigation is permitted and the physical
search or surveillance is not preceded by the “neutral and detached” judgment
of a magistrate judge on the lawfulness and necessity of the investigative
activities. The judgment with regard to the fairness (or reasonableness) of the
investigative activities is then left to the police officers in question.
5.3.2 The Protective Elements in the System of Criminal Investigation
5.3.2.1 Regulation Following from the Fourth Amendment
To describe the protection offered by the Fourth Amendment, this section will
primarily focus on the restraints imposed on searches in general. Where the
restraints imposed on surveillance have been given a different interpretation
under the Fourth Amendment, this has also been included. The section will start
by analyzing the probable cause requirement as the most important restriction
273 Internal citation omitted. Shadwick v. City of Tampa, 407 U.S. 345, 92 S.Ct. 2119 (1972), 350. See
also: Illinois v. Gates, 462 U.S. 213, 103 S.Ct. 2317 (1983), 240.
274 Coolidge v. New Hampshire, 403 U.S. 443, 91 S.Ct. 2022 (1971), 450.
275 Warrantless searches have been upheld in emergency circumstances, such as exigent circumstances
for the police, when there is a risk that evidence will be destroyed, when there is a danger to police
officers or others, but also in situations where the privacy intrusion is more limited and for ‘any
other reasons’ for which the police cannot reasonably obtain a warrant before searching. Furthermore, Title III provides some statutory grounds for warrantless surveillance (section 18 U.S.C.
2518(7)). See in more detail about warrantless searches section 5.3.2.1.2.
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on the government’s power to conduct searches. Subsequently, the warrant
requirement, the general requirement of reasonableness and the remedy of the
exclusionary rule will be dealt with.
5.3.2.1.1 Probable Cause
5.3.2.1.1.1 What is Probable Cause?
According to the Fourth Amendment “no warrants shall issue but upon probable
cause.” A valid warrant to search can only be issued if the issuing authority (the
magistrate judge) is convinced of a showing of probable cause. Considering that
there may be many situations in which the police search without first obtaining
a warrant,276 the search must still be “reasonable” to comply with the Fourth
Amendment. The Supreme Court held in Wong Sun v. United States (1963)277
that a warrantless arrest and search is unreasonable if not based upon probable
cause. This implies that the presence of probable cause is the primary and most
important requirement for any search to be lawful.278
Considering that probable cause is the central threshold restricting governmental powers that fall under the scope of the Fourth Amendment, it is
important to understand the contents of probable cause, the manner in which a
magistrate judge or, in the case of a warrantless search, a police officer should
determine whether the required quantum of evidence is met and the standard of
evidence required to establish probable cause. This section will elaborate on the
development of the interpretation given to the probable cause requirement and
the manner in which a showing of probable cause is generally established until
the events of September 11, 2001.
The specific probable cause standard is different in the circumstances under
which it is applicable. The reasonableness of a particular search is determined
on the basis of a balancing test between the consequences of the search for the
privacy of the persons concerned and the specific quantum of information that
constitutes probable cause. Whether the standard is met depends on the facts and
circumstances of each case. The specific required facts and circumstances differ
between the different types of search. For example, the probable cause standard
concerning physical searches requires evidence (facts and circumstances) that
there is a connection between the items sought and the criminal activity and
evidence is needed that those items will be found in the place to be searched.279
It is not required that the specific suspect is already known.280 When the
intended investigative technique is a surveillance technique, meeting the
probable cause standard requires a showing that someone is committing, has
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See the previous footnote and section 5.3.2.1.2.
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committed, or is about to commit one of the enumerated offenses.281 Like with
searches and seizures, this must be shown by the facts and circumstances of the
situation, which entails more than bare suspicion.282
The Supreme Court formulated in Brinegar v. United States that “[i]n dealing
with probable cause [...] we deal with probabilities. These are not technical; they
are the factual and practical considerations of everyday life on which reasonable
and prudent men, not legal technicians, act. The standard of proof is accordingly
correlative to what must be proved.”283 The Supreme Court continued to explain
the contents of probable cause by repeating previous definitions of the Court
such as “reasonable ground for belief of guilt,” meaning “less than evidence
which would justify condemnation or conviction” and “more than bare
suspicion.” This comes down to the following definition of probable cause: “the
facts and circumstances within their (the officers’) knowledge and of which they
had reasonably trustworthy information (are) sufficient in themselves to warrant
a man of reasonable caution in the belief that an offense has been or is being
committed.”284
The Supreme Court has applied different tests for determining whether in a
specific case probable cause is present until it finally adopted the ‘totality of
circumstances test’ in Illinois v. Gates (1983), which has since been the single
method to be applied for making decisions on the presence of probable cause.
With the adoption of the totality of circumstances test in Illinois v. Gates (1983)
the Supreme Court abandoned previous balancing tests and the so-called
“Aguilar/Spinelli test.”285 The totality of circumstances test concerns a “practical,” “commonsense” decision of the magistrate judge issuing a warrant on the
basis of all the circumstances that are given in the affidavit.286 The Court
considered such a “totality of circumstances approach” to be more consistent
with their “prior treatment of probable cause” than “rigid” interpretations of
previously used tests.287 The Supreme Court assessed in Illinois v. Gates whether
a magistrate can issue a search warrant on the basis of a “partially corroborated
anonymous informant’s tip.”288 The Court considered the “veracity,” “reliability”
and the “basis of knowledge as “highly relevant” to determine whether probable
cause exists. However, the Court added: “these elements should not be understood as entirely separate and independent requirements to be rigidly exacted in
every case.” Rather, these elements “should be understood simply as closely
intertwined issues that may usefully illuminate the commonsense, practical
question whether there is “probable cause” to believe that contraband or
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18 U.S.C. § 2518(3)(a).
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Ibid., 175-176.
According to this test the issuing magistrate should determine, firstly, the reliability of the
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286 LaFave et al. 2004, 147.
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evidence is located in a particular place.”289 Probable cause should be a concept
that can be used by law enforcement officers in practice, rather than being a
theoretically specified concept: “the evidence (...) collected must be seen and
weighed not in terms of library analysis by scholars, but as understood by those
versed in the field of law enforcement.” A totality of circumstances test would,
according to the Court, be the most appropriate tool to make determinations of
probable cause for law enforcement officers.290 Critics, however, considered the
approach taken in Illinois v. Gates to be a watering down of the probable cause
standard as, for example, was used in Aguilar v. Texas (1964). In Aguilar the
Court considered a search warrant to be insufficient if it only stated that “reliable
information from a credible person” pointed to the presence of narcotics at a
certain place. The affidavit should additionally have provided for information
about the informant’s basis of knowledge and information from which it could
be verified that the informant was credible and reliable. Illinois v. Gates,
although emphasizing that all of these factors are highly relevant, also allows
probable cause determinations when information pointing to one of these factors
is lacking, as long as the ‘totality of circumstances’ justifies the probable cause
determination.
The manner in which the presence of probable cause should be determined still
does not clarify what information contributes to the presence of probable cause.
Justice Scalia, delivering the opinion of the Court in Virginia v. Moore (2008),
stated that “in a long line of cases” the Court has said “that when an officer has
probable cause to believe a person committed even a minor crime in his
presence, the balancing of private and public interests is not in doubt.”291 Hence,
when a police officer observes what he thinks is the commission of a crime,
probable cause will always justifiably be present. When the information comes
from a victim or witness of criminal activity the veracity may be assumed and
the information may constitute the basis for probable cause for the acting police
officers. This is different when the information comes from informants or from
a witness who refuses to identify himself to the police. Some additional
information pointing to the reliability or basis of knowledge of these victims or
witnesses will be needed before probable cause can be established.292 Also after
Illinois v. Gates, general statements about the veracity of the informant have
been accepted as sufficient, for example, by referring to the past performances
of that informant. It seems that also the Supreme Court in Illinois v. Gates would
not have aimed at accepting this type of information to support the veracity and
reliability of the statements of the informant as the Court reaffirmed that
“sufficient information must be presented to the magistrate to allow that official
to determine probable cause; his action cannot be a mere ratification of the bare
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conclusions of others.”293 Nevertheless, considering that in several post-Gates
judgments information without direct supporting information of either the
reliability or basis of knowledge has been accepted, it is still unclear in how far
Fourth Amendment probable cause actually requires additional information as
to the reliability or basis of knowledge.294
It can be concluded that probable cause has a variable content, which differs
according to different circumstances. Basically, to initiate a regular investigation
police officers need to believe that reasonable suspicion is present that a crime
has been committed.295 In order to use investigative powers that interfere with
rights protected by the Fourth Amendment, probable cause that a crime has been
committed or is being or is about to be committed is the applicable threshold for
either a physical search under rule 41 of the Federal Rules of Criminal Procedure or surveillance under Title III. The information about criminal activity that
is required to meet this threshold may originate from police officers’ own
observations of criminal activity, from victims or witnessess, or from undercover
agent informants or corroborating witnesses. When the information originates
from the latter the investigation may often be based upon a probable cause
standard concerning future criminal activity, allowing e.g. Title III surveillance
of the activities of criminal organizations. Also the degree of the intrusion on
privacy by using the intended method legitimized by the probable cause
showing is arguably relevant to the standard of evidence required for probable
cause and shall be taken into account in the totality of circumstances assessment.
Support for this observation can be found in the concurring opinion of Justice
Stewart in Berger v. New York (1967), who argued in favor of including the
aspect of intrusiveness in the probable cause determination in his concurring
opinion by holding that “the affidavits on which the judicial order issued in this
case did not constitute a showing of probable cause adequate to justify the
authorizing order. The need for particularity and evidence of reliability in the
showing required when judicial authorization is sought for the kind of electronic
eavesdropping involved in this case is especially great. The standard of
reasonableness embodied in the Fourth Amendment demands that the showing
of justification match the degree of intrusion. By its very nature electronic
eavesdropping for a 60-day period, even of a specified office, involves a broad
invasion of a constitutionally protected area. Only the most precise and rigorous
standard of probable cause should justify an intrusion of this sort.”296 Justice
Stewart thus concluded that for the more intrusive method of electronic
eavesdropping, considering its scope and duration, the quantum of evidence

293 Illinois v. Gates, 426 U.S. 213, 103 S.Ct. 2317 (1983), 239.
294 LaFave et al. 2004, 147-149.
295 See also the thresholds for initiating different investigative steps under the AG’s guidelines for
criminal investigations on behalf of the FBI, as described in section 5.3.2.3.
296 Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967), 69.
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required to meet the probable cause standard is also higher. Arguments based on
this reasoning have, however, never reached the courts.297
For the use of some investigative techniques the Supreme Court has accepted
that a lower standard is used than the regular probable cause standard as required
by the Fourth Amendment. Here, a threshold of a lesser evidentiary basis of
criminal activity has been accepted as reasonable under the Fourth Amendment.
Most important in that regard has been the Supreme Court’s judgment in Terry
v. Ohio (1968) adopting a reasonable suspicion threshold as sufficient to ‘stop
and frisk’ a person. Such use of power by police officers is considered as a lesser
intrusion than arrest and search and, therefore, the total quantum of evidence
required to undertake such activities may also be lower. Although the Court
concluded in Terry v. Ohio (1968) that stopping a person on the street
constitutes a seizure and the frisking activities constitute a search, a lesser
quantum of evidence298 was required for conducting these activities. This
consideration was based upon the balancing test as used in Camara v. Municipal
Court, where for determining the “reasonableness” of a housing inspection the
“need to search” was balanced “against the invasion which the search entails.”299
The Court concluded that some Fourth Amendment activities should still be
judged by applying a balancing test, which results for stop and frisk in the
acceptance of a lesser evidentiary standard. “Reasonable suspicion” of criminal
297 LaFave et al. 2004, 268-269. However, without explicitly relating it to the nature of the investigative
method, the Supreme Court has also in many other instances explained that reasonableness is
determined by “assessing, on the one hand, the degree to which it intrudes upon an individual’s
privacy and, on the other, the degree to which it is needed for the promotion of legitimate governmental interests.” (See e.g. Virginia v. Moore, 553 U.S. 164, 128 S.Ct 1598 (2008), 1604 and U.S.
v. Knights, 534 U.S. 112, 122 S.Ct. 587 (2001), 119). In general, the degree of the intrusion is thus
a factor to be considered in the reasonableness assessment, which may include all kinds of
considerations including the method used and, in particular, the level of the expectation of privacy
with regard to the place searched.
298 The exact difference as to the quantum of evidence required for probable cause and for a reasonable
suspicion has not been precisely defined. In Terry v. Ohio, 392 U.S. 1, 88 S.Ct. 1868 (1968), 27, it
was only indicated that “the officer need not to be absolutely certain.” In another case, building upon
the Terry decision, the Court went further to define the reasonable suspicion threshold: “The officer,
of course, must be able to articulate something more than an inchoate and unparticularized suspicion
or ‘hunch.’ (...) The Fourth Amendment requires some minimal level of objective justification for
making the stop. (...) That level of suspicion is considerably less than proof of wrongdoing by a
preponderance of the evidence. We have held that probable cause means a fair probability that
contraband or evidence of a crime will be found (...) and the level of suspicion required for a Terry
stop is obviously less demanding than that for probable cause. (...) The concept of reasonable
suspicion, like probable cause, is not readily, or even usefully, reduced to a neat set of legal rules.
We think the Court of Appeals’ effort to refine and elaborate the requirements of “reasonable
suspicion” in this case creates unnecessary difficulty in dealing with one of the relatively simple
concepts embodied in the Fourth Amendment. In evaluating the validity of a stop such as this, we
must consider the totality of the circumstances-the whole picture.” [internal citations omitted].
United States v. Sokolow, 490 U.S. 1, 109 S.Ct. 1581 (1989), 7-8. “Considering that reasonable
suspicion is lower than probable cause and probable cause is understood as a “fair probability”,
reasonable suspicion could be understood a standard of a “moderate chance” in the sense of the
objective level of knowledge of the police officer.” Compare: Feld 2011, 898, Taslitz 2010, 148 and
Safford Unified School District No. 1 v. Reddings, 129 S.Ct. 2633 (2009), 2639.
299 Camara v. Municipal Court, 387 U.S. 523, 87 S.Ct. 1727 (1967), 536-537.

The System of Criminal Investigation in the United States

331

activity was sufficient to stop and frisk a person; however, at that time, only in
combination with the presence of an imminent danger for the police officers.300
More recently, in United States v. Place the Court has extended the power to
seize on the basis of a reasonable suspicion for the inspection of luggage,
although rendering the seizure in that case unreasonable because of the length
of the detention of the luggage.301
Furthermore, inspections and regulatory searches, which are used to trace
violations of administrative regulations such as housing code violations, do not
need to follow the conventional Fourth Amendment requirements. A warrant is
not necessary; neither does probable cause have to exist. Inspections have been
upheld upon a reasonable suspicion or upon some neutral criteria that should
prevent the arbitrary selection of places for such inspections. Similar reasoning
has also resulted, for example, in upholding an even suspicionless search of a
parolee. In these types of cases a deviation from the usual Fourth Amendment
requirements was accepted, because of a “special need” that is “distinct from
ordinary law enforcement.”302 These exceptions are usually referred to as the
“special needs doctrine.”303 Courts applying the special needs doctrine balance
the intrusion on the interests protected by the Fourth Amendment against the
legitimate governmental interest (the special need), for instance, for alcohol

300 Terry v. Ohio, 392 U.S. 1, 88 S.Ct. 1868(1968), 27.
301 United States v. Place, 462 U.S. 696, 103 S.Ct. 2637 (1983), 706 and 709-710.
302 Israel et al. 2006, 251-252 and LaFave et al. 2004, 229. Exceptions for ‘administrative searches’
were for the first time labeled as searches for the purpose of a special need, other than a law
enforcement purpose in New Jersey v. T.L.O., 469 U.S. 325, 105 S.Ct. 733 (1985) in the concurring opinion of Judge Blackmun (at 351). The special needs doctrine has subsequently been
explicitly applied in other cases (see e.g. Griffin v. Wisconsin, 483 U.S. 868, 107 S.Ct. 3164
(1987), 873-874, concerning searches for the purpose of enforcing probation system). In United
States v. Knights, 534 U.S. 112, 122 S.Ct. 587 (2001) the Supreme Court, however, rendered a
search of a probationer’s home upon a standard of a reasonable suspicion reasonable by an
“ordinary Fourth Amendment analysis” where the reasonableness is the final touchstone, without
questioning whether the “official purpose” of the search gave reason for a “special needs”
exception like in Griffin v. Wisconsin (at 122)), Vernonia School District v. Acton, 515 U.S. 646,
115 S.Ct. 2386 (1995), 653 (regarding random urine analyses for participants in interscholastic
athletics serving the “substantial need of teachers and administrators for freedom to maintain order
in schools”), National Treasury Employees Union v. Von Raab, 489 U.S. 656, 109 S.Ct. 1348
(1989), 666 (concerning the drug testing of employees of the Customs service for the purpose
(special need) of deterring drug use among employees) and City of Indianapolis v. Edmond, 531
U.S. 32, 121 S.Ct. 447 (2000), 47-48 (concerning motor vehicle checkpoints for the purpose of
preventing illegal drugs from entering the city of Indianapolis. The Supreme Court held the
checkpoints violated the Fourth Amendment, because “the primary purpose of the Indianapolis
checkpoint program is ultimately indistinguishable from the general interest in crime control.”
However, the Supreme Court explicitly considered that its holding: “does not affect the validity of
border searches or searches at places like airports and government buildings, where the need for
such measures to ensure public safety can be particularly acute. Nor does our opinion speak to
other intrusions aimed primarily at purposes beyond the general interest in crime control. Our
holding also does not impair the ability of police officers to act appropriately upon information that
they properly learn during a checkpoint stop justified by a lawful primary purpose.”).
303 Recently, courts have also used the ‘special needs doctrine’ as an argument to permit investigative
activities in furtherance of national security without adhering to the usual Fourth Amendment
restriction applicable to surveillance in the context of a criminal investigation. See on this Chapter
6, section 6.2.2.
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controls on highways or controls on the use of drugs by athletes. Considering the
importance of the legitimate ‘special need’ to be different from ordinary law
enforcement, courts may render the search reasonable when a warrant issued
upon probable cause is absent.304 In Illinois v. Lidster (2004) the Supreme Court
has specified the following factors to consider whether the search (in Lidster the
brief stopping of motorists to seek information regarding a recent fatal hit-andrun accident) is reasonable when applying the special needs doctrine: a) “the
gravity of the public concerns served”; b) “the degree to which” the search
advances the public concern (efficacy); and c) “the severity of the interference
with individual liberty.”305
Furthermore, for the use of pen registers and trap and trace devices, which
only register tones and data and not the contents of the communications (for
example, the numbers dialed from someone’s phone (pen register) or the
numbers from which incoming calls originate (trap and trace devices), probable
cause is not required. Pen registers or trap/trace devices do not meet the
definition of “interception”306 as to Title III, because the “contents”307 of the
communication are not acquired. Therefore, Title III does not apply to pen
registers and trap and trace devices.308 An authorization by a court through an
ex parte order is sufficient, which will be issued if the Government’s attorney
can demonstrate that the use of the tool is relevant to an ongoing criminal
investigation.309 This considerably less stringent standard was justified because
this information was not considered private, as it does not reveal the individual’s
identity or the contents of the communication and, therefore, does not need to
meet the requirements of the Fourth Amendment.310
The explanation given in this section for the quantum of evidence required
for meeting the probable cause standard seems to cover primarily criminal
offenses which have been committed. However, the proactive use of, in
particular, surveillance techniques is very common and is often applied in
organized crime investigations. According to the definition of probable cause
under section 2518(3)(a) of Title III, surveillance is allowed when someone is
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See: Fenske 2008, 351-352.
Illinois v. Lidster, 540 U.S. 419, 124 S.Ct. 885 (2004), 427.
18 U.S.C. § 2510(4).
Defined in 18 U.S.C. § 2510(8).
See: LaFave et al. 2004, 276-277.
18 U.S.C. § 3123(a)(2). Currently, using pen registers or trap and trace devices on cell phones will
also reveal the location of the user. The constitutionality of the application of the existing law for
these purposes is under discussion as the courts do not seem to agree on the acceptance of the
extension of the information intercepted by the tools under the current regulation of pen register
and trap/trace device authority. See e.g.: In re Application of United States for an Order for
Prospective Cell Site Location Information on a Certain Cellular Telephone, 460 F.Supp. 2d 448,
2006 WL 3016316 (S.D.N.Y. 2006) and In the Matter of an Application of the United States of
America for an Order Authorizing the Use of a Pen Register with Caller Identification Device Cell
Site Location Authority on a Cellular Telephone, 2009 WL 159187 (S.D.N.Y. 2009).
310 Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577 (1979), 744, established that “a person has no
legitimate expectation of privacy in information he voluntarily turns over to third parties” which is
the case when someone uses a phone, resulting in conveying the numerical information to the
telephone company.
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committing, has committed, or is about to commit one of the enumerated
offenses, which enables a proactive approach once information has been
received regarding possible future criminal activity. Furthermore, the possibility
to investigate upon a probable cause of conspiracies, as has been explained in
section 5.2.2.2, provides important possibilities to investigate proactively.
5.3.2.1.1.2 The Protective Function of Probable Cause
The protective importance of the ‘probable cause’ threshold was emphasized by
the Supreme Court in Brinegar v. United States (1949) when the Court
characterized probable cause as the “compromise” between the shield and sword
function of criminal procedural law: “these long-prevailing standards seek to
safeguard citizens from rash and unreasonable interferences with privacy and
from unfounded charges of crime. They also seek to give fair leeway for
enforcing the law in the community’s protection.” The function of probable
cause is to provide for a practical tool to “accommodat[e] these often opposing
interests.”311 The connection between probable cause and the Fourth Amendment, which seeks to protect people so that they are secure with respect to their
persons, homes, papers, and effects, makes clear that the probable cause
standard aims to protect persons against unfounded interferences by the government with their private lives. The probable cause standard can be considered as
the equilibrium between the sword and shield objective of criminal law, as also
clearly follows from the Court’s consideration in Brinegar as has just been
quoted.
5.3.2.1.2 Warrant
The requirement that a warrant must be obtained before a search can be
conducted is another important restriction and safeguard concerning the government’s power to search places or conduct electronic surveillance activities. On
the one hand, a warrant gives the police the necessary legitimization to conduct
searches (“to get through the door”), while, on the other, the warrant provides
for ex ante judicial control of the government’s power to intrude into the privacy
of citizens through search and seizure.312 The Fourth Amendment provides for
a few requirements that a warrant must meet before it can be issued: probable
cause, supported by oath or affirmation and particularly describing the place to
be searched, and the persons or things to be seized.
Although a warrant is not required in every situation for a search to be
lawful, obtaining a search warrant before conducting a search is preferred
because a “neutral and detached magistrate” decides on the question whether the
information presented in the affidavit constitutes probable cause. In the previous
section it has already been explained that when a magistrate issues a warrant,
he/she must determine whether the standard of probable cause is met by taking

311 Brinegar v. United States, 338 U.S. 160, 69 S.Ct. 1302 (1949), 176.
312 Considering this legitimizing and protective role, the warrant has been identified as “a key and a
shield.” Pfeiffer 2004, 234-235.
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into consideration “the totality of circumstances,” which have been described in
the affidavit. This should result in a “common-sense decision” as to whether
there is, for physical searches for example, “a fair probability that contraband
or evidence of a crime will be found in a particular place.”313 Another requirement is that it must be issued upon oath or affirmation, which means that the
information provided to the magistrate judge, upon which he/she will determine
whether a warrant supported by probable cause can be issued, must be sworn
evidence. This regards both the written information in the affidavit and any
additional information given orally.314
The final requirement, which a lawful warrant must meet, is that it must
particularly describe the place to be searched and the things to be seized. The
warrant should describe the place so that “the officer with a search warrant can
with reasonable effort ascertain and identify the place intended” for which there
is probable cause.315 This usually means that a street address must be stated
within the warrant, although other descriptive facts concerning the place may be
sufficient if a street address cannot be given. For searching vehicles a combination of descriptive factors can be given, such as a license plate or make, to meet
the particularity requirement of the Fourth Amendment. Furthermore, the
warrant should indicate the things to be seized in order to prevent general
searches. The permissible length and intensity of the search depends on the goal
of the search: the seizure of the things that are described in the warrant. Also the
description of the things to be seized must be given with sufficient clarity in
order to identify them with reasonable certainty. Go-Bart Importing Co. v.
United States (1931) formulated that, except for the prevention of general
searches and assuring that the officer can identify the property sought, one of the
goals of the particularity requirement of the description of the things to be seized
is that “it prevents the issuance of warrants on loose, vague or doubtful bases of
fact” and that “[i]t emphasizes the purpose to protect against all general
searches.”316 This requirement must also be seen in relation to the probable
cause requirement: there must be probable cause that the things to be seized are
connected to criminal activity and can be found in the place searched.317
In a similar fashion to physical searches, the warrant for surveillance should
include, with clarity, what type of communication the government agency seeks
to intercept.318 Because communications are not tangible objects, unlike places,
the particularity requirement is met when the surveillance warrant specifically
describes the person under surveillance and the facilities from which, or the
place where, the communication is to be intercepted. Nevertheless, Title III
includes an exception to the requirement that the warrant should specify the
communications sought if the specification from which the communications are
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Coquillette et al., para. 641.10.
LaFave et al. 2004, 161.
Steele v. United States, 267 U.S. 498, 45 S.Ct. 414 (1925), 503.
Go-Bart Importing Co. v. United States, 282 U.S. 344, 51 S.Ct. 153 (1931), 357
LaFave et al. 2004, 165.
18 U.S.C. § 2518(1)(b) and (4)(c) (2007).
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to be intercepted is “not practical” or where there is “probable cause to believe
that the person’s actions could have the effect of thwarting interception from a
specified facility.”319 Surveillance aimed at a specific person instead of the type
of communication is usually referred to as ‘roving’ surveillance (see section
5.2.2.1.2) and concerns a powerful surveillance tool for the government, which
makes it possible to follow every step of a particular target. Under this ‘roving
surveillance’ provision of Title III it is also possible to authorize roving bugs
which can intercept communications even when the target is not using any
communication device. Federal courts have considered that roving surveillance,
and also the roving bug, does not violate the Fourth Amendment’s particularity
requirement.320 Because the Supreme Court has explained that “[t]he manifest
purpose of [the] particularity requirement was to prevent general searches”,
roving surveillance is permissible if it is “carefully tailored to its justifications,
and will not take on the character of the wide-ranging exploratory searches the
Framers intended to prohibit.”321 The manner in which roving surveillance under
Title III is permitted was understood as being carefully tailored, because the
potential for abuse is limited considering that the surveillance is limited to
devices used by the specified target, minimization procedures apply to conversations that are not relevant to the investigation of the criminal activity and the
government must demonstrate to the court the presence of a particular situation
that necessitates the roving surveillance, e.g. that it is the “suspect’s purpose to
thwart interception” by changing facilities.322 It was concluded that also roving
surveillance, in combination with the “many safeguards mandated by statute”,
constitute “no greater invasion of privacy than necessary” to meet “the
legitimate needs of law enforcement.”323
Although the warrant requirement is an important control on the use of search
and seizure techniques by the police, there are important exceptions to the
warrant requirement giving the police many instances in which they may
conduct warrantless searches. The courts have accepted a warrantless search and
seizure for a variety of reasons in the presence of emergency and exceptional
circumstances. Warrantless searches (other than warrantless searches with
consent) have so far been accepted in five emergency or exceptional circumstances, which can in general terms be identified as: 1) exigent circumstances
for the police, including the risk that evidence will be destroyed; 2) a danger to
police officers, to others, or to property; 3) to render assistance to a person; 4)
situations in which there is a lesser intrusion of Fourth Amendment interests by
319 In general, when the interception of oral communications is not practical: 18 U.S.C. § 2518(11)(a),
and when the person whose communications are to be intercepted thwarts the interception by
switching devices in the case of the interception of wired or electronic communications: 18 U.S.C.
§2518(11)(b).
320 See e.g. U.S. v. Petti, 973 F.2d 1441 (9th Cir. 1992), 1444-1445 and United States v. Tomero, 462
F.Supp.2d 565 (S.D.N.Y. 2006).
321 U.S. v. Petti, 973 F.2d 1441 (9th Cir. 1992), 1444.
322 Ibid., 1445.
323 Ibid., 1445 and Katz v. United States, 389 U.S. 347, 88 S.Ct. 507 (1967), 355-356.
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the search, justifying a warrantless search; or 5) for any other reasons for which
the police officers cannot reasonably obtain a warrant before conducting the
search activities. Still, when the police search without a warrant there must be
probable cause (as has already been explained in section 5.3.2.1.1.1) and the
search must, on the whole, be reasonable. The meaning of this latter requirement
will be explored in the next section.
Title III, regulating surveillance, also provides for the possibility of an
emergency interception without a warrant and these possibilities are broader
than the emergency circumstances established by the courts. Section 2518(7)
provides that interception without a warrant is permitted if there are grounds for
such an interception and one of the following emergency situations is present:
“(i) immediate danger of death or serious physical injury to any person; (ii)
conspiratorial activities threatening the national security interests, or (iii)
conspiratorial activities characteristic of organized crime, that requires a wire,
oral, or electronic communication to be intercepted before an order authorizing
such interception can with due diligence be obtained.”324 In fact, this provision
gives wide powers to the police to intercept communications without prior
judicial approval, especially in the proactive field for the purpose of confronting
organized crime and national security threats, as it permits emergency interception in the case of conspiratorial activities. Nevertheless, an order must be
obtained within 48 hours after the interception begins.
The Supreme Court has never assessed the constitutionality of this broad
exception to the warrant requirement of the Fourth Amendment.325 Only the
lower courts have assessed the presence of an emergency situation when this is
used to intercept communications without a warrant. Recently (on July 30,
2009), a District Court in Texas held that it depends on the totality of
circumstances whether the Director of the FBI and the Attorney General could
determine that an emergency situation as to § 2518(7) existed in order to justify
the warrantless interception of communications. “Approached under the
“common sense” reading of the affidavits, and a view of the entire circumstances, the information from the informants, together with the corroborating
facts garnered from the agents’ own investigations, there was probable cause for
[subsequently] issuing the order approving the emergency interception.”326 The
courts have so far not assessed the use of the second and third exception; it
seems that there has virtually been no use of these grounds for an exception to
the warrant requirement.
5.3.2.1.3 Reasonableness
Except for the explicit requirements of probable cause and having to obtain a
warrant, the Fourth Amendment contains yet another requirement: that of
reasonableness, covering the arrest or search and/or seizure as a whole. It seems

324 18. U.S.C. § 2518(7).
325 LaFave et al. 2004, 270.
326 United States v. Duffey, 2009 WL 2356156 (N.D.Tex. 2009), 6.
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that the requirement of reasonableness is currently the final and ultimate test for
the constitutionality of a particular search and/or seizure, regardless of the other
Fourth Amendment requirements, as many exceptions to these other requirements have been created.327 Nevertheless, also when an exception to other
Fourth Amendment requirements is applicable, the arrest, search and/or seizure
must still be reasonable. Compliance with the other Fourth Amendment requirements usually implies, however, that also the arrest, search and/or seizure are
reasonable. For example, both the presence of probable cause and a warrant also
imply the reasonableness of the arrest or search and/or seizure. The Supreme
Court in Katz emphasized that “the mandate of the (Fourth) Amendment
requires adherence to judicial processes.”328 However, as has been explained,
there are many exceptions to the warrant requirement and in some instances also
to the probable cause requirement, which have not rendered the arrest or search
unreasonable under the Fourth Amendment.
In Virginia v. Moore (2008) the Supreme Court dealt with the question
whether an arrest and search incident was reasonable when the officers had not
followed the applicable state law which provided for an additional regulation to
the Fourth Amendment requirements. Justice Scalia, delivering the opinion of
the Court, explained that a warrantless arrest is reasonable when it is based upon
probable cause, regardless of possibly more stringent regulations for an arrest
which are applicable under state law. The Court concluded that: “[w]hen officers
have probable cause to believe that a person has committed a crime in their
presence, the Fourth Amendment permits them to make an arrest, and to search
the suspect in order to safeguard evidence and ensure their own safety.”329 The
reasonableness of an arrest or search would thus normally be based on the
presence of probable cause. When probable cause is present the arrest will be
per se reasonable, without requiring compliance with any additional conditions.
Although the reasonableness of the search is thus an independent test for the
constitutionality of the search and seizure, its determination is, in the first place,
strongly intertwined with the other Fourth Amendment requirements of probable
cause, having to obtain a warrant and particularity.
Furthermore, the reasonableness requirement governs the execution of the
search. In Maryland v. Garrison (1987) and Richard v. Wisconsin (1997) the
Court elaborated on the question of what conditions must be met to render the
execution of a valid search warrant reasonable. The reasonableness of a search
aims to ensure that people are secure in their homes. Therefore, the execution
of a validly issued search warrant must still be reasonable and must not
unreasonably violate the right of people to be secure in their own homes. In
Maryland v. Garrison the Court assessed the question whether the execution of
a search warrant indicating the home of Mr. Webb to be on the third floor of a
specified apartment building was unreasonable when it transpired that there

327 See in this regard: Amar 1997.
328 Katz v. United States, 389 U.S. 347, 88 S.Ct. 507 (1967), 357.
329 Virginia v. Moore, 553 U.S. 164, 128 S.Ct. 1598 (2008), 1608.
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were two apartments on the third floor and the other apartment not occupied by
Mr. Webb had also been searched. The Court repeated its previous statement
that “sufficient probability, not certainty, is the touchstone of reasonableness of
the Fourth Amendment and on the record before us the officers’ mistake was
understandable and the [search] a reasonable response to the situation facing
them at the time.”330 The reasonableness of the search of the entire third floor
“depends on whether the officers’ failure to realize the overbreadth of the warrant
was objectively understandable and reasonable.”331 In this case, the Court
concluded it was reasonable.
Furthermore, the rule that the police must knock and announce their presence
before entering any place may, when not observed, render a search unreasonable. In general, the police are obliged to first knock and announce their
presence and the purpose of their visit (the ‘knock and announce rule’) before
entering a home or business. Subsequently, they must provide the owner with
a copy of the warrant, which includes the specific authority to search and a
specification of what can be seized.332 These notice requirements are aimed at
protecting the privacy of those being searched by preventing so-called ‘fishing
expeditions.’333 The requirements limit the scope of the search to the areas and
things for which the warrant shows there is probable cause. Moreover, the
notification provides the subject of the search with the opportunity to challenge
the legitimacy of the search warrant and its execution and to prevent law
enforcement officers from making ‘good faith’ mistakes in the execution of the
search warrant.
An announcement was held to be “an element of the reasonableness inquiry
under the Fourth Amendment” in Wilson v. Arkansas (1995).334 In general, when
the police do not follow these notification requirements, a court will find the
search unreasonable and thus in violation of the Fourth Amendment. However,
also in its decision in Wilson v. Arkansas the Supreme Court held that the
requirement of an announcement shall be understood as a flexible requirement,
which does not require an “announcement under all circumstances.”335 Courts
have allowed exceptions to the knock-and-announce rule and have also
permitted searches with a delayed notice (sneak-and-peek searches). Richard v.
Wisconsin (1997) dealt with the question whether a failure to meet the knockand-announce requirement makes the execution of a further valid search warrant
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Maryland v. Garrison, 480 U.S. 79, 107 S.Ct. 1013 (1987), 87.
Ibid., 88.
See Rule 41(f) of the Federal Rules of Criminal Procedure.
General, wide searches. The following goals of the knock-and-announce rule can be formulated:
“(i) it decreases the potential for violence, as an unannounced breaking and entering into a home
could quite easily lead an individual to believe that his safety was in peril and cause him to take
defensive measures; (ii) it protects privacy by minimizing the chance of entry of the wrong
premises and even when there is no mistake, allows those within a brief time to prepare for the
police entry; and (iii) it prevents the physical destruction of property by giving the occupant the
opportunity to admit the officer.” LaFave et al. 2004, 167.
334 Wilson v. Arkansas, 514 U.S. 927, 115 S.Ct. 1914 (1995), 929 and 933.
335 Ibid., 934.
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unreasonable. The Court declined a per se exception to the knock-and-announce
rule in felony drug investigations, stating that it must be a determination on a
case by case basis whether the facts and circumstances justify entry without
knocking and announcing the police’s presence. However, the Court did
establish an exception to the ‘knock-and-announce rule’ when the police have
a reasonable suspicion that knocking and announcing their presence, under the
particular circumstances, would be dangerous or futile, or that it would inhibit
the investigation of the crime by, for example, allowing the destruction of
evidence.336 Such a showing strikes a balance between the law enforcement
interests and privacy interests at a different point and results in the reasonableness of the execution of a search warrant without complying with the knockand-announce requirements. United States v. Ramirez (1998) added an exception
to this where the police have “a reasonable suspicion that knocking and
announcing their presence might be dangerous to themselves or to others.”337
More reluctantly, the courts have also permitted sneak-and-peek searches of
property. Such searches are conducted covertly so as to not reveal to the person
whose property is being searched that he/she is under investigation. In Dalia v.
United States (1979) the Supreme Court assessed whether the covert entry of
business premises to install a bugging device, necessary for the execution of a
valid order under Title III, was reasonable. Here, the Supreme Court held, for
the first time explicitly, that “[t]he Fourth Amendment does not prohibit per se
a covert entry performed for the purpose of installing otherwise legal electronic
bugging equipment.”338 Only the federal district courts and appellate courts have
dealt with the reasonableness, under the Fourth Amendment, of sneak-and-peek
searches. These are covert physical searches of property (sneak) without the
seizure of any tangible evidence (peek) and they are not within the context of
executing a valid Title III order. In United States v. Freitas (1986) the Court of
Appeals of the Ninth Circuit assessed the surreptitious entry of a home on the
basis of a search warrant. The Court of Appeals referred to Dalia v. United
States to clarify that not all surreptitious entries are forbidden by the Fourth
Amendment, but it considered “the absence of any notice requirement in the
warrant” to cast “strong doubt on its constitutional adequacy.”339 This latter
requirement was derived from Berger v. New York (1967).340 Such a notice
requirement included in the warrant should then prescribe a delayed notice no
later than seven days after the entry “except upon a strong showing of
necessity.”341 With that, the Court of Appeals made clear that considering the
nature of the privacy invasion as a consequence of sneak-and-peek searches,
such searches must be “closely circumscribed” in order to be reasonable.342 The

336
337
338
339
340
341
342

Richards v. Wisconsin, 520 U.S. 385, 117 S.Ct. 1416 (1997), 394.
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Second Circuit Court of Appeals also concluded that “covert entries without
contemporaneous notice may be authorized.” However, “there must be some
safeguards to minimize the possibility that the officers will exceed the bounds
of propriety without detection.” For this purpose it formulated two limitations.
Firstly, “the court should not allow the officers to dispense with advance or
contemporaneous notice of the search unless they have made a showing of
reasonable necessity for the delay”, which should be understood as a standard
of “good reason for delay.” Secondly, when such a showing has been made “the
court should nonetheless require the officers to give the appropriate person
notice of the search within a reasonable time after the covert entry.” What is
reasonable depends on the circumstances of the case, but, in agreement with
Freitas, the court held that “as an initial matter” the court shall not authorize a
delayed notice after seven days after the entry. “For good cause, the issuing
court may thereafter extend the period of the delay (...), [which requires] a fresh
showing of the need for further delay.”343
On the basis of the aspects that are relevant for a determination regarding the
reasonableness of a search on which this section has elaborated, the conclusion
can be drawn that the primary indication for the reasonableness of a particular
search is the presence of probable cause. Nevertheless, to ultimately determine
the reasonableness of a particular search under the Fourth Amendment, an
assessment should be made of the search on the basis of “on the one hand, the
degree to which it intrudes upon an individual’s privacy and, on the other, the
degree to which it is needed for the promotion of legitimate governmental
interests.”344 This test should be applied whenever a determination has to be
made concerning the reasonableness of a search under the Fourth Amendment,
regardless of the presence of (e.g. state) law providing for additional requirements for the execution of a search.345 The particular circumstances of a case
may justify striking a balance somewhat differently, which would normally
result in additional requirements for e.g. the execution of a valid search warrant.
For example, the execution of a valid search warrant would under normal
circumstances be unreasonable in the case of a search of someone’s home which
was not intended by the warrant or when the officers have failed to knock and
announce their presence. The reasonableness of the search, however, ultimately
depends on the particular circumstances of the case, which requires a balancing
of the interests involved. Reasonableness therefore concerns a flexible requirement rendering the regulation of the search flexible and adjustable to law
enforcement needs in particular situations, because it allows for exceptions to
other Fourth Amendment requirements, which may be reasonable in specific
circumstances.

343 United States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337.
344 Virginia v. Moore, 553 U.S. 164, 128 S.Ct. 1598 (2008), 1604.
345 Ibid., 1604 and 1605.
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5.3.2.1.4 The Exclusionary Rule
Under the applicability of the exclusionary rule, a violation of Fourth Amendment requirements results in the exclusion of evidence obtained through an
illegal search (the exclusion of the fruits of an illegal search). The main purpose
of this prophylactic ‘exclusionary rule’ is to deter the police from conducting
unreasonable searches and seizures. In addition, it emphasizes the integrity of
the judiciary and ensures that the government cannot profit from its unlawful
conduct and, consequently, builds upon trust in the government.346 Hence, the
exclusionary rule is an important sanction for violations of the Fourth Amendment that deters the government from not observing Fourth Amendment requirements. In that regard the exclusionary rule aims to function so as to ensure that
the restrictions on the governmental power to search and the protection against
unreasonable interferences with private life are actually realized in practice.
The Fourth Amendment does not explicitly provide for an exclusionary rule.
In 1886 the Supreme Court construed the exclusionary rule for Fourth Amendment violations by relating the Fourth Amendment to the Fifth Amendment:
evidence obtained in violation of the Fourth Amendment cannot be allowed at
trial as allowing such evidence would not be so different from compelling
someone to testify against him/herself.347 Since then, the Court has, on several
occasions, tackled the question whether state courts are also required to exclude
evidence obtained in violation of the Fourth Amendment. In Mapp v. Ohio
(1961), the Court finally reasoned that, considering that the interpretation of the
due process clause of the Fourteenth Amendment makes the Fourth Amendment
applicable to the states, states’ violations of the Fourth Amendment should be
confronted with the same sanction of exclusion as violations by the federal
government.348 In Mapp, and in several other judgments, the Court emphasized
that the main goal of the exclusionary rule is to deter police officers from
unreasonable searches and seizures.349
The Supreme Court established in United States v. Leon (1984) that evidence
obtained by officers acting in ‘good faith’ under a search warrant issued by a
magistrate, which is later held not to be supported by probable cause, should not
be barred by the exclusionary rule as a result. The Supreme Court wished to
establish this exception because the exclusionary rule “cannot be expected, and
should not be applied, to deter objectively reasonable law enforcement
activity.”350 The exclusionary rule is aimed at deterring the police and not the
magistrate judge who has erroneously issued the warrant. Since the police could
justifiably rely on the warrant, it would be ineffective to apply the exclusionary
rule to such situations when it is clear that a deterrent effect would be absent.

346 LaFave et al. 2004, 107-108.
347 Byod v. United States, 116 U.S. 616, 6 S.Ct. 524, 633 (1886). The Fifth Amendment provides that:
“No person (...) shall (...) be compelled in any criminal case to be a witness against himself (...)”
US Constitution, Amendment V.
348 Mapp v. Ohio, 367 U.S. 643, 81 S.Ct. 1684 (1961), p. 655.
349 Ibid., 648.
350 United States v. Leon, 468 U.S. 897, 104 S.Ct. 3405 (1984), 919.
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The same reasoning applies in a situation where officers objectively reasonably
rely on a statute authorizing a specific search, and the statute is later found to be
unconstitutional.351 Police officers cannot however rely on a warrant issued
when “the officer will have no reasonable grounds for believing that the warrant
was properly issued.”352 This will likely occur where a warrant is deficient at
face value, or is based upon erroneous facts provided in the affidavit of which
the police officer was aware, or in the situation of obviously unconstitutional
statutory law.
In Hudson v. Michigan (2006), the Supreme Court determined that failing to
‘knock and announce’ could never result in the suppression of evidence, because
it would have been “inevitably discovered.”353 With this decision, the Court
removed the important remedy of the exclusionary rule for police invasions,
without notice, of someone’s private life by providing for a cost-benefit analysis
by balancing the purpose of the exclusionary rule (considering that that purpose
is to deter illegitimate action by the police) against the social cost of acquitting
a guilty suspect. In that respect, Hudson v. Michigan did not provide for an
additional exception to the ‘knock-and-announce’ rule, but actually undermined
the rationale of the exclusionary rule.354 The burden of proof for the application
of an exclusionary rule normally rests upon the defense, except when the police
have acted without a warrant: then, the burden of proof lies with the prosecution
to prove that there is an exception to the exclusionary rule.355 Since the Court’s
creation of the exclusionary rule, its meaning has been gradually watered down
by only applying the exclusionary rule when “the deterrent effect of suppression” is “substantial and outweigh[s] any harm to the justice system.”356 Fourth
Amendment violations have increasingly been found by the Court without
applying the exclusionary rule to the evidence obtained through an unlawful
search. Hudson v. Michigan set aside the exclusionary rule for any failure to
meet the knock-and-announce rule; in Herring v. United States (2009) the Court
refused to apply the exclusionary rule to the situation where police officers had
mistakenly relied upon a search warrant, but only due to isolated negligence.
The exclusionary rule will only apply to “reckless, grossly negligent conduct or
in some circumstances recurring or systemic negligence.”357 In Herring the
Court reached the conclusion that the exclusionary rule is “a last resort” to be
only applied when “substantial deterrence” can be realized. This should be
determined by an objective “analysis of deterrence and culpability.”358
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Illinois v. Krull, 480 U.S. 340, 107 S.Ct. 1160 (1987), 350.
United States v. Leon, 468 U.S. 897, 104 S.Ct. 3405 (1984), 922-923.
Hudson v. Michigan, 547 U.S. 586, 126 S.Ct. 2159 (2006), 594.
Bal 2007.
LaFave et al. 2004, 543.
Herring v. United States, 555 U.S. 135,129 S.Ct. 695 (2009), 12.
Ibid., 9. See also section 5.3.1.1.
Ibid., 5, 10 and 12.
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In addition to the exclusionary rule, the ‘fruit of the poisonous tree’ doctrine
applies. This theory applies to evidence that follows not directly or primarily
from an illegal search, but is the secondary or derivative result of such a search.
With respect to this type of evidence, it should be determined whether that
evidence is the “fruit of the poisonous tree,” which means that the court shall
determine whether the derivative evidence was “tainted” by the established
Fourth Amendment violation.359 The exclusion of tainted derivative evidence is
not always appropriate considering society’s interest in a conviction after a
crime has been committed. For that reason, exceptions are established, such as
in the case of an inevitable discovery: the “[e]xclusion of physical evidence that
would inevitably have been discovered adds nothing to either the integrity or
fairness of a criminal trial.”360 Another exception to the ‘fruits of the poisonous
tree’ doctrine that has been adopted by the Court concerns the situation of an
independent source pointing to the same evidence as the fruits of the poisonous
tree. The exclusion is only warranted if it puts the police in “the same, not a
worse, position that they would have been in if no police error or misconduct
had occurred.... When the challenged evidence has an independent source,
exclusion of such evidence would put the police in a worse position than they
would have been, absent any error or violation.”361 In fact, the inevitable
discovery exception is an extrapolation of the independent source exception:
“[s]ince the tainted evidence would be admissible if in fact discovered through
an independent source, it should be admissible if it inevitably would have been
discovered.”362
5.3.2.2 Restrictive Function of the Statutory Regulation of Surveillance
under Title III
Although surveillance is covered by the Fourth Amendment and, therefore, the
same Fourth Amendment conditions are applicable to the use of surveillance
techniques as to physical searches, Title III provides for an additional regulation
of the use of surveillance techniques by the federal government. The contents
of the Act were to an important extent based upon the constitutional requirements enumerated by the Supreme Court in Berger v. New York (1967) and Katz
v. United States (1967). Surveillance techniques can be considered as more
intrusive than regular searches as the interception of communications occurs in
secret and thus, contrary to physical searches, without prior notification. The
success of the interception depends on the secrecy, for which reason advance

359 Nardone v. United States, 308 U.S. 338, 60 S.Ct. 266 (1939), 341. See also LaFave et al. 2004,
509.
360 Nix v. Williams, 467 U.S. 431, 104 S.Ct. 2501 (1984), 446.
361 Murray v. United States, 487 U.S. 533, 108 S.Ct. 2529 (1988), 537, citing Nix v. Williams, 467
U.S. 431, 104 S.Ct 2501 (1984), 443, in which the independent source exception was applied in a
Sixth Amendment context.
362 Murray v. United States, 487 U.S. 533, 108 S.Ct. 2529 (1988), 539.
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notice of the interception is not required.363 Instead, Title III includes a provision
prescribing that the judge who has issued a surveillance order shall, “within a
reasonable period but not later than 90 days”, after the termination of the
surveillance notify the persons whose communications have been intercepted.364
Moreover, the duration of the execution of a warrant is usually much longer than
the execution of a regular search warrant. A physical search will entail the entry
and subsequent search of the place and the seizure of the things that are being
looked after. Surveillance techniques, such as a wire-tap, can be continued for
30 days, which may also be extended.365
Surveillance techniques thus have a significantly more intrusive character
than conventional, physical searches and, therefore, the use of surveillance
techniques is, in addition to the applicable Fourth Amendment conditions, more
precisely regulated in statutory law. Especially the application procedure for the
authorization of a Title III order is more demanding in order to safeguard the
restrictive and justifiable use of surveillance techniques. As was described in
United States v. United States District Court: “[t]he Act represents a comprehensive attempt by Congress to promote more effective control of crime while
protecting the privacy of individual thought and expression.”366 While enabling
the use of more effective surveillance techniques to confront complex, mostly
organized, crime, Title III provides for requirements which are additional to the
Fourth Amendment restraints on physical searches to regulate the more invasive
surveillance techniques. Title III limits the use of surveillance in the law
enforcement context to the techniques defined in § 2510 and to serious crimes
as enumerated in § 2516(1) a to r. Many of the provisions of Title III provide for
similar requirements as the Fourth Amendment and the interpretation given to
the Fourth Amendment requirements in the case law. Sections 5.3.2.1.1 and
5.3.2.1.2 have already elaborated on the probable cause and warrant requirements that also apply to Title III surveillance. This section will assess the
additional restraints imposed by Title III. It will do so by, firstly, dealing with
the statutory scheme imposing additional restraints on the application procedure
for Title III surveillance. Secondly, the review of the application by the
authorizing judge as to Title III will be dealt with. Lastly, the section will assess

363 See also Katz v. United States, 389 U.S. 347, 88 S.Ct. 507 (1967), 356: “In omitting any requirement
of advance notice, the federal court that authorized electronic surveillance in Osborn simply
recognized, as has this Court, that officers need not announce their purpose before conducting an
otherwise authorized search if such an announcement could provoke the escape of the suspect or the
destruction of critical evidence.” Also in Berger v. New York (1967) the Supreme Court had
emphasized that notice prior to eavesdropping cannot reasonably be given as it undermines the
whole purpose of the eavesdropping. However, here the Supreme Court suggested that, considering
the relevance of a notification requirement for the reasonableness of a conventional search warrant,
some showing of exigent circumstances shall be provided to compensate for the absence of a
notification requirement in the warrant authorizing eavesdropping. Berger v. New York, 388 U.S.
41, 87 S.Ct. 1873 (1967), 60.
364 18 U.S.C. § 2518(8)(d) (prior to the amendments by the USA PATRIOT Act of 2001).
365 18 U.S.C. § 2518(5).
366 United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 302.
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the restraints on the execution of an order for Title III surveillance and say
something about the statutory exclusionary rule of Title III.
5.3.2.2.1 The Application Procedure
An application under Title III must be made by an official higher in hierarchy
than the officer who can file an order for the issuance of a conventional search
warrant.367 Since 1986, this official may be any attorney for the government.
This statutory requirement “plainly calls” for “the mature judgment of a
particular, responsible Department of Justice official (...) as a critical precondition to any judicial order,” in order to safeguard a deliberate decision before an
application under Title III is made.368 The applications, similar to an application
for a regular search, shall be done “in writing” and “upon oath or affirmation to
a judge of competent jurisdiction.”369
Specific requirements for the information that must be included in the
application are given in § 2518(1). This concerns additional specific information
regarding the interception. These additional ‘particularity’ requirements include:
“(i) details as to the particular offense that has been, is being, or is about to be
committed, (ii) except as provided in subsection (11) [authorizing a roving tap],
a particular description of the nature and location of the facilities from which or
the place where the communication is to be intercepted, (iii) a particular
description of the type of communications sought to be intercepted, (iv) the
identity of the person, if known, committing the offense and whose communications are to be intercepted.”370 The language of § 2518(1)(b)(iv) (providing
for the particularity requirement as to the identity of the person) has been
interpreted by the Court as requiring only the identification of a person in the
application if against that person probable cause is present for believing that
he/she is actually committing one of the offenses specified.371 The Court
concluded that the judge could justifiably approve an order stating that there was
“probable cause to believe that Irving Kahn and ‘others yet unknown’ were
using the two telephones to conduct illegal gambling.”372 Special agents of the
FBI could then intercept all communications by Kahn and communications to
which Kahn was not a party, from and to the named telephones, as long as these
communications related to the offenses specified.373
Especially the particularization requirement of the “type of communication
sought to be intercepted, and a statement on the particular offense to which it
relates” are intended to be important limitations on the discretion of police
officers when conducting surveillance.374 This information in the order will
367 LaFave et al. 2004, 280-281. The officials entitled to submit an order for the authorization of
surveillance are enumerated in 18 U.S.C. § 2516(1).
368 United States v. Giordano, 416 U.S. 505, 94 S.Ct. 1820 (1974), 515-516.
369 18 U.S.C. § 2518(1).
370 18 U.S.C. § 2518(1)(b).
371 United States v. Kahn, 415 U.S. 143, 94 S.Ct. 997 (1974), 152 and 155.
372 Ibid., 146.
373 Ibid., 158.
374 18 U.S.C. § 2518(4).
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provide the officers with guidance as to where to look for the interception of the
communications and when to record the communications based on their relevance with regard to the offense described. However, the lower courts have now
generally accepted that the particularization requirement of Title III complies
with and meets the Fourth Amendment requirement of particularity when the
order only provides for the offense under investigation, by indicating the general
nature of the criminal conduct under investigation rather than referring to a
particular statutory provision in which that conduct is criminalized.375
Furthermore, the application shall include “a statement of the period of time
for which the interception is required to be maintained.”376 Normally the
authorization for the interception will then end. However, Title III provides for
an exception in this regard when “the nature of the investigation is such that the
authorization for interception should not automatically terminate when the
described type of communication has been first obtained.” In such a situation the
order should include “a particular description of facts establishing probable
cause to believe that additional communications of the same type will occur
thereafter.”377
The last additional statutory requirement for the application procedure of Title
III surveillance that must be mentioned is the requirement aiming to prevent
‘judge shopping.’ Together with the application, any information “known” to the
person filing the application with regard to previous applications to any judge
must be disclosed.378
5.3.2.2.2 A Review of the Application by the Magistrate Judge
Before a magistrate judge may authorize an order for an interception of
communications he/she has to determine on the basis of the facts provided in the
application whether probable cause can be established that someone is committing, has committed, or is about to commit one of the offenses enumerated in §
2516(1).379 This limits the use of surveillance techniques to the investigation of
specific serious crimes and to situations in which probable cause is present. In
addition, according to § 2518(3)(b), probable cause is also required for the belief
that an interception will be the adequate means to obtain communications that
are related to that offense. Also the place or facility from which the
communications are to be intercepted shall be places or facilities regarding

375 Lower courts have held that compliance with the statutory requirements (by merely indicating the
offense under investigation) of Title III is in compliance with the Fourth Amendment. LaFave et
al. 2004, 269 and 282. For the importance of the particularity requirement in surveillance cases, as
set out by the Supreme Court before the enactment of Title III, see Berger v. New York, 388 U.S.
41, 87 S.Ct 1873 (1967), 55-56.
376 18 U.S.C. § 2518(1)(d).
377 18 U.S.C. § 2518(1)(d).
378 18 U.S.C. § 2518(1)(e).
379 18 U.S.C. § 2518(3)(a).
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which probable cause can be established of a connection to the commission of
the offenses or to the suspects.380
Moreover, the authorizing judge should take into account the principle of
subsidiarity: the use of Title III techniques is only permitted if normal
investigative procedures have either been tried before and have failed, or if
normal investigative procedures reasonably appear to be unlikely to succeed or
are too dangerous to be followed (§ 2518(3)(c)). The application should include
“a full and complete statement” about this issue (§ 2518(1)(c)). This requirement
must be considered as an important restraint on the use of electronic
surveillance. The Supreme Court emphasized the following in United States v.
Giordano: “[C]ongress legislated in considerable detail in providing for
applications and orders authorizing wiretapping and evinced the clear intent to
make doubly sure that the statutory authority be used with restraint and only
where the circumstances warrant the surreptitious interception of wire and oral
communications. These procedures were not to be routinely employed as the
initial step in criminal investigation. Rather, the applicant must state and the
court must find that normal investigative procedures have been tried and failed
or reasonably appear to be unlikely to succeed if tried or to be too dangerous.”381
However, although intended as an important restraint on electronic eavesdropping in order to secure the spare use of these techniques, in practice the
actual assessment of subsidiarity is marginal by only requiring a demonstration
of investigatory utility without any showing of the necessity within the
application.382
When the authorizing judge has approved the presence of probable cause
regarding the several issues mentioned and has assessed the subsidiarity of the
use of the interception techniques, he/she may issue an order for the
surveillance. This order must specifically provide for the information regarding
these determinations on probable cause (the identity of the person, the facilities
or places regarding which the authority to intercept has been granted, the type
of communications to be intercepted and a statement of the offense to which the

380 18 U.S.C. § 2518(3)(d). This does not apply when the exception for the ‘roving tap’ is applicable
under 18 U.S.C. § 2518(11) (the specification of the facilities or place may be omitted upon a
particularized showing of need). The examination that the authorizing judge must conduct is
described in § 2518(3), providing that the judge must determine “on the basis of the facts submitted by the applicant that: (a) there is probable cause for belief that an individual is committing, has
committed, or is about to commit a particular offense enumerated in section 2516 of this chapter;
(b) there is probable cause for belief that particular communications concerning that offense will
be obtained through such interception; (c) normal investigative procedures have been tried and
have failed or reasonably appear to be unlikely to succeed if tried or to be too dangerous; (d)
except as provided in subsection (11), there is probable cause for belief that the facilities from
which, or the place where, the wire, oral, or electronic communications are to be intercepted are
being used, or are about to be used, in connection with the commission of such offense, or are
leased to, listed in the name of, or commonly used by such person.”
381 United States v. Giordano, 416 U.S. 505, 94 S.Ct. 1820 (1974), 515.
382 LaFave et al. 2004, 283.
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interception is related).383 In addition, the order must specify the period for
which interception has been authorized and must include directives regarding
the execution of the order. These directives shall include a directive according
to which the interception must “be conducted in such a way as to minimize the
interception of communications not otherwise subject to interception.”384 This
latter minimization requirement will be dealt with in more detail in the next
subsection. When an application for interception has been denied by the judge,
the government may appeal against this decision.385 The court may only overturn
a denial of an application when this decision was clearly erroneous.386
5.3.2.2.3 Execution of an Order under Title III
Considering the more intrusive nature of the execution of a surveillance order
than of the execution of a warrant for a physical search, Title III also includes
some additional safeguards for execution. These requirements concern
‘recording and sealing’, ‘minimization,’ and ‘post-surveillance notice.’
Section 2518(8)(a) requires the recording of any intercepted communication
in a such way that editing the recording will be excluded. Subsequently,
immediately after the termination of the surveillance the recording shall be made
available to the judge who has issued the order so that he/she can ‘seal’ the
recording and prevent the government from having an opportunity to tamper
with the contents of the recording. In this way the reliability and integrity of the
evidence will be guaranteed.387 Within Title III the exclusion of evidence
obtained in violation of this recording and sealing procedure is guaranteed.388
In the second place, the minimization requirement aims to minimize the
interception of communications that are not relevant for the investigation.389 The
law enforcement officer executing the order shall make sure that the minimization procedures are observed by terminating the electronic surveillance
immediately upon the conclusion that the communications intercepted have
nothing to do with the offense under investigation or are protected by a specific
privilege. If it is not reasonably possible to determine what communications are
subject to interception during the execution of the order, the minimization shall
take place after the fact. The minimization is understood as a ‘good faith’ effort
of the law enforcement officer in question, for which reason the burden of proof
with regard to compliance with the minimization procedures lies on the
defendant.390 When the government is not able to make a prime facie showing
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18 U.S.C. § 2518(4).
18 U.S.C. § 2518(5).
18 U.S.C. § 2518(10)(b).
See: LaFave et al. 2004, 285
LaFave et al. 2004, 90.
18 U.S.C. § 2518(8)(a).
18 U.S.C. § 2518(5): “(...) in such a way as to minimize the interception of communications not
otherwise subject to interception under this chapter.”
390 American Bar Association Standards for Criminal Justice (2001), Electronic Surveillance, Third
Edition, Section A: Electronic Surveillance of Private Communications, 56, 126-139 and 135-144
and Blum et al. 2010, para. 412-415.
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that the minimization procedures have been observed, the court will determine
whether the execution of the order was objectively reasonable. A negative
conclusion may render the surveillance unreasonable under the Fourth Amendment. The exact manner of compliance with the minimization requirement
depends on the circumstances of a particular case. The Supreme Court made
such an assessment in Scott v. United States (1978). This case concerned the
interception, on behalf of government agents, of “all the phone conversations
over a particular phone for a period of one month”, whereas “only 40% of them
were shown to be narcotics related.”391 The Supreme Court concluded that the
minimization requirement had not been violated and the interception was
reasonable under the Fourth Amendment. The Court took into account the
particular circumstances of the case to reach that conclusion, such as the fact
that “many nonpertinent calls may have been very short”, “ambiguous in nature”
or “one-time conversations” and the fact that the investigation concerned a
“widespread conspiracy” justifying “more extensive surveillance.”392
A third safeguard regarding the execution of a Title III order included in
statutory law concerns the requirement of a ‘post-surveillance notice.’ When the
surveillance activities have been terminated, the magistrate judge must give
notice to the persons named in the order “and such other parties (...) as the judge
may determine in his discretion that is in the interest of justice.”393 The
notification must be done 90 days after the termination of the surveillance (or
90 days after an order for interception has been denied). The notification shall
include the fact that an order for interception has been issued, the period for
which the interception was authorized and whether communications have
actually been intercepted.394 A delayed notice may be permitted: “on an ex parte
showing of good cause to a judge of competent jurisdiction the serving of the
inventory required by this subsection may be postponed.”395
5.3.2.2.4 Exclusion of Evidence Obtained in Violation of Title III
When the use of surveillance techniques violates the Fourth Amendment the
judicially created exclusionary rule applies, as has been dealt with in section
5.3.2.1.4. In addition, Title III provides in 18 U.S.C. § 2518 for a statutory
exclusionary rule covering evidence obtained, directly or indirectly, in violation
of Title III. The scope of this statutory exclusionary rule thus appears to be
broader than the regular exclusionary rule, considering that it also targets
information obtained through surveillance techniques in violation of the
restraints imposed by Title III. However, submitting a motion to suppress the
evidence obtained in violation of Title III is only possible when: “(i) the
communication was unlawfully intercepted; (ii) the order of authorization or
approval under which it was intercepted is insufficient on its face; (iii) the
391
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Scott v. United States, 436 U.S. 128, 98 S.Ct. 1717 (1978), 130-131 and 132.
Ibid., 140 and 142.
18 U.S.C. § 2518(8)(d).
18 U.S.C. § 2518(d) (1)-(3).
18 U.S.C. § 2518(8)(d).
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interception was not in conformity with the order of authorization or
approval.”396
Also the Supreme Court has somewhat limited the scope of this statutory
exclusionary rule. In United States v. Giordano the Supreme Court interpreted
the unlawful interceptions referred to in § 2518(10)(a) under (1) to “require
suppression where there is failure to satisfy any of those statutory requirements
that directly and substantially implement the congressional intent to limit the use
of intercept procedures to those situations clearly calling for the employment of
this extraordinary investigative device.”397 The suppression of evidence obtained
in violation of a Title III provision must follow, according to the Court, when
the statutory requirement that has been ignored (in this case the provision for
pre-application approval by a senior official at the Department of Justice) “was
intended to play a central role in the statutory scheme.”398 Also in United States
v. Chavez (1974) the Court emphasized that in Giordano they “did not go so far
as to suggest that every failure to comply fully with any requirement provided
in Title III would render the interception of wire or oral communications
‘unlawful’.”399 Furthermore, in Giordano the Supreme Court noted that
according to the legislative history the exclusionary provision “should serve to
guarantee that the standards of the new chapter will sharply curtail the unlawful
interception of wire and oral communications.”400
Because of this interpretation of the statutory exclusionary rule, in practice
the provision is usually not interpreted substantially different from the scope of
the Fourth Amendment exclusionary rule. Rather, the interpretation of the
Fourth Amendment exclusionary rule is also used to interpret the scope of the
exclusionary rule of Title III. Still, the statutory exclusionary rule has been
intended, as has also been affirmed by the Supreme Court, to stimulate
adherence to the statutory requirements for surveillance by providing a remedy
for violations of these statutory requirements.
5.3.2.3 Regulation of the FBI’s Authority to Investigate through the Issuance
of Guidelines by the Attorney General
The Attorney General’s guidelines concern the most important source that
further defines and regulates the investigative authorities of the FBI. The most
important function of these guidelines – and also the reason for their adoption
– has been to protect against any abuse of investigative power by the FBI (both
its criminal investigative power and its domestic intelligence gathering power),
396 18 U.S.C. § 2518(10)(a). It is remarkable that the provision only mentions that someone may move
for the suppression of the contents of any wire or oral communication intercepted, without
referring to electronic communications. When the interception of electronic communications was
added to Title III in 1986, no changes were made to the language of this exclusionary rule. LaFave
et al. 2004, 291.
397 United States v. Giordano, 416 U.S. 505, 94 S.Ct. 1820 (1974), 527.
398 Ibid., 528.
399 United States v. Chavez, 416 U.S. 562, 94 S.Ct. 1849 (1974), 574-575.
400 United States v. Giordano, 416 U.S. 505, 94 S.Ct. 1820 (1974), 528.
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by providing for limitations and principles to be observed in FBI investigations
in order to ensure that the FBI’s investigative activities occur within Constitutional limits.401 Taking this initial purpose of the first set of the Attorney
General’s guidelines (the ‘Levi Guidelines’) into consideration, the guidelines
are dealt with as part of the sources that constitute the shield aspect of criminal
investigation, although they are at the same time and also increasingly aimed at
improving effective investigation by the FBI by providing guidelines as to how
to allocate its resources most effectively in criminal investigations. Arguably,
the guidelines have by now, and especially after the events of September 11,
2001, become a sword tool, although initially introduced as a tool of supplementary regulation.
The FBI derives its power to investigate domestically from Executive Order
12333 and from the Attorney General’s power to appoint officials for the
detection and prosecution of federal crimes.402 As delegated in the law, the FBI’s
authority is rather broad, although it is of course subject to the limitations on the
use of investigative techniques as follows from the Fourth Amendment, Title III
and FISA. Although all guidelines by the Department of Justice concern internal
guidelines, which do not become part of the Code of Federal Regulations and
thus are not enforceable as legislative standards in the courts, these guidelines
are (or were originally) intended to protect citizens’ constitutional rights against
the unfettered use of investigative powers.403 In particular in response to the
findings of the Church committee (see section 5.2.2.3.1) Attorney General Levi
issued the first guidelines in 1976 in order to enhance internal controls and
oversight to prevent future abuses of investigative powers in domestic matters.404
The guidelines do not include a detailed regulation of the use of specific
investigative techniques; however, they do provide for different types of
investigations to be initiated under different conditions and which techniques
may be used in these investigations. In addition, the guidelines provide some
general principles to be observed in the FBI’s investigative activities. This
section will continue to analyze the Levi Guidelines and, in more detail, its
successor, the Smith Guidelines. The Smith Guidelines ‘on General Crimes,
Racketeering Enterprise and Domestic Security/Terrorism Investigations largely
remained in place405 until the Ashcroft Guidelines on ‘General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations’, which were
401
402
403
404

Jones 2009, 137 and 141-142.
28 U.S.C. § 533.
Podgor 2004, 170 and Elliff 1984, 786.
See: Special Report of the DoJ’s Office of the Inspector General 2005, 34-36. In addition, on
December 15, 1976, Attorney General Levi issued guidelines on the “Use of Informants in Domestic
Security, Organized Crime, and Other Criminal Investigations,” which aimed to minimize the use
of informants, to protect individual rights and to adopt policy preventing the government from
violating the law when using informants. These guidelines on the use of informants were importantly
revised by the Civiletti Guidelines of 1980 and, subsequently, by the Reno Guidelines of 2001. See
Special Report of the DoJ’s Office of the Inspector General 2005, 37-38, 39-41 and 57-58.
405 In 1989 Attorney General Dick Thornburgh issued some amendments to the Smith Guidelines,
primarily in order to implement some legislative changes. In essence, the Smith Guidelines were
untouched and remained into place until the Ashcroft Guidelines of 2002. Jones 2009, 146.
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issued in 2002. The effect of these Guidelines (and its successor) in comparison
to the Smith Guidelines will be addressed in sections 6.4.2.2 and 6.4.2.3 of the
next Chapter. In addition to these guidelines dealing with the criminal investigative authority of the FBI, the Attorney General has issued and revised guidelines on the use of confidential informants, on FBI undercover operations, on the
consensual monitoring of verbal communications and on National Security
Investigations.
5.3.2.3.1 The Levi Guidelines
The ‘Domestic Security Investigation Guidelines’ by Attorney General Levi
(hereafter: the ‘Levi Guidelines’) became effective on 6 April 1976. Contrary
to what might be suggested by its title, the guidelines are understood to deal not
only with domestic security investigations, but also with the FBI’s general
criminal investigations.406 The Levi Guidelines distinguish three types of
domestic security investigations: 1) preliminary investigations; 2) limited investigations; and, 3) full investigations. These three types of investigations differ
in scope and in the investigative techniques which may be used.407 In general,
domestic security investigations aim to “ascertain information on the activities
of individuals or the activities of groups, which involve or will involve the
violation of federal law for the purpose of: (1) overthrowing the government of
the United States or the government of a State; (2) substantially interfering, in
the United States, with the activities of a foreign government or its authorized
representatives; (3) substantially impairing for the purpose of influencing U.S.
government policies or decisions: (a) the functioning of the government of the
United States; (b) the functioning of the government of a State; or (c) interstate
commerce; (4) depriving persons of their civil rights under the Constitution,
laws, or treaties of the United States” (hereafter collectively referred to as
‘purposes threatening domestic security).408
A preliminary investigation may be initiated upon “allegations or other
information that an individual or a group may be engaged in activities which
involve or will involve the use of force or violence and which involve or will
involve the violation of federal law for one or more of the “purposes threatening
domestic security.” The objective of such a preliminary investigation is to
determine “whether there is a factual basis for opening a full investigation.”409
The techniques that may be used in preliminary investigations are limited to the
examination of FBI indices and files, public records or other public sources,
federal, state and local records, as well as an inquiry into existing sources and
previously established informants and physical surveillance and to interview
other persons for the purpose of identifying the subject of investigation.410

406 Special Report of the DoJ’s Office of the Inspector General 2005, 37 (footnote 55).
407 Section I, Levi Guidelines, FBI Statutory Charter. Hearings Before the Senate Committee on the
Judiciary, 95th Cong. Pt. 1, 20-26 (1978) (henceforth: Levi Guidelines), 20.
408 Section II(A) Levi Guidelines, 20.
409 Section II(C) Levi Guidelines, 20-21.
410 Section II(E) Levi Guidelines, 21.
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The second category of ‘limited investigations’ allows additional investigative tools when the techniques permitted in the preliminary investigation are
inadequate to ascertain whether the initiation of a full investigation is required.
As an additional check, authorization in writing by a ‘Special Agent in Charge’
or by ‘FBI Headquarters’ is required before the limited investigation may be
opened. The techniques available in the limited investigation are those of the
preliminary investigation, supplemented by the possibility of “physical surveillance for purposes other than identifying the subject of the investigation” and the
“interviewing” of those persons not covered by the investigative tools available
in the preliminary investigation “for purposes other than identifying the subject
of the investigation.” This latter technique may only be used with the authorization of the Special Agent in Charge and “after full consideration of such
factors as the seriousness of the allegation, the need for the interview, and the
consequences of using the technique.” Moreover, if there is doubt as to whether
or not this technique shall be used, “the Special Agent in Charge shall seek
approval of FBI Headquarters.”411
Techniques such as the use of informants, mail covers and electronic
surveillance are explicitly excluded from use both in the preliminary investigation and the limited investigation.412 Moreover, the duration of a preliminary
and limited investigation together is limited to 90 days. FBI headquarters may
authorize extensions for another 90 days when “facts or information obtained in
the original period justify such an extension.”413
For the third category of ‘full investigation’ the Levi Guidelines prescribed
a threshold of “specific and articulable facts giving reason to believe that an
individual or group is or may be engaged in activities which involve the use of
force or violence and which involve or will involve the violation of federal law
for one or more of the [purposes threatening domestic security].” Moreover, the
Guidelines enumerate some factors that should be taken into consideration when
determining whether to open a full investigation: “(i) the magnitude of the
threatened harm; (2) the likelihood it will occur; (3) the immediacy of the threat;
and (4) the danger to privacy and free expression posed by a full investigation.”414 All lawful investigative techniques may be used in a full investigation;
however, the guidelines provided some specific conditions that should be
observed for the most intrusive techniques, concerning, e.g. the duration of the
use of informants, the observance of the privilege against self-discrimination,
a prohibition on obtaining privileged information through informants and
electronic surveillance, the use of mail covers under the applicable regulations
and the use of electronic surveillance under the requirements of Title III.415
Furthermore, the Levi Guidelines prescribed internal review procedures for
all investigative activities in order to avoid investigations being continued,
411
412
413
414
415

Section II(F) Levi Guidelines, 21-22.
Section II(G) Levi Guidelines, 22.
Section II(H) Levi Guidelines, 22.
Section II(I) Levi Guidelines, 22.
Section II(J) Levi Guidelines, 22-23.
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whereas the threshold for opening such investigations is no longer satisfied. A
general review of FBI investigations shall be carried out by the Department of
Justice; extensions or long-term investigations and all full investigations shall
also be reported to and reviewed by the Department of Justice. The
dissemination of “facts or information” to other federal authorities or local and
state authorities was permitted if such information falls within the investigative
jurisdiction of such other agency, is required for the prevention of use of force
or violence, is otherwise prescribed by regulation published in the Federal
Register, or is needed to protect the integrity of a law enforcement agency.”416
The Levi Guidelines were aimed at restraint in the FBI’s investigative
activities that interfere with privacy rights. FBI agents needed the approval of
a Special Agent in Charge of FBI Headquarters even for initiating a limited
investigation; the most intrusive techniques, including mail covers, informants
and attending demonstrations and meetings, were only available in the full
investigation and, before initiating any investigation, the necessity and
proportionality thereof in relation to the adverse consequences for Constitutional
(First and Fourth Amendment) rights should be taken into account.417
5.3.2.3.2 The Smith Guidelines
In 1983 Attorney General Smith issued a new set of Guidelines, replacing the
Levi Guidelines, in order to “ensure protections of the public from the greater
sophistication and changing nature of domestic groups that are prone to
violation.” The FBI should be able to effectively monitor and prevent violence.
However, sufficient protections should be upheld to guarantee respect for
behavior protected by the First Amendment.418 Attorney General Smith
furthermore stated that “the time has come [...] to eliminate separate regulations
for domestic security/terrorism investigations and treat these matters as an
integral part of FBI’s general law enforcement responsibilities.”419 Hence, the
Smith Guidelines integrated into a single document the guidelines for the FBI
in general crime investigations, racketeering enterprise investigations and
domestic security and terrorism investigations. The regulation of the FBI’s
investigative authority with regard to foreign intelligence, foreign counterintelligence and international terrorism matters was maintained in a separate set
of guidelines. The Smith Guidelines were explicitly applicable to investigative
activities with a nexus to criminal activity.420 The Guidelines distinguished two
types of investigation: (1) General Crimes Investigations, and (2) Criminal
Intelligence Investigations (racketeering enterprise investigations and domestic

416 Section IV Levi Guidelines, 24-25.
417 Jones 2009, 142.
418 Hearing before the Subcommittee on Security and Terrorism on the Committee on the Judiciary
United States Senate, 98th Congress, First Session on Attorney General’s Guidelines for Domestic
Security Investigations (Smith Guidelines), March 25, 1983, Serial No. J-98-25, S. Hrg 98-176
(henceforth: Smith Guidelines 1983), 47 (Appendix).
419 Smith Guidelines 1983, 48 (Appendix).
420 See: Smith Guidelines 1983, 53.
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security/terrorism investigations). Each category will be dealt with separately
below. The section will conclude with some general consequences of the Smith
Guidelines.
a. General Crimes Investigations
General crimes investigations could include a “preliminary inquiry” and (full)
“investigations.” The preliminary investigation addressed under the section
‘general crimes investigation’ is subject to the same conditions when preceding
a criminal intelligence investigation or domestic security investigation.
Preliminary inquiries are intended to cover the situation in which the
information available is insufficient to open a full investigation, which means,
under the Smith Guidelines, that the information falls short of establishing
“reasonable indications.” However, the information available is of such a nature
that “further scrutiny” is required beyond the “prompt and extremely limited
checking out of initial leads.” The preliminary inquiry is conducted with “as
little intrusion as the needs of the situation permit”, is of “short duration” and
is done for the purpose of “obtaining the information necessary to make an
informed judgment as to whether a full investigation is warranted.”421
The preliminary inquiry may last for 90 days, with possible extensions for
30-day periods to be granted by FBI Headquarters. Such extensions may only
be granted “upon receipt of a written request and statement of reasons why
further investigative steps are warranted when there is no “reasonable
indication” of criminal activity.” Before using an investigative technique in the
preliminary inquiry, it should be considered whether “less intrusive means” may
also be used to obtain the information in “a timely and effective way.” Factors
to consider are “adverse consequences to an individual’s privacy interests and
avoidable damage to his reputation” as well as “the seriousness of the possible
crime and the strength of the information indicating the possible existence of the
crime.”422 The techniques of mail covers, mail openings and non-consensual
electronic surveillance or any other technique covered by Title III are prohibited
in the preliminary inquiry. All other lawful investigative techniques are not
explicitly prohibited. However, in general the techniques applied should be less
intrusive than those applied in full investigations. The techniques previously
authorized for preliminary investigations under the Levi Guidelines may now
be used in the preliminary inquiry without prior authorization from a supervisory
agent. All other lawful techniques must be authorized by a supervisory agent,
“except in exigent circumstances.” When the technique has a highly intrusive
nature, authorization should only be given in “compelling circumstances.”423
Full general crimes investigations may be initiated when meeting the
threshold “facts and circumstances reasonably indicat[ing] that a federal crime

421 Section II(B) Smith Guidelines 1983, 55.
422 Section II(B)(2) – (4) Smith Guidelines 1983, 56.
423 Section II(B)(4) – (6) Smith Guidelines 1983, 56-57.

Chapter 5

356

has been, is being, or will be committed.” The goal of the general crimes investigation is to “prevent, solve and prosecute such criminal activity.” It is explained
that the threshold of a “reasonable indication” is “substantially lower than
probable cause.” Factors to consider in order to determine whether the standard
is satisfied are those “facts or circumstances a prudent investigator would
consider,” but must include “facts or circumstances indicating a past, current,
or impending violation.” An “objective, factual basis” must be present; “a mere
hunch is insufficient” for opening a full investigation.424
The general crimes investigation can operate proactively in the investigation
of criminalized conspiracies and attempts. When the investigation involves
future criminal activity, whereas a “current criminal conspiracy or attempt” is
not yet involved, the guidelines prescribe “particular care [...] to assure that there
exist facts and circumstances amounting to a reasonable indication that a crime
will occur.”425
Furthermore, the guidelines prescribe regular consultations between the
Special Agent and the appropriate federal prosecutor. More intensive
consultation is warranted when the investigation involves a “sensitive criminal
matter.”426
All lawful investigative techniques may be used during the general crimes
investigation that is not a preliminary inquiry. The principles of subsidiarity and
proportionality apply to the use of investigative techniques as well as statutory
regulations and Department regulations and policies.427
b. Criminal Intelligence Investigations
The Smith Guidelines included the concept of a ‘criminal intelligence
investigation.’ The criminal intelligence investigation can have a broader scope
by investigating enterprises either involved in obtaining “monetary or commercial gains or profits through racketeering activities” or furthering “political
or social goals through activities that involve criminal violence.”428 The criminal
intelligence investigation is distinguished from the general crimes investigation,
because the criminal intelligence investigation is not aimed at investigating who
committed a completed criminal act, but at “determining the size and
composition of the group involved [in the ongoing criminal enterprise], its
geographic dimensions, its past acts and intended criminal goals, and its
capacity for harm.” The criminal intelligence investigation is, furthermore, not
necessarily terminated with the decision as to whether or not to prosecute one
or more of the participants. The guidelines refer to the Keith decision to indicate
that criminal intelligence investigations may, considering their subject of
investigation, be “less precise than that directed against more conventional types
424
425
426
427
428

Section II(C)(1) Smith Guidelines 1983, 57.
Section II(C)(2) Smith Guidelines 1983, 57.
Section II(C)(4) Smith Guidelines 1983, 57-58.
Section IV Smith Guidelines 1983, 63.
Section III Smith Guidelines 1983, 58.
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of crime.” The criminal intelligence investigation “requires the fitting together
of bits and pieces of information [...] to determine whether a pattern of criminal
activity exists.” The guidelines also warn that specific care should be taken in
these investigations so as to sort out activities protected by the First and Fourth
Amendment from those “which may lead to violence or serious disruption of
society.”429
Two types of criminal intelligence investigations are distinguished in the
guidelines: racketeering430 enterprise investigations and domestic security/
terrorism investigations.
Racketeering enterprise investigations target criminal organizations that
involve “violence, extortion, narcotics, or systematic public corruption.” The
authority to investigate under this category is limited to racketeering enterprises
involved in these activities. However, in exceptional circumstances the Director
of the FBI, concurring with the Attorney General, may authorize the investigation of racketeering enterprises not involved in such activities. The threshold
for initiating a racketeering enterprise investigation is again a “reasonable
indication”; more specifically: “facts or circumstances reasonably indicat[ing]
that two or more persons are engaged in a continuing course of conduct for the
purpose of obtaining monetary or commercial gains or profits wholly or in part
through racketeering activity.”431 ‘Reasonably indicate’ should be understood
as requiring “an objective factual basis for initiating the investigation, but [...]
not [...] specific facts or circumstances indicating a past, current, or impending
violation.”432 The purpose of the racketeering enterprise investigation is “to
obtain information concerning the nature and structure of the enterprise [...] with
a view to the longer range objective of detection, prevention, and prosecution
of the criminal enterprise.”433 The racketeering enterprise investigation may be
authorized by the Director of the FBI or the designated Assistant Director (with
the concurrence of the Attorney General when no violence, extortion, narcotics,
or systematic public corruption is involved) for a period of 180 days, with the
possibility of extensions by renewed authorization for additional periods not
exceeding 180 days.
The second category of criminal intelligence investigations concerns the
“domestic security/terrorism investigations,” which should aim to investigate
enterprises “whose goals are to achieve political or social change through
activities that involve force or violence.” This does not include international
terrorism, as that was understood as a matter for national security investigations.
The standard for full domestic security/terrorism investigations was lowered by
replacing the standard of “specific and articulable facts giving reason to believe”
by “facts or circumstances [that] reasonably indicate that two or more persons

429 Section III Smith Guidelines 1983, 59
430 Racketeering activities are those activities that were included in the Racketeer Influenced and
Corrupt Organizations Act (18 U.S.C. 1961(1) (1983)).
431 Section III(A)(1)-(2) Smith Guidelines 1983, 59
432 Special Report of the DoJ’s Office of the Inspector General 2005, 48.
433 Section III(A)(3) Smith Guidelines 1983.
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are engaged in an enterprise for the purpose of furthering political or social goals
wholly or in part through activities that involve force or violence and a violation
of the criminal laws of the United States.” All circumstances shall be taken into
account to determine whether this threshold is met, “including: (1) the magnitude of the threatened harm; (2) the likelihood it will occur; (3) the immediacy
of the threat; and (4) the danger to privacy and free expression posed by an
investigation.”434 The guidelines exclude the investigation of mere “speculations
that force or violence might occur during the course of an otherwise peaceable
demonstration” in order to avoid the investigation of activities protected by the
First Amendment.435 However, a possibility has been created to continue domestic security/terrorism investigations also when the enterprise is temporarily
inactive by not engaging in “recent acts of violence” and without concerning an
“immediate threat of harm.” When the “composition, goals and prior history of
the group” nevertheless justifies continued “federal interest,” the investigation
may be continued through monitoring the “status of the criminal objectives of
the enterprise.”436 Furthermore, the purpose, scope and authorization procedures
for domestic security/terrorism investigation are similar to those of the
racketeering enterprise investigation.437
c. Consequences of the Smith Guidelines
The most important consequence of the Smith Guidelines was the lowering of
the evidentiary threshold for initiating a full (either general criminal or criminal
intelligence) investigation by replacing the standard of “specific and articulable
facts giving reason to believe” by “facts or circumstances [that] reasonably
indicate.” ‘Reasonably indicate’ should be understood as requiring “an objective
factual basis for initiating the investigation, but [...] not [...] specific facts or
circumstances indicating a past, current, or impending violation.”438 From
internally circulated instructions by the FBI in 1995 it has followed that the
standard of ‘reasonably indicate’ should be understood as being “substantially
lower than probable cause” and that the standard to initiate preliminary inquiries
is an even lower standard. Before, ‘reasonably indicate’ was construed as a
standard “requiring evidence of an imminent violation of a federal law.” The
Oklahoma City bombing in April 1995 caused this reinterpretation of the
standard to be be satisfied when there is information showing that the group has
an “ability to carry out violent acts that may violate federal law.”439
The Smith Guidelines provided, in comparison with the Levi Guidelines, for
more lenient standards for the FBI’s investigative activities. Nevertheless, the
main purpose of the Guidelines was still to provide guidance to the FBI in order
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to make sure that investigative activities are carried out within the confines of
the Constitution and the law.440 The possibilities of preliminary inquiries, the
lowering of the evidentiary standard for full investigations, the scope of criminal
intelligence investigations, and the possibility of the low-level monitoring of
sleeping cells, concern important proactive investigative possibilities for the
FBI. However, the use of non-consensual surveillance is still subject to the
requirements of Title III, including a showing of probable cause. Also the use
of other more intrusive techniques, such as informants and undercover operations, shall be made in accordance with guidelines governing these techniques.441
Moreover, all investigative activities “shall be based on a “reasonable factual
predicate and shall have a valid law enforcement purpose.” Hence, the investigations under these guidelines are clearly separated from national security
investigations, as they shall always have a nexus with criminal activity and their
purpose is to develop evidence for prosecution.442 However, the prevention of
violations of federal criminal law was already included as a valid investigative
purpose, without restricting such prevention to the investigation of criminal
conspiracy or attempt. Furthermore, the Smith Guidelines included two general
restrictions on the FBI’s investigative activities by prohibiting initiating an
investigation on the basis of someone’s exercise of First Amendment rights and
by subjecting all investigations to the principle of subsidiarity. These restrictions
still apply.443
5.3.2.4 The Restrictive Function of the Regulation of National Security
Investigations under FISA
At first sight one would categorize the subject of the regulation of national
security investigations under the sword aspect of criminal procedural law,
considering that the information obtained in national security investigations may
be used as evidence taking into account that, in theory, there are no explicit legal
barriers prohibiting the sharing of information obtained through the looser FISA
framework with law enforcement agencies. Nevertheless, because FISA has
been adopted in order to bring national security surveillance into conformity
with the Fourth Amendment, the regulation provided by FISA has a shield
function. Moreover, the language of FISA as it was originally adopted in 1978
has been interpreted as to bar the use of FISA for criminal procedural sword
purposes.444 Hence, also from the perspective of criminal procedural law, the
FISA of 1978 can be understood to contribute to the shield objective.

440 Jones 2009, 144-145.
441 Section IV Smith Guidelines 1983.
442 Transcript of the press briefing by Attorney General Smith and the Director of the FBI Webster on
the new guidelines, Washington, D.C., March 7 1983, published in: Smith Guidelines 1983, 72.
443 See Section I (General Principles) of the Smith Guidelines 1983, 54 and the Special Report of the
DoJ’s Office of the Inspector General 2005, 49.
444 See section 5.2.2.3.2.
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5.3.2.4.1 The Regulation of National Security Investigations
As set out before, surveillance is limited by Fourth Amendment protections and
by the statutory conditions of Title III if it is carried out against persons within
the United States in the context of ordinary law enforcement. Title III, however,
does not limit the President’s constitutional power, under Article II, to take
measures to obtain foreign intelligence information by, for example, warrantless
electronic surveillance, if the information sought is essential to the security of
the United States.445 Also the Supreme Court determined in the Keith decision
that “domestic security surveillance may involve different policy and practical
considerations from the surveillance of ordinary crime” and for that reason
Congress may enact different standards for domestic security surveillance than
already exists for enumerated crimes under Title III (see in detail section
5.2.2.3.1).446
To create a statutory scheme of regulation for national security investigations,
FISA was enacted in 1978. This Act imposes checks and balances upon the
President’s power to gather foreign intelligence information through surveillance
by providing for statutory standards and guidelines and a judicial review of
certain investigative activities.447 The draft FISA was aimed at providing statutory
limits and conditions for the use of electronic surveillance for foreign intelligence
as opposed to law enforcement purposes. FISA has now been importantly
amended by the USA PATRIOT Act of 2001. In addition to this statutory regulation of national security investigations, the guidelines of the Attorney General
have regulated, similar to criminal investigations, the FBI’s authority in national
security investigations. These guidelines also existed prior to the events of 9/11
(and the issuance in 2003 of the Ashcroft Guidelines on “FBI National Security
Investigations and Foreign Intelligence Collection”).448 The documents are still
largely classified, making a detailed analysis in this section a needless exercise.449
The statutory regulation of national security investigations under FISA
provided for a “separate track” with respect to electronic surveillance in national
security investigations, which loosened the applicable standards for electronic
surveillance for the purpose of foreign intelligence gathering as compared with
ordinary criminal investigations.450 Electronic surveillance under this Act has to

445 LaFave et al. 2004, 265.
446 United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 322.
447 Howell 2006, 118. The two congressional oversight committees also played an important role in
the enactment of FISA.
448 The Attorney General’s Guidelines for FBI National Security Investigations and Foreign Intelligence Collection, issued and classified by John Ashcroft on October 31, 2003 (declassified by AG
Gonzales on August 2, 2007), available at: <www.fas.org/irp/agency/doj/fbi/nsiguidelines.pdf>
(accessed October 14, 2010). See on these guidelines, Chapter 6, section 6.4.2.2.
449 The Guidelines preceding the current guidelines on NSI are the Attorney General Reno Guidelines
issued on May 25, 1995, available at: <www.fas.org/irp/agency/doj/fbi/terrorismintel2.pdf>
(accessed October 14, 2010). The Guidelines intended to govern all “foreign intelligence, foreign
counterintelligence, foreign intelligence support activities, and intelligence investigations of
international terrorism” on behalf of the FBI as to their task as an intelligence agency in accordance with Executive Order 12333.
450 Lawson Mack and Kelly 2004, 127.
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be approved by a special Foreign Intelligence Surveillance Act Court (the FISA
Court). A request for an order of the FISA Court can be made by a federal
officer provided that the Attorney General approves.451 Electronic surveillance
is permissible under FISA when there is probable cause to believe that the
suspect being investigated is a foreign agent or power, or a US person acting on
behalf of a foreign power.
The FISA probable cause standard crucially differs from the probable cause
standard in a conventional criminal investigation, considering that the probable
cause standard in national security investigations concerns the identity of the
person (a foreign agent or power or a US person acting on behalf of a foreign
power) and not the criminal activities in which the person engages. Furthermore,
the primary purpose of the investigation should be to gather foreign intelligence
information.452 The latter was the key threshold of FISA before the enactment
of the PATRIOT Act, and limited the application to foreign intelligence cases
only. The language of FISA stated that “the purpose of the surveillance is to
obtain foreign intelligence information.” This language has been explained by
means of a “primary purpose” test, which meant that obtaining foreign
intelligence should be the primary purpose but not necessarily the sole purpose
of the surveillance.453 There was no requirement that intelligence gathering was
the purpose of the broader investigation; only that it was the goal of the
surveillance itself. With that, FISA created an exception to the standards in
conventional surveillance, which in general only permitted surveillance if
probable cause to believe that a crime has been committed, is being committed
or is about to be committed was established and a judge issued a warrant. As
first explicitly decided in Truong (1980),454 also several other court decisions,
assessing the law prior to the changes of the post-9/11 era, have pointed out that
FISA surveillance cannot continue if and when the primary purpose of the case
changes from obtaining foreign intelligence into the collection of evidence and,
hence, in an ordinary criminal case.455 The information gathered in FISA
surveillance can, however, result in a criminal prosecution.
The application of electronic surveillance under FISA is, furthermore, only
permissible when the information sought cannot be obtained through normal
investigative techniques.456 FISA also establishes the so-called “minimization
procedures,” comparable with the minimization provision of Title III, in order
to minimize the invasion of privacy for non-consenting United States’ persons

451 Title 50 War and National Defense, Chapter 36 Foreign Intelligence Surveillance, 50 U.S.C. §
1804(a).
452 50 U.S.C. § 1804(a)(7)(B): FISA Court approves application of electronic surveillance “[...] of
aforeign power or an agent of a foreign power for the purpose of obtaining foreign intelligence
information [...].”
453 Musch 2003, 72.
454 United States v. Truong Ding Hung, 629. F.2d 908 (4th Cir. 1980). See in detail section 5.2.2.3.2.
455 E.g.: United States v. Sarkissian, 841 F.2d 959 (9th Cir. 1988), United States v. Biasucci, 786 F.2d
504 (2nd Cir. 1986) and United States v. Johnson, 952 F.2d 565 (1st Cir. 1991).
456 50 U.S.C. § 1804(a)(7)(C) (2007).
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subjected to surveillance.457 These minimization procedures concern an
important source of restraints on and conditions for foreign intelligence surveillance and the use of the information obtained by this surveillance. A court order
for foreign intelligence surveillance can only be issued if the Government meets
those minimization requirements as prescribed by the Attorney General.458
As already stated above, under FISA, it is not required that a crime “has
been, is being, or will be committed,” like under Title III. Rather the threshold
question is whether the surveillance concerns a foreign power or an agent of a
foreign power. This means that for the use of electronic surveillance the
government has to establish probable cause that the person under surveillance
is an agent of a foreign power. As already indicated in section 5.2.2.3.1, in order
to be defined as an agent of a foreign power, different standards apply to
foreigners and US persons.459 Predictably, the threshold requirement is lower for
foreigners than for US persons. Any person can be deemed an agent of a foreign
power, whether a US person or not, if that person:
“(A) knowingly engages in clandestine intelligence gathering activities for or on
behalf of a foreign power, which activities involve or may involve a violation of the
criminal statutes of the United States;
(B) pursuant to the direction of an intelligence service or network of a foreign power,
knowingly engages in any other clandestine intelligence activities for or on behalf of
such foreign power, which activities involve or are about to involve a violation of the
criminal statutes of the United States;
(C) knowingly engages in sabotage or international terrorism, or activities that are in
preparation therefor, for or on behalf of a foreign power;
(D) knowingly enters the United States under a false or fraudulent identity for or on
behalf of a foreign power or, while in the United States, knowingly assumes a false
or fraudulent identity for or on behalf of a foreign power; or
(E) knowingly aids or abets any person in the conduct of activities described in
subparagraph (A), (B), or (C) or knowingly conspires with any person to engage in
activities described in subparagraph (A), (B), or (C).”460

The definition of a “foreign power” also includes “a group engaged in international terrorism or activities in preparation therefor.”461

457 In re Kevork, 634 F.Supp 1002 (C.D.Cal. 1985), affirmed In re Kevork, 788 F2d 566 (9th Cir. 1968),
assessed compliance with the minimization procedures: the use of an automatic tape recorder does
not violate the minimization procedures, because the minimization of the gathered information can
occur in several stages instead of at the moment of the acquisition itself when coded or cryptic
language is used, the recording was necessary to avoid the loss of fragile information and Congress
has intended that the Government has the opportunity to analyze the information acquired in a
counterintelligence and counterterrorism case, particularly when the critical conservations were in
a foreign (in this case Armenian) language.
458 50 U.S.C. § 1805(a)(4).
459 50 U.S.C. § 1801(b)(1) determines what is covered by an agent of a foreign power not being a US
person and 50 U.S.C. §1801(b)(2) determines when a US person can be considered as an agent of
a foreign power.
460 50 U.S.C. § 1801(b)(2).
461 50 U.S.C. § 1801(a)(4).
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The process of obtaining approval for surveillance from a special FISA Court
is subject to less judicial control, with a commensurate less stringent application
of probable cause.462 Before issuing a warrant, the judges of the FISA Court
have to be satisfied on the basis of the information provided by the federal
officer filing the application that there is probable cause to believe that the target
of the surveillance is a foreign power or an agent of a foreign power and that
there is probable cause to believe that the facilities upon which the electronic
surveillance is to be applied are being used or are about to be used by that
foreign power or agent of a foreign power.463 According to § 1805(b), in order
to determine whether or not probable cause exists, a judge should consider “past
activities of the target, as well as facts and circumstances relating to current or
future activities of the target.”464
According to section 1801(b)(2)(E) electronic surveillance can also be
employed against individuals knowingly conspiring with or aiding or abetting
persons, who can be subject to electronic surveillance under FISA. The Government would have to prove probable cause that the individual both knows that the
person with whom he is conspiring, or who he aids or abets, is engaged in
activities which threaten national security, is acting as an agent of a foreign
power and knows that he, himself, is furthering or assisting in these activities.465
A valid order can approve the electronic surveillance for the “period
necessary to achieve its purpose, or for ninety days, whichever is less.”466 Every
decision to initiate a surveillance investigation of foreign powers or their agents
within the United States is subject to a review not only by the FISA Court and
the FISA Court of Review (which heard its first and only case (In re Sealed) in
2002), but also to extended Congressional oversight. Congressional oversight
functions, as a mechanism for review and accountability, through the provision
of both secret and public reports about the surveillance activities. Furthermore,
the executive branch itself has some review responsibility by making sure that
the primary purpose of the surveillance is to obtain foreign intelligence. In this
regard the institution of the ‘Inspector General’ fulfills an important role. This
concerns, however, to a large extent a closed circle of review because it all
depends on secrecy.467
Federal courts have held the FISA of 1978 to be constitutional. For example,
in United States v. Duggan (1984) the Second Circuit Court decided in the light
of the Supreme Court’s decision in Keith that “the procedures fashioned in FISA
[can be regarded] as a constitutionally adequate balancing of the individual’s
Fourth Amendment rights against the nation’s need to obtain foreign intelligence
information.” The court in particular assessed the FISA probable cause standard
and held that the standard of ‘probable cause that the target is a foreign power

462
463
464
465
466
467

Lobel, 787.
50 U.S.C. § 1805(a)(3).
50 U.S.C. § 1805(b).
Musch 2003, 108-109.
50 U.S.C. § 1805(e)(1).
Baker 2007A, 84.
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or an agent of a foreign power’ does not violate the Fourth Amendment’s
probable cause requirement, but rather “make[s] it reasonable to dispense with
a requirement that the FISA Judge find probable cause to believe that surveillance will in fact lead to the gathering of foreign intelligence information.”468
5.3.3 Conclusion
Part 5.3 of this Chapter has sought to set out the shield aspects of regulating the
criminal investigation. These shield aspects can be recognized in the responsibilities of the actors – the one more than the other – during and after the
investigative phase, and, more clearly in Fourth Amendment law, statutory
regulation and regulative guidelines.
Police and prosecutors are primarily occupied with their task of confronting
crime. However, some constitutional protections should also affect the behavior
of these actors during the criminal investigation. It turns out that constitutional
due process has only limited consequences for police conduct at the pre-arrest
stage. Procedural due process which is applicable to the investigative pre-arrest
phase has until now only been invoked in cases concerning flagrantly
outrageous conduct; conduct that shocks the conscience. Procedural due process
has more meaningful consequences for the conduct of prosecutors during the
adjudication process, such as the obligation to comply with discovery rules and
to take into account the presumption of innocence. The awareness of this
obligation during the adjudication process should already be present when
conducting investigative activities pre-arrest, in particular when relying on
information sources (such as intelligence information) regarding which the
defense cannot be granted full access while seeking to exercise defense rights.
The most important source of regulation for the police officers responsible
for carrying out the investigative activities concerns the Fourth Amendment. The
Fourth Amendment forces police officers to act with restraint when investigating. It is also in the interest of prosecutors to make sure that investigating
officers act in compliance with Fourth Amendment requirements to avoid losing
cases because of evidence being excluded. The goal of the Fourth Amendment
exclusionary rule is to deter the police from investigative activities in violation
of the Fourth Amendment. However, in the latest Supreme Court decisions the
exclusionary rule has been construed in a way that limits its applicability to the
deterrence of police conduct that is “deliberate, reckless or grossly negligent
conduct, or in some circumstances recurring or systematic negligence.”469
Hence, the functioning of the exclusionary rule so as to deter law enforcement
officers’ behavior against the protective interests of criminal procedural law is
now limited to deterring the most extreme misconduct.

468 United States v. Duggan, 743 F.2d 59 (2nd Cir. 1984), 73-74. See also: United States v. Falvey, 540
F.Supp. 1306 (E.D.N.Y. 1982), 1313.
469 Herring v. United States, 555 U.S. 135, 129 S.Ct. 695 (2009), 207.
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Furthermore, the defense is in a position to file motions regarding the
unlawfulness of the use of special investigative techniques during the investigation in order to have evidence that has been obtained by these techniques
excluded. Moreover, discovery rules are very important to the exercise of
defense rights so as to challenge the legitimacy of the manner in which evidence
has been obtained. Full discovery being the basic assumption, exceptions are
created for classified information. For example, when either the prosecutor or
the defense seeks to use classified intelligence information as evidence, CIPA
procedures may apply and the defense may be restricted in the discovery
process. Persons subjected to criminal investigative activities who are not
prosecuted may rely on civil actions in order to request the agency to delete the
files obtained and to seek damages for illegitimate interferences with their
private lives. The notification requirement, which is a constitutional requirement, is an important prerequisite to realize a remedy for subjects of criminal
investigations other than those prosecuted.
The magistrate judge fulfills the most important protective role, as his
function is to examine, before issuing a warrant for a physical search or
electronic surveillance, that probable cause is present, particularity requirements
are met or whether a warrant may reasonably be issued including exceptions to
the regular procedures, such as roving surveillance. The magistrate judge shall,
before application, determine whether the use of the investigative technique will
be reasonable in the given circumstances. In the context of a national security
investigation, the FISA court judge will have this task.
The shield elements of the legal framework covering the criminal investigation
can be divided into three categories. The first category concerns the requirements of the Fourth Amendment: probable cause, the issuance of a warrant,
reasonableness and, as a remedy, the exclusionary rule. Secondly, Title III
provides for additional statutory constraints on the use of the more invasive
electronic surveillance techniques. In the third place, the regulation under FISA
provides for a different regime for the gathering of foreign intelligence information. In addition to the first and second level, the guidelines issued by the
Attorney General have regulatory consequences for the FBI’s authority to
conduct domestic criminal investigations.
The Fourth Amendment requirement that has the potential of being the most
important restraint on the power to search concerns the standard of probable
cause, which reflects the compromise between competing interests of privacy
protection and law enforcement. The interpretation of the standard for probable
cause depends on the outcome of a totality-of-circumstances test, which makes
the standard practicable and adaptable to the interests involved. Probable cause
concerns an important Fourth Amendment restriction, but a restriction that
adapts to the circumstances of a specific case to give also sufficient leeway
when the interests of law enforcement should prevail. Nevertheless, the probable
cause requirement restricts the use of the governmental power to search to
investigations in reaction to the commission of a criminal offense and is,
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therefore, generally understood as the basic requirement rendering the
investigation permissible for the purpose of evidence gathering for a criminal
prosecution.
Furthermore, “adherence to the judicial process” as realized by the warrant
requirement is an important safeguard protecting against arbitrary use of
governmental power and leaving the balancing of interests involved to a “neutral
and detached magistrate” rather than to police officers or prosecutors to whom
the “competitive enterprise of fettering out crime” prevails. The magistrate judge
should independently determine whether the quantum of evidence available
meets the probable cause standard and whether the warrant sufficiently and
precisely describes the places to be searched and the things to be seized to
prevent fishing expeditions. Nevertheless, many exceptions to the warrant
requirement have been accepted allowing officers to act immediately in
situations such as exigent circumstances, the risk of the destruction of evidence
or a danger to police officers. Also Title III includes important exceptions to the
requirement that an order for surveillance must be issued by a magistrate judge,
which also apply when the nature of the crimes involved is very serious, e.g.
threatening national security or conspiratorial activities characteristic of
organized crime.
Reasonableness is the ultimate test to be met regardless of the other Fourth
Amendment requirements. The reasonableness of a search under the Fourth
Amendment depends on the assessments of all interests involved and a
balancing of the degree to which private life has been violated against the degree
of the necessity of governmental investigative activities in order to confront
crime. The particular requirements included in the Fourth Amendment are in
principle (save for some exceptions) required to render a search reasonable, such
as (especially) the requirement of probable cause and the authorization by a
warrant upon oath or affirmation, a particular description of the place to be
searched and the things to be seized and a notification requirement.
The exclusionary rule has been created as a remedy for Fourth Amendment
violations. This remedy, providing for the exclusion of evidence obtained in
violation of the Fourth Amendment, is, however, only applied when it is capable
of substantially deterring the police from Fourth Amendment violations.
These being the Fourth Amendment restrictions, the more intrusive
electronic surveillance techniques have additionally found specific regulation
in ‘Title III’. The reason for enacting Title III has been, on the one hand, to
enable the use of electronic eavesdropping as an effective means to confront
especially organized crime, and, on the other, to guarantee the constitutionality
of these intrusive techniques calling for more stringent requirements to comply
with the Fourth Amendment. The application procedure for an order authorizing
electronic surveillance is, therefore, more demanding by requiring a highranking official to file the application and by requesting additional particularity
specifications within the application. The issuance of an order can also only
proceed when the magistrate has reviewed this application and determined
probable cause that someone ‘is committing, has committed, or is about to
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commit’ one of the specific enumerated serious offenses. This limits Title III
surveillance to probable cause and specific serious offenses. Moreover, the
magistrate judge should determine whether probable cause exists that the
interception is adequate to obtain communications that relate to the offense and
whether there is probable cause that these communications can be intercepted
from the place or facility particularized in the application. Furthermore, Title III
surveillance is a tool whose use is restricted to the principles of subsidiarity and
proportionality; to those situations in which other, less intrusive, techniques will
not be effective and the use of Title III techniques has investigative value.
Finally, the safeguards of recording and sealing, minimization, and postsurveillance notice aim to guarantee that the order for Title III surveillance is
executed in a way that minimizes the consequences of this powerful and
intrusive investigative technique of the government. Evidence obtained in
violation of the provisions of Title III must be excluded, as provided in the
statutory exclusionary rule of Title III. However, the meaning of this statutory
exclusionary rule has, similar to the Fourth Amendment exclusionary rule, been
watered down as to cover only those provisions “intended to play a central role
in the statutory scheme.”
It can be concluded that the use of Title III surveillance techniques is
intended to provide the means to effectively investigate but only as a ‘last
resort.’ The techniques shall be used with restraint and, according to a strict
application, are subject to the authorization and execution procedure. Nevertheless, some exceptions to this protective statutory scheme have been created,
particularly when national security is involved or the investigated conspiracy is
widespread and serious.
The third level of regulation has been adopted for national security
investigations. The techniques involved concern the same techniques as those
regulated under Title III. However, because these techniques are used for the
purpose of investigating threats to national security, the applicable restrictions
may be weaker than in the context of regular law enforcement. As has been
explained in section 5.2.2, the scope of national security investigations may be
rather wide, involving the criminal behavior of US persons. Moreover, the
restraints imposed by the regulatory scheme as provided under FISA are rather
loose in comparison with the regulatory scheme under Title III. Nevertheless,
FISA has been enacted to put an end to the undesirable situation that warrantless
domestic electronic surveillance could be conducted solely on behalf of the
executive without oversight and judicial control. With the creation of the FISA
court, judicial control has now also been created for electronic surveillance in
national security investigations, by requiring a warrant from the FISA court for
such surveillance.
The guidelines of the Attorney General concern an additional source of
regulation, which direct investigative policy. This does not concern a legally
enforceable level of regulation, but rather internal regulation in order to prevent
abuses of investigative power by the FBI. Guidelines have been created both for
the FBI’s criminal investigative authority and for its national security investi-
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gative authority. The latter has, however, not been dealt with because the precise
meaning and regulatory implications cannot be determined, as a consequence of
the largely classified character of these documents. The influence of the
guidelines for criminal investigations is, however, especially important for those
investigative activities that are not governed by the Fourth Amendment or by
Title III, namely those investigative activities which – considering the method
used, e.g. undercover operations – do not interfere with a reasonable expectation
of privacy. Thresholds have been established in order to regulate also these
investigative activities by requiring some factual basis and a nexus to criminal
activity. The possibility to initiate investigations in general has under the Smith
Guidelines been lowered to a standard allowing effective proactive investigation. Moreover, the guidelines are intended to prohibit investigative activities
into someone’s exercise of First Amendment rights.
It can be concluded that three different main schemes of regulation are
applicable to evidence gathering during the criminal investigation. The first one
is the scheme provided by the Fourth Amendment, applicable to all searches.
The second permits the use of electronic surveillance techniques to investigate
serious crimes under additional statutory requirements, whereas this statutory
scheme also aims to render the use of these techniques in compliance with the
Fourth Amendment. The third scheme concerns FISA. When the investigative
techniques in a national security investigation are used for the primary purpose
of gathering foreign intelligence information, but also information relevant for
criminal prosecution is discovered, this information can be transferred to the law
enforcement community for the purpose of prosecution. This latter scheme
permits the use of far-reaching methods without the usual requirements of either
the Fourth Amendment or Title III. Still, the regulation under FISA is deemed
not to violate the Fourth Amendment, because it is used for the primary purpose
of gathering foreign intelligence information, which may not include an
intention to also gather evidence for use in a criminal prosecution.
5.4 FINAL REMARKS
To facilitate the correct understanding of a shift in emphasis from reactive to
preventive in the criminal investigation as has been created since the events of
September 11, 2001 to combat terrorism and the implications of such a shift for
the system of criminal procedural law, this Chapter has framed the system of
criminal investigation for the United States. The system has been described by
an analysis of the elements that are part of the system in order to give effect to
the sword and to the shield objectives of criminal procedural law. A few
important observations need to be made before turning to the next Chapter,
where the measures will be described that have contributed to a general shift to
an anticipative criminal investigation of activities related to terrorism.

The System of Criminal Investigation in the United States

369

In the introductory Chapter it has been explained that the US Constitution
should be understood as placing restraints on the use of criminal procedural
powers. The Bill of Rights aims to protect the civil liberties of citizens, for
which reason some of the Amendments include specific limits on the
government’s use of criminal procedural power in order to protect citizens’
rights. The Fourth Amendment and the due process clauses of the Fifth and
Fourteenth Amendments regulate the criminal investigation. The Fourth Amendment affords direct regulation of the criminal investigation, by subjecting the use
of investigative techniques to particular conditions. The due process clauses of
the Fifth and Fourteenth Amendments are indirectly able to exert regulatory
influence on the criminal investigation when the information collected during
investigative activities is introduced during pre-trial procedures or trial
procedures. In that regard the Constitution seems to be a powerful source of
regulation for criminal investigation. However, as clearly follows from the
description given of the interpretation of the individual requirements of the
Fourth Amendment and the limited enforcement of due process during the
investigative phase, the constitutional interpretation has since the ‘due-process
revolution’ of the Warren Court been used to give law enforcement officers
sufficient leeway and discretion to effectively combat crime. The judiciary has
chosen a more deferential review in particular when it comes to the police’s
investigative activities with regard to complex structures of criminal organizations or when the protection of national security is involved.
Furthermore, the most important sources of regulation that have been
described cover only the use of intrusive investigative tools; those that violate
someone’s reasonable expectation of privacy and, consequently, are subject to
Fourth Amendment protection. The requirements of probable cause, obtaining
a warrant, particularity and reasonableness are only applicable to those
investigative techniques that constitute a search. Title III provides regulation for
electronic surveillance in criminal investigation and FISA for electronic
surveillance and physical search in national security investigations. All these
investigative techniques touch upon the interests that the Fourth Amendment
aims to protect. Other investigative activities only find internal regulation, for
example by rules for police or the prosecution’s conduct, or more importantly,
by means of the Attorney General Guidelines for the FBI’s investigative
activities.
The differences in the level of protection are, in the first place, based upon
a balancing between the interests protected by the Fourth Amendment and the
interests of powerfully investigating certain activities. Hence, the loosened
statutory scheme of FISA applies to national security investigations, whereas in
regular criminal investigations the Fourth Amendment is more strictly enforced
and surveillance shall be conducted in accordance with the more stringent
framework of Title III. Although the Fourth Amendment protects against any
unreasonable search or seizure on behalf of the government, a distinction has
been made between search and seizure for the purpose of evidence gathering and
for the purpose of intelligence gathering to protect national security. The latter
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still requires some Fourth Amendment protection; however, not on the same
level as required in the conventional criminal context. This distinction also
underlies the institutional separation between law enforcement and intelligence
agencies and the ‘wall’ that has been created between these agencies. This
means for the functioning of the FBI that the intelligence counterpart and law
enforcement counterpart operate separately and are each directed by a separate
set of guidelines.
It can be concluded that the regulation of the criminal investigative phase is
to a significant extent a consequence of the interpretation of the scope of the
Fourth Amendment and the meaning of its independent requirements, both for
conventional criminal investigations and for national security investigations.
The Court’s decisions that have provided for this Fourth Amendment interpretation have made the regulation of the criminal investigation a complex
entity, with many exceptions to protective requirements when particular
investigative activities are considered reasonable in the interest of crime control.
In addition, the notion of due process should cover the investigative phase.
However, the implications of due process are mainly limited to enforcement
after the closure of the investigative phase, because procedural due process aims
to protect the defense against use of evidence obtained by uncontrollable means.
Nevertheless, from this complex entity of regulation of criminal investigative
activities, three important general sources of regulation have been identified:
Fourth Amendment interpretation applicable to searches in conventional
criminal investigations, the statutory regulation of surveillance in a conventional
criminal investigation under Title III, and the statutory regulation of surveillance
and physical searches in national security investigations under FISA.
Furthermore, the Attorney General’s guidelines provide for an additional
internal source of regulation for the FBI’s investigative actions. The next
Chapter will, from this basic structure of the organization of criminal
investigation, describe the developments that have changed the nature of each
of these regulated areas, that have changed the relation between these sources
of regulation or that have blended previously distinguished areas. These
developments have together resulted in the creation of a system in which
prevention is the shared goal of criminal investigative activities in order to
protect the national security.

Chapter 6

Counterterrorism Measures Affecting Criminal
Investigation in the United States

6.1 INTRODUCTION
In response to the 9/11 attacks on the World Trade Center in New York City and
the Pentagon in Arlington, Virginia near Washington D.C., President Bush
started what he called the ‘war on terror.’ A wide variety of measures at home
and abroad were taken in order to prevent future terrorist attacks. The leading
principle for all these measures has been the ‘preventive paradigm,’ justifying
preventive military actions in Afghanistan and Iraq, the preventive detention of
terrorism suspects in Guantanamo Bay, coercive interrogation and preventive
investigation.1 The 9/11 attacks, being the first foreign attack on American soil
after Pearl Harbor in 1941, have had a tremendous influence on the American
people and raised the question whether the protection of civil liberties should be
traded in in return for an effective system of national security. People felt a
conflict between their highly esteemed civil liberties and security. Inquiries into
people’s willingness to give up some liberties in order for the government to
confront terrorism, made before and shortly after 9/11, show that people over a
short period of time have become much more willing to trade in some of their
liberties for that purpose after experiencing the terrorist attacks of 9/11 than they
were before.2
This societal and political climate has resulted in the adoption of many
measures that significantly expand the government’s power to investigate,
coerce citizens and engage in covert actions, all aimed at preventing the United
States from facing new terrorist attacks. The US government has directly stated
that all means at their disposal will be used to confront this threat. At the same
1

2

Cole and Lobel 2007, 1. As also emphasized by Attorney General Alberto Gonzales: “[p]revention
is the goal of all goals when it comes to terrorism because we simply cannot and will not wait for
these particular crimes to occur before taking action.” Alberto Gonzales, U.S. Attorney General,
Remarks at the World Affairs Council of Pittsburgh on ‘Stopping Terrorists Before They Strike:
The Justice Department's Power of Prevention’ (August 16 2006), available at: <www.justice.gov/
archive/ag/speeches/2006/ag_speech_060816.html> (accessed 30 August 2011).
The moments of inquiry were April 1995, May 1995, August 1996, September 2001 and JanuaryMarch 2002. In September 2001 66% of interviewees were “willing to give up liberties in order to
crack down on terrorism,” whereas before 9/11 this percentage varied between 52 and 59%. The
inquiry between January and March 2002 showed that 78% considered themselves to be “more
willing to give up certain freedoms to improve safety and security” than before 9/11. Etzioni 2004,
18.
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time President Bush and Attorney General Ashcroft have claimed that the
United States has never permitted and will not permit that American values fall
victim to terrorism.3 However, security and liberty were seen as contradicting
concepts, which need to be balanced at the cost of liberty during dangerous
times.4 In response, many referred to the warning of Benjamin Franklin, one of
the ‘founding fathers’ of the United States: “those who would give up essential
liberty to purchase a little temporary safety deserve neither liberty nor safety.”5
In the post-9/11 era, the Bush Administration took many counterterrorism
measures that touch upon the individual liberties of American citizens, which
were justified by the preventive paradigm. Obama campaigned against certain
aspects of the counterterrorism strategy adopted under the Bush Administration.6
However, so far, his Presidency has been more a continuity than a change with
regard to the counterterrorism policy, in particular with regard to the counterterrorism measures addressed in this book.7
6.1.1 Counterterrorism Measures under the Preventive Paradigm
Although the indefinite preventive detention of terrorism suspects without any
form of hearing, the use of the material witness statute to detain suspects instead
of witnesses, and the enhanced interrogation of persons (arguably constituting
‘torture’) that has been justified as a method to obtain information vital to the
prevention of terrorist attacks may concern the most discussed aspects of ‘the
war on terror’ and are also clearly controversial under the rule of law, this
Chapter will not deal with these aspects of the US counterterrorism strategy.
This project deals with the anticipative criminal investigation,8 which covers the
pre-arrest phase, specifically targeting the covert investigation phase by means
of, in particular, surveillance techniques. The definition of anticipative criminal
investigation – as provided in Chapter 1 – excludes also the arrest and forms of
illegal arrest, such as rendition, from the assessment.
At home, the enabling of a system of anticipative investigation has been the
most important consequence of the preventive paradigm to enhance protection

3

4
5
6
7

8

E.g.: Testimony of Attorney General John Ashcroft before the House Committee on the Judiciary,
24 September 2001: “We were attacked for our nation’s values. We will not allow our values to
become victims. The Justice Department will never waiver in our defense of the Constitution nor
relent our defense of civil rights.” See also: Dinh 2002, 401.
Compare e.g. Judge Richard Posner. See: Donohue 2008, 4.
O’Harrow Jr 2002, 18.
See e.g.: Position paper Barack Obama 2008.
Nevertheless, in some other aspects the Obama Administration’s approach towards countering
terrorism did constitute a change: the enhanced interrogation techniques adopted under Bush have
been condemned, the Iraq policy substantially changed and, instead of strongly relying on the
‘executive power’, Obama seeks Congressional approval for his policy. Despite his efforts to seek
a solution for the Guantanamo Bay detainees, Obama has not yet succeeded in closing Guantanamo
Bay.
Defined in Chapter 1 as investigative activities that are aimed at the prevention of terrorism by
intercepting their planning and resulting in the collection of information that may be used in
criminal proceedings. See Chapter 1, Section 1.4.
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against terrorism. The government considered it necessary for the prevention of
a terrorist attack to be able to keep track of what persons are doing before
evidence is present that they are engaging in criminal activity.9 Many amendments to the law, an enhanced role for the FBI as the leading investigative
agency and bureaucratic changes facilitating the sharing of information have
resulted in proactive investigative activities with the help of intrusive techniques
in order to strengthen the information position of law enforcement agencies to
take action when this is needed to prevent a terrorist crime. The facilitation of
anticipative investigation for the purpose of prevention has been realized
through a wide variety of measures that have affected different agencies and
areas.
The ‘National Commission on Terrorist Attacks upon the United States’
indicated four main reasons for the failure to prevent 9/11: “imagination, policy,
capabilities, and management.”10 These identified failures touched upon all
aspects of the government’s law enforcement and intelligence efforts and have
triggered a variety of measures concerning changes to the law, changes of policy
and changes to the bureaucratic organization.11
At the basis of enabling an anticipative investigation was the widespread
belief, already directly after 9/11, that failing to prevent the attacks and to
intercept their planning was to be attributed to the intelligence agencies not
having access to essential legal tools. At the same time, the Department of
Justice lacked sufficient investigative powers to intercept this planning.12 It was
questioned whether the restraints following from the Fourth Amendment
contributed to the incapability to intercept the planning of terrorist crimes. This
fear has resulted in rhetorical proclamations such as, in the words of Justice
Jackson, that “the Constitution is not a suicide-pact.”13
The ‘National Commission on Terrorist Attacks upon the United States’
endorsed these issues as aspects of improvement to prevent future terrorist
attacks. The Commission urged the FBI to “more fully institutionalize” the
“Bureau’s shift to a preventive counterterrorism posture.”14 Only in that way
could the FBI overcome criticism that is was too “backward-looking” as an
agency primarily focused on law enforcement and evidence gathering in reaction
to already committed federal crimes.15 Furthermore, in particular ‘the wall’
between law enforcement agencies and intelligence agencies, developed after
9
10
11
12
13
14
15

Cole and Lobel 2007, 30 and 31. See also: Dycus et al. 2007A, 83-86 and White 2004, 7 and 14.
Report of the National Commission on Terrorist Attacks upon the United States 2004, 339. For an
explanation of these four failures see Ibid. 339-360.
Report of the National Commission on Terrorist Attacks upon the United States 2004, 399-428.
For an overview of the measures taken to implement the recommendations of the 9/11 Commission Report: Progress Report 2011, 3-6 and 9-10.
Schulhofer 2005, 14-15
Terminiello v. City of Chicago, 337 U.S. 1, 69 S.Ct. 894 (1949), dissenting opinion of Justice
Jackson joined by Justice Burton, 911. Recently Judge Richard Posner breathed new life into this
phrase by using it in the context of counterterrorism policy: Posner 2006.
Report of the National Commission on Terrorist Attacks upon the United States 2004, 425.
Cole and Lobel 2007, 12 and Report of the Office of the Inspector General 2003, The Federal
Bureau of Investigation’s Efforts to Improve the Sharing of Intelligence and Other Information, ii.
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the FISA enactment, was blamed for having obstructed cooperation and essential
information exchange.
In the light of these assumptions and the very apparent fear in the nation of
this new terrorist threat, a shift to the preventive investigation of terrorist
activities has been instigated by enhancing both the capacities of conventional
criminal investigation and national security investigations as well as increasing
the interaction between both areas and introducing aggressive intelligence
investigative tools. The first and most drastic step toward realizing this shift was
taken directly after 9/11 by the enactment of the USA PATRIOT Act of October
26, 2001.16 After the PATRIOT Act, other legislative action and policy measures
gave further effect to the strategy of combining forces in order to be able to
“prevent acts of terrorism on American soil”. In the latest ‘National Security
Strategy’ of May 2010 President Obama again stated that “we must enlist all of
our intelligence, law enforcement, and homeland security capabilities.”17
6.1.2 The Shift to Anticipative Criminal Investigation
As said, the shift to anticipative investigation has been jointly realized through
a variety of measures and developments. As the subject is further demarked to
anticipative criminal investigation, only those anticipative investigative activities that gather information which may, immediately or subsequently, be used
in criminal proceedings are included. The current section will briefly elaborate
on the developments underlying the shift to anticipative criminal investigation.
In the first place, the provisions of the USA PATRIOT Act that enhance
investigative capacities and promote cooperation and sharing between different
agencies will concern an important component of analysis. The drafting of the
USA PATRIOT Act started only 8 days after 9/11 and was rushed through
Congress. The House of Representatives voted by 357 votes to 66 in favor of the
Act, which, subsequently, passed through the Senate by 98 votes to 1.18 President
Bush signed the PATRIOT Act into law on October 26, 2001, only seven weeks
after the attacks.19 Other legislative measures have since followed, including the
Reauthorization and Improvement Acts of the 2001 PATRIOT Act.
Attorney General John Ashcroft stated that the USA PATRIOT Act
“provides the security that ensures liberty.” According to Ashcroft, the Act fills
the gaps that had previously hindered the optimal investigation of terrorism by
adjusting the law to modern technology and enhancing cooperation between the
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The full name of this Act is: Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act of 2001; USA PATRIOT Act, October 26, 2001,
107 Pub. L. No. 56, 115 Stat. 272, (2001) Enacted H.R. 3162; 107 Enacted H.R. 3162.
National Security Strategy, May 2010. Available at: <www.whitehouse.gov/sites/default/files/
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Vervaele 2005, 207.
The USA PATRIOT Act makes amendments to criminal law as well as to the national security law
on a federal level. Many states implemented the USA PATRIOT Act on a state level through
Fellow Patriot Acts, although some states were reluctant to adopt all the provisions of the federal
Act due to concerns about the compatibility with civil rights. Vervaele 2005, 207.
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different participants in the investigative field.20 His goal was to enable a system
to confront terrorism by proactive action for the purpose of prevention. Critics
reject many of the provisions of the Act because they believe that it enhances the
Government’s search and surveillance authorities towards US citizens at the
expense of civil liberties and at the expense of checks and balances on the
Government’s investigative powers.21
Under Title II – “Enhanced Surveillance Procedures” – the Act deals with the
enhancement of possibilities for law enforcement as well as intelligence officials
in the proactive stage, in order to establish a system of terrorism prevention
instead of going after the perpetrators after the crimes have been committed.22
The amendments of the USA PATRIOT Act are twofold: some of them amend
FISA and deal with foreign intelligence investigations, while others amend
U.S.C. Title 18 (Title III) or the Federal Rules of Criminal Procedure and deal
with conventional criminal investigations. At the same time, the strict separation
of these two separate regimes has decreased or, as will be discussed, may also
have been even abandoned. Although the primary goal of the PATRIOT Act was
to enable a system that can effectively prevent terrorism, many of the PATRIOT
Act’s amendments are not limited to investigations into terrorism, but are
applicable in any criminal investigation.
The USA PATRIOT Act was the first and most dramatic step, but there are
many other developments that have increased the capability of the US
government to act for preventive purposes by investigative means, developments
which are not limited to legislative action only. The transformation of the FBI
has and is being realized to a large extent by changes in internal policy, such as
the issuance of new Guidelines by the Attorney General that govern the investigative activities of the FBI. These new guidelines have reformulated the investigative priorities of the FBI and have sought the borders of the investigative
discretion attributed to the FBI in order to enable the most aggressive
anticipative investigation possible. The implications of more aggressive law
enforcement and the introduction of classified materials obtained under FISA
in domestic terrorism cases have become visible in the prosecutions that have
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Sidel 2004, 10. Citing from: Attorney General Ashcroft, “Attorney General Ashcroft Speaks about
the Patriot Act” (prepared remarks, Boise, Idaho, August 25, 2003).
E.g. the American Civil Liberties Union (ACLU), see Sidel 2004, 10.
USA PATRIOT Act of October 26 2001 and Hitz 2002, 772. Except for the provisions that are
dealt with in this Chapter, the USA PATRIOT Act also provides for stricter immigration laws
(under Title IV of the Act), such as the refusal of entry into the US for any immigrant who
supports terrorism through, for example, speech or writing and the removal of immigrants upon
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the Act. Furthermore, the Act grants authority to the Attorney General to detain aliens charged
with a criminal or immigration violation when that individual is involved in terrorist activities or
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term ‘domestic terrorism’ and some terrorism offences (Title VIII of the Act) and provides for
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occurred in the post-9/11 era. A trend allowing for a more preventive focus in
the investigative phase may also be derived from the constitutional interpretation
of the Fourth Amendment requirements of post-9/11 decisions of the federal
courts and the Supreme Court. Furthermore, Congress has passed other acts that
have either amended the 2001 PATRIOT Act provisions or further enhanced
preventive investigative activities. Relevant amendments include provisions of
the Intelligence Reform and Terrorism Prevention Act of 2004, the USA
PATRIOT Act Reauthorization and Improvement Acts of 2005 and 2006, the
Protect America Act of 2007 and the FISA Amendment Act of 2008.
Lastly, this Chapter needs to deal with investigative activities outside the
scope of conventional law enforcement or FISA: the ‘Terrorist Surveillance
Program’, which concerns NSA surveillance in its original form exclusively
conducted on the basis of Executive authority,23 and the warrantless issuance of
National Security Letters. The latter does not concern a new investigative power.
However, the frequency of using this warrantless investigative tool has exploded
since 9/11. The information obtained also through these investigative tools may,
due to sharing obligations, become part of criminal proceedings.
To conclude, it must be noted that the shift to anticipative investigation is not
a revolutionary change. Rather, expanding law enforcement and intelligence
powers and using them for a preventive purpose is an evolution, which has been
accelerated in the post-9/11 era. Prior to the events of 9/11 the government had
already repeatedly sought to expand its investigative powers. This resulted in the
adoption of various Acts expanding the government’s investigative powers, such
as the Counterintelligence and Security Enhancements Act of 1994 and the
relaxing of the standards for roving surveillance under Title III in order to adjust
law enforcement techniques to technological developments.24 Also many of the
provisions of the PATRIOT Act were proposed prior to 9/11. However, only
after the devastating confrontation with the threat coming from international
terrorism was Congress willing to adopt also these provisions.
6.1.3 Goals of the Chapter
Chapter 5 has identified three different regulatory schemes: 1) the almost purely
reactive investigation in conventional criminal law regulated by traditional
Fourth Amendment law (upon probable cause that a crime has been, is being or
will be committed); 2) Title III investigation in conventional criminal law under
Fourth Amendment law and additional statutory regulations, but with the
possibility and the inclusion of exceptions to enable the proactive investigation
of organized crime; 3) national security investigations regulated through a
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Since the FISA Amendments Act of 2008 a FISA Court order is required for the surveillance
authorities that were previously authorized without a warrant under the Terrorist Surveillance
Program.
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weaker form of Fourth Amendment protection provided in a significantly
different statutory scheme (FISA) and conducted on behalf of the intelligence
community for the purpose of the proactive investigation of national security
threats. In addition, guidelines issued by the Attorney General provide, on an
internal informal level, for the regulation of the FBI’s authority to investigate.
This Chapter will aim to frame the shift in the system of criminal investigation
from reaction to prevention as it has taken shape in particular since the terrorist
attacks of 9/11, 2001. The changes that will be dealt with in this Chapter will
demonstrate that: 1) the possibilities to act proactively in conventional criminal
law are widened; 2) the investigative means under FISA have been expanded and
3) they may now be used to gather evidence for a criminal prosecution; and 4)
far-reaching investigative powers of the intelligence community, (originally)
solely on behalf of the executive, have been created, which also affect the ‘sword’
capacity of a criminal investigation without creating the restraints in observing
the Fourth Amendment. Together these developments will demonstrate the shift
in the system of US criminal investigation from a primarily reactive system, with
some exceptions to enable proactive investigation, to a system in which
anticipative investigation has become the tool for the prevention of criminal acts,
especially of terrorism.
6.2 CHANGES AFFECTING SEARCH AND SURVEILLANCE IN THE
CONVENTIONAL LAW ENFORCEMENT CONTEXT
This section will be further divided into three different sub-sections in order to
categorize the changes that have jointly resulted in a shift to prevention by the
use of search and surveillance powers in the conventional law enforcement
context. The first category concerns the legislative measures, the relevant
provisions of the PATRIOT Act of 2001 and sometimes their later amendments,
which have enhanced the surveillance capacities under Title III and, in one case,
the physical search capacities as to their regulation under Rule 41 of the Federal
Rules of Criminal Procedure. The second category concerns the case law of the
post-9/11 era pointing to a watering down of Fourth Amendment requirements
in cases where an interest in protecting national security or preventing terrorism
was also at stake. The last and third subsection will focus on other developments
that have enhanced the proactive investigative activities of law enforcement
agencies.
6.2.1 Legislative Measures
The enactment of the USA PATRIOT Act of 2001 (as amended) has contributed
to enhancing proactive investigative possibilities in the criminal law enforcement context. Title II – “Enhanced Surveillance Procedures” – of the USA
PATRIOT Act of 2001 deals with both measures affecting search and surveillance in the law enforcement context and measures affecting FISA. This section
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will be limited to those changes that affect powers in the conventional criminal
context: Title III. Each relevant amendment will be briefly described in the
numerical order of the provisions of the PATRIOT Act.
6.2.1.1 Broadening the Scope of Title III
The first two sections of Title II (sections 201 and 202) add crimes to the crimes
enumerated in 18 U.S.C. § 2516(1)(q) for which Title III surveillance is
permitted. These newly added crimes under section 201 concern specific terrorist
crimes and crimes related to chemical weapons. Section 202 adds felonies
relating to mail and computer fraud and abuse to the crimes for which Title III
surveillance may be authorized. These amendments have broadened the scope of
Title III surveillance to certain other categories of serious crimes, especially in
order to cover the applicability of Title III surveillance to all terrorist crimes.
6.2.1.2 Emergency Disclosure
Section 212 of the PATRIOT Act provides for the possibility of emergency
disclosure by adding as an exception to the prohibition on the disclosure of
communications by service providers (as provided in section 18 U.S.C. § 2702)
“if the provider reasonably believes that an emergency involving immediate
danger of death or serious physical injury to any person requires disclosure of
the information without delay.” This exception has been added so as not to
prohibit service providers from disclosure when such disclosure may save lives.
The USA PATRIOT Improvement and Reauthorization Act of 2005 has added
enhanced congressional oversight on such emergency disclosures.25
6.2.1.3 Delayed Notice Warrant
Section 213 of the 2001 PATRIOT Act has created a statutory basis to conduct
‘sneak-and-peak searches.’ This may be considered as the most far-reaching
amendment by the USA PATRIOT Act in the context of conventional law
enforcement. Notification before the execution of the (physical) search warrant
has been the rule, only to be deviated from in exceptional circumstances, such
as the risk of the destruction of evidence or an imminent danger to police
officers or others. Nevertheless, in conventional criminal practice the issuing of
search warrants permitting for delayed notice had already been introduced as an
investigative tool, on an exceptional basis, particularly in organized crime investigations.26 A delayed notice search allows a physical or virtual search (other
than surveillance under Title III) of someone’s property, including entering their
home or business premises, whereas the government need not leave evidence or

25
26

Public Law 109-177, 109th Congress, section 107(a).
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notification that it has conducted the search.27 These searches are typically
aimed at observing or copying evidence without the seizure of any tangible
evidence. Normally, such searches are – save for some exceptions – rendered
unreasonable because of the risk of ‘fishing expeditions’ and the consequences
for the privacy of the people involved. The knock-and-announce requirement
has been introduced to secure notice before entry and was considered as an
important element to render a search reasonable.28 The PATRIOT Act adds a
paragraph to § 3103a of Title 18 concerning additional grounds for the issuing of
a warrant for searches and seizures. Before this, there was no general statutory
ground for this exception to the Fourth Amendment regular warrant requirements
as specified in Rule 41 of the Rules of Federal Criminal Procedure.29 Only in the
case law and in rare situations had exceptions been accepted.
Three requirements are formulated that the court shall observe when issuing
a warrant that allows for a delayed notice. In the first place, the PATRIOT Act
requires that the court issuing the delayed notice warrant establishes the
presence of a “reasonable cause to believe that providing immediate notification
of the execution of the warrant may have an adverse result.” What an ‘adverse
result’ entails is defined in § 2705 (part of the 1986 Electronic Communications
Privacy Act).30 This section already gave a definition of this concept, in the light
of the already existing delayed notice exception for the disclosure of the
contents of stored wire or electronic communications by a provider or remote
computing service. It defines an adverse result as: “(a) endangering the life or
physical safety of an individual; (b) flight from prosecution; (c) destruction of
or tampering with evidence; (d) intimidation of potential witnesses; or (e)
otherwise seriously jeopardizing an investigation or unduly delaying a trial.”31
The latter gives law enforcement officers a rather broad discretion to conduct
sneak-and-peak searches and can be considered to undermine the otherwise
strictly circumscribed notification requirement.32 However, since the adoption
of the USA PATRIOT Act Improvement and Reauthorization Act of 2005 the
ground of “unduly delaying a trial” can no longer constitute the single ground
for a delayed notice.33
Secondly, the warrant shall include a requirement prohibiting the seizure of
“any tangible property, any wire or electronic communication (...), any stored
wire or electronic information, except where the court finds reasonable necessity
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Mart 2008, 481.
Notwithstanding the fact that the Supreme Court has rescinded the consequences of violations of
the knock-and-announce rule in Hudson v. Michigan (2006) (See Chapter 5, Section 5.3.2.1.4). See
also: Donohue 2008, 235.
Although a delayed notice was already included in the 1986 Electronic Communications Privacy
Act and was also accepted under certain conditions by the Courts of the Ninth, Second and Fourth
Circuit. See: Donohue 2008, 235 and Duncan Jr 2004, 12-24.
USA PATRIOT Act, sec. 213(2)(b)(1).
18 U.S.C. § 2705(a)(2) (Electronic Communications Privacy Act of 1986).
Cole and Dempsey 2006, 210.
Section 114(a), USA PATRIOT Improvement and Reauthorization Act of 2005.
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for the seizure.”34 This seems to be an important restriction, which is, however,
followed by a broad exception: when the court finds a reasonable necessity for
the seizure, the seizure can be allowed. As a result, not only is a delayed notice
for a sneak-and-peek search, that is the search and seizure of ‘intangible’
evidence, e.g. by copying hard disks or photographing the contraband, allowed
under this section, but, under some circumstances, a delayed notice for the
seizure of tangible evidence is permitted as well.35
As a third requirement, the warrant shall provide “for the giving of such
notice within a reasonable period of its execution, which period may thereafter
be extended by the court for good cause shown.”36 The person owning the
property searched must be given the delayed notice within ‘a reasonable period’
to be determined by the court. To give some guidance as to the length of a
reasonable period, the Justice Department had indicated that 90 days could be
considered as reasonable.37
The USA PATRIOT Improvement and Reauthorization Act of 2005 also
included a specific limitation on the length of the delay by requiring the “giving
of such notice within a reasonable period not to exceed 30 days after the date of
its execution, or on a later certain date if the facts of the case justify a longer
period.” The court may allow extensions by “good cause shown” and “each
additional delay should be limited to 90 days or less, unless the facts of the case
justify a longer period of delay.”38 Moreover, the USA PATRIOT Improvement
and Reauthorization Act of 2006 included enhanced oversight for delayed notice
searches. The judges issuing such warrants shall now report to the Administrative Office of the Court not later than 30 days after issuance whether an
application has been made, whether it was granted, modified or denied, the
duration of the delay, any applicable extensions and the criminal offense in
question. The same information shall be submitted to Congress in order to
enable also more substantive Congressional oversight.39
It can be concluded that section 213 of the PATRIOT Act provides for a
rather broad and vague delayed notice exception to the Fourth Amendment
warrant requirement through applying this ‘adverse result’ requirement,
especially by including in the definition “seriously jeopardizing the investigation” or “unduly delaying a trial.” Moreover, this section of the PATRIOT Act
does not limit its applicability to terrorism investigations, but makes it applicable in any criminal investigation. The USA PATRIOT Improvement and
Reauthorization Act of 2005 has narrowed the conditions for the delayed notice
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USA PATRIOT Act, sec. 203(2)(b)(2).
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provision by placing limitations on the period for which the notice may be
delayed. Nonetheless, the grounds upon which a delayed notice can be granted
remain rather broad.
6.2.1.4 Pen Registers and Trap and Trace Devices
Section 216 of the PATRIOT Act amends Chapter 206 of Title 18 of the United
States Code that regulates the use of pen registers and trap and trace devices. In
conventional criminal law, such an authorization already depends on a much less
stringent standard than the normal probable cause standard, namely a mere
showing of relevance to an ongoing criminal investigation, because the use of
these investigative tools does not violate someone’s reasonable expectation of
privacy as to the contents of communications. The PATRIOT Act broadens the
definition of the information that can be intercepted by pen registers and trap
and trace devices by including the “routing, addressing, and signaling information” in the definition of pen register.40 Before the PATRIOT Act amendments,
the definition of pen registers limited its use to information relating to telephone
numbers,41 while the information intercepted by trap and trace devices could
include “incoming electronic or other impulses which identify the originating
number of an instrument or device from which a wire or electronic
communication was transmitted.”42 The latter was held to include telephone data
as well as analogous information of Internet communications, which made trap
and trace devices – thus – already broader in scope than pen registers.43 Now,
the scope of both pen registers and trap and trace devices has been extended to
dialing, routing, addressing, and signaling information.44 The amendments
explicitly provide that the information shall not include the contents of any
communication. Although the use of pen registers and trap and trace devices
remains limited to data and the changes seem, at first sight, a logical adjustment
to modern techniques and communication methods, the applicability to different
types of information, such as routing information for e-mail (including the
addressees of the e-mail and the size of the e-mail), web surfing and internet
search terms has raised significant privacy concerns, because it can reveal much
more about the identity of the user and the subject-matter of the communications.45
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USA PATRIOT Act, sec. 216(c)(2).
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6.2.1.5 Consensual Monitoring
Section 217 of the PATRIOT Act adds the definitions of a “protected computer”
and “computer trespasser” to § 2510 of Title III.46 This section provides for a
statutory solution to a gap in the existing law with respect to tracing computer
hackers. Section 217 allows the surveillance of communications by an
unauthorized user who accesses a protected computer, because the person in
question does not have a reasonable expectation of privacy as a trespasser
(consensual monitoring). The unauthorized user shall not have a contractual
relationship with the owner of the computer for accessing the computer. Furthermore, the owner of the protected computer shall authorize the interception of the
trespasser’s communications and the investigator shall have reasonable grounds
to believe that the contents of the communications will be relevant to the
investigation.47 No judicial oversight is required for this type of surveillance,
because surveillance with the consent of one of the parties to the communications is generally allowed in conventional criminal investigations. The section
was enacted for the purpose of preventing terrorism and was supposed to last
until December 31, 2005 in the expectation that the terrorist threat at that time
would be diminished or would have disappeared. This provision was repealed
in the USA PATRIOT Improvement and Reauthorization Act of 2005 making
section 217 permanent. It was argued that because the threat is still present and
because the section has also turned out to be very useful in ordinary computer
hacking cases, this amendment should continue to exist. Nevertheless, the
Department of Justice has declared that the authorities of section 217 have also
been used on several occasions for the purpose of identifying and dismantling
terrorist networks.48
6.2.1.6 Nationwide Applicability of Search Warrants
Lastly, the PATRIOT Act of 2001 has created nationwide applicability for
search warrants. Section 219 amends Rule 41(b) of the Federal Rules of
Criminal Procedure, by adding that a federal magistrate judge in any district has
the authority to issue a warrant “in an investigation of domestic terrorism or
international terrorism (...) in which activities related to the terrorism may have
occurred, for a search of property or for a person within or outside the district.”49
Section 216(b)(1), likewise, provides for the authorization of pen registers and
trap and trace devices with nationwide reach and section 220 provides for the
nationwide application of search warrants for electronic evidence stored at
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internet service providers in another district. The nationwide applicability of pen
registers, trap and trace devices and search warrants for electronic evidence
(section 216(c) and 220) is not limited to investigations into domestic or
international terrorism. The necessity for nationwide applicability is much
higher for wired and electronic communications due to the easy transmission
beyond district borders than for search warrants. Through the PATRIOT Act
amendments, it is also possible for federal officers to apply for a pen register or
trap and trace device for one suspect anywhere in the United States, irrespective
of the communication device used by the suspect, which was not permitted
under conventional criminal law and neither under FISA. As a result, it is no
longer required to apply for a new order every time the investigation leads to
another jurisdiction.
All three sections recognize, as a threshold, that the activities or offenses
should have been (partly) committed in the district were the court issues the
order. Furthermore, the nationwide applicability of search warrants (section 219)
is limited to terrorism investigations. The reason for adopting this amendment
has been to enable a system without unnecessary delays in investigating terrorist
networks. According to the government, this could be realized by the possibility
to obtain a single search warrant in one district, where terrorism activities have
occurred, that is applicable in multiple places in different districts at the same
time.50
6.2.2 Developments in Case Law
Also in the case law of the post-9/11 era a trend can be identified allowing for
reasoning in favor of expedient and efficient law enforcement by watering down
Fourth Amendment restraints or expanding doctrinal exceptions to Fourth
Amendment requirements. The requirement of probable cause has been loosened
because of national security arguments, warrantless searches have been
considered reasonable in situations involving threats to national security and the
special needs doctrine has been expanded so as to be applicable to searches and
seizures for the purpose of terrorism prevention.
The Warren Court already made the first step towards diminishing probable
cause as a necessary requirement to render a search reasonable when confronted
with societal upheaval as a consequence of the racial riots at the end of the
1960s.51 By deciding Terry v. Ohio in 1968 the Court adopted a narrow
exception to the probable cause requirement by allowing frisking upon a
reasonable suspicion of criminal activity in the presence of an imminent
danger.52 The so-called Terry stop and frisk was reasonable when “the officer's
action was justified at its inception, and [when] it was reasonably related in
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scope to the circumstances which justified the interference in the first place.”53
The Court allowed this Fourth Amendment intrusion of frisking without a
warrant or probable cause only “[w]hen an officer is justified in believing that
the individual whose suspicious behavior he is investigating at close range is
armed and presently dangerous to the officer or to others,” which is a reason that
goes beyond the governmental interest in investigating crime.54 Since Terry v.
Ohio, the rather narrowly defined Terry stop and frisk has been slightly extended
to remain a practical investigative tool for law enforcement officers in new
exigent situations. Stopping and frisking upon reasonable suspicion may now
include handcuffing and taking the suspect into custody, which falls short of
constituting an arrest, for the purpose of further investigating once a law
enforcement officer feels the need to investigate potential suspects in the
presence of a reasonable suspicion that criminal activity is afoot.55 The courts’
expansion of Terry authorities has usually been a consequence of an increased
focus on effective crime control due to contemporaneous societal concerns,
which started with the racial riots of the late 1960s, to the ‘war on drugs’ of the
1980s and the threat of terrorism since 9/11. The latter has now been used as the
decisive consideration for accepting the stopping of a vehicle.
In United States v. Ramos (2010)56 an inspector of the Massachusetts Bay
Transit Authority (MBTA) observed a van with passengers having, in her
opinion, a ‘Middle Eastern’ appearance. The van was parked at a place where
commuters almost always left their cars, it had a Texas license plate and tinted
windows. These circumstances were a sufficient reason for the inspector to call
the police, who upon their arrival observed the same circumstances. It was feared
that the men intended to commit a terrorist attack with explosives. On the basis
of these circumstances, the police opened the door of the van and ordered the
passengers to get out. It turned out that the passengers were illegal Brazilians. In
court the defendants claimed that their Fourth Amendment rights had been
violated as the police did not have a reasonable, articulable suspicion to stop the
vehicle. Addressing the case at first instance (2008), District Judge Wolf held that
“in the instant case, common sense indicated that the conduct in question was
occurring at a public transportation facility which, as the then recent Madrid
bombing suggested, might be a particularly attractive target for a terrorist
attack.”57 “A series of acts, each of them perhaps innocent if viewed separately”
may, “taken together”, warrant “further investigation.”58 Furthermore, “the
gravity of the potential danger being addressed is one of the totality of the
circumstances to be considered” when determining whether the stop was
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reasonable.59 Judge Wolf continued by stating that “[a]lthough the courts must be
vigilant and rigorous in preventing 9/11 from being casually or carelessly used
as an excuse for ignoring the requirements of the Fourth Amendment, common
sense compels the conclusion that in certain circumstances, including those
involved in the instant case, conduct that arguably might not have been
sufficiently threatening to justify a brief investigatory stop in an earlier era may
be reasonable in a nation that experienced a terrible terrorist attack only several
years before.”60 The First Circuit Court upheld this decision on appeal, although,
other than the District Court, it focused particularly on the question whether the
particular circumstances were sufficient to establish a ‘reasonable suspicion that
criminal activity was afoot.’ Nevertheless, the First Circuit Court similarly
attached decisive weight to the specific context of a terrorist threat in order to
reach the conclusion that a reasonable suspicion was present. Because of the
‘Middle Eastern’ appearance of the occupants of the car and taking into account
the contextual circumstances that “[t]he location involved was a major urban
transit system, the threat was highly timely, the risk involved many lives, and the
concern about terrorism was intense,” the ‘Terry stop’ was reasonable under the
totality of circumstances test.61
The interest of preventing terrorism thus had a decisive weight in establishing
a reasonable suspicion required to justify a Terry stop, whereas the remaining
circumstances would have been insufficient to hold a Terry stop reasonable under
the Fourth Amendment in the absence of a terrorist threat.
Furthermore, the New York District Court has used the interest of preventing
terrorism by expanding the special needs doctrine.62 Macwade v. Kelly (2006)63
concerned the alleged violation of the Fourth Amendment by New York City’s
program of random, suspicionless subway baggage searches. The court,
applying the special needs doctrine by assessing the factors set out in Illinois v.
Lidster (2004),64 decided as follows: “the special needs doctrine may apply
where, as here, the subject of a search possesses a full privacy expectation.
Further, we hold that preventing a terrorist attack on the subway is a “special
need” within the meaning of the doctrine. Finally, we hold that the search
program is reasonable because it serves a paramount government interest and,
under the circumstances, is narrowly tailored and sufficiently effective.” The
special needs doctrine is used to create exceptions to regular constitutional
restraint. The circumstances of the case constituting such a special need justify
search and seizure without a warrant and without probable cause. In Macwade
the special needs doctrine was expanded to include random searches of bags on
the NY subway, as the protection against the possibility that bags contain
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explosives trumps the regular constitutional restraints. Whereas the special
needs doctrine was previously limited to suspicionless searches of cars near the
Mexican border to confront illegal immigration, highway alcohol checkpoints,
checkpoints to gather information and the drug testing of student athletes, now
the ‘prevention of terrorism’ has been accepted as a valid reason to invoke the
special needs doctrine.65
Lastly, the U.S. Court of Appeals of the Second Circuit Court has In re Terrorist
Bombings of U.S. Embassies in East Africa (2008)66 (also referred to as the
Kenya case) excluded the Fourth Amendment warrant requirement from
searches of US citizens by US agents conducted abroad. According to the court
“such searches of U.S. citizens need only satisfy the Fourth Amendment’s
requirement of reasonableness.”67 The search of the defendant’s Nairobi home
and the electronic surveillance of the defendant’s Kenyan telephone lines were
reasonable, because “the searches’ intrusion on [defendant’s] privacy was
outweighed by the Government’s manifest need to monitor his activities as an
operative of al Qaeda because of the extreme threat al Qaeda presented, and
continues to present, to national security.”68 Furthermore, “[b]ecause the surveillance of suspected al Qaeda operatives must be sustained and thorough in order
to be effective, we cannot conclude that the scope of the government’s electronic
surveillance was overbroad. While the intrusion on El-Hage’s privacy was great,
the need for the government to so intrude was even greater.”69
More in general, the courts are inclined to focus more on the interest of efficient
and expeditious law enforcement in times of increased societal unrest or fear,
which has clearly been the case in the post-9/11 era, as a consequence of the
confrontation with the devastating crimes of terrorism on US soil. Not only the
measures on behalf of the legislature and the executive are influenced by a
climate of fear, but also the judicial branch is sensitive to such circumstances.
Although it is the task of the judiciary to provide consistency and to slow down
too rapid legal changes as the watchdog of constitutional values, the judiciary
has never been insensitive to such societal circumstances asking for more power
for law enforcement. In addition, it is also the task of the judiciary to explain the
law in the light of current circumstances within constitutional parameters. Such
a more general trend seems, for example, to follow from two Supreme Court

65
66

67
68
69

Crocker 2008, 248.
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cases in 2006. Although the main issue in these cases was not whether or not
probable cause could be established, the Court dealt with situations where
probable cause would normally have been required, but explained the standard
to be applied in similar terms as reasonable suspicion. In both Georgia v.
Randolph70 and Brigham City v. Stuart,71 the Supreme Court allowed, also in
cases where the ‘special needs exception’ cannot be applied, the standard of a
“reason to believe”, which is normally used to describe a reasonable suspicion
and not probable cause.72 The Court stated in Georgia v. Randolph (a case
primarily dealing with the question whether the warrantless search of a home
was permissible with the consent of a co-occupant, whereas the occupant in
question refused to consent to the search) that the police can enter a house when
they have “good reason to believe” that someone needs to be protected against
domestic violence.73 In Brigham City v. Stuart this standard of an “objectively
reasonable basis for believing” could justify a warrantless entry by officers after
they observed through the screen door that someone was being and may
continue to be assaulted. This standard could apply regardless of whether the
subjective motive of the police was to gather evidence or to render emergency
aid, but was objectively justified because of “compelling law enforcement
needs.”74 These cases are examples of cases where the Court focuses on the
reasonableness of the search rather than on the importance of the presence of
probable cause or a valid warrant.75 As a consequence, not only the warrant
requirement but also the central position of the probable cause requirement for
the reasonableness of a search or seizure is diminished. Again, the interest of
efficient law enforcement to enhance security has been used as an argument to
water down and diminish the protective meaning of probable cause.76
6.2.3 Other Developments Enhancing Proactive Capacities of Law
Enforcement Agencies
On a lower level, law enforcement agencies have taken measures in order to
enhance the sharing of criminal intelligence and come to an effective
‘intelligence-led policing’ which is able to ‘connect the dots’ in time to prevent
acts of terrorism. During the 2001 “International Association of Chiefs of Police
Criminal Intelligence Sharing Summit” the initiative was taken to form the
“Global Justice Information Sharing Initiative Intelligence Working Group”
which developed “The National Criminal Intelligence Sharing Plan.” Attorney
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General Ashcroft endorsed this plan in May 2004. One of the key aims of the
plan was to “overcome the long-standing and substantial barriers that hinder
intelligence sharing,” for example, as a consequence of the “hierarchy within the
law enforcement and intelligence community.” One of the results of the endorsement of the “National Criminal Intelligence Sharing Plan” was the establishment
of the “Fusion Center” as “an effective mechanism to exchange information and
intelligence” between law enforcement agencies on the local, state and federal
level.77
Currently 72 recognized fusion centers have been established throughout the
country, involving all relevant actors on the “federal, state, local, tribal,
territorial” level as well as involving the private sector.78
6.3 CHANGES AFFECTING THE POWERS IN NATIONAL SECURITY
INVESTIGATIONS
Besides changes to conventional criminal investigation, the USA PATRIOT Act
of 2001 has significantly contributed to an expansion of powers in the context
of a national security investigation by amending the Foreign Intelligence
Surveillance Act of 1978. These amendments include extending the scope of
surveillance powers under the statutory regime of FISA and creating a virtually
new power to obtain “tangible items” (more often referred to as section 215
orders or orders to obtain library and bookstore records) through an order
authorized by the FISA Court. Both categories will be dealt with separately
below.
6.3.1 Increased FISA Surveillance Powers
One of the most meaningful amendments of the PATRIOT Act of 2001 concerns
the introduction of the possibility of ‘roving surveillance’ to national security
investigations. Section 206 aims to enable roving surveillance under FISA,
which means that a specific suspect can be followed, irrespective of the communication device that he is using. In addition, the nationwide applicability of FISA
orders is now permitted, which means that the target can be followed throughout
the US without applying for a new order and regardless of the communication
devices that he uses.79 Roving surveillance was already possible under Title III,
when it can be demonstrated that the exceptional circumstance applies that the
person’s actions are thwarting the interception.80 A similar wording is now
included in FISA to enable roving surveillance also in foreign intelligence
investigations. Section 105(c)(2)(B) of the FISA 1978 has been amended by
77
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inserting “, or in circumstances where the Court finds that the actions of the
target of the application may have the effect of thwarting the identification of a
specified person, such other persons,” after “specified person”.
The USA PATRIOT Improvement and Reauthorization Act of 2005 has
slightly tightened the conditions under which an order for roving surveillance
may be issued. Before this, it was sufficient to specify in the application and
order the identity of the target and, otherwise, to include a description of the
target. Since the 2005 Act such a description must concern the “specific
target.”81 However, an order for roving surveillance still does not need to
identify the “nature and location of each of the facilities or places at which the
electronic surveillance will be directed” if such facilities and places are
unknown.82 The latter requirement concerns the most problematic aspect of
roving surveillance as the Fourth Amendment does require that an order must
“particularly describe the place to be searched.”
The USA PATRIOT Improvement and Reauthorization Act of 2005 includes
in section 50 U.S.C. § 1805(c)(3) “special directions” to be included in an order
approving roving surveillance, which require “the applicant to provide notice to
the court within ten days after the date on which surveillance begins to be
directed at any new facility or place, unless the court finds good cause to justify
a longer period of up to 60 days [...]” This notification must also include “the
facts and circumstances relied upon by the applicant to justify the applicant’s
belief that each new facility or place at which the electronic surveillance is
directed, is or was being used, or is about to be used, by the target of the
surveillance.”83 Furthermore, congressional oversight of the use of all foreign
intelligence electronic surveillance authority has been enhanced (section 108(c)).
The roving surveillance provision under FISA was originally intended to
expire in 2005. This ‘sunset’ provision was extended by the USA PATRIOT
Improvement and Reauthorization Act of 2005 to December 31st 2009. On
February 27, 2010 President Obama signed the Act ‘To extend expiring
provisions of the USA PATRIOT Act Improvement and Reauthorization Act of
2005 and Intelligence Reform and Terrorism Prevention Act of 2004 until
February 28, 2011’, thereby immediately extending the roving surveillance
provision (section 206) as well as other expiring provisions for another year.84
After another extension for three months, with an eye on reviewing the
PATRIOT provisions in question, it has finally been decided to extend all
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expiring PATRIOT provisions, including the roving surveillance provision
under FISA, until June 2015 without further changes.85
In the second place, the period in which an order may be used for FISA
surveillance, FISA physical searchers, and FISA pen registers and trap and trace
surveillance devices has been extended. Section 207 of the 2001 PATRIOT Act
extends the period of surveillance to a maximum of 120 days (formerly 90 days)
when the target is an agent of a foreign power and – as explicitly added by
section 105 of the Reauthorization and Improvement Act of 2005 – does not
concern a US person.86
Similarly, for physical searches the maximum period of a search order
against non-US persons is extended to 120 days, whereas the maximum time
period in general is also extended from 45 days to 90 days.87 The maximum
surveillance duration permitted now differs for three categories. In principle, an
order for surveillance under FISA is permitted for the “period necessary to
achieve its purpose” which shall not exceed 90 days. When the electronic
surveillance is targeted at a foreign power, the maximum duration may be for
the “period specified in the application or for one year.” As an exemption to the
90 days maximum, the surveillance against an agent of a foreign power not
being a US person may last for 120 days. Similarly, extensions for the first
category may be provided under the same conditions as the initial order;
extensions for orders targeting foreign powers “may be for a period not to
exceed one year if the judge finds probable cause to believe that no communication of any individual United States person will be acquired during that
period; and extensions of orders targeting non-US agents of foreign powers can
be given for up to one year.88
The USA PATRIOT Improvement and Reauthorization Act of 2005 has also
extended the permissible period for orders that authorize the use of pen registers
and trap and trace devices to obtain foreign intelligence information that does
not concern a US person from 90 days to one year.89
These amendments to extend the period specifically for the surveillance of
agents of foreign powers not concerning US persons do also target the so-called
‘lone wolf.’ The Intelligence Reform Act of December 2004 included the ‘lone
wolf amendment,’ which includes in the definition of an agent of a foreign
power not only those persons involved with foreign-based groups, but also
persons who cannot be linked to a specific group and seem to be acting alone.
These ‘lone wolves’ can only concern “any person other than a United States
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person, who (...) engages in international terrorism or activities in preparation
therefore.”90
Thirdly, the PATRIOT Act of 2001 and the Reauthorization and Improvement
Act of 2005 have amended the existing authorities for the use of pen registers
and trap and trace devices in foreign intelligence investigations. The broadening
of the definition of pen registers and trap and trace devices by section 216 under
conventional criminal law (as dealt with in section 6.2.1) equally applies to
national security surveillance.91 The amendments of section 214 broaden the
scope of the information that can be intercepted by pen registers and trap and
trace devices. In addition, the language of § 1842(a)(1) and (c)(2) has been
changed, which arguably makes the requirement at the same time more stringent
than before. It restricts the target of the pen register and trap and trace device to
non-US persons in any investigation to obtain foreign intelligence information
or to protect against international terrorism or clandestine activities, which may
also include US persons if the investigation is not solely based upon “activities
protected by the First Amendment.” Before, pen registers and trap and trace
devices could be used in any investigation to gather foreign intelligence
information, irrespective of whether the persons involved were US citizens or
not.
Section 128(a) of the USA PATRIOT Improvement and Reauthorization Act
of 2005 expands the scope of the pen register or trap and trace device more
drastically. Now the FISA Court shall, if requested by the application, direct a
service provider to disclose certain information about the customer or subscriber
against whom the pen register or trap and trace device is directed, which
information may include the name, address, telephone or instrument number,
local or long-distance telephone records, the number of any credit card or bank
account used to pay the service, and identifying information about the customers
or subscribers of incoming or outgoing communication.92 As the scope of the
authority to use pen register and trap and trace devices was previously more
restrictive under FISA than under Title III, it was argued that similar authority
should exist in national security investigations as is available in conventional
criminal investigations. As a consequence of the PATRIOT Act Reauthorization
Act of 2005, the information that can be requested from the service provider
under a FISA order has now become more extensive than permissible in the law
enforcement context (see section 18 U.S.C. § 2709). However, this information
is not as extensive as the scope of information under a FISA section 215
“tangible item” order.93
Lastly, the threshold upon which a FISA judge can issue an order to use a
pen register or trap and trace device has been amended to read: “a certification
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by the applicant that the information likely to be obtained is foreign intelligence
information not concerning a United States person or is relevant to an ongoing
investigation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not
conducted solely upon the basis of activities protected by the first amendment
to the Constitution.”94 In addition, and more importantly, the previous additional
requirement to be included in the certification of some evidentiary support
connecting the information to be intercepted to an individual or a foreign power
or agent of a foreign power involved in terrorism or clandestine intelligence
activities, which may also involve a violation of criminal law, has been
completely eliminated.95 These amendments make it possible that also information regarding individuals who cannot themselves be related to international
terrorism or clandestine intelligence investigations is intercepted through the
new pen register or trap and trace authority, which eliminates an important
protective restraint.
6.3.2 FISA Court Document Production Orders
Already before the enactment of the PATRIOT Act and PATRIOT
Reauthorizations Acts, it was possible under FISA to request the production of
transportation-related business records by a FISA Court order, an order which
could be issued upon a certification by the applicant that “there are specific
articulable facts giving reason to believe that the person to whom the records
pertain is a foreign power or an agent of a foreign power.”96 Section 215 of the
2001 USA PATRIOT Act has amended the FISA provisions dealing with the
production of business records by broadening its scope, lowering the threshold
for such productions and including a permanent and broad non-disclosure
requirement. Section 215 has been considered as one of the most controversial
sections of the USA PATRIOT Act. It is often referred to as the ‘library
provision,’ because it has the effect of broadening the scope of the order to
include library and bookstore records. Since 2001, the section has again been
changed substantially by the Reauthorization Acts of 2005 and 2006.
While FISA Court document production orders were originally limited to
common carriers, public accommodation facilities, physical storage facilities
and vehicle rental facilities, which together included basically all travel-related
services, section 215 broadened the scope to “the production of any tangible
things (including books, records, papers, documents, and other items).”97 This
makes the order similar to grand jury investigative powers; however, without the
protective elements of the grand jury institution.
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According to section 215 and the amendment of this section by the
Reauthorization Act “the Director of the Federal Bureau of Investigation or a
designee of the Director (whose rank shall be no lower than Assistant Special
Agent in Charge) may make an application.”98 An application for the production
of any tangible things may be made by “the Director of the Federal Bureau of
Investigation or a designee of the Director (whose rank shall be no lower than
Assistant Special Agent in Charge).” Applications for orders requesting the
production of more privacy-sensitive information (“library circulation records,
library patron lists, book sales records, book customer lists, firearms sales
records, tax return records, educational records, or medial records containing
information that would identify a person”) may only be made by three highranking officials (the Director of the FBI, the Deputy director of the FBI and the
Executive Assistant Director for National Security).99 The requirement of the
personal approval of these high-ranking officials has been introduced by the
Reauthorization Act of 2005 as a more stringent application procedure for
section 215 orders, when the order concerns categories of more privacy-sensitive
information.100
An application may be made “for an investigation to obtain foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely upon the basis of
activities protected by the First Amendment to the Constitution.” The requirement of some evidentiary support concerning the person to whom the records
belong, as was included in the original wording of 50 U.S.C. § 1861, no longer
applies. The current threshold which is applicable is “a statement of facts
showing that there are reasonable grounds to believe that the tangible things are
relevant to an authorized investigation (other than threat assessment).” Such
authorized investigation must either be aimed at obtaining foreign intelligence
information that does not concern a US person or must be aimed at the
protection against international terrorism or clandestine intelligence activities.
The section continues by enumerating some circumstances in which document
production orders are “presumptively relevant to an authorized investigation.”
If the tangible things sought “pertain to – (i) a foreign power or an agent of a
foreign power; (ii) the activities of a suspected agent of a foreign power who is
the subject of such authorized investigation; or (iii) an individual in contact
with, or known to, a suspected agent of a foreign power who is the subject of
such authorized investigation” the order should be considered presumptively
relevant.101 The new threshold for document production orders under FISA thus
no longer requires any level of suspicion concerning the person to whom the
documents pertain.
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The FISA Court shall approve the (ex parte) order if the statutory requirements for the application are met.102 The order shall include details, such as a
sufficient particular description of the tangible things sought and the date on
which the tangible things must be provided.103 An order cannot be issued if the
tangible things sought can also be obtained by the more protective investigative
power of the grand jury or any other order of a US court seeking the production
of records or tangible things.104
Furthermore, section 215 includes a non-disclosure requirement, prohibiting the
recipient from disclosing to any other person that the FBI has sought the
tangible things described in the order. This permanent non-disclosure requirement has been extensively criticized and is typified as a “permanent and
extremely broad gag order,” which even forbids section 215 recipients to consult
with their lawyer.105 The recipient of a section 215 order was not allowed to
“disclose to any person (other than those persons necessary to produce the
tangible things under this section) that the Federal Bureau of Investigation has
sought or obtained tangible things under this section.”
The constitutionality of this gag order has been challenged in courts with
regard to a similar provision applicable to recipients of National Security Letters
(NSL, see on NSL section 6.5.2). Doe v. Ashcroft106 (Doe I) and Doe v.
Gonzales107 (Doe II) are civil cases challenging the unamended Patriot Act
provisions that authorized the issuance of NSL and that permanently barred the
disclosure of the fact that a NSL had been received. John Doe is an acronym for
an unidentified Internet service provider supported by the American Civil
Liberties Union (ACLU). The cases dealt primarily with the non-disclosure gag
order, for which reason the outcome of these cases is also relevant to the similar
non-disclosure gag order that accompanies section 215 orders. Hence, insofar
as these cases deal with this subject they will already be addressed in the current
section.
The plaintiffs in Doe I argued that the non-disclosure provision violated the
First Amendment to the Constitution as it “burdens speech categorically and
perpetually, without any case-by-case judicial consideration of whether that
speech burden is justified.”108 The court observed that when limiting freedom of
speech the government should observe “strict scrutiny.”109 Although the court
acknowledged that the government “should be accorded a due measure of
deference when it asserts that secrecy is necessary for national security
purposes,” the fact that the recipient of a NSL was confronted with perpetual

102
103
104
105
106
107
108
109

50 U.S.C. § 1861(c)(1).
50 U.S.C. § 1861(c)(2).
50 U.S.C. § 1861(c)(2)(D).
See e.g. Mart 2008, 438.
Doe v. Ashcroft, 334 F.Supp.2d 471 (S.D.N.Y. 2004) (Doe I).
Doe v. Gonzales, 386 F.Supp.2d 66 (D.Conn. 2005) (Doe II)
Doe v. Ashcroft, 334 F.Supp.2d 471 (S.D.N.Y. 2004), 475.
Ibid., 513.

Counterterrorism Measures Affecting Criminal Investigation in the United States

395

secrecy without any form of judicial process imposed a “disproportionate burden
on free speech.”110 District Court Judge Marrerro, J. granted the motion of the
plaintiffs and concluded that “the ban on disclosure contained in § 2709(c) [the
provision in 18 U.S.C. authorizing NSL], which the Court is unable to sever
from the remainder of the statute, operated as an unconstitutional prior restraint
on speech in violation of the First Amendment.”111
In Doe II a similar conclusion was reached with regard to the non-disclosure
requirement accompanying NSL. In that case another district court decided that
the non-disclosure requirement failed to satisfy “strict scrutiny,” entailing both
a violation of the First Amendment with regard to the prohibition on the NSL
recipient ever revealing its identity and with regard to the content-based
restriction on speech as a consequence of the non-disclosure requirement.112
When Doe I and Doe II were being litigated the USA PATRIOT Improvement and Reauthorization Act of 2005 was passed by Congress. This Act also
included some changes with regard to the non-disclosure requirement of Section
215 (and regarding NSL). Section 106(e) of the Reauthorization Act has
expanded the list of exceptions to the ‘gag order,’ which included an express
permission to disclose to “an attorney to obtain legal advice or assistance,” as
well as to “other persons as permitted” by the Director of the FBI or his
designee.” A recipient of a section 215 order shall “at the research of the
Director of the FBI or the designee of the Director (...) identify (...) the person
to whom such disclosure will be made or to whom such disclosure was made
prior to the request, but in no circumstance shall a person be required to inform
the Director or such designee that the person intends to consult an attorney to
obtain legal advice or legal assistance.”113 Section 4 of the USA PATRIOT Act
Additional Reauthorizing Amendments Act of 2006 exempts from the disclosure
also the identity of the attorney sought to obtain legal advice, as earlier the
“chilling effect” of the non-disclosure requirement on the individual’s right to
seek legal counsel was criticized.114
The Reauthorization Act of 2005 also included in camera judicial review for
section 215 orders by judges of the FISA Court. Section 106(f) of the
Reauthorization adds a paragraph to 50 U.S.C. § 1861 dealing with the procedures for such a review. A recipient of a section 215 order can challenge the
legality of such an order. The FISA court judge has to conduct an initial review
of such a petition. When the judge determines that the petition is not “frivolous,”
he or she will consider the review. When the order does not meet the prescribed
requirements or “is otherwise unlawful,” the judge may modify or set aside the
order.115 This does not cover general findings that the order as such is, for
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example, overly broad.116 When the order is not modified or set aside, the judge
“shall immediately affirm the order and order the recipient to comply therewith.”117 In that regard the possibility for judicial review can also result in a
judicial order to comply with a section 215 order. The FISA Court of Review
and the Supreme Court are granted jurisdiction to consider appeals against the
FISA Court judge’s decision to affirm, modify, or set aside a section 215 order.
The Additional Reauthorization Act of 2006 has also provided for judicial
review with regard to the non-disclosure provision. However, a challenge in that
regard can only be filed a year after a section 215 order has been issued. After
one year the recipient may file a petition to modify or set aside the nondisclosure requirement, which will be reviewed by the judge if the petition is not
frivolous.118 The judge is not free to decide whether or not to modify or set aside
the non-disclosure requirement: the judge may only do so if he finds “no reason
to believe that disclosure may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the life or physical
safety of any person.”119 If the AG, deputy Attorney General, an assistant
Attorney General, or the Director of the FBI makes a certification in that regard,
the judge must treat that certification as conclusive, unless he or she finds that
“the certification was made in bad faith.”120 When the judge decides not to
modify or set aside the non-disclosure requirement, the non-disclosure requirement will remain in force for another year. After one year, the recipient may
again seek a decision with the FISA Court to modify or set aside the nondisclosure requirement.121 The recipient or the government may appeal a
decision to affirm, modify or set aside the non-disclosure order before the FISA
Court of review. Pending such an appeal, the order is stayed.122
Because of these amendments of the Reauthorization Act the Court of
Appeals of the Second Circuit vacated Doe I and dismissed Doe II, as the
amendments of the Reauthorization Act substantially changed the provisions on
which the findings in Doe I and II were based. The Court of Appeals remanded
Doe I to the district court of New York to assess the amended provisions.123 This
third case about the amended provisions concerning NSL before the New York
District Court is known as ‘Doe III’ (Doe v. Gonzales (2007)124). District court
judge Marrero, J. assessed whether the now amended non-disclosure provision
of 18 U.S.C. § 2709(c)) and § 3511(b), concerning the non-disclosure order for
NSL and the judicial review of such non-disclosure order were “unconstitutional
on their face and as applied under the First Amendment and the principle of
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separation of powers.”125 The district court held that also the amended nondisclosure provision was unconstitutional on its face as it violated both the First
Amendment and the separation of powers. The First Amendment was violated
because the non-disclosure provision “functions as a licensing scheme that does
not afford adequate procedural safeguards, and because it is not a sufficiently
narrowly tailored restriction on protected speech. The separation of powers is
violated because the court is, unless in bad faith, bound by the government’s
certification.”126
The government appealed the decision of Doe III to enjoin the government
from enforcing the provisions covering NSL. The Court of Appeals of the
Second Circuit only assessed in Doe v. Mukasey (2008)127 the non-disclosure
requirement for NSL. The Court of Appeals took a slightly more moderate view
holding that the “John Doe, Inc., has been restrained from publicly expressing
a category of information, albeit a narrow one, and that information is relevant
to intended criticism of a governmental activity.”128 Whether or not assessed
under strict scrutiny, the Court of Appeals contested, two aspects of the nondisclosure requirement remain at issue: “the absence of a requirement that the
Government initiate judicial review of the lawfulness of a nondisclosure requirement and the degree of deference a district court is obliged to accord to the
certification of senior governmental officials in ordering nondislosure.”129
Considering these issues the court construed the provisions regarding nondisclosure and judicial review in a manner limiting the imposing of a nondisclosure requirement to orders related to “an authorized investigation to
protect against international terrorism or clandestine intelligence activities” and
placing the burden of proof as to the necessity of the non-disclosure requirement
on the government. Furthermore, the court held the provisions unconstitutional
“to the extent that they impose a nondisclosure requirement without placing on
the Government the burden of initiating judicial review of that requirement.”
Lastly, the provision directing the court reviewing the non-disclosure requirement to treat the government’s “certification that disclosure may endanger the
national security of the United States or interfere with diplomatic relations” as
conclusive, was held to be unconstitutional.130 Under the conditions for a judicial
review set forth by this Court of Appeals, the provisions at issue would survive
constitutional challenge.131
The case was again remanded to the US District Court S.D. New York in
order to assess whether the “government is justified in continuing to require
nondisclosure of a National Security Letter (...) issued to Doe.” This issue was
assessed in Doe v. Holder (2009) under the conditions for judicial review set
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forth by the Second Circuit. This resulted in the October 2009 order, where the
court refused to set aside the non-disclosure requirement for reasons provided
by the government ex parte, in camera, under seal. According to the Court, the
government had demonstrated that the continuation of the non-disclosure
requirement on the recipient was justified.132 The plaintiffs moved for a partial
reconsideration of the order, resulting in Doe v. Holder (2010), where the court
only assessed whether the government was justified in continuing to impose the
non-disclosure requirement on the attachment to the national security letter
received by the plaintiffs. The court directed the government to lift the nondisclosure requirement with regard to the categories of information requested in
the attachment, namely “(1) material within the scope of information that the
NSL statute identifies as permissible for the FBI to obtain through use of NSLs,
and (2) material that the FBI has publicly acknowledged it has previously
requested by means of NSLs.”133 With regard to the remainder of the attachment,
the court concluded that “the Government has demonstrated that good reason
exists to believe that disclosure of the information withheld plausibly could
harm an authorized ongoing investigation to protect against international terrorism or clandestine intelligence activities.”134 To support this latter conclusion the
court referred to the Supreme Court decision in CIA v. Sims (1985), where it
“upheld the nondisclosure of intelligence information by the Central Intelligence
Agency under analogous circumstances” by “cautioning that “bits and pieces of
data may aid in piecing together bits of other information even when the
individual piece is not of obvious importance in itself”.”135
In May 2010 John Doe filed a notice of appeal against the October 2009
order and the March 2010 decision. However, the plaintiffs and the FBI reached
a settlement on July 26, 2010 based on the FBI’s statement that “due to a change
in circumstances, the FBI no longer believes that non-disclosure of the identity
of the recipient of the NSL [was] necessary.”136 It was agreed that the plaintiffs
would not reinstate their appeal and that John Doe would be “permitted to
identify himself and his company as the recipient of the NSL.” John Doe, the
acronym for ‘Nicholas Merrill’, president of the New York-based Internet
company ‘Calyx’, may now publicly discuss the case, albeit without revealing
what information was sought through the NSL.137
In addition to the changes regarding the procedural requirement for application
and order, the non-disclosure requirement and judicial review, the USA
PATRIOT Improvement and Reauthorization Act of 2005 contains provisions
that are intended to prevent abuses of section 215 authority, such as enhanced
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Congressional oversight. Section 106(h) of the Authorization Act of 2005 directs
the Attorney General to submit to several Congressional committees a report
that includes the total number of section 215 orders, the number of section 215
orders that are “either granted, modified, or denied,” including the purpose of
such orders (either library circulation records, library patron lists, book sales
records, or book customer lists; firearms sales records; tax return records; educational records; and medical records containing information that would identify
a person). This improves the manner in which Congressional oversight was
previously organized considering that previously only the total number and the
number granted, modified or denied had to be submitted to Congress, without
revealing the nature of the orders.
Litigation regarding section 215 was aimed at retrieving information
regarding the frequency in which the government has used its power to obtain
section 215 orders. The American Civil Liberties Union has publicly tried to
obtain this information under the Freedom of Information Act in two cases,
known as ACLU I (2003) and ACLU II (2004).138 The government had until
then only provided some information in that regard to Congress in a classified
form. The courts did not compel the government to release the information,
deferring to their claim that the information may harm national security.139
Nevertheless, in 2003 the Attorney General declassified the number of times
section 215 orders had been used, from which it followed that an order for the
production of business records had until then never been used. ACLU II sought
to obtain information as to the number of occasions an application had been
made for section 215 orders, which remained classified, however. The amendments of the Reauthorization Act have solved the issue by requiring the government to submit this statistical information unclassified to Congress. From these
‘annual reports’ it can be derived that in 2005 the FISA Court authorized 155
section 215 orders. Since then, numbers have decreased as a consequence of the
broadening of the definition of pen registers and trap and trace devices.140 In
2010 the number of authorized section 215 orders was 96.141
Furthermore, the Reauthorization Act has made the observance of minimization procedures compulsory. Section 106(g) instructs the Attorney General to
“adopt specific minimization procedures governing the retention and
dissemination by the Federal Bureau of Investigation of any tangible things.”
These minimization procedures intend to “minimize the retention, and prohibit
the dissemination, of nonpublicly available information concerning unconsenting

138 See: Mart 2008, 443-444 and ACLU v. United States Department of Justice (ACLU I), 265 F.
Supp. 2d 20 (D.D.C. 2003) and ACLU v. United States Department of Justice (ACLU II), 321 F.
Supp. 2d 24 (D.D.C. 2004).
139 ACLU v. United States Department of Justice (ACLU I), 265 F. Supp. 2d 20 (D.D.C. 2003) and
ACLU v. United States Department of Justice (ACLU II), 321 F. Supp. 2d 24 (D.D.C. 2004). As it
was stated in the latter case: the Court considered itself “mindful of the “long-recognized deference
to the executive in national security issues”.”
140 See section 6.3.1 and 7.3.2.1.
141 See FISA Annual Reports to Congress, 2005 and 2010, available at: <www.fas.org/irp/agency/doj/
fisa/#rept> (accessed August 1, 2011).
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United States persons, consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information.”142 Both the application and the order must include the applicable minimization procedures.143
Section 215 was originally intended to expire on December 31, 2005. The
Act of 2005 included a new ‘sunset’ provision for section 215, providing that
section 215 would expire on December 31, 2009. The ‘PATRIOT Act Sunsets
Extension Act of 2011’ has extended, after a few shorter periods of extension,
the sunset provision of Section 215 until June 2015.144
6.4 CHANGES AFFECTING THE INTERACTION BETWEEN THE
INTELLIGENCE AND LAW ENFORCEMENT COMMUNITIES
Many of the provisions of the USA PATRIOT Act were particularly directed at
doing away with ‘the wall’ created as a result of the provisions in FISA and the
interpretation of the ‘primary purpose’ language. The amendments have affected
both provisions under Title III and the provisions under FISA and were aimed
at the realization of more effective information sharing between the intelligence
and law enforcement communities. These amendments and their interpretation
will be analyzed in section 6.4.1. Furthermore, internal policy documents, such
as the guidelines issued by the Attorney General, have aimed to enhance
cooperation between the intelligence and law enforcement communities. These
documents will be analyzed in section 6.4.2. Lastly, section 6.4.3 will deal with
other legislative amendments in order to increase cooperation and information
sharing between the law enforcement and intelligence communities. Most of the
changes that will be dealt with and have resulted in increased cooperation
between the law enforcement and intelligence communities affect especially the
role and functioning of the FBI, which has been transformed into an agency
primarily focusing on the prevention of terrorism, for which reason all its relevant
counterparts are enhanced and shall intensively and effectively cooperate.
6.4.1 Provisions of the USA PATRIOT ACT of 2001
6.4.1.1 Enhancing the Sharing of Information
Section 203(b) of the PATRIOT Act amends Title III (18 U.S.C. § 2517) and the
National Security Act of 1947 in order to enhance information sharing. The
section authorizes law enforcement officers, who have obtained any knowledge
of foreign intelligence, counterintelligence or foreign intelligence information
through surveillance means permitted under Title III, to disclose the contents of
the communications to any other federal law enforcement, intelligence,

142 Section 106(g) Reauthorization Act 2005.
143 Section 106(b) Reauthorization Act 2005.
144 PATRIOT Sunsets Extension Act of 2011, S.990, 112th Congress, 1st Session.
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protective, immigration, national defense, or national security official.145 Section
203(c) of the USA PATRIOT Act provides that the Attorney General shall
establish procedures for the disclosure of such information when this
information concerns a US person according to the definition of a US person in
FISA (50 U.S.C. § 1801). A paragraph with the same tenor has been included
in the National Security Act of 1947 as amended (50 U.S.C, § 403-5d), which
determines that it is lawful to disclose foreign intelligence or counterintelligence
or foreign intelligence information obtained as part of a criminal investigation
to any other federal agency.146 For this reason, also a definition of foreign
intelligence information has now been included in both Title III and in the
National Security Act of 1947.147 According to this definition it is irrelevant
whether this information concerns a US person or not; decisive is whether the
information relates to “the ability of the United States to protect against – (i)
actual or potential attack or other grave hostile acts of a foreign power or an
agent of a foreign power; (ii) sabotage or international terrorism by a foreign
power or an agent of a foreign power; or (iii) clandestine intelligence activities
by an intelligence service or network of a foreign power or by an agent of a
foreign power;” or when the information concerns a foreign power or foreign
territory “related to – (i) the national defense or the security of the United States;
or (ii) the conduct of the foreign affairs of the United States.”148 The definition
of foreign intelligence and counterintelligence can be found in the National
Security Act of 1947, as amended by the PATRIOT Act (50 U.S.C. § 401a).
Foreign intelligence means “information relating to the capabilities, intentions
or activities of foreign governments or elements thereof, foreign organizations,

145 USA PATRIOT Act, sec. 203(b)(1). This section of the Patriot Act amends section 2517 of Title
18 U.S.C. (Title III): “Any investigative or law enforcement officer, or attorney for the Government, who by any means authorized by this chapter, has obtained knowledge of the contents of any
wire, oral, or electronic communication, or evidence derived therefrom, may disclose such contents
to any other Federal law enforcement, intelligence, protective, immigration, national defense, or
national security official to the extent that such contents include foreign intelligence or counterintelligence (as defined in section 3 of the National Security Act of 1947 (50 U.S.C. § 401a) or
foreign intelligence information (as defined in subsection (19) of section 2510 of this Title), to
assist the official who is to receive that information in the performance of his official duties. Any
Federal official who receives information pursuant to this provision may use that information only
as necessary in the conduct of that person’s official duties subject to any limitations on the
unauthorized disclosure of such information.”
146 USA PATRIOT Act, sec. 203(d)(1).
147 A definition of foreign intelligence information was already provided in FISA (50 U.S.C. § 1801(e)).
This definition has not been changed (see section 5.2.2.3.1). The definition as now adopted in Title
III and the National Security Act of 1947 slightly differs from the FISA definition, as the latter
distinguishes between US persons and non-US persons, requiring that the information concerning
US persons shall be necessary for the ability of the United States to protect against the enumerated
threats. In the Guidelines concerning FBI operations (covering both the intelligence and law
enforcement counterpart) foreign intelligence has been defined as “information relating to the
capabilities, intentions, or activities of foreign governments or elements thereof, foreign organizations or foreign persons, or international terrorists” (Mukasey Guidelines for FBI Operations (2008),
8 (para. A(3)), which is clearly less tailored than the statutory definitions.
148 Section 203(b)(2) and 203(d)(2), including this definition respectively in 18 U.S.C. § 2510(19) and
50 U.S.C. § 403-5d.
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or foreign persons, or international terrorist activities.” Counterintelligence
covers the “information gathered, and activities conducted, to protect against
espionage, other intelligence activities, sabotage, or assassinations conducted by
or on behalf of foreign governments or elements thereof, foreign organizations,
or foreign persons, or international terrorist activities.”149
Moreover, section 203 of the USA PATRIOT Act now allows the disclosure
of grand jury information to national security investigators. The Federal Rule of
Criminal Procedure 6(e) has been amended to allow for the sharing of grand jury
information with national security investigators. Prior to the USA PATRIOT Act
amendments of 2001, the disclosure of grand jury information was prohibited
as the secrecy of everything occurring before the grand jury is considered as the
legitimization of its far-reaching investigative powers (see Chapter 5, section
5.2.1.3). Also this amendment is particularly aimed at dismantling the wall
between law enforcement agencies and intelligence agencies and promoting
information sharing and cooperation, which was considered necessary for an
effective investigative system for the prevention of terrorism.
Especially the sharing of grand jury information concerns an amendment of
a fundamental character, as it gives national security investigators access to the
information obtained by the powerful investigative tool of grand jury document
production orders or the subpoena power of witnesses.150 Rule 6(e)(2) of the
Federal Rules of Criminal Procedure used to prohibit prosecutors from sharing
any “matters occurring before the grand jury”.151 This excluded the sharing of
any intelligence information obtained that would be relevant to other agencies.
A few limited exceptions already existed before the adoption of the PATRIOT
Act, to be applied under the authorization of the court that supervised the grand
jury in question. The exceptions to grand jury secrecy (Rule 6(e)(2)) include,
since the adoption of the USA PATRIOT Act, the sharing of “any grand-jury
matter involving foreign intelligence, counterintelligence (as defined in 50
U.S.C. § 401a), or foreign intelligence information (as defined in Rule 6(e)(3)
(D)(iii)) to any federal law enforcement, intelligence, protective, immigration,
national defense, or national security official to assist the official receiving the
information in the performance of that official’s duties.”152 The amendments of
the PATRIOT Act allow the sharing of grand jury information when the matters
involve foreign intelligence, counterintelligence or foreign intelligence
information.153 As a consequence, all information that can be defined as foreign

149 50 U.S.C. § 401a(2) and (3), amended by the section 902 of the USA PATRIOT Act of 2001. As a
consequence of this amendment the definition of foreign intelligence and counterintelligence was
extended to include also international terrorist activities.
150 Kris 2006, 523.
151 Rule 6(e)(2) of the Federal Rules of Criminal Procedure, before the Patriot Act Amendments.
152 Rule 6(e)(3)(D) of the Federal Rules of Criminal Procedure (2009).
153 Section 203(a)(V). The definition of intelligence, foreign intelligence and counterintelligence can
be found in the National Security Act of 1947: 50 U.S.C. § 401a. “Intelligence includes foreign
intelligence and counterintelligence. (...) Foreign intelligence means information relating to the
capabilities, intentions or activities of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities. (...) Counterintelligence means informa-
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intelligence information, regardless of its content or nature, may now be
disclosed to any federal officer who could use it “for the performance of that
official’s duties.”154
Vice versa, national security investigators are encouraged to cooperate with law
enforcement officers. Section 504 of the USA PATRIOT Act, addressing
‘coordination with law enforcement,’ provides that “federal officers who
conduct electronic surveillance to acquire foreign intelligence information under
this title [FISA] may consult with federal law enforcement officers.” This
provision, like the other provisions of Title V of the PATRIOT Act, is dedicated
to “removing obstacles to investigating terrorism.” The wall between the law
enforcement community and the intelligence community was considered one of
the obstacles that previously obstructed the investigation of terrorism. PATRIOT
Act section 504 amends 50 U.S.C. § 1806 (FISA electronic surveillance) and §
1825 (FISA physical searches) by inserting a paragraph on coordination with
law enforcement regarding the use of foreign intelligence information. Federal
officers acting under FISA can now consult with federal law enforcement
officers to “coordinate efforts to investigate or protect against” national securityrelated matters, including international terrorism.155 This, however, shall not
preclude the FISA ‘purpose threshold.’156 What such consultation entails was
further detailed in the Memorandum of the Attorney General of 6 March 2002.
This Memorandum will be addressed below and in section 6.4.3.
6.4.1.2 Changing the Purpose Language
The change that can be considered to have eventually dismantled the wall was
the PATRIOT Act amendment that changed the purpose language of FISA.
Section 218 changed ‘the purpose’ into ‘significant purpose.’ This very subtle
change and, primarily, the interpretation that has been given thereto by the FISA
Court of Review, has had significant consequences for the circumstances under
which FISA warrants can be issued and, with that, for dismantling the wall as
well. Both in § 1804(a)(7)(B) and § 1823(a)(7)(B) – thus for electronic surveillance as well as for physical searches – a significant purpose of the surveillance
or search now has to be to obtain foreign intelligence information. The Bush
Administration had proposed to change ‘the purpose’ into ‘a purpose.’ After a

tion gathered, and activities conducted, to protect against espionage, other intelligence activities,
sabotage, or assassinations conducted by or on behalf of foreign governments or elements thereof,
foreign organizations, or foreign persons, or international terrorist activities.”
154 Kris and Wilson 2007, 21-3.
155 USA PATRIOT Act, sec. 504(a)(1) and 504(b)(1): Federal Officers may consult with Federal law
enforcement officers “to coordinate efforts to investigate or protect against – (A) actual or potential
attack or other grave hostile acts of a foreign power or an agent of a foreign power; (B) sabotage or
international terrorism by a foreign power or an agent of a foreign power; or (C) clandestine
intelligence activities by an intelligence service or network of a foreign power or by an agent of a
foreign power.” See 50 U.S.C. § 1806(k)(1) and § 1825(k)(1)
156 USA PATRIOT Act, sec. 504(a)(2) and 504(b)(2) and 50 U.S.C. § 1806(k)(2) and § 1825(k)(2).
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long debate in Congress ‘a significant purpose’ was adopted as a compromise,
to which Congress added that it had the intention to promote information sharing
between the law enforcement community and intelligence community. This
means that this amendment aims to remove the incompatibility between
gathering foreign intelligence and gathering evidence for a criminal prosecution,
which had resulted from the ‘primary purpose test.’157
The FISA Court of Review decided its first case ever by interpreting the
statutory language of ‘a significant purpose’ in ‘In re Sealed’ (2002). It was
reviewing a unanimous decision by the FISA Court ‘In re All Matters Submitted
to Foreign Intelligence Surveillance Court (2002) in which the FISA Court
interpreted minimization procedures in a manner which bolstered the wall
between national security investigations under FISA and criminal investigations.158
The FISA Court assessed whether the Memorandum ‘Department of Justice
Intelligence Sharing Procedures’ issued by the Attorney General on 6 March
2002,159 to provide guidance as to how to understand the amended FISA
provisions by adopting new minimization procedures, was in accordance with
the definition of minimization procedures as provided in the Act (50 U.S.C.
1801(h) and § 1821(4)). In the memorandum it was stated that the amended
FISA provisions should be understood as allowing FISA surveillance and
physical searches “primarily for a law enforcement purpose, so long as a
significant foreign intelligence purpose remains.”160 The FISA Court decision
focused only on the proposed minimization procedures in this Memorandum,
which expanded the possibilities for information sharing and cooperation with the
Criminal Division of the Department of Justice. In its decision the FISA Court
stated that the FBI had repeatedly erroneously informed the FISA Court in its
applications, which in “virtually every instance” concerned “information sharing
and unauthorized dissemination to criminal investigators and prosecutors” in
violation of “wall” procedures.161 Considering this history, the FISA Court
rejected the proposed minimization procedures of the 2002 Memorandum in
which “the bright line” was eliminated that “prohibit[ed] direction and control by
prosecutors.”162 Moreover, the 2002 Memorandum allows “extensive consultations between the FBI and criminal prosecutors “to coordinate efforts to
investigate or protect against” actual or potential attack, sabotage, international
terrorism and clandestine intelligence activities by foreign powers and their

157 Swire 2004, 1330.
158 The FISA court is granted jurisdiction to evaluate proposed minimization procedures: 50 U.S.C. §
1805(a)(4) and § 1824(a)(4).
159 See Kris and Wilson 2007, Appendix E: ‘Department of Justice Intelligence Sharing Procedure
(March 6, 2002), Memorandum to the Director of the FBI, Assistant Attorney General, Criminal
Division, Counsel for Intelligence Policy and United States Attorneys, from the Attorney General
Ashcroft.
160 In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 F.Supp.2d 611
(Foreign Int. Surv. Ct. 2002), 615.
161 Ibid., 621.
162 Ibid., 622.
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agents.”163 Such coordination includes full access for criminal prosecutors to the
information gathered in counterintelligence investigations, including the
information gathered under FISA, and the providing of advice by criminal
prosecutors to intelligence officials, which “may include advice about criminal
investigation and prosecution as well as the strategy and goals for investigation,
the law enforcement and intelligence methods to be used in investigations, and
the interaction between intelligence and law enforcement components of investigations.” The Court regarded the permission granted to criminal prosecutors to
advise FBI intelligence officials with regard to “the initiation, operation,
continuation, or expansion of FISA searches or surveillance” to be most
important for its final decision. According to this provision criminal prosecutors
can request intelligence officers to seek a FISA Court order for criminal investigative interests, while also the surveillance authorized by the order may now
primarily pursue law enforcement purposes.
According to these guidelines the FISA track has become an alternative
investigative means for criminal prosecutors in cases involving terrorism. The
FISA Court held that these guidelines, which governed the now applicable
minimization procedures, did not meet the definition of such procedures,
because it now had to “[balance] the government’s use of FISA surveillance and
searches against the government’s need to obtain and use evidence for criminal
prosecution, instead of determining the “need of the United States to obtain,
produce, and disseminate foreign intelligence information” as mandated by §
1801(h) and § 1821(4).”164 Hence, the Court modified the proposed minimization procedures in a manner which bolstered the wall and prohibited criminal
prosecutors from directing FISA investigations and furthering law enforcement
objectives through FISA procedures.165
Regardless of this decision by the FISA Court explicitly condemning the
government’s measures dismantling the wall, the FISA Court of Review held
that the FISA Court had wrongly interpreted the statutory scheme of FISA as
requiring a wall between the law enforcement and intelligence community,
without addressing the USA PATRIOT Act amendment changing the purpose
language.166 According to the FISA Court of Review it is “quite puzzling” why
FISA has been read, since shortly after its enactment, as to require the
government to certify that the purpose of the surveillance is to obtain foreign
intelligence information, as the definition of foreign intelligence information as
provided in § 1801(e) includes evidence of crimes.167 The FISA Court of Review
held that “FISA as passed by Congress in 1978 clearly did not preclude or limit
the government’s use or proposed use of foreign intelligence information, which
included evidence of certain kinds of criminal activity, in a criminal prosecu-
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tion.”168 Furthermore, the FISA Court of Review considered the reasoning of the
FISA Court to be erroneous as it “misinterpreted and misapplied minimization
procedures it was entitled to impose;” it exceeded its jurisdiction by adopting the
Memorandum guidelines as minimization procedures and modifying its content;
and it erroneously refused to consider the PATRIOT Act amendments to
FISA.169
According to the FISA Court of Review, Congress was “keenly aware that
by replacing ‘the purpose’ for ‘a significant purpose’ it “relaxed a requirement
that the government show that its primary purpose was other than criminal
prosecution.”170 However, the PATRIOT Act amendment also unnecessarily
emphasized a dichotomy between law enforcement and foreign intelligence
purposes of investigation under FISA.171 These considerations resulted in the
most important finding (for the statutory interpretation) by the FISA Court of
Review in interpreting the now applicable ‘significant purpose’ requirement: “as
a matter of straightforward logic, if a FISA application can be granted even if
“foreign intelligence” is only a significant – not a primary – purpose, another
purpose can be primary. One other legitimate purpose that could exist is to
prosecute a target for a foreign intelligence crime.”172 Thus: another purpose
could be the primary purpose of the surveillance, including a purpose of
gathering evidence for the prosecution of a target’s criminal activities. The FISA
Court of Review contended that this interpretation of the requirements for FISA
surveillance and physical search was consistent with the Fourth Amendment.173
As a consequence of the changed ‘purpose language’ and its interpretation by
the FISA Court of Review, the government may now obtain orders for covert
surveillance and searches under FISA if the primary purpose of the surveillance
is to gather evidence of domestic criminal activity, as long as the gathering of
foreign intelligence information is also a significant purpose of the surveillance.
In practice this gives the government the possibility to circumvent Fourth
Amendment probable cause and warrant requirements by asserting before the
FISA Court that there is also a desire to gather foreign intelligence information
from the person investigated, whilst the actual intention of the investigation is
prosecution. The FISA Court has to accept such a showing, unless it is clearly
erroneous.
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6.4.2 The Influence of the Internal Policy of the Department of Justice
and the FBI
The Attorney General can issue guidelines in order to direct the policy of its
divisions within the Department of Justice, which it has done since the issuance
of the Levi Guidelines in 1976.174 The issuance of guidelines concerns an
important tool to use the discretion that the law provides for developing and
steering investigative policy and was originally intended to avoid abuses of such
discretion by the FBI.175 However, the Attorney General’s Guidelines that have
been issued since 9/11 were particularly aimed at directing the manner in which
criminal investigations and national security investigations are carried out in
order to confront terrorism more effectively. Contrary to the shield goal of the
Levi and Smith Guidelines to restrain the investigative activities of the FBI in
order to prevent abuse and guarantee that the FBI operated within the borders
of the law and the Constitution, the Ashcroft Guidelines and, subsequently, the
Mukasey Guidelines have granted the FBI almost unlimited discretion when
national security is involved and were intended to guide the FBI in seeking the
limits of its authority.176 This difference in the principal objective of the
Guidelines can be related to the fact that the Levi and Smith Guidelines were an
answer to the abuse of investigative power as it came to light in, inter alia, the
Watergate scandals, whereas the Ashcroft and Mukasey Guidelines were a
response to the failure to prevent 9/11.
The post-9/11 guidelines have reformulated the investigative priorities of the
FBI and have promoted information sharing and cooperation between the
divisions responsible for criminal investigations and those responsible for
intelligence gathering.177 Furthermore, two memoranda have been issued: one
by the Attorney General; the other by all agencies involved, in order to promote
and even to oblige the sharing of information. In addition to the AG Guidelines
and the memoranda, the FBI drafts its own manual as a policy guide
implementing the AG Guidelines in detailed provisions. This internal policy
manual of the FBI has always been a classified document. However, in answer
to repeated requests under the Freedom of Information Act (FOIA), the
‘Domestic Investigations and Operations Guide’ of 16 December 2008, which
standardized the investigative policy of the FBI in observance of the ‘AG
Guidelines for Domestic FBI Operations’ (issued September 29, 2008), was
almost completely declassified in August 2009. This extensive document
provides a detailed insight into the manner in which the powers granted in law,
and the general directions provided in the AG Guidelines with regard to the use

174 Executive Order 13470 (2008), 73 Fed. Reg. 45325 (July 30, 2008), sec. 1.7(g)(1), explicitly
prescribes the issuance of such guidelines to regulate the gathering, analyzing, producing and
dissemination of foreign intelligence and counterintelligence.
175 See section 5.3.2.3.
176 Jones 2009, 63-165.
177 The investigative policy of the DoJ has not changed since the Obama Administration took office:
to date, Attorney General Holder has not decided to adopt new guidelines.
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of these powers, results in concrete investigative policy. This section will
chronologically and categorically deal with the policy documents that have been
issued since 9/11: with the AG and interagency memoranda; with the AG Guidelines replacing the Smith Guidelines of 1983 that almost unaffectedly remained
in place until 2002: and, lastly, with the now declassified FBI Domestic
Investigations and Operations Guide, in order to demonstrate a shift in policy
aiming at increased interaction between the law enforcement and intelligence
counterparts of the FBI and a primary focus on the prevention of terrorism.
6.4.2.1 The Memorandum of Attorney General Ashcroft of 6 March 2002 and
the Interagency Memorandum of 2003
The Memorandum of 6 March 2002 (as already dealt with in section 6.4.1.2 as
the subject of litigation before the FISA Court and the FISA Court of Review)
especially set new procedures for the sharing of information and advice between
the law enforcement and intelligence officials within the Department of Justice.
According to these guidelines, and as later affirmed by the FISA Court of
Review, FISA may be used “primarily for a law enforcement purpose, as long
as a significant foreign intelligence purpose remains.” The authority given in the
USA PATRIOT Act (section 504) to consult with federal law enforcement
officers has been set out in more detail in the Memorandum so as to include
exchanging “a full range of information and advice” concerning efforts “to
investigate or protect against foreign threats to national security,” which may
include “information and advice designed to preserve or enhance the possibility
of a criminal prosecution.”
Moreover, the Memorandum states that “all relevant Department of Justice
components, including the Criminal Division (...) [are] to be fully informed
about the nature, scope, and conduct of all full field FI [Foreign Intelligence]
and FCI [Foreign Counterintelligence] investigations, whether or not those
investigations involve FISA.” More in particular, “the Criminal Division and the
OIPR [the Office of Intelligence Policy and Review; an expert office of the
Department of Justice, now the ‘National Security Division’] shall have access
to all information developed in full field FI and FCI investigations,” except for
some restrictions that may apply in particular cases. The Criminal Division and
the OIPR should therefore receive all relevant information from the FBI, which
includes “both foreign intelligence information and information concerning a
crime which has been, is being, or is about to be committed.” Information
originating from FISA surveillance or a physical search that has been obtained
in accordance with these procedures may only be used in criminal proceedings
upon the authorization of the Attorney General.
Most far-reaching, and also the aspect that the FISA Court considered to be
impermissible as it breaks with previously set safeguards aimed to prevent
criminal investigators relying on FISA investigations in order to circumvent
Fourth Amendment requirements, is the manner in which advice may be
provided by the Criminal Division to the intelligence investigators of the FBI.
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Consultations between the different components of the DoJ may include advice
and recommendations concerning all aspects of the investigations, including
“the initiation, operation, continuation, or expansion of FISA searches or
surveillance.” To sum up, this Memorandum aimed to enable a full information
exchange and cooperation between all Department of Justice components that
may have an interest in foreign intelligence investigations or counterintelligence
investigations, particularly when terrorism is involved. It allows prosecutors to
use similar authorities as national security investigators to initiate, operate,
continue or expand FISA investigations. All barriers that were established in
previous guidelines preventing such a free sharing of information and
cooperation have been banned and replaced by guidelines stimulating and
directing intense sharing and cooperation. The need to protect national security
was considered to be the justification for such “full and free exchange of
information and ideas.”178
The second relevant memorandum that has been issued in the post-9/11 era
concerns the “Memorandum of Understanding Between the Intelligence
Community, Federal Law Enforcement Agencies, and the Department of
Homeland Security Concerning Information Sharing.”179 This Memorandum,
issued on March 4, 2003, concerns a binding agreement between these different
agencies, which became public in March 2005 after a successful FOIA request.
The Memorandum “provides a framework of guidance to govern information
sharing, use and handling” between the signing agencies and its subdivisions.180
The goal of the agreement is to avoid situations in which there is reluctance to
share because it may disrupt prosecutorial or investigative purposes, whereas
such sharing could serve the “overriding priority of preventing, preempting, and
disrupting terrorist threats to our homeland.”181 Hence, the Memorandum
provides for policies governing the sharing of information which are based only
on the substance of the information.182 Considering its binding character, the
agreement aims to function as an important guarantee that information that is
relevant for the prevention of terrorism will indeed be shared between all
agencies that can contribute to its actual prevention.

178 ‘Department of Justice Intelligence Sharing Procedures’ (6 March 2002), Memorandum from the
Attorney General Ashcroft (Section I: Introduction and Statement of General Principles).
179 Memorandum of Understanding Between the Intelligence Community, Federal Law Enforcement
Agencies, and the Department of Homeland Security Concerning Information Sharing, 4 March
2003. Available at: (<fas.org/sgp/othergov/mou-infoshare.pdf>) (accessed 27 December 2009).
Henceforth: Memorandum of Understanding on Information Sharing (2003).
180 Memorandum of Understanding on Information Sharing (2003), 1.
181 Ibid., 4.
182 Ibid., 5.
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6.4.2.2 The AG Ashcroft Guidelines of 2002 and the AG Ashcroft Guidelines
on National Security Investigations of 2003
On May 30, 2002 Attorney General John Ashcroft issued a new set of Guidelines: ‘The Attorney General’s Guidelines on General Crimes, Racketeering
Enterprise and Terrorism Enterprise Investigations.’183 These Guidelines
replaced the ‘Smith Guidelines’ of 1983 which until then had regulated the
investigative authority of the FBI. In 2003 Ashcroft also issued a new set of
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection, the contents of which are mainly classified. At that time Ashcroft
still issued two sets of guidelines with different standards, restraints and
conditions for criminal investigations and national security investigations,
upholding a separation of policy for both areas. However, an important step
towards merging the two areas was already taken in these Guidelines. Moreover,
the collective goal of these new guidelines was to enhance the investigative
capacities of the FBI in order to be able to effectively confront terrorism in the
first place by allowing the FBI to initiate full investigations sooner than was
previously the case.184 The 2002 Guidelines claimed to provide for a “consistent
policy" to give effect to the FBI’s “highest priority,” which is “to protect the
security of the nation and the safety of the American people against the
depredations of terrorists and foreign aggressors.” The Ashcroft Guidelines
remained in place until 2008 when Attorney General Mukasey issued new
guidelines ‘for domestic FBI operations’ on September 29, 2008 superseding the
Ashcroft Guidelines of 2002 and 2003.
The Ashcroft Guidelines are briefly dealt with in the underlying section –
although considering that the separation of criminal and national security
investigations by issuing two sets logically belongs to sections 6.2 and 6.3 – to
provide a complete chronological order of events since 9/11 that have influenced
the internal policy of the DoJ and FBI resulting in the transformation of the role
of the FBI.
The Guidelines on General Crimes, Racketeering Enterprise and Terrorism
Enterprise Investigations provide “guidance for general crimes and criminal
intelligence investigations by the FBI.”185 The Guidelines provide for three
different levels of investigative activity, reorganizing the investigative levels of
the previous Smith Guidelines,186 in order to allow “the FBI the necessary
flexibility to act well in advance of the commission of planned terrorist acts or
other federal crimes.” These levels are: “(1) the prompt and extremely limited

183 The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise ad Terrorism
Enterprise Investigations, Office of the Attorney General, Washington D.C., 2002, 20530.
Available at: <www.fas.org/irp/agency/doj/fbi/generalcrimes2.pdf> (accessed 27 December 2009).
Henceforth: Ashcroft Guidelines 2002.
184 Ashcroft Guidelines 2002, 2. And see: Donohue 2008, 249.
185 Ashcroft Guidelines 2002, preamble.
186 See Chapter 5, Section 5.3.2.3.2.

Counterterrorism Measures Affecting Criminal Investigation in the United States

411

checking of initial leads, (2) preliminary inquiries, and (3) full investigations.”187
These levels do not considerably differ from the investigative levels
distinguished under the Smith Guidelines. The most important difference is that
a full or preliminary investigation may immediately be initiated when “the
available information shows at the outset that the threshold standard for a
preliminary inquiry or full investigation is satisfied (...) without progressing
through more limited investigative stages.”188 Although the classification of
investigative activities differs from the investigative levels under the Smith
Guidelines and the wording of some of its thresholds has been changed, the
investigative possibilities and the thresholds for starting these investigative
activities have not been considerably expanded. For this reason and because the
Guidelines have been superseded by the Mukasey Guidelines, this Section will
not elaborate in detail on the requirements for each investigative level. It suffices
to note that the Guidelines indicate that when the information relates to the
obtaining of material from which weapons or explosives may be developed or
to terrorist activities, the threshold for the investigative activity in question is
generally met.189 Moreover, the Guidelines mitigated requirements to initiate full
terrorism enterprise investigations, by now allowing any Special Agent in
Charge to authorize the investigation with notification to the FBI Headquarters.190
More important are the provisions of the Guidelines regarding the methods
available to give effect to counterterrorism priorities and the adjustment of the
investigative tools to current technological developments such as the advent of
the Internet. The guidelines include several provisions to enhance cooperation
between the intelligence and law enforcement counterparts of the FBI, including
the maintaining of a database of information collected by the investigative
activities authorized in the Guidelines for the purpose of information
dissemination to counterparts or other agencies.191 Furthermore, the FBI is
required to maintain a special information system “for the purpose of identifying
and locating terrorists, excluding or removing from the United States alien
terrorists and alien supporters of terrorist activity as authorized by law, assessing
and responding to terrorist risks and threats, or otherwise detecting, prosecuting,
or preventing terrorist activities.”192 Moreover, FBI officials are authorized to
visit “places and events which are open to the public for the purpose of detecting
or preventing terrorist activities” and “surfing the internet as any member of the
public might do to identify, e.g., public websites, bulletin boards, and chat
rooms (...), and observing information open to public view in such forums to
detect terrorist activities and other criminal activities.”
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Ashcroft Guidelines 2002, 1.
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Department of Justice, other Federal agencies and state or local criminal justice agencies, Ibid., 2021.
192 Ibid., 21-22.
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Lastly, the Ashcroft Guidelines also included ‘General Principles,’ again
similar to the Smith Guidelines, to provide for some principles in order to
prevent abuses of investigative power. It is indicated that the choice for
investigative methods is subject to the principle of proportionality; however, it
was added that the “FBI shall not hesitate to use any lawful techniques
consistent with these Guidelines, even if intrusive, where the intrusiveness is
warranted in light of the seriousness of a crime or the strength of the information
indicating its commission or potential future commission.” The latter in
particular deals with the “investigation of terrorist crimes and (...) investigation
of enterprises that engage in terrorism.” All full investigations following from
the preliminary investigations “shall be based on a reasonable factual predicate
and shall have a valid law enforcement purpose.” The full investigation “shall
be terminated when all logical leads have been exhausted and no legitimate law
enforcement interest justifies their continuance.” The use of investigative
methods authorized in the Guidelines in order to “anticipate or prevent crime,”
whereas criminal activity is not yet taking place, shall “not be based solely on
activities protected by the First Amendment or on the lawful exercise of any
other rights secured by the Constitution or laws of the United States.” However,
when such statements “advocate criminal activity or indicate an apparent intent
to engage in crime, particularly crimes of violence, an investigation under these
guidelines may be warranted unless it is apparent, from the circumstances or the
context in which the statements are made, that there is no prospect of harm.”
In a separate set of Guidelines, which were issued on October 31, 2003,
Attorney General Ashcroft adopted new guidelines “For FBI National Security
Investigations and Foreign Intelligence Collection.”193 According to the
introductory section, these Guidelines aim to “realize as fully as possible the
critical objectives of the Executive Order 12333.” Furthermore, the Guidelines
are part of the “overall response of the United States to threats to the national
security,” including enhancing cooperation and information sharing with other
agencies.194
The Guidelines explicitly stated that the “[d]etecting, solving, and preventing”
of crimes “and in many cases, arresting and prosecuting the perpetrators are
crucial objectives of national security investigations under these Guidelines.” In
addition: “threats to the national security, including international terrorism and
espionage, almost invariably involve possible violations of criminal statutes.”
Herewith, an overlap between “counterintelligence and “criminal” investigations” was acknowledged.195

193 The Attorney General’s Guidelines for FBI National Security Investigations and Foreign Intelligence Collection, Issued and classified by John Ashcroft on October 31, 2003 (declassified by AG
Gonzales on August 2, 2007), available at: <ftp.fas.org/irp/agency/doj/fbi/nsiguidelines.pdf>
(accessed 17 December 2009).
194 The Attorney General’s Guidelines for FBI National Security Investigations and Foreign Intelligence Collection 2003, 1.
195 Ibid., 2.
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Three levels of investigative activity are distinguished for FBI National
security investigations: “(1) threat assessment, (2) preliminary investigations,
and (3) full investigations.”196 Threat assessments concern the proactive
collection of information without any specific investigative predication by
means of relatively non-intrusive investigative techniques, which makes it
comparable to the checking of initial leads under the Ashcroft Guidelines for
criminal investigations.197 Secondly, a preliminary investigation may be initiated
upon “information or an allegation indicating that a threat to the national
security may exist.” Such investigation (as well as the full investigation) “may
relate to individuals, groups, organizations and possible criminal violations.”198
The investigative authorities are again comparable to the preliminary investigations of the 2002 Ashcroft Guidelines. The last category of full investigations
requires a showing of “specific and articulable facts giving reason to believe that
a threat to the national security may exist.”199
The Guidelines define when a person concerns a US person and when a group
should be considered as a US-based group, which provisions have remained,
however, largely classified.200 The interpretation given to these terms is important
with regard to the applicability of restrictions on investigative authorities, such
as under FISA. Also many other provisions of the Guidelines have remained
classified, such as some of the circumstances warranting investigations, some
authorized investigative techniques, and extraterritorial authorities.
Furthermore, the Guidelines include some important provisions with regard
to information sharing. As a matter of “general principle” it is provided that
“information should be shared as consistently and fully as possible.”201 In
principle, the Department of Justice’s criminal division “shall have full access
to all information obtained through activities under these Guidelines.”
Furthermore, the “FBI shall keep the Criminal Division and the Office of
Intelligence Policy and Review apprised of all information obtained through
activities under these Guidelines that is necessary to the ability of the United
States to investigate or protect against threats to the national security.”202
Consultations between the FBI and the Criminal Division and the Office of
Intelligence Policy and Review shall also take place regularly. Likewise, US
Attorney’s Offices shall “receive information and engage in consultations to the
same extent as the Criminal Division.”203
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6.4.2.3 Mukasey Guidelines on FBI Operations (2008)
In the introduction of the Mukasey Guidelines the important role of the FBI is
emphasized as the leading agency for investigating violations of federal law and
investigating domestic threats to national security. This task includes “investigating international terrorist threats to the United States” and “conducting
counterintelligence activities to meet foreign entities’ espionage and intelligence
efforts directed against the United States.” The FBI is also a member agency of
the intelligence community204 and has in addition, therefore, the task of
gathering foreign intelligence information. In this document the law enforcement and the intelligence objectives are for the first time combined into one
document. The previous wall between the law enforcement and intelligence
community was clearly reflected in the issuance of two separate sets of
guidelines: one governing investigations with a nexus to criminal activity and
aimed at the gathering of evidence for prosecutions and the other governing the
FBI task of gathering foreign intelligence, protecting national security and
conducting counterintelligence investigations.205 The general objective of this
new set of guidelines that govern all these topics is, hence, the “full utilization
of all authorities and investigative methods [...] to protect the United States and
its people from terrorism and other threats to the national security, to protect the
United States and its people from victimization by all crimes in violation of
federal law, and to further the foreign intelligence objectives of the United
States.” At the same time the new guidelines were intended, contrary to the
Ashcroft Guidelines, to underline that all investigative activities of the FBI shall
be conducted “consistent with the Constitution and the Laws of the United
States, [...] in a lawful and reasonable manner that respects liberty and privacy
and avoids unnecessary intrusions into the lives of law-abiding people.” Hence,
the guidelines now also include oversight mechanisms “to ensure that all FBI
activities are conducted in a manner consistent with law and policy.”206
The Mukasey Guidelines on FBI Operations state that the law enforcement
(federal crimes investigations and investigations of threats to national security)
and intelligence investigative objectives of the FBI are overlapping: e.g. the
investigation of international terrorism will involve a violation of federal law,
a threat to national security as well as the gathering of foreign intelligence
information.207 Therefore, the Mukasey Guidelines do away with the long upheld
distinction between criminal investigations, national security investigations and
investigations for the purpose of gathering foreign intelligence information, and
provide uniform guidelines for all investigative activities, promoting a single
investigation in which a “number of the [FBI’s] authorities” may be exercised.208

204 See Executive Order 12333 and 50 U.S.C. § 401a(4).
205 See also: Becker 2005, 63.
206 Introduction (2-3) of The Attorney General’s Guidelines for Domestic FBI Operations (2008)
(henceforth: Mukasey Guidelines for FBI Operations 2008).
207 Mukasey Guidelines for FBI Operations 2008, 6 (under A).
208 Ibid., 6-7 (para. A).
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This approach breaks with previous DoJ investigative policy, although the
guidelines are at the same time an acknowledgment of the investigative policy
as was developed in the post-9/11 era.
The Guidelines generally authorize the FBI to “conduct investigations to detect,
obtain information about, and prevent and protect against federal crimes and
threats to the national security and to collect foreign intelligence.” If the
investigation has one of these authorized purposes, the focus of the activities
“may be whatever the circumstances warrant.” The concept of investigation
under these Guidelines is not interpreted in a “narrow sense” as being limited to
“solving particular cases or obtaining evidence for use in particular criminal
prosecutions.” Investigation may now also include the gathering of “critical
information needed for broader analytic and intelligence purposes to facilitate
the solution and prevention of crime, protect the national security, and further
foreign intelligence objectives.”209
To give effect to this uniform investigative task the FBI is authorized to
conduct information-gathering activities on different levels. The first level of
investigative activities concerns “assessments” in order to “detect, obtain
information about, or prevent or protect against federal crimes or threats to the
national security or to collect foreign intelligence.”210 This investigative level of
“assessments” replaces the previous ‘prompt and limited checking out of initial
leads’ of the AG’s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise investigations and the “threat assessment” under the AG’s
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection. The FBI is authorized to conduct these assessments for the
aforementioned purpose, without requiring a showing of any factual predicate.
The investigative activities are limited to the “checking of investigative leads”
by general searches for information, e.g. through: publicly available sources;
FBI and DoJ records; requesting such records from other agencies; searches on
the internet, interviewing “members of the public and private entities”;
observation and surveillance for which a court order is not required; or through
“grand jury subpoenas for telephone or electronic mail subscriber information.”211 “Assessments” aim to enhance the position of the FBI acting
proactively for the purpose of “detecting and interrupting criminal activities at
their early stages, and preventing crimes from occurring in the first place.”212
The second level of investigation is the “predicated investigation.” The
purpose of this investigation is similar to assessments; however, it is limited to
a showing of “circumstances warranting investigation” and requires supervisory
approval. The circumstances warranting a predicated investigation are the
following: “(a) an activity constituting a federal crime or a threat to the national

209
210
211
212

Ibid., 16 (para. II).
Ibid., 9 (para. II(A)).
Ibid., 19-20 (para. II(A)(3) and (4)).
Ibid., 7 (para. II).

Chapter 6

416

security has or may have occurred, is or may be occurring, or will or may occur
and the investigation may obtain information relating to the activity or the
involvement or role of an individual, group, or organization in such activity; (b)
an individual, group, organization, entity, information, property, or activity is
or may be a target of attack, victimization acquisition, infiltration, or recruitment
in connection with criminal activity in violation of federal law or a threat to the
national security and the investigation may obtain information that would help
to protect against such activity or threat; (c) the investigation may obtain foreign
intelligence that is representative to a foreign intelligence requirement.”213 From
the general description of the investigative authority it follows that a classified
direction has been issued “providing further specification concerning circumstances supporting certain predicated investigations.”214
The predicated investigation is subsequently divided, similar to previous
guidelines, in either a preliminary investigation or a full investigation. The
“information or an allegation indicating” circumstance (a) or (b) warranting a
predicate investigation may trigger a preliminary investigation. The duration of
a preliminary investigation has been extended to a maximum of 6 months, with
possible extensions. All lawful investigative techniques may be used in the
preliminary investigation, except for electronic surveillance under Title III or
FISA, a physical search under Rule 41 of the Federal Rules of Criminal
Procedure or FISA, and the “acquisition of foreign intelligence information”
under Title VII of FISA (concerning FISA surveillance of persons located
outside the US, as dealt with in section 6.5.1).215 For full investigations the
threshold is somewhat higher by either requiring “an articulable factual basis for
the investigation that reasonably indicates” that circumstance (a) or (b),
warranting a predicated investigation, exists or the circumstance under (c)
exists. The FBI is authorized to use any lawful investigative technique during
the full investigation.216 No limits to the duration of full investigations are
prescribed in the Guidelines.
Furthermore, the FBI is still authorized to engage in “enterprise investigations.” The character of the enterprise is described as a “full investigation”
permitting “a general examination of the structure, scope, and nature of certain
groups and organizations.” The threshold requirement and the requirement of
supervisory approval is similar to that of the full investigation; however, the
investigation targets “groups or organizations that may be involved in the most
serious criminal or national security threats to the public” and aims to broadly
investigate the characteristics and activities of the group or organization.217
Except for the unification of investigative standards for the FBI authorities as
a law enforcement agency and as an intelligence agency, the Mukasey
213
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Guidelines include an extensive regulation of “the retention and sharing of
information” and enhanced interaction with other intelligence agencies and
between its own law enforcement and intelligence counterparts. With regard to
the latter, the Guidelines authorize the FBI to “provide investigative assistance
(including operational support) to authorized intelligence activities of other
Community agencies.”218 Furthermore, the Guidelines provide that the FBI may,
in order to exert its intelligence functions, rely on all its lawful sources of
information, including sources built by its own investigative activities (which
may already have concurrent law enforcement and intelligence purposes).219
The sharing of information is generally permitted with those other agencies
for which the information is relevant for carrying out the responsibilities of that
agency.220 Such sharing is required when so ordered under law or policy
documents, such as the AG’s Memorandum of 2002 regarding the “Department
of Justice Intelligence Sharing Procedures.”221 Prosecutors shall be informed of
investigations involving criminal activity. When the information gathered during
the investigation is sufficient to warrant prosecution, the relevant information
must be communicated to the prosecutor. A prosecutor may also request
information.222
Sharing is more urgent when the information gathered involves national
security information: as a matter of “general principle [...] there is a responsibility to provide information as consistently and fully as possible to agencies
with relevant responsibilities to protect the United States and its people from
terrorism and other threats to the national security, except as limited by specific
restraints on such sharing.” The requirements of the “Memorandum of Understanding between the Intelligence Community, Federal Law Enforcement
Agencies, and the Department of Homeland Security Concerning Information
Sharing (March 4, 2003)” is applicable. Furthermore, “the National Security
Division shall have access to all information obtained by the FBI through
activities relating to threats to the national security or foreign intelligence.” The
National Security Division has been given the task of maintaining oversight on
all information gathered by the different agencies that relates to threats to the
national security. The Guidelines also provide that “relevant United States
Attorneys’ Offices shall have access to and shall receive information from the
FBI relating to the threats to the national security.” US Attorneys are even
authorized to “engage in consultations” with the FBI about such information in
a similar fashion as is permitted for the National Security Division. With regard
to counterintelligence investigations (concerning “espionage and other intelligence activities, sabotage, and assassination, conducted by, for, or on behalf of
foreign powers, organizations, or persons”223), the National Security Division
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should give permission before the FBI is allowed to consult with US
Attorneys.224 Lastly, the FBI is instructed to disseminate certain “foreign
intelligence and information relating to international terrorism and other threats
to the national security” to the White House.225
It can be concluded that the 2008 Guidelines concern the most far-reaching
policy change with regard to the interaction between the law enforcement and
intelligence counterparts of the FBI, transforming the role of the FBI and clearly
combining the forces of the different FBI divisions in order to jointly confront
threats to national security, such as terrorism. This one set of guidelines, aimed
at providing consistent investigative policy for the FBI as a whole and eliminating bureaucratic barriers between law enforcement and intelligence counterparts
of the FBI, breaks with the previously upheld distinction between the law
enforcement and intelligence investigative activities of the FBI, which was still
the case under the Ashcroft Guidelines. Moreover, information sharing and
cooperation, also with agencies outside the FBI, are promoted.
6.4.2.4 Domestic Investigations and Operations Guide of the FBI (2008)
The FBI has drafted its own guide with internal rules and procedures on
domestic investigations and operations (Domestic Investigations and Operations
Guide or DIOG) to implement the Mukasey Guidelines of 2008. This extensive
guide of December 16, 2008, counting 258 pages, was released, almost in its
entirety, to the public in September 2009 after a FOIA request.226 Some parts
remain classified so as not to give away too much of its investigative strategy
to “those who pose a threat to the nation.” According to the FBI website, this
guide (like the AG’s Guidelines) was promulgated “to ensure that the FBI is
equipped with all lawful and appropriate tools so that it can transform itself into
an intelligence-driven organization that assesses and investigates criminal and
national security threats to our nation and its people.”227 The Guide includes the
whole range of internal policy for the FBI in its effort to “protect the people of
the United States against crime and threats to the national security and to collect
foreign intelligence information.”228 Only those aspects of this extensive guide
that provide for additional information with regard to the situations that trigger
investigative action by the FBI, and that provide information on what level of
investigation or nature of techniques is justified in particular situations will be
dealt with here.

224 Ibid., 37-38 (para. VI(D)(1)).
225 Ibid., 37-38 (para. VI(D)(2)).
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227 See: <foia.fbi.gov/foiaindex/diog.htm> (accessed 9 February 2010).
228 DIOG FBI (2008), preamble, XI.
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The Guide begins by setting out its scope of authority, including its leading
investigative authority concerning ‘federal crimes of terrorism’. A federal crime
of terrorism is any “offense that is: (i) calculated to influence or affect the
conduct of government by intimidation or coercion or to retaliate against
government conduct; and (ii) is a violation of a federal statute relating to” any
of the offenses enumerated in a list of 51 criminalized acts that may relate to
terrorism.
The Guide provides for a detailed explanation of the scope of Constitutional
rights, such as the freedom of speech, freedom of religion and the Equal
Protection Clause in order to make the FBI officers aware of the exact limits of
their investigative activities. According to the guidelines, FBI employees may,
for example, observe, collect and consider any form of the protected speech if
done for a valid law enforcement or national security purpose and if not
obstructing the person in question from using his right to free speech.229
Furthermore, religious practitioners or religious facilities may be examined in
the context of an “assessment” or “predicated investigation.”230 FBI employees
may also “take appropriate cognizance of the role religion may play in the
membership or motivation of a criminal or terrorism enterprise” or investigate
members of a criminal or terrorist group’s possible religious motive. However,
group members’ mere affiliation with a particular religion may not form the
basis of an assessment or investigation, absent any connection of a particular
member to the threat under investigation.231 The Constitutional protection of
freedom of association does not preclude, according to court decisions, activities
such as “undercover participation in group activities; physical and video
surveillance in public areas; properly authorized electronic surveillance;
recruitment and operation of sources; collection of information from government, public and private sources (with consent); and the dissemination of
information for a valid law enforcement purpose.”232 Furthermore, race and
ethnicity “may be a relevant factor to consider” when deciding to initiate
investigative activities; however, “it should not be the dominant or primary
factor” and never the sole factor.233
The choice for the ‘least intrusive method’ is, as a matter of general
principle, prescribed in the Mukasey Guidelines and further specified in the
DIOG. The DIOG prescribes a balancing test between the level of intrusion and
investigative requirements. The following factors shall be considered in order
to determine whether a particular technique is proportionate: “seriousness of the
crime or national security threat; strength and significance of the intelligence/
information to be gained; amount of information already known about the
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subject or group under investigation; and requirements of operational security,
including protection of sources and methods.”234
The DIOG further explains the purpose and goal of ‘assessments’ as to act
proactively in “detecting criminal or national security threats” without waiting
for leads to come in by using the techniques available for the purpose of early
intervention and prevention.235 Preliminary investigations and full investigations
may have a reactive or proactive purpose. Preliminary investigations are in
particular aimed at: “determining whether a federal crime has occurred or is
occurring, or if planning or preparation for such a crime is taking place;
identifying, locating, and apprehending the perpetrators; obtaining evidence
needed for prosecution; or identifying threats to the national security.”236
Full investigations are initiated for the purpose of: “determining whether a
federal crime is being planned, prepared for, occurring or occurred; identifying,
locating, and apprehending the perpetrators; obtaining evidence for prosecution;
identifying threats to the national security; investigating an enterprise (...); or
collecting positive foreign intelligence.”237 It is added that the full investigation’s objective of gathering “positive foreign intelligence” allows the FBI to
conduct information-gathering activities “beyond federal crimes and threats to
the national security” and “regarding a broader range of matters relating to
foreign powers, organizations, or persons that may be of interest to the conduct
of the United States’ foreign affairs.”238
Lastly, enterprise investigations can be initiated and operated on the same
grounds and under the same conditions as full investigations and they examine
“the structure, scope, and nature of the group or organization including: its
relationship, if any, to a foreign power; the identity and relationship of its
members, employees, or other persons who may be acting in furtherance of its
objectives; its finances and resources; its geographical dimensions; its past and
future activities and goals; and its capacity for harm.”239 The threshold for
initiating an enterprise investigation as provided in the Mukasey Guidelines is
further explained in the DIOG as being met also when the group or organization
“may have or may be engaged in, planning or preparation or provision of
support” of matters such as international terrorism. Moreover, according to the
DIOG the “articulable factual basis” is established with the “identification of a
group whose statements made in furtherance of its objectives, or its conduct,
demonstrate a purpose of committing crimes or securing the commission of
crimes by others. The group’s activities and statements of its members may be
considered in combination to comprise the “articulable factual basis,” even if the
statements alone or activities alone would not warrant such a determination.”240
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Furthermore, the DIOG contains a detailed description of all authorized
investigative techniques. Especially the instructions for the most intrusive
techniques are still partly classified. Also the guidelines with regard to the
sharing of information as provided in the Mukasey Guidelines have been
implemented in the DIOG.
6.4.3 Other Developments Enhancing Cooperation between Intelligence
and Law Enforcement
Besides the amendments of the 2001 USA PATRIOT Act and the explanation
of the new FISA statutory language by the FISA Court of Review, also some
other post-9/11 legislation was adopted in order to increase cooperation between
the law enforcement and intelligence community and to promote information
sharing. The ‘Intelligence Reform and Terrorism Prevention Act of 2004’241 has
created the position of the Director of National Intelligence (DNI), who is to be
“appointed by the President, by and with advice and consent of the Senate.” The
main responsibility of the DNI is to head the intelligence community in order to
ensure the effective cooperation of the different intelligence agencies and to
“oversee and direct the implementation of the National Intelligence Program.”242
Moreover, the DNI “shall establish requirements and priorities for foreign
intelligence information to be collected under [FISA], and provide assistance to
the Attorney General to ensure that information derived from electronic
surveillance or physical searches under that Act is disseminated so it may be
used effectively for national intelligence purposes.”243 The DNI should also
promote the sharing of intelligence.
Furthermore, the Intelligence Reform and Terrorism Prevention Act of 2004
creates a National Counterterrorism Center as the “primary organization in the
United States Government for analyzing and integrating all intelligence
possessed or acquired by the United States Government.” This National
Counterterrorism Center also has responsibility to “conduct strategic operational
planning for counterterrorism integrating all instruments of national power,
including [...] law enforcement activities within and among agencies.”244
The last contribution of this Act to dismantling the wall can be found in the
provision governing the “improvement of intelligence capabilities of the Federal
Bureau of Investigation,” according to which each FBI agent “employed after
the date of enactment of this Act shall receive basic training in both criminal
justice matters and national intelligence matters” as part of the full institutionalization of the “shift” of the FBI “to a preventive counterterrorism posture.”245
Furthermore, bureaucratic changes have to a significant extent contributed
to the realization of enhanced cooperation between the intelligence community
241
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and the law enforcement community. Most notably, in 2002 the FBI established
the Joint Terrorism Task Force (JTTF), which concerns a mechanism with a
national and multiple regional offices sharing information relevant to counterterrorism between all relevant federal, state and local entities.246
6.5 OTHER RELEVANT INVESTIGATIVE POWERS
Outside the scope of conventional criminal investigations and, as it was firstly
introduced, also outside the context of FISA, the executive has introduced a
surveillance program authorized by the executive order of the President.
Moreover, the government has expanded its use of national security letters in the
fight against terrorism. Both the NSA surveillance and the issuance of national
security letters did not require a (FISA) court order. Although these tools are
primarily intended as intelligence tools, they are now available to the FBI and
the information gathered may and will be transferred to the law enforcement
community due to current sharing obligations.
Many other measures have been taken for the purpose of preventing
terrorism, such as changes in immigration law, border security and combating
the financing of terrorism, and also information available to the agencies
responsible for these actions may be introduced to criminal proceedings.
However, this section will only deal with the ‘NSA surveillance program’ and
with ‘National Security Letters.’ Only those powers, although also to a limited
extent, are relevant to the subject of research as it concerns investigative power
that can be conducted by the FBI and concern similar powers available to the
FBI in the context of conventional criminal law and national security law, but
without the usual restrictions and checks on their use. In addition, the
information gathered through these investigative powers may, in conformity
with agreements on information sharing policies, be transferred to the law
enforcement agencies with regard to the NSA Surveillance Program, especially
since its current regulation under the Foreign Intelligence Surveillance Act.
6.5.1 The NSA Surveillance Program and its Incorporation in FISA
NSA surveillance, also referred to as the ‘Terrorist Surveillance Program,’
concerns a classified surveillance program authorized under the President’s
authority as Chief Executive. In December 2005 the New York Times published
a series of articles revealing the existence of the program.247 In reaction,
Attorney General Gonzales confirmed that the President had authorized the NSA
to intercept, without a warrant, phone calls and e-mails that either originate or
terminate with a US person, when there “is a reasonable basis to conclude that
one party” was linked to Al Qaida. The NSA surveillance program was

246 Baker 2007A, 246-247 and 259 and Progress Report 2011, 12-13.
247 See in particular: Risen and Lichtblau 2005.
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consciously referred to as the ‘Terrorist Surveillance Program’ in order to create
sympathy for the far-reaching and secretive interception of communications,
including the communications of Americans, by suggesting that it is only used
to monitor terrorists.248 Until 2005 the program had already operated completely
classified for four years and, although aspects of the Terrorist Surveillance
Program had been made public, most of the program remained classified,
including authorized activities other than surveillance.249
The position of the Bush Administration, defending the legality of the
Program, was that the President as Commander-in-Chief and under his foreign
affairs power as granted in Article II of the Constitution, in combination with the
enactment of the ‘Authorization for Use of Military Force’ (AUMF), was
allowed to authorize these surveillance activities. FISA provides that the interception of electronic communications is prohibited, except as authorized under
Statute.250 Section 2(a) of the AUMF, providing that the President shall “use all
necessary and appropriate force against those nations, organizations, or persons
he determines planned, authorizes, committed, or aided the terrorist attacks that
occurred on September 11, 2001,” was considered as such a statute permitting
for electronic surveillance outside the scope of FISA.251 The program remained,
however, highly controversial and has received extensive criticism as to its
legality. The NSA surveillance seems incompatible with the history of abuses
of unchecked government surveillance powers preceding the enactment of FISA,
the interpretation that has since been given to the Fourth Amendment
requirements applicable to surveillance for domestic security purposes and the
explicit requirements of FISA covering all domestic surveillance.252 Moreover,
it follows from the joint unclassified version of the report of all involved Offices
of Inspectors General on the ‘President’s Surveillance Program’ that in 2004 the
Department of Justice was in conflict with the White House, when the
Department of Justice seriously disputed the legality of the program.253
The Supreme Court has until now not addressed the question whether the
President may also engage in warrantless surveillance under these powers.
However, district judge Anna Diggs Taylor held in American Civil Liberties
Union v. National Security Agency (2006) that the Terrorist Surveillance
Program violated the Fourth Amendment as it departed from congressional
intention with the enactment of Title III and FISA, for which reason surveillance
without a warrant is unconstitutional.
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In the meantime the government sought a solution to the remaining concerns
regarding the legality of the program, which resulted in the enactment of the
Protect America Act of 2007, which amended FISA. The Protect America Act
allowed the warrantless surveillance of communications between two foreign
parties that were routed through the United States as well as the warrantless
surveillance of communications of US citizens with a party located outside the
US, whereas it is “reasonably believed” that the target of the surveillance is
located outside the US. The statutory phrasing of the surveillance power as
previously used in the Terrorist Surveillance Program seems to leave little
protection that the surveillance does not in fact target US persons. However, the
FISA Court of Review in In re Directives Pursuant to Section 105B of the
Foreign Intelligence Surveillance Act considered the provisions of the Protect
America Act to be lawful as the court could not frustrate the government’s
“efforts to protect national security” when it “has instituted several layers of
serviceable safeguards to protect individuals against unwarranted harms and to
minimize incidental intrusions.”254
The highly controversial Protect America Act of 2007 expired in February
2008 and was succeeded by the FISA Amendments Act of 2008 (FAA). Under
the FAA “the Attorney General and Director of National Intelligence may
authorize jointly for a period of up to one year [...] the targeting of persons
reasonably believed to be located outside the United States to acquire foreign
intelligence information.”255 The FAA includes some specific restrictions on the
use of this surveillance power, which are intended to prevent abuse by targeting
US persons. Hence, the following limitations apply: “an acquisition [...]: (1) may
not intentionally target any person known at the time of acquisition to be located
in the United States; (2) may not intentionally target a person reasonably
believed to be located outside the United States if the purpose of such
acquisition is to target a particular, known person reasonably believed to be in
the United States; (3) may not intentionally target a United States person
reasonably believed to be located outside the United States; (4) may not
intentionally acquire any communications as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the
United States; (5) shall be conducted in a manner consistent with the fourth
amendment to the Constitution of the United States.”256 Moreover, an order of
the FISA Court is required for the surveillance. This order can be given after a
review by the FISA Court of the certification submitted by the AG and DNI
including whether ‘targeting procedures’ are in place to ensure that the
surveillance is limited to targeting persons outside the US, minimization
procedures are in place, a “significant purpose of the acquisition is to obtain
foreign intelligence information” and that the certification is consistent with the

254 In re Directives Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d
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Fourth Amendment.257 As additional mechanisms to prevent abuses of this
foreign intelligence surveillance targeting non-US persons outside the US,
congressional oversight has been established in order to control whether the
communications of innocent US citizens will be acquired and retained.
Moreover, the Inspectors General of the relevant departments and agencies are
instructed to review the use of these surveillance powers ex post.
Although the use of these surveillance powers shall be limited to targeting
non-US persons outside the US, the intercepted communications may still
include those with US citizens. Because FAA explicitly provides that the
minimization procedures of FISA apply to orders for such surveillance,
“information that is evidence of a crime which has been, is being, or is about to
be committed” may “be retained or disseminated for law enforcement
purposes.”258 With the incorporation in FISA, not only the NSA but also the FBI
can use these surveillance powers targeting non-US persons outside the US, as
is also explicitly provided in the DIOG of the FBI as an available investigative
tool in full investigations.259 Moreover, under discovery obligations the information collected under these authorities is required, in principle, to be disclosed
when it is relevant to a prosecution.260 Also the FBI has acknowledged that the
information collected through NSA surveillance included valuable “leads” for
the FBI’s efforts to prevent future terrorist attacks.261
To conclude: NSA surveillance and its current statutory basis in FISA concern
an alternative scheme for surveillance with even weaker protection against
arbitrary interferences with the private lives of US citizens. Although a FISA
order is now required for this surveillance targeting overseas non-US persons, any
form of probable cause against the targeted persons is not required and the order
by the FISA Court is limited to a review of the certification of the AG and DNI.
The main goal of the program is intelligence gathering in order to prevent
terrorist attacks against the US that are being planned abroad. However, the
information that is intercepted may become relevant for domestic counterterrorism investigations as also information of US persons may be intercepted.
Under the FISA minimization procedures such information may even be retained
once it is relevant for a future criminal prosecution. The use of information
gathered under these procedures, considering that these procedures are still to a
large extent classified, may face difficulties once access is sought in discovery.
Although the implications in practice as a consequence of use in criminal
procedures will probably remain limited, such use has not been excluded, in
particular since explicitly applying the FISA minimization procedures.
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6.5.2 National Security Letters
The investigative tool of the ‘National Security Letter’ (henceforth: ‘NSL’)
concerns a warrantless investigative tool to be used in national security
investigations that has been included in different statutes since 1978.262 However, its scope was significantly expanded by the USA PATRIOT Act of 2001.
Moreover, whilst the FBI rarely used the NSL before 2001 (a couple of hundred
times in total), the FBI has relied on the tool very frequently since 9/11 (in 2010
the FBI made 24,287 NSL requests, seeking information regarding 14,212
different US persons).263 The amount of NSLs issued contrasts strongly with the
use of section 215 orders, a difference which can reasonably be attributed to the
fact that the FBI does not have to obtain a court order for issuing NSL. As a
result, authority to issue national security letters has become the subject of
litigation and extensive criticism, resulting in changes to its regulation.
The FBI can issue an NSL as a document production under the applicability
of a non-disclosure requirement similar to the non-disclosure requirement
accompanying section 215 orders (see section 6.3.2). Before the enactment of
the 2001 Patriot Act, the use of NSL could only be sought for information
pertaining to a foreign power or an agent of a foreign power. Section 505 of the
PATRIOT Act lowers the threshold for the issuance of an NSL by requiring that
the production concerns information “relevant to an authorized investigation to
protect against international terrorist or clandestine intelligence activities,
provided that such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first amendment to the
Constitution of the United States.”264 Before this, the government could only
issue NSL upon a showing of “specific articulable facts giving reason to believe
that the person or entity to whom the information sought pertains is a foreign
power or an agent of a foreign power.” This means that currently the NSL can
be used in the investigation of international terrorism, whether or not for law
enforcement purposes or for foreign intelligence purpose or for multiple
purposes. Hence, also in the DIOG of the FBI the use of NSL has been included
as an authorized investigative tool in the FBI’s preliminary investigations and
full investigations.265 Furthermore, not only senior FBI Headquarters Officials

262 The Right to Financial Privacy Act of 1978 (the non-disclosure requirement was included in 1986),
the Electronic Communications Privacy Act of 1986, the Fair Credit Reporting Act of 1970, which
included NSL authority since 1996, and the National Security Act of 1947, amended in 1994 in
order to include NSL authority. See in more detail on NSL authority in these Acts: Report of the
Office of the Inspector General 2007, A Review of the Federal Bureau of Investigation’s Use of
National Security Letters, 11-15.
263 FISA Annual Report to Congress 2010, available at: <www.fas.org/irp/agency/doj/fisa/#rept>
(accessed 1 August 2011). For an overview of the amount of FISA Court orders and NSLs for the
years 1979-2010, composed on the basis of annual and general reports, see: ‘Foreign Intelligence
Surveillance Act Court Orders 1979-2010’, Electronic Privacy Information Center, available at:
<epic.org/privacy/wiretap/stats/fisa_stats.html> (accessed 29 July 2011). See also: Nieland 2007,
1202.
264 Section 505 USA PATRIOT Act 2001.
265 DIOG FBI (2008), 114-115.
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are now authorized to issue NSLs, but any “Special Agent in Charge in a Bureau
field office” may also authorize NSLs. The explosive growth of NSLs can be
attributed to this latter adjustment.266 The information that can be sought by
issuing a NSL is related to the Acts in which the authority for the tool is
provided,267 which limits the use to information from “communication providers,
financial institutions, and consumer credit agencies about persons other than the
subjects of national security investigations.”268 The PATRIOT Act extended the
latter category by amending the Fair Crediting Reporting Act to extend the
scope from information regarding the financial institution and the identity of the
consumer, to full consumer credit reports when such reports are relevant to an
investigation of international terrorism.269
The most important changes to the power of NSL as a consequence of the
enactment of the USA PATRIOT Act of 2001 have thus been the allowance of
any Special Agent in an FBI Field Office to issue an NSL and the lowering of
the threshold to a mere certification of relevance to an authorized investigation
relating to international terrorism or clandestine intelligence activities. In
addition, the scope of NSL is rather ambiguous and has been able to expand,
primarily as a result of technological developments. For example, the category
of ‘electronic communications service provides’ has since the enactment of the
Electronic Communications Privacy Act in 1986 grown to include all electronic
communications through the Internet. The FBI has interpreted the category to
include all businesses and organizations, such as libraries, universities and
political organizations, using systems for communication through the Internet.
Furthermore, according to this Act the NSL may request ‘electronic communications transactional records’, which according to the FBI includes the addresses
of websites a user has visited, the recipients of e-mails sent by a user and the
subject line of e-mails.270
The FBI thus has a large degree of discretion in using its NSL authority,
considering that it may choose its target without any judicial overview on
relevance for an investigation. The usefulness of the tool has also significantly
increased considering that the request may include a wide and not particularly
defined range of personal information. Moreover, NSL authority is a very
powerful tool because of the applicability of the non-disclosure requirement,
which allows the FBI to act in complete secrecy without risking facing a
challenge to the lawfulness of using the tool. Altogether, these circumstances
have resulted in an explosion in the use of NSL since 9/11.
As a consequence, civil liberties movements have also become more
concerned about the government’s NSL power. This has resulted in litigation
(the Doe cases) concerning the constitutionality of the accompanying non-

266 Section 505(a)(1), (b)(1) and (c)(1)-(3) USA PATRIOT Act 2001.
267 See footnote 262 of this Chapter.
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269 Section 505(c) USA PATRIOT ACT 2001.
270 Nieland 2007, 1214 and Mart 2008, 456-457.
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disclosure requirement, which has already been extensively dealt with in section
6.3.2. As a result of district court judgments finding the NSL authority with the
non-disclosure requirement unconstitutional and in violation of the separation
of powers, the USA PATRIOT Act Amendments Act of 2005 and 2006 have
narrowed the non-disclosure requirement by allowing the recipient to consult
with his attorney and have provided for a judicial review by a U.S. District
Court with regard to the legitimacy of the NSL and the applicable nondisclosure requirement.271 The contents of the amendments or the similar aspects
of these amendments will not be repeated here. Similarly, a judicial review of
the scope of a NSL and of the imposed non-disclosure requirement has been
introduced, a review which may, however, also result in a court order to comply
with the NSL. Likewise, consultation with an attorney has now been exempted
from the non-disclosure requirement. However, section 116 of the Amendments
Act of 2005 narrowing the non-disclosure requirement for NSL is more farreaching than the amendments to section 215 orders. The non-disclosure
requirement no longer automatically applies and may now only apply to NSL
recipients if the FBI official “certifies that otherwise there may result danger to
the national security of the United States, interference with a criminal, counterterrorism, or counterintelligence investigation, interference with diplomatic
relations, or other danger to the life or physical safety of any person.”272
Nevertheless, the required certification by the government is still unreviewable
and, according to guidelines on the use of NSL, such certification is in most
situations appropriate.273 Furthermore, section 5 of the PATRIOT Act Amendments Act of 2006 excludes libraries from the entities from which information
may be obtained, as they would not fall under the definition of “electronic
communication service.”274 Lastly, the Amendment Acts have enhanced
congressional oversight on NSL. Nevertheless, the reports produced by the
Office of the Inspector General demonstrate that the FBI has repeatedly abused
its powers to issue national security letters, for example in media leak cases.275
In addition, it needs to be observed that subjects of NSL may never discover
that NSLs concerning them have been issued. The Court of Appeals of Illinois
has dealt with a case against Robert Mueller, the Director of the FBI, in which
someone sought information under FOIA whether he has been the subject of
NSLs.276 The Court agreed with the FBI that it could not disclose the subjects
of NSLs as that would “enable terrorist groups to vet their members and

271 Sections 115 and 116 USA PATRIOT Act Amendments Act of 2005.
272 Section 116(a) USA PATRIOT Act Amendments Act of 2005.
273 According to a review in 2006 at least 97% of issued NSLs were still accompanied by the nondisclosure requirement. Report of the Office of the Inspector General (2008), A Review of the
Federal Bureau of Investigation’s Use of National Security Letters, Assessment of Corrective
Actions and Examination of NSL usage in 2006, 124.
274 Section 5 USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.
275 This was last concluded in the Report of the Office of Inspector General 2010, A Review of the
Federal Bureau of Investigation’s Use of Exigent Letters and Other Informal Requests for Telephone Records.
276 Catledge v. Mueller, 323 Fed.Appx 464, 2009 WL 1025980 (7th Cir. 2009).
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circumvent the law by shifting operations to those free of government
suspicion.”277 For this reason, exemption 7(E) to FOIA applied and the FBI is
not obliged to reveal who have been subjects of NSLs.278
6.6 CONCLUSION
This Chapter has analyzed, in four different categories, the legal developments
since the events of 9/11, 2001 that have realized a shift of focus in the criminal
investigation from reactive to proactive action for the purpose of prevention. On
the basis of the measures described in these four categories, an anticipative
criminal investigation has been realized, which can be illustrated as follows:

‘Pure’ NSI Investigations:
- FISA
- NSL

Full information sharing*

Anticipative Criminal
Investigation:
- ‘Deferential’ A4 interpretation
- ‘Expanded’ Title III
- FISA (surveillance, physical
search and section 215)

* Full sharing of information is instructed by DoJ Memoranda and enabled through fusion centers.

Figure 6.1: Conclusive illustration of the anticipative criminal investigation in the
United States.

As illustrated, the anticipative criminal investigation can be conducted under the
investigative frameworks of conventional criminal law as well as under FISA,
previously exclusively reserved for national security investigations. In addition,
because of the realization of full information sharing also the information
collected with the use of investigative techniques in pure national security
investigations can become part of the anticipative criminal investigation or of
criminal proceedings in general.
The criminal investigation was traditionally a function to be exercised only
through the traditional criminal investigative means as regulated by Fourth
Amendment law, Rule 41 of the Federal Rules of Criminal Procedure and Title
III. Currently, national security investigations have become an important
additional context for criminal investigation when it comes to investigations
dealing with ‘threats to the national security,’ such as international terrorism,

277 Ibid., 465 and 467.
278 Compare Bassiouni v. CIA, 392 F.3d 244, (7th Cir. 2004) and Bassiouni v. FBI, 436 F.3d 712 (7th
Cir. 2006), as dealt with in Chapter 5, section 5.3.1.4.
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aimed both at the collection of foreign intelligence information and at evidence
gathering regarding criminal activities. This latter development, realized through
changing the ‘purpose language’ of FISA, may be considered as the most
meaningful change towards anticipative criminal investigation, affecting
previous institutional choices and accepting investigative standards created
especially for the purpose of foreign intelligence gathering, which significantly
deviate from traditional standards for criminal investigations. The FBI has, by
means of guidelines of the Attorney General, been transformed into an
investigative agency combining its intelligence and law enforcement capacities
to be able to investigate proactively for the purpose of preventing future terrorist
attacks. Intelligence and law enforcement functions are combined within one
investigative operation and the investigative powers of conventional law
enforcement and FISA can be applied under the statutory requirements which
are applicable.
Considering the foregoing, the investigative areas of national security and
law enforcement have been merged, for which reason national security
investigations have obtained a law enforcement purpose and the collection of
evidence occurs as a secondary purpose in investigative operations that are
primarily concerned with prevention. On top of that, the investigative powers
under FISA have been strengthened in order to be able to act even more
effectively for the prevention of future terrorist attacks and to enhance the
information position on potential threats to national security. A FISA order may
now also authorize roving surveillance, orders targeting ‘lone wolves’ are valid
for 120 days and the FISA Court may issue document production orders for the
production of ‘any tangible things’. In addition, the possibility of electronic
surveillance upon a single showing of relevance to an authorized investigation
and targeting non-US persons outside the US is now incorporated in FISA.
As a consequence of the blending of national security and law enforcement
functions and the expansion of powers under FISA, the legality of the powers
authorized for national security investigations cannot be considered separately
from its consequences for criminal procedural law and the protective objective
that criminal procedural law must pursue. Hence, renewed questions arise as to
the compliance of national security investigative powers with the Fourth
Amendment, the relation between the secrecy of national security investigative
actions and transparency and due process standards as protective elements of
criminal procedural law, as well as the institutional position of the criminal
justice system in relation to the intelligence system.
This being the most significant development that has contributed to enabling
‘anticipative criminal investigation’, in the post-9/11 era also the character of
conventional criminal investigations has changed in order to give law
enforcement officers acting in the context of conventional criminal law
sufficient leeway and effective powers to act proactively and expediently when
it comes to the protection of national security or, more in general, to further
public safety.
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The enactment of the USA PATRIOT Act of 2001 has extended some
conventional investigative powers to improve covert investigative capacity.
Most importantly, through the expansion of the delayed notice exception the
possibilities for sneak and peak searches have been extended. Furthermore, the
scope of the information that can be obtained through pen registers and trap and
trace devices has been broadened and a single search warrant has nationwide
applicability. In combination with an order for roving surveillance under Title
III, the latter makes it possible to follow suspects throughout the country without
delays due to bureaucratic impediments. Moreover, through an analysis of the
case law, a trend has been signaled in post-9/11 court decisions where the
interest to protect national security or to prevent terrorism has been used as an
argument to deviate from the Terry v. Ohio requirements for investigatory stops,
to invoke the special needs doctrine, or to outweigh privacy interests rendering
the search reasonable. The latter seems to be a general trend in favor of crime
control when the interpretation of Fourth Amendment requirements is based
upon a balancing of protecting civil liberties against expedient law enforcement
needs, which has also resulted in less oversight on police conduct by eroding the
remedy of the exclusionary rule.
Lastly, the surveillance of targets outside the US and the issuing of national
security letters have been dealt with in a separate category as they neither belong
to conventional criminal law nor to national security law due to their origin or to
their manner of regulation. However, both are investigative tools available to the
FBI and may be used, especially under the current circumstances where sharing
obligations apply and the FBI’s intelligence and criminal investigative capacities
are combined, to investigate also criminal activity and produce information that
can be used as evidence. Nevertheless, the surveillance targeting non-US persons
outside the US is subject to less regulation than FISA surveillance and the
powerful tool of NSL is easily available to any special agent in charge and may,
under complete secrecy, lead to the interception of privacy-sensitive information
such as the subject line of e-mails. Because of the fact that the information
intercepted by these tools may under the current circumstances become part of
criminal proceedings, the regulation of these tools raises questions as to their
compliance with the Fourth Amendment and as to the relation of the covert nature
of these tools to transparency as an important value of criminal procedural law,
in particular with regard to the consequences for procedural due process when the
information obtained is sought in disclosure or used as evidence.
The description of the developments for each of the categories as given in
this Chapter and the signaled rise of ‘anticipative criminal investigation’
provides a reason for a further analysis of the implications for the shield
objective of criminal procedural law. This conclusion has already initially set
out the potential implications of the changes since September 11, 2001 with
regard to the shield objective of criminal procedural law. The next Chapter will
build upon these findings by identifying the precise implications of the measures
and developments described in this Chapter and by assessing them in the light
of the legal background provided in Chapter 5.

Chapter 7

The Implications of Enabling Anticipative
Criminal Investigations to Confront Terrorism
for the Objectives of Criminal Procedural Law
in the United States

7.1 INTRODUCTION
The previous Chapter has described, in detail, a variety of measures taken by the
US government in the post-9/11 era and some general developments in criminal
procedural law which have resulted in the realization of the anticipative criminal
investigation. These measures and developments have been divided into four
categories: 1) measures and developments expanding the preventive capacity of
the conventional criminal investigation; 2) measures expanding the powers of
national security investigation; 3) cooperation and information sharing between
the law enforcement and intelligence communities to enhance preventive
capabilities; 4) introducing new or exploiting existing exceptional techniques to
enhance capabilities outside the framework of the regulation of conventional
criminal law or FISA. Jointly, these measures and developments realize the
government’s efforts to improve its preventive capabilities through investigative
activities. Jointly, as well as individually, the measures and developments also
have consequences for criminal procedural law as they alter conventional and
sometimes fundamental restraints on the use of criminal investigative powers
and they alter the role and purposes of criminal investigation as such.
This Chapter will analyze for each category, or generally where the changes
of two categories cannot be separately assessed in relation to each other, the
implications for traditional institutional choices as to the role and position of a
criminal investigation and the implications for the constitutional protective
elements of the system of criminal investigation that have been established to
give effect to the protective – shield – objective of criminal procedural law as
identified in Chapter 5. The assessment of the implications of the changes
described in Chapter 6 will thus be limited to the implications with respect to the
shield objective of criminal procedural law and, consequently, the implications
for the traditionally established equilibrium between the sword and shield in the
criminal investigation following from constitutional and additional statutory
regulation as well as internal policy. Therefore, the changes described in Chapter
6 – on which basis a shift to prevention by means of an anticipative criminal
investigation has been signaled – will be assessed in the light of the legal
background of the criminal investigation provided in Chapter 5.
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Section 7.2 will commence by addressing the implications for the conventional
criminal investigation and will focus, in particular, on the current state of the
protective elements that follow from Fourth Amendment law. The current
understanding of the regulatory influence of the Fourth Amendment is important
not only for mapping out the implications in conventional criminal law, but also
for understanding and assessing the measures in the national security context as
a consequence of the intermingling of the two areas. For this reason, the assessment of the implications for conventional criminal law will be comparatively
elaborative.
Subsequently, section 7.3 will address the expansion of investigative powers
under FISA. Setting out these changes is particularly important in relation to the
findings of section 7.4, as the implications of the enabled interaction between
the law enforcement and intelligence communities can only be fully understood
in the light of the nature of the current ‘sword’ power available in national
security investigations.
Section 7.4 deals with the interaction, or the intermingling, between the law
enforcement community and the intelligence community as the principal aspect
of the anticipative criminal investigation in the United States. The core of the
US approach towards realizing the prevention of future terrorist attacks by
anticipating possible threats lies in the combination of gathering as much
information as possible in order to be able to anticipate future harm and to make
it possible to deal with terrorist suspects through criminal prosecution. Hence,
this section will redefine the institutional positions and functions of criminal
investigations and national security investigations as well as the law enforcement and intelligence communities (in particular the FBI, composed of both law
enforcement and intelligence divisions) and thus, in fact, define the nature,
position and purposes of an anticipative criminal investigation. The fusion of
investigative purposes through the interaction of law enforcement and
intelligence by the two previously separated communities is closely related to
Fourth Amendment interpretation, which has shifted under the influence of the
preventive paradigm. Hence, the implications signaled in section 7.4 also have
a clear relationship with the implications signaled in section 7.2.
Lastly, section 7.5 will deal with the two ‘external’ influences’ of the NSA
surveillance program (Terrorist Surveillance Program) adopted in FISA and
national security letters. Both concern very powerful and largely unchecked
investigative powers, which – especially because of their powerful and secretive
nature – further define the nature of the sword power of the anticipative criminal
investigation. The implications of these investigative powers with regard to the
shield objective of criminal procedural law are, however, no different from the
findings of section 7.3 and 7.4. Hence, the goal of this section is to demonstrate
that the implications of an anticipative criminal investigation as described in
sections 7.3 and 7.4 are intensified by the investigative possibilities of the
surveillance of non-US persons outside the US and of national security letters.
The final, concluding, section (7.6) will draw a complete picture – in summary
– of the implications of enabling anticipative criminal investigations for the
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sword and shield objective of criminal procedural law as dealt with in the
underlying Chapter.
7.2 EXPANSION OF THE PREVENTIVE CAPACITY OF CONVENTIONAL
CRIMINAL LAW
7.2.1 Expansion of the Scope and Nature of Electronic Surveillance
7.2.1.1 In General
As a consequence of the amendments of the USA PATRIOT Act, the scope and
nature of electronic surveillance in conventional criminal investigations have
been expanded. Compared to the situation prior to the events of 9/11, the
‘sword’ capacity of the government in the context of a conventional criminal
investigation has increased, which is a development that also results in
implications for the shield objective, in particular constitutional implications.
The measures taken to strengthen the sword aspect of surveillance in
conventional criminal investigations have been described in section 6.2.1 and
can be summarized as follows. The instances in which Title III surveillance can
be used in criminal investigations have grown, because of the inclusion of new
terrorist crimes on the list for which Title III surveillance is permitted. Furthermore, the scope of pen registers and trap and trace devices has expanded through
changes to the definitions regarding the information that may be intercepted.
The USA PATRIOT Act of 2001 has also provided a rather broad statutory basis
for search warrants permitting a delayed notice, for which reason the
possibilities for a sneak-and-peak search have been increased. In combination
with the nationwide applicability of search warrants through the amendment of
the Federal Rule of Criminal Procedure 41, the nationwide applicability of
orders for pen registers or trap/trace devices and the already existing possibility,
under Title III, of roving surveillance and the roving bug, electronic surveillance
has become a powerful investigative tool and has been considerably expanded
as a tool that can be applied proactively and covertly. Electronic surveillance
can take place secretly over a considerable period of time and may follow a
target through the country and irrespective of what communication device he is
using or, maybe, not using at all.
Changing the scope and nature of electronic surveillance in conventional
criminal investigations touches upon the equilibrium between the need for
effective investigate tools in criminal investigations and the observance of the
Fourth Amendment, protecting people against unreasonable searches and
seizures. This equilibrium was earlier found by means of constitutional interpretation, as the source of limitations on the government’s power to investigate
in order to protect civil liberties. In the landmark Supreme Court decision of
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Berger v. New York (1967),1 the Court dealt with the manner in which Fourth
Amendment requirements apply to surveillance activities. Title III was again the
statutory elaboration of the Supreme Court’s decision that the Fourth Amendment applies to surveillance. Also the regulation of pen registers and trap/trace
authority has been based upon the interpretation of the limited applicability of
the Fourth Amendment to pen register and trap/trace authority. The regulation
has now been adjusted so as to advance effective criminal investigation at the
expense of previous limitations.
In conclusion, the USA PATRIOT Act adjustments to the legal framework
of Title III electronic surveillance and pen register and trap and trace authority
have enhanced the sword power of Title III. Title III was understood to provide
the necessary means for effective criminal investigations, but only as a last
resort. The principle of subsidiarity intends to restrict investigative officers’
reliance on Title III so that it is only used as a last resort when this is necessary
for effective investigation. As a consequence of the PATRIOT Act amendments
the possibilities for effective investigation under Title III and the situations in
which Title III may be invoked have increased. This also follows from the
increase in authorized Title III orders in the post-9/11 era by 168% in the years
2000-2010.2 Except for the enhanced sword aspect, also some specific
constitutional implications have been raised. This section will continue to
address these constitutional implications, which concern the use of delayed
notice warrants and the more intrusive nature of the current pen register and
trap/trace authority.
7.2.1.2 Delayed Notice Warrants
Sneak-and-peek searches have been conducted, primarily in narcotic investigations, since many years before the events of 9/11. Several federal courts have
rendered the searches reasonable when sufficiently circumscribed.3 Although
different federal courts have addressed the issue and the relation of delayed
notices to the Fourth Amendment and to the Federal Rule of Criminal Procedure
41, it cannot be said that the concerned decisions have developed a uniform
standard for sneak-and-peek searches. Moreover, Supreme Court guidance is
underdeveloped with regard to the (delayed) notice as a Fourth Amendment
requirement.
Section 213 of the USA PATRIOT Act can be understood as action by the
legislature to settle the issue.4 However, it remains questionable whether the

1
2

3
4

Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967).
This concerns a significant increase compared with the increase of 36% over the period 1990-2000.
In 2010 judges issued 1207 intercept orders on the federal level, against 479 in 2000. See Wiretap
report 2010, 10 and Table 2 and Wiretap report 2000, 13 and Table 2. All statistical information
regarding wiretaps is available at: <www.uscourts.gov/Statistics/WiretapReports. aspx> (accessed
August 1, 2011).
See section 5.3.2.1.3.
See section 6.2.1.

The Implications of Enabling Anticipative Criminal Investigations – US

437

regulation adopted by the USA PATRIOT Act of 2001 for issuing delayed
notice warrants upon rather sweeping grounds will withstand the reasonable test
under the Fourth Amendment. The delayed notice provision is not restricted to
terrorism investigations, but is applicable to any federal criminal investigation.
Federal prosecutors and investigators even describe the new possibilities for
delayed notices as a tool that has proven to be most effective in conventional
criminal investigations.5 The power to search with a delayed notice is not
accompanied by a ‘sunset’ provision. The broad and covert nature of the government’s authority to search the property of its citizens has raised many concerns
among civil rights advocates, which is in sharp contrast to the limited attention
which has so far been given to the notice requirement by the Supreme Court.
These circumstances render the constitutional assessment of this provision even
more urgent.
As has been analyzed in section 5.3.2.1.3, federal appellate courts have held
that not all “surreptitious entries” are necessarily unconstitutional.6 The courts
have made clear, however, that sneak-and-peek searches can only be reasonable
when there are sufficient safeguards that police officers will not act beyond “the
bounds of propriety without detection.” Some specific conditions have been
formulated upon which there seemed to be agreement among the federal
appellate courts. The presence of a “notice requirement in the warrant” is, for
example, an indication of “constitutional adequacy.”7 Furthermore, officers
applying for a delayed notice warrant must show good cause to the issuing judge
for the delayed notice.8 Lastly, although the reasonableness of the sneak-andpeek search depends on all circumstances of the case, as an initial matter
notification shall be given within seven days after the surreptitious entry.9 More
in general, a notice shall be given “within a reasonable, but short, time
subsequent to the surreptitious entry. Such time should not exceed seven days
except upon a strong showing of necessity.”10
When seeking to formulate a conclusion as to the constitutionality of the
provision for a delayed notice under 18 U.S.C. § 3103a (as created by section
213 of the USA PATRIOT Act of 2001) it shall be determined whether the
provision is sufficiently circumscribed to avoid police officers acting beyond the
bounds of propriety. For this purpose the current conditions imposed on the
issuing of delayed notice warrants can be compared with the conditions
previously formulated by the courts. In particular, it shall be determined whether
the grounds for a delayed notice can be considered as a demonstration of good

5
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Information based upon conversations with several federal prosecutors and investigators.
United States v. Freitas, 800 F.2d 1451 (9th Cir. 1968), 1456 and United States v. Villegas, 899 F.2d
1324 (2nd Cir. 1990), 1337 (referring to the Supreme Court decision in Dalia v. United States, 441
U.S. 238, 247, 99 S.Ct. 1682, 1688 (1979)).
United States v. Freitas, 800 F.2d 1451 (9th Cir. 1986), 1456 (referring to Berger v. New York
(1967)).
United States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337.
United States v. Freitas, 800 F.2d 1451 (9th Cir. 1968), 1456 and United States v. Villegas, 899 F.2d
1324 (2nd Cir. 1990), 1337.
United States v. Freitas, 800 F.2d 1451 (9th Cir. 1986), 1456.
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cause for the delay to the issuing judge and whether the 30-day restriction on the
period for a delay can still be reasonable, considering the previous indication of
7 days to render the delay reasonable and the relation between the reasonableness of the time delay and the necessity. In addition, the intrusiveness of this
type of search in relation to the need for such sneak-and-peek searches for
effective criminal investigation is relevant to constitutionality. The Second
Circuit Court in United States v. Villegas (1990) had noted that sneak and peek
should be considered as less intrusive than a conventional search, because a
sneak-and-peek search will only result in the seizure of intangible things, which
does not deprive the owner of “the use of his property.”11 Moreover, the Second
Circuit Court considered sneak and peek to be less intrusive than wire-tapping
or video surveillance, because the “physical search is of relatively short
duration, focuses the search specifically on the items listed in the warrant, and
produces information as of a given moment, whereas the electronic surveillance
is ongoing and indiscriminate, gathering in any activities within its mechanical
focus.”12 On the other hand, the sneak-and-peek search implies a higher potential
for abuse or mistakes, because the owner of the property cannot control the
execution of the warrant in accordance with the contents thereof, cannot oppose
the legitimacy of the warrant before execution and cannot safeguard law
enforcement officers from making ‘good faith’ mistakes in the execution of a
validly issued warrant.13 The possible implications of a sneak-and-peek search
became apparent in the Mayfield case, where the FBI had repeatedly conducted
sneak-and-peek searches (authorized under FISA) of the Mayfield’s family
home, but “so incompetently that the FBI left traces of their searches behind,
causing the Mayfield family to be frightened and believe that they had been
burglarized.”14
On the basis of these above-mentioned factors established in the case law in
order to consider the constitutionality of sneak-and-peak searches, it is possible
to assess the delayed notice provision of section 213 as to Fourth Amendment
compatibility. In general, the conditions under which a delayed notice of the
execution of a search warrant is permitted shall be clearly defined and limited
in order to avoid officers acting beyond the bounds of propriety. The provisions
of the USA PATRIOT Improvement and Reauthorization Act of 2005 seem to
be an improvement in that regard considering its limitations on the period of a
delayed notice. However, the grounds upon which a delayed-notice search
warrant may be issued remain rather sweeping.
In the first place, a showing of “reasonable cause to believe that providing
immediate notification of the execution of the warrant may have an adverse
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United States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337. Section 213(2)(b)(2) of the USA
PATRIOT Act, however, also allows the seizure of tangible property during the sneak-and-peek
search, when the court finds “reasonable necessity for the seizure.”
United States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337.
Smith 2003, 439.
As alleged by the plaintiffs, Mayfield v. United States, 504 F.Supp.2d 1023 (D.Or. 2007), 1028.
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result” shall constitute a “good reason for delay,” which has been related by the
courts to the presence of necessity.15 To further circumscribe this ground for a
delayed notice, the definition of an ‘adverse result’ in § 2705 is referred to,
which provides rather precisely defined situations (such as fleeing from
prosecution, the destruction of evidence and the intimidation of witness), except
for the last ground of “otherwise seriously jeopardizing an investigation or
unduly delaying a trial.” Because the latter may only be used in combination
with another ground, it shall be considered whether “otherwise seriously
jeopardizing an investigation” is a sufficiently circumscribed ground. It is
obvious that by the broad formulation of this last ground a reservoir of grounds
has been created and, consequently, not all reasons that may be raised under this
ground will also provide a “good reason for delay.” Hence, except for examining
whether these statutory grounds are met, the issuing judge will need to assess,
as an additional and final touchstone, whether the reason is also a “good reason”
that reasonably necessitates the delay of notification, which assessment shall be
based upon all the circumstances of the case. In the light of previous reasoning
regarding the compatibility of a physical search with a delayed notice with the
Fourth Amendment, as provided in different federal courts’ decisions, all
circumstances of the particular case shall be assessed in order to determine the
reasonableness of the sneak-and-peek search, which shall be done in addition to
examining whether the statutory requirements have been met.
In the second place, also the period for which a delay is granted shall be
sufficiently circumscribed. Section 213 prescribed – in accordance with earlier
decisions of federal courts – that the warrant must provide for the time within
which reasonable notice must be given, without, however, setting a limit for the
period after which notification will be per se unreasonable. The USA PATRIOT
Act Improvement and Reauthorization Act of 2005 has offered an important
improvement in that regard, by requiring that notification shall be given within
a reasonable period, but not later than 30 days after execution. Extensions may
be provided for “good cause shown”, but not exceeding 90 days.16 Here the
statutory provision clearly deviates from the time limit of seven days set by the
federal appellate courts as an initial indication of what should be considered as
reasonable. Since Freitas it has been taken as a rule of thumb that notice shall
be given no later than seven days after the surreptitious entry, unless good cause
is shown.17 However, courts differ on the question whether the specific
conditions regarding the notification provision to be given in the warrant are
inherent to the Fourth Amendment (as to the Freitas court) or are an
interpretation of Rule 41 of the Federal Rules of Criminal Procedure (the
position taken by the Second Circuit Court in Villegas and, more strongly, in
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United States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337 and United States v. Freitas, 800
F.2d 1451 (9th Cir. 1968), 1456.
Which was also the time limit set by the Department of Justice, which determined this period
through relating it to the notification requirements of Title III. See Section 6.2.1.3 (footnote 37).
See e.g.: States v. Villegas, 899 F.2d 1324 (2nd Cir. 1990), 1337 and United States v. Pangburn,
983 F.2d 449 (2nd Cir. 1993), 453.
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Pangburn).18 In 2000 the Fourth Circuit Court also dealt with a warrant for
surreptitious entry, where notice was given 45 days after executing the warrant.
The Fourth Circuit seemed to rely on Pangburn to deal with a surreptitious entry
upon a validly issued warrant as an issue not covered by the Fourth Amendment.
The court therefore found no basis to render the 45-day delay unconstitutional.19
For that reason, and lacking any Supreme Court guidance regarding a delayed
notice, it will be difficult to demonstrate that on the basis of the previous
decisions of the lower courts the time limit provided in the USA PATRIOT Act
will be unconstitutional. Moreover, because courts have also rendered longer
periods of delay reasonable while applying the Villegas standard and because
courts may apply, by analogy, the 90-day period of Title III to determine what
is reasonable, it seems unlikely that courts will hold the 30-day standard, with
possible extensions upon good cause being shown, to be unconstitutional at face
value. Nevertheless, it can be concluded that the current time limit, with a
possibility to extend the notice for an indefinite time, will be insufficiently
circumscribed to serve the interest of the people whose property has been
searched or, possibly, under the current provision, even seized to challenge the
legitimacy of the sneak-and-peek (or in some circumstances sneak-and-steal20)
warrant that has been issued.
Although there seems to be no doubt that the possibility of delayed notice
warrants as such does not violate the Fourth Amendment, it is important that the
powers granted to the government are sufficiently circumscribed to avoid
executing officers carrying out the covert search without propriety. Additional
guidance by the Supreme Court in that regard will be desirable. On the basis of
the view taken and the guidance given by the Courts of the Ninth, Second and
Fourth Circuit, the delayed notice provision cannot be rendered unconstitutional
on its face. However, the courts that have dealt with the issue seem to require
that this sneak-and-peek power is sufficiently precisely defined. More in
general, the covert nature of the search makes the delayed-notice search a very
powerful law enforcement tool, which is a considerably intrusive infringement
on the privacy of citizens with a potential for abuse. For that reason, once a
choice has been made to statutorily regulate this tool, it is important to clearly
define the grounds for a delay, the limits on the execution of the surreptitious
entry and the limits on the delay of the notification. The current regulation, in
particular the sweeping last ground for delays and the indefinite possibility of
extending the delay by periods of 30 days, seems to lack sufficient precision or
limitation. As a consequence of a delayed notification, also judicial control over
the government’s search power is adversely impacted or, in the case of an
indefinite extension, even excluded. This deprives citizens of the important
check on arbitrary searches and a remedy to challenge the legitimacy of the
search in the courts.
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See: United States v. Pangburn, 983 F.2d 449 (2nd Cir. 1993), 454-455.
United States v. Simons, 206 F.3d 392 (4th Cir. 2000), 403.
As to: Shumate 2006.
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7.2.1.3 Pen Registers and Trap/Trace Devices
For the use of pen registers and trap or trace devices an ex parte order is
sufficient, which can be issued without probable cause upon a showing of
relevance to an ongoing criminal investigation. Pen register or trap/trace
authority does not violate the Fourth Amendment, because the technique was
understood by the Supreme Court as not violating someone’s reasonable
expectation of privacy as the information that could be obtained was limited to
one’s phone number (dialing and signaling information), which concerns only
identifying information without revealing the contents of the communication.21
Hence, the use of pen register and trap trace authority is regulated through
weaker restraints provided in a separate Chapter in Title 18:22 a judicial order is
required, which will be given upon a certification by the government that the
information “likely to be obtained” by the installation of the pen register or trap
or trace device is “relevant to an ongoing criminal investigation.”23 Through the
amendment of the USA PATRIOT Act, however, the nature of the technique has
changed as the information that can be intercepted has been expanded to include
more privacy-sensitive information, namely not only dialing information, but
also routing, addressing and signaling information, which may include internet
search terms, websites visited, the addressees of e-mails and the size of e-mails.
The content of communications is explicitly excluded.
Courts have so far only assessed the expansion of the use of pen registers to
obtain cell site information. In a 2006 case District Judge Kaplan assessed
whether the information obtained through pen registers and trap/trace devices
applied to cell phones may extend to location information on the basis of
transmission information received by the nearest antenna tower. The district
court allowed the extension of the information that can be intercepted on the
basis of the provisions of the Chapter, as already amended by the USA
PATRIOT Act, that regulate the use of pen registers and trap/devices and in
conjunction with section 18 U.S.C. § 2703(d), upon a showing of ‘specific and
articulable facts’ demonstrating the relevance of the information to the ongoing
investigation (which is the standard of the latter provision).24 However, the
Court did not resolve the related Fourth Amendment issues that arise because
of this extension. It only noted that according to Smith v. Maryland (1979)25 one
does not have a reasonable expectation of privacy to one’s phone numbers and,
according to United States v. Karo (1984),26 the user of a cell phone has at least
some reasonable expectation of privacy with regard to his location if this
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Smith v. Maryland, 42 U.S. 735, 99 S.Ct. 2577 (1979), 742-746 and United States v. Karo, 468
U.S. 705 104 S.Ct. 3296 (1984), 712-713.
Title 18, Chapter 119: 18 U.S.C. § 3121 – 3127.
18 U.S.C. § 3123(a)(2).
In re: Application of the United States for an Order for Prospective Cell Site Information on a
Certain Cellular Telephone, 460 F.Supp.2d 448 (S.D.N.Y. 2006), 460-461.
Smith v. Maryland, 42 U.S. 735, 99 S.Ct. 2577 (1979).
United States v. Karo, 468 U.S. 705 104 S.Ct. 3296 (1984).
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location concerns a private home.27 The interpretation of the scope of pen
registers provided by Judge Kaplan is still strongly disputed. In previous as well
as later court rulings the extension to cell site information upon this ‘lower’
evidentiary standard – although higher than the standard of 18 U.S.C. § 3123 of
relevance to an ongoing criminal investigation – has been rejected, reasoning
that the acquiring of this type of information is not intended by the current
regulation of pen register and trap/trace device authority and, hence, probable
cause, will be required.28
The broadening of the information that can be intercepted by pen registers
and trap/trace devices, through the amendments of the USA PATRIOT Act,
concerns, however, information of a different nature. Nevertheless, similar
questions as those dealt with in these cases with regard to cell site information
arise under the Fourth Amendment. Like in these cases, it is possible to apply
the reasoning of the Supreme Court decisions regarding the use of pen registers
or trap/trace devices in order to determine whether one may have a reasonable
expectation of privacy with regard to the information that is currently covered
by ‘dialing, routing, addressing and signaling information.’
In Smith v. Maryland (1979) the Supreme Court only assessed the constitutionality of the devices assuming that the information intercepted is limited to
phone numbers. In Karo v. United States the Supreme Court set as a minimum
that someone at least has a reasonable expectation of privacy with regard to
one’s location when at home. Whether someone has a reasonable expectation of
privacy with regard to internet search terms and routing information of e-mails
will need to be determined on the basis of the reasonable expectation of privacy
test of Katz v. United States: does someone justifiably rely on an expectation of
privacy that society is prepared to recognize as reasonable with regard to
Internet search terms and navigation behavior and the addressees of e-mails sent.
Applying the test to these types of information can be compared with the
reasoning of Smith v. Maryland applying the test to phone numbers. The pen
register is still installed on the phone company’s property and, hence, someone’s
property has not been invaded or physically intruded by the police.29 The fact
that the devices do not hear sound and thus do not reveal the contents of any
communication and, in addition, that everyone who uses a phone realizes that
they “must “convey” phone numbers to the telephone company”, which are for
legitimate purposes also recorded by the phone company, has resulted in the
conclusion by the Supreme Court that one does not have a reasonable
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In re: Application of the United States for an Order for Prospective Cell Site Information on a
Certain Cellular Telephone, 460 F.Supp.2d 448 (S.D.N.Y. 2006), 462.
See e.g. In the Matter of an Application of the United States of America for an Order Authorizing
the Use of a Pen Register with Caller Identification Device Cell Site Location Authority on a
Cellular Telephone, 2009 WL 159187 (S.D.N.Y. 2009) and In re Applications of the United States
of America for Orders Pursuant to Title 18, United States Code, Section 2703(d), 509 F.Supp.2d 76
(D.Mass. 2007). See for a discussion of the Fourth Amendment issues involved in the tracking of
cell site information: McLaughlin 2007.
Compare: Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577 (1979), 741.
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expectation to the information that is intercepted by pen registers.30 Arguably,
intercepting the addressees of e-mails is similar to dialing information of phone
numbers, as the contents of e-mails will not be intercepted and the routing
information will, for sending purposes, necessarily also be transmitted to the
internet service provider. This would also correspond with the decision of the
Sixth Circuit Court in Warshak v. United States (2010), assessing a court order
under 18 U.S.C. § 2703(d) for obtaining from an Internet Service Provider also
the contents of e-mail conversations.31 The Court considered whether the users
of an e-mail account, stored on a ‘third-party’ server, have a reasonable
expectation of privacy with regard to the content of their e-mails. The Court
concluded that the user does have a reasonable expectation of privacy with
regard to the content of the e-mail – “given the fundamental similarities between
email and traditional forms of communications”32 –, for which reason probable
cause would be required to obtain e-mail content. The fact that the third-party
Internet Service Provider has “the mere ability (...) to access the contents of the
communication cannot be sufficient to extinguish a reasonable expectation of
privacy.”33 This judgment particularly focused on the contents of e-mail.
Previously, in Warshak I, the Sixth Circuit Court explicitly distinguished between
the “subscriber information and related records” and the contents of e-mail.
Applying the ‘third-party’ doctrine, similar to Smith v. Maryland, it concluded
that the e-mail user does not have a reasonable expectation of privacy with regard
to the former.34 Considering also this distinction between e-mail content and
subscriber information, it can be concluded that the broadening of the information
that can be intercepted by pen registers and trap and trace devices to e-mail
addressees and e-mail size will not give rise to Fourth Amendment issues.
Internet search terms and websites visited, however, concern more privacysensitive information, to which one may at least have a subjective expectation
of privacy. Whether this subjective expectation of privacy is also an expectation
that society is prepared to recognize as reasonable will again depend on whether
someone is aware of the fact that the information will be revealed to a third
party, which implies an assumption of an awareness of the risk of disclosure of
that third party to the government.35 The Supreme Court relied on this latter
consideration in Kyllo v. United States to draw a general line in Fourth
Amendment application to new technological developments. The Fourth
Amendment can be invoked when new technologically developed information
tools are acquired to gain information about the interior of a home, unless such
tools are “in general public use.”36 Considering this past Supreme Court
30
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Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577 (1979), 742.
Warshak v. United States, 631 F.3d 266 (6th Cir. 2010).
Warshak v. United States, 631 F.3d 266 (6th Cir. 2010), 285.
Warshak v. United States, 631 F.3d 266 (6th Cir. 2010), 286.
Warshak v. United States, 490 F.3d 455 (6th Cir. 2007), 471.
Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577 (1979), 742.
Kyllo v. United States, 533 U.S. 27, 121 S.Ct. 2038 (2001), 34. Justice John Paul Stevens dissented
and strongly rejected this limitation on Fourth Amendment application as it can be expected that
the exclusion of Fourth Amendment applicability to technical devices also used by the general
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reasoning, it will be unlikely that the Supreme Court will hold the current
regulation of pen register and trap/trace authority without the requirement of
probable cause to be unconstitutional only on the basis of broadening the scope
of information that can be intercepted, as realized by the amendment of section
216 of the USA PATRIOT Act of 2001. Nevertheless, it is clear that the
government has sought the outer limits of the regulation in order to derive as
much information as possible with regard to a person on the basis of dialing,
routing and signaling information. It seems that technological advances have
surpassed the Supreme Court decisions on pen registers and trap/trace devices
based on the very limited scope of information that could be intercepted through
these tools.37 Currently, the distinction between content and non-content
information is less clear than at the time of these decisions. Moreover, with
current technology the contents of e-mail communications can be intercepted
together with non-content information such as the addressees. Subsequently,
software such as the FBI’s Carnivore system filters, without the intervention of
a human being, the content from the non-content information.38 Such a system
is, of course, not free from risks of abuse or mistake, which may result in
considerable privacy invasions.
7.2.2 A Trend in the Case Law towards Diminishing the Protective
Meaning of the Fourth Amendment for National Security or
Terrorism Prevention Interests
The cases dealt with in section 6.2.2 in order to demonstrate a trend in the case
law of the courts focusing on crime control and prevention at the expense of
usual Fourth Amendment requirements can be divided into two categories: 1)
cases that include terrorism prevention or the protection of national security
under existing doctrines that exempt particular situations from ordinary criminal
investigative searches and, hence, from usual Fourth Amendment requirements;
and, 2) cases that use terrorism prevention or the protection of national security
as a factor to be considered in the weight to be attached to Fourth Amendment
requirements (e.g. when applying the ‘totality of circumstances’ test) and,
therefore, eroding Fourth Amendment protections. Both categories will be dealt
with separately.
7.2.2.1 Applying the Special Needs Doctrine to Searches for the Prevention
of Terrorism
New exceptions to Fourth Amendment requirements accepted in the case law
shall be compared to exceptions created prior to 9/11, 2001 in order to determine

37
38

public may give rise to serious privacy concerns in the future due to the rapid development of
technology. See also: Casey 2008, 995-996.
Compare: Casey 2008, 1027-1033.
Smith 2003, 448-449.

The Implications of Enabling Anticipative Criminal Investigations – US

445

whether the interest of preventing terrorism has, after 9/11, become a ground for
deviating from conventional Fourth Amendment protections. The general
doctrine for exempting particular situations that need to be distinguished from
‘ordinary law enforcement’ from the usual Fourth Amendment requirements is
the ‘special needs doctrine.’ Currently ‘the protection of the national security’
or the ‘prevention of terrorism’ has been identified as a special need, for which
reason an escape from regular Fourth Amendment requirements has been
justified. This does not concern an isolated development affecting only the
Fourth Amendment. Also under the Fifth Amendment a significant broader
‘public safety exception’ than would apply in ordinary criminal cases has been
considered justified in order to be able to interrogate terrorist suspects
concerning terrorist threats before informing them of their Miranda rights.39
In Macwade v. Kelly the New York Court held the random search of bags
due to the ‘Container Inspection Program’ in the New York Subway to be a
special need, which allows police officers to search bags without a warrant and
without probable cause.40 The purpose of the Program, introduced shortly after
the London Underground bombings, was to curtail the possibility of a terrorist
attack on the New York Subway system by randomly searching containers that
may contain explosives in order to both screen persons and to deter persons from
committing an attack on the Subway system.41 The Supreme Court has
developed the ‘special needs doctrine’ to allow searches without a warrant and
upon less than probable cause or even without any form of individualized
suspicion in the situation that the search serves a “special need” of the government “distinct from ordinary law enforcement.” When such a special need is
present, the ultimate touchstone for compatibility with the Fourth Amendment
is ‘reasonableness,’ without the warrant requirement and probable cause
requirement being essential factors for the reasonableness. Under this doctrine
courts have allowed searches without a warrant and even without individualized
suspicion in different situations where the ‘administrative purpose’ was the
primary purpose of the search rather than law enforcement purposes, such as
checkpoints for sobriety regarding alcohol or drugs on highways, controls on
drug use by employees or school athletes and airport security checks42 to
promote air security.43 Except for the main purpose of the search, an important
factor to consider when applying the ‘special needs’ doctrine has always been
39
40
41
42

43

As instructed by a (classified) FBI Memorandum of October 21, 2001. Savage 2011, 16. See on
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the diminished expectation of privacy of the persons subjected to the search,
such as probationers, schoolchildren and employees of a particular company.
Furthermore, there is also the interest of effectively ensuring that the ‘special
need’ is balanced against the privacy intrusion.44
When we consider the wide acceptance by courts (as well as by society) of
the appliance of the special-needs doctrine to bag searches at airports to prevent
air piracy, it seems comparably likely that in times when attacks on the subway
system are an actual threat, similar bag searches in the subway may be
considered a special need. This special need then concerns the prevention of an
attack on the subway system. To be acceptable under the special needs doctrine,
the prevention of an attack must be the purpose of the search, rather than
searching for contraband in bags, which concerns clearly a law enforcement
purpose. For that reason, to render the random inspection of bags in the New
York Subway reasonable by applying the special needs doctrine, it is important
that the purpose of preventing terrorist attacks is sufficiently urgent and realistic
to avoid situations in which it is more likely that the random search is used to
find contraband as evidence for criminal prosecutions. The latter may even be
more likely when law enforcement officers conduct the bag inspections, like in
Macwade. Nevertheless, highway and border inspections by the police were also
already accepted under special-needs reasoning.
For that reason, courts considering the reasonableness of this type of search
must primarily take into consideration the legitimate interest to undertake these
random inspections in subway systems for the prevention of attacks and the
effectiveness of such inspections (or the ineffectiveness of requiring a warrant
for the realization of the special need), in order to avoid abusing safety
inspections for law enforcement purposes. This is even more urgent since the
police are responsible for conducting the bag searches, contrary to most special
need cases where other people conduct the searches (e.g. teachers or airport
security personnel). Requiring some sort of demonstration of the urgency of
pursuing this legitimate interest for the purpose of preventing attacks may be
compared with the approach taken by Justice Scalia in his dissenting opinion in
National Treasury Employee’s Union v. Von Raab (1989). Justice Scalia was
worried about the possibility of conducting drug testing without a true
connection with a problem necessitating such testing, which would be an
“immolation of privacy and human dignity in symbolic opposition to drug use.”
Hence, courts must demonstrate the “social necessity” of the ‘special need’
served by the search.45 This may be compared with a more generalized group
suspicion regarding the prevention of the threat involved.46 After demonstrating
such a social necessity or urgency for a random inspection, the efficacy of the
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inspection for curtailing the threat involved also needs to be demonstrated.47 It
is conceivable that bag inspections in the subway of a major US city are
sufficiently urgent in the context of the post-9/11 era and shortly after the
attacks on the subway systems of Madrid and London, which can be founded
e.g. on intelligence reports providing for threat analyses or risk assessments.
Moreover, bag inspections at the entrances to the Subway system are
presumably efficient for the interception of those bringing in explosives and
knowledge about the presence of such inspections may also have a deterring
effect.48 Presumably, because a judgment on the efficacy of the inspection
necessarily concerns a (classified) assessment on behalf of the officials, who are
themselves responsible for the measures aiming at the prevention of terrorism,
which assessment cannot be ‘second-guessed’ and will always concern the
‘future unknown.’49 Considering the interest of preventing an attack on the
subway system, which is not only a governmental interest but, in the first place,
the interest of those using the subway and, hence, a public interest, it will be
reasonable to consider the expectation of privacy of those commuters who are
subjected to random bag inspections to be diminished. Hence, the reasonableness of the search seems, to a large extent, to be based on the urgency of the
public concern of preventing a terrorist attack, which is likely to be more urgent
in a time of social unrest and fear like in the post-9/11 era and, especially,
shortly after the attacks on the London Underground.50 Nevertheless, special
need searches for the purpose of preventing terrorism will need to be based on
some factual information regarding the threat and, presumably, be efficient in
curtailing the threat in order to render the search reasonable for safety purposes.
To sum up, random inspections or searches on the basis of some sort of
individualized suspicion51 may be justified under the special needs doctrine,
when the circumstances are defined by some particular conditions. There must
be some proof regarding the presence of the special need of ‘preventing a
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terrorist attack’ or ‘protecting the national security.’ The place of the search
must reasonably be a place at risk from acts of terrorism, rendering the
inspections necessary and to avoid situations where safety inspections are used
as a means to pursue law enforcement aims. Only in that situation may the
special needs of prevention and protection be considered as a social necessity
and, for that reason, a shared interest of society and the government, thereby
justifying a diminished expectation of privacy on the part of commuters. As an
additional protection to avoid abuse for law enforcement purposes not related
to the threat, one could argue for adopting a prohibition – which would also be
an exception to the plain view doctrine – on the introduction, as evidence in a
criminal prosecution, of any contraband found during such inspections.52 Such
a prohibition should of course not apply if the police have found contraband
related to the threat justifying the special need search, such as explosives.
Nevertheless, considering the current state of the case law regarding the plain
view doctrine and the absence of such a prohibition (although the fact that
information is not communicated to the police has been interpreted by the courts
as an indication that the search pursued a special need other than ordinary law
enforcement purposes) in other special needs cases, such a prohibition will break
with the current law and it is unlikely that courts will prohibit the introduction
of evidence found in plain view during a legitimately executed search authority.
In addition, in Whren v. United States (1996) the Supreme Court accepted a
search of a car on the basis of a minor traffic violation, whereas the subjective
intention of the law enforcement officers was to search for narcotics, but they
were unable to establish a founded suspicion regarding the possession of
narcotics.53
Extending the exempting special needs doctrine to include the special need of
‘terrorism prevention’ or ‘protecting the national security’ may also be related
to the distinction made in the Keith decision between national security surveillance and the surveillance of “ordinary crime.” In Keith the Supreme Court held
that the Fourth Amendment also applied to intelligence surveillance activities
conducted for the purpose of investigating domestic threats to national security.
The Court then added that the Fourth Amendment standards applied to these
intelligence investigative activities may be different from the Fourth Amendment and Title III standards that apply to law enforcement surveillance as the
“domestic security surveillances may involve different policy and practical
considerations from the surveillance of ‘ordinary crime’.”54 The FISA Court of
Review has In re: Sealed Case (2002) explicitly related this distinction made by
the Court in Keith (indeed using similar language as the courts applying the
special needs doctrine) to the special needs doctrine.55 The FISA Court of
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Review explicitly interpreted the acceptance of a different statutory framework
to be the consequence of considering the government interest in collecting
foreign intelligence information as an interest (or a special need) distinct from
ordinary law enforcement. By referring to the special need cases of City of
Indianapolis v. Edmond (2000) and United States v. Martinez-Fuerte (1976) the
FISA Court of Review held that as long as “FISA’s general programmatic
purpose” concerns the protection of the nation “against terrorist and espionage
threats directed by foreign powers” this purpose needs to be distinguished from
“ordinary crime control” and, therefore, when balancing the interests involved,
including “the most serious threat our country faces”, surveillance under the
amended FISA is reasonable.56
In Keith and In re: Sealed the statutory regimes of national security investigations and law enforcement investigations have been distinguished in order to
assess the constitutionality of the investigative activities under the Fourth
Amendment. The purpose of protecting national security is decisive for
rendering the activities during national security investigations reasonable, which
is comparable to the current extension of the special needs doctrine to law
enforcement search activities for the purpose of terrorism prevention. Both for
these intelligence investigations and for law enforcement searches like in
Macwade v. Kelly it will be important to consider in how far the special need
search may also be used for law enforcement (evidence-gathering) purposes. In
City of Indianapolis v. Edmonds the Supreme Court decided that the search was
unreasonable because the primary purpose was not to make the street safer but
to catch drug users or traffickers.57 Hence, in the light of this decision it seems
that when a search is assessed under the special needs doctrine only plain view
evidence gathering is permissible when the primary purpose of the search is a
government special need other than law enforcement. Section 7.4.2 will further
elaborate on the relation between the purpose of FISA surveillance to be
distinguished from Title III surveillance and the special needs doctrine applied
to ‘administrative interests’ of law enforcement, thereby justifying deviations
from the regular restraints on law enforcement investigative activities.
7.2.2.2 Balancing Liberty against Security in Fourth Amendment Analysis in
Terrorism Cases
The contents of section 6.2.2 have also demonstrated that in the post-9/11 era
several courts have used the interest of preventing terrorism or protecting the
national security as a reason to diminish the protective meaning of probable
cause and a warrant. More in general, courts, ruling under the influence of the
societal impact of the recent confrontation with terrorist attacks, have mainly
56
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focused on the interest of crime control and expedient law enforcement, which
have further watered down Fourth Amendment requirements and the remedy of
excluding Fourth Amendment violations. This section will draw some
conclusions as to the current protective meaning of the Fourth Amendment
requirements due to the recent interpretation of these requirements by courts.
The cases dealt with in section 6.2.2 concern an extension of those situations
in which the Terry v. Ohio stop and frisk is permitted (United States v. Ramos
(2010)) and the exclusion of the applicability of Fourth Amendment protections
to searches of US citizens outside the United States (In re Terrorist Bombings
of U.S. Embassies in East Africa (2008)). In both cases the ‘threat of terrorism’
was used as a ground for granting an exception to Fourth Amendment requirements. Furthermore, considering several other (non-terrorism) cases of the post9/11 era in which the meaning of Fourth Amendment protections have been
watered down, the interest of efficient and expeditious law enforcement has
often prevailed over the protective meaning of Fourth Amendment requirements
in an era characterized by risk-policing, increased societal unrest and fear.
In some of the cases dealt with in section 6.2.2 the interest of preventing
terrorism or protecting national security has explicitly been balanced against the
privacy interest of the persons involved. The seriousness of the terrorist threat
seems to convince the courts rather easily to rule against meaningful protection
through the Fourth Amendment. More in general, the focus on security and for
that purpose expedient law enforcement has pushed courts into the direction of
focusing on crime control. This development has consequences for the
protective meaning of probable cause and a warrant and for the effectiveness of
the remedy of the exclusion of evidence and thus to the protective meaning of
the Fourth Amendment as such. The protective elements of the Fourth Amendment will be dealt with separately below to draw some conclusions as to their
current protective meaning, as a consequence of the focus on the prevention of
terrorism in the case law of the post-9/11 era.
7.2.2.2.1 Probable Cause
Probable cause shall be understood as a protective value reflecting the
compromise between the sword and shield objective of criminal procedural law
in order to “safeguard citizens from rash and unreasonable interferences with
privacy and from unfounded charges of crime (...) [and to] give fair leeway for
enforcing the law in the community’s protection.”58 The ‘totality of circumstances’ test59 adopted by the Supreme Court to determine the presence of
probable cause in a particular situation reflects this balancing of interests and the
commensurate flexibility of the standard. Considering this role of probable cause
and the manner of demonstrating its presence, it seems that the standard is
designed to fluctuate along with the urgency of investigative activities and, thus,
will not obstruct investigative activities aimed at intercepting the planning of a
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terrorist crime. However, probable cause is also a crucial and arguably the most
important threshold for exercising criminal procedural powers, as it is the
reason, the legitimization, for criminal procedural action against someone. The
watering down of the meaning of probable cause by lowering the substance on
which it is based because of giving law enforcement officers sufficient leeway
to act for the prevention of terrorism or, more in general, in the interest of crime
control or prevention, shall be assessed from this protective background.
In United States v. Ramos (2010) the First Circuit Court accepted the
stopping of a vehicle on the basis of circumstances (the ‘Middle Eastern’
appearance of the occupants of the car), which would be insufficient to establish
a reasonable, articulable suspicion, the standard adopted for such a stop in Terry
v. Ohio, in times or at places where a terrorist threat is not present.60 This
conclusion was drawn after a totality of circumstances analysis in which the
“lessons of Madrid” and the “highly timely” risk of future attacks “involve[ing]
many lives” were decisive for rendering the stop reasonable and, consequently,
diminishing the already lowered standard of reasonable suspicion required for
the Terry stop.61
Other court decisions of the post-9/11 era have, as described in section 6.2.2,
especially watered down the requirement of probable cause by balancing the
interest involved and then finding the search reasonable without the presence of
probable cause as a standard with clear substantial protective meaning. As to its
‘traditional’ definition provided in Brinegar (1949): “the facts and circumstances within their (the officers’) knowledge and of which they had reasonably
trustworthy information (are) sufficient in themselves to warrant a man of
reasonable caution in the belief that an offense has been or is being
committed.”62 In recent cases the Supreme Court has explained the probable
cause standard in less substantial terms, otherwise used to describe the lower
standard of reasonable suspicion. Here, also the interest of allowing expedient
law enforcement action outweighed a higher protective threshold for the use of
search powers. The reasonableness of the search has been, especially when the
need to act is more urgent, decisive for the compatibility of the search with the
Fourth Amendment, whereas probable cause is then not considered as an
essential requirement for reasonableness. When bluntly assessing the
reasonableness of a search on the basis of the balancing test provided in Camara
v. Municipal Court (1967),63 without including the requirement of probable
cause and a warrant as essential elements, any urgent need to search can be
justified on the basis of balancing the interests involved.
However, traditionally probable cause has served as the basis for reasonableness in the absence of a warrant.64 The probable cause requirement has been the
requirement that, if met, automatically renders the search reasonable, save for
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the important exception of the Terry stop and frisk. As explicitly stated in
Virginia v. Moore (2008): “when an officer has probable cause to believe a
person committed even a minor crime in his presence, the balancing of private
and public interests is not in doubt.”65 Exceptions to the warrant requirement
have always been broader (e.g. under exigent circumstances or with regard to
subjects covered by a more limited expectation of privacy such as automobiles),
which affirms the importance of probable cause as a crucial requirement and as
the requirement compensating for the absence of a warrant. Moreover, both from
the perspective of the interests that the Fourth Amendment seeks to protect and
from the institutional justification for the employment, on behalf of the government, of criminal investigative techniques, the probable cause requirement has
a crucial restraining and protective meaning. The Fourth Amendment requirements come into effect once someone’s reasonable expectation of privacy has
been violated.66 Only then must the governmental search activities be considered
to interfere with privacy rights, for which reason the Fourth Amendment
requirements apply in order to protect against unfounded and arbitrary
interferences with privacy rights and against an overreaching government.
Considering the described cases in which courts have watered down the
meaning of probable cause by examining the search on the basis of its
reasonableness and attaching more weight to the interest of preventing a terrorist
attack or in general of “compelling law enforcement needs,”67 the protective
value of the probable cause standard has become less meaningful and
increasingly flexible. Considering the importance of the protective value
traditionally offered by the probable cause requirement, one may doubt whether
the reasonableness test alone may offer sufficient comparable protection when
this test exclusively concerns the balancing of the interests involved. If we take
into account the protective goals, in particular probable cause as the justification
for using criminal investigative powers and excluding arbitrary interference with
privacy rights, a form of suspicion will be an essential restraint on the
government’s criminal search power and shall be understood as the core of
Fourth Amendment protection. Nevertheless, the current interpretation of the
clauses of the Fourth Amendment have paved the way for treating probable
cause (or even another form of suspicion) as not being a mandatory requirement
for reasonableness.68
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It can be concluded that the current approach of the courts dealing with the
Fourth Amendment probable cause requirement has considerable consequences
for the protective objective of criminal procedural law and these consequences
are fundamental, especially because the value of the probable cause requirement
as a safeguard and restraint has now become rather unpredictable without clear
guidance to the lower courts on how to apply the requirement. This has resulted
in an approach which is solely guided by the reasonableness of the search in
which probable cause or a suspicion in general no longer has a central and
crucial role.
7.2.2.2.2 Warrant
The Supreme Court held in its landmark judgment in Katz concerning electronic
surveillance that the warrant requirement is mandatory under the Fourth
Amendment: “searches conducted outside the judicial process, without prior
approval by judge or magistrate, are per se unreasonable under the Fourth
Amendment.”69 Ex ante judicial review has thus traditionally been understood
as a shield requirement that is essential for legitimizing law enforcement officers
to conduct searches that fall under the scope of the Fourth Amendment.
Regardless of the protective importance and the assumed fixed nature as a
Fourth Amendment requirement, also prior to the events of 9/11, many instances
have been considered by the Supreme Court to justify warrantless searches.
These instances typically have the character of emergency or exigent circumstances, but they also include situations in which the police cannot reasonably
be expected to have obtained a warrant prior to the search. In addition, Title III
also includes statutory grounds for an exception from the warrant requirement,
which have, similar to the grounds for exceptions developed in Fourth
Amendment jurisprudence regarding physical searches, emergency or exigency
characteristics.70
Since the events of 9/11, the autonomous status of the warrant requirement
as a mandatory protective requirement under the Fourth Amendment has been
further reduced. In the first place, this has been illustrated in section 6.2.2 by
reference to the terrorism case of ‘In re Terrorist Bombings of U.S. Embassies
in East Africa (2008)’, which particularly dealt with exempting the warrant
requirement from the overseas search covered by the Fourth Amendment.
According to the Supreme Court in United States v. Verdigo-Urquidez (1990)
the ‘people’ protected under the Fourth Amendment concern every US citizen,
but excludes aliens living outside the US.71 The search in the Kenya case
concerned the surveillance of US citizens abroad and, hence, considering the
Supreme Court judgment in Verdigo-Urquidez, the Fourth Amendment would
apply. Again, the court reiterated that the ultimate touchstone of Fourth
Amendment searches is reasonableness. The Second Circuit Court then balanced
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the intrusion on privacy against the involved threat that Al Qaeda posed to
national security and concluded, although the privacy intrusion of “sustained
and thorough” electronic surveillance was also great, that prior judicial approval
in the form of a warrant was not required to render the surveillance activities
reasonable. Here, the court accepted a new and more general exception to the
Fourth Amendment warrant requirement, where the government seeks to search
US citizens abroad. The Court determined the warrant requirement to be of little
legal value in the sense of legitimizing the (sword) activities; however, in that
respect denying the protective (shield) value of prior judicial control over the
reasonableness of the intrusion on privacy rights, which applies irrespective of
whether the search involving US citizens is conducted within or outside the
US.72
Furthermore, this case also illustrates the development that courts
increasingly focus on the overall reasonableness of the search, rather than on the
requirements of a warrant and probable cause. Also in the Kenya case the court
used the reasonableness of the search clearly as the ultimate touchstone when
it assessed whether a warrant was required for the surveillance activities. For
this purpose, the court, balancing the interests involved, took into account that
the search was conducted abroad where a warrant has no legal value, for which
reason the governmental interest in ensuring that terrorist attacks are prevented
outweighs the interests served by prior judicial authorization. The manner in
which the court dealt with the warrant requirement in respect of US citizens’
searches abroad is comparable to the manner in which it has dispensed with the
requirement of probable cause by relying on reasonableness as the final
touchstone of the Fourth Amendment.
Not only in search cases abroad, but also domestically, courts have accepted
warrantless searches in situations of ‘compelling law enforcement needs’. In
Chapter 6, section 6.2.2, the cases of Georgia v. Randolph73 and Brigham City
v. Stuart74 have, by way of an example, been mentioned as cases where the
Supreme Court has accepted warrantless searches under the Fourth Amendment
by focusing its reasoning on the overall reasonableness of the search, which
involves a balancing of all the interests involved without providing autonomous
status to specific protective procedural requirements, such as obtaining a
warrant.
On the basis of the foregoing it cannot be said that the warrant requirement has
been set aside, particularly since 9/11, as a mandatory requirement for the
reasonableness of the search. The analysis of the warrant as a shield element in
the regulation of criminal investigation, as provided in Chapter 5, has
demonstrated that exceptions to the warrant requirement have been rendered
permissible under the Fourth Amendment and have obtained a statutory basis in
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Title III. Hence, considering the broad range of exceptions to the warrant
requirement that were already created by the Court, it is difficult to uphold the
warrant requirement as a per se requirement to render the search reasonable.75
The developments since 9/11 have, therefore, not changed the status of the
warrant requirement in the sense that it has since lost its autonomous position
as a Fourth Amendment requirement. Rather, the warrant should be understood
as a parameter for determining the reasonableness of the search. When a warrant
has not been obtained prior to the (non-consent) search, the judge shall a
posteriori assess whether the circumstances involved render the search nevertheless reasonable. The stronger the probable cause present before conducting
the search in combination with the presence of exigent circumstances, such as
a danger for the officers or other people or the possibility that contraband will
be eliminated, the more likely the search shall be considered as reasonable.
Reasonableness is indeed the ultimate touchstone, which means that the warrant
requirement is advisable to make sure that the search is reasonable and even
necessary if a warrant could reasonably be obtained before conducting the
search. The approach has thus not really changed through cases like In re
Terrorist Bombings of U.S. Embassies in East Africa, Georgia v. Randolph and
Brigham City v. Stuart. Rather, these cases have reinforced the development
towards reasonableness as the ultimate touchstone of the Fourth Amendment
and a warrant only as a parameter that should be taken into account for
determining reasonableness.
In addition, it can be concluded that the strength of the warrant as a
parameter has weakened as a consequence of developments in the case law,
especially when taking into account the general exception created for the
searches of US citizens conducted abroad. For searches within the US the
absence of a warrant can, generally with the applicability of the principle of
proportionality, be compensated by the undoubted correct assumption of
probable cause of the law enforcement officers. Furthermore, the warrant is
understood as being required in principle, unless exigent circumstances are
present that justify the postponement of a judicial review until after the search.76
Thus, courts continue to consider the judicial review (ex ante or ex post) of the
use of search powers to be necessary, with a clear preference for ex ante review
by means of a warrant in order to prevent unreasonable searches. However, an
ex ante review is not considered as an inherently better form of review compared
to an ex post review. Both forms are considered to be a sufficient check on the
government’s power to search.
The prioritizing of ex ante review seems to have weakened by extending a
premise of exigent circumstances to include the interest of preventing terrorism
(In re Terrorist Bombings of U.S. Embassies in East Africa (2008)). Never-
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Amar 1997, 4-10
Compare Slobogin who proposes to apply the proportionality and exigency principle in order to
govern the power to search. For non-exigent searches a warrant would be required. Christopher
Slobogin 2007, 615 and 617.
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theless, one of the three statutory grounds for emergency interception without
a warrant under Title III also already concerned the presence of a situation of
conspiratorial activities threatening the national security interests, which is
comparably broad. However, the constitutionality of this particular exception
has so far not been assessed by the courts, for which reason it seems that this
ground for an exception has virtually not been used. In addition, the exception
crafted under In re Terrorist Bombings of U.S. Embassies in East Africa (2008)
actually seems to fall outside this general scheme, because it is not the interest
of preventing terrorism (and thus the presence of ‘exigent circumstances’), but
the fact that the warrant has no legal value abroad that seems to be the decisive
reason for rendering the search reasonable.
To conclude: the case law that has emerged since the terrorist attacks of 9/11
has not clearly changed the understanding of the Fourth Amendment
requirement of a warrant. Rather, the case law in which the warrant requirement
was at issue corresponds with a general trend of focusing on the overall
reasonableness of the search in which the function of (especially) a warrant and
probable cause can be better described as parameters than as mandatory
requirements.
7.2.2.2.3 Reasonableness
As has already been emphasized in the previous two sub-sections, it can be
concluded, especially since the developments in the post-9/11 era, that
reasonableness is the ultimate touchstone of the Fourth Amendment.77 Focusing
on reasonableness was a development which was already initiated before the
terrorist attacks of 9/11.78 However, this development accelerated in the post9/11 era, where especially the interest of protecting national security was the
reason for focusing on reasonableness by the lower courts. This development
clearly breaks with the standards once set in Katz79 and Keith,80 namely that a
warrant supported by probable cause is required to protect someone’s reasonable
expectation of privacy and that the Fourth Amendment protections extend to the
national security context. The exceptions created to the framework of strong
protections as offered by Katz, and extended to the national security context in
Keith, have been used and extended to allow for expedient law enforcement
when the interests of law enforcement are sufficiently urgent, thereby
generalizing the reasonableness test as the ultimate Fourth Amendment test upon
a balancing inquiry at the expense of the other central Fourth Amendment
requirements of a warrant and probable cause.
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In section 5.1.4.1 the Reasonableness Fourth Amendment approach has already been identified as
the current mainstream interpretation of the clauses of the Fourth Amendment.
It was already determined in section 5.3.2.1.3 that, considering the multitude of exceptions that had
been created to the other Fourth Amendment requirements, reasonableness is the final and ultimate
test for the constitutionality of a particular search and/or seizure.
Katz v. Unites States, 389 U.S. 347, 88 S.Ct. 507 (1967).
United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 316-317.
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Considering that this development has evolved gradually, already before the
events of 9/11, it cannot be exclusively attributed to the influence of the threat
of terrorism.81 However, as a consequence of the confrontation with the terrorist
attacks of 9/11, the exceptions that had already been established have been
further exploited to accommodate more expedient law enforcement activities for
preventive purposes. The cases described in section 6.2.2 demonstrate the
tendency of new deviations from Fourth Amendment requirements when the
interest of preventing terrorism (or in general expedient law enforcement in a
society confronted with a fear of future terrorist attacks) is involved. Because
reasonableness (or in fact proportionality, taking into account all the interests
involved) has now become the only mandatory Fourth Amendment requirement,
the Court’s assessment will concern a balancing of interests, for which reason
any urgent governmental interest may be considered to outweigh the protection
of privacy rights. In 2008 the Supreme Court judgment in ‘Virginia v. Moore’
affirmed this interpretation of applying the Fourth Amendment in a particular
case as a matter of proportionality: an assessment should be made of the search
on the basis of “on the one hand, the degree to which it intrudes upon an
individual’s privacy, and, on the other, the degree to which it is needed for the
promotion of legitimate governmental interests.”82 Nevertheless, in this case the
Supreme Court also indicated that a primary (thus not decisive) indication for
the reasonableness of a search is the presence of probable cause.83
The current Fourth Amendment test, with reasonableness as the ultimate
touchstone, results in a deviation from the other Fourth Amendment requirements, in particular those that are understood to form a threshold for
investigative action,84 in order to allow expedient law enforcement when
terrorism is involved. When it is required to act proactively in order to make
sure that terrorism is prevented, the requirement of probable cause will likely be
set aside under the reasonableness test, a conclusion already drawn in section
7.2.2.2.1. The same applies to the warrant requirement (see the previous
section). This approach has opened the door to an unlimited balancing test,
providing the flexibility to consider the interests of preventing terrorism and
protecting national security to outweigh competing protective requirements.
Different Fourth Amendment standards will likely apply to cases involving the
investigation of crimes having been committed than to cases where similar
investigative powers are used proactively because activities are in some way
related to terrorism or other threats to national security (compare, for example,
the case of United States v. Ramos (2010)).85 Focusing on reasonableness
without giving an autonomous status to other Fourth Amendment requirements
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See for example Amar, concluding in 1998 that the ultimate touchstone of the Fourth Amendment
can only be ‘reasonableness,’ considering that the multitude of exceptions deprives the other Fourth
Amendment requirements of their status as mandatory requirements. Amar 1997, 2 and 31-32.
Virginia v. Moore, 553 U.S. 164, 128 S.Ct. 1598 (2008), 1604.
Virginia v. Moore, 553 U.S. 164, 128 S.Ct. 1598 (2008), 1608. See section 5.3.2.1.3.
Considering that reasonableness also covers the execution phase. See section 5.3.2.1.3.
Fenske 2008, 345.
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may result in the protection offered by the Fourth Amendment becoming a
slippery slope.
7.2.2.2.4 The Exclusionary rule
The cases described in section 6.2.2 have not affected the exclusionary rule.
However, the expansion of law enforcement powers sought by the legislature in
order to give both the FBI and local police officers more discretion to do what
is necessary for prevention, which has been added to by the courts granting law
enforcement officers a large degree of flexibility to act in anticipation of terrorist
or national security threats by focusing on reasonableness, has not been
compensated with expanded judicial oversight. Supreme Court cases during the
post-9/11 era have eroded judicial oversight on the police even more, rather than
reinforcing it.86 Hudson v. Michigan (2006) and Herring v. United States (2009)
both importantly reduced the meaning of the exclusionary rule as the remedy
against Fourth Amendment violations by firstly setting aside the exclusionary
rule for failing to comply with the knock-and-announce rule (Hudson) and then
limiting the applicability of the exclusionary rule to “reckless, grossly negligent”
police conduct (Herring).87
7.2.3 The Changed Role of the Relevant Actors
The changes in conventional criminal law in the post-9/11 era have in particular
changed the role of the police as to the relationship between solving committed
crimes and acting to prevent crimes (in particular terrorism). Because of the
expanded authorities as a consequence of the legislative measures and the trend
in the case law to give the police more leeway in their investigative efforts –
both assessed in sections 7.2.1 and 7.2.2 – the police have been given more
powers to act for the prevention of terrorism, while, at the same time, they have
been attributed more leeway to act for the prevention of terrorism. The
protective role of the magistrate judge to consider the reasonableness of a search
ex ante is not a certainty considering the many exceptions that have been
accepted to the warrant requirement and especially since the current development towards focusing on reasonableness where the parameters of probable
cause and a warrant are considered less urgent when the interests of preventing
terrorism or protecting national security are involved.
Moreover, neither has a more powerful judicial check on abuses of law
enforcement power ex post been created considering the erosion of the
exclusionary rule in Supreme Court decisions during the last few years, in the
sense that the deterrent function of the exclusionary rule has been limited to
apply only when the suppression of evidence can substantially deter the police.
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(Anonymous) Note 2009, 1717-1718 and Stuntz 2002 (Arguing why Fourth and Fifth Amendment
protections should fluctuate with crime).
Hudson v. Michigan, 547 U.S. 586, 126 S.Ct. 2159 (2006), 594 and Herring v. United States, 555
U.S. 135,129 S.Ct. 695 (2009), 9. See in more detail also Chapter 5, Section 5.3.2.1.4.
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In addition, courts have in general exerted a more deferential review of Fourth
Amendment requirements in the post-9/11 era. Hence, the additional
mechanisms that trigger the shield responsibility of police offers – namely the
reasonableness assessment under the Fourth Amendment and substantive due
process – also have only a limited steering influence. As we have seen in section
7.2.2.2.3 the interests of preventing terrorism and protecting national security
are soon considered as arguments that outweigh protective interests taking into
account the totality of circumstances in order to determine the reasonableness
of a particular search and/or seizure. In addition, substantive due process only
covers police conduct that shocks the conscience (see section 5.3.1.1).
Considering that the deterrent meaning of the most significant restraint – the
exclusionary rule – on police conduct has been reduced, the potential for abuse
has increased, because of the expanded discretion and power to act, especially
for the purpose of preventing terrorism. The other mechanisms regulating police
conduct are unable to compensate for the reduced deterring effect of the
exclusionary rule, whereas also judicial oversight has not been enhanced to
compensate for the increased potential for abuses of investigative power.
Furthermore, new internal guidelines which are applicable to the activities
of the FBI offer FBI officers more freedom to act for the purpose of preventing
terrorism. In section 6.4.2.3 and 6.4.2.4 the Mukasey Guidelines on FBI
Operations (2008) and the Domestic Investigations and Operations Guide of the
FBI (2008) have been described, from which it can be concluded that all FBI
officers, therefore including those previously exclusively concerned with law
enforcement investigations, should make the transformation towards an
intelligence-driven organization in order to combine forces for the purpose of
protecting against terrorism and other threats to national security. Hence, the
nature of the task instruction for FBI officers has changed to focus in particular
also on gathering as much information as possible in order to make sure that
terrorism or other national security threats are prevented.88 Moreover, also local
police officers have been included in the national intelligence-gathering systems
in order to contribute to the prevention of terrorism. Local police officers make
use of databases for the purpose of information sharing and have generally
obtained an aggravated responsibility to use the police capacities to make sure
that terrorist crimes are prevented.89 In this way intelligence-led policing has
been enabled. As a consequence of changing the task description of the police
to focus also on protecting national security through collecting as much
information as possible, the police will be encouraged to use their increased
discretionary power to investigate for the purpose of preventing terrorism and
to share police criminal intelligence especially when they encounter potential
security-threatening situations. Police criminal intelligence is included in
advanced databases, such as fusion centers (e.g. the JTTF), for the purpose of
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collection, storage and dissemination.90 Data aggregation and data mining make
it possible to integrate data collected by different agencies and to reveal
otherwise undiscoverable patterns and relationships. Consequently, the nature
of the police work has become more privacy-sensitive.
The changed function of the police influences the established relation
between the actors in the criminal process, and, for that reason, the shield
function pursued through the distribution of responsibilities between the
different actors. The responsibility of the public prosecutor and the defense with
regard to a fair criminal procedure is affected as a consequence of the changed
focus of the police towards intelligence-led policing with an eye to protecting
the national security. Because of the increased intelligence-led character of the
police investigation and the use of databases in which information is included
from different sources, including intelligence sources, the use of classified
evidence in criminal prosecutions increases. The disclosure procedures that can
be applied when classified information is involved (CIPA) have been described
in sections 5.3.1.2 and 5.3.1.3. The use of classified information in criminal
proceedings results in tension between the duty of the prosecutor to disclosure
as a matter of constitutional (due process) law (Brady v. Maryland (1963)) and
the interest of shielding the information for national security reasons. As this
tension and the invoking of the classified procedures is primarily a consequence
of the dismantling of the wall between law enforcement and intelligence and the
commensurate sharing obligations between law enforcement and intelligence
agencies, this subject will be specifically broached in section 7.4.3.
Moreover, the role of the judiciary as such has changed with regard to
exerting control over investigative activities, as a consequence of the focus on
gathering information in the context of national security investigations. The core
responsibility for exerting control over anticipative criminal investigative
activities is not borne by the judiciary but by alternative mechanisms of control,
such as Congressional oversight and the review exerted by the Inspector General
of the Department of Justice. This subject will be touched upon in section 7.4.3
as it concerns, likewise, an implication of the dismantling of the wall.
At this place, it is sufficient to say that the relationship between the actors in
criminal investigations has changed, mainly because the police, who have
primary responsibility for criminal investigative activities, have become an
intelligence-driven organization, with larger investigative discretion and an
intensified responsibility to keep an eye on terrorism-related or other national
security-threatening activities.
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7.3 THE EXPANSION OF THE PREVENTIVE CAPACITY OF NATIONAL
SECURITY INVESTIGATIONS
7.3.1 Expansion of the Scope and Nature of FISA Surveillance and
Physical Searches
The USA PATRIOT Act has also expanded investigative powers, both in their
scope and nature, which can be used in national security investigations (see
section 6.3). This section will first draw a more general conclusion as to the
expanded surveillance powers in national security investigations (7.3.1.1).
Secondly, the section will address some particular measures and their relation
to the previous regulation of national security investigations. The enabling of
roving surveillance and the current regulation of pen register and trap and trace
authority under FISA raise some specific renewed questions as to their
constitutionality under the Fourth Amendment, for which reason these
techniques have been singled out and will be addressed in sections 7.3.1.2 and
7.3.1.3. The goal of this section is to draw a conclusion as to the current nature
of national security investigations considering the regulation of the available
investigative powers. Hence, this section concerns the basis for assessing the full
impact of dismantling the wall (as addressed in section 7.4) for the shield
objective of criminal procedural law.
7.3.1.1 General Development
The nature of investigative powers in national security investigations has
changed due to several amendments to the USA PATRIOT Act of 2001. Roving
surveillance is a new possibility within the FISA framework, which already
existed under Title III. In addition, FISA orders are now applicable nationwide
and orders for FISA surveillance, physical searches or pen register and trap/trace
authority can be used over longer periods. Orders for surveillance and pen
register or trap/trace authority that target non-US persons who are foreign
powers, agents of foreign powers or lone wolves91 may last for up to one year.92
Moreover, the information that can be intercepted by pen registers and trap/trace
devices under FISA has been expanded to include some personal information
concerning the customer or subscriber to be requested from the service provider
by changing the definition of pen register and trap/trace devices (similar to the
changed definition in the context of a conventional criminal investigation). The
scope of surveillance and pen register and trap and trace authority has also been
expanded by introducing the possibility to target not only foreign powers or
agents of foreign powers that have a connection with a foreign-based group, but
also the ‘lone wolf.’ As a consequence of these expanded powers in combination

91
92

Non-US persons engaging in international terrorism or activities in preparation therefor without
connections to a foreign-based group. 50 U.S.C. 1801(b) heading and under (C).
See section 6.3.1.
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with the broader scope of FISA as a consequence of the lone wolf amendment,
the nature of FISA investigations has become considerably more intrusive. In
addition, the amount of FISA court orders has increased since its adoption in
1978 and, in particular, since the years after 9/11. Between 2000 and 2007 the
number has even doubled.93
The reasoning of the Supreme Court in Keith significantly influenced the
specific choices made in the statutory scheme of the FISA of 1978. When the
nature of FISA surveillance is changed both in nature and in scope, also the
choices for adopting a specific regulation framework in order to provide for
legal protection need to be reassessed. Many changes that have affected the
investigative powers under FISA were supported by the argument that the same
techniques should be available under FISA as well as under Title III. Although
at first sight this argument may seem plausible, one should take into account that
the protective framework of FISA is much weaker than the framework of Title
III covering conventional criminal investigations and, hence, also the potential
for abuse might be higher.94 This applies in particular to the level of ex ante
review exerted to authorize an order for surveillance, the considerable difference
between the standards to be reviewed before an order can be authorized and the
scope and duration of a FISA Court order.
Under Title III the federal judge may only issue an order (in accordance with
18 U.S.C. § 2518) for surveillance if he determines that there is probable cause
to believe that the individual is committing, has committed, or is about to
commit a specific enumerated offense. The applicable threshold under FISA
contrasts sharply by requiring only probable cause that the target of the
surveillance is a foreign power or an agent of a foreign power.95 Hence, FISA
surveillance can be authorized with a showing that concerns the nature of the
target rather than an evidentiary showing regarding the nature of the activities
in which the target is involved.96 Considering the broad scope due to the absence
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Followed by a decrease in authorized applications in 2009 and 2010. In 2010 1,506 FISA electronic
surveillance applications were approved by the FISA Court, in 2005 the number was 2,072 (reaching
its highest point in 2007 with 2,370 authorizations) and in 2000 the number of authorized applications was 1,012. Numbers derived from FISA Annual Reports to Congress, available at: <www.fas.
org/irp/agency/doj/fisa/#rept> (accessed August 1, 2011). For an overview of the amounts of FISA
Court orders and NSLs for the years 1979-2010, composed on the basis of annual and general
reports, see: ‘Foreign Intelligence Surveillance Act Court Orders 1979-2010’, Electronic Privacy
Information Center, available at: <epic.org/privacy/wiretap/stats/fisa_stats. html> (accessed July 29,
2011).
Compare the rather strict framework of Title III, intended to provide sufficient protection against
unnecessary interference with private life through surveillance, the most intrusive form of search
(described in section 5.3.2.2) with the FISA framework (described in section 5.3.2.4).
For the definition of a foreign power or an agent of a foreign power see section 5.2.2.3.1, footnote
199 and section 5.3.2.4.1 (50 U.S.C. § 1801(a) and (b)).
In addition, it should be taken into account that FISA investigations cover the gathering of foreign
intelligence information. Like the definition of a foreign power or agent of a foreign power also the
definition of foreign intelligence information is rather broad: “Information that relates to, and if
concerning a United States person is necessary to, the ability of the United States to protect
against” certain national security threats that can be related to a foreign power or an agent of a
foreign power. 50 U.S.C. § 1801(e) (see for the precise definitions section 5.2.2.3.1)
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of a substantial threshold and, in addition, a weaker ex ante judicial review, it
is not self-evident that the same investigative techniques shall be available under
FISA as under Title III.
The Supreme Court held in the Keith decision that also national security
investigations are covered by the Fourth Amendment, where the individual’s
Fourth Amendment rights need to be balanced against the government’s need
to obtain foreign intelligence information. The FISA of 1978 has been understood as the outcome of this balancing. For example, the government’s interest
in gathering foreign intelligence information was considered to justify longer
periods of surveillance97 without violating the particularity requirements because
the national security investigation is “often long range and involves the interrelation of various sources and types of information.”98 As a consequence of the
expansion of the investigative powers under FISA by the USA PATRIOT Act
of 2001 at the expense of protective restraints and checks, the nature of FISA
surveillance and physical searches has become more intrusive, which touches
upon the previous balance between the individual’s Fourth Amendment interests
and the government’s interest in gathering foreign intelligence information
achieved in the FISA of 1978. Congress tried to compensate the enhanced sword
capacity of FISA investigative powers by strengthening Congressional
oversight.99 However, it is questionable whether Congressional oversight can
sufficiently counterbalance the diminished form of judicial control.
For these reasons, the expansion of investigative powers available in national
security investigations – as well as the rather intrusive nature of electronic
surveillance in general and in particular the comparably long validity of FISA
surveillance order – will be assessed in the light of the weaker protection against
arbitrary intrusion on privacy rights offered by the statutory framework of
FISA.100 Nevertheless, the overwhelming majority of courts that have assessed
the constitutionality of the amended FISA have decided that FISA does not
violate the Fourth Amendment. A complete assessment of the constitutionality
of the current FISA cannot be made, however, without also taking into account
the development that national security investigations have obtained a quasi-law
enforcement function by allowing national security investigations for the
primary purpose of gathering evidence. Hence, this assessment overlaps with the
second and third category and will be dealt with under the third category.
7.3.1.2 Roving Surveillance
Normally an order for surveillance shall include a specification of the particular
place or facility from which the communications will be intercepted. This
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Compare, for example, Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967) where the Court
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the validity of the FISA court order of 120 days (previously 90; see section 6.3.1).
98 United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), at 322.
99 Section 108(c) of the USA PATRIOT Act Reauthorization Act of 2005. See section 6.3.1.
100 Compare also: Power 2010, 679-681.
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requirement is included in Title III in order to give effect to the particularity
requirement of the Fourth Amendment. An exception to this particularity
specification is permitted under Title III when such specification is not practical
because the target is evading surveillance by switching communication
devices.101 The regulation of roving surveillance under Title III has been
considered by the federal courts as not violating the Fourth Amendment’s
particularity requirements, because the regulation carefully tailors the power in
a way that general searches are prevented. In particular, courts have pointed to
the requirement of specifying the person whose communications are to be
intercepted, the application of minimization procedures and the showing that
must have been made and reviewed by the judge that either specifying the
facilities is not practical (in the case of intercepting oral communications; 18
U.S.C. § 2518(11)(a)) or that probable cause can be established that “the
person’s actions could have the effect of thwarting interception from a specified
facility” (in the case of wire or electronic communications; § 2518(11)(b)).102
The roving surveillance provision as adopted in FISA does differ, in some
aspects, from the regulation in Title III. It should therefore be questioned
whether the limitations and protective conditions that currently surround the
provision render the roving provision similar to that of Title III. The roving
surveillance provision in FISA allows roving surveillance “in circumstances
where the Court finds that the actions of the target of the application may have
the effect of thwarting the identification of a specified person” and when the
facilities and places at which the surveillance will be directed “are unknown.”103
The specific target must be described in the application. In addition, the
applicant shall notify the court “within ten days after the date on which
surveillance begins to be directed at any new facility or place,” although this
notification may be extended until 60 days if the court considers a longer period
to be justified. Furthermore, the applicant should also demonstrate facts and
circumstances that point to the fact that the facility “is or was being used, or is
about to be used, by the target of the surveillance” and Congressional oversight
on electronic surveillance is in place. Lastly, also under FISA, minimization
procedures shall be applied to the surveillance.
Considering this regulation of roving surveillance under FISA, the authority
cannot be considered to allow – on its face – for general searches. Especially the
requirement of describing the particular target in the application seems an
important restriction on the surveillance. In addition, considering the
circumstances of modern society, it seems logical that the possibility for roving
surveillance has also been adopted as an investigative possibility in national
security investigations. Nevertheless, it must also be taken into account that the
possibility for roving surveillance, including the roving bug, in combination
with the nationwide applicability of FISA orders and the wider scope of FISA

101 See section 5.2.2.1.2.
102 See section 5.3.2.1.2.
103 See section 6.3.1.
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investigations in general considering its considerably weaker version of probable
cause, render the investigative technique of FISA roving surveillance one of the
most intrusive. Allowing for this investigative power in national security
investigations brings along a greater risk that the communications of individuals
who are not the target of the investigation will be intercepted.
7.3.1.3 Pen Register and Trap and Trace Devices
Similar to the PATRIOT Act amendment to pen register and trap and trace
authority in conventional criminal law, the PATRIOT Act has also broadened
the scope of pen register and trap and trace authority under FISA. As has been
explained in section 6.3.1, the changed definition of the pen register and trap and
trace devices under FISA broadens the scope of the techniques. The same
concerns as addressed in section 7.2.1.3 apply to the amendment to pen register
and trap and trace authority under FISA, although it must be taken into account
that section 214 also resulted in a new restraint on these techniques. Section 214
has namely restricted the target to non-US persons in national security
investigations, which may include US persons if the investigation is not solely
based upon activities protected by the First Amendment.
However, remarkably the PATRIOT Improvement and Reauthorization Act
of 2005 took another, more dramatic, step to broaden the scope of the pen
register and trap and trace device. Pen registers and trap/trace devices may now
be used under FISA to obtain from service providers more personal information
relating to their customers or subscribers, which makes the category of information that can be intercepted broader than under the pen register and trap and
trace authority in a conventional criminal investigation. Albeit the information
that can be obtained through pen registers and trap/trace devices is still
considerably more limited than that which can be obtained through document
production orders – the FISA power created through section 215 of the
PATRIOT Act. Hence, privacy concerns due to broadening the scope of the
information that can be intercepted by pen registers and trap and trace devices
seem to fade away in comparison with the current scope of document production
orders, which will be dealt with in the next section.
In addition, section 6.3.1 has described the amendment that has significantly
relaxed the threshold for using pen registers and trap and trace devices. The
PATRIOT Act has struck out from the requirements to be met in the application
that information shall be delivered demonstrating reasons to believe that the
telephone lines or other instruments from which information is intercepted are
being used or have been used by someone “who is engaging or has engaged in
international terrorism or clandestine intelligence activities that involve or may
involve a violation of the criminal laws of the United States.”104 This previous
requirement was also an important difference with Title III, where a showing of
relevance to an ongoing criminal investigation was already sufficient for a judge
104 See section 6.3.1 and, in comparison, section 5.2.2.3.1.
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to issue an ex parte order.105 Although the amendment seems to equalize the
threshold, the scope of national security investigations is, by definition, broader
than that of criminal investigations and, hence, so is the scope of the pen register
and trap and trace authority. Nevertheless, the threshold which is applicable to
pen register and trap and trace authority is still comparable to the threshold
which is applicable to document production orders and, hence, also when taking
this amendment into account, FISA pen register and trap and trace authority
cannot exceed the nature or scope of document production orders.
This section will therefore conclude that considering the weaker regulation
provided by FISA in general with regard to an individual’s Fourth Amendment
rights (see the remarks on this respect in the preceding section 7.3.1.1) and
considering the scope of information that can now be intercepted by pen register
and trap and trace devices, pen register and trap and trace authority under FISA
concerns more invasive authority than under the regulation in conventional
criminal law.
7.3.2 FISA Document Production Orders
Section 215 of the USA PATRIOT Act of 2001 has changed the FISA
investigative tool to request the production of transportation-related business
records through a FISA Court order into a rather broad and intrusive tool by
authorizing the FISA Court to order the production of any tangible things. The
amendment touches upon three different aspects: the scope of the order has been
broadened to “any tangible things,” including library and bookstore records; the
threshold has been lowered to a statement of facts of “relevance to an authorized
investigation”; and a non-disclosure requirement applies to the recipient of the
order.
Previously, a similar powerful authority to subpoena documents containing
personal information on US citizens in the investigative stage was only
attributed to the grand jury. The grand jury has been described in section 5.2.1.3
as the sword and shield of the criminal justice system. Moreover, the grand jury
is underpinned by the idea that “the people” shall be able to control and exercise
the use of very intrusive techniques, including the possibility of issuing
document production orders. With the expansion of the scope of document
production orders to ‘any tangible things’ a similar tool has now been given to
the government in the context of national security investigations. Hence, this
section will further scrutinize the current regulation of the document production
order in comparison to other investigative techniques in national security
investigations in order to determine the nature and implications of this basically
new investigative tool. For this purpose this section will first address the
relevant restraints and protective elements of the system in which the document
production order is embedded, namely the threshold for issuing a document
production order, the prior judicial control exerted by the FISA Court, the
105 See section 5.3.2.1.1.1.
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applicable minimization procedures, the nature of the information that can be
obtained and the importance of the tool for the government in NSI investigations
in relation to the protections offered by the First and Fourth Amendments.
Secondly, the results of the litigation concerning the non-disclosure requirement
will be compared with the manner in which the FISA document production
order is currently regulated.
7.3.2.1 The Regulation of Document Production Orders under FISA
The significant enlargement of the scope of document production orders through
Section 215 of the USA PATRIOT Act of 2001 from transportation-related
records to a rather sweeping category of all kinds of ‘tangible things’ permits the
FISA Court to order the production of these ‘tangible things’, including privacysensitive categories of information normally subjected to privacy protection.106
No restriction has been adopted as to the type of records that can be requested
by the government. As a consequence, this FISA authority is now analogous to
grand jury subpoenas. Considering the categories of privacy-sensitive information that can be obtained, the applicable threshold seems to be rather low. The
current threshold of “a statement of facts showing that there are reasonable
grounds to believe that the tangible things are relevant to an authorized
investigation (other than threat assessment)” is comparable with the threshold
that applies to the use of pen registers and trap/trace devices,107 whereas the
information that can be obtained through section 215 orders is considerably
more privacy-sensitive than the information that can be obtained through the pen
registers and trap and trace devices, also after the scope of these techniques has
been broadened (see section 7.3.1.3). Also for document production orders the
requirement of any evidentiary support has been eliminated, which makes the
threshold less strict than before and applicable to anyone, instead of only to the
target of the investigation.
In 2009 the judiciary committees of Congress introduced a bill in order to
extend certain expiring provisions of the PATRIOT Act, including section 215,
and to implement some protective improvements. One of these improvements
concerned the proposition to change the language of section 50 U.S.C. § 1861
regarding the circumstances where the document production order shall be
understood to be “presumptively relevant.”108 The proposed change would
subject these presumptively relevant circumstances to an evidentiary standard
of “reasonable grounds.” If this proposed change had been adopted, evidentiary

106 Although not protected through the Fourth Amendment, considering that the Supreme Court in
United States v. Miller, 425 U.S. 435, 96 S.Ct. 1619 (1976), 443 (see also Chapter 5, section
5.1.4.1) has considered that someone cannot have a reasonable expectation of privacy relating to
personal information already entrusted to others.
107 “[T]he information likely to be obtained is relevant to an ongoing foreign intelligence or international terrorism investigation being conducted by the Federal Bureau of Investigation under
guidelines approved by the Attorney General,” See: 50 U.S.C. § 1842(c)(2).
108 See section 6.3.2.
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support regarding the persons to whom the records pertain would at least again
be required, although still the persons whose documents can be obtained are not
necessarily the targets of the investigation.109 However, the Bill did not obtain
enough priority and, instead, in February 2010 Obama signed into law the Act
‘to extend expiring provisions of the USA PATRIOT Act Improvement and
Reauthorization Act of 2005 and Intelligence Reform and Terrorism Prevention
Act of 2004 until February 28, 2011,’ straightforwardly extending the provision
until February 28, 2010.110 Subsequently, in May 2011, the provision has once
again without amendments been extended until June 2015.111
Hence, as follows from section 6.3.2, until now only the rather weak
restraints of personal approval by an FBI official (a high-ranking FBI official for
categories of more privacy-sensitive information such as library records and
medical records) and an application specifying that there are reasonable grounds
to believe that the records sought are relevant to an authorized investigation are
applicable. What amounts to an authorized investigation follows from the
Mukasey Guidelines on FBI Operations of 2008 (see section 6.4.2.3) which state
that the investigation must (also) be aimed at either obtaining foreign intelligence information or protecting against international terrorism or clandestine
intelligence activities – thus, the order can be used in any authorized national
security (FISA) investigation. There are some circumstances in which the
records are presumptively relevant, including where the tangible things sought
pertain to “an individual in contact with, or known to, a suspected agent of a
foreign power who is the subject of such authorized investigation.”112 Actually,
the main requirement restraining the government’s use of document production
orders is the presence of an authorized investigation (according to the Attorney
General Guidelines) other than a threat assessment. In addition, US persons
receive more protection, because the investigation of US persons may not solely
be based upon activities protected by the First Amendment.113
Considering the nature of the document production order and the regulation
surrounding the technique, it is not surprising that section 215 is generally
understood as one of the most controversial PATRIOT Act products, which is
also reflected in its nickname: the ‘library provision.’ The potential for abuse is
high and an attempt has been made to compensate for this with the amendments
of the Reauthorization Acts of 2005 and 2006 by enhancing judicial review and
Congressional oversight. Prior judicial review exerted by the FISA Court is
restricted to determining whether the statutory requirements are met, which thus
concerns controlling formalities without being able to second-guess the government statements. An important restriction, however, seems to be that the FISA

109 Section 3(a)(2) Bill of 22 September 2009 ‘to extend the sunset of certain provisions of the USA
PATRIOT Act and the authority to issue national security letters, and for other purposes’, 111th
Congress. 1st Session S.1692.
110 Public Law 111-141, Feb. 27, 2010, 124 Stat. 37, 111th Congress.
111 PATRIOT Sunsets Extension Act of 2011, S.990, 112th Congress, 1st Session.
112 See section 6.3.2.
113 Swire 2004, 1331-1332.
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Court may only order production if the things sought cannot be obtained by the
more protective investigative power of the grand jury or any other order of a US
court seeking the production of records or tangible things (e.g. under rule 17 of
the Federal Rules of Criminal Procedure, providing for the power of subpoena
in criminal proceedings). Furthermore, it should be taken into consideration that,
similar to pen registers and trap and trace devices, the Supreme Court has
excluded subpoenas for obtaining personal information entrusted to third parties
from Fourth Amendment protection.114 For this reason, the government is not
held to observe the usual Fourth Amendment requirements. Nevertheless,
Congress, recognizing the privacy-sensitive nature of personal information, in
e.g. medical records, student records and financial records, and taking into
account that as a consequence of the Supreme Court’s interpretation the person
to whom the records pertain is deprived of prior judicial control through the
warrant supported by probable cause, has subjected the power of the government
to obtain records with personal information to statutory limitations, for example,
by demanding a grand jury subpoena and enabling the person concerned to
challenge the subpoena before a court.115 In comparison with these statutory
limitations, in particular the requirement of a grand jury subpoena, it is
remarkable that under the FISA framework documents, without any distinction
as to its nature, a document may be requested without imposing limiting,
privacy-protecting conditions. It is questionable whether the subsidiarity
requirement – the requirement that section 215 orders may only be issued if the
documents cannot be obtained through the power of the grand jury or an order
of a US court – may count as a meaningful restriction, when it comes to the
privacy protection of exactly those persons who are not suspected of any crime.
In addition, it follows from the statistical information annually provided to
Congress that the FISA judges have never denied an application for a document
production order.116
Because of the large scope of both the information that can be obtained (any
tangible things) and the reach of the section 215 order, considering the rather
sweeping relevance threshold to an authorized investigation, cumulatively,
serious privacy concerns remain. Although also in the context of the criminal
investigation the possibilities to obtain a wide range of documents has expanded
over the years, these documents may only be obtained in relation to a crime that
has been, is being or will be committed, which imposes an important restraint
on its scope.117 The amendments of the USA PATRIOT Act have targeted
different aspects of the system of checks and balances that represent the
protective objective. Without distinction as to the privacy sensitivity of
particular documents, a wide range of information can be obtained if relevant to

114 See United States v. Miller, 425 U.S. 435, 96 S.Ct. 1619 (1976), 443, and Chapter 5, section
5.1.4.1.
115 Schulhofer 2005, 57-58.
116 FISA Annual Reports to Congress 2005-2010, available at: <www.fas.org/irp/agency/doj/fisa/#rept>
(accessed August 4, 2011).
117 Swire 2004, 1332.
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an authorized FISA investigation.118 Also the subsidiarity requirement seems not
to be an adequate restriction. US persons receive more privacy protection
compared to non-US persons by prohibiting the collection of information of
activities by the First Amendment. Furthermore, the requirement of observing
minimization procedures as introduced by the Reauthorization Act of 2005
includes important additional protection to US persons by requiring the
minimization of “the retention and prohibit[ing] the dissemination, of nonpublicly available information concerning unconsenting US persons, consistent
with the need of the United States to obtain, produce, and disseminate foreign
intelligence information.” The 2009 Bill proposed to go one step further by also
requiring that the Attorney General directs that the minimization procedures are
followed.119
Nevertheless, it must also be observed that, as a consequence of the litigation
directly concerning FISA document production orders, the Attorney General
revealed in 2003 that the order had been issued on zero occasions. In the period
2004-2008 the order to produce documents was issued 236 times. Apparently,
however, the order was used on 173 occasions in combination with FISA or trap
and trace device orders during the period 2004-2006, which is the period before
the definition of the pen register and trap and trace device was broadened by the
Reauthorization Act of 2005. Hence, seemingly the majority of document
production orders were issued primarily in order to fill the gap in the prior pen
register and trap and trace authority, namely also to obtain information about the
customer or subscriber.120 Moreover, the remainder of the orders were used to
obtain transactional information and no recipient has so far challenged the
legitimacy of the document production order since the introduction of a judicial
remedy by the Reauthorization Act of 2006.121 Despite this differentiation on the
basis of the information revealed by the government regarding the frequency and
purpose of the use of the document production order showing that the tool has
rarely been used for the purposes most feared (e.g. on a wide scale to obtain
library records or medical records of US citizens),122 the (theoretical) potential
for abuse remains high considering the lack of restraints on the FISA document
production order.

118 Ibid., 1357.
119 Section 3(a)(3)(B) Bill of 22 September 2009 ‘to extend the sunset of certain provisions of the
USA PATRIOT Act and the authority to issue national security letters, and for other purposes’,
111th Congress, 1st Session S.1692.
120 See section 6.3.1 and ‘Statement of David Kris, Assistant Attorney General, Before the Committee
on the Judiciary United States Senate, entitled “Reauthorizing the USA PATRIOT Act: Ensuring
Liberty and Security”, September 23, 2009, 3. See for additional statistical information regarding
the use of section 215 in the period 2002-2005 (although largely classified): Report of the Office
of the Inspector General 2007, A Review of the FBI’s Use of Section 215 Orders for Business
Records, 15-46 and 77-78.
121 See section 6.3.1 and the Statement of David Kris, Assistant Attorney General, before the
Committee on the Judiciary United States Senate 2009, 3.
122 See also: Report of the Office of the Inspector General 2007, A Review of the FBI’s Use of Section
215 Orders for Business Records, 79-80.
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7.3.2.2 The Non-Disclosure Requirement
Courts have repeatedly held the non-disclosure requirement (in cases dealing
with the requirement accompanying NSLs) unconstitutional, including the
improved conditions under which the non-disclosure requirement may be
imposed as realized in the USA PATRIOT Act Reauthorization Acts of 2005
and 2006. The most recent judicial decisions scrutinizing the non-disclosure
requirement have been the decision of the Court of Appeals in Doe v. Mukasey
(2008) holding the amended non-disclosure requirement constitutional if
construed in the manner prescribed by the Court in its decision and the 2009
decisions of Doe v. Holder resulting in the lifting of the non-disclosure requirement imposed on ‘John Doe’. The decision in Doe v. Mukasey of 2008 has been
the latest most important decision where the court has conducted a substantive
assessment of the constitutionality of the non-disclosure requirement, which was
applied in the Doe v. Holder (2009) order and decision. In 2008 the Court of
Appeals placed the burden on the government instead of on the NSL recipient
to prove the necessity of the non-disclosure requirement and to initiate a judicial
review of the non-disclosure requirement. In addition, the court held the narrow
judicial review of the certification of the government “that disclosure may
endanger the national security of the United States or interfere with diplomatic
relations” unconstitutional.123 It was stated that “the fiat of a government
official, though senior in rank and doubtless honorable in the execution of
official duties, cannot displace the judicial obligation to enforce constitutional
requirements. ‘Under no circumstances should the Judiciary become the
handmaiden of the Executive.’”124 The Doe cases came to an end through a
settlement between the FBI and the plaintiffs at the end of July 2010 (see section
6.3.1). Years of litigation have resulted in the lifting of the non-disclosure
requirement as to the identity of the recipient and the possibility to publicly
discuss the cases, without revealing the full scope of the data demanded.
The main objection against the non-disclosure requirement – a violation of
the requirement is a federal crime – is that it deprives the recipient of a judicial
remedy. Outside the national security context the recipient has the possibility to
challenge the subpoena before complying. Persons who are subjected to a FISA
physical search or surveillance lack that possibility, whereas it must also be
admitted that the Fourth Amendment standards applicable to searches (including
prior judicial authorization – the warrant) do not apply to subpoenas received by
third parties. In addition, one may question the willingness of the third party, for
example a bank, to challenge the legitimacy of the order to protect the privacy
interests of its clients.125 Nevertheless, the non-disclosure requirement that
accompanies document production orders issued by the FISA Court deprives the
recipient of any prior challenge to the legitimacy of the order as well as of any

123 See Doe v. Mukasey, 549 F.3d 861 (2nd Cir. 2008), 884-884. Section 6.3.2.
124 Doe v. Mukasey, 549 F.3d 861 (2nd Cir. 2008), 882-883.
125 Compare: Schulhofer 2005, 56, 58-59.
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other meaningful form of accountability other than the marginal review of the
FISA Court. Except for depriving the recipient of a possibility of prior judicial
control, notification after the fact to the persons involved is also impossible and,
consequently, the persons involved may never become aware that the
government has collected documents containing their personal information. The
Reauthorization Acts have made it possible for the recipient to consult an
attorney and, after one year, the recipient is allowed to challenge the necessity
of continuing the non-disclosure requirement.126 However, the standard upon
which the judge may set aside the non-disclosure requirement is rather high, as
the court shall only do so if there is no reason to believe – probably against the
certifications of the government to the contrary – that disclosure may endanger
national security. The FISA Court judge is generally reluctant to pass over such
certifications on behalf of the government, although the decision in Doe v.
Holder might suggest otherwise. Hence, it can be concluded that there remains
a lack of accountability with regard to the majority of document production
orders, which involves a high potential for abuse considering the lack of a
meaningful judicial check on executive power that intrudes on citizens’ privacy
rights. Notification, which is not at all provided to those persons to whom the
documents actually pertain, is understood as one of the most basic checks
against abuse, because it results in publicity being given to governmental
activities. Hence, criticism of the FISA document production order has
particularly focused on the non-disclosure requirement and also the most notable
litigation has concerned the non-disclosure requirement (although of the NSL).
The manner in which the Court of Appeals in Doe v. Mukasey (2008) has
interpreted the non-disclosure requirement concerns an important improvement,
although still insufficient to restore judicial review and accountability to the
usual level. As a consequence of the interpretation of the Court of Appeals the
judicial review introduced by the Reauthorization Act of 2005 has become more
meaningful, considering that the court has rendered a mere certification by the
government that disclosure might endanger national security as insufficient to
count as judicial review. Nevertheless, as a consequence of this decision the
non-disclosure requirement as such is rendered constitutional and will only be
set aside if the recipient is willing to challenge the gag order and if the judge has
sufficient reasons to bypass the government’s national security claims. Hence,
it must be concluded that a solid and general level of accountability cannot be
achieved under the current regulation of the non-disclosure requirement
accompanying document production orders of the FISA Court.
7.3.2.3 Conclusion
The power to seek the production of ‘tangible things’ by means of a FISA Court
order is one of the most controversial powers introduced by the USA PATRIOT
Act of 2001. The section has been revised to include more protective elements
126 See section 6.3.2.
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in the Reauthorization Acts. However, also parts of the provisions of the latest
version of section 215 have been held unconstitutional by the Court of Appeals
of the Second Circuit (Doe v. Mukasey (2008)), because of the non-disclosure
requirement accompanying such orders and the insufficiency of the provided
judicial review.
The amendments of section 215 of the USA PATRIOT Act of 2001 have
affected different aspects of the totality of restraints and safeguards that are
intended to constitute the protective objective of the regulation. The cumulative
effect of the substantive broadening of the scope of the order to any tangible
things, relaxing the threshold by the removal of the requirement to furnish
factual proof and by indicating a wide category where the threshold of relevance
to an authorized FISA investigation is presumptively met in combination with
depriving recipients of a judicial remedy and reducing accountability to the
minimum, renders section 215 a very intrusive and aggressive investigative tool,
lacking substantial restraint to protect against arbitrariness and lacking a
guaranteed form of accountability or judicial review to prevent abuse. The
participation of the FISA Court judge provides some degree of accountability,
which is, for example, absent when the government relies on the national
security letter. However, as has been concluded in the previous section, the
control exerted is only minimal considering that the judge’s task is to issue the
order (ex parte and in camera) when the statutory requirements are met.
The Reauthorization Acts have established the possibility for a judicial
review of both the order and, one year after its issue, of the non-disclosure
requirement. Reviewing the order is rather limited, considering that the FISA
Court judge will only consider the review when not frivolous and the review will
subsequently only result in a modification to or setting the order aside when the
statutory requirements have not been met or the order is “otherwise unlawful.”
The judicial review with regard to the non-disclosure requirement was held to
be constitutional by the Doe v. Mukasey (2008) court but only when the
government bears the burden to prove the necessity of non-disclosure and only
where the court does not treat a certification to that end as conclusive. Compared
to the previous situation this has increased judicial review and accountability to
a more meaningful level. The recipient may seek to quash the order before the
FISA Court and the recipient may seek relief from the non-disclosure requirement one year after the order has been issued. Furthermore, accountability has
been improved by the Reauthorization Acts by enhancing Congressional
oversight. This oversight is limited to statistical information, which makes it
possible to check the government on the frequency of relying on the document
production order and on the purposes for which the orders have been issued.
Especially the latter aspect has been an important improvement, as it may and
has so far demonstrated that the government uses the tool in particular to obtain
personal information not belonging to the most intrusive category of
information, such as library records and medical records.
Nevertheless, the potential for abuse remains high because of the absence of
meaningful restraints on the scope of the order and the lack of a meaningful
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judicial review and accountability in particular before the fact. Considering that
this tool was first introduced by the USA PATRIOT Act of 2001, a test on the
basis of substantive due process seems warranted.127 Any legislation passed by
Congress must satisfy the strict scrutiny test: “the restriction must be narrowly
tailored to serve a compelling government interest.” When comparing the
document production order to similar authority in the context of a conventional
criminal investigation, it must be observed that the important restraint of a
connection to a crime that has been, is being or will be committed; a meaningful
possibility for the recipient to challenge, before a court, the legitimacy of the
order before complying; the requirement of notification as a check on abuse; and
democratic legitimization as realized through grand jury authority, are all
lacking. Hence, the document production order is, obviously, not as narrowly
tailored as similar authority in conventional criminal law. Furthermore, in order
not to violate substantive due process, the legislation must have a ‘reasonable
relation to a legitimate end’ and it shall not ‘unnecessarily or arbitrarily limit
fundamental rights.’128 Considering its incorporation in FISA, the reasonable
relation of the investigative tool to the government’s legitimate need to gather
foreign intelligence is obvious. At the same time it must be observed that the
need to use the FISA document production order has been reduced as a
consequence of expanding the definition of the information that can be obtained
through pen register and trap and trace device orders. In addition, one of the
consequences of dismantling the wall has been the availability to intelligence
investigators of grand jury information by lifting the prohibition on prosecutors
to disclose any matters occurring before the grand jury.129 Therefore, the
necessity of this investigative tool is doubtful.130 According to David Kris, the
Assistant Attorney General for national security, in addition to these other
possibilities, the need for similar investigative tools in the context of FISA
investigations remains, because of the veil of secrecy that is afforded to FISA
authority.131 It is however questionable whether this limited necessity for the tool
outweighs the substantial lack of meaningful protective elements in the
regulation of the document production order and the commensurate potential for
abuse.

127
128
129
130

See section 5.1.4.2.
See section 5.1.4.2.
See section 6.4.1.
In 2010 a total of 96 applications for a section 215 order were authorized by the FISA Court, in
2005 the number was 155. See FISA Annual Reports to Congress (2010 and 2005), available at:
<www.fas.org/irp/agency/doj/fisa/#rept> (accessed August 1, 2011).
131 Statement of David Kris, Assistant Attorney General, Before the Committee on the Judiciary
United States Senate 2009, 3.
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7.4 INTERACTION BETWEEN LAW ENFORCEMENT AND INTELLIGENCE
COMMUNITIES FOR THE PURPOSE OF ENABLING A PREVENTIVE
APPROACH
As a consequence of changing the FISA ‘purpose language’ by amending the
USA PATRIOT Act and the interpretation given to this new threshold for FISA
surveillance or a physical search by the FISA Court of Review, ‘the wall’
between the intelligence and the law enforcement communities has been
dismantled. In addition, Guidelines issued by the Department of Justice in the
post-9/11 era were particularly aimed at increasing cooperation and information
sharing between the intelligence and law enforcement communities. Prosecutors
are allowed to advise FBI intelligence officials with regard to “the initiation,
operation, continuation, or expansion of FISA searches or surveillance.” Moreover, FBI national security and criminal investigations are no longer separated
areas, but are understood to perform at any time both counterintelligence and
law enforcement functions. Lastly, the position of the DNI has been established
to coordinate the joint efforts of all federal agencies to protect, in cooperation,
the national security. As a result of these amendments and policy changes,
previously separated law enforcement and intelligence functions and goals have
now been blended. National security investigations have obtained a law
enforcement function and have become the investigative context for criminal
activities that at the same time pose a threat to national security. The current
reliance on the framework for national security investigations when prevention
and evidence-gathering are co-existing purposes has enabled the phenomenon
defined in the first Chapter as an anticipative criminal investigation.
Firstly, this section will briefly redefine, on the basis of the findings of
section 6.4, the institutional position and the functions of a conventional
criminal investigation and of national security investigations. In this new context
also the position and role of the FBI will be defined, as the agency composed of
both an intelligence and law enforcement division that has undergone a
transformation as a consequence of its primary function of conducting
anticipative criminal investigations. Secondly, the consequences of the current
institutional positions and functions of the different actors responsible for
anticipative criminal investigations and the frameworks in which they operate
for the protective objective of criminal procedural law will be identified. In
particular, attention will be given to the reasons underpinning the previous
institutional separation between intelligence and law enforcement and the
manner in which the Supreme Court has previously made a distinction between
national security investigations and conventional criminal investigations when
applying the Fourth Amendment. Thirdly, the manner in which the criminal
process is ‘infected’ due to the dismantling of the wall and sharing obligations
will be assessed in particular with regard to guaranteeing procedural due
process.
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7.4.1 Redefining Institutional Positions and Functions
The issue of a lack of cooperation between law enforcement agencies and
intelligence agencies and the impediments to the sharing of information between
agencies is repeatedly blamed as one of the main causes of the incapability to
prevent 9/11 and, hence, was the subject of many changes in order to create a
system capable of preventing future attacks.132 Especially the FBI was meant to
undergo a transformation from an agency that was primarily focused on law
enforcement and building cases for prosecution to an agency that is at the
forefront in combating terrorism. This resulted in the adoption of the FBI’s
‘highest priority’ of preventing terrorist attacks on the United States and many
measures in order to create a well-developed intelligence division, close
cooperation between the intelligence and law enforcement divisions of the FBI
and adequate information sharing between any appropriate agency.133
The increased interaction between the law enforcement community and
intelligence community, which is in particular apparent in the transformation of
the functioning of the FBI, has been caused by both changing legal requirements
concerning investigation and the dissemination of information as well as by
changes governing the investigative policy of the FBI including the removal of
bureaucratic impediments to the full sharing of information between different
state entities. In the first place, the amendment of the USA PATRIOT Act of
2001, which has changed the threshold for the use of FISA investigative tools
from ‘the purpose’ to ‘a significant purpose’ and the sweeping interpretation that
has been given to this subtle change of language, has been the most significant
legislative measure to dismantle the wall and to enable anticipative criminal
investigations. In the second place, the guidelines on FBI Operations of 2008
concern an important switch in policy with regard to the investigative activities
of the FBI.
According to the FISA Court of Review the new purpose language shall be
interpreted as the primary purpose of the national security investigation being
the gathering of evidence, as long as there is also a significant purpose for
gathering foreign intelligence information.134 On the basis of the definition of
foreign intelligence information provided in FISA – “information that relates to,
and if concerning a United States person is necessary to, the ability of the United
States to protect against certain national security threats that can be related to a

132 Although there were no explicit legal barriers prohibiting the sharing of information, ‘the wall’ – a
consequence primarily of a history of abuse and the purpose language – and the cultural separation
between law enforcement and intelligence that had followed, prevented any sharing. See section
5.2.2.3.2.
133 See the Unclassified Report of the Office of the Inspector General: The Federal Bureau of Investigation’s Efforts to Improve the Sharing of Intelligence and Other Information’ 2003. Most of the
recommendations in this report have resulted in the concrete memoranda or guidelines (as dealt
with in this section) in order to enhance cooperation and sharing.
134 In re Sealed Case: 310 F.3d 717 (FISA Ct. Rev. 2002), 734. See also section 6.4.1.
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foreign power or an agent of a foreign power”135 – terrorism investigations with
the primary purpose of collecting evidence for prosecution may in any event be
conducted under the FISA investigative framework. In addition to changing the
purpose language, also other amendments of the USA PATRIOT Act were
particularly aimed at doing away with the wall previously separating the
national security investigation from the criminal investigation. As described in
section 6.4.1, these amendments concern the sharing of information obtained
through the criminal investigative framework of Title III with national security
investigators, the disclosure of grand jury information – normally shielded by
the principle of grand jury secrecy – to national security investigators and the
promotion of cooperation and consultation between national security
investigators and law enforcement officers.136 It follows from the definitions of
foreign intelligence and counterintelligence provided in the National Security
Act of 1947 (as amended) that the information to be shared under these
provisions concerns a rather wide range of information related to “capabilities,
intentions or activities” of foreign governments, foreign organizations, foreign
persons or international terrorist activities or related to the protection against
“espionage, other intelligence activities, sabotage, or assassinations” on behalf
of these actors.137 As a consequence of these legislative measures the regulatory
framework – mainly either Title III or FISA – which is applicable to investigative activities is no longer dependent on the main (primary) purpose of the
investigation. Especially when the investigation concerns activities that may
threaten national security, anticipating the averting of potential future harm has
been considered an interest to supersede law enforcement and prosecutorial
interests. Hence, it is now possible to apply investigative techniques in these
types of investigation under the more flexible framework of FISA, even when
the main purpose of the investigation is to collect evidence for prosecution.
As the second main development resulting in the dismantling of the wall, the
changed internal policy of the Department of Justice, in particular of the FBI,
has been addressed in section 6.4.2. Internal memoranda were distributed calling
for a full exchange of information and cooperation between the different
components of the Department of Justice. A binding agreement (the
Memorandum of March 4, 2003) was issued making it obligatory to share
information when the substance of that information is relevant for other federal
agencies and their efforts to protect national security, regardless of the fact that
such sharing may adversely affect investigative or prosecutorial interests. In
addition, bureaucratic changes have significantly contributed to strengthening
close cooperation between the law enforcement community and intelligence
community. In that regard the Joint Terrorism Task Force as well as other fusion
135 See 50 U.S.C. § 1801(e) (2011).
136 Sections 203 and 504 of the USA PATRIOT Act 2001. See in detail section 6.4.1.
137 See 50 U.S.C. § 401a(2) and (3), amended by the USA PATRIOT Act, sec. 902 to include also
international terrorist activities as foreign intelligence and counterintelligence information. See
section 6.4.1.
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centers fulfill an important role in the realization of the full sharing of information. Furthermore, the Director of National Intelligence has been established
through the Intelligence Reform and Terrorism Prevention Act of 2004 in order
to promote the sharing of intelligence between different agencies. Also a
National Counterterrorism Center was established in order to be the central
repository of all intelligence possessed or acquired by different agencies and to
integrate and analyze those data.138
In the post-9/11 era two new sets of Guidelines of the Attorney General were
issued covering the FBI’s investigative activities. It is remarkable that both the
2002 and the 2008 Guidelines were aimed at enhancing the investigative
capacities of the FBI in order to give effect to the FBI’s ‘highest priority’ of
effectively confronting terrorism. President Bush and, following, Attorney
General Ashcroft announced soon after 9/11 2001 the central paradigm of
prevention to cover the US government’s counterterrorism strategy. As a
consequence, also the Department of Justice “added a new paradigm to that of
prosecution – a paradigm of prevention.” In order to give effect to this new
paradigm of prevention “[w]e have broken down some of the artificial barriers
separating needlessly our law enforcement and intelligence communities.”139
Whereas the internal Guidelines were distributed in 1976 and 1983 (the Smith
Guidelines, preceding the Ashcroft Guidelines) in order to give guidance in the
FBI’s discretionary field in order to avoid abuse,140 the Guidelines of 2002 and
2008 (and the DIOG of the FBI, providing even more detailed guidance on the
basis of the Mukasey Guidelines) particularly aimed at seeking the limits of the
FBI’s discretionary field in order to enhance the investigative capacities of the
FBI and to combine its forces in combating terrorism. For this purpose the 2002
Ashcroft Guidelines directed the creation of information systems to be
accessible by the different counterparts of the FBI and generally allowed for
more expedite investigative action when terrorism is involved. Ashcroft
indicated in these guidelines that the use of authorized investigative methods to
“anticipate or prevent crime” is permitted also when criminal activity has not yet
taken place, save for situations where investigative actions target activities
entitled to full First Amendment protection or protection following from other
constitutional rights or US laws. Moreover, the necessity of establishing an
evidentiary standard before initiating investigative activities has been abandoned
and, in general, thresholds are understood to be met when the government
claims a national security interest.141 The Mukasey Guidelines of 2008 can be
understood as having completed, in a legal sense, the FBI transformation into

138 See section 6.4.3.
139 Prepared Remarks of Attorney General John Ashcroft, Council on Foreign Relations, February 10,
2003. Available at: <www.justice.gov/archive/ag/speeches/2003/021003agcouncilonforeignrelation.
htm> (last visited on December 9, 2010). See also Ashcroft 2006, 131-142 (‘New Priorities: From
Prosecution to Prevention’).
140 Hence, in Chapter 5 the Guidelines were dealt with as part of the ‘shield’ of regulating criminal
investigations. See section 5.3.2.3.
141 See section 6.4.2.2.
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an agency with primary responsibility for the anticipative criminal investigation
of national security crimes/threats, by issuing one set of guidelines covering,
without distinction, the FBI’s national security investigative activities and
criminal investigative activities. Similar to the interpretation of the purpose
language, these uniform guidelines have set aside the relation between the
regulation and purpose of investigative activities. Rather, the forces of the
different FBI divisions have been combined in order to jointly confront threats
to national security, such as terrorism.142 This has also transformed the role of
the FBI, which will be further assessed below.
Considering the background of removing the wall between the intelligence
community and the law enforcement community, namely offering the most
powerful investigative capacities and the least protective regulatory bumps in
order to be able to anticipate averting future harm, the form of investigation
resulting from the merger between criminal investigations and national security
investigations, especially when terrorism is involved, can be defined as an
anticipative criminal investigation. With the removal of both legal restraints and
policy restraints precluding joint investigations with law enforcement and
foreign intelligence purposes, the statutory scheme of FISA can now be
qualified as a quasi-law enforcement area. Typically, investigations involving
terrorist crimes, or in fact all federal crimes that also constitute a threat to
national security and can be linked to a foreign power or an agent of a foreign
power – and, hence, also receiving the attention of the intelligence community
– will be conducted under the looser statutory framework of FISA.
Under the new FBI Guidelines (the Mukasey Guidelines of 2008) a single
investigation will be initiated when, for example, investigating terrorism and all
the authorized investigative tools available for the level of investigation may be
used. One may assume that the FBI will prefer to choose FISA tools above Title
III when conducting full or enterprise investigations. Thus, considering the
criminal investigative purposes (collecting evidence) that investigative activities
conducted under the FISA framework may currently have (and are likely to have
when terrorism is involved), the FISA framework – as a quasi-law enforcement
area – can be brought under the definition of a criminal investigation. The most
important goal of the FISA investigation will remain, however, preventing the
realization of terrorist or other national security crimes, an interest understood
to supersede the interest of collecting evidence. In re Sealed Case (2002) the
FISA Court of Review observed that “the main purpose of ordinary criminal law
is twofold: to punish the wrongdoer and to deter other persons in society from
embarking on the same course. The government’s concern with respect to
foreign intelligence crimes, on the other hand, is overwhelmingly to stop or
frustrate the immediate criminal activity.” These goals have now been
intertwined. “[T]he criminal process is often used as part of an integrated effort

142 See section 6.4.2.3.
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to counter the malign efforts of a foreign power.”143 Hence, FISA investigations
can be defined as anticipative criminal investigations.
In addition, we have seen in section 7.2 that also the conventional criminal
investigation has obtained a preventive function and that criminal investigations
are conducted in anticipation of future criminality, especially when terrorism is
involved. Considering these two developments, it can be concluded that the law
enforcement community and intelligence community have moved towards each
other; criminal investigations may sometimes pursue a preventive goal
superseding the interest of the investigation of a crime and the collection of
evidence, whereas the national security investigation may now also pursue law
enforcement goals. Anticipating future harm for the purpose of prevention is in
both situations the main objective. As the FISA Court of Review put it:
“[p]unishment of the terrorist or espionage agent is really a secondary objective;
indeed, punishment of a terrorist is often a moot point.”144
Whereas the intelligence community and law enforcement community were
previously strictly separated areas to offer the level of regulation that is in
conformity with its investigative purpose, currently the purposes of investigation
may overlap and concur both in the context of conventional criminal
investigations and in the context of national security investigations.145 For that
reason, the distinction traditionally made between a conventional criminal
investigation and a national security investigation can under the current circumstances no longer be upheld. The investigation pursuing both a preventive
purpose and law enforcement purpose shall be defined as an anticipative
criminal investigation. As a consequence, the applicable regulation framework
is no longer imperatively connected to the purpose of the investigation, but
seems largely to be a matter of discretion for the investigative officers.
The FBI can be considered as the organization in which the redefinition of
the position and goals of the law enforcement community and intelligence
community in their shared task of anticipative criminal investigations has been
incarnated. Most significantly as a consequence of the 2008 Mukasey Guidelines and their implementation in the DIOG, especially the FBI, as an agency
composed of both an intelligence and a law enforcement division, has been
transformed into an agency primarily responsible for the prevention of terrorist
crimes through combining both its preventive intelligence function and its
evidence-gathering function. The guidelines issued since 2001 (both the
Ashcroft Guidelines and the Mukasey Guidelines) particularly aim at directing
national security and criminal investigative authority to confront terrorism more
effectively. Although the Smith Guidelines had already eliminated the separate
regulation for domestic security and terrorism investigations by treating them
both as an integral part of the FBI’s general law enforcement responsibilities, the
Smith Guidelines of 1983 were still only applicable to investigative activities

143 In re: Sealed Case, 310 F.3d 717 (FISA Ct. Rev. 2002), 744.
144 Ibid., 744-745.
145 Compare: Power 2010, 624-625.
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with a nexus to criminal activity. Foreign intelligence (FISA) investigations
were clearly excluded from the scope of the guidelines and thus from the law
enforcement task.146 As a consequence of the Mukasey Guidelines, the different
investigative purposes of the FBI have been merged, which can be pursued by
the different investigative phases (assessment, preliminary or full predicated
investigation, enterprise investigation). The same standards apply, regardless of
the specific (or multiple) purpose pursued by the investigative activities. As we
have seen above, in the case of multiple purposes, it is also possible to use
surveillance techniques or physical searches under the FISA framework, even
when the primary purpose is to gather evidence for a criminal prosecution.
It clearly follows from the Mukasey Guidelines and their implementation in
the DIOG that the US government intended to make the FBI the organization
with primary responsibility for anticipative criminal investigations. Hence, the
‘highest priority’ of the FBI and of its investigative activities is to protect
against terrorism. The prosecution of the perpetrators of crimes is in second
place. In the DIOG it was even explicitly mentioned that the goal of this guide
supplementing the Attorney General’s guidelines was to realize the transformation of the FBI into an intelligence-driven organization. In that regard the
Guidelines, supplemented by the FBI, can be understood as setting out the
borders (following from the Constitution and US federal law) of the
investigative authority, which enables FBI agents to use all available powers to
gather as much information as possible and, on that basis, to become an
intelligence-driven organization. Furthermore, considering the training that FBI
agents currently receive in both national intelligence and criminal justice matters
as a consequence of the Intelligence Reform and Terrorism Prevention Act, not
only on the organizational level but also on the individual level, the full
institutionalization of the FBI as the agency responsible for anticipative criminal
investigations (or: as “preventive counterterrorism posture”) has been realized.147
7.4.2 Consequences of the Institutional Position and Functions of the
Anticipative Criminal Investigation
As a consequence of the interpretation given to ‘a significant purpose’ by the
FISA Court of Review, the primary purpose test, which was applied prior to the
PATRIOT Act amendment, was rejected. This primary purpose test was
established as a threshold to separate surveillance and search warrants in a
national security context from conventional law enforcement, with a different
146 For an overview of the precise differences between the Smith Guidelines of 1983 and the Mukasey
Guidelines of 2008, see the two tables at the end of this Chapter. Except for the main difference
between the two sets of guidelines as to their scope (the Mukasey Guidelines cover the investigative activities for national security (including foreign intelligence) purposes and for law enforcement/criminal justice purposes, whereas the Smith Guidelines only cover investigations for law
enforcement and national security (not foreign intelligence) purposes where there is a clear nexus
to criminal activity), these tables demonstrate the differences and common features as to the type
of investigation, its goal, the threshold and other restraints applicable and the powers available.
147 See section 6.4.3.
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assessment of the Fourth Amendment protections. The adoption of FISA and a
clear distinction between investigations for law enforcement purposes and
investigations to protect national security was the deliberate result of the
Supreme Court decisions of Berger (1967),148 Katz (1967)149 (on regulating
electronic surveillance for law enforcement purposes) and Keith (1972)150 (on
the application of the Fourth Amendment to national security investigations) and
the findings of the Church Committee following a history of abuses of executive
surveillance power.151 Already prior to the adoption of the USA PATRIOT Act
the purposes of the broader investigation could differ as long as the primary
purpose of the FISA surveillance applied within the context of this broader
investigation was to gather foreign intelligence. The rationale behind the
primary purpose language was clear: to prevent evading Title III to pursue law
enforcement objectives through the looser statutory framework of FISA, which
would result in a violation of the Fourth Amendment (as affirmed in the Keith
and Truong cases). Now that a ‘significant purpose’ of FISA investigations shall
be the collection of foreign intelligence information, the path has been cleared
for a fusion between foreign intelligence and law enforcement purposes under
FISA. This raises concerns as to the constitutionality of FISA investigative
activities for the purpose of gathering evidence, considering the previous
statutory distinction between Title III and FISA and the Supreme Court’s
decisions in Berger (1967) and Katz (1967) and especially the Supreme Court’s
decision in Keith (1972) and the Fourth Circuit Court’s decision in United States
v. Truong (1980).152
In Keith the Supreme Court distinguished electronic surveillance for law
enforcement purposes from electronic surveillance for intelligence purposes. As
described in section 5.2.2.3, the Court concluded that the Fourth Amendment
covered electronic surveillance for either investigative purpose and, therefore,
a warrant is required. The Fourth Amendment applies to intelligence purposes
concerning “domestic aspects of national security” and not to “foreign powers
or their agents.” At the same time, the Keith Court distinguished between law
enforcement purposes and intelligence purposes by emphasizing that “domestic
security surveillances may involve different policy and practical considerations
from the surveillance of ‘ordinary crime.’”153 Thus, according to the Supreme
Court in Keith, although a warrant is required and the Fourth Amendment
applies in order to protect the privacy interests impinged by electronic surveillance, there can be a differentiation in the applicable regulatory standards in
accordance with the investigative purpose. The Supreme Court distinguished
three investigative purposes of electronic surveillance and a physical search:
criminal law enforcement purposes (covered by the Fourth Amendment and

148
149
150
151
152
153

Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967).
Katz v. Unites States, 389 U.S. 347, 88 S.Ct. 507 (1967).
United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972).
See section 5.3.2.3.1.
United States v. Truong, 629 F.2d 908 (4th Cir. 1980).
United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 322.
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Title III), domestic national security investigations (covered by the Fourth
Amendment, requiring a warrant, although looser conditions may apply than
provided by Title III), and foreign intelligence investigations with no domestic
connection (not necessarily covered by the Fourth Amendment). Taking into
account the Keith decision, the blending of investigative purposes and,
consequently, breaking with the relation between investigative purpose and the
applicable regulatory framework in order to safeguard Fourth Amendment
interests may be disputable as to compatibility with US constitutional law.
In United States v. Truong the Fourth Circuit Court decided a case where the
investigation initially had a foreign intelligence purpose but changed into a
criminal investigation, which had occurred prior to the enactment of FISA.154
According to the Fourth Circuit Court, a warrantless electronic surveillance was
permissible when the “surveillance is conducted ‘primarily’ for foreign intelligence reasons,” but the evidence obtained after the purpose of the investigation
had shifted to a primary criminal investigative purpose was excluded as a
consequence of violating the Fourth Amendment.155 The FISA Court of Review
(In re: Sealed) actually rejected the United States v. Truong decision and even
held that the ruling, “whether correctly understood or not,” may have
contributed “to the FBI missing opportunities to anticipate the September 11,
2001 attacks.”156
The US District Court of Oregon has been confronted with the issue of the
constitutionality of the use of FISA investigative powers under the current
statutory scheme for the purpose of gathering evidence against Brandon
Mayfield who was allegedly involved in the 2004 terrorist bombings in Madrid.
The FISA Court had authorized extensive search and surveillance activities
relating to Mayfield, his family and his law firm, on the basis of what seemed
more like a random and, in any event, disputable fingerprint match, in
combination with speculative circumstances such as Mayfield’s Muslim faith.
After being arrested and detained, Mayfield was finally released when the
Spanish authorities matched the Madrid fingerprint with an Algerian man.157 The
government made a showing that Mayfield was an agent of a foreign power,
which the FISA Court could only reject if this was clearly erroneous. The court
observed that the primary purpose of the FISA surveillance was in this case the
gathering of evidence to prosecute Mayfield for crimes. According to the district
court such FISA surveillance with a “programmatic purpose” of generating
evidence for law enforcement purposes is unconstitutional, as the activities were
conducted while lacking probable cause and a warrant. For that reason, also the
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See section 5.2.2.3.2.
United States v. Truong, 629 F.2d 908 (4th Cir. 1980), 915.
In re Sealed Case: 310 F.3d 717 (FISA Ct. Rev. 2002), 744.
See the reports of the Inspector General on this fingerprint misidentification: Report of the Office
of the Inspector General 2006, A Review of the FBI’s Handling of the Brandon Mayfield Case and
Report of the Office of the Inspector General 2011, A Review of the FBI’s Progress in Responding
to the Recommendations of the Office of the Inspector General Report on the Fingerprint Misidentification in the Brandon Mayfield Case.
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PATRIOT Act Amendments to FISA that have changed the purpose language
were rendered unconstitutional.158 The basis for this conclusion is similar to the
reasoning of the Fourth Circuit Court in United States v. Truong in 1980.159
Unfortunately, the Court of Appeals of the Ninth Circuit vacated and remanded
the judgment without reaching the merits of Mayfield’s Fourth Amendment
claim, because Mayfield lacked standing for a declaratory judgment.160 However, several other federal courts have considered the constitutionality of FISA
under the Fourth Amendment, all ruling – following the In re: Sealed case – that
it does not violate the Fourth Amendment.161 On that basis the conclusion seems
warranted that also US courts have discarded, in line with the approaches of the
US government by amending FISA and the Department of Justice by its new
internal policy, the imperative relation between the level of Fourth Amendment
protection required and the purpose of the investigation.
As has already been touched upon in the section dealing with the special
needs doctrine (7.2.2.1), the FISA Court of Review referred in In re: Sealed to
the applicability of the reasoning of the special needs doctrine also to
investigations with overlapping intelligence and law enforcement purposes. The
surveillance for the purpose of intelligence gathering, also an administrative
purpose, could also be treated as a special needs search and, on that basis, could
be exempted from the warrant and probable cause requirement. The same result
will be realized as under Keith: national security investigations are exempted
from full Fourth Amendment protection. An important difference, however, is
that the administrate searches that are indicated as special needs searches are
typically searches that are considered not to seriously interfere with private life,
such as airport security searches, border controls or sobriety checkpoints.162
Nevertheless, in Macwade v. Kelly (2006) also the purpose of preventing
terrorism has been accepted as a special need justifying the warrantless and
random search of bags in New York City’s subway.163 In general, the analogy
can certainly be recognized between the exceptional treatment, under the Fourth
Amendment, of searches for legitimate government needs beyond ordinary law
enforcement needs under the special needs doctrine and the distinction made
between national security investigations and law enforcement surveillance as
follows from the differences between FISA and Title III.
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Mayfield v. United States, 504 F.Supp.2d 1023 (D.Or. 2007), 1033, 1038-1039 and 1042-1043.
See in detail section 5.3.2.3.1.
Mayfield v. United States, 599 F.3d 964 (9th Cir. 2010). 970.
E.g.: United States v. Ning Wen, 477 F.3d 896 (7th Cir.2007), United States v. Mubayyid, 521
F.Supp.2d 125 (D.Mass. 2007), United States v. Warsame, 547 F.Supp.2d 982 (D.Minn. 2008) and
United States v. Abu-Jihaad, 630 F.3d 102 (2nd Cir. 2010). The Court in United Stated v. Ning Wen
took a slightly different approach in reasoning why FISA was constitutional under the significant
purpose test: as long as the statutory requirements are met (the government could satisfy the
requirement of probable cause that the target was an agent of a foreign power and a significant
purpose of the surveillance was to gather foreign intelligence) any evidence obtained by the FISA
surveillance was legitimate as being discovered in plain view during legitimately authorized
surveillance.
162 See section 5.3.2.1.1.1.
163 Macwade v. Kelly, 460 F.3d 260 (2nd Cir. 2006).
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More surprising is the justification which the FISA Court of Review in In re:
Sealed (2002) has sought in the special needs doctrine, in order to support its
argument that the ‘significant purpose language’ allows for a FISA investigation
with a primary law enforcement purpose.164 The courts that have assessed
special needs cases have repeatedly warned that the special needs doctrine may
not be used to circumvent Fourth Amendment requirements by the law
enforcement officers responsible for conducting the special need search or
control and the Supreme Court has decided that a special need search was
unreasonable when primarily used for a law enforcement purpose instead of the
special need.165 Nevertheless, the FISA Court of Review did use the doctrine to
allow for a merger of purposes in a national security investigation. In 2008 the
FISA Court of Review even more strongly applied the special needs doctrine to
FISA searches. According to the FISA Court of Review in In re Directives
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act (2008)
the Supreme Court “excluded compliance with the Warrant Clause when the
purpose behind the governmental action went beyond routine law enforcement
and insisting upon a warrant would materially interfere with the accomplishment
of that purpose.”166 Decisive for whether the special needs doctrine applies by
analogy to national security investigations, it depends on the “programmatic
purpose of the [FISA] surveillance and whether – as in the special needs cases
– that programmatic purpose involves some legitimate objectives beyond
ordinary crime control.”167 The approach taken by the FISA Court of Review
until now seems to be at odds with the federal courts when assessing the special
needs doctrine. Recently in Macwade v. Kelly (2006), it was still emphasized
that to qualify as a special need search the purpose of the search is “narrowly
tailored and sufficiently effective” and shall not be used as a “general means of
enforcing the criminal law.”168
When we combine the findings of the previous and the current section, a
development can be identified where the interest of preventing terrorism trumps
the interest of protecting privacy rights, which is recognizable in legislative
changes, the change of internal policy, and the use of the special needs doctrine
to justify the deviation from regular constitutional limitations. This reasoning
applies to conventional criminal searches, FISA searches and the general policy
of the Department of Justice and the FBI. It also easily fits within today’s Fourth
Amendment examination, as Fourth Amendment analysis has developed into an
ultimate reasonableness assessment of the search as a whole based on the totality
of circumstances. Consequently, balancing the interest of preventing terrorism

164 In re Sealed Case, 310 F.3d (FISA Ct. Rev. 2002), 745-746. See also: Donohue 2008, 234.
165 See section 7.2.2.1 and 5.3.2.1.1.1.
166 In re Directives Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d
1004 (FISA Ct. Rev. 2008), 1010.
167 Ibid., 1011. In re Directives dealt in particular with the ‘terrorist surveillance program’ as regulated
in the Protect America Act of 2007 (see section 6.5.1).
168 Macwade v. Kelly, 460 F.3d 260 (2nd Cir. 2006), 263 and 268.
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against privacy interests generally results in an outcome in favor of the interest
of preventing terrorism.
The current approach of the FISA Court of Review as to the fusion of
investigative purposes in FISA investigations can be summarized as follows: as
long as the programmatic purpose of the search is to gather foreign intelligence
information169 in order to protect national security also other purposes may be
present, whereas full Fourth Amendment protection is not required. The FISA
Court of Review reaches this conclusion by relying on Keith and observing that
Keith did not assess the constitutionality of the surveillance of agents of foreign
powers but only domestic security. However, these two activities, under the
current definitions of agents of foreign powers and foreign intelligence information, can no longer be separated.170 It is unclear how the difference between the
programmatic purpose and the primary purpose is to be understood. Considering
the developments in conventional criminal law and the redefining of the primary
mission of the Department of Justice, and in particular the FBI, it seems that
anticipating future national security threats for the purpose of prevention seems
to supersede the conventional law enforcement purposes of gathering sufficient
information for prosecution. Hence, the programmatic purpose of the
investigation can in all counterterrorism investigations reasonably be defined as
the gathering of foreign intelligence information in order to protect national
security. Consequently, the collection of evidence during a FISA investigation
goes beyond what could be understood as plain-view gathering. The collection
of evidence may be the primary purpose of the search; however, the interest of
protecting national security by collecting ‘foreign intelligence’ will nevertheless
always surpass – as a ‘top priority’ – the interest of collecting evidence.171
The programmatic purpose appears, at face value, to offer more protection
against abuses of FISA power to circumvent Fourth Amendment requirements
which are applicable to criminal investigations. Exactly on that basis, also the
US District Court of Oregon held that the FISA surveillance and search of
Mayfield as well as the PATRIOT Act amendments changing FISA’s purpose
language were unconstitutional, because the programmatic purpose was to
collect information to be used as evidence in a criminal prosecution.172 Also

169 Also in this context it is important to realize the scope of the definition of foreign intelligence,
which is not limited to intelligence concerning non-US persons or relating to activities abroad.
Domestic activities, whether or not by US persons, which can (ideologically) be related to
international terrorism fall within the definition of foreign intelligence. 50 U.S.C. § 401a(2) and (3)
and see section 6.4.2.
170 In fact, also the FISA of 1978 was based on the Keith decision with regard to domestic national
security activities, considering that FISA provides for a weaker version of Fourth Amendment
requirements such as probable cause and a warrant. Already at that time, foreign intelligence
activities were likely to include also domestic national security activities. Compare also: Swire
2004, 1339.
171 Compare the new policy of the DoJ on the basis of the new paradigm of prevention and, in
particular, the redefinition of the FBI’s highest priority “to protect the security of the nation and
the safety of the American people against the depredations of terrorists and foreign aggressors.”
See section 6.4.2.2.
172 Mayfield v. United States, 504 F.Supp.2d 1023 (D.Or. 2007), 1033, 1038-1039 and 1042-1043.
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other federal courts have in line with In re: Sealed considered that the FISA
Court judge can deny the order when the ‘programmatic purpose’ is likely to be
a law enforcement purpose: “[w]hatever the bounds of the “clearly erroneous”
standard, a judicial officer plainly has the ability to deny a request intended
solely for domestic law enforcement purposes, or where the foreign intelligence
purpose is not significant.”173 Although the review of a FISA application by the
FISA Court judge is rather marginal and largely dependent on the certifications
of the government, federal courts have considered the marginal review “far from
a meaningless rubber-stamp.”174 Nevertheless, it must be noted that it follows
from the statistical information annually submitted to Congress that the FISA
Court has over the past decade rarely denied an application for FISA electronic
surveillance.175
However, the current prioritizing of interests within the Department of
Justice and the definition of foreign intelligence makes it impossible to draw a
clear line on the basis of a programmatic purpose test. Promoted by internal
policy, FISA investigations are likely to pursue multiple purposes without a
precise demarcation of the situations where additional restraints need to apply
as required under the Fourth Amendment for the investigation of crime for
prosecutorial purposes. As will be dealt with in the next section, the use of
information gathered under FISA in criminal proceedings has implications for
the exertion of procedural due process rights. Hence, the current approach seems
to deviate from the intention of the Supreme Court in Keith (and even more
specifically as to distinguishing purposes, the Fourth Circuit Court in Truong),
namely making the required level of Fourth Amendment limitations to the power
to search dependent on the purpose of the investigation.176
7.4.3 An Infected Criminal Process?
Before turning to the implications of an anticipative criminal investigation for
the criminal process, it must be noted that the role of criminal proceedings and
judicial review in general with regard to realizing accountability for anticipative
criminal investigative activities has decreased. This decreased role of judicial
review has two reasons.
In the first place, as already indicated in section 7.2.3, courts have been more
deferential where investigative activities have been conducted for the purpose
of prevention. However, this does not apply to judicial review in general. In
many other areas the judiciary has stepped in in order to halt the executive in
broadening its powers, for example, with regard to the detention policy and

173 United States v. Mubayyid, 521 F.Supp. 2d 125 (D.Mass. 2007), 136. The FISA Court judge is
held to accept the showing of the government regarding the ‘significant purpose’ unless this is
clearly erroneous.
174 United States v. Mubayyid, 521 F.Supp. 2d 125 (D. Mass. 2007), 136.
175 FISA Annual Reports to Congress 2000-2010. Available at: <www.fas.org/irp/agency/doj/
fisa/#rept> (accessed August 4, 2011).
176 Compare: Power 2010, 682-687.
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procedure of terrorist suspects. In addition, civil litigation has played a
significant role in reviewing new and amended legislation, such as the review
of the NSL authority (as dealt with in section 6.3.2). Nevertheless, in criminal
proceedings, courts have demonstrated a more deferential review of investigative standards where the protection of national security is involved.
In the second place, the possibilities for a review of an anticipative criminal
investigation in the context of criminal proceedings are comparably limited.
Many persons investigated in the context of an anticipative criminal
investigation will never face criminal charges.177 Moreover, especially national
security investigative techniques are not in the first place controlled by the
judiciary, but primarily by means of alternative controlling mechanisms. More
intrusive techniques have generally not been compensated by an extended
judicial review, but by enhanced Congressional oversight.178 In addition, the
internal review exerted by the Inspectors General concerns an important
controlling mechanism, which has been capable of bringing an investigative
overreach to light, for example, with respect to the issuing of NSLs.179
Nevertheless, where persons investigated in the context of an anticipative
criminal investigation are subsequently prosecuted, the specific nature of the
information used and collected in the anticipative criminal investigation and the
secretive nature of the national security investigative techniques affect the
criminal proceedings. The US Constitutional system is based on the presumption
of an open government and transparency as a prerequisite for accountability.180

177 Although any person whose rights have been violated is entitled to instigate a civil action for
damages under Bivens v. Six Unknown Agents of Federal Bureau of Narcotics, 403 U.S. 388, 91
S.Ct. 1999 (1971). See section 5.3.1.4.
178 See e.g. section 6.2.1 (enhanced Congressional oversight for expanded law enforcement powers,
such as on emergency disclosure and delayed notice), section 6.3.1 (enhanced Congressional
oversight on FISA surveillance), section 6.3.2 (enhanced Congressional oversight on document
production orders, although the Reauthorization Acts have also expanded the previously very
limited possibilities for judicial review), section 6.5.1 (enhanced Congressional oversight to
compensate for the surveillance of non US-persons outside the US) and section 6.5.2 (enhanced
oversight on the use of NSL).
179 See Report of the Office of Inspector General 2010, A Review of the Federal Bureau of Investigation’s Use of Exigent Letters and Other Informal Requests for Telephone Records.
180 Sales 2007, 816. Immediately after taking Office, on January 21st 2009 President Obama issued a
Memorandum for the Heads of Executive Departments and Agencies on ‘Transparency and Open
Government’ in order to enhance the government’s openness and transparency in order to improve
accountability. Memorandum available at: <www.fas.org/sgp/obama/transparency.pdf> (accessed
December 12, 2010). In another Memorandum by President Obama issued on the same day
regarding the Freedom of Information Act, Obama directed that a presumption of disclosure and
thus in favor of transparency shall be guiding when dealing with FOIA requests. Memorandum
available at: <www.sec.gov/foia/president-memo-foia-nov2009.pdf> (accessed December 12,
2010). See also the preamble to Executive Order No. 13526 ‘National Security Information’, 75
Fed. Reg. 707 (Dec. 29 2009), stipulating that: “[o]ur democratic principles require that the
American people be informed of the activities of their Government. Also, our Nation’s progress
depends on the free flow of information both within the Government and to the American people.
Nevertheless, throughout history, the national defense has required that certain information be
maintained in confidence in order to protect our citizens, our democratic institutions, our homeland
security, and our interactions with foreign nations. Protecting information critical to our Nation’s
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The secrecy required in national security investigations is the exception to this
general presumption of transparency. Secrecy in national security investigations
is considered to be so crucial for the success of the effective protection of
national security because intelligence sources and methods shall not be
compromised and the often long-lasting investigation shall not be obstructed by
revealing to the public information on the goals, methods and targets of the
investigation.181 Transparency, on the other hand, is in particular of the utmost
importance to the state’s authority in the area of criminal justice. In order to be
able to realize a fair criminal justice system based on the principle of
adversariality, due process rights shall be effectuated. One of the most important
due process rights facilitating a fair adversarial procedure is the right to the
disclosure of all information which is material to the criminal case.182 Moreover,
disclosure is essential for realizing accountability, during trial proceedings, of
the government’s investigative activities to collect information that will be used
for the execution of the government’s most far-reaching and intrusive power,
namely the power to prosecute and punish the perpetrators of crimes.
As a consequence of the obligations to share information between all
agencies, information with a secretive nature comes also into the possession of
those agencies that operate under the presumption of openness and transparency.
The USA PATRIOT Act of 2001 included amendments of the National Security
Act of 1947, FISA and Title III to realize the sharing of information obtained in
the context of a conventional criminal investigation and in national security
investigations between all agencies and divisions that have a role in the common
effort to prevent terrorism. Increased cooperation between national security
investigators and law enforcement officers is realized through allowing the
“federal officer” to consult with federal law enforcement officers and to
coordinate efforts to investigate or to protect national security. The Memoranda
issued by the Attorney General prescribing the minimization procedures for
sharing information included provisions even further realizing intense
cooperation and the sharing of information, so as to ensure that all agencies are
informed about the information available that may be relevant for the protection
of national security and, in particular, providing full access for criminal
prosecutors to information gathered in national security investigations. Lastly,
the DNI shall promote information sharing and ensure that agencies comply with
the sharing directives.183 Altogether, these measures have resulted in unlimited
information sharing and even an obligation to share information that is relevant
to protect the US against terrorism.
Not only because of the sharing obligations, but also as a consequence of the
likeliness that the FBI, when possible, will prefer to choose the investigative

security and demonstrating our commitment to open Government through accurate and accountable application of classification standards and routine, secure, and effective declassification are
equally important priorities.”
181 Sales 2007, 817.
182 See in detail sections 5.1.4.2 (on due process) and 5.3.1.2-5.3.1.3 (on disclosure).
183 See sections 7.4.1 and 6.4.
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frameworks offering them the most powerful investigative tools, information
relevant to criminal proceedings will most probably be obtained through FISA
investigations without the regular Fourth Amendment requirements which are
applicable to criminal investigations. The persons investigated, who may include
US persons, are then not guaranteed the full Fourth Amendment protection as
would apply, for example, under Title III. Probable cause that the target is a
foreign power or an agent of a foreign power suffices. Any non-US citizen is an
agent of a foreign power, including the lone wolf, as well as US citizens who
work for a foreign power or an international organization.184
The significant increase in the possibilities to gather evidence through FISA
investigations, supported also by a factual increase,185 and the increase in intelligence information in the possession of law enforcement officers and federal
prosecutors as a consequence of sharing obligations will automatically also
result in an increase in criminal cases where the government seeks to introduce
classified evidence against the accused or where the defense seeks access to
classified information in the disclosure process.186 Several cases have already
been dealt with where the court reviewed in camera and ex parte the FISA Court
orders, while the examination is limited to a determination of whether the order
was clearly erroneous. CIPA procedures apply upon a mere certification by the
Attorney General that disclosure would harm national security. Where the
amount of ‘FISA evidence’ is rather large and also designated as classified,
courts face the challenge of carefully balancing defense disclosure rights against
national security interests under CIPA.187 In addition, the prosecutor’s duty to
actively search for exonerating evidence, including information in the
possession of other agencies, is complicated where intelligence agencies are
widely involved.188 The increased impact of classified information on criminal
proceedings thus touches upon two different aspects. Firstly, the use of classified
materials as evidence and, secondly, the possibility to challenge the legitimacy
of evidence gathered under FISA. Both aspects will be subjected to further
scrutiny.
When the government seeks to use classified information as evidence, the CIPA
procedures can be relied upon. CIPA has been introduced as the solution to deal
with classified evidence in a manner in which the adverse impact on defense
rights is compensated as much as possible.189 Section 5.3.1.3 has addressed the
case of United States v. Zacarias Moussaoui (2004), where the Court of Appeals

184 50 U.S.C. § 1801(a) and (b). Although the order which is applicable to US citizens cannot be based
upon First Amendment protected activities. 50 U.S.C. § 1842(c)(2).
185 As follows from the FISA Annual Reports to FISA (934 authorized applications in 2001 versus
2,370 in 2007 and 1,506 in 2010), available at: <www.fas.org/irp/agency/doj/fisa/#rept> (accessed
4 August 2011).
186 See on the role that information collected in FISA investigations has played in ‘terrorist’ trials:
Zabel and Benjamin Jr. 2008, 80-81 and 95-96.
187 Zabel and Benjamin Jr. 2008, 96.
188 Zabel and Benjamin Jr. 2008, 98
189 See on the CIPA procedures sections 5.3.1.2 and 5.3.1.3.
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permitted the government’s substitutions replacing classified witnesses’
testimony under CIPA.190 Also within this case the interest of protecting sources
of information that may be paramount to the prevention of terrorism outweighed
the interest of the defense to disclosure, justifying the sufficiency of disclosing
only government substitutions of the witnesses’ testimony. In United States v.
Abu Ali (2008), the court also assessed the constitutionality of the use of
redacted versions of classified documents as evidence under CIPA. The court
considered the use of the redacted version on the basis of “an ex parte showing
that the disclosure would jeopardize national security interests” to be an
“appropriately balanced” decision of the district court based upon “a reasonable
determination that disclosure of the redacted information was not necessary to
a fair trial.”191 However, submitting to the jury not the same version of the
evidence, but instead the unredacted classified documents is a violation of the
Confrontation Clause under the Sixth Amendment. The Court of Appeals
considered that “[i]f classified information is to be relied upon as evidence of
guilt, the district court may consider steps to protect some or all of the
information from unnecessary public disclosure in the interest of national
security and in accordance with CIPA, which specifically contemplates such
methods as redactions and substitutions so long as these alternatives do not
deprive the defendant of a fair trial. However, the government must at a
minimum provide the same version of the evidence to the defendant that is
submitted to the jury.”192
CIPA intends to provide the defense with fair trial rights while protecting
classified information. If the judge orders that disclosure is warranted (the
information is material to the case), but the government certifies that
declassification will harm national security, the judge will order that only a
statement or summary of the classified evidence shall be disclosed. Although
this may not put the defense in a worse position than before, it deprives the
defense of a full possibility to challenge the veracity of the information, while
the defense (nor the judge) can examine the reasons for keeping the information
classified.193 Nevertheless, it has been generally acknowledged that under CIPA
courts have carefully balanced the defense’s interests in disclosure against the
government’s interests to keep certain information classified considering the
experiences with the use of CIPA in courts.194 For this reason, CIPA may be
considered an adequate solution for courts to deal with the clashing interests of
transparency and secrecy in evidentiary matters.

190 United States v. Zacarias Moussaoui, 382 F.3d 453 (4th Cir. 2004). See section 5.3.1.3.
191 United States v. Abu Ali, 528 F.3d 210 (4th Cir. 2008), 253.
192 Ibid., 253. Nevertheless, the establishment of the violation of the Sixth Amendment did not have
any procedural consequences, as the court considered it to be a ‘harmless error.’ Ibid., 257.
193 See section 5.3.1.3.
194 Zabel and Benjamin Jr 2008, 87. See also: Zabel and Benjamin Jr 2009, 25 and 26 and Kris 2011.
Others consider the criminal justice system to be unsuitable, because the application of CIPA is
considered detrimental to national security interests, for trying terrorists. See on this discussion:
Guiora 2008.
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However, the possibilities for controlling the legitimacy of the gathering of
information under FISA are particularly limited. In several cases in the post-9/11
era courts have held, sometimes with the help of CIPA, upon the required
certification of the Attorney General, that disclosure or an adversary hearing
would harm national security and have reviewed in camera and ex parte the
affidavits underlying the FISA Court orders.195 Federal courts shall conduct the
same review as conducted by the FISA Court itself, which means under the
presumed validity of the required certifications given by the government unless
they are clearly erroneous.196 It is clear that the defense is seriously impaired in
its rights to challenge the legitimacy of evidence obtained under FISA, whereas
it can only speculate as to the correctness of the findings by the government and
the in camera and ex parte review of the materials.
For example, in United States v. Abu-Jihaad (2010) the defense sought to
suppress the evidence obtained through FISA surveillance because, allegedly,
FISA was unconstitutional on its face, the evidence was acquired in violation of
the Fourth Amendment, the evidence was obtained in violation of FISA
requirements and the FISA orders were based on material misstatements on
behalf of the government.197 The previous section already dealt with the first two
arguments supporting the motion to suppress the evidence which was, on similar
grounds, rejected. The Court of Appeals emphasized that the ultimate touchstone
of the Fourth Amendment is reasonableness and followed the reasoning of the
FISA Court of Review in In re: Sealed as well as several other similar cases.198
With regard to the arguments that touch upon the controllability of the
legitimacy of the method of investigation and the evidence obtained through the
FISA surveillance and search, the Court of Appeals recalled the provision of
FISA that when the government claims that disclosure will harm national
security, the court shall review in camera and ex parte the application and order
to determine whether the FISA surveillance (or a physical search) was lawfully
authorized. Moreover, “disclosure of FISA materials is the exception and ex
parte, in camera determination is the rule.”199 This ‘FISA’ approach conflicts
with the presumption in conventional criminal law, as also adopted in CIPA, that
disclosure is the rule and, therefore, only in exceptional situations may
alternative procedures be chosen above the full declassification of information
which is material to the case. According to the District Court in United States
v. Abu-Jihaad, the court was, on the basis of the ex parte and in camera
inspection, able to reach a conclusion as to the legitimacy of the FISA investigation, a review which does not “deprive a defendant of due process”, because
195 See: United States v. Mubayyid, 521 F.Supp.2d 125 (D.Mass. 2007), United States v. Abu-Jihaad,
531 F.Supp.2d 299 (D.Conn. 2008) and United States v. Warsame, 547 F.Supp.2d 982 (D.Minn.
2008).
196 Compare: United States v. Mubayyid, 521 F.Supp.2d 125 (D.Mass. 2007), 131.
197 United States v. Abu-Jihaad, 630 F.3d 102 (2nd Cir. 2010), 108. See also the District Court’s
decision: United States v. Abu-Jihaad, 531 F.Supp.2d 299 (D.Conn. 2008).
198 United States v. Abu-Jihaad, 630 F.3d 102 (2nd Cir. 2010), 117-129.
199 Internal citations omitted, Ibid., 129. See also United States v. Abu-Jihaad, 531 F.Supp.2d 299
(D.Conn. 2008), 310 and United States v. Stewart, 590 F.3d 93 (2nd Cir. 2009), 129.
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“Congress made a “thoroughly reasonable” effort to balance the competing
rights and interests of defendants and the Government.”200 It is remarkable that
it was not the actual procedural position of the defense that was the basis for this
conclusion, but the legitimacy of the FISA framework.201 Lastly, the court would
only allow the defense to challenge the statement of the government upon which
the FISA Court orders were based, if they were able to “make a substantial
showing that a false statement knowingly and intentionally, or with reckless
disregard for the truth, was included in the application and that the allegedly
false statement was necessary to the FISA Judge’s approval of the application.”
The defendant was unable to meet this rather high standard.202
In another case, United States v. Warsame (2008), the court also assessed
whether or not the ex parte proceedings violated due process. The court
considered the proceedings not to violate due process, because “FISA attempts
to protect the rights of individuals not through mandatory disclosure but through
“indepth oversight of FISA surveillance by all three branches of government and
by a statutory scheme that to a large degree centers on an expanded conception
of minimization that differs from that which governs law enforcement
surveillance.”203 Again, a reasoning has been decisive that has nothing to do with
procedural due process rights, where disclosure is understood as a mandatory
requirement for the fundamental fairness of the proceedings, namely the
legitimacy of the FISA framework as such.
An increase in classified information relevant to criminal proceedings is the
automatic consequence of the fusion of investigative purposes in FISA investigations and of the sharing and cooperation obligations applicable to government
agencies and, in particular, between the different divisions of the FBI. As a
consequence, the constitutional presumption of disclosure under the due process
clause is put under strain.204 The presumed secrecy of national security investigations clashes with the presumed transparency of criminal proceedings in order
to allow the defense to challenge the legitimacy of investigative activities and
the veracity of information introduced as evidence. Especially the possibilities
to control the lawfulness of FISA investigative activities are rather limited as the
judge can only subject the application and order to a marginal review which
takes place in camera and ex parte. Hence, it is unlikely that the defense is able
to raise a successful challenge under the exclusionary rule once evidence has
been obtained through FISA techniques.

200 United States v. Abu-Jihaad, 531 F.Supp.2d 299 (D.Conn. 2008), 310-311. Affirmed in United
States v. Abu-Jihaad, 630 F.3d 102 (2nd Cir. 2010), 129.
201 Compare also the case of United States v. Zacarias Moussaoui, 382 F.3d 453 (4th Cir. 2004): it was
not the determination whether or not the defense has been put in a worse position by allowing the
introduction of classified information but the nature of the government’s national security interests
that were decisive for permitting the substitutes under CIPA instead of full disclosure. See section
5.3.1.3.
202 United States v. Abu-Jihaad, 531 F.Supp.2d 299 (D.Conn. 2008), 311. Affirmed in United States
v. Abu-Jihaad, 630 F.3d 102 (2nd Cir. 2010), 130-131.
203 United States v. Warsame, 547 F.Supp.2d 982 (D.Minn. 2008), 988-989.
204 Brady v. Maryland, 373 U.S, 83, 83 S.Ct. 1194 (1963). See sections 5.3.1.2 and 5.3.1.3.
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It can be concluded that the increase in the possibilities to collect evidence
through FISA investigations as well as the increase in the sharing of intelligence
information with law enforcement officers and US attorneys have affected the
criminal procedure in the sense that the veil of secrecy surrounding this
information conflicts with the constitutional obligation of disclosure and
transparency as the prerequisite of fairness and accountability in criminal
proceedings. In general, courts confronted with this clash between secrecy and
transparency cannot second-guess the government’s interest in operating under
the veil of secrecy in order to protect national security. Consequently, there is
trade-in on the interest of disclosure, which is traditionally considered a
mandatory requirement of procedural due process in order to guarantee the
fundamental fairness of the criminal proceedings.
On more occasions than before the position of the defense will be adversely
affected as they will be compelled to exercise their defense rights in trial
proceedings under the applicability of CIPA. Although it has been concluded
that CIPA, as it has been applied, enables the courts to make a careful assessment between the interest of the defense to disclosure and the interest of courts
to keep information shielded when classified materials are introduced as
evidence, it deprives the defendant of a full possibility to challenge the veracity
of the method of obtaining the evidence against him/her. However, in particular,
the exertion of defense rights when seeking to challenge the legitimacy of the
manner in which evidence has been obtained under FISA is problematic,
considering that the FISA orders are only subjected to the marginal examination
common to national security investigations. This latter development may be
even more worrisome when taking into account the fact that also the ex ante
review by the FISA Court judge is rather marginal and cannot be understood to
compensate for the lack of accountability and controllability concerning the
legitimacy of the method of evidence-gathering during the trial phase. Hence,
it must be concluded that the criminal process is indeed ‘infected’ as a
consequence of the dismantling of the wall when it comes to the realization of
the fundamental shield aspect of due process.
Moreover, the infection of the criminal process as a consequence of the
general acceptance of gathering evidence through FISA investigative techniques
and the adverse consequences for realizing procedural due process must be taken
into account in order to formulate a final judgment as to the fusion of investigative purpose and the abandoning of the institutional separation between the
intelligence and law enforcement communities.
7.4.4 Dismantling the Wall: Some Final Remarks
The dismantling of the wall that previously separated the intelligence
community from the law enforcement community shall be considered as the
most important change of the post-9/11 era that has enabled anticipative
criminal investigations. As a consequence of the dismantling of the wall, FISA
has become an alternative framework for gathering information relevant for
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criminal proceedings, especially in investigations relating to terrorist activities.
Although the majority of the courts have rendered this development constitutional, some significant implications with regard to the shield objective of
criminal procedural law can be observed.
In the first place, there has been a break with the previous fundamental
imperative connection between the purpose of the investigation and the specific
framework of regulation.
Secondly, no clear choice has yet been made whether to assess the
constitutionality of FISA under the special needs doctrine, thereby exempting
national security investigations from regular Fourth Amendment restraints (the
approach of the FISA Court of Review), or under usual Fourth Amendment
interpretation, where reasonableness is the ultimate touchstone. Nevertheless,
the acceptance of FISA as a quasi-law enforcement framework, justified by
relying on the special needs doctrine, reinforces the development of focusing on
Fourth Amendment reasonableness at the expense of other Fourth Amendment
requirements, whether as a consequence of accepting a broad national security
exception or as a consequence of deviating from Fourth Amendment requirements on a case-by-case basis by applying the ‘totality of circumstances’ test.
The development involves a slippery slope of reasoning based on balancing the
interests involved and, consequently, the devaluing of privacy protection
afforded by the Fourth Amendment through requirements such as the warrant,
probable cause and particularity. As has been concluded in section 7.2, similar
developments can be observed in conventional criminal law, also as a
consequence of focusing on investigation in anticipation of future harm. For that
reason, the step towards accepting FISA as a quasi-law enforcement framework
was rather small and vice versa rendering the dismantling of the wall
constitutional in line with the tone set in the Fourth Amendment jurisprudence
of, roughly, the past ten years.
Thirdly, the dismantling of the wall ‘infects’ the criminal process in the sense
that criminal procedural transparency and national security secrecy clash when
the information obtained in FISA investigations is used in criminal proceedings.
Accountability and controllability concerning the method of evidence-gathering,
which are important due process principles, are principles which are under
pressure. In addition, it must be noted that at least the possibility to try to
challenge the legitimacy of FISA surveillance or physical searches is provided
to those where the information obtained is used as evidence against them,
whereas other targets of FISA surveillance or searches may not be notified of the
investigation at all. This may involve a risk that FISA surveillance is used to spy
on domestic political groups which have ideas related to terrorism groups, which
can be compared to the abuses of national security powers before the enactment
of FISA.205 This risk is even more compelling when taking into account that the
scope of FISA investigations may be rather broad and, for example, document
production orders do not even necessarily concern the target of the investigation.
205 Lobel 2002, 788.
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Schulhofer has strikingly summarized the concerns that have arisen as
follows: “[g]ranting prosecutors carte blanche to invoke FISA, rather than
ordinary criminal law processes, poses significant risks in four areas: overly
intrusive surveillance, dangerously diluted oversight, weakened remedies, and
impairment of the tools to effective defense for individuals ultimately charged
with crimes.”206
7.5 FISA SURVEILLANCE TARGETING NON-US PERSONS OUTSIDE THE US
AND NATIONAL SECURITY LETTERS
The third category of regulatory schemes that has been provided to the
government to engage in surveillance activities, which is additional to Title III
and the ‘regular’ FISA, concerns the FISA surveillance of non-US persons
outside the US and the national security letter. The first concerns a framework for
surveillance with even weaker restraints and safeguards than the ‘regular’ FISA
surveillance. The second is comparable to the document production order,
although wider in scope and also with weaker restraints and safeguards. In
comparison to the assessment of the implications of enabling anticipative
criminal investigations for the shield objective of criminal procedural law of
sections 7.2-7.4, the assessment of the implications of FISA surveillance
targeting non-US persons outside the US and national security letters will be
rather short. Albeit both tools are highly controversial and raise some serious
concerns with regard to the protection of privacy rights, only a few aspects,
additional to similar aspects already dealt with in the previous section, are
relevant for the assessment of the implications for the shield objective of criminal
procedural law. FISA Surveillance targeting non-US persons outside the US and
the national security letters will be addressed separately below.
7.5.1 FISA Surveillance Targeting Non-US Persons Outside the US
The NSA surveillance program was originally introduced as a classified and
warrantless surveillance program conducted by the NSA, in which phone or email conversations are intercepted when either beginning or terminating with a
US person and at least one of the parties could be linked to Al Qaida. Now the
program has been incorporated in FISA and limited to the targeting of non-US
persons reasonably believed to be located outside the US. The whole procedure,
in particular the applicability of targeting procedures and minimization procedures, aims to reduce the scope of this category of FISA surveillance to targets
that are located outside the US and are not US persons. However, this does not
preclude that the intercepted communications involve US persons. In addition,
as a consequence of the incorporation in FISA and under the FBI’s DIOG, the
FBI may use this type of surveillance in its investigation with overlapping
206 Schulhofer 2005, 48.

The Implications of Enabling Anticipative Criminal Investigations – US

497

foreign intelligence and law enforcement functions. Moreover, because of the
applicability of FISA minimization procedures, information obtained through
this type of surveillance, which concerns US citizens who are being criminally
prosecuted, may be introduced as evidence against them.207 For these reasons,
also the possibility for the FISA surveillance of non-US persons outside the US
shall be taken into account for assessing the full implications of anticipative
criminal investigations.
The legal framework of surveillance targeting persons outside the US offers
even less protection and restrictions than the ‘regular’ procedure under FISA. No
form of probable cause is required against the targets: the surveillance of foreign
targets is permitted when the significant purpose of the surveillance is to gather
foreign intelligence. Furthermore, the FISA Court shall issue the order upon a
very limited review by the FISA Court. Hence, in comparison with the ‘regular’
FISA surveillance, the FISA surveillance of non-US persons outside the US is
subjected to an even more marginal judicial review. Although in the current
regulation a FISA Court order is required, the review to be exerted is limited to
the certification to be given by the AG or DNI. In addition to the marginal
judicial review, ex post Congressional oversight and a review on behalf of the
Inspectors General have been established.
The main goal of the surveillance of non-US persons outside the US is to
intercept the planning outside the US of terrorist attacks on the US. This is
clearly a foreign intelligence goal targeting foreign powers or agents of foreign
powers falling outside the scope of the domestic national security investigation
and, hence, also outside the scope of the Keith decision (as the Keith Court
emphasized). According to the Supreme Court in Keith the Fourth Amendment
does not necessarily cover these investigative activities.208 In line with this
decision, also the Fourth Circuit Court in Truong upheld the warrantless foreign
intelligence surveillance.209 Hence, the surveillance itself cannot be held to
conflict with constitutional interpretation, also prior to the events of 9/11.210 In
some regards the implementation of the NSA surveillance program in FISA
through the FISA Amendments Act of 2008 offers even more protection
compared to the previous situation, where the surveillance of non-US persons
outside the US was understood as being covered neither by the Fourth
Amendment nor by FISA and was considered a non-regulated executive
power.211 However, as a consequence of the incorporation into FISA and the
applicability of the FISA minimization procedures in combination with the
dismantling of the wall, it must be concluded that similar implications arise as
addressed in section 7.4.3. The lack of accountability and controllability may
even be more compelling when the information obtained under this framework
for surveillance is also introduced as evidence.
207
208
209
210
211

See section 6.5.1.
United States v. United States District Court, 407 U.S. 297, 92 S.Ct. 2125 (1972), 321-322.
United States v. Truong Ding Hung, 629. F.2d 908 (4th Cir. 1980), 913-914.
See also: Forgang 2009, 245-249 and (Anonymous) Note 2008, 2220.
Compare: Cooper Blum 2009, 299-300.
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7.5.2 National Security Letters
National Security Letters concern warrantless document production orders, the
use of which has explosively increased since 9/11. The scope of the NSL has
been significantly broadened by the USA PATRIOT Act, allowing the order of
a rather ambiguous category of private information which has grown along with
technological advancements. Any FBI Special Agent can issue an NSL upon a
showing of relevance to an authorized investigation relating to international
terrorism or clandestine intelligence activities and this showing is not subjected
to judicial review before its execution. The recipient of the NSL is subjected to
a non-disclosure requirement when the FBI agent certifies that disclosure will
result in a danger to national security. Similar to the document production order,
as a consequence of the Doe cases, consultation with an attorney is now
exempted from the non-disclosure requirement and the scope of the NSL is
subjected to judicial review. In addition, the non-disclosure requirement
accompanying an NSL no longer applies automatically, but only upon the – nonreviewable – certification of the government that national security will otherwise
be endangered or will result in interference with ongoing investigations.212 The
NSL concerns a considerably more frequently used tool in comparison to
document production orders under section 215 of the USA PATRIOT Act, a
difference which can be attributed to the fact that a warrant is not required for the
NSL and the NSL can be used at the discretion of any special agent in charge.
This powerful investigative tool may be used during any authorized
investigation to protect against international terrorism or clandestine intelligence
activities. Fourth Amendment requirements such as probable cause and a
warrant do not apply. NSLs can be issued upon a standard of ‘relevance to an
authorized investigation relating to international terrorism or clandestine
intelligence activities.’ Taking into account that under the Mukasey Guidelines
of 2008 investigations into, in particular, international terrorism will constitute
a single investigation for multiple purposes, the authority to issue NSL is
available in investigations with also criminal investigative purposes.213 Moreover, no explicit limitation as to the purpose of the use of the national security
letter has been included in the regulation. Hence, the remarks made in section
7.3.2.1 regarding document production orders under FISA equally apply to
national security letters. In addition, albeit the scope of the NSL is more limited
(only the information related to the Acts in which the authority is provided,
instead of ‘any tangible things’),214 the concerns expressed in section 7.3.2.1 and
7.3.2.3 with regard to privacy protection are even more urgent considering that

212 See section 6.5.2.
213 The availability of NSL authority in FBI investigations, both in preliminary investigations and in
full investigations, pursuing multiple purposes is explicitly acknowledged in the DIOG of the FBI:
DIOG FBI (2008), p. 114-115. Also the National Security Act provides that NSL are available to
conduct i.e. law enforcement investigations: 50 U.S.C. 436(a)(1). See also section 6.5.2.
214 The Obama Administration proposed, in the spring of 2010, to expand the scope of national
security letters to records concerning an individual’s Internet activity. See: Nakashima 2010.
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the national security letter may be used without judicial authorization and
without any other meaningful limitation.
Furthermore, as also already extensively addressed in section 7.3.2.2, courts
have repeatedly held the non-disclosure requirement to be unconstitutional
(‘Doe’ cases with, lastly, the lifting of the non-disclosure requirement
accompanying an NSL in Doe v. Holder (2010)), including the improved conditions under which the non-disclosure requirement may be imposed as realized
in the USA PATRIOT Act Reauthorization Acts of 2005 and 2006. Compared
to the current regulation of the non-disclosure requirement of document
production orders, the statutory improvements of the Reauthorization Act of
2005 regarding the non-disclosure requirement accompanying NSL have been
more far-going. The non-disclosure requirement for an NSL cannot be applied
automatically, unless the government certifies that a danger to national security
may otherwise occur. Nevertheless, such certification is considered appropriate
in most situations and, in that form, is still insufficient to be rendered
constitutional according to the court in Doe v. Mukasey (2008), which required
the government to bear the burden of proving the necessity of imposing the nondisclosure requirement and required from the judge not to simply follow the
certification of the government.215 Hence, the remarks in section 7.3.2.2 with
regard to the achievable level of accountability apply equally to the regulation
of the non-disclosure requirement accompanying NSLs.
Lastly, considering that the FBI may use NSL when relevant to any
authorized investigation involving international terrorism and counterintelligence, it is very well possible that the information obtained by NSL will also
be introduced as evidence in criminal prosecutions. Again, similar concerns with
respect to the realization of procedural due process arise as addressed in section
7.4.3.
7.6 CONCLUSION
In conclusion this section will firstly provide a final characterization of the
anticipative criminal investigation in the United States (section 7.6.1) and,
secondly, enumerate in three categories the implications identified in this
Chapter for the shield objective of criminal procedural law.
7.6.1 Characterizing the Anticipative Criminal Investigation
The anticipative criminal investigation has been realized in the United States
through a combination of measures and developments in the field of
conventional criminal law and in the field of national security law as well as a
crucial change in law and policy that has eliminated the separation between
criminal investigations and national security investigations.
215 See sections 6.5.2 and 6.3.2.
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The most important feature of the anticipative criminal investigation
concerns the possibility for the FBI to initiate a single investigation for multiple
purposes (protection of national security as well as collecting evidence for a
criminal prosecution) when investigating terrorist crimes or other national
security crimes. The FBI’s highest priority is now to confront terrorism
effectively with the adoption of the preventive paradigm. For this purpose, the
FBI no longer separates its NSI investigations from criminal investigations, but,
when it comes to terrorism, initiates a single investigation (concerning terrorist
crimes, or in fact all crimes that also constitute a threat to national security and
can be linked to a foreign power or an agent of a foreign power) with a free
choice as to the available investigative means: either FISA or Title III
surveillance. This is possible as a consequence of the PATRIOT Act changing
the FISA purpose language and the interpretation given to this change by the
FISA Court of Review, which have detached the choice between the
investigative framework and the primary purpose of the investigation. Choosing
the way of least resistance, the FISA framework will be the context for gathering
evidence in terrorism cases. Therefore, the applicable framework of regulation
is no longer imperatively connected to the purpose of the investigation, but
seems largely to be a matter of discretion for the investigative (FBI) officers.
Moreover, the investigative possibilities under FISA have been expanded.
In addition, as a consequence of the contents of the Mukasey Guidelines and
the DIOG, the incorporation of the NSA surveillance program in FISA and the
applicability of minimization procedures, FISA surveillance targeting non-US
persons outside the US and the NSL are also available in FBI investigations.
Because these techniques are primarily used in purely national security
investigations, unlike ‘regular’ FISA techniques, these techniques are used for
gathering foreign intelligence information. Nevertheless, the information
collected through these techniques may contribute, because of sharing obligations, to the information flow to criminal proceedings.
A parallel development has occurred in conventional criminal law. In the
first place, the sword power of the criminal investigation has been enhanced
through adjusting the framework of Title III and pen register and trap and trace
authority. In addition, a trend in case law has been identified where courts have
given the police more leeway under the Fourth Amendment to act for the
prevention of terrorism (or the protection of national security). This has been
done, firstly, by exempting situations involving terrorism or other national
security issues from ordinary criminal investigative searches and, hence, from
usual Fourth Amendment requirements; and, secondly, attaching more weight
to terrorism/national security interests than to protective requirements such as
probable cause and a warrant under the general and ultimate Fourth Amendment
assessment. Lastly, internal policy has contributed to focusing on gathering as
much information as possible that may be relevant for preventing terrorism,
which has realized intelligence-led policing on the level of the FBI as well as on
the state and local level.
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7.6.2 The Implications for the Shield Objective of Criminal Procedural
Law
The above-characterized anticipative criminal investigation as it has been
realized in the United States in the post-9/11 era touches upon different shield
aspects of the system of regulating criminal investigations. In the first place,
several of the evaluated measures have touched upon the protection offered by
the Fourth Amendment against arbitrary and unnecessary interference with the
right to respect for private life as a consequence of the investigative activities
conducted in the anticipative criminal investigation. In the second place, the
availability of the FISA framework, previously exclusively reserved for national
security investigations, breaks with the separation between law enforcement
investigations and national security investigations in order to safeguard that
investigative activities conducted for the purpose of gathering evidence for a
criminal prosecution are subjected to the highest level of protection. In the third
place, implications of the anticipative criminal investigation for the fairness of
the trial proceedings have been identified. The measures and developments that
have resulted in these implications will be briefly recapitulated below.
7.6.2.1 Weakened Fourth Amendment Protection
The realization of the anticipative criminal investigation in the United States has
resulted in weakened Fourth Amendment protection against arbitrary and
unnecessary investigative activities of state authorities interfering with the
privacy rights of individuals. This weakened Fourth Amendment protection
touches upon three different aspects: weaker legitimization for anticipative
criminal investigative action, reduced control over investigative action in
compliance with the Fourth Amendment and the availability of more intrusive
techniques. It will be briefly recapitulated for each category which particular
measures and developments have contributed to weakened Fourth Amendment
protection in the anticipative criminal investigation.
a. Weaker Legitimization
Two key characteristics of the realization of the anticipative criminal
investigation have resulted in weaker legitimization for investigative activities
that interfere with the interests protected through the Fourth Amendment: the
enabling of FISA as a quasi-law enforcement area and the focus on reasonableness in Fourth Amendment interpretation.
FISA may now be used for the purpose of gathering evidence for criminally
prosecuting terrorist crimes or other national security crimes. Consequently, the
FISA probable cause standard may legitimize electronic surveillance and
physical search in the anticipative criminal investigation, which is a
considerably lower threshold than the probable cause standard of the Fourth
Amendment in conventional criminal law and of Title III, namely probable
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cause that the target is a foreign power or an agent of a foreign power. This
threshold crucially differs from the conventional criminal law standard by
focusing on the nature of the identity of the target, instead of on the criminal
nature of the activities in which the target is involved (compare: probable cause
that a crime has been, is being or will be committed).216 In addition, the FISA
document production order may be used when ‘relevant to an authorized
investigation’, which is a standard for which evidentiary support is not needed.
It is clear that when using these ‘national security investigation’ standards in the
anticipative criminal investigation, the likelihood has substantially increased that
individuals who cannot be related to criminal investigative activities nor
constitute a ‘danger’ will in fact be investigated.
Secondly, also in the context of a conventional criminal investigation the
protective value of Fourth Amendment probable cause has been reduced, in
particular in cases where national security interests are involved. A development
in the case law of focusing on reasonableness has been identified (section
7.2.2.2), especially in cases where the government’s interest in preventing
terrorism or protecting national security is involved. This focus on reasonableness opens the door to an unlimited balancing test, providing the flexibility to
consider that the interests of preventing terrorism and protecting national
security outweigh competing protective requirements. Consequently, also the
protective value of the probable cause standard has become less meaningful and
increasingly flexible. One may doubt whether the reasonableness test alone may
offer sufficient comparable protection when this test exclusively concerns the
balancing of the interests involved without taking into account the importance
of a specific legitimization for investigative action. As concluded in section
7.2.2.2.1, in order to exclude arbitrary interference with privacy rights, a form
of suspicion is an essential restraint and actually concerns the core of Fourth
Amendment protection.
b. Reduced Control
The FBI’s powers to act for the prevention of terrorism have been expanded. In
addition, internal policy has promoted an intelligence-led approach for FBI
officers in order to make sure that the information needed to avert terrorism or
national security threats is gathered. The enhanced investigative powers have,
however, not been compensated by enhanced control on the compliance of the
anticipative criminal investigative activities with the Fourth Amendment. Five
different implications of realizing anticipative criminal investigations, resulting
in reduced control, have been identified.
In the first place, ex ante judicial control over investigative activities is
weakened when the FISA framework is used to conduct the anticipative criminal
investigation. The FISA Court judge authorizes an order for the use of FISA
techniques when the statutory requirements are met, which the FISA Court
216 See section 7.3.1.1.
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judge accepts on the basis of the certifications of the government in that regard,
unless such certifications are clearly erroneous.217
In the second place, in the post-9/11 case law concerning the conventional
criminal search power, the strength of the warrant requirement as a parameter
for the reasonableness of the search has been reduced. The warrant is generally
understood as being in principle required, unless exigent circumstances are
present that justify the postponement of a judicial review until after the search.
Nevertheless, both ex ante and ex post judicial control are concerned as a
sufficient check on the government’s power to search. The prioritizing of the ex
ante review seems to be weakened by extending a premise of exigent
circumstances to include the interest of preventing terrorism.
Thirdly, in general the courts in the post-9/11 era have exerted a more
deferential review in order to grant the investigating authorities sufficient
leeway to act for the prevention of terrorism. This has been demonstrated in
cases where the courts have focused on the reasonableness of the search as the
ultimate touchstone under the Fourth Amendment (section 7.2.2.2). In addition,
courts have considered the interest of protecting national security as a special
need, which justifies exceptions to the Fourth Amendment. Consequently, the
shield function of the Fourth Amendment has been reduced especially in
terrorism/national security investigations (section 7.2.2.1).
Fourthly, more investigative discretion in the criminal investigation,
especially to do whatever is considered necessary to contribute to the prevention
of terrorism, has not been compensated with expanded judicial oversight through
a strict application of the exclusionary rule. Instead, recent Supreme Court
decisions on the exclusionary rule have reduced the meaning of the exclusionary
rule as the remedy against Fourth Amendment violations.218
In the fifth place, the emphasis on controlling mechanisms has shifted from
the judiciary to alternative controlling mechanisms. In order to compensate for
both the expansion of investigative powers and the erosion of judicial control ex
ante and ex post, alternative review mechanisms have been strengthened.
Congressional oversight has been enhanced, in particular through the PATRIOT
Act Reauthorization Acts, and the importance of minimization procedures has
increased. This applies in particular to the investigative techniques regulated
under FISA. Moreover, the Inspectors General have an important reviewing
responsibility. Nevertheless, it remains questionable whether this form of
accountability and control can replace judicial control.
c. Expanded Investigative Powers
Both Title III and FISA have been amended in order to enhance the investigative
capacities of the government. Consequently, Fourth Amendment protection
through statutory regulation has in general been reduced. In addition, some of

217 See sections 7.4.2 and 7.4.3.
218 See section 7.2.2.2.4.
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the newly adopted or amended techniques may be incompatible with the Fourth
Amendment.
In the first place, the PATRIOT Act has enhanced the investigative
techniques regulated in Title III and expanded the situations in which Title III
may be invoked. Consequently, the proactive use of techniques regulated in
Title III in conventional criminal investigations has increased, whilst Title III
was originally intended as a last resort in the criminal investigation subject to
the applicability of the principle of subsidiarity.219 Furthermore, in particular the
regulation of delayed notice warrants and pen registers and trap and trace
devices have resulted in constitutional concerns. The rather sweeping ground for
a delayed notice and the possibility of extending the delay by periods of 30 days
has been identified as being possibly incompatible with the standard of
sufficient precision or limitation as developed in the case law under the Fourth
Amendment for sneak-and-peek searches (see section 7.2.1.2). With regard to
pen registers and trap and trace devices it has been concluded that the risk of
abuse or mistakes, with the commensurate privacy invasions, has significantly
increased as a consequence of broadening the definition of the information that
can be intercepted (section 7.2.1.3).
In the second place, the nature of FISA surveillance and physical searches
has become more intrusive, touching upon the previous balance between the
individual’s Fourth Amendment interests and the government’s interest in
gathering foreign intelligence information achieved in the FISA of 1978.
Especially the enabling of roving surveillance under FISA, the expanding of the
scope of pen register and trap and trace authority and the introduction of the
document production order may give FISA investigations a more intrusive
character.220 Of these techniques, in particular the FISA document production
order concerns a powerful and intrusive tool, considering its broad scope (any
tangible things), a threshold of relevance to an authorized investigation and the
applicability of the non-disclosure requirement. Because of the weak
legitimization for using the tool and the exclusion of a solid and general level
of accountability through the non-disclosure requirement, the potential for abuse
is rather high. Hence, it has been questioned whether the limited necessity for
the tool outweighs the substantial lack of meaningful protective elements in the
regulation and the commensurate risk of abuse.221
7.6.2.2 Abandoning Purpose Limitation
The dismantling of the wall and, hence, the availability of the FISA framework
in the anticipative criminal investigation fits within a general trend where the
interest of preventing terrorism trumps the interest of protecting privacy rights.
This applies to conventional criminal searches, FISA searches and the general

219 See section 7.2.1.1.
220 See section 7.3.
221 See section 7.3.2.
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policy of the DoJ and the FBI. It also easily fits within today’s Fourth
Amendment examination, which has developed into an ultimate reasonableness
assessment of the search as a whole based on the totality of circumstances.
Consequently, purpose limitation, realized through the wall, has been abandoned
for which reason the most stringent form of Fourth Amendment protection (as
realized in the statutory framework of Title III) is no longer guaranteed for
anticipative criminal investigative activities.
Considering the Keith and Truong decisions, the blending of investigative
purposes and, consequently, breaking with the relation between the investigative
purpose and the applicable regulatory framework in order to safeguard Fourth
Amendment interests may be disputable as to compatibility with the US
constitutional law. Not only the government has taken this step (by changing the
purpose language through the PATRIOT Act and by adopting new internal DoJ
policy), also the US courts have discarded the imperative relation between the
level of Fourth Amendment protection required and the purpose of the
investigation (primarily: In re Sealed). It is questionable whether this approach
can be justified by the special needs doctrine (as US courts have done),
considering that a broad national security exception is not particularly “narrowly
tailored and sufficiently effective” to count as a social necessity.
In section 7.4.2 it was concluded that the programmatic purpose requirement
as a method to protect against abuses of FISA investigative powers for law
enforcement purposes could not be upheld considering that the interest of
anticipating future national security threats for the purpose of prevention will
always override the conventional law enforcement purpose of gathering
sufficient information for prosecution. Hence, the programmatic purpose of the
investigation can reasonably be defined in all counterterrorism investigations as
the gathering of foreign intelligence information in order to protect national
security. Consequently, the collection of evidence during a FISA investigation
goes beyond what could be understood as plain-view gathering. The collection
of evidence may be the primary purpose of the search; however, the interest of
protecting national security by collecting ‘foreign intelligence’ will nevertheless
always surpass – as a ‘top priority’ – the interest of collecting evidence. The
current prioritizing of interests within the DoJ and the definition of foreign
intelligence makes it impossible to draw a clear line on the basis of a
programmatic purpose test. Promoted by internal policy, FISA investigations are
likely to pursue multiple purposes without a precise demarcation of the
situations where additional restraints need to apply as required under the Fourth
Amendment for the investigation of crimes for prosecution purposes.
7.6.2.3 Infected Criminal Process
As a consequence of the obligations to share information between all agencies,
information with a secretive nature also comes into the possession of those
agencies that operate under the presumption of openness and transparency.
Measures have resulted in unlimited information sharing and even an obligation
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to share information that is relevant to protect the US against terrorism. In
addition, also as a consequence of the likelihood that the FBI, where possible,
will prefer to choose the investigative frameworks offering them the most
powerful investigative tools, information relevant to criminal proceedings will
be obtained through FISA investigations without the regular Fourth Amendment
requirements which are applicable to criminal investigations.
This has implications in particular for the possibilities of the defense to
challenge the legitimacy of the gathering of information under the FISA
framework. Courts have addressed such challenges from a ‘FISA’ approach,
with in camera and ex parte inspections of the affidavits underlying the orders.
Gathering evidence under FISA automatically deviates from the presumption of
CIPA that disclosure is the rule and, therefore, that only in exceptional situations
may alternative procedures be chosen instead of the full declassification of
information which is material to the case. As a consequence of the current
‘FISA’ approach taken by the courts, it is no longer the actual procedural
position of the defense that is taken into account when deciding on mechanisms
for the use of classified materials in criminal cases, but the presumed legitimacy
of the FISA framework for investigating for the protection of national security.
The conclusion has been drawn that the criminal process has been affected,
because the veil of secrecy surrounding a FISA investigation conflicts with the
constitutional obligation to disclosure and transparency as the prerequisite for
fairness and accountability in criminal proceedings.222
These concerns with regard to procedural due process are even more
compelling when information is obtained by using the framework for
surveillance targeting non-US persons outside the US or when information has
been obtained through national security letters. The first is subjected to even
more marginal ex ante judicial review, whereas the latter can be used without
prior judicial control.223

222 See section 7.4.3.
223 See section 7.5.
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Table 7.1: Smith Guidelines 1983 (criminal investigations)224
Type

Purposes

Threshold + other
restraints
- Information available falls
- Preceding the
General
short of ‘reasonable
general crime
crimes inindications’; however, the
investigation,
vestigation:
criminal intelligence information available is of
preliminary
such a nature that ‘further
investigation or
inquiry
scrutiny’ is required beyond
domestic security
the ‘prompt and extremely
investigation.
- For the purpose of limited checking out of
initial leads.’
obtaining the
- Conducted with “as little
information
intrusion as the needs of the
necessary to make
situation permit.”
an informed
- Short duration.
judgment as to
- Duration up to 90 days,
whether the full
possible extensions of 30investigation is
day periods (upon receipt by
warranted.
FBI headquarters of a written
request and statement of
reasons why further
investigative steps are
warranted when there is no
“reasonable indication of
criminal activity”).
- Before using technique it
shall be considered whether
there are less intrusive means
available, by taking into
account the “adverse
consequences to an
individual’s privacy interests
and avoidable damage to his
reputation” as well as “the
seriousness of the possible
crime and the strength of the
information indicating the
possible existence of the
crime.”
- Prevent, solve and - “[f]acts and circumstances
General
reasonably indicat[ing] that a
prosecute (such)
crimes
federal crime has been, is
investigation: criminal activity.
being, or will be committed”
(full)
(Reasonable indication is
investigation
substantially lower than
probable cause; factors to
consider are those facts and

Powers
- All lawful investigative
techniques, except for
mail covers, mail
openings and nonconsensual electronic
surveillance or any other
technique covered by
Title III, with the general
note that the techniques
applied should be less
intrusive than those in full
investigations.
- Techniques other than
the examination of FBI
indices and files, public
records or other public
sources, deferral, state and
local records, inquiry of
existing sources and
previously established
informants and physical
surveillance and interview
of other persons for the
purpose of identifying the
subject of investigations,
requires the authorization
of a supervisory agent,
except in exigent
circumstances.
- Authorization of
techniques with a highly
intrusive nature shall only
be given in “compelling
circumstances.”

- All lawful investigative
techniques (subjected to
the principles of
subsidiarity and
proportionality and to
statutory and internal
regulations and policies).

224 Hearing before the Subcommittee on Security and Terrorism on the Committee on the Judiciary
United States Senate, 98th Congress, First Session on Attorney General’s Guidelines for Domestic
Security Investigations (Smith Guidelines), March 25, 1983, Serial No. J-98-25, S. Hrg 98-176,
Appendix.
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Criminal
Intelligence
Investigation:
racketeering
enterprise
investigation

- “To obtain
information concerning the nature
and structure of the
enterprise (...) with a
view to the longerterm objective of the
detection,
prevention, and
prosecution of the
criminal enterprise”
(“in general the
criminal intelligence
investigation is
aimed at: determining the size and
composition of the
group involved [in
the ongoing criminal
enterprise], its geographic dimensions,
its past acts and
intended criminal
goals, and its
capacity for harm”).

circumstances a prudent
investigator would consider,
but must include facts or
circumstances indicating a
past, current, or impending
violation; an objective
factual basis must be present,
a mere ‘hunch’ is
insufficient).
- Proactive operation is
possible in the investigation
of criminalized conspiracies
and attempts. When the
investigation involves future
criminal activity, whereas a
“current criminal conspiracy
or attempt” is not yet
involved, the guidelines
prescribe “particular care [...]
to assure that there exist
facts and circumstances
amounting to a reasonable
indication that a crime will
occur.”
- The investigation is
terminated with the decision
whether or not to prosecute.
- Regular consultations
between the Special Agent
and the appropriate federal
prosecutor.
- “[F]acts or circumstances
reasonably indicat[ing] that
two or more persons are
engaged in a continuing
course of conduct for the
purpose of obtaining
monetary or commercial
gains or profits wholly or in
part through racketeering
activity.”
- Authority to investigate
limited to racketeering
enterprises involved in
violence, extortion,
narcotics, or systematic
public corruption upon
authorization by the Director
of the FBI or designated
Assistant Director (except in
exceptional circumstances
by authorization of the
Director of the FBI and the
Attorney General).
- The investigation is not
necessarily terminated with

- All lawful investigative
techniques (subjected to
the principles of
subsidiarity and
proportionality and to
statutory and internal
regulations and policies).
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the decision whether or not
to prosecute one or more of
the participants: considering
the subject of investigation
the investigation is “less
precise than that directed
against more conventional
types of crime.”
- Duration: up to 180 days,
extensions possible by
renewed authorization for
additional periods not
exceeding 180 days.
- “facts or circumstances
- investigate
Criminal
enterprises “whose [that] reasonably indicate
Intelligence
Investigation: goals are to achieve that two or more persons are
engaged in an enterprise for
political or social
domestic
the purpose of furthering
change through
security
political or social goals
activities that
/terrorism
wholly or in part through
investigation involve force or
activities that involve force
violence” (not
or violence and a violation of
including
the criminal laws of the
international
terrorism, which is a United States.”
- All circumstances shall be
matter for national
taken into account to
security
determine whether this
investigations).
threshold is met, “including:
(1) the magnitude of the
threatened harm; (2) the
likelihood it will occur; (3)
the immediacy of the threat;
and (4) the danger to privacy
and free expression posed by
an investigation.”
- Investigation of mere
“speculations that force or
violence might occur during
the course of an otherwise
peaceable demonstration” is
excluded.
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- all lawful investigative
techniques (subject to the
principles of subsidiarity
and proportionality and to
statutory and internal
regulations and policies).
- Investigation of inactive
enterprises may be
continued when the
“composition, goals and
prior history of the group”
justifies continued
“federal interest,” through
monitoring the “status of
the criminal objectives of
the enterprise.”
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Table 7.2: Mukasey Guidelines 2008 + DIOG of the FBI (2008)225
Type

Purposes

Threshold + other
restraints
- No threshold (no showing
of any factual predicate
required).

Powers

- Activities limited to the
checking out of
investigative leads.
- General searches for
information, e.g.:
searching publicly
available sources, FBI
and DoJ records,
requesting records from
other agencies, searching
the internet, interviewing
“members of the public
and private entities”,
observation and
surveillance for which a
court order is not
required, or through
“grand jury subpoenas for
telephone or electronic
mail subscriber
information.
- (a) An activity constituting - All lawful investigative
Mukasey
Predicated
a federal crime or a threat to techniques, except for
investigation: Guidelines: Idem.
electronic surveillance
DIOG: “determining the national security has or
preliminary
may have occurred, is or may under Title III or FISA, a
investigation whether a federal
physical search under
crime has occurred be occurring, or will or may
Rule 41 of the Federal
or is occurring, or if occur and the investigation
Rules of Criminal
may obtain information
planning or
preparation for such relating to the activity or the Procedure of FISA, and
the acquisition of foreign
involvement or role of an
a crime is taking
individual, group, or organi- intelligence information
place; identifying,
zation in such activity; or (b) under Title VII of FISA
locating, and
an individual, group, organi- (concerning persons
apprehending the
located outside the US).
zation, entity, information,
perpetrators;
obtaining evidence property, or activity is or may
be a target of attack,
needed for
victimization acquisition,
prosecution; or
identifying threats to infiltration, or recruitment in
connection with criminal
the national
activity in violation of federal
security.”
law or a threat to the national
security and the investigation
may obtain information that
would help to protect against
such activity or threat.
- Duration: maximum of 6
months, extensions possible.
- Supervisory approval.

Assessment

Mukasey
Guidelines: Detect,
obtain information
about, or prevent or
protect against
federal crimes or
threats to the
national security or
to collect foreign
intelligence
DIOG: proactively
“detecting criminal
or national security
threats” without
waiting for leads to
come in by using the
techniques available
for the purpose of
early intervention
and prevention.

225 The Attorney General’s Guidelines for Domestic FBI Operations (2008) (Mukasey Guidelines).
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Predicated
investigation:
full
investigation

Mukasey
Guidelines: Idem.
DIOG: “determining
whether a federal
crime is being
planned, prepared
for, occurring or
occurred;
identifying,
locating, and
apprehending the
perpetrators;
obtaining evidence
for prosecution;
identifying threats to
the national
security;
investigating an
enterprise (...); or
collecting positive
foreign
intelligence.”

Enterprise
Mukasey
investigations Guidelines: Idem.
DIOG: examine “the
structure, scope, and
nature of the group
or organization
including: its
relationship, if any,
to a foreign power;
the identity and
relationship of its
members,
employees, or other
persons who may be
acting in furtherance
of its objectives; its
finances and
resources; its
geographical
dimensions; its past
and future activities
and goals; and its
capacity for harm.”

- An articulable factual basis
for the investigation that
reasonably indicates:
(a) an activity constituting a
federal crime or a threat to
the national security has or
may have occurred, is or may
be occurring, or will or may
occur and the investigation
may obtain information
relating to the activity or the
involvement or role of an
individual, group, or organization in such activity; or (b)
an individual, group,
organization, entity, information, property, or activity is or
may be a target of attack,
victimization acquisition,
infiltration, or recruitment in
connection with criminal
activity in violation of federal
law or a threat to the national
security and the investigation
may obtain information that
would help to protect against
such activity or threat.
- Or: the investigation may
obtain foreign intelligence
that is representative to a
foreign intelligence
requirement.
- Supervisory approval.
Similar to full investigation
DIOG:
- The threshold is met also
when the group or
organization “may have or
may be engaged in, planning
or preparation or provision of
support” for matters such as
international terrorism.
- Articulable factual basis is
established with the
“identification of a group
whose statements made in
furtherance of its objectives,
or its conduct, demonstrate a
purpose of committing crimes
or securing the commission
of crimes by others. The
group’s activities and
statements of its members
may be considered in
combination to comprise the
“articulable factual basis,”
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- Any lawful investigative
technique.
- DIOG: the full
investigation’s objective
of gathering positive
foreign intelligence
allows the FBI to conduct
information-gathering
activities “beyond federal
crimes and threats to the
national security” and
“regarding a broader
range of matters relating
to foreign powers,
organizations, or persons
that may be of interest to
the conduct of the United
States’ foreign affairs.”

- Targeting groups or
organizations that may be
involved in the most
serious criminal or
national security threats
to the public.
- All lawful investigative
techniques with an aim to
broadly investigate the
characteristics and
activities of the group or
organization.
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even if the statements alone
or activities alone would not
warrant such a
determination.”

Part 3: Theory, Evaluation and Conclusions

Chapter 8

Regulating the Anticipative Criminal
Investigation under the Rule of Law

8.1 INTRODUCTION
In order to give a final normative judgment with regard to the implications for
the shield objective of criminal procedural law as identified in Chapters 4 and
7, this Chapter will identify the conditions for regulating anticipative criminal
investigations. On the basis of these conditions the current regulation as adopted
in the Netherlands and the United States can be assessed in the next Chapter.
These conditions will be formulated through combining two normative, legal
interpretive, theoretical concepts, which will result in the development of a
three-dimensional approach to the formulation of the conditions regulating
criminal investigations. This approach is based on the idea that, on the one hand,
certain underpinnings of the system, those that can be derived from the right to
respect for human dignity, are perpetual. These underpinnings have a procedural
character or an institutional character. On the other hand, a specific system of
regulation is subject to change and, hence, within the boundaries of the
procedural and institutional principles there is room for adjustments on the basis
of policy choices.
The first theoretical concept that will be applied recognizes that certain
principles and rights underlying the regulation of a criminal investigation have
an intrinsic moral value; certain principles have a fundamental character, to be
upheld under all circumstances, because they are the minimum guarantees for
state action in respect of the right to human dignity (section 8.3).1 These
principles can be separated into two categories: ‘constitutive principles’2 (section
8.3.1) and parameters (section 8.3.2). Constitutive principles concern rights with
a fundamental character that provide for the first dimension of the non-derogable
procedural regulation of the criminal investigation. The second dimension is
provided by the parameters, which regulate the manner in which state institutions may pursue their substantive goals within the context of the procedure.
Hence, the parameters concern fundamental principles of criminal procedural
law of an institutional character. Together, the constitutive principles and

1
2

Dworkin 1979, 269, Brants et al. 2001, 4 and Franken 2008, 10.
Term derived from: Finn 1991, particularly 28-35.
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parameters that will be formulated concern the unchangeable underpinning of
any chosen system of regulation for the criminal investigation.
The second theoretical concept to be applied concerns the ability of the law
to be open and flexible, when proportionality and/or the circumstances of modern
society require an adaptation of the law (8.4). The application of this second
theoretical concept provides for the third dimension, which fills up, along the
parameters and above the constitutive principles, the area of the law that requires
further definition on the basis of a normative assessment (the ‘flexible area of the
law’) of different arguments, which will provide conclusions as to the validity of
changing the law in a particular manner and indicate the factors which are
relevant for a judgment on the proportionality (as one of the parameters) of newly
developed law, such as the anticipative criminal investigation.3
In fact this three-dimensional approach, which follows from the application
of two normative theoretical concepts concerning the foundation of the law and
the rules that built a legal system, can be compared with the building of a house.
The constitutive principles provide for the essential foundation of the house,
required for the purpose of giving it a solid, inviolable basis. The parameters are
the blocks which are required for building the house, which concern irremovable
elements of the architecture. Whilst these building blocks will always be needed
for a solid architecture, they may be positioned differently. This reflects the
flexible area of the law, which provides the possibility to take into account the
specific circumstances of a particular time and make it suitable for dealing with
specific circumstances. However, without the building blocks, the house will
collapse, which limits the flexibility for adjusting the architecture.
Before giving substance to the three dimensions of the regulation of the
anticipative criminal investigation, this introductory section will firstly return
to the theoretical framework adopted in Chapter 1 and on that basis continue to
draw the path to be followed for building the architecture of the criminal
investigation. It will do so by explaining why the approach will provide the
soundest assessment of any system of criminal investigation as well as why the
approach will be able to deliver concrete leads in order to formulate a normative
judgment as to the regulation of the anticipative criminal investigation in the
Netherlands and the United States. Hence, the Chapter will be completed with
the formulation of the conditions that can be applied as the touchstones for a
normative judgment on the current regulatory imbedding of anticipative criminal
investigation in the Netherlands and the United States (section 8.5).
8.1.1 The Path towards Formulating the Framework of Examination
In Chapter 1 it has been explained that the range of counterterrorism measures
taken on the domestic level fit within the larger picture where international
policy and human rights law have called on and obliged states to take measures
to prevent future terrorist attacks. Moreover, under the influence of concepts
3

Habermas 1996, 218.
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such as the risk society, the culture of control and the precautionary principle,
citizens have expected governments to guarantee a safe society with measures
that aim to control danger and guarantee security. Especially the latter has
prompted states to adopt counterterrorism measures, sometimes beyond international and human rights law obligations.
For the Netherlands international policy has to a large extent influenced the
counterterrorism policy and some specific Dutch counterterrorism measures
concern the implementation of international measures. For the United States it
cannot be said that its counterterrorism measures have been triggered by
international and/or European policy. Rather, the focus on preventing terrorism
has been a parallel development in the United States and on the international
plane. International institutions, such as the United Nations, the European Union
and the Council of Europe, have urged states to take measures to combat and
prevent terrorism.4 Moreover, the protection of the human right to life (Article
2 ECHR and Article 4 ACHR) or to liberty and the security of the person
(Article 9 ICCPR, Article 5 ACHR and Article 6 Charter of Fundamental Rights
of the EU) impose on states the positive duty to protect, including a duty to take
preventive measures in order to protect citizens against terrorist attacks. The
developments in the international legal domain can be considered as the justification for the taking of preventive measures on the national level. The societal
and political circumstances on the national level, which are partly also a consequence of the international legal context, have further nourished and shaped the
actual preventive measures that have been taken in a particular country.
The establishment of the anticipative criminal investigation, and thus the
mobilization of criminal law for the purpose of prevention must be understood
against the international public and human rights legal background5 and the
political and societal context, providing for legitimizing grounds, in order to
understand these measures and to put them in the right perspective. However,
this background cannot be the justification for specifically enabling an
anticipative criminal investigation to give effect to the state’s duty to protect
against acts of terrorism. The factors that need to be taken into consideration in
order to determine whether establishing an anticipative criminal investigation
is justified and, if so, whether the regulation of anticipative criminal investigations is also justified under the rule of law – including the protective function
of human rights law – will be provided in this Chapter. Hence, this Chapter will
provide for the examination framework in order to answer the research question
formulated in the first Chapter: can a preventive function of a criminal
investigation be part of a criminal justice system under the rule of law and, if so,
under what conditions, and what does this mean for the current regulation of the
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Notwithstanding the fact that these institutions have also taken measures of their own volition and
that some of the measures taken by the European Union not only urged states to take measures, but
also imposed an obligation to implement certain measures. See in detail Chapter 1, section 1.3.1.
In addition, human rights also have, of course, an important restrictive function, subjecting the
government’s discretion to adopt counterterrorism measures to the human rights standards that aim
to protect fundamental rights and liberties.
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anticipative criminal investigation adopted in the Netherlands and the United
States? For this purpose it will first be explained why a balancing approach is
inapt for formulating a framework that is capable of examining a regulation for
an anticipative criminal investigation under the rule of law (section 8.1.1.1).
Secondly, the manner, recommended in this study, of formulating the conditions
for examining the current regulation of anticipative criminal investigations in the
Netherlands and the United States (and in fact in any state governed by the rule
of law) will be provided with a solid ground and further elaborated.
8.1.1.1 The Shortcomings of the Balancing Approach
The rule of law has in the first Chapter been explained as a notion governing
state action, including action in the field of criminal law, based on the
assumption of respect for human dignity. For this reason, the benchmark for
realizing a legitimate and justified regulation of the anticipative criminal
investigation is guaranteeing respect for human dignity. It has also been
explained in the first Chapter that when we apply an understanding of the rule
of law which is based on respect for human dignity to the criminal justice
system, the regulation of the use of criminal procedural powers is based on the
realization of two fundamental objectives, reflecting the idea that respect for
human dignity in governmental action has a legitimizing consequence and a
restricting consequence.
The ostensible contradiction between the state’s duty to protect its citizens
and the protective function of criminal procedural law for those subjected to
criminal procedural powers has usually provided a reason to balance the duty of
crime control against the duty to offer sufficient protections to citizens. Such
balancing easily results in a determination that greater security can only be
achieved at the expense of respect for fundamental rights,6 which has often been
used to justify loosened restrictions on governmental power. Indeed, if we take
into account the changed political and social climate contributing to an
expanded duty to protect that includes the prevention of terrorism, and that
criminal law should meet the normative notions of the society to which it
applies, one may consider it justified to argue that criminal investigative powers
should be expanded.7 When the interest of protecting national security prevails
and the urgency for the government to act under its ‘duty to protect’ increases,
one should trade in on civil liberties. In general, the problematic aspect of
measures inspired by focusing on managing and controlling risks is that this
focus seems to become the arbiter when seeking the justified balance between
the sword and the shield. As a consequence, a ‘sliding scale’ of protection for
civil liberties by putting different levels of restraints on the use of investigative
powers will be applied. However, an equally important objective of criminal
procedural law is to offer legal protection, which has been elaborated in criminal
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Compare: Lazarus Goold 2007, 16-17.
Rozemond 2006, 164-165.
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law principles and restraints. This protective objective should also protect
against radical changes to the system of criminal procedural law, which expand
the government’s power to interfere with fundamental rights.8
At the other end of the spectrum, the measures to enable anticipative criminal
investigations are often rejected on the basis of the mere conclusion that they
deviate from the traditional principles regulating criminal investigations.9 Also
this approach is dissatisfactory as it denies that these traditional principles are
the product of a search for the synthesis between sword and shield, found under
particular circumstances at a particular time, for which reason these principles
are not static. In fact, they are not principles as such, but rules based upon
principles.
A mere balancing approach clearly has its shortcomings, considering that it
is incapable of distinguishing the rules from fundamental principles, resulting
in a slippery slope of argumentation either in favor or against enhancing the
sword function of criminal investigation at the expense of protective rules.10 As
we have seen, the guarantee of the enjoyment of fundamental rights and the duty
to provide security are interrelated and, therefore, are not two components that
can be balanced against each other.11 Relying on balancing involves the danger
that interests and principles are, indistinctively, attributed to a “degree of
objectivity”, which they do not possess, therefore undermining the validity of the
balancing operation.12 Instead, considering the two objectives of criminal procedural law under the rule of law, which are both directly derived from respect for
human dignity, one should seek to find the justified synthesis between the shield
and sword objective for the purpose of regulating the anticipative criminal
investigation.
On a more tangible level, this can be illustrated by the comparison Sottiaux
has made between argumentation used by the ECrtHR and by the US Supreme
Court when assessing interferences with the right to respect for private life. For
instance, in order to assess whether electronic surveillance in a particular case
constitutes a legitimate interference with one’s private life, the ECrtHR typically
relies on a mere balancing approach to determine whether or not the right to
respect for private life has been violated, thereby balancing the state’s obligations to counter terrorism effectively against the protection of the individual’s
private life. In addition, the Court provides the national state with a margin of
appreciation, which is typically wide in the national security context. In the
words of Sottiaux: the reliance on a mere balancing approach provides “openended” flexibility, which “may result in the under-protection of privacy rights
at the benefit of the government’s security concerns.”13 As an example to the
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Franken 2008, 10 and Rozemond 2006, 165-166. For similar reasoning with regard to the interpretation of human rights, see: Van Kempen 2008, 67.
As was also indicated by Van der Woude and Van Sliedregt 2007, 217.
Compare: Tsakyrakis 2008, 30.
Compare: Ashworth 2007, 208.
Ibid., 210.
Sottiaux 2008, 321.
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contrary, the Supreme Court acknowledged in the Keith case that certain
protective aspects (in this particular case the warrant requirement) cannot simply
be “an inconvenience to be somehow “weighed” against the claims of police
efficiency.”14 Hence, the Supreme Court imposed limits on balancing by
recognizing that some protective elements cannot be compromised.15
A slightly different approach was proposed by Borgers and Van Sliedregt:
assessing the legitimacy of ‘precautionary measures’ is a matter of preferences,
which can be determined with the help of drawing the complete picture of taking
‘precautionary measures’ that requires the making of a cost-benefit analysis of
the pros and cons of the precautionary measures.16 However, although a twosided approach, and with that surpassing the problematic aspect of the mere
balancing approach, it still lacks the essential basis, as seeking for a synthesis
is not only a matter of preferences to be determined by taking into account the
complete picture of measures that aim to realize anticipative criminal investigations, but, primarily, a matter of enlightening the underlying fundamental
principles of criminal investigation before setting (new) preferences that reflect
changed societal and political circumstances. It is important that when we are
seeking to escape from traditional protections in order to be able to prevent
threats, that we distinguish protective rules from the fundamental principles and
try to assess the traditionally adopted rules in the light of these fundamental
principles. In that way we are able to adopt new frameworks or adjust existing
frameworks to reflect new preferences inspired by the changed societal and
political climate that are also legitimate under the rule of law.17
Previous Chapters have demonstrated that the Netherlands and the United States,
confronted with an increased call to take action to prevent terrorist attacks, have
taken measures to enable anticipative criminal investigations, but with serious
consequences for protective values that have governed the system before these
measures were taken. The goal of the assessment made in this book is to
demonstrate whether or not the current regulation of anticipative criminal
investigations in the Netherlands and the United States, in whole or in part, does
undermine the legitimacy of the criminal justice system, should it break with or
deviate from traditional protective principles in a way that no longer reflects the
synthesis required under the rule of law between the sword and shield in
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United States v. United States District Court, 407 U.S. 297 S.Ct. 2125 (1972), 315.
Sottiaux 2008, 322. This example, however, would only fit within the approach taken in this book
when the warrant requirement also obtains the status of a fundamental principle and not only
concerns a ‘rule’ underpinned by such a fundamental principle. Moreover, as we have seen in
Chapters 6 and 7, the Supreme Court has in the post-9/11 era increasingly relied on ‘reasonableness’
in order to be able to create (complete) trade-offs of all protective requirements of the Fourth
Amendment to provide the government with sufficient leeway to protect national security, an
approach comparable to the balancing approach of the ECrtHR. Moreover, the Keith decision
suggested that a foreign intelligence exception might apply to the warrant requirement of the Fourth
Amendment: a gap eagerly filled by the legislator.
Borgers and Van Sliedregt 2009, 189.
Compare: Finn 1991, 7.
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criminal procedural law. For this purpose, the above-indicated three-prong
analysis will be applied in order to determine the conditions that the regulation
of anticipative criminal investigations shall meet under the rule of law. This
approach requires some additional explanation and a foundation as to its
combination of two different legal interpretive theoretical concepts.
8.1.1.2 Building the Architecture of the Anticipative Criminal Investigation
under the Rule of Law
In Chapter 1, a broad and substantive notion of the rule of law has been adopted,
which governs all state action. This broad notion of the rule of law is based on
the assumption that the right to respect for human dignity underpins the state
organization and all state action. The rule of law then reflects a democratic state
organization with separation of powers and an independent judiciary, and a
government acting within the borders of the law, established through a democratic process and in accordance with the principle of formal legality, and with
due respect to the fundamental rights of its citizens.18
The state is thus at any time subjected to the principles that directly follow
from the understanding of the rule of law on the basis of respect for human
dignity. Dworkin is an important advocate of acknowledging the importance of
principles with an intrinsic moral value, derived from the recognition of the
human dignity of every human being, as a starting point for establishing rules.
Dworkin considers (moral) principles as the underpinning of the whole body of
law and as providing the law with its justification.19 I will distinguish between
two types of such fundamental principles, which have a different character and
a different regulatory consequence. The fundamental principles to be formulated
in this project to underpin the procedural regulation of criminal investigations
will be identified as the constitutive principles (section 8.3.1). These constitutive
principles are the direct elaboration of principles attached to the right to respect
for human dignity. Because of their foundation in rule of law principles, the
constitutive principles following from the first prong of analysis cannot be
subjected to a balancing exercise.20 The term ‘constitutive principles’, borrowed
from Finn, reflects that these principles are the fundamental presuppositions on
which protective rules are based; they are the solid basis underpinning the
measurement of a system of restraints and guarantees to which government
action in the field of criminal law is subjected.21
The traditional design of the criminal justice system, composed of rules that
aim to realize the government’s “substantive goals” of “public good” and to
restrain the government in its powers to pursue these goals in order to protect
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See Chapter 1, section 1.3.
See Dworkin in e.g. Dworkin 1979.
In fact all rules have a dimension of principles; however, the rules that serve the guarantee of
constitutive principles reflect minimum guarantees towards observing rule of law principles.
Soeteman 2009, 6. See also: Franken 2008, 11-12 and Dworkin 2006, 27.
Finn 1991, 23 and 28.
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individual liberty, comes down to the constitutive principles upon which they
are based.22 Upside down, this means that the rules of legislation and/or
jurisprudence should aim to guarantee the constitutive principles and, thus,
respect for human dignity. The constitutive principles thus places limits on the
development of procedural rules adopted on the basis of a balancing of interests
for the purpose of enhancing governmental powers under the influence of
societal circumstances.23
The procedural rules that follow from the constitutive principles do not limit
government action with meticulous detail. Rather, within the boundaries of the
procedural regulation the government has discretion. Nevertheless, also
institutions are regulated on the basis of fundamental principles that follow from
the right to respect for human dignity. These principles, which will be referred
to as the parameters, shall thus be distinguished from the constitutive principles,
because they cover the conduct of institutions in the context of the criminal
justice system instead of the procedure to be followed. The manner in which the
procedure will be applied by the institutions responsible needs to be capable of
guaranteeing the fundamental principles of criminal procedural law that will be
identified as parameters (section 8.3.2). In combination with the constitutive
principles, the parameters provide for the non-derogable part of the regulation
of criminal investigations; the foundation and building blocks of the house. On
the basis of the constitutive principles the procedural framework can be drafted,
whilst the parameters require the adoption of rules enabling the subjection of the
institutions pursuing their tasks to these fundamental principles.
The second prong of analysis to be provided in this Chapter will assess different
arguments that influence the synthesis (section 8.4). This assessment will result
in the crystallizing of conditions that are additional to the constitutive principles
and the parameters. Moreover, it will result in the identification of the factors
influencing specific policy choices made in regulating the anticipative criminal
investigation to realize the parameters, ‘above’ the constitutive principles. The
second prong of analysis will thus concern the flexibility of the law in so far as
the law needs to be elaborated above the baseline of principled requirements
following from the constitutive principles and parameters. It will determine the
justified synthesis – taking into account that synthesis reflects the optimization
of shield and sword objectives and can thus not be realized by the minimum
achievable – between sword and shield in the societal and political philosophical
circumstances of today.24 These arguments will be theoretical arguments of a
philosophical, societal, political and criminological nature and will be assessed
on the macro-level, detached from the specific situation of the Netherlands or
the United States. Their assessment will not go further than required in order to
bring the formulation of the conditions that reflect the synthesis between sword
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and shield in the anticipative criminal investigation to the next level and will
thus not be complete as to the scope, contents and potential impact of the
separate arguments. This intended next level concerns the validity of the specific
choices made that apply to the ‘sword aspect’ of the anticipative criminal
investigation and the proportionality or appropriateness of these choices in
relation to protective elements.
Before turning to the elaboration of the three dimensions of the regulation,
which should bring us to the synthesis sought between sword and shield on an
abstract, theoretical, level, the next section will first conclusively define and
position the concept of an anticipative criminal investigation. On the basis of the
findings of Chapters 4 and 7 it will be possible to identify the assumed problematic issues of the current regulation of the anticipative criminal investigation as
to the relation with traditional protective requirements (rules) of criminal investigation. Subsequently, the Chapter will turn, firstly, to deducting the constitutive
principles and parameters of the anticipative criminal investigation (section 8.3)
and then, secondly, to the assessment of the different relevant arguments (section
8.4). Lastly, the findings of sections 8.2-8.4 will be integrated, resulting in the
substantiation of the concrete conditions, categorized in three pillars of regulatory
rules, which can be applied in order to provide for a normative and comparative
judgment regarding the current regulation adopted in the Netherlands and the
United States in the next and final Chapter.
8.2 CONCLUSIVE CHARACTERIZATION AND POSITIONING OF THE
ANTICIPATIVE CRIMINAL INVESTIGATION
The anticipative criminal investigation has a long and gradual development,
which has accelerated since the events of September 11, 2001. A proactive and
intelligence-led investigation was already practiced before 9/11, mainly to
confront organized crime. However, since 9/11 different legislative measures
and developments in case law and policy have resulted in the establishment of
an investigative framework that differs in crucial aspects from traditional
frameworks, for which reason it can now be identified as a separate investigative
framework with specific characteristics that gives it its anticipatory character.
Chapter 1 has already taken the initial step to define the concept by
emphasizing that this form of investigation is exclusively proactive and is
conducted for the purpose of prevention. The goal of prevention is the leitmotiv
for establishing this form of investigation. Because of this goal of prevention,
an anticipative criminal investigation is typically intelligence-led so as to be able
to act in anticipation of threats and it is typically covert in order not to divulge
the information position (with the exception of search methods that are used to
avert an imminent threat). Moreover, and crucially, because prevention is the
basic assumption of counterterrorism measures, it has become an independent
goal also of the anticipative criminal investigation, even surpassing the goal of
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evidence-gathering for prosecution. Prevention ex ante,25 a goal previously
reserved for the intelligence investigation, has diffused the distinction between
intelligence and law enforcement, rendering the anticipative investigation a
concept which lies somewhere in between these two areas and pursuing
functions of both areas. This touches upon the ultimum remedium character of
the criminal justice system. Traditionally, the criminal justice system was
considered as a last resort to deal with serious wrongful or harmful conduct
through prosecution and punishment.26 Currently the criminal justice system has
also become an instrument to contribute to realizing a safe society and to avert
harm. The criminal justice system has obtained this additional function, because
the realization of the prevention of serious wrongful or harmful conduct is
considered to require – as an ultimum remedium; as a necessary means in
addition to other state powers that can be applied to realize prevention (e.g. the
intelligence apparatus) – also the employment of the methods and powers
attributed to the criminal justice system.
The assessments made in Chapters 4 and 7 further characterize and position
the anticipative criminal investigation by demonstrating for the Netherlands and
the United States what aspects the regulation of anticipative criminal investigations breaks with or deviates from previously established protective elements.
On the basis of the findings of these Chapters the critical issues for the synthesis
sought between sword and shield in criminal procedural law have been identified.
These critical issues will now be briefly recapitulated in order to be able to
draw a full picture regarding the character and position of the anticipative
criminal investigation. In the first place, the regulation of anticipative criminal
investigations raises questions as to the required threshold to legitimize a
criminal investigation. The adopted threshold in the Netherlands of ‘indications
of a terrorist crime’ offers the investigating agencies broad discretion to use
criminal investigative methods, such as surveillance, for the prevention of
terrorism, which deviates, at least theoretically, from the threshold of a
reasonable suspicion of a crime having been or being committed or of involvement in a criminal organization. At the same time, also the reasonable suspicion
threshold is interpreted as not obstructing criminal investigative activities for the
prevention of terrorism. Moreover, the information establishing indications or
reasonable suspicion in an anticipative criminal investigation will usually
directly and exclusively come from the intelligence and security service or from
the criminal intelligence unit and, therefore, from anonymous sources. In the
United States, national security investigations have become the primary form for
investigating crimes that are at the same time threats to national security. As a
consequence, the threshold of probable cause that someone is an agent of a
foreign power, rather than probable cause with a nexus to a crime as a requirement included in the Fourth Amendment and in Title III (regulating surveillance
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in the law enforcement context), must be met, whereas the information intercepted can be used as evidence in a criminal trial. Moreover, under current
Fourth Amendment analysis probable cause is no longer a per se requirement in
order to render a search reasonable.
The threshold to be met before anticipative criminal investigation activities
can be initiated has thus been lowered, resulting in broad discretion to operate
in the field of criminal investigation for the prevention of terrorism and
expanding the scope of the criminal investigation in general. This development
raises questions as to its legitimacy under the rule of law. These questions touch
upon the (institutional) relation between criminal (law enforcement) investigation and intelligence investigation and the required legitimization to justify
investigative action that interferes with fundamental liberty. The required
legitimization for justifying investigative action shall be considered for the
separated contexts of criminal investigation and intelligence investigation as
well as for a possible ‘shared’ context where the traditional investigative goals
have been combined. Furthermore, this characteristic of an anticipative criminal
investigation raises questions which touch upon the role traditionally fulfilled
by the presumption of innocence and the right to privacy in relation to the
required level of evidence that amounts to a sufficiently good reason for taking
criminal investigative steps against someone.
Secondly, the nature of the anticipative criminal investigation, typified as
intelligence-led, raises concerns with respect to privacy rights and the protection
of the innocent, because of the broadening of the scope and nature of the
investigation, the diverse and wide range of the information collected, the
stimulation of exchange between different agencies and the limited control over
the methods of collecting information by the government agencies. The scope
and nature of an anticipative criminal investigation clearly differs from
traditional forms of criminal investigation, as explained in Chapters 4 and 7 for
the Netherlands and the United States. This raises questions as to the necessity
and proportionality of the adverse consequences for the right to respect for
privacy in relation to the effectiveness of this method of investigation.
In the third place, the consequences of the nature of the intercepted
information or the context in which the information has been intercepted has
implications for the fairness of the proceedings. Both in the Netherlands and the
United States, particularly in criminal proceedings that follow an anticipative
criminal investigation, parts of the materials that are normally covered by
disclosure obligations remain classified. Moreover, the legitimacy of the manner
in which the evidence has been obtained cannot be controlled because the
method is protected or the information amounting to the required threshold for
application is classified. The lack of control over investigative activities
increases the risk of abuses of state power. Furthermore, the protection of the
right to a fair trial under Article 6 ECHR and the US constitutional guarantee of
procedural due process in criminal proceedings are at issue, because the
implications of anticipative criminal investigations for subsequent proceedings
touch upon due process principles and fair trial rights.
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8.3 THE COMMON GROUND OF THE REGULATION OF CRIMINAL
INVESTIGATIONS
When assessing the legitimacy of the regulation of the anticipative criminal
investigation under the rule of law, we are in fact reconsidering the regulatory
choices once made when developing the system of criminal procedural law on
the basis of the synthesis found between both objectives in order to realize both
optimally. To do so, we need to identify the underlying values of the rule of law
that govern the state’s authority in criminal procedural law, which must obtain
protection through the shield aspect of criminal procedural law. State adherence
to the rule of law is intended to protect against an unlimited, absolute state. In
the first Chapter (section 1.4) the notion of respect for human dignity has been
understood as regulating all state power under the rule of law in a manner which
transcends ordinary laws and even Constitutions. It has been explained in what
way this notion of respect for human dignity has also determined the function
and objectives of criminal procedural law (section 1.5). Under the sword
objective of criminal procedural law the state has been attributed the powers to
investigate, prosecute and punish those who have committed a crime and in that
way to contribute to providing citizens with a secure society. The shield
objective of criminal procedural law subjects the system to restraints and checks,
based upon the distrust of a too powerful government, in order to protect citizens
against an arbitrarily operating and unlimited government. Section 1.6.1 has
provided the conclusion that a criminal investigation, because of its connotation
with the procedure of prosecution and punishment, should include the
safeguards in anticipation of the eventual realization of the shield objective in
the criminal process.
The constitutive principles and parameters that will be formulated in this
Chapter are the fundamental basis of the shield objective and, hence, the
common ground of the regulation of any system of criminal investigation.
Criminal investigation powers regulated and used within the borders set by this
‘common ground’ of fundamental rights and principles guarantee that the state’s
institutions operate under the rule of law. These fundamental rights and
principles govern the state authorities in the exercise of their investigative
function and are a guarantee of their integrity with regard to conducting their
task in respect of the human dignity of citizens. The legitimization of the use of
the power attributed to the state agencies responsible for criminal investigation
thus depends on their ability to act within the procedural context of the
constitutive principles and directed by the parameters. The restraints and checks
on governmental power guarantee the individual liberty of citizens, free from
arbitrary authority, in a state that subjects itself to the rule of law.
The adopted ‘thick’ notion of the rule of law has been understood as
subjecting the government to the law (law in the sense of rules meeting the
requirements of formal legality) that imposes restraints, as well as obligations,
on the government in relation to its citizens for the purpose of guaranteeing
respect for human dignity. The constitutive principles and parameters
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underpinning the regulation of anticipative criminal investigations reflect this
restricting and legitimizing aspect of state power under the rule of law.
Restraints on governmental power in order to protect human dignity aim to
promote equality within the law, to exclude arbitrariness and to guarantee respect
for fundamental rights through the protection of the innocent in the criminal
justice system and guaranteeing the fairness of the proceedings. Obligations on
the state following from the basic assumption of respect for human dignity
legitimize the use of power which is necessary to conduct investigative activities
for the purpose of providing security – as a prerequisite for the enjoyment of
liberty – and punishing those that have violated the norms of the criminal law
(as the norms that prohibit violations of the fundamental rights of individuals by
other individuals and the violation of norms considered necessary to maintain
a free and safe society). The powers provided should be proportionate to their
aim. Furthermore, in order to guarantee the integrity and fairness of state
activities – that the state uses its powers for legitimate purposes and within the
borders of the law – accountability, enabled by a certain level of transparency,
is required in order to enable control. Moreover, the legitimacy and integrity of
the activities of the criminal investigating institution are guaranteed by
regulating discretionary areas through the principles of proportionality and
necessity. Lastly, the fairness of the criminal process must be guaranteed in
order to make sure that, ultimately, the guilty will be punished and the innocent
acquitted; that the truth will be established. The fairness of the procedure is
realized by making it possible that also when the procedure resulting in the
imposition of punishment is preceded by an anticipative criminal investigation,
this procedure is followed while observing fair trial rights and due process
principles.
8.3.1 Three Constitutive Principles
It is now possible to formulate and further substantiate three constitutive
principles for the regulation of an anticipative criminal investigation. Some of
these constitutive principles are interrelated and simultaneously promote each
other’s rule of law values. However, all of them also have an independent
constitutive function with regard to the regulation of criminal investigations.
Also, the realization of some of the constitutive principles may boil down to the
same rules. These rules are then founded on multiple constitutive principles,
which give them an even stronger rule of law character. Together the
constitutive principles will provide the baseline to regulate anticipative criminal
investigations.
The regulation of anticipative criminal investigations may, partly depending
on the particular legal tradition, be composed of statutory law, possibly
supplemented by internal guidelines, and case law. In other words: the
regulation shall be in compliance with the rule of law requirement of formal
legality. For the Netherlands, the principle of legality is part of the baseline for
regulation, like it is for any law providing a power for the state to interfere with

528

Chapter 8

individual liberty. However, in the United States, the principle of legality has
obtained a different understanding and does not play a role as a fundamental
principle of criminal procedural law as such. Rather, the concept of substantive
due process may be compared with the principle of legality as they serve the
same goals. Moreover, also the required ‘quality of the law’ under Article 8(2)
ECHR limits the power of the government to interfere with rights and liberties
to a well-defined scope and to a legitimate purpose. Because of the different
approach in the United States and considering that in the Netherlands the
requirements of formal legality are also implied in the conditions following from
the protection of the right to respect for private life,27 legality has not been
adopted as a separate constitutive principle as it does not impose specific
additional requirements on the substantive body of the regulation of anticipative
criminal investigations. Without denying the fundamental status of the principle
of legality in the Netherlands, the requirements following from the principle of
legality and substantive due process28 are in this way absorbed in the right to
respect for private life.
This section will continue to explore the meaning of the following three
constitutive principles: the presumption of innocence, the right to respect for
private life and due process/fair trial. These constitutive principles will be
identified on the basis of a theoretical reflection based on the rule of law
perception underpinned by the right to respect for human dignity and, hence, the
right to individual liberty. In addition, the recognition of certain rights as
fundamental human rights in human rights treaties and national constitutions
will be taken into account as a strong indication of the validity of attributing
these rights the status of constitutive principles in relation to the regulation of
anticipative criminal investigations.
8.3.1.1 The Presumption of Innocence
The presumption of innocence is directly connected to the notion of personal
autonomy, which requires that the government refrains from intermingling with
individual liberty as well as providing the justification for doing so when a
person has (of his/her own free will) transgressed substantive norms. Hence, the
27

28

Compare the manner in which the right to respect for private life (as guaranteed in Article 8 ECHR
and Article 10 of the Dutch Constitution) integrates with the principle of legality (as guaranteed in
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principle of no punishment without guilt also implies a presumption of
innocence and to be free from government interference until guilt has been
established.29
The fundamental presumptio innocentiae is also recognized in various
international treaties, most importantly in Article 14(2) ICCPR, Article 6(2)
ECHR and Article 8(2) ACHR. This presumption is considered to be an element
of the right to a fair trial and can generally be considered as a fundamental
principle of law, as it recognizes the inviolability of human dignity and its
reflection in the government’s use of its power. The presumption of innocence
is in this respect the fundamental notion that has its effect on the elaboration of
criminal procedural law as a whole in the sense that the entire criminal procedure is aimed at establishing the truth by being continuously orientated towards
the possibility that the suspect is innocent until the contrary – his guilt – has
been proven in a court of law.30
The presumption of innocence is primarily understood as an element of the
right to a fair trial, which also follows from its inclusion in the provisions
providing for the right to a fair trial in the ICCPR, ECHR and the ACHR. In
Chapter 2, section 2.1.3.3.1., the meaning of the presumption of innocence as
an element of Article 6 ECHR and its interpretation by the ECrtHR has already
been touched upon.31 It has been explained there that the presumption of
innocence primarily obtains its meaning in the context of the trial proceedings
and then most significantly for evidentiary purposes, thereby imposing the
(legal) burden of proof on the prosecutor and requiring proof ‘beyond a
reasonable doubt’.32
During the investigative stage the presumption implies a right to be treated
as being innocent.33 From that point of view, the presumption of innocence has
a normative effect on the regulation of criminal procedural powers.34 In domestic
legal systems, the presumption of innocence is increasingly elaborated in
procedural guarantees, which depend on the specific procedural phase and on
what level of evidence regarding the guilt of the person involved is present. By
way of an example, compare the phase in which wire-tapping techniques are
used against an individual, the phase in which pre-trial detention is imposed, and
the phase in which a prosecution is initiated. The extent to which the
presumption of innocence must be taken into account increases contemporaneously with the severity of the governmental interference in civil rights in
each phase of the proceedings, which is demonstrated by the level of proof
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Albrecht 2010, 119-120.
Krauβ 1971, 156 and 176.
See in more detail on the presumption of innocence and the relation between (anticipative)
criminal investigation and the presumption of innocence also Hirsch Ballin 2008.
According to Van Sliedregt the presumption of innocence should be understood “first and foremost
[as] a rule of evidence and decision. In addition, it is a limitation on excesses in the preliminary
investigation.” Van Sliedregt 2009, 15.
Ibid., 11.
Keijzer 1987, 243.
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required for imposing the criminal procedural measures of these phases.35 The
presumption of innocence thus implies that one should be subjected as little as
possible to any criminal procedural measures having implications for the
(private) life of the person in question. The use of criminal procedural investigative powers against someone will be experienced to a certain extent as being
a presumption of guilt. In 1764 Cesare Beccaria, inspired by Pietro Verri,36 used
the presumptio innocentiae as an argument for rejecting the use of torture as an
investigative method for establishing the truth (a confession), because using
torture is a punishment imposed before guilt has been established in a court of
law.37 Also the Déclaration des Droits de l’Homme et du Citoyen (1789)
formulates, in its Article 9, the regulation of coercive powers in the criminal
investigation on the basis of the presumption of innocence.38
Although primarily an element of the right to a fair trial that governs the law
of evidence, the presumption of innocence, as a principle of criminal procedural
law, thus has normative implications for the criminal process as a whole. In this
particular meaning the presumption is here identified as a constitutive principle
for regulating the anticipative criminal investigation. As a constitutive principle,
the presumption of innocence is a normative notion that places restraints on the
criminal investigation for the purpose of protecting the innocent without
hindering all use of investigative or coercive powers because guilt has not yet
been proven in a court of law.39 It is important to distinguish the meaning of
guilt and innocence in the trial phase from the meaning of guilt and innocence
in the investigative phase. In the trial phase someone can only be considered
guilty once there is sufficient evidence regarding his guilt to convict him/her in
a court of law (e.g. upon the establishment of proof beyond a reasonable doubt).
All others are innocent. In the investigative phase guilt is understood in the
sense of a suspicion: some evidence regarding the possible involvement of
someone in criminal activities.40 In contrast, everyone who has nothing to do
with criminal activities is innocent. The regulatory impact of the presumption
of innocence is therefore directed at the exclusion of involving innocent persons
in criminal investigative activities, while it aims to include those persons who,
in the procedural sense, are still ‘presumed innocent’.
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Krauβ 1971, 158.
In his ‘Dei delitti e delle Pene’ Beccaria largely reproduced an essay by Verri in which he criticized
torture and pleaded for the presumption of innocence. This essay, published posthumously in 1804,
was used for discussions in the ‘Academia dei Pugni,’ an academic-philosophic club founded by,
inter alia, Verri and Beccaria. See: Verri 1988.
Beccaria 1986, 29-33.
Keijzer 1987.
Stuckenberg 1997, 74 and Keijzer 1987, 243.
Guilt during the investigative phase could also be understood as hypothetical innocence within the
meaning of the presumption of innocence as an element of the right to a fair trial: (any level of)
suspicion requires some evidence of guilt and legitimizes the use of criminal investigative and
coercive powers, which can also be understood as a form of pre-trial punishment considering the
implications for individual liberty whilst, however, in the criminal procedural sense one is still
innocent.
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The rules that are based upon the presumption of innocence as a constitutive
principle are, therefore, capable of promoting equality within the law, excluding
arbitrariness and providing for legitimate interference with the fundamental right
to respect for private life during the criminal investigative phase. The
presumption of innocence is related to promoting equality within the law and
excluding arbitrariness in that the principle reflects that everyone who has not
violated criminal law should not become involved in criminal proceedings and,
vice versa, everyone who transgresses criminal law may expect to become the
subject of criminal proceedings and, as a consequence of the notion of individual autonomy and, hence, the “capacity and fair opportunity to do otherwise”,
lose some of his/her individual liberty.41 This selection, based on a level of guilt
regarding the commission of a criminal offence, aims to exclude any arbitrary
use of criminal investigative powers. In addition, the presence of some
information pointing to the guilt of someone regarding his/her involvement in
a criminal offense is also the necessary legitimization for interfering with the
right to respect for private life.
The constitutive principle of the presumption of innocence thus requires the
establishment of rules providing a threshold that reflects some involvement in
criminal activities (a level of guilt) in order to avoid that the situation where
innocent persons are subjected to criminal investigative activities. Furthermore,
rules should be adopted that aim to reduce the scope of criminal investigative
activities to those against whom a certain level of guilt can be established.
Lastly, the presumption of innocence has a regulatory effect prior to trial in that
suspects are treated as being innocent, for which reason the government should
generally use restraint in the use of investigative powers (see also the parameter
of necessity).42
8.3.1.2 Respect for the Fundamental Right to Private Life
The fundamental right to respect for one’s private life follows directly from the
rule of law requirement that the government shall not enter into the zone of
citizens’ individual liberty.43 The fundamental character of the right to a private
life is also recognized through its inclusion in all human right treaties (most
notably in Article 17 ICCPR, Article 8 ECHR and Article 11 ACHR), the
Constitutions of the Netherlands and the United States (Article 10 Dutch
Constitution and, although limited to the search and seizure context, the Fourth
Amendment of the US Constitution) and Articles 7 and 8 of the EU Charter of
Fundamental Rights). This clearly gives the right a fundamental character and
its status as a constitutive principle to be observed and guaranteed by any state
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Compare: Ashworth 2009, 24-25, Hart 2008, 28-53 and Albrecht 2010, 119-120.
Compare: Van Sliedregt 2009, 13.
Compare: Muller et al. 2007, 19 and 27-30.
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that considers itself as being subject to the rule of law.44 Although the right is
not an absolute right, it limits the government’s activities in the field of criminal
procedural law to certain restrictions requiring a specific well-defined justification for interfering with the privacy rights of citizens.
Because the protection of this human right to respect for one’s private life
underpins the regulation of anticipative criminal investigations, it is required to
deduce the interpretation given to this right, as to its scope and permissible
restrictions, from the case law of the ECrtHR and the US Supreme Court. On
that basis, the precise impact of this constitutive principle will be determined.
The right to private life is not an absolute right: restrictions are permitted, for
instance in the context of the criminal justice system. As a constitutive principle,
this right aims to protect citizens against arbitrary interferences with their private
lives, imposing restraints on the power of the government to conduct criminal
investigative activities.45 For the interpretation and scope of the right to respect
for one’s private life under Article 8 ECHR and the US Constitution’s Fourth
Amendment, reference can be made to the extensive explanation provided on
Article 8 ECHR (Chapter 2, sections 2.1.3.2.1 and 2.3.2.1.1) and on the Fourth
Amendment (Chapter 5, sections 5.1.4.1 and 5.3.2.1).
As a constitutive principle, the right to respect for one’s privacy affects
different aspects of a regulation of the criminal investigation. Firstly, the rules
that follow from this constitutive principle concern the legitimization of investigative activities that interfere with the right to respect for one’s private life and
the observance of privacy rights during investigative activities (and thus apart
from their legitimization). Hence, rules reflecting a threshold on which basis the
use of investigative powers is permitted also serve the realization of this constitutive principle. These rules should reflect the justification for the governmental
agency to interfere with one’s private life, relating the information providing the
grounds for the interference with the purpose of using the investigative method.46
Secondly, the protection of data concerns another aspect of the right to
respect for one’s private life, which governs the process of the investigation
once the investigation has been legitimately initiated.47 Especially the storage
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The implication of the fundamental right to respect for one’s private life for the regulation of
criminal investigations has also clearly followed from the analysis of the traditional regulation of
the criminal investigation in the Netherlands and the United States. It may even be considered as
the constitutive principle having the most significant limiting consequences for the government’s
criminal investigative authority.
Compare: Sottiaux 2008, 266.
This implies a purpose limitation: interference with the right to respect one’s private life is limited
to the clarification of the information establishing the grounds that legitimize the interference.
Compare: Muller et al. 2007, 76.
As recognized by the ECrtHR as being implied in Article 8 ECHR: ECHR 16 February 2000, App.
no. 27798/95 (Amann v. Switzerland), para. 65 and ECHR 4 May 2000, App. no. 28341/95 (Rotaru
v. Romania), para. 43. Compare also Article 8 of the Charter of Fundamental Rights of the European
Union (inspired by the German Constitutional right to ‘informationnelle Selbstbestimmung’, based
upon Articles 1 and 2 Grundgesetz), explicitly guaranteeing also the right to the protection of one’s
personal data. The manner in which personal data require protection when voluntarily transferred
to ‘third parties’, such as banks or libraries, is perceived very differently in the United States and in
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and sharing of information impinges on the right to data protection, which falls
beyond the scope of this book focusing on the legitimacy of the gathering
process. Hence, without going into the whole range of protective conditions
following from the right to informational privacy and which is included in
regulations concerning the protection of personal data that are applicable to any
government system storing personal data, the gathering of data in the particular
context of criminal proceedings does impose some specific additional requirements. For this reason, the protection of privacy regarding the storage of data on
behalf of the government will not be dealt with.48 Instead, the right to data
protection in relation to the legitimacy of the criminal justice system is only
relevant as to the realization of the right to habeas data, which also concerns an
aspect of parameter accountability (see section 8.3.1.4 on parameter accountability).
Lastly and also touching upon the constitutive principle of accountability,
any governmental activities that interfere with the right to respect for one’s
private life shall be subject to supervision. Establishing a system of control and
accountability as to the legitimacy of interfering with privacy rights concerns an
important check on the integrity and fairness of state actions with regard to the
carrying out of its investigative functions.
Hence, the parameter of accountability as to the legitimacy of the interference with the right to privacy in general and the right to habeas data are also
underpinned by the constitutive principle of the right to privacy. The constitutive
principle of the right to privacy itself directly underpins the regulation of the
anticipative criminal investigation, by requiring rules that limit interference with
the right to privacy to a circumscribed justification.
8.3.1.3 Due Process/ Fair Trial49
The information collected within the context of an anticipative criminal
investigation may be used for the purpose of prosecuting and punishing persons
who have violated the criminal law. In order to guarantee that only the guilty are
convicted and punished the procedure aims to establish the material truth, which
is only permissible through a fair procedure. To serve justice in general, the
shield objective of criminal procedural law demands that during the trial
proceedings the rights of the defendant are respected based on his/her fundamental right to human dignity, which results in the creation of a procedure of
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the European Union. See on this: Hirsch Ballin 2012 (forthcoming).
On this subject see e.g. De Busser 2009.
(Procedural) due process here embraces the right to a fair trial (the former concerns the terminology
which is applicable to the US system, the latter to the Dutch system), as both the right to a fair trial
and due process aim to guarantee the fairness of trial proceedings which amounts to different fair
trial rights/due process principles. When, in the text, reference is made to either due process or fair
trial, in both cases this is understood as the fundamental conception of the fairness of the criminal
proceedings. Compare the dissenting opinion of Justice Holmes in Frank v. Mangum, 237 U.S. 309,
35 S.Ct. 582 (1915), 347: “[w]hatever disagreement there may be as to the scope of the phrase ‘due
process of law,’ there can be no doubt that it embraces the fundamental conception of a fair trial.”
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checks and balances for the benefit of the defendant.50 These procedural checks
and balances boil down to principles of due process or fair trial rights.
Due process is a concept with a fundamental character that directly follows
from the protection of individual liberty against the power of the state to
prosecute and punish individuals. Guaranteeing due process provides
fundamental protection for the individual to be precluded from any unlawful and
arbitrary deprivation of his/her individual liberty. Hence, the right to a fair trial/
due process is a basic human right, guaranteed in Article 14 ICCPR,51 Article 6
ECHR,52 Article 8 ACHR and the US Constitution, as a consequence of the
Supreme Court decisions regarding the Fifth and Fourteenth Amendments.53 The
general right to a fair trial has been supplemented by a multitude of specific fair
trial rights that apply to different aspects of the fairness of the proceedings, such
as, most significantly, the right to legal counsel, the right to habeas corpus, the
right to equality before the law and the courts, the right to a trial by a competent,
independent and impartial tribunal established by law, the right to equality of
arms, the presumption of innocence (as a rule of evidence and proof54) and the
right to call and examine witnesses.55 Not all of these fair trial rights are relevant
for the regulation of anticipative criminal investigations within the scope of this
project, considering that the majority apply to the trial phase and/or do not relate
to information-gathering activities in the trial phase. The implications of the
constitutive principle of due process for the regulation of the anticipative
criminal investigation are limited to the consequences of introducing information collected within the context of an anticipative criminal investigation to
criminal proceedings for the purpose of prosecution. In order to guarantee the
fairness of the trial proceedings it is important that the introduction of
information that originates from the anticipative criminal investigation (with its
– by now – well-known characteristics) does not undermine the adversarial
character of the proceedings and the equality of arms. To facilitate adversarial
proceedings and equality of arms, as due process guarantees,56 the defendant has

50
51
52
53
54
55
56

Pati 2009, 2-3.
The Commission on Human Rights has even proposed to include the right to the fair trial as a nonderogable right in Article 4(2) of the ICCPR. Pati 2009, 31.
See Chapter 2, section 2.1.2.4.
The Supreme Court has, on the basis of the Fifth and Fourteenth Amendments, developed a
concept of constitutional procedural due process, composed of different due process principles
which are applicable to trial proceedings. See in more detail Chapter 5, section 5.1.4.2.
See, for the distinction between the presumption of innocence as a constitutive principle and as an
element to the right to a fair trial, section 8.3.1.1 and Chapter 2, section 2.1.3.3.1.
For a complete overview of fair trial rights see Pati 2009, 35-37.
The ECrtHR defines the right to a fair trial by referring to the principle of equality of arms (“each
party must be afforded a reasonable opportunity to present his case under conditions that do not
place him at a disadvantage vis-à-vis his opponent”) and the right to adversarial proceedings (“both
prosecution and defense must be given the opportunity to have knowledge of and comment on the
observations filed and the evidence adduced by the other party”), without clearly distinguishing
them. Trechsel 2005, 85, 90 and 96. See e.g.: ECHR 28 August 1991, App. no. 11170/84; 12876/87;
13468/87 (Brandstetter v. Austria), para. 66 and ECHR 16 February 2000, App. no. 28901/95 (Rowe
and Davis v. UK), para. 60. In Goldberg v. Kelly (1970) the US Supreme Court interpreted the due
process clause of the Fifth and Fourteenth Amendments as containing several specific and “rudimen-
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the right to the disclosure of evidence. The influence of due process as a
constitutive principle is thus limited to the inclusion of rules that concern the
disclosure of evidence in order to facilitate the fairness of the trial proceedings,
which is closely related to the concept of internal transparency. The assessment
regarding the fairness of prosecution and punishment proceedings in this study
will thus not go further than the specific aspect of due process that covers
control over the legitimacy of anticipative criminal investigative activities by
which evidence has been collected.
The rules to be included in the regulation of anticipative criminal investigations that are based upon the constitutive principle of due process should then
concern the formulation of conditions that cover the use of information collected
in the context of an anticipative criminal investigation as evidence. These rules
shall reflect the relation between secrecy during the process of collection and the
need to eventually achieve, after the covert investigative phase, transparency in
the criminal procedure. For this purpose, it should be taken into account that the
right to a fair trial/due process is an absolute right, but the specific methods by
which to achieve fairness may vary. Hence, the exercise of specific defense
rights may be subjected to certain restrictive conditions, but these restrictive
conditions cannot be simply the product of balancing the interest of the accused
against the interest of the state to keep certain information shielded. Instead,
restrictions on defense rights should be strictly necessary and be counterbalanced by procedural mechanisms in order to guarantee the fairness of the
proceedings as a whole.57 Due process/fair trial concerns a flexible concept
which can be realized through a structured approach, as long as the essence of
due process/fairness is guaranteed.58 The rules to be adopted in the regulation of
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tary” due process rights, including (among others): the “opportunity to be heard”; “a hearing (...) at
a meaningful time and in a meaningful manner”; an “effective opportunity to defend by confronting
any adverse witnesses and by presenting his own arguments and evidence orally”; “an opportunity
to confront and cross-examine adverse witnesses”; and the disclosure of the “evidence used to prove
the Government’s case” to the individual who has been injured by the governmental action. See
Goldberg v. Kelly, 397 U.S. 254, 90 S.Ct. 1011 (1970), 267-270. As follows from the content of
these rights, they aim to guarantee equality, which underpins the fairness of the adversarial process
as the process upon which the US criminal justice system is based. Pati 2009, 213. Hence, in the text
a more general formulation derived from the ECrtHR is chosen rather than enlisting specific due
process requirements applicable to one particular legal system. The right to disclosure, the specific
right which is relevant to the assessment in this project, is in both the ECHR and in US jurisdiction
understood as a specific fundamental right derived from the right to a fair trial/due process.
Compare: ECHR 16 February 2000, App. no. 28901/95 (Rowe and Davis v. The United Kingdom),
para. 61. Ashworth 2007, 214-216.
Ashworth 2007, 216-217. Compare also Sottiaux, citing US Justice Frankfurter: “[Due process],
unlike some legal rules, is not a technical conception with a fixed content unrelated to time, place
and circumstances. Expressing as it does in its ultimate analysis, respect enforced by law for that
feeling of just treatment which has been evolved through centuries of Anglo-American constitutional history and civilization, ‘due process’ cannot be imprisoned within the treacherous limits of
any formula. (...) Due process is not a mechanical instrument. It is not a yardstick. It is a process. It
is a delicate process of adjustment inescapably involving the exercise of judgment by those whom
the Constitution entrusted with the unfolding of the process” (original source: Joint Anti-Fascist
Refugee Committee v. McGrath, 341 U.S. 123, 71 S.Ct. 624 (1951), concurring opinion of Justice
Frankfurter at 162-163). Sottiaux 2008, 331.
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anticipative criminal investigations should concern such a structured approach,
aiming to facilitate control over the legitimacy of the manner in which the
information has been obtained and over the reliability of the information as
evidence in order to guarantee the fairness of the process as a whole and
reflecting the essence of the due process/fair trial right of disclosure.
8.3.2 Three Parameters
The parameters to be realized in the regulation of criminal investigations, as
fundamental principles of criminal procedural law, cover the institutional
framework of criminal justice in action, which is based upon the idea that not
only the procedure to be followed by the institutions is underpinned by the
fundamental right to respect for human dignity, but also the manner in which the
government pursuit of its substantive goals within the context of this procedure
is underpinned by the right to respect for human dignity. This requires the
subjection of the conduct of state institutions within the framework of
constitutive principles to parameters that concern the legitimacy of their conduct
within the criminal justice system and the integrity of their actions. Because the
parameters are also directly derived, as will be explained, from the right to
respect for human dignity, the observance and/or realization of the parameters
is a permanent, non-derogable, requirement for the legitimate regulation of
anticipative criminal investigations. They are to be used in order to guide the
institutions in the discretionary area within the boundaries of the constitutive
principles and impose limits on the use of arguments in the flexible area of the
law (as dealt with in section 8.4).
The parameters can be directly related to the adopted understanding of the
role of the state in criminal law, as established in Chapter 1: they address the
government in a positive and negative sense in their realization of substantive
(positive) goals (including the sword aspect of criminal procedure) and in a
restrictive way, protecting citizens against government action (including the
shield aspect of criminal procedural law). The three parameters that will be
identified below – accountability, proportionality and necessity – concern the
standards that the regulation of the anticipative criminal investigation shall meet.
Because the parameters cover the acts of state institutions, the principles show
similarity with principles of good governance, regulating the conduct of state
institutions by aiming, on the one hand, at the realization of their substantive
goals, while at the same time taking into account the interests of the individual.59
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8.3.2.1 Accountability
Accountability is a principle of criminal procedural law60 requiring that governmental actors account for the manner in which they use their powers and the
legitimacy of the choices made when pursuing their substantive goals.
Accountability as a principle governing state action is essential for realizing
respect for human dignity in a democracy, as it requires the government to
provide reasons that justify any interference with individual liberty. Accountability is closely related to the transparency of the criminal justice system, as
transparency (both internally and externally) is a condition for accountability,
enabling control over the government’s activities and enabling citizens to call
the government to account.61
Accountability is adopted as a parameter, as (an anticipative) criminal
investigation concerns a far-reaching power of the government that interferes
with fundamental rights, which requires accountability towards the persons
affected and towards society in general as to the use of the powers in observance
of the constitutive principles and the other parameters. Accountability for
criminal investigative activities shall in the first place be realized within the
context of criminal proceedings, under the scrutiny of the judiciary. In addition,
political control mechanisms can be established when the context of criminal
proceedings is inapt. Control over anticipative criminal investigative activities,
also when these activities do not result in a criminal prosecution, is an important
guarantee with regard to the integrity of the state agencies involved. The
possibility to hold the government to account when it has acted outside the
confines of the law concerns an important check on the integrity of the state
agency responsible for the anticipative criminal investigation and on the fairness
of possible criminal proceedings. For this reason, access to a judge when
someone’s individual liberties have been violated is considered to be a
fundamental right and a basic element of the rule of law.62 Moreover, the
persons affected and the public at large shall have the possibility to assess and
challenge the legitimacy and integrity of the government’s investigative efforts,
which requires transparency regarding the application of rules that legitimize
investigative activities interfering with the fundamental right to privacy.63
To realize this, accountability rules shall be adopted which are applicable to
all aspects of the anticipative criminal process and which establish control and
realize accountability, through requiring (internal and external) transparency.
However, especially in the context of an anticipative criminal investigation
60
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Finn identified ‘review’ as a constitutive principle. This affirms the rule of law status of the
comparable principle of ‘accountability’. I consider accountability, however, not as a constitutive
principle but as a parameter, because of the distinction between principles touching upon procedure
and those touching upon institutions. Finn 1991, 36.
Brants and Van Lent 2001, 75, Brants et al. 2001, 8 and Borgers 2003.
As recognized by the US Supreme Court in Marbury v. Madison, 1 Cranch 137, 2 L.Ed.60 (1803),
as guaranteed by Article 13 ECHR (effective remedy) and by Article 2(2) and (3) (effective,
judicial remedy) ICCPR.
Finn 1991, 37.
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secrecy is often warranted. Hence, accountability will need to be realized while
avoiding excessive transparency requirements as they might prevent the
government from effectively protecting national security.64 For this purpose it
should be taken into account that the realization of accountability is an absolute
requirement, whereas transparency is not. Transparency is an instrument for
realizing accountability and is thus not a fundamental principle following from
the right to respect for human dignity.65 Hence different procedural mechanisms,
within and outside the context of criminal proceedings, may be adopted, the
combination of which realizes control over state agencies conducting sound and
fair investigative tasks and a reasonable opportunity for citizens affected by the
agencies’ investigative activities that have exceeded the boundaries of their
authority to have a fair remedy. The required level and form of transparency
within these procedural mechanisms is a matter of proportionality, depending
on a balance of interests between secrecy and the interests served by
transparency. Nevertheless, in their coherence these mechanisms must achieve
accountability. Moreover, as will also follow in section 8.5, accountability and
the constitutive principle of due process are closely related. In fact, the
proportionality of mechanisms for realizing accountability (through establishing
control over the basis of a certain level of transparency) is framed by the
constitutive principle of due process and by the parameter of accountability. The
procedural mechanisms adopted must be able to guarantee a fair procedure for
the accused and must realize accountability for state activities within the context
of the anticipative criminal investigation in the broader sense.
8.3.2.2 Proportionality
Proportionality requires that the ‘harm’ inflicted by using investigative powers
may not exceed the harm which will result from refraining from the
investigative action. In general, proportionality has a very important regulatory
influence on criminal law as the system, as such, does reflect the realization of
the interests of the suspect, society and the victim.66 As a parameter,
proportionality applies to two levels: within the framework of regulating
anticipative criminal investigations on a case-by-case basis where the law
provides for discretion; and on the level of regulation itself, which guides the
determination of regulatory rules in the flexible area of the law above the
foundation of the regulation following from the constitutive principles.67
In its first meaning, the fundamental principle of proportionality gives further
mandatory guidance to the criminal investigative activities of state institutions
where they have discretionary power within the framework of the constitutive
principles. Some level of discretion is necessary in order to provide state
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(Anonymous) Note 2008A, 1556.
Ibid., 1557-1558.
Rozemond 2006, 161.
See also Corstens 2008, 77.
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institutions with sufficient flexibility in conducting their investigative tasks so
as to deal with individual, differing cases. To ensure the integrity of the state’s
authority where it has discretionary power, it should be subjected to the
principle of proportionality, which is then also a factor to be taken into
consideration by those who exercise control, most importantly the judge, over
the investigative activities of the state.
Secondly, the regulation adopted for anticipative criminal investigations
must be proportionate. Hence, the principle of proportionality imposes important
limits on the use of arguments in the flexible area of the law used to gear
criminal investigative activities towards prevention. It reflects the idea that not
all means are permitted to realize prevention and thus imposes limits, additional
to the limits following from the constitutive principles, on the legislature and the
judge to develop rules for optimizing the prevention of terrorism.
Factors to be taken into account in determining the proportionality of a
certain investigative action concern the specific interests involved (e.g. the
interest of protecting the privacy of the individual versus the interest of
preventing terrorism in a particular case as well as in abstracto on the regulatory
level). In the context of the restrictions on human rights (e.g. in the structure of
the ECHR) proportionality (or a means/ends) assessment is part of the necessity
element. Interferences with the right to respect for one’s private life are, for
instance, only permitted when ‘necessary in a democratic society,’ a requirement
which is met when the restriction is ‘proportionate to a legitimate aim.’68 Nevertheless, proportionality and necessity are here adopted also as separate parameters, because necessity has, especially in the context of criminal procedural
law, an important independent meaning for the criminal justice system
considering its character as an ultimum remedium. In that sense, necessity
applies to the aim, rather than to the means. Furthermore, proportionality is not
limited to an assessment as to whether the means are necessary for achieving the
aim; the means shall also be in proportion to the aim considering the
commensurate interference with privacy and the necessary means shall be
applied proportionately. Lastly, proportionality is closely related to the aim of
specific investigative activities, which implies that in a certain framework
measures may only be proportionate in order to achieve a specific aim, the aim
for which the investigative powers have been attributed. In that sense,
proportionality may imply a purpose limitation.69
8.3.2.3 Necessity
Considering that proportionality implies necessity as to the manner in which
investigative powers are used for a specific goal, the meaning of necessity as a
parameter is limited to the abstract level. The principle reflects the fact that the
state should always have legitimization, in the sense of a legitimate substantive
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See Chapter 2, section 2.3.2.1.1.1. See also De Moor-van Vugt 1994, 242-244.
Compare De Moor-van Vugt 1994, 243 and 259.
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goal, to pursue criminal investigative activities. The government shall not use
powers beyond those that are necessary for fulfilling its investigative task. The
principle of necessity also gives the criminal justice system its character as an
ultimum remedium. The power to impose punishment is the state power with the
most far-reaching consequences for individual liberty and is, therefore, only
permitted if necessary in order to fulfill the state’s substantive goals of providing
the preconditions for the enjoyment of liberty: safety and protection against the
violation of fundamental rights by fellow citizens. When less intrusive means
are conceivable to achieve the substantive goals of the criminal justice system,
these less intrusive means should be chosen, such as civil liability (compare the
principle of subsidiarity). The criminal justice system should thus be used as a
last resort, in order to deal with “seriously wrongful or harmful conduct.”70 With
regard to the regulation of an anticipative criminal investigation, the parameter
of necessity requires rules reflecting the urgency to prove the necessity of either
pursuing functions of a criminal procedural nature or warning functions
regarding threats to national security.
8.4 SEEKING SYNTHESIS IN THE FLEXIBLE AREA OF THE LAW IN THE
LIGHT OF THE CIRCUMSTANCES OF MODERN SOCIETY
Societal and political ideas on the role of the state in guaranteeing a safe society
have changed under the influence of the conceptualization of society as a risk
society, the culture of control and the precautionary principle. The changed role
of criminal law, as an instrument to control risks, may be explained in the light
of these social theories. Also the regulation of anticipative criminal law is
influenced by these societal and political developments. Within the framework
of constitutive principles and parameters just discussed, the law is flexible in
order to be able to adjust to changing societal and political circumstances. The
setting of other ‘preferences’ because of reasoning derived from the indicated
theories may justify adopting an investigative framework that also aims at
prevention.
The search for a synthesis between the sword and shield objectives of
criminal procedural law should, therefore, also include an assessment of this
flexible domain of the law. For this purpose this section will assess two types of
arguments.
Section 8.4.1 will first turn to the arguments that can provide legitimization
for specific choices made on the sword side of an anticipative criminal investigation. The validity of different relevant arguments will be assessed.71 Hence,
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Ashworth 2009, 33.
These arguments should be distinguished from the explanation provided in Chapter 1 on the
international public law domain and the international human rights domain and the theories on the
risk society, the culture of control and the precautionary principle, forming the background of
preventive measures in states, which in some situations have even obliged states to take preventive
measures in order to protect their citizens against terrorism. These developments on the interna-
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these arguments shall be taken into account as to the manner in which the
parameters, possibly deviating from traditional systems of regulation, can be
realized within the context of an anticipative criminal investigation in the
flexible domain ‘above’ the constitutive principles.72
The principle of proportionality (including necessity) has been formulated
as a parameter, in the sense that it permanently regulates, on a case-by-case
basis, the use of investigative powers under the conditions provided in the law.
The meaning of the parameters ‘proportionality’ and ‘necessity’ are, in addition
to this meaning of proportionality, in particular important in the context of
determining the synthesis between shield and sword in the flexible area of the
law and, hence, for the assessment to be made in the current section. Arguments
that may amount to proof of setting preferences in favor of adopting a system
of an anticipative criminal investigation shall be considered as indications as to
the necessity and proportionality of such a system. At the same time, some of
these arguments may provide for counter-indications regarding proportionality
and/or necessity. The interests to be taken into account in observing the
principles of proportionality and necessity further inspire the formulation of
regulatory rules for anticipative criminal investigations as long as absolute rights
are not included in the proportionality or necessity assessment.73
The manner in which the eventual rules for the regulation of anticipative
criminal investigations will be determined in the light of the right to respect for
one’s private life may illustrate the implications of the parameters in the context
of the flexible area of the law and ‘above’ the rules following from the constitutive principles. The right to respect for one’s private life has been formulated
as a constitutive principle, but does not concern an absolute right. Interferences
with the right to respect for one’s private life are permissible under certain
circumstances. The meaning of the right to respect for one’s private life as a
constitutive principle for regulating anticipative criminal investigations comes
down to the requirement of a specific standard provided in law justifying the
interference and the adoption of rules that guarantee respect for one’s private life
during investigative activities. In addition, the minimum rules following from
the constitutive principle of the right to respect for one’s private life can be
further substantiated by balancing the interest of the protection of one’s private
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tional legal level and on the societal/political level justify the efforts of states to adjust their law
and policy for the purpose of combating and preventing terrorism. The arguments that will be dealt
with in section 8.4.1 concern the justification for choosing to enable anticipative criminal investigations through these preventive measures; the validity of arguments that could legitimize the
sword objective of an anticipative criminal investigation, namely pursuing both a preventive
function by anticipating threats and a criminal procedural function by gathering evidence for
prosecution and are therefore part of the examination framework.
Compare: Tsakyrakis 2008. The ECrtHR and continental European States predominantly take the
approach that rights and other interests are formally indistinguishable, for which reason proportionality is the solution to any clash of rights and other interests. Rivers 2006 and Tsakyrakis 2008,
10-12 and 29.
Balancing or applying the principle of proportionality is a legitimate method to develop law or
rules, as long as it does not concern absolute rights. Tsakyrakis 2008, 8.
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life against the sword interests of an anticipative criminal investigation.74
Because the restrictions on the right to respect for one’s private life involve, to
a certain extent, also an assessment (on the regulatory level75) of the proportionality and necessity of the restriction in the light of the legitimate aim to be
pursued, this section will assess different arguments that may or may not be used
in this context.
Secondly, section 8.4.2 will assess, assuming that a validation of the
legitimization of the sword approach chosen by the anticipative criminal investigation can be provided in section 8.4.1, whether blending criminal investigative
functions with intelligence investigative functions is permissible from an
institutional perspective. The assessment of this argument is relevant in order to
determine whether also the parameter of accountability can be achieved when
adopting a proportionate and necessary framework for an anticipative criminal
investigation within the boundaries of the constitutive principles. Furthermore,
the ultimate validity of some of the arguments assessed in section 8.4.1 will
depend on the outcome of the assessment of the fundamental nature and
implications of the traditionally provided institutional separation between the
law enforcement and intelligence communities. Hence, this section will provide
an answer to the first part of the central research question as to whether
prevention can be a legitimate goal of a criminal investigation.
Lastly, section 8.4.3 will provide for an integrated conclusion on the findings
of the second prong of analysis and, on that basis, it will formulate additional
conditions for the regulation of anticipative criminal investigations.
8.4.1 Legitimacy of the Anticipative Criminal Investigation with regard
to the ‘Sword side’
8.4.1.1 The Argument of Necessity or Exigency Justifying ‘Emergency
Powers’ outside the Traditional Legal Framework
Necessity and exigency are interests that since 9/11 have often been raised in
order to justify counterterrorism ‘emergency’ measures at the expense of the
protection of individual liberty.76 In a situation including a more long-standing
74
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Compare the approach adopted to interpret the scope and applicability of the fundamental rights
guaranteed in the ECHR. The balancing approach is recognizable both in the formulation of the
rights in the Convention as well as in the way the ECrtHR determines whether a right protected by
the Convention has been violated. In general the Court determines whether the interference with
the right serves a legitimate aim, whether the interference is necessary in a democratic society and
whether it is proportionate to the legitimate aim pursued. The US approach is slightly different:
courts assess whether a specific reason of public interest is a proportionate limitation on the
exercise of a fundamental right.
Proportionality and necessity shall also further regulate specific investigative action on a case-bycase basis. However, the current section only takes into account the regulatory level. In addition to
the regulation the parameter of proportionality (including necessity) shall always further regulate
state institutions carrying out their investigative activities within the context of regulatory rules.
See section 8.3.2.2.
E.g.: Ackerman 2006, Posner 2006 and Posner and Vermeule 2007.
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state of necessity or exigency, exceptions should be allowed to conventional
restrictions on criminal investigative powers. The necessity to prevent future
terrorist attacks by using all resources to trace potential terrorists is used as a
general exception for new and broader proactive powers to intercept the
planning of a terrorist crime as early as possible. In a situation of necessity or
exigency exceptional actions are justified, because e.g. the protection of national
security invoking the necessity or exigency argument concerns a legitimate goal
for actions which are otherwise prohibited.
In its strongest meaning, the necessity argument is used as an unconditional
free hand for the government to do whatever it considers necessary in order to
avert the threat. According to Carl Schmitt, deciding on the exception is the
exclusive authority of the sovereign. In his view, only the sovereign can and is
entitled to decide on the question whether there is a situation of necessity or
exigency and whether for that reason an exception to the normal legal order
applies.77 Hitler’s Nazi Germany demonstrated the danger of his approach in
attributing unlimited power to the so-called sovereign to set aside the normal
legal order.
Currently, the ‘war on terrorism’ or the ‘ticking time-bomb scenario’ is
frequently used to indicate that a state of exception applies, justifying a deviation from the normal legal order.78 A successful terrorist attack is understood as
the failure of the (traditional) system to prevent that attack, which is then the
justification for acting outside the (traditional) system in order to prevent new
attacks.79 Also Locke acknowledged that the government may depart from the
law in the case of accidents and necessities: “a strict and rigid observation of the
laws may do harm, (...) [for which reason the government must be able to act]
according to discretion, for the public good, without the prescription of law, and
sometimes even against it [...], because also it is impossible to foresee, and so
by laws to provide for, all accidents and necessities that may concern the
public”.80 In line with this reasoning, the government shall thus have the
legitimate power to deviate from existing frameworks in a state of emergency,
when there is also the necessity or exigency to do so.
Decisions on a legitimate deviation from the law on the basis of a state of
emergency shall only be permitted in certain well-defined situations. Acting
outside the traditional system on the basis of necessity or exigency can only be
permitted when there is in fact a necessity or exigency to act for the purpose of

77
78

79

80

Schmitt 2005 (originally published in 1922), 5-15.
For a thorough current analysis of the subject of the state of exception, discussing i.a. Carl
Schmitt’s theories and explaining why using the state of exception involves a danger of transforming democracies in totalitarian states, see Agamben 2005. On that basis, Agamben also rejects
the use of the ‘state of exception’ to justify certain exceptional measures in the fight against
terrorism (e.g. introducing the status of enemy combatants, deprived of legal status).
Compare Thomas Hobbes’ theory, laid down in Leviathan (Hobbes 1998), of the state of nature
leading to a war against all, which can be avoided by a social contract establishing a civil society:
the traditional framework fails to take away the threat and, hence, the agreed upon order ceases and
the state of nature returns and emergency measures are justified.
Locke 1980, 84.
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prevention: the state of emergency must be clear, currently present and
incontestable. This also implies that the measures are necessary and urgent (the
traditional frameworks are inadequate and adopting new ones through a
democratic process is too time-consuming), that the measures may only be used
for the purpose of preventing the (urgent) threat and that the measures shall have
a temporary character.81 The state of emergency and the emergency powers
outside the traditional framework, which are justified because of the state of
emergency, must thus be well delineated in time, scope and purpose. Furthermore, because of that character, the emergency escape must be orientated
towards maintaining the traditional legal order including the full guarantee of
traditional protective elements.82 Terrorism, however, has now become a rather
steady and continuous threat and the measures to combat terrorism have
obtained a permanent character and may sometimes be used also for the
prevention of other crimes or threats to national security. As a consequence, the
measures that have been taken in order to prevent acts of terrorism cannot be
considered as emergency measures, justified by necessity or exigency.
It can be concluded that using necessity or exigency as arguments to justify
emergency measures and to escape from the traditional legal order is limited to
well-delineated states of emergency, typically in times of immediate danger such
as an armed attack. Hence, this argument is invalid as a justification for escaping
from traditional protective elements in the context of an anticipative criminal
investigation in order to control potential (terrorist) threats. An anticipative
criminal investigation cannot be understood as reflecting measures in response
to a state of emergency. The regulation of anticipative criminal investigations
is intended to function on a more permanent basis83 as a safety net around
terrorist threats; to intercept the planning of terrorist crimes by investigating
those who are engaged in such activities, primarily through the gathering of
sufficient information about these activities in order to create a position in which
the government is able to take action when there is sufficient evidence for
prosecution or when immediate action is required to prevent the actual
realization of their plans.
If terrorism is indeed a more continuous threat and the traditional
frameworks are not able to deal with this threat, one could alternatively choose
to add a new framework to the existing frameworks or to adjust the existing
frameworks through a democratically legitimized procedure. The phenomenon
of anticipative criminal investigation could be understood as such a new
framework which is, nevertheless, chiseled into the existing frameworks and is
created through the adaptation of existing frameworks. The justification for
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Compare: Finn 1991, 18.
See in detail: Loof 2005, in particular 690-711.
Although ‘sunset’ provisions are still applicable to some of the USA Patriot Act Provisions, the
main provisions of the Patriot Act that have realized anticipative criminal investigation have
obtained a permanent status. In addition, also the provisions accompanied by a sunset provision
have now been in force for approximately 10 years and will continue to be in force until at least
2015, and cannot, therefore, be understood as emergency powers.
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adapting the existing frameworks in order to create a new framework may be
sought in either providing the government with leeway on an ad hoc basis
within the existing frameworks because of necessity or exigency; in the changed
perception of the role of the government with regard to the prevention of crime,
in particular terrorism; and in the different nature of the terrorist crime to which
the government needs to respond in its investigative activities. The legitimacy
of these arguments for the purpose of adopting a new framework, which differs
from traditional frameworks because it enhances the sword objective of the
criminal investigation while trading in on protective elements, will be dealt with
separately in the next sub-sections.
8.4.1.2 The Argument of Necessity or Exigency Justifying Exceptions to the
Shield Elements within the Traditional Legal Framework
Necessity and exigency (to protect national security) are also used as arguments
to seek not a complete escape, but a different balance within the traditional
framework between sword and shield: the compelling government interest of
dealing with necessity should be balanced against the interest of the protection
of fundamental liberties. Necessity or exigent circumstances can then be considered as a categorical justification for departing from (traditional) fundamental
values and influencing the proportionate balance between sword and shield.
The validity of using the arguments of necessity and exigency as the basis
for finding a different balance between sword and shield can be compared to
already existing exceptions to conventional restrictions on the criminal
investigation, such as the US ‘special needs doctrine’ and ‘exigent circumstances’ as grounds to deviate from conventional Fourth Amendment requirements. The possibilities created in the US Fourth Amendment jurisprudence to
depart from Fourth Amendment protective elements are already institutionalized
exceptions based on arguments of necessity or exigency. Since the attacks of
9/11 a general development is recognizable where arguments of necessity or
exigency are more frequently used in order to deviate from the normally
applicable protective requirements. This popularity of the necessity or exigency
argument is closely related to the development where the government has
obtained greater responsibility to take measures to reduce risks as a consequence
of increased feelings of fear, the conception of society as a risk society in which
the government has been attributed the responsibility to reduce the risks and is
guided by the precautionary principle.84
The advantage of the approach of allowing an escape from protective
requirements because of necessity or exigency could be that this departure from
traditional fundamental protective principles is limited to the specific category
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See Chapter 1, section 1.3. These developments are distinguished from the arguments of necessity
and exigency, because these create ad hoc exceptions to the traditional framework, whereas
arguments derived from theories on the risk society, the culture of control and the precautionary
principle are used as the justification for adopting preventive mechanisms as such.
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in which a deviation is deemed necessary or the ad hoc situation of necessity or
exigency. However, only the government is in a position to invoke the necessity
argument and is thus in the position to create more leeway for itself in its
investigative actions in order to avert the threat. This involves the risk that the
government will rely on necessity arguments too often in order to escape from
protective restraints. The prevention of terrorism or the protection of national
security may then become the denominators for categorical exceptions to
protective requirements. Moreover, the government will always be granted this
leeway as the argument not only has great rhetorical value but will usually also
be uncontrollable, based on ad hoc risk assessments or on classified information.
And, because the argument of necessity then applies in the context of the
prevention of future harm, such as future terrorist attacks, based upon the
‘unknown’, it is difficult to determine beforehand the actual necessity or
exigency for which enhanced investigative powers are sought in order to prevent
terrorist crime.85 Creating an adjusted framework of anticipative criminal
investigation in order to give the investigative agencies the necessary sufficient
leeway to prevent terrorist crimes would be such a categorical exception to the
normally applicable protective requirements. Necessity and exigency can,
therefore, also not in themselves serve as arguments within the traditional
frameworks, justifying categorical exceptions to protective requirements in order
to provide more leeway to respond to terrorism threats.
Nevertheless, on an incidental basis, necessity and exigency may continue
to be valid reasons for an ad hoc departure from protective principles, such as,
for example, in the case of an immediate danger to persons. Furthermore, the
argument of necessity or exigency may never be used to escape from the
constitutive principles, as that would contravene the goal of subjecting
governmental action to such principles, namely providing for restraint in
governmental action. Hence, necessity may never trump the restraints that
reflect the government’s adherence to the rule of law, as that would create a
government area with no limits and would thus violate the rule of law.86
8.4.1.3 The Argument of the Specific Nature of Terrorist Crimes
Acts of terrorism can be considered as threats to national security as well as
criminal offences, for which reason terrorism can be dealt with from both a law
enforcement framework and an intelligence framework.87 At the same time
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See also Loof 2005, 235-236.
Compare: Crocker 2008, 223.
In addition, the military framework may aim, by using “lethal force”, to “subdue and control”
terrorism. The military framework has been a serious and significant approach as part of the “war
on terror”, declared by President Bush in reaction to the terrorist attacks of 9/11. In general the
military framework – constrained by the law of armed conflict – is applicable because terrorism is
considered to be an illegal form of warfare (and the terrorist is considered to be an illegal enemy
combatant) or because a state may use the military framework as a form of self-defense against a
terrorist attack. See further on the military framework: McCormack 2007, 35 and 44-47.
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terrorist crimes cannot be dealt with exclusively from either framework. The
natural distinction between punishing criminal behavior (law enforcement) and
national security (foreign intelligence policy) seems unsuitable for dealing with
terrorism, for which reason it is a phenomenon to be dealt with from both
frameworks.88 The development of anticipative criminal investigations, adopting
characteristics of both the criminal law framework and the intelligence
framework, can, therefore, very well be explained from the specific nature of
terrorism. Hence, the suitability of an anticipative criminal investigation for
confronting terrorism, which can be understood as a hybrid framework, may be
assessed on the basis of the nature of acts of terrorism. This section will continue
to elaborate on the suitability and validity of using the nature of terrorism as an
argument for creating anticipative criminal investigations.
To date, there is no universally applicable definition of or any agreement on
the definition of terrorism. Nation states have adopted different definitions of
terrorism in their penal codes and in the international legal context an internationally agreed upon definition, despite efforts by the UN Security Council,
is also lacking. Nevertheless, leading academic studies into terrorism have
provided definitions in which some common elements can be identified.
According to Bassiouni, terrorism can be defined as “a strategy of violence
designed to instill terror in a segment of a population or society in order to
achieve a power outcome, propagandize a cause, or inflict harm for a vengeful
purpose.”89 Hoffman defines terrorism as “the deliberate creation and exploitation
of fear through violence or the threat of violence in the pursuit of political
change.”90 And Saul formulates the following identifying elements: “(1) [a]ny
serious, violent, criminal act intended to cause death or serious bodily injury, or
to endanger life, including by acts against property; (2) where committed outside
an armed conflict; (3) for a political ideological, religious, or ethnic purpose;
and (4) where intended to create extreme fear in a person, group, or the general
public, and: (a) seriously intimidate a population or part of a population, or (b)
unduly compel a government or an international organization to do or to abstain
from doing any act.”91
Common elements in all definitions are that an act of terrorism concerns an
act of a criminal nature ((a strategy of) violence, threat of violence, violent
criminal act) and that this act has a specific motive of an ideological nature. This
latter characteristic distinguishes terrorism from other criminal acts. Although
the violent act may be similar, the motive for committing the criminal act is
different. In the context of organized crime, the criminal act is generally
committed in order to obtain material gain. Isolated criminal acts of a similar
character usually also have a personal motivation; it may be personal material
gain, directed against the victim for other (egocentric) personal motives or be a
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Martin 2002, 5.
In: Bassiouni 2002, 84 and Bassiouni 2008, 233.
Hoffman 2006, 40.
Saul 2006, 65-66.
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consequence of psychological or psychiatric circumstances. Terrorists, however,
believe they are serving a higher ‘good cause’ by committing their criminal
acts.92
Moreover, the organized context in which the modern terrorist group
operates differs from criminal organizations. The organizational structure of the
terrorist group is generally not very easily recognizable as terrorists tend to
operate in “phantom cell networks”, “autonomous cells” or as lone wolves.
Terrorist groups follow a more nodded structure, organized in a “looser, flatter
and linear” fashion than criminal organizations and the lone wolves are affiliated
to terrorist organizations simply because their ideological inspiration is drawn
from terrorist organizations such as al Qaeda or, as recently seen in Norway,
from right-wing xenophobic extremism.93 Similar to most manifestations of
organized crime, terrorist groups often operate transnationally and are not
usually located within one country. This characteristic complicates the investigation of the terrorist group. Lastly, terrorism is not only a form of crime, but,
considering that the target of a terrorist attack is randomly selected and, therefore, many innocent citizens may fall victim, is also understood as a serious and
diffuse threat to national security, and, therefore, a concern for the intelligence
community.94 This is also a characteristic which is not typically shared by
‘organized crime’ and ‘ordinary crime’.
Clearly, there are significant differences between terrorist crimes and
ordinary or even organized crime, which also influence the manner of investigation. The criminal investigation is traditionally designed on the basis of the
assumption that there is one suspect who has committed one or some criminal
offenses and the criminal process should be geared towards apprehending,
prosecuting and punishing that individual. Today’s law of criminal procedure
is still largely, and at its core, based upon this assumption of criminality,
although adaptations have been made to gear it more towards modern
circumstances. The law is part of a dynamic society and should be able to adapt
to differing societal circumstances.95 It has proved to be able to do so in response
to organized crime. Today, society is again confronted with a relatively new
type of criminality: terrorism,96 which makes adjustments in investigative
practice necessary. Because of the complex and vague organizational structure
of terrorist groups, any investigation often results in new leads about different
‘radicalized’ people, without proof of any direct nexus with the planning of a
particular terrorist crime as the focus of a specific investigation. However, the
investigation of these other people may result in new leads. As a consequence,
the investigation of terrorism obtains the character of being intelligence-led.
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Compare Hoffman 2006, 36-40.
Hoffman 2006, 38-39.
McCormack 2010, 17.
Groenhuijsen 1991, 44-45 and 47.
Although terrorism is a phenomenon of all ages, the character of contemporary (international)
terrorism, as described above, is different and relatively new.
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In addition, because of the randomly selected goals of the terrorist crimes
against innocent victims, preventing the crime is more important than an
adequate reaction after the crime and fulfilling the traditional goals of crime and
punishment.97 The importance of prevention, above prosecution and punishment,
has become evident by the increased call on governments to protect their
citizens against acts of terrorism.98 Also for the purpose of prevention, an
intelligence-led approach aiming at a strong information position is the most
effective way to realize, in the first place, prevention. At the same time, this
character also gives the investigation its secretive nature, as an intelligence-led
investigation can only be successful if the sources and methods, as well as the
information position obtained, can remain confidential.99 Moreover, the investigation of terrorism is typically long-lasting, because of its intelligence-led focus
resulting in the discovery of new indications regarding terrorism, which places
high capacity burdens on law enforcement.100
Adjusting the manner of the investigation to the nature of the criminal
behavior is not a new phenomenon. For example, compare the possibility of
more expedient investigative techniques that can also be applied proactively
since the rise of organized crime, such as Title III in the US and the different
statutory framework for the use of special investigative techniques in organized
crime investigations in the Netherlands. Considering the nature of terrorist
crimes, as described above, their investigation needs to be intelligence-led and
proactive, aiming at prevention.101 Taking into account the interest of keeping
sources and methods secret, also after the closure of the investigative phase,
which contrasts with the notion of internal and external transparency in criminal
procedural law, and the capacity limitation of law enforcement to continue longterm investigative activities without being able to initiate a prosecution, the
manner of investigating acts of terrorism seems to fit the intelligence community
somewhat better. On the other hand, the involvement of the criminal justice
system is required in order to be able to use also coercive methods and,
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Bassiouni 2002, 94.
See Chapter 1, section 1.3.
McCormack 2010, 17.
Ibid., 17. and Van Gestel et al. 2009, 47.
Also the ECrtHR has acknowledged that the state needs to deviate from the traditional investigative
approach in order to effectively counter threats such as “highly sophisticated forms of espionage and
by terrorism”. To do so states “must be able (...) to undertake the secret surveillance of subversive
elements operating within its jurisdiction.” Hence, the nature of the terrorist threats, according to the
ECrtHR, may also be taken into account when assessing the legitimacy of a specific investigative
framework; however, “states may not, in the name of the struggle against espionage and terrorism,
adopt whatever measures they deem appropriate.” (ECHR 6 September 1978, App. no. 5029/71
(Klass and others v. Germany), paras 48 and 49. The distinction between terrorism and ordinary
crime has also been acknowledged in the Malone case, concerning electronic surveillance in the
criminal procedural law context (contrary to the intelligence context of Klass). Judge Pettiti
suggested in his concurring opinion that “there were (...) factors permitting the Court to draw a
distinction between the dangers of a crisis situation caused by terrorism (the Klass case) and the
dangers of ordinary criminality, and hence to consider that two different sets of rules could be
adopted (ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), concurring
opinion Judge Pettiti). Sottiaux 2008, 284-285.
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eventually, to bring the perpetrators of terrorist crimes to justice. This applies
not only to the complete realization of terrorist crimes, but also to the planning
of the ‘bigger’ terrorist crimes, as states have actively criminalized the planning
and preparation of attacks over the past ten years.
It can be concluded that not only the possibility to apply both frameworks to
investigating terrorism but also the necessity to blend the approaches in order
to effectively investigate the diffuse nature102 of terrorism and to answer the
changed societal and political circumstances in which the government bears
responsibility to prevent terrorism and bring the perpetrators to justice, have
been the reason for combining methods and purposes of intelligence and law
enforcement. Consequently, the hybrid investigative framework of an anticipative criminal investigation has been adopted. Hence, from the perspective of
the nature of terrorism, choosing for a new framework that can be typified as a
hybrid investigative framework with intelligence and law enforcement functions
is, as the very least, understandable and may concern a valid argument which
justifies the realization of anticipative criminal investigations. Moreover, the
nature of the criminal behavior has traditionally been understood as a factor to
be taken into account in order to assess the proportionality of investigative
action.103 Where the criminal behavior is more serious and dangerous, a
proportionality assessment is more likely to favor an adequate investigative
action rather than the protection of the personal liberty of the persons involved.
However, creating a hybrid framework can only be justified by the argument
of the nature of terrorist crimes, when combining two investigative purposes into
one framework is also effective compared to the traditional approach (the
subject of the next sub-section) and when the creation of a hybrid system, both
of purpose and of method, is also legitimate, from an institutional perspective,
under the rule of law (the subject of section 8.6.2).
8.4.1.4 The Argument of the Effectiveness of Preventing Harm
An important justification for creating the hybrid framework of an anticipative
criminal investigation, which in its relation to the criminal justice system
deviates from traditional protective elements, would be the effectiveness of this

102 Terrorism constitutes a ‘diffuse risk’ rather than a ‘concrete danger’. Huster and Rudolph 2008, 12.
The authors enumerate the following characteristics of terrorism (corresponding with those
enumerated in the main text): 1) committed in the context of a network that ‘recruits’ terrorists and
thus not individualized crimes; 2) transnational character; 3) the damage resulting from terrorism
is enormous, comparable with mass atrocities; 4) the deterrent effect of prosecution and punishment does not apply to terrorists; 5) the structure of the terrorist threat is not identifiable on the
basis of recognizable networks and is not aimed at identifiable persons or groups, but against
everyone, rendering the character of the threat diffuse. Ibid., 14-15.
103 In the Netherlands as a factor to be considered by determining the proportionality of investigative
action, including the required level of suspicion (see Chapter 2, primarily section 2.3.2.3). In the
United States the nature of the crimes involved may, for instance, justify an exception to the Fourth
Amendment warrant requirement. (See Chapter 5, section 5.3.2.1.2).
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‘new’ approach to prevent harm and to deal with the diffuse nature of terrorist
crimes compared to traditional approaches. This effectiveness covers success in
prevention by the intelligence-led approach of an anticipative criminal investigation in which the functions of law enforcement and intelligence are blended
and the starting of investigative activities on the basis of ‘soft’ information. Both
aspects of effectiveness will be dealt with separately below.
The intelligence-led approach chosen since 9/11 in order to obtain sufficient
information to be able to prevent a terrorist attack has resulted, especially in the
US, in the emergence of many agencies responsible for intelligence gathering
and the collection of an enormous amount of information by all responsible
agencies, which also share the information collected with each other. The
Washington Post has conducted an investigation into the US intelligence world,
revealing its conclusions in July 2010 that ‘top-secret America’ has become “so
large, so unwieldy and so secretive” that is has grown “beyond control”,
producing an enormous amount of information, but lacking the necessary focus
to efficiently prevent harm.104 The failure to prevent the ‘Fort Hood shooting105
and the Christmas-Day attempted bombing106 could not be attributed to the lack
of intelligence present at different agencies (such as information on the
radicalization of the persons involved, on direct links with Yemen al Qaeda
operatives and intended attacks against/or within the US), but had to be ascribed
to the inability to ‘connect the dots’ and getting the crucial information to the
right people in time.107 These incidents may illustrate that the gathering of as
much information as possible is not necessarily the most effective way to realize
prevention. Also in the Netherlands, the different agencies responsible have
faced difficulties in finding the right balance between gathering as much
information on possible threats and turning at the right moment to criminal
investigative action so that capacities are used efficiently and sufficient evidence
is gathered for the prosecution and prevention of terrorist crimes.108
The examples mentioned above concern primarily the effectiveness of the
work of the intelligence community. However, the intelligence agencies should

104 Priest and Arkin 2010.
105 On November 5, 2009 Nidal Malik Hasan, a U.S. Army major and psychiatrist, shot 13 people and
wounded 30 others at the large military base ‘Fort Hood’ in Texas.
106 On December 25th, 2009 a young Nigerian man (Umar Farouk Abdulmutallab) boarded a plane in
Amsterdam, heading for Detroit, aiming to commit a suicide bombing by explosives he had carried
on board in his underwear. A Dutch fellow passenger was able to overpower the suicide bomber
and he prevented a serious explosion immediately before landing in Detroit.
107 See New York Times, Lipton et al. 2010 and The Washington Post, DeYoung and Fletcher 2010.
108 Rapport van de Commissie Bestuurlijke Evaluatie Algemene Inlichtingen- en Veiligheidsdienst
2004, 103-107. Van Gestel et al 2009, 9, 18 and 47 and Rapport van de Commissie evaluatie
antiterrorismebeleid (Rapport Commissie Suyver) 2009, 51-53, 85 and 88. Nevertheless, the latest
evaluation report on counterterrorism measures in the Netherlands has drawn a positive conclusion: counterterrorism measures and the expansion of preventive powers have resulted in increased
cooperation in order to harmonize the response of different responsible institutions, but not in
increased problems as to harmonizing the responses to terrorist threats: Rapport Evaluatie
Antiterrorismemaatregelen 2011, 101 and 102. Nevertheless, in a recent publication the two public
prosecutors for counterterrorism have indicated that as a consequence of cultural differences
optimal cooperation in counterterrorism has not yet been realized: Vermaas 2011.
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typically communicate ‘actionable intelligence’ to law enforcement agencies to
realize the arrest of persons when a terrorist attack is impending. Also the law
enforcement approach is currently very much driven, when it comes to criminal
activities in the category of threats to national security, by the intelligence-led
approach. Moreover, law enforcement agencies are included in sharing strategies
and fulfill their functions not only on the basis of internally-gathered
intelligence, but also on the basis of this shared information originating from the
intelligence agencies. An anticipative criminal investigation includes all these
forms of investigative activity on the basis of intelligence or aimed at the
gathering of intelligence, where there is also a connection with criminal
investigation. In particular, the intelligence-led strategy through cooperation
between intelligence and law enforcement agencies is generally aimed at
obtaining a strong information position, which should enable the law enforcement agencies to turn to the arrest of persons who are preparing/have prepared
a terrorist attack and the subsequent prosecution of these persons. As may be
demonstrated by the mentioned examples within the US, this strategy does not
(yet) seem to be functioning properly, because the right information was not
available to the right persons at the right moment; it seems difficult to produce
‘actionable intelligence’ from the enormous amount of intelligence collected. By
implementing the intelligence-led approach based on sharing and cooperation
between intelligence and law enforcement agencies, the appropriate balance
between gathering as much information as possible and producing actionable
intelligence needs to be found.109 Hence, especially the effective functioning of
anticipative criminal investigations does not seem to be optimally realized,
whereas there is also a general agreement that the set-up of an anticipative
criminal investigation should be (as explained in the previous sub-section) the
best answer to effectively prevent terrorism and – although inferior to
prevention – dealing with those planning a terrorist attack within the criminal
justice system. Efficiency should be understood as the appropriate manner to
realize this purpose of investigative action, which is, for an anticipative criminal
investigation, the intelligence-steered investigation, primarily in order to prevent
terrorist crimes, and secondly in order to collect evidence for the purpose of
prosecution and punishment.110 Improvement can be achieved by working on a
better implementation of the anticipative criminal investigative strategy.111
However, the implementation of what is understood as the most effective
answer to realize prevention and prosecution seems to be obstructed precisely
by the blending of investigative purposes. The blending of investigative
purposes adversely influences the realization of the independent purposes of the
intelligence and law enforcement communities and, because of that, also their
shared intelligence.112

109
110
111
112

Moore 2007, 847-848.
Jackson and Brown 2007, 121.
Compare: Jackson and Brown 2007, 111.
Bassiouni 2002, 94.
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Efficiency with regard to the separate purposes of intelligence and law
enforcement applies to the efficiency of realizing the prevention of national
security threats for the former and collecting evidence for prosecution and
punishment for the latter. Intelligence and law enforcement agencies still operate
primarily for the purpose of adequately realizing their own purpose and not their
shared purpose in the context of anticipative criminal investigations. It is
obvious that the efficiency of intelligence work suffers from the obligation to
share information earlier than before with law enforcement agencies, which
might result in the exposure of their sources or methods. Furthermore, when
prosecutors are able to meddle in the investigative activities of intelligence
agencies in order to safeguard their own interests, this is likely to have an
adverse impact on the effective realization of intelligence goals. Vice versa, it
is difficult for law enforcement agencies confronted with a new goal – the
prevention of crimes – to find the right balance between taking immediate action
to avert threats and to continue investigative activities to collect sufficient
information for the purpose of prosecution. Anticipative criminal investigations,
where intelligence and law enforcement agencies cooperate, are primarily aimed
at prevention and only on a secondary basis at the law enforcement purpose of
gathering evidence.
In addition, law enforcement agencies are now sometimes confronted with
information that is shared with them by intelligence agencies, which they find
difficult to interpret as information on its context, source and how it has been
obtained is lacking. It is difficult to determine whether a criminal investigation
should be commenced and it is uncertain whether the information received can
be used as evidence in a criminal prosecution. Moreover, when law enforcement
agencies implement the intelligence-led strategy, they face capacity problems
as the investigation aimed at gathering general intelligence on threats, rather
than conducting a focused investigation for the purpose of gathering evidence,
is likely to continue for a long period, requiring the use of expensive and
burdensome special investigative techniques. Law enforcement agencies then
face the dilemma whether to continue these long-lasting investigations that
require a large share of their capacity or rather trust in the work of the
intelligence agencies and focus on the investigation of ordinary and organized
crime with more success in efficiently fulfilling, in the short term, their
traditional goal of evidence-gathering for prosecution.
To summarize these findings: the anticipative criminal investigation has been
created on the basis of the assumption that it is the most appropriate manner to
confront terrorism by being primarily focused on the prevention of terrorist
crimes, thereby also making it possible that the persons responsible for
preparing these terrorist attacks are brought to justice. However, because this
requires the blending of traditional separate functions of intelligence and law
enforcement and because intelligence and law enforcement agencies are at the
same time confronted with this new role and eventually bear primary
responsibility for fulfilling their individual traditional purposes, the implementation of the intelligence-led strategy of the anticipative criminal investigation
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faces opposition when it comes to effectiveness. This new and shared
responsibility of also pursuing each other’s interests has been attributed to
traditionally competing agencies, traditionally operating separately and only for
the effective realization of their own purposes, which now need to cooperate in
order to effectively conduct anticipative criminal investigations.113
Here we may notice a clash of two interests. On the one hand, there is the
desire to combine prevention with prosecution and, on the other, effectiveness
should be realized. The cultural distinction between intelligence and law
enforcement, where different agencies are primarily focused on their own
traditional purposes and not on their shared objectives, makes it difficult to
implement anticipative criminal investigations in the most effective manner. In
order to solve this issue the United States and the Netherlands have both chosen
to establish a cooperating structure and/or a coordinating agency (the CT
Infobox and in that context consultations between the participating partners as
well as the National Coordinator for Counterterrorism and, in the United States,
the Joint Terrorism Task Force (JTTF) and the Office of the Director of National
Intelligence), but these agencies have not yet proved to be able to completely
solve the cultural division and to remove the obstacles regarding sharing and
cooperation.114 In addition, when the function of prevention is combined with
evidence-gathering, the shield objective of criminal procedural law automatically also places limitations on the effectiveness of intelligence gathering.
It may be clear that the latter category of limitations on effectiveness cannot be
overcome when it has been chosen to fulfill both the preventive and evidencegathering function and the information collected during the anticipative criminal
investigation is or can be brought into the criminal justice system. However, to
realize the more effective implementation of the intelligence-led strategy
through an anticipative criminal investigation, which is a shared responsibility
of the intelligence and law enforcement communities, the organizations could
improve their effective functioning by a reformulation of their respective
purposes. Except for more effectiveness, a reformulation of the purposes could
also contribute to more effectively realizing the shield objective of criminal
procedural law. Nevertheless, such a reformulation might be understood as a
further blending of the institutionally separated areas of intelligence and law
enforcement. The implementation of this objective would thus depend on the
legitimacy of blending the functions of these traditionally separated institutions,
which will be dealt with in the next sub-section.
The other aspect of the effectiveness of anticipative criminal investigations
concerns the effectiveness of investigative activities through the use of special
investigative techniques, initiated on the basis of ‘soft’ information. An anticipative criminal investigation is also characterized by the possibility to initiate
investigative activity within the law enforcement context on the basis of softer

113 Compare: Bassiouni 2002, 94.
114 Bekke and De Vries 2007, 45-46 and for the current flaws in the cooperation between AIVD and
PPS: Vermaas 2011. See also: Jackson and Brown 2007, 119.
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information than the traditionally required level of evidence establishing a
reasonable suspicion or probable cause. The possible adverse consequences with
regard to effectiveness may be illustrated by the findings of the evaluation report
on the practical implementation of the Dutch legislation allowing for the use of
special investigative techniques on the basis of indications instead of a
reasonable suspicion, in which several closed criminal investigations regarding
terrorist threats have been studied. It appeared that the investigation on the basis
of indications (established by rather soft information) lacked focus and,
therefore, was ineffective compared to the more focused investigation based on
a reasonable suspicion of guilt regarding involvement in criminal activities.
Some of the criminal investigations did not lead to the verification of the starting
information, and therefore the investigation was terminated. Other criminal
investigations initiated on the basis of indications also did not result in more
concrete suspicions or in the enervation of the indications. These investigations
were also discontinued and left to the discretion of the AIVD (or RID), because
of the large capacity burden for the law enforcement agency when these
investigations, without producing more concrete information, are continued.115
It seems that especially investigations that cannot be directed against people
regarding whom concrete suspicions are present, but rather focus on groups of
people in order to find some information that may be the basis for further
actions, may become counter-effective as they lack any focus.116
The foregoing description of the difficulties in making anticipative criminal
investigations as effective as possible demonstrates the tension between the need
to take action when certain information regarding a threat is in the possession
of the government and the commensurate capacity issues and adverse
consequences for the effectiveness of criminal investigations on the basis of
vague information and with a primary focus on the prevention of terrorist
crimes. The formulation of preconditions that realize a focused investigation,
applicable before deciding whether to initiate a law enforcement investigation,
seems advisable to improve effectiveness in the law enforcement context.
When it appears that the parameters of proportionality and necessity cannot
be achieved as a consequence of the lack of efficiency of (parts of the) framework adopted to regulate anticipative criminal investigations, the regulation will
have to be rejected under the rule of law. In that regard it must be acknowledged
that the state cannot guarantee a risk-free society. The role of the state stops
where its investigative activities lack the required focus to be effective and,
therefore, its investigative activities are no longer proportionate and necessary.
In addition to the role of the state in preventing terrorism, people have an
individual responsibility to contribute to a secure society. This individual

115 Van Gestel et al. 2009, 9.
116 Understood by Kate Martin as a “dragnet approach of collecting all information, relevant or not”
versus “focused law enforcement investigation aimed at identifying, surveilling, and arresting
those involved in criminal activity.” Martin 2002, 7.
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responsibility is in particular important where the borders of the state’s responsibility have been reached.
Emphasizing this individual responsibility towards a secure society, lowlevel investigations based on a principle of social solidarity could be
strengthened. This ‘social solidarity’ implies a moral obligation for citizens to
cooperate with their government in its efforts to provide a safe society and
implies a different perception of the government’s responsibility in providing
a safe society.117 The task of the government to ensure safety should then be
distinguished from the criminal investigative task. Whereas for the criminal
investigative task the protection of innocent citizens against becoming involved
in the criminal process is at the forefront, the task of ensuring safety is an
interest of society as a whole, involving a moral obligation for citizens to ‘warn’
in order to contribute to realizing and ensuring the safety of fellow citizens.118
Rather, low-level investigative activities for the purpose of furthering safety are
then an area which is independent of and supplementary to the state functions
of gathering intelligence and enforcing criminal law.
Being able to rely also on the this individual responsibility of citizens with
regard to a secure society, it is possible to initiate focused criminal investigations with the help of intrusive investigative techniques on the basis of more
concrete investigative leads, while also optimizing prevention. In combination
with the reformulation of investigative purposes for anticipative criminal
investigations, the formulation of preconditions for investigation on behalf of
the law enforcement agencies would improve the effectiveness of the use of
expensive special investigative techniques in criminal investigations.
8.4.2 The Fundamental Nature of an Institutional Distinction between
Criminal Investigation and Intelligence Investigation
In the previous section the possible adverse impact on the effectiveness of
blending the functions of intelligence and law enforcement have been addressed.
The issues indicated concerned the effectiveness of realizing the sword objective
of criminal procedural law. However, concerns also arise as to the possibility of
realizing the sword aspect of criminal procedural law, once the functions of
intelligence and law enforcement are blended, and the institutional distinction
between a criminal and an intelligence investigation becomes blurred. Traditionally, the intelligence and law enforcement communities have been distinguished
on an institutional level. This section will assess whether this distinction is of a
fundamental nature, prohibiting the blending of intelligence and law enforcement functions, or whether there is a need to reconcile the characteristics of
intelligence and law enforcement in order to be able to investigate terrorism.
117 An example of strengthening such low-level investigations with the help of the people concerns
the “If You See Something, Say SomethingTM Campaign” launched in the US, intended to create
public awareness of indicators of terrorism and crime. See Progress Report 2011, 14-15.
118 Compare e.g. the obligation to render assistance to someone in distress or the obligation to take out
health insurance in order to be medically treated.
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Traditionally, intelligence and law enforcement have been created as
institutionally separated answers to violence and threats. The one aims to protect
national security by strengthening the information position of the government
regarding threats, making threat assessments and, on that basis, warning the
government. Its effective functioning is based upon a competitive enterprise
with foreign intelligence agencies to obtain the best information position. The
other – law enforcement – aims to collect evidence for the purpose of
prosecuting criminal perpetrators in order to repress crime. Because of this
relation with the punishment of people, the legitimacy of the use of criminal
procedural powers is based on the sufficient protection of the innocent against
being subjected to criminal procedural powers and the design of the system
based on restraints and protection.119
The creation of the framework of anticipative criminal investigations is based
on the assumption that a framework that has characteristics of both can best
confront terrorism (see section 8.4.1.4). However, such an approach breaks with
the clear institutional distinction and separation between law enforcement and
intelligence, which has been created in order to guarantee civil liberties while
at the same time being able to effectively protect national security and has
proven to be an important protection against abuse developed over the years on
the basis of fundamental arguments.120
The separation between intelligence and law enforcement communities has
an institutional nature, because these communities have been established in
order to carry out different state functions. Intelligence, law enforcement and the
military are three different responses to threats and violence, each having its
own specific purpose and, because of that purpose, being subjected to its own
framework of limitations and guarantees to protect rights and the integrity of the
state. The specific goal attributed to the institutions is thus the reason why
intelligence investigations may be initiated when they lack a level of suspicion
against identifiable persons, while such standard is traditionally required for
initiating criminal investigations. Intelligence investigations may also be wider
in scope and be continued for longer periods of time under the veil of secrecy,
whereas law enforcement operates within the strict and transparent confines set
by the law. The difference between the goals attributed to intelligence and law
enforcement is, furthermore, the reason to subject the one only to internal and
parliamentary control, whereas the other is subjected to judicial control.121
Considering that the specific state function attributed to the institution is
decisive for the type of regulation, the institutional separation itself is not of a
fundamental nature. However, the relation between the state function and a
specific set of limitations and guarantees regarding the protection of fundamental rights and accountability does have a fundamental nature.

119 See also: McCormack 2007, 35.
120 Compare: Martin 2002, 5 and McCormack 2007, 35.
121 Compare: Sottiaux 2008, 274.
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An anticipative criminal investigation has adopted the goals of both
intelligence and law enforcement by enhancing cooperation and sharing (in the
Netherlands and in the US), by also attributing a preventive function to law
enforcement agencies (the Netherlands) or also attributing an evidence-gathering
function to the intelligence agencies (US). The new challenge for anticipative
criminal investigations is thus to realize the prevention of crimes through
effective investigation, whereas realizing the shield objective of criminal
procedural law is also anticipated. It is important that when the purposes of
intelligence and law enforcement are blended, also a regulation is adopted that
provides the necessary checks in order to guarantee that the different nature of
the investigative action does not influence the fairness of the procedure resulting
in prosecution and punishment. This regulation should acknowledge the
different nature of the purposes of prevention, prosecution and punishment; they
overlap but also maintain separate identities.122 This may be realized by
including a differentiation of the purposes of investigative action in the
regulation of anticipative criminal investigations, acknowledging the different
character of these purposes. Furthermore, with an eye to guaranteeing the
legitimacy of the criminal justice system, the regulation shall provide for rules
that aim to exclude the involvement of the innocent in the criminal process, that
guarantee the protection of the right to private life during investigative action,
and that guarantee the fairness of the criminal process and the integrity of any
governmental investigative action.
8.4.3 Conclusion
In this section arguments have been discussed in two different categories: the
first category dealt with different arguments that could legitimate anticipative
criminal investigations with regard to the ‘sword aspect’ or, on the contrary,
deprive the sword aspect of an anticipative criminal investigation of any
legitimacy; the second category dealt with the fundamental nature of the
separation of the intelligence and law enforcement communities, coming
together in the phenomenon of the anticipative criminal investigation. As has
also been indicated within the different subsections, the arguments discussed are
often interrelated and can only provide for an integrated conclusion with regard
to the regulation of anticipative criminal investigations. The arguments have
been addressed in order to draw conclusions as to the validity and implications
of the different arguments, which shall then be taken into account when realizing
the three formulated parameters through the rules that shall complete the
regulation of the anticipative criminal investigation, in addition to the rules that
follow from the constitutive principles. The separate conclusions will shortly be
summarized and, subsequently, in section 8.5 will be combined in a pattern of

122 Compare: McCormack 2010, 5. McCormack compares the structure of the different models for
confronting violence (intelligence, war, law enforcement) with the structure of the separation of
powers: overlapping, but maintaining a separate identity.
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regulation for anticipative criminal investigations that can then be recommended.
Necessity and exigency, in the context of measures regarding the investigation
of terrorist activities, cannot function as arguments justifying emergency
powers, thereby justifying action outside the traditional framework without
limitations. The framework of anticipative criminal investigations has not been
created in response to an emergency, but functions on a more permanent basis
as the instrument to prevent terrorist crimes. These arguments are thus inapt in
any assessment of the proportionality or necessity of the regulation of anticipative criminal investigations.
Sub-section 8.4.1.2 has subsequently discussed the use of the arguments of
necessity and exigency within the traditional framework justifying the striking
of a different balance between the necessity or exigency to act and traditional
protective requirements. Also this argument has been qualified as invalid as the
‘prevention of terrorism’ should not obtain the status of a categorical exception
on the basis of an uncontrollable state of necessity/exigency. Necessity and
exigency may continue to function as ad hoc grounds for deviating from
protective elements. Because this deviation then reflects a different balance
within the applicable framework, the deviation may never result in the setting
aside of constitutive principles. Moreover, these exceptions are only
supplementary to available investigative frameworks and do not influence or
justify the creation of a framework of anticipative criminal investigations.
In section 8.4.1.3 the conclusion has been drawn that the nature of terrorist
crimes differs as regards various aspects from ordinary and organized crime. The
specific nature of terrorist crimes may justify changes to investigative practices.
A hybrid framework that pursues both law enforcement and intelligence
functions seems to be a valid choice on the basis of the nature of the criminal
behavior, which the framework needs to deal with. Moreover, the proportionality assessment involving the interests of expedient investigative action of
the serious and potentially harmful terrorist crime and the protection of
individual liberty is likely to be decided in favor of investigative action.
Lastly, the effectiveness of anticipative criminal investigations has been
addressed (8.4.1.4), because proven effectiveness may contribute to the
legitimacy of the system. In the first place, this section has provided for the
conclusion that, because we are seeking to both prevent terrorist crimes and
bring the people responsible for planning terrorist crimes to justice a hybrid
framework in which both purposes are pursued seems to be the most effective
approach. However, because anticipative criminal investigations are
implemented by blending traditional purposes of law enforcement and
intelligence agencies, whereas these agencies have traditionally been competing
and have now been attributed the task of pursuing shared purposes, the effective
implementation of anticipative criminal investigations is being hindered. A
reformulation of the purposes of the relevant agencies may contribute to a more
effective implementation of anticipative criminal investigations. Secondly, law
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enforcement agencies are required to initiate investigative actions for the
primary purpose of prevention on the basis of soft information. These
investigative activities seem to be counterproductive with regard to the
realization of their evidence-gathering function. Conditions which are applicable
to the decision-making process as to whether or not to initiate criminal
investigative activities may be capable of avoiding unfocused and burdensome
investigative activities and realize more effective law enforcement investigations. The absence of such a focus contradicts the necessity and proportionality
of particular investigative possibilities. By not trading in on the preventive
function, low-level investigative actions can be improved, for example, through
the implementation of a renewed vision of the government-citizen relationship
when it comes to the government’s task to provide security, thereby preventing
the endangerment of citizens.
Lastly, section 8.4.2 has assessed how the traditional separation between the
intelligence and law enforcement communities should be interpreted: is the
separation of a fundamental nature or does the combination of purposes not
cross a fundamental line? The conclusions of this section are very important in
order to attach concrete consequences to the conclusions drawn in the preceding
sub-sections that apply to the regulation of anticipative criminal investigations.
It has been explained that the institutional separation itself is not of a
fundamental nature, but is a consequence of the different purposes attributed to
the different communities, each requiring a different regulation providing for
restraints, the protection of rights and procedural checks and balances. The
framework of regulation to which the agencies of either category is subjected
shall concern the fundamental counterbalance attributed to the state function:
protecting national security by warning the government of any risks (prevention)
versus the prosecution and punishment of persons who have transgressed the
norms adopted as criminal law. The blending of the functions of prevention with
prosecution and punishment may not undermine the legitimacy of either state
function, which means that the regulation that counterbalances the function of
prosecution and punishment is the most ponderous. Hence, the regulation of
anticipative criminal investigations should explicitly acknowledge the different
nature of the purposes of prevention and evidence-gathering for prosecution and
punishment and, because the procedure may result in the latter, is not adversely
influenced by the first when it comes to the protection of the innocent, the
protection of the right to respect for one’s private life and the fairness of the
procedure. This requires regulatory provisions regarding the relation between
secrecy and transparency in order to realize accountability, which is necessary
to guarantee the integrity of the investigative action and to prevent abuse.
An integrated conclusion based on the above findings may now be provided.
This integrated conclusion is also the initial answer to the first part of the
research question as it was formulated in Chapter 1, namely if a preventive
function of criminal investigation can be part of a criminal justice system under
the rule of law. This section has demonstrated that the criminal investigation can
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indeed have a preventive function within the criminal justice system under the
rule of law. The confrontation with the diffuse nature of terrorist crimes and the
desire to effectively realize prevention, as well as evidence-gathering for the
purpose of prosecution and punishment, justify the adoption of a hybrid
framework that can be defined as an anticipative criminal investigation. The
next section will complete the answer to the first part of the research question
by formulating the conditions under which a preventive function of criminal
investigation can be part of the criminal justice system under the rule of law. On
the basis of the findings of this section the following intermediate conclusions
may be drawn that should be taken into account when crystallizing these
conditions for regulating anticipative criminal investigations in the next section:
1. Achieving the intended synthesis between sword and shield across the
constitutive principles shall be realized by applying the parameters of
proportionality and necessity, for which purpose the following factors shall
be taken into account: the nature of the criminal behavior and the effectiveness of investigative action in relation to the interference with fundamental
rights.
2. The regulation of anticipative criminal investigations shall be based upon a
relationship between the substantive goal of investigative activities and the
required framework of protective regulation in order to guarantee
accountability for investigative activities.
8.5 THREE PILLARS OF REGULATORY CONDITIONS: LEGITIMIZATION,
INTEGRITY AND FAIRNESS
Building on the previous sections – identifying the problematic issues that have
emerged in the examination of the relation between the current regulation of
anticipative criminal investigations and traditional shield elements of criminal
investigation in the Netherlands and the United States (8.2), articulating the
constitutive principles (8.3.1) and the parameters (8.3.2), and analyzing the
flexible area of the law governing anticipative criminal investigations (8.4) – the
current section will connect these findings in order to crystallize the conditions
that should apply to the regulation of anticipative criminal investigations.
The analysis of the manner in which the regulation of anticipative criminal
investigations deviates from the traditional framework of investigation has
demonstrated, both for the Netherlands and the United States, three main aspects
of the regulation where there are deviations from or even the avoidance of
traditional basic requirements in the criminal investigative context. These
aspects concern the grounds upon which the investigation can be initiated,
control over the fairness of the investigative activities, in particular as to the
relation between investigation and the procedure resulting in prosecution and
punishment, and the procedural safeguards that surround the investigative action
in order to secure minimum interference with individual liberty. The constitutive
principles formulated in section 8.3.1 and the arguments assessed in section 8.4
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in relation to the parameters formulated in 8.3.2 can be connected to one or more
of these aspects of regulation and provide guidance as to how to assess the
identified deviation. On that basis the crucial underpinnings – the architecture
– of a regulation for anticipative criminal investigations can be deduced. These
underpinnings follow directly from the constitutive principles and the
parameters and have been given further substance through using arguments in
the flexible area of the law, also along the parameters of proportionality,
necessity and accountability. On that basis three pillars of protective conditions
can be identified upon which the regulation of anticipative criminal
investigations shall rest: the legitimization, integrity and fairness of the criminal
proceedings. Because the pillars directly follow from the principles (constitutive
principles and parameters) derived from the recognition of the human dignity
and personal autonomy of every human being, these pillars concern the rule of
law underpinnings of the regulation. With the help of human rights law and the
constitutional interpretation of fundamental rights as well as substantiating the
parameters on the basis of the arguments addressed, these pillars can be given
content, providing for the rules that shall regulate anticipative criminal investigations.
Underpinned by the constitutive principles, corroborated by the parameters
and directed by the provided analysis of the arguments in the flexible area of the
law, the rules for the regulation for anticipative criminal investigations will be
further crystallized within the context of each pillar. In fact the conditions to be
formulated, categorized in the three pillars, provide for the building plan of the
architecture. Building a regulation for anticipative criminal investigations on the
basis of the essential coherence between these three pillars will be legitimate
under the rule of law.
8.5.1 Legitimization
The first pillar of regulatory rules is legitimization: the legitimization of the
criminal investigative activities and the use of special investigative techniques.
Legitimization must be understood as the required justification for conducting
criminal investigative activities in general and specifically for the use of special
investigative techniques, which, in particular, have an intrusive character for the
individual liberties of the persons against whom the techniques are applied. The
constitutive principles of the presumption of innocence and the right to respect
for one’s private life are relevant for the formulation of rules regarding the
legitimization.
In the first place, the presumption of innocence prohibits arbitrary criminal
investigative action. Rules legitimizing investigative action should, therefore,
provide specific grounds that justify criminal investigative actions against
someone. The normative influence of the presumption of innocence on
investigative activities has been explained in section 8.3.1 as being different
from the procedural implications of the presumption. During the criminal
investigative phase the presumption of innocence guarantees that the innocent

Regulating the Anticipative Criminal Investigation under the Rule of Law

563

(those who cannot be related to criminal investigative activities) are left alone,
free from investigative activities that interfere with their individual liberty, but
it does permit the use of investigative powers against persons who can be related
to criminal activities, implying a level of guilt. This means that the presumption
of innocence does not forbid the investigating, for example, of radicalized
persons who can be connected to terrorist organizations which are known to
recruit people in order to commit terrorist crimes or radicalized persons who
have expressed an intention to commit terrorist crimes.123 However, the grounds
which legitimize criminal investigative activities should not be formulated too
broadly. If formulated broadly, the scope of the permitted investigative activities
may be too wide and include many persons who cannot be related to (future)
criminal activities. For this reason, the formulated grounds upon which a
criminal investigation can be initiated must be able to reduce the scope of the
investigation so as to provide adequate protection for the innocent, which can
be realized by providing for a threshold that can be met upon a showing of
evidence regarding involvement in criminal activities. A specific nexus between
the persons under investigation and specified criminal offenses is required in
order to afford adequate protection for the innocent.
In the second place, the constitutive principle of the fundamental right to
respect for one’s private life is important in order to determine the justified
threshold legitimizing investigative action. The right to respect for one’s private
life further differentiates the required legitimization of criminal investigative
activities, because this constitutive principle only imposes different standards
on the legitimization when the investigative activity impinges on the right to
respect for one’s private life. Thus, whereas the realization of the constitutive
principle of the presumption of innocence requires a certain legitimization of
any criminal investigative activity, the right to respect for one’s private life sets
additional standards for the use of intrusive investigative techniques. In the
context of anticipative criminal investigations, these techniques typically
concern electronic surveillance techniques. As a consequence, there is a direct
relation between the nature of the investigative technique with commensurate
implications for private life, and the required level and nature of the threshold
that legitimizes the use of the investigative technique.
The relation between the right to respect for private life and the required
legitimization for using investigative powers that intrude upon privacy also
clearly follows from the interpretation given to the protection of the right to
respect for one’s private life by the ECHR and the US Supreme Court in the
criminal investigative context. The ECrtHR requires restrictions on the right to
respect for one’s private life so that it is ‘in accordance with the law’ and that
law should have the quality of providing the individual with adequate protection

123 Whereas prosecution on the basis of one’s thoughts alone is clearly prohibited by general principles of criminal law and by the fundamental right to freedom of expression, the presumption of
innocence does not obstruct the investigation of persons who display behavior that may result in
the commission of serious crimes.
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“against arbitrary interferences with the rights safeguarded by paragraph 1 [of
Article 8 ECHR]”.124 To be in accordance with the law, the law should meet the
test of ‘foreseeability’, which requires the meeting of certain conditions as to the
quality of the law that exclude vagueness and provisions that are open to
different interpretations.125 The foreseeability of the provision is also a
requirement to realize the parameter of accountability: transparency is required
with regard to the grounds upon which the government is entitled to interfere
with citizens’ private lives. The requirements of the quality of the law must be
more stringent when the interference is more serious.126 At the same time the
Court has acknowledged that the ‘foreseeability’ of the law should be interpreted
more leniently in the context of secret surveillance, as it is necessary for
effective surveillance that it is not clear beforehand that the state will engage in
surveillance in a given situation.127 To render a law foreseeable the ECrtHR
requires that it provides for the specific grounds upon which electronic surveillance can be authorized. According to the Court, for the law – that provides for
the power to use electronic surveillance in the criminal procedural law context
– to be of sufficient quality, it must “afford adequate safeguards against various
possible abuses” by “for example, [providing for] the categories of people liable
to have their telephones tapped by judicial order and the nature of the offences
which may give rise to such an order.”128
In US Constitutional law, the relation between a specific ground for investigation and the protection of private life follows directly from the wording of the
Fourth Amendment, (in principle) requiring probable cause before warrants for
searches can be issued, which implies both a relation to specific persons and a
relation to a crime. The first Supreme Court jurisprudence on electronic
surveillance emphasized this relation by determining that “only the most precise
and rigorous standard of probable cause should justify an intrusion of this
sort,”129 which has resulted in the adoption of the probable cause standard in the
statutory regulation of electronic surveillance in Title III. Title III has further

124 See e.g. ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67, and
ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 30/29.
125 See in more detail on the interpretation of Article 8 in the context of criminal investigation Chapter
2, section 2.1.2.1.
126 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 33/32.
127 ECHR 2 August 1984, App. no. 8691/79 (Malone v. The United Kingdom), para. 67.
128 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 35/34. Whereas the Court in the case of Kruslin/Huvig v. France suggests that the law
should provide, as the threshold for investigative actions, a standard defining the categories of
people liable to surveillance and the nature of the offenses which may give rise to surveillance, these
specific requirements have become settled in the vast ECHR jurisprudence by the enumeration of
specific safeguards to be adopted in the law in ECHR 30 July 1998, App. no. 27671/95 (Valenzuela
Contreras v. Spain), including the “categories of people liable to have their telephones tapped by
judicial order and the nature of the offences which could give rise to such order” (see: ‘Case of
Valenzuela Contreras v. Spain’, The International Journal of Human Rights, Volume 3, Issue 1
Spring 1999, 126).
129 Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873 (1967), 69.
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restricted the possibility for using electronic surveillance techniques to the
investigation of certain serious offenses to which the probable cause is related.
In this understanding of the relation between a specific ground for investigative
action and the protection of the right to respect for one’s private life, both in the
context of the ECHR and the US Constitution, the recognition of the constitutive
principles of the presumption of innocence and the right to respect for private
life come together as both recognize individual autonomy. Limiting the use of
special investigative techniques to categories of persons liable to be subjected
to electronic surveillance (as the primary method of investigation in an
anticipative criminal investigation) or to persons against whom probable cause
can be established and, in addition, requiring a connection with criminal
offenses, implicates a showing of evidence regarding the involvement of persons
in criminal activities. In addition, the right to respect for one’s private life
requires the law to be more stringent once the intrusion into private life
increases. Hence, the initial conclusion can be drawn that the threshold
legitimizing the use of criminal investigative powers, underpinned by the
presumption of innocence and the right to respect for one’s private life, shall
concern a standard that restricts the use, firstly, to (a group of) persons against
whom a level of suspicion can be established and, secondly, to activities that can
be related to criminal offenses.
The rules that reflect the required legitimization of anticipative criminal
activities shall be further substantiated by subjecting their formulation to the
parameter of the principle of necessity. The principle of necessity has specific
consequences for the legitimization of criminal investigative action in
comparison to intelligence investigative action. The criminal justice system has
the goal of prosecuting and punishing the perpetrators of crimes, which amounts
to a criminal justice system in which state institutions have been attributed the
most far-reaching powers when it comes to interference with individual liberty.
Under the applicability of the principle of necessity, the criminal justice system
has, therefore, traditionally obtained the character of an ultimum remedium. For
this reason, the law enforcement system is traditionally subjected to more rigid
restraints than the intelligence community. However, the perception of the
ultimum remedium character of the criminal justice system has changed, because
the criminal justice system, according to the current view, is not only considered
to deal exclusively with apprehending, prosecuting and punishing criminals, but
has also obtained a function in contributing to security, investigating risks and
preventing their realization. This choice may be justified on the basis of the
nature of the terrorist crimes and the effectiveness of the need to deal with these
crimes by combining prevention with evidence-gathering (sections 8.4.1.3 and
8.4.1.4). As has been explained in section 8.4.2, the separation between the law
enforcement community and the intelligence community is based on the relation
between the function of the agency and the required level of protection provided
in the regulatory framework. For this reason, taking into account the now
additional function of the criminal justice system to provide security, criminal
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procedural law is not longer exclusively an ultimum remedium for prosecution
and punishment, but is also necessary for striving for preventive purposes,
considering the nature of the terrorist crimes and considering the necessity to
combine prevention with prosecution and punishment.
The formulated conditions on the basis of the constitutive principles of the
presumption of innocence and the right to respect for one’s private life still
concern rather broad, basic conditions. As the last step to further substantiate
these conditions, the acknowledgment of the distinction between investigating
for the purpose of prevention and for the purpose of prosecuting terrorist (or
national security) crimes, in relation to the required level of protection for the
individual’s right to a private life, shall be taken into account. Hence, in order
to complete the above findings so as to find the justified synthesis regarding
legitimization, the principle of proportionality shall be applied in order to give
further substance to the flexible area of the law, which concerns the area left
undefined after having determined the basic procedural conditions that follow
from the relevant constitutive principles.
Each of the constitutive principles which is relevant has a clear connotation
with the factors that influence the proportionality of the investigative action.
With regard to the level of the standard in order to justify the use of special
investigative techniques, preferences need to be set that either favor the
responsibility of preventing harm by providing a less rigid standard legitimizing
investigative activities or favor the protection of the fundamental right to private
life. Whether preference may be given to the prevention of harm depends on the
necessity of the need to use criminal investigation for that purpose. This
necessity can be derived from the assessment of the nature of terrorism and the
effectiveness of specific investigative action for the purpose of prevention.
Because the criminal justice system is primarily orientated towards prosecution
and punishment and also the preventive function of criminal procedural law is
connected to this purpose, the criminal investigation should still be distinguished
from mere intelligence work, which requires a strict application of the principle
of necessity concerning the necessity of using a specific criminal investigative
technique for preventive purposes. This section will continue to address these
arguments in order to determine the sought after preferences in the flexible area
of the law, either in favor of the minimum acceptable legitimizing standard, on
the basis of the constitutive principles, or in favor of additional protection for the
right to respect for one’s private life.
It has been concluded on the basis of the analysis of the nature of terrorist crimes
that the investigation shall focus on the preparatory acts of terrorist crimes in
order to prevent attacks, that such investigation is complicated by the complex
and vague organizational structure of terrorist groups and that, therefore, the
investigative approach of gathering information about radicalizing persons most
likely provides for leads regarding the actual preparatory acts of terrorist crimes.
Considering that, from the perspective of the nature of the terrorist crime, a
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preventive investigative focus is preferred, a threshold reflecting a reasonable
suspicion of guilt or probable cause regarding a committed crime is unsuitable.
It should be possible to initiate the investigative activities already before crimes
have been committed in order to be able to deal with the diffuse nature of
terrorism. The nature of terrorist crimes is thus an indication that a preference
shall be set in favor of a less stringent standard for using investigative powers,
allowing for a proactive approach that results in the prevention of attacks.
The analysis provided in the previous section regarding the effectiveness of
an intelligence-led investigative approach, combining the goal of prevention
with evidence-gathering and initiating criminal investigative activities on the
basis of soft information, has compounded the fact that these characteristics may
work counterproductively. At the same time, the approach of pursuing both
prevention and evidence-gathering is adopted because of the duty to take
measures to prevent terrorist attacks and to deal with terrorists by bringing them
to justice. An anticipative criminal investigation is adopted as the most effective
answer to meet both demands. In order to enhance effectiveness, it has been
suggested that the investigative purposes should be reformulated and that the
information on the basis of which investigative action is initiated should provide
the investigation with sufficient focus. On the basis of the assessment of the
argument of effectiveness in relation to the principle of necessity, it can be
concluded that the threshold legitimizing criminal investigative action shall limit
the scope of the investigative action to specific persons or groups of persons
who can be related to preparatory activities of a terrorist crime.
Furthermore, the distinction shall be taken into account between the purpose
of the prevention of terrorism, or more in general of protection against threats
to national security, and the purpose of gathering evidence for the prosecution
of terrorist or national security crimes in relation to the required threshold that
can legitimize the investigative activities. It has been provided above that in the
criminal investigative context the presumption of innocence and the right to
respect for one’s private life require at least a threshold reflecting a level of
suspicion relating to specific persons with regard to specified criminal offenses.
The requirements set for the rigidity of the law providing the grounds for
investigation in the context of ordinary crime by means of intrusive special
investigative techniques are comparably strict considering the ECrtHR and
Fourth Amendment jurisprudence.130 However, the ECrtHR and the US Courts
have considered Article 8/the Fourth Amendment to be interpreted less rigidly
in a national security context. With regard to the legitimization of investigative
activities the ECrtHR held that the German standard of the “G 10” legislation
(regulating electronic surveillance for the protection of national security):
“factual indications (tatsächliche Anhaltspunkte) for suspecting a person of
planning, committing or having committed criminal acts punishable under the

130 See particularly ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v.
France and Huvig v. France) and Berger v. New York and Katz, and the adoption of the standards
developed in these cases in the statutory framework of Title III.
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Criminal Code, such as [certain serious crimes against national security]”, as a
ground for using special investigative techniques in order to protect national
security, is sufficiently foreseeable.131 As has been explained in Chapter 4, the
US Foreign Intelligence Surveillance Act, applying a different probable cause
standard to national security investigations than the probable cause standards of
Title III applicable in the context of criminal investigations, has also been held
constitutional under the Fourth Amendment. Whereas the US courts made, prior
to the PATRIOT Act amendments, a clear distinction between the goal of
preventing national security offenses and the goal of prosecuting any criminal
offenses, the ECrtHR seems to distinguish primarily the prevention and
prosecution of national security crimes from the (prevention and) prosecution
of ordinary crime.132
As has been explained in section 8.4.2 there must be a relation between the
specific purpose of the investigative activities and the required level of
protective safeguards. This implies a distinction between regulatory standards
applicable to investigation for the purpose of preventing national security crimes
and those which are applicable to investigation for the purpose of prosecuting
these crimes. When these purposes are combined in one investigative enterprise,
as in the anticipative criminal investigation, the legitimacy of the criminal
justice system depends on the presence of procedural safeguards that guarantee
the fairness of the criminal process and the integrity of the state agencies
responsible for the anticipative criminal investigation and not necessarily on the
basis of the applicability of the most rigid standard traditionally reserved for
criminal investigations.133 This approach seems to correspond with the
distinction laid down by the ECHR between the investigation (for the purpose
of prevention and prosecution) of national security crimes and the investigation
of ordinary crime. This means for the required legitimization of the anticipative
criminal investigation only that it should include a condition limiting the
anticipative criminal investigative framework to the investigation of crimes that
threaten national security, in particular terrorist crimes.
The preceding findings result in the following conclusion: rules providing for
the legitimization of anticipative criminal investigations may concern a
considerably lower standard than those traditionally applicable to criminal
investigations in order to be able to give effect to the investigative goal of
prevention and in order to be able to confront terrorist crimes. However, in order
to realize the constitutive principles of any regulation of criminal investigation,

131 ECHR 6 September 1978, App. no. 5029/71 (Klass and others v. Germany), para. 17.
132 Sottiaux draws this conclusion on the basis of an assessment of the applicability of exceptional
standards in the fight against terrorism for the use of electronic surveillance and the compatibility
of these standards with Article 8 ECHR and the Fourth Amendment. Sottiaux 2008, 294. Nevertheless, the ECHR requires compensation through procedural safeguards (more guarantees as to the
integrity of the investigative action) when the foreseeability of the law is weaker. See on this
subject in more detail the section dealing with the pillar of integrity (section 8.5.2).
133 See section 8.4.2.
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the rules regarding the legitimization of an anticipative criminal investigation
must meet, as a minimum, the following three conditions:
1. the use of investigative powers that results in interference with the right to
respect for one’s private life shall be explicitly legitimized in the law by
providing the grounds, in the form of a threshold, upon which the investigative powers may be used;
2. the threshold shall reduce the investigative activities to identifiable (groups
of) persons;
3. the threshold shall include a standard that reflects the presence of evidence
that provides for a nexus between these (groups of) persons and crimes that
threaten national security.
8.5.2 Integrity
The second pillar of regulatory rules covers the entire process of the anticipative
criminal investigation. The rules categorized under this heading aim to
guarantee that the state institutions, responsible for anticipative criminal investigation, do not abuse their powers. It aims to guarantee that the state institutions
carry out the substantive goals within the confines of the law, in respect of the
presumption of innocence, the right to private life, the principles of necessity
and proportionality and in anticipation of the subsequent realization of a fair
trial. A system of checks and balances shall apply to the authorities when
engaging in anticipative criminal investigations, which covers the interaction
between shield and sword objectives.134 Guaranteeing the integrity of the state
institutions that are responsible for an anticipative criminal investigation by
means of a system of checks and balances concerns a pillar of regulation
rendering the whole system of regulation an integrated body in balance through
the coherence between the three pillars. Integrity covers the following aspects
of the regulation of anticipative criminal investigations: regulating the
discretionary area within the borders of the law, control on abuse of power or on
exceeding the limits following from the principles of proportionality and
necessity and realizing accountability and redress for abuses of power. Each
aspect will be dealt with separately.
8.5.2.1 Minimization Mechanisms
Rules that are intended to guarantee the integrity of the state institutions relate
to the legitimization of the investigative action in order to provide checks on the
discretionary area following from the adopted threshold for investigation. These
checks aim to guarantee that, regardless of the discretion allowed to state

134 Adopting a system of checks and balances is identified by Vervaele as the constitutional dimension
of the regulation of criminal procedural measures, as a third dimension next to the shield and
sword dimension. Here the combination of checks and balances is understood as the measures to
realize the integrity of the investigative agency. Vervaele 2009, 83.
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institutions, they act in respect of the presumption of innocence and in respect
of the right to private life. In the first place, the regulation of anticipative
criminal investigations shall include an explicit rule providing that the investigating agency is subjected to the principle of proportionality in all its activities.
In addition, it is desirable that guidelines are distributed internally in order to
further this proportionality by taking specifically into account the nature of the
crimes that are dealt with, the nature of the investigative techniques in a
particular context and the effectiveness of investigative action. In the second
place, as has been observed in the previous sub-section, a lower threshold for
investigative activities is permissible, but shall be backed up by procedural
mechanisms as additional safeguards on the state’s investigative activities in
accordance with the restriction, granted within the law, on the right to private
life and in accordance with the principles of necessity and proportionality.
In the ECrtHR case law, the Article 8 requirement that restrictions must have
a sufficient ‘quality’ to be foreseeable has been understood as requiring, except
for the grounds justifying a restriction, also the applicability of ‘minimization
procedures’ in order to reduce the interference with private life to the minimum
and to protect against abuse.135 Also in US constitutional law the establishment
of procedural safeguards as a means of an integrity back-up has been considered
as a constitutional requirement in order to meet the reasonableness test under the
Fourth Amendment. In the first place, the Fourth Amendment itself requires the
‘particularity’ of searches. Warrants must describe what places are to be
searched or what conversations are to be intercepted. The requirement of
particularity importantly reduces the scope of the search to what is actually
necessary for the investigation.136 Moreover, the US Courts have considered the
presence of minimization procedures essential for the reasonableness of the
investigation. The adoption of minimization procedures as a procedural safeguard is also a requirement under Title III and FISA. Minimization procedures
are a procedural guarantee in order to make sure that only those communications
which are relevant to the crime under investigation are intercepted and stored
and/or shared (when irrelevant communications have accidentally been
intercepted).137
The adoption and applicability of procedures for the purpose of minimizing
the intrusion on private life to that which is necessary and avoiding the inclusion
of innocent persons in the investigation aim to guarantee the integrity of the
state agency, where the agency has been given discretion. These minimization
mechanisms provide the investigation focus, by limiting the collection of
information to that information which is relevant for the investigation of specific
criminal activity. This reduces the adverse impact on the right to respect for

135 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 35/34.
136 Also the ECrtHR has read a particularity requirement into Article 8 by requiring that a warrant
provides “minimal indications as to the scope of the investigation it authorizes.” Sottiaux 2008,
318.
137 See Chapter 5, section 5.3.2.2.3 and 5.3.2.3.1.
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one’s private life, protects the innocent, limits the criminal investigation to that
which is necessary and enhances effectiveness. In the context of an anticipative
criminal investigation, where the grounds legitimizing the investigative
activities may be comparably weak and, consequently, granting more discretion
to the investigating authorities, the applicability of such minimization
mechanisms limiting the scope of the investigation is especially important. Even
more so when we take into account that the judiciary tends to step back once the
government claims it needs to act for the purpose of protecting national security,
often under the cloak of secrecy. As we have seen in both the Dutch/ECHR
context138 and the US context,139 the judiciary prefers not to second-guess the
government’s claims to national security interests and provides the state with the
desired discretion to act in furtherance of national security interests (or in the
words of the ECrtHR: granting the states a wide margin of appreciation to
decide what measures are necessary for the protection of the national
security140).141 The applicability of minimization mechanisms that are adopted
to safeguard the government’s integrity in their investigative steps are then a
necessary requirement in order not to leave protection against arbitrary and
unnecessary interference with privacy rights a dead-letter.
8.5.2.2 Controlling Mechanisms
The constitutive principle of accountability requires the adoption of control
mechanisms as a check on the integrity of the investigative agencies. These
mechanisms shall extend control in order to determine whether the state agency
acts within the confines of the law. This control should cover adherence to
procedural mechanisms in order to minimize the gathering and storage of
‘surplus information’,142 which concerns an important safeguard against abuse.143
Furthermore, control should be established on the whole procedure of surveillance: from the decision to initiate an anticipative criminal investigation until the
closure of the investigation. The ECrtHR has considered the establishment of
“effective control” as a mandatory requirement in order to review whether the

138 See Chapter 4, section 4.2.3.2 and section 4.3.4.
139 See Chapter 6, section 6.2.2.
140 ECHR 26 March 1987, App. no. 9248/81 (Leander v. Sweden), para. 58-59 and ECHR 8 February
1996, App. no. 18731/91 (John Murray v. The United Kingdom), para. 90. See also: Loof 2005,
256-265.
141 Ramraj 2007, 188-189.
142 Surplus information concerns all information that does not concern the activities under investigation. Sottiaux 2008, 287.
143 See e.g. ECHR 6 September 1978, App. no. 5029/71 (Klass and Others v. Germany), para. 52 and
ECHR 29 June 2006, admissibility decision, App. no. 54934/00 (Weber and Saravia), para. 99-101,
where the Court considered the fact that control was exerted on the scope of the information
collected by the intelligence agency by someone qualified to hold judicial office, as an important
additional safeguard against arbitrary interference with private life, and therefore, as an “adequate
indication as to the circumstances in which and the conditions on which the public authorities were
empowered to resort to monitoring measures, and the scope and manner of exercise of the authorities’ discretion.” Weber and Saravia v. Germany, ibid., para. 101
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restriction on the right to respect for private life is necessary in a democratic
society.144 This effective control should then concern an assessment of the
surveillance procedures as well as realizing a form of accountability when the
state agency has acted outside the law or in violation of the principles of
necessity and proportionality.
The ECrtHR has given a clear preference to prior judicial control where the
interests at stake are particularly pressing, because of the “preventive nature” of
such “objective and impartial” control “to make the necessary assessment of the
various competing interests.”145 For this reason, in Sanoma the Court considered
the absence of a prior judicial review, where the government sought to obtain
information which would require the breaching of the principle that journalistic
sources should be protected, to be an inadequate safeguard to protect against
arbitrary interferences with a Convention right (Article 10).146 In other cases, the
Court, similar to its general method of assessment, has taken into account the
totality of safeguards applicable to a given situation where the state interferes
with the right to respect for one’s private life through investigative activities.147
Whereas in the law enforcement context the Kruslin/Huvig judgments seem to
suggest, although less clearly than in Sanoma, that the measure of effective
control should concern a judicial order,148 in the national security context the
Court has not explicitly required effective control to be exerted by a judicial
body but has considered the establishment of other supervisory bodies to be
sufficient.149 The Court only requires from these supervisory bodies that they
“have sufficient independence to give an objective ruling.”150
In the US a warrant is clearly preferable, considering that it is also one of the
conditions under the Fourth Amendment. In order to nevertheless give effect to
secrecy interests, the specialized FISA Court operating in camera and ex parte
is attributed the task of asserting prior judicial control on the use of FISA
investigative powers in national security investigations, whereas in the law
enforcement context a magistrate is responsible for the authorization of search
warrants, including surveillance. Despite this preference for prior judicial

144 The Court does not focus on the necessity of the restriction on the right to private life, but on the
question whether an ‘adequate and effective guarantee against abuse’ has been established through
the realization of effective control. ECHR Judgment 6 September 1978, App. no. 5029/71 (Klass
and Others v. Germany), para. 55 and ECHR 24 August 1998, App. no. 23618/94 (Lambert v.
France), para. 31.
145 ECHR 14 September 2010, App. no. 38224/03 (Sanoma Uitgevers B.V. v. The Netherlands), para.
92-93.
146 ECHR 14 September 2010, App. no. 38224/03 (Sanoma Uitgevers B.V. v. The Netherlands), para.
98-100.
147 Sottiaux 2008, 288-289.
148 ECHR 24 April 1990, App. no. 11801/85 and App. no. 11105/84 (Kruslin v. France and Huvig v.
France), para. 35/34.
149 ECHR Judgment 6 September 1978, App no. 5029/71 (Klass and Others v. Germany), para. 56:
although emphasizing that it is “in principle desirable to entrust supervisory control to a judge [,]
(...) the exclusion of judicial control does not exceed the limits of what may be deemed necessary
in a democratic society.”
150 Ibidem.
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authorization, exceptions are widely available, for instance under Title III when
the nature of the crimes involved is very serious.
The realization of control over an anticipative criminal investigation
concerns both intelligence agencies and law enforcement agencies, as both are
attributed the task of anticipative criminal investigation. The manner in which
control has been established depends on the specific function fulfilled by the
agency that conducts the investigation, similar to the distinction made by the
ECrtHR between national security investigations and law enforcement investigations and in the US between warrants issued in regularly constituted courts
and FISA court orders. Typically, control over the intelligence agencies is
organized internally, through special parliamentary commissions, through
internal oversight, and/or through special courts operating in camera. By
contrast, control over the law enforcement community typically concerns
judicial control through prior authorization or a posteriori in the context of trial
proceedings, on behalf of the independent and impartial judiciary. When
information is shared between the intelligence agency and the law enforcement
agency and, as a consequence, the destination of the information changes from
intelligence in order to make threat assessments to information that can be used
as evidence for prosecution and punishment, this raises new questions as to the
nature of the effective control to be exerted on the information-gathering
process.
The ECrtHR has also dealt with this possibility in the case of Weber and
Saravia v. Germany. The Court acknowledged that the sharing of personal
information constitutes a “further separate interference” and especially the
sharing of information collected “without any specific prior suspicion” with law
enforcement agencies “in order to allow the institution of criminal proceedings
against those being monitored constitutes a fairly serious interference with the
right of these persons to secrecy of telecommunications.”151 Nevertheless, the
Court considered that this fairly serious interference with private life did not
violate Article 8 ECHR, because the use of the information for other purposes
was limited: “merely in order to prevent or prosecute [specific] serious criminal
offences.” In the view of the Court the applicability of additional procedural
safeguards152 renders the interference with privacy proportionate and necessary
in the democratic society.153 In the US the choice for a particularly regulatory
framework (either Title III or FISA) was traditionally determined on the basis
of a primary purpose test. Through this approach the choice for a particular

151 ECHR 29 June 2006, admissibility decision, App. no. 54934/00 (Weber and Saravia), para. 79 and
125.
152 Such as: “specific facts – as opposed to mere factual indications – aroused the suspicion that
someone had committed one of the offences listed”; “the transmission had to be recorded in
minutes”; “the decision to transmit data had to be taken by a staff member of the Federal Intelligence Service qualified to hold judicial office, who was particularly well trained to verify whether
the conditions for transmission were met; and, an independent commission (“the G10 commission”) is authorized to review to verify “that the statutory conditions for data transmission were
complied with.” Ibid. para. 127-128.
153 Ibid., para. 126-130.
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framework, including the form of control over the investigative activities, was
also directly dependent on the purpose of the information gathering.154
An anticipative criminal investigation concerns a shared responsibility
between the intelligence and law enforcement communities, where prevention
is likely to be understood as overriding prosecution and punishment interests.
Considering the foregoing, it is important that when the intelligence agency is
responsible for the information gathering and this information is transferred to
the law enforcement community for evidentiary purposes, sufficient procedural
mechanisms are in place in order to guarantee the integrity of the informationgathering process. This shall not necessarily have consequences for the manner
in which control is exerted over the intelligence agencies.
Especially with regard to the effectiveness of the intelligence work, it is
important to maintain the current differences in the organization of control
(characterized by secrecy versus transparency). Otherwise, the effectiveness of
carrying out the primary function of the intelligence community to warn against
threats to national security would be incommensurately obstructed by requiring
transparency where secrecy is essential for maintaining a strong information
position.155 Hence, as long as a form of control has been established, capable of
exerting control independently from the state agency responsible for the investigation, this, in combination with other protective procedural measures, would
be a sufficient control over the integrity of the intelligence agency, also in
relation to the ultimate fairness of the criminal proceedings.
Nevertheless, it should be avoided that, because of the combination of lower
standards upon which investigative action can be initiated with a different, more
secretive, system of control, cooperation between law enforcement and
intelligence results in escaping from more stringent criminal procedural
safeguards. Procedural safeguards such as prior judicial authorization and the
establishment of a level of suspicion regarding specified crimes may not be
circumvented by leaving the investigative activities for the purpose of evidencegathering to the intelligence agencies. For this reason – and under the parameter
of necessity in combination with the assessment of the argument of effectiveness
(8.4.1.4) as well as because of the fundamental nature of the institutional
separation between law enforcement and intelligence (8.4.2) – always the most
protective investigative framework should be chosen, once the investigation is
conducted for the specific purpose of evidence-gathering and there is a choice
between either the intelligence framework or the criminal procedural law
framework in their traditional forms, attributed with their traditional functions.
Hence, not only the specific legitimization required for investigative activities,
but also the required additional procedural safeguards, such as judicial control,
shall be related to the investigative purpose.

154 Since the changing of the ‘purpose language’ into a significant purpose, the relation between the
investigative goal and the regulatory framework has been clouded. See Chapter 6, section 6.4.1.
155 Compare section 8.4.1.5. See also: (Anonymous), Note 2008A, 1556.
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This also implies that if the intelligence agencies carry out the anticipative
criminal investigative task (information collection both for prevention and
evidence-gathering), the intelligence agencies become bound by the specific
purposes of this form of investigation. Considering the relation between the
purpose of the investigation and the required regulatory framework, the
intelligence agencies can carry out the anticipative criminal investigative task
under the following two conditions: 1) the intelligence agencies observe the
conditions for regulating an anticipative criminal investigation, in particular
those under the pillar of legitimization; and, 2) the information produced by the
intelligence agencies that becomes part of the criminal process is subjected to
judicial scrutiny, who shall guard the fairness of the procedure resulting in
prosecution and punishment (see the subsequent pillar).156 The particular
implications for the regulation of anticipative criminal investigations will be
further evaluated in Chapter 9.
Considering the foregoing, rules regarding control, other than the already
existing mechanisms of control over state agencies, which concern the integrity
of the state organ, thus do not need to be established specifically in the
regulation of an anticipative criminal investigation. Rather, when regulating
anticipative criminal investigations, it is important to precisely define the
specific purposes of the relevant investigative activities in order to choose for
the right investigative framework. Insofar as the investigative activities of the
intelligence agencies are involved and these activities are not specifically
conducted for the purpose of evidence-gathering, a more pragmatic approach is
preferable, in order not to adversely influence the intelligence agencies’ efforts
in protecting national security by demanding transparency for controlling
mechanisms. The combination of procedural safeguards concerning integrity,
the applicable standards legitimizing the investigative activities and the
possibility of guaranteeing the fairness of the criminal proceedings shall be
sufficient to counterbalance a reduced, less transparent, form of control over the
integrity of the intelligence agency. When such a coherence of protective
measures provides the safeguards for an institutional culture that is incorruptible,
presumed trust in the information-gathering process may guide the transmission
of information from intelligence to law enforcement agencies, either for the
purpose of starting a criminal investigation or directly for the purpose of
prosecution (the latter under the applicability of the conditions formulated under
the third pillar).157

156 Compare section 8.6.2: “It is important that when the goals of intelligence and law enforcement are
blended, also a regulation is adopted that provides the checks in order to guarantee that the
different nature of investigative action does not influence the procedure resulting in prosecution
and punishment.”
157 Ramraj 2007, 200.
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8.5.2.3 The Availability of a Remedy
Another aspect of the parameter of accountability requires that citizens are
provided with the possibility to hold the government accountable for conducting
investigative activities by which they are affected. When the agency responsible
for the anticipative criminal investigation abuses its powers and acts outside the
borders demarcating its powers, accountability shall be realized. Contrary to the
realization of control over investigative activities, realizing retrospective
accountability does require specific rules in the regulation of anticipative
criminal investigations. To guarantee integrity it is important that it is also
possible to hold a state agency accountable when it has acted outside the law or
has disregarded rights and principles that aim to protect individual liberty.
When someone is prosecuted, accountability is realized in the (traditional)
criminal process compensating illegalities or irregularities during the investigation by excluding evidence, reducing the sentence or even prohibiting the
prosecutor from continuing a prosecution. Here the accountability for
illegitimate actions or irregularities during the investigative phase influences and
becomes an aspect of the fairness of the proceedings and, hence, will be dealt
with in more detail under the next pillar. Here, it is sufficient to note that the
availability of procedural remedies for illegitimate action during the anticipative
criminal investigation is not only a fair trial guarantee, but the threat of these
remedies also functions as a procedural mechanism forcing the investigative
agencies to act within the borders of the law and, thus, as a safeguard for the
integrity of actors that have been attributed an evidence-gathering task.
However, also persons who are not subsequently prosecuted may become the
subject of an anticipative criminal investigation. This is even more likely than
in traditional forms of criminal investigation, because, despite rules that aim to
protect the innocent, the wider scope of the investigative activities focusing on
the initial activities in preparation of the commission of terrorist crimes is likely
to involve persons against whom sufficient evidence can never be produced for
the purpose of prosecution. In addition, and even more importantly, accountability must be realized when the investigative agencies abuse their power, for
example, by targeting innocent persons.158 These persons should be able to
challenge the legitimacy of the interferences with their private lives. Moreover,
they shall be provided with the right to habeas data, considering that the
personal information of both those legitimately investigated and those
illegitimately investigated may be collected, stored and shared, which impinges
upon the right to informational privacy.

158 Compare the distinction laid down in section 8.3.1.1 on the constitutive principle of the presumption
of innocence between guilt and innocence in the prosecutorial sense (where guilt is established upon
evidence proving beyond reasonable doubt/ according to the law and the conviction of the judge,
that someone has committed a criminal offense) and guilt/innocence in the investigative sense
(where innocence concerns those who cannot in any sense be connected with criminal activities and
guilt reflects information regarding possible involvement in (future) criminal activities).
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Realizing accountability outside the context of criminal proceedings is only
possible if the persons included in the anticipative criminal investigation are
notified. As the ECrtHR observed in Klass: “[a]s regards review a posteriori, it
is necessary to determine whether judicial control, in particular with the
individual’s participation, should continue to be excluded even after surveillance
has ceased. Inextricably linked to this issue is the question of subsequent
notification, since there is in principle little scope for recourse to the courts by
the individual concerned unless he is advised of the measures taken without his
knowledge and thus able retrospectively to challenge their legality.”159 The
Court continued to observe, however, that notification can in practice reasonably
not always be required as “subsequent notification to each individual affected
by a suspended measure might well jeopardize the long-term purpose that
originally prompted the surveillance (...), it might serve to reveal the working
methods and fields of operation of the intelligence service and even possibly to
identify their agents.”160 Although the presence of a statutory notification
requirement is a procedural safeguard that the Court takes into account when
assessing the proportionality of a specific restriction on privacy rights,161 the
Court considers post hoc notification not to be essential for guaranteeing the
integrity of the state agency carrying out its investigative tasks within the
borders of the law.
The US Supreme Court has been stricter as the notification requirement has
been considered as an essential safeguard for the constitutional adequacy of a
search.162 Nevertheless, also the US Courts have accepted that a notification
requirement should not be adopted in the warrant in the presence of exigent
circumstances and in certain circumstances the notification may be postponed.
It should be taken into account that it is not transparency that is a fundamental principle, but the realization of accountability. Again, the presence of a
coherent system of procedural safeguards and controlling mechanisms should
result in the presumption that the government has acted in due regard of
individual rights, for which reason the interest of shielding investigative
activities prevails above the interest of the individual in notification. In the
words of the Court: “[w]hile the possibility of improper action by a dishonest,
negligent or over-zealous official can never be completely ruled out whatever
the system, the considerations that matter for the purposes of the Court’s present
review are the likelihood of such action and the safeguards provided to protect
against it.”163
Nevertheless, realizing accountability for all state actions concerns a
fundamental principle of the law, which includes providing citizens with a
remedy once they have been subjected to an investigation, and it is important

159
160
161
162
163

ECHR Judgment 6 September 1978, App. no. 5029/71 (Klass and Others v. Germany), para. 57.
Ibid., para. 58.
Sottiaux 2008, 319.
Berger v. New York, 388 U.S. 41, 87 S.Ct. 1873, 60.
See ECHR Judgment 6 September 1978, App. no. 5029/71 (Klass and Others v. Germany), para.
58.
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that notification is the rule with possible exceptions for the postponement of the
notification. Considering that an anticipative criminal investigation will likely
involve the subjection of persons to investigative activities, whilst these persons
will never face criminal charges, a general level of accountability can only be
achieved with the observance of notification requirements. Therefore, the
regulation of anticipative criminal investigations should include provisions
requiring the notification of those persons whose right to respect for private life
has been affected by anticipative criminal investigative activities. Possible
exceptions, allowing for a delayed notice, should also be circumscribed in the
regulation in order to be foreseeable. Actual accountability may occur through
a civil procedure, with the possibility of financial compensation.
8.5.2.4 Conditions Concerning Integrity
The pillar of integrity is crucial in order to uphold the two other pillars of
legitimacy and fairness and, hence, it makes the entity of the regulation a
coherent set of rules providing for a structured approach in order to give effect to
the shield and sword objective of criminal procedural law. In order to guarantee
the institutional integrity of the state agency responsible for an anticipative
criminal investigation, the regulation of anticipative criminal investigations shall
meet the following conditions:
1. All anticipative criminal investigative activities shall be subjected to the
principle of proportionality to be explicitly provided in the law and
supplemented by guidelines.
2. Minimization procedures shall be adopted that guarantee that the investigative activities are limited to the legitimized scope and purpose.
3. When intelligence agencies and law enforcement agencies maintain their
traditional functions (regardless of enhanced cooperation through sharing),
the primary purpose of the investigation shall be decisive for choosing the
regulatory framework.
4. If intelligence agencies explicitly have an active and direct role in gathering
information in the context of an anticipative criminal investigation, the
substantive goals of intelligence agencies need to be redefined. Because of
the relationship between the investigative purpose and regulatory framework,
the intelligence agency shall, when carrying out the anticipative criminal
investigative task, be subjected to the following conditions (or be rejected):
a) the intelligence agencies shall adhere to the grounds that legitimize an
anticipative criminal investigation; and, b) the information produced by the
intelligence agencies that becomes part of the criminal process shall be
subjected to judicial scrutiny, which shall guard over the informationgathering process in furtherance of the fairness of the procedure resulting in
prosecution and punishment;
5. A mandatory notification requirement shall be adopted in the regulation of
anticipative criminal investigations, including circumscribed exceptions to
this notification obligation;

Regulating the Anticipative Criminal Investigation under the Rule of Law

579

6. Accountability for impropriety in investigative activities requires rules that
provide affected persons with a remedy, either in the context of a criminal
trial or in the context of civil proceedings.
8.5.3 Fairness
The pillar of ‘fairness’ does not actually cover the regulation of anticipative
criminal investigations. Nevertheless, it has here been adopted as a separate
pillar, because the legitimacy of establishing an anticipative criminal investigation ultimately depends on the ability to guarantee the fairness of the entirety
of the criminal proceedings. Hence, the legitimacy of the framework of an
anticipative criminal investigation rests, besides the regulatory conditions of
legitimization and integrity, also on the possibility to realize the fairness of
subsequent trial proceedings given the conditions applicable to the investigative
phase.164
The rules to be formulated under the pillar of fairness seek to provide
conditions under which information collected during the anticipative criminal
investigation can be introduced to criminal proceedings without undermining the
guarantee of a fair trial/due process. As has followed from the explanation of the
constitutive principle of due process/fair trial, these rules will therefore concern
the right to the disclosure of materials relevant to truth-finding as that right is the
primary step for facilitating adversarial proceedings and equality of arms. The
right to disclosure under both Article 6 ECHR and US constitutional law
regarding procedural due process has been understood as entailing the right to
the disclosure of all material evidence for or against the accused, which imposes
an obligation to disclose on the prosecution.165
The realization of adversarial proceedings and equality of arms depends on
both parties being aware of all the evidence present, including the way in which

164 Of course, the information collected in the process of an anticipative criminal investigation may
also be relevant in pre-trial detention hearings (see on the relation between due process and pretrial detention: Pati 2009). The right to habeas corpus should entail a meaningful possibility to
challenge the legitimacy of the detention. Access to evidence on which the pre-trial detention has
been ordered is an important requisite for guaranteeing the right to habeas corpus. Moreover, in
the wake of 9/11 some countries have sought recourse to incommunicado detention and control
orders, implying detention based on secret evidence and sometimes suspects being even deprived
of the right to habeas corpus. This concerns another form of the preventive use of criminal
procedural law, falling outside the scope of this research project. For the compatibility of these
practices with the fundamental right to habeas corpus see: International Commission of Jurists
2009, 60 and Vervaele 2009, 106. An in-depth analysis of the right to habeas corpus will exceed
the limits of this research project. In this project only the right to disclosure will be dealt with as
one of the prerequisites for the fairness of the proceedings as a whole. These findings may also
apply to the fairness of detention hearings. However, it is likely that further limitations on the right
to disclosure are warranted because of the interest of continuing investigations regarding the
person detained. For a detailed assessment of the use of secret evidence in terrorist detention
hearings see: Barak-Erez and Waxman 2009 and, on the right to individual liberty and habeas
corpus in the context of terrorism: Sottiaux 2008, 197-263.
165 ECHR 16 December 1992, App. no. 1307/87 (Edwards v. The United Kingdom) and Brady v.
Maryland, 373 U.S. 83, 83 S.Ct. 1194 (1963).
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the evidence has been obtained. Only then is the defense provided with the
possibility to challenge the veracity and legitimacy of the evidence against him,
which is essential in order to guarantee a fair trial.166 In addition, the possibility
to challenge the legitimacy of the investigative activities and the information
collected during the criminal trial is also required in order to realize accountability when the investigative authorities have acted beyond the scope of their
powers. Also for this purpose the defense shall have access to the information
regarding the investigation procedure in order to be able to challenge the
legitimacy of initiating criminal investigative activities and the integrity of the
course of the investigation. In order to guarantee the fairness of the proceedings,
a challenge resulting in a finding of illegitimate behavior or irregularities during
the investigative phase, which affects the fairness of the procedure as a whole
shall be compensated procedurally, for instance, by the exclusion of the
evidence collected through an illegitimate criminal investigative power.
One of the main characteristics of an anticipative criminal investigation is the
classified character of the information underlying starting information for
criminal investigations or the sources of methods themselves by which evidence
is gathered, because the investigation concerns threats to national security and
relies heavily on the work of (criminal) intelligence agencies. Because access
to information and evidence is a prerequisite for realizing the fairness of the trial
proceedings (adversarial proceedings and equality of arms) and realizing
fairness through establishing accountability, the veil of secrecy surrounding
parts of the investigative phase seriously complicates the effectuation of
fairness. The secrecy of information which is relevant to the trial proceedings
may have an adverse impact on the fairness of the proceedings in the sense of
reaching the required accuracy for judgment in order to protect the innocent.
Furthermore, secrecy deprives the accused of his defense right to be able to
participate in the proceedings, which is an inherent aspect of the right to human
dignity in protection against the powerful state. Lastly, secrecy may reduce
accountability for abuses of power as it isolates the investigative practice from
control, challenge and accountability.167 In order to be able to prosecute terrorist
and national security crimes states have sought recourse to restrictions on
disclosure obligations. These restrictions may not undermine the realization of
the constitutive principles of due process/fair trial and accountability.
Both in the US and in the European context168 the right to disclosure is not
an absolute right. The ECrtHR has taken the approach that the defendant’s rights

166 A detailed explanation of the right to a fair trial, procedural due process and in particular the right
to disclosure has already been provided in Chapter 2, sections 2.1.3.3 and 2.3.1.5 (the Netherlands)
and Chapter 5, sections 5.1.4.2 and 5.3.1.3 (the United States). This section will therefore not
further elaborate, beyond the aspects necessary for the contents of the current section, on the
interpretation that has been given to the right to a fair trial/due process and, in particular, disclosure
in the Netherlands and the United States.
167 Barak-Erez and Waxman 2009, 31-47.
168 The Dutch Constitution does not provide for a right to a fair trial; hence, for the interpretation of
the right to disclosure as an element of the right to a fair trial, the ECrtHR’s Article 6 jurisprudence
is decisive for the Netherlands.
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shall be weighed against the interest of protecting national security, the safety
of witnesses or to keep investigative methods shielded. Possible restrictions on
the right to disclosure shall be strictly necessary and require the adoption of
sufficient safeguards that can guarantee a fair decision-making procedure.169 The
Court shall ascertain whether the limitations on defense rights were strictly
necessary and permissible under Article 6(1), requiring a decision-making
procedure that observes the requirements of adversarial proceedings and equality
of arms, and has incorporated sufficient safeguards to protect the interests of the
accused. The procedural safeguards must sufficiently counterbalance the
handicaps for the defense in order to render the procedure fair as a whole,
which, as a minimum, shall include the involvement of a judge to assess the
legitimacy of the non-disclosure.170 The adoption of the CIPA procedures in the
US provides for a special procedure in order to admit classified information in
criminal trials, prescribing that the judge shall engage in a similar balancing of
interests and shall determine whether to admit the evidence as classified or to
require substitutions.171 Also the Act on shielded witnesses as applicable in the
Netherlands is such a special procedure, where the examining magistrate has
been attributed the task of determining the veracity of evidence where sources
and methods of obtaining it remain undisclosed.
Information originating from anticipative criminal investigative activities and
introduced as evidence will most likely originate from the intelligence agencies.
The intelligence agencies operate in particular under the veil of secrecy and may
have compelling interests to keep their sources or methods of investigation
confidential. Nevertheless, also ‘police intelligence’ may contain information
that shall remain classified in order to protect national security or witnesses or
other individuals, especially in the case of prosecutions for terrorist or other
national security crimes. However, the use of criminal procedural investigative
powers on behalf of law enforcement agencies is embedded in a system
composed of more procedural safeguards in order to guarantee the integrity of
the investigative activities than applies to the intelligence community. Hence,
in order to guarantee the fairness of the trial proceedings it is important that the
regulation of anticipative criminal investigations includes strong procedural
mechanisms regarding the integrity of the investigation. Moreover, a judicial
body should be involved for the purpose of determining whether it is necessary
to withhold information from the defense and whether such information may be
used as evidence.172 The involvement of a judicial body in this decision is
considered an essential safeguard in both the ECHR and the US constitutional

169 See for the relevant case law and a more detailed explanation Chapter 2, section 2.1.3.3.2.
170 ECHR 16 February 2000, App. no. 28901/95 (Rowe and Davis v. The United Kingdom), para. 6365.
171 See in detail Chapter 5, section 5.3.1.3.
172 Compare: Report by the International Bar Association’s Task Force on International Terrorism
2003, 63: “The potential dangers in the blurring of the roles of law enforcement and intelligence
service underline the importance of ensuring that the judiciary retains the authority to determine
the admissibility of evidence and its effect on due process guarantees.”
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context.173 Lastly, the essence of the defense rights shall be guaranteed by the
adoption of procedural mechanisms that are capable of counterbalancing
restrictions on the right to disclosure. Backed up by the impartial and
independent control by a judge, the realization of effective control over the
integrity of the intelligence agencies and the adoption of procedural mechanisms
as alternatives to give effect to the essence of fair trial rights can then counterbalance restrictions on disclosure rights. Under these conditions, by providing
for a structured approach in order to guarantee the fairness of the proceedings,174
a reasonable and proportionate balance is achieved between the interest of
withholding information and the interest of the defense in having access to all
information which is relevant to the case.175
Hence, the following conditions apply to anticipative criminal investigations
in order to guarantee the fairness of the criminal procedure:
1. A strict applicability of procedural and controlling mechanisms that aim to
guard over the integrity of the state agency’s investigative activities;
2. The involvement of a judicial body in the decision whether or not the
prosecutor may introduce information as classified evidence. This decision
shall concern: the necessity of keeping the information classified; the
sufficiency of procedural safeguards that counterbalance the restriction on
fair trial rights; and the relevance of the information as material evidence to
the case.
3. The presence of counterbalancing procedures in the trial phase intended to
give effect to the essence of defense rights;
4. The availability of procedural compensation at trial when the investigative
agency has acted outside the confines of the law.
8.6 CONCLUSION
On the basis of the findings of this Chapter it is possible to answer the first part
of the central research question, as formulated in Chapter 1: ‘Can a preventive
function of criminal investigation be part of a criminal justice system under the
rule of law and, if so, under what conditions?’ In section 8.4 it was already
concluded that prevention may indeed be a function of criminal investigation
under the rule of law. Subsequently, section 8.5 has formulated the conditions
under which this preventive function shall be implemented in the regulation of
the criminal justice system under the rule of law.

173 See also: Sottiaux 2008, 361-369.
174 The aspects of fairness that touch upon evidentiary matters are not further elaborated, considering
that the pillar of fairness is limited to the regulation of the criminal investigation and not the trial
phase. Hence, only the aspect of disclosure is dealt with under the pillar of fairness, as the
prerequisite for realizing fair trial proceedings. Such other aspects may, for example, concern the
requirement of sufficient other evidence when deciding whether the products of an anticipative
criminal investigation can contribute to the establishment of guilt.
175 Ashworth 2007, 216-217.
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The legitimization for adopting a framework for anticipative criminal
investigations in order to protect citizens against terrorist attacks can be found
in the nature of the terrorist crimes and the effectiveness of an anticipative
criminal investigative approach. The nature of the terrorist crimes requires the
adoption of a hybrid framework pursuing both preventive and evidencegathering objectives. Moreover, from the perspective of dealing most effectively
with situations such as the hypothetical dilemma drafted at the beginning of this
book, a hybrid framework shall be adopted by which both prevention and
evidence-gathering can be realized. Lastly, this Chapter has addressed whether
attributing a preventive function as such to the criminal justice system is
legitimate from an institutional perspective. Also this question was answered in
the affirmative: prevention and/or evidence-gathering are functions that may be
pursued by different state institutions as long as the regulation applied to the
investigative activities corresponds with the nature of the particular purpose(s)
pursued. When the preventive purpose is thus pursued parallel to evidencegathering for prosecution purposes, the investigative activities must meet the
requirements following from the constitutive principles and parameters
formulated in this Chapter.
Furthermore, this section has formulated, grouped in three pillars, the
specific conditions which the regulation of anticipative criminal investigations
shall meet. These conditions concern the legitimization of investigative action,
the integrity of the investigating process and the fairness of the criminal
proceedings. On the basis of these conditions, it is possible to draw a conclusion
in the next Chapter with regard to the rule of law compatibility of the regulation
of anticipative criminal investigations in the Netherlands and the United States.
The formulated conditions concern the architecture of anticipative criminal
investigations in the light of the current circumstances in which states seek a
solution to combine prevention with the prosecution and punishment of
terrorists. Therefore, the assessment made in section 8.4 has a more temporal
character; the arguments addressed may give rise to a different interpretation
when societal circumstances have changed (the building blocks may be
positioned differently). The part of the architecture that concerns the foundation
and the essential building blocks – the constitutive principles and parameters –
have a permanent character: these are the fundamental rights and principles
attached to the rule of law that shall always regulate the criminal investigative
activities of state institutions in order to guarantee the fundamental, core, right
of respect for human dignity.

Chapter 9

Conclusions

9.1 INTRODUCTION
Counterterrorism measures have been widely discussed during the past decade.
Assessing newly adopted methods that have affected the criminal justice system
has occurred from difficult angles. Some have considered a deviation from traditional protective guarantees to be justified, because the terrorist threat concerns
an emergency situation.1 Others have used a balancing approach addressing the
question whether less liberty could help us to obtain more security.2
In this book the approach has been adopted that measures taken to control
threats such as anticipative criminal investigations cannot be considered as a
response to an emergency situation, because the measures are intended to
function on a more permanent basis as a safety net around terrorist threats.3 The
terrorist threat is a very serious and complex form of dangerous behavior, likely
to involve criminal behavior and also posing a threat to national security, rather
than a ‘mere’ emergency situation. Because of this ‘dual’ character of the
terrorist threat, it requires to be dealt with from the perspective of the protection
of national security and from the perspective of the criminal justice system,
dealing with serious crime through prosecution and punishment. Seeking a more
permanent solution for dealing with terrorism, combining preventive and truthfinding purposes in the anticipative criminal investigative enterprise is,
therefore, in principle a legitimate choice.4 The conditions for adjustments to
traditional frameworks regulating the government’s criminal investigative
powers have been formulated in the previous Chapter. These conditions go
beyond the often invoked need to “balance” conflicting interests, i.e. the interest
of protecting civil liberties against the interest of promoting security: the
“balancing” approach fails to acknowledge that the protection of certain interests
is non-negotiable.5

1
2
3
4
5

See e.g. Ackerman 2006, Posner and Vermeule 2007 and Posner 2006.
Concluding negatively, e.g. Cole and Lobel 2007. Understanding the achievement of more security
by trading in on civil-liberties protection under certain conditions as the ‘lesser evil’, Ignatieff 2005.
See section 8.4.1.1.
See sections 8.4.1.3, 8.4.1.4 and 8.4.3.
See section 8.1.1.
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This book reflects a rule of law approach, based on the core fundamental human
right of respect for everyone’s human dignity.6 On this basis both the need and
the value of using the criminal justice system for the prevention of terrorism has
to be defended, as well as the limits on using the criminal justice system for this
purpose, which follow from the fundamental rule of law principles underpinning
the institutional organization and the regulation of government power in the
context of the criminal justice system. As has been stated by Baker: “[t]he rule
of law provides for the common defense of liberty and security.”7 Applied to the
criminal justice system, this means that the synthesis between so-called shield
and sword objectives should be achieved.
This rule of law approach has made it possible to determine the rule of law
borders of the criminal investigation without rigidly upholding standards of
traditional criminal investigative regulation, whilst acknowledging the need to
act in the anticipative criminal investigation of terrorist activities for preventive
purposes. This has resulted in the formulation of the conditions for the regulation of anticipative criminal investigations in order to comply with the rule of
law.
The rule of law principles, identified in Chapter 8, always underpin the
regulation of the criminal investigation. Therefore, it has been possible to
formulate conditions surpassing the differences between legal systems that share
these principles, even if these legal systems originate in different legal traditions.
Nevertheless, a state’s specific legal system continues to be the determining
factor for the manner in which the state gives effect to a system of anticipative
criminal investigation within (or transgressing) the context of this framework.
The previous Chapter has tried to provide an answer to the first part of the
research question. The question whether a preventive function of criminal
investigative activities as such can be adopted in the criminal justice system
under the rule of law has been answered in the affirmative. The justification for
adopting a preventive purpose of criminal investigative activities can be found
in the nature of the terrorist crimes and, considering this nature, the effectiveness
of confronting this threat through combining a preventive function with the
gathering of information that can be used for criminal prosecution. In addition,
it has also been concluded that prevention can be adopted as the purpose of
criminal investigative activities, where the regulation is based on a relation
between the investigative purpose and the level of protective safeguards.8 Hence,
the prevention of terrorist crimes is a legitimate sword function of the criminal
justice system under the rule of law. In addition, prevention is also, from an
institutional perspective, a legitimate purpose of the criminal investigation,
6
7
8

See section 1.2.3.
Baker 2007A, 31.
See section 1.2.6 for the distinction between (an anticipative) criminal investigation and an
intelligence/national security investigation on the basis of the purpose for which the information
has been gathered.
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insofar as the relation between the purpose and the level of regulation is
observed. Therefore, the combination of prevention realized by intercepting
dangerous behavior that may point to the initial planning of concrete terrorist
attacks before they have been committed and prevention in the long term
through the prosecution and punishment of terrorists makes it possible to
optimize the protection of national security and to achieve justice through
applying the criminal justice system.9 Whether the regulation adopted in the
Netherlands and the United States to give effect to this preventive function in
the criminal justice system also meets the required level of regulation under the
rule of law forms the second part of the research question.
In order to answer this second part of the research question, the previous
Chapter has formulated the conditions for regulating anticipative criminal
investigations on the basis of three building blocks. The constitutive principles,
the parameters and the flexible area of the law (the foundation, the building
blocks and the chosen position of the building blocks) have provided the reason
for the adoption of specific conditions which any regulation of anticipative
criminal investigations shall meet under the rule of law. These conditions have
been grouped in three pillars: legitimization, integrity and fairness. The
coherence between these three pillars enables the regulation of anticipative
criminal investigations reflecting the required synthesis between the shield and
sword functions under the rule of law.
This Chapter will provide for normative conclusions with regard to the
implications of realizing anticipative criminal investigations in the Netherlands
and United States as identified in Chapters 4 and 7. These conclusions are the
product of applying the conditions of the three pillars to these implications and
hence concern the (im)possibility of realizing coherence between, firstly,
legitimization and integrity and, secondly, fairness and integrity. The pillar of
‘integrity’, covering the integrity of the institutions responsible for the
investigative activities, concerns the connecting thread between the pillars of
legitimization and fairness: in addition to procedural guarantees regarding
legitimization and fairness, the integrity of the investigating institutions needs
to be guaranteed in order to realize the legitimate investigation and fair
procedure in practice.
The implications addressed in Chapters 4 and 7 are only addressed here
insofar as they need to be subjected to further scrutiny in the light of the findings
of Chapter 8. On that basis the final conclusions can be drawn regarding the rule
of law compatibility of the approach taken in the Netherlands and the United
States to regulate the anticipative criminal investigation. The entirety of the
implications of the measures and developments enabling an anticipative criminal
investigation in the Dutch and US criminal justice systems has already been
conclusively dealt with in Chapters 4 and 7.

9

Kris 2011, 5 and 9-10.
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The three pillars of regulatory conditions formulated in Chapter 8 provide for
a regulatory system that reflects the synthesis between shield and sword in
anticipative criminal investigations. This regulatory system provides a coherent
entity of, on the one side, the legitimization of such anticipative criminal
investigative activities and the integrity of the investigating agencies and, on the
other side, the fairness of the criminal proceedings following an anticipative
criminal investigation and the integrity of the actors responsible for the
preceding anticipative criminal investigation. Not only the rules for regulating
anticipative criminal investigations shall be underpinned by the rule of law
principles identified as the ‘common ground of the regulation of criminal
investigation’ (section 8.3). In addition, the manner in which the rules are
applied in practice shall be compatible with the rule of law principles. For this
reason the integrity of the investigating agency plays a crucial role: to guarantee
compatibility with the rule of law where the rules grant discretion and to
guarantee that the rules are not transgressed.
On the basis of the findings of Chapter 8 and the analysis of the regulation
of anticipative criminal investigations in the Netherlands and the United States
as provided in parts 1 and 2 of this book, the relevant general perspectives will
be identified (under 9.2). These general perspectives will be further elaborated
in the subsequent sections (under 9.3), leading to recommendations for policy
and legislation. A final conclusion as to the rule of law compatibility of
anticipative criminal investigations in the Netherlands and the United States will
be drawn in section 9.4.
9.2 GENERAL PERSPECTIVES
9.2.1 Legitimization and Integrity
The pillar of the ‘legitimizing’ conditions concerns the required procedural
legitimization for initiating criminal investigative activities and, within that
context, specifically the required legitimization for using special investigative
techniques.10 The integrity of the state institution responsible for the anticipative
criminal investigation is realized under the second pillar through a combination
of minimization mechanisms, controlling mechanisms and the availability of a
remedy, intended to guarantee, through a structured approach, that the investigating agencies observe the procedural limits of legitimization.11 Evaluating the
regulation of anticipative criminal investigations in the Netherlands and the
United States on the basis of these conditions concerning legitimization and
integrity provides a reason for the following general perspectives, which will be
further elaborated in section 9.3.
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See section 8.5.1.
See section 8.5.2.
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In the regulation of (an anticipative) criminal investigation in the Netherlands
the legitimizing grounds are insufficiently related to the specific criminal
investigative purpose. This is important, because weaker legitimizing grounds
are only sufficient for the specific investigative purpose for which these grounds
have been adopted. The justification of adopting a lower threshold of application
only appears when this lower threshold is exclusively used for the investigative
purpose of evidence-gathering and preventing terrorism, whereas a stricter
threshold is required for the criminal investigation of criminal behavior that does
not justify preventive action. On the basis of an explicated relation between
legitimizing grounds and investigative purpose, also the procedural mechanisms
that are intended to guarantee the integrity of the investigative action can be
used to limit the investigation to the legitimized scope.12 In that way the risk that
the anticipative criminal investigation will transgress rule of law limitations can
be reduced.
In the United States the realization of an anticipative criminal investigation
is characterized by two parallel developments. Firstly, in conventional criminal
law a risk has been identified that through focusing on the Fourth Amendment
ultimate touchstone of reasonableness the legitimizing grounds for criminal
investigative activities are insufficiently observed (section 7.2.2.2). Secondly,
fitting within the development regarding Fourth Amendment interpretation in
conventional criminal law, the relation between legitimization and the investigative purpose has been abandoned. Consequently, the FISA framework has
obtained the status of a quasi-law enforcement framework, resulting in general,
broad, investigative powers13 that can be applied with wide discretion for the
purpose of gathering evidence, for the purpose of protecting national security or,
most likely, for both purposes. By using intrusive investigative techniques under
FISA, a nexus between the persons under investigation and criminal activities
is (logically) not required. This second development has been compensated
through adopting a variety of procedural mechanisms that should guarantee an
incorruptible institutional culture. At the same time, judicial overview, an
important ‘integrity guarantee’ in US criminal investigations, is considerably
reduced.14 However, the absence of the required legitimization for criminal
investigative activities cannot be compensated by increased procedural
mechanisms to guarantee the integrity of the investigation. This would violate
the constitutive principles of the presumption of innocence and the right to
respect for one’s private life.15
In comparison it can be observed that the relation between investigative
purpose and legitimizing grounds as the dividing line between intelligence
investigations and criminal investigations continues to be in force in the Netherlands but has been abandoned in the United States. Nevertheless, also in the
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Compare section 8.4.3.
For an explanation of the nature of the specific powers see section 7.3
See section 7.2.3.
See sections 8.3.1.1, 8.3.1.2 and 8.5.1.
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Netherlands insufficient attention is attributed to the crucial relation between the
required legitimizing grounds and the specific investigative purpose within the
context of the entire legal framework concerning the criminal investigative phase
(under Article 132a CCP and also including the preliminary investigation).
On this basis a second comparative observation can be made. Because of the
continued role of requiring a certain legitimization for criminal investigative
activities, integrity guarantees applicable to the anticipative criminal investigation in the Netherlands have not been adjusted. In the United States, the broad
investigative power and discretion has been compensated through a variety of
enhanced integrity measures. This difference in approach may be explained by
differences in the relation between the government and the citizens, as it has
traditionally been understood in the Netherlands and in the United States. In the
Netherlands, attributing the government powers in the field of criminal
procedural law is strictly based upon the principle of legality: the legitimizing
grounds for criminal investigative activities shall be provided in the law. In the
United States, citizens harbor distrust with regard to a very powerful government interfering with its citizens’ individual liberties. For this reason, the United
States particularly focuses on mechanisms that shall protect against any governmental abuse of power. In addition, this distrust has been nourished by scandals
in the 1960s and 70s involving abuses of the government’s investigative power
in order to discredit political opponents and activists, most notably, the
Watergate scandal.
9.2.1 Fairness and Integrity
The fairness conditions formulated apply to the information collected during the
anticipative criminal investigation and introduced in criminal proceedings in
order to guarantee a fair criminal procedure.16 The integrity of the state
institutions responsible for the gathering of information during the anticipative
criminal investigation is in particular important when the criminal proceedings
are dealing with the secretive products of the anticipative criminal investigation.
The general perspectives provided below include recommendations in order to
guarantee the fairness of the criminal process when involving information
gathered in the anticipative criminal investigation. These recommendations will
be further elaborated in sections 9.3.3 and 9.3.4.
On the basis of the analysis in parts 1 and 2, I have concluded that the
Netherlands as well as the United States have been confronted with an ‘infected
criminal process’ as a consequence of enabling anticipative criminal investigations.17 These ‘infections’, however, have different underlying causes. In the
Netherlands the infection follows from the ‘preparatory investigative activities’
of the anticipative criminal investigation conducted by the AIVD or CIE and
from the increased potential of AIVD influence during parallel investigations
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See section 8.5.3.
See sections 4.3.4.3 and 7.4.3.
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when the object of the investigation has attracted the shared interest of the
AIVD, the PPS and the police. Consequently, criminal trials deal with a pre-trial
phase containing secret elements and evidence originating from shielded sources
and through shielded methods. In the United States, the infection follows
directly from the manner in which evidence is gathered. Evidence in terrorism
investigations is primarily (or maybe even exclusively) gathered by means of
‘intelligence tools,’ such as FISA surveillance, document production orders and
national security letters.18
Dealing with this ‘infected’ criminal process, Dutch courts have strongly
focused on the assumed integrity of intelligence agencies, warranted by the
presence of procedural mechanisms that should guarantee the integrity of the
intelligence service. As explained in section 4.3.4.3, this ‘basis of trust’ is in
many situations warranted. However, in order to guarantee control over the pretrial phase courts should be careful not to exclude the exertion of control on the
basis of an old-fashioned vision of the criminal investigative phase, leaving
aside the reality of the anticipative criminal investigation. Integrity guarantees,
such as internal supervisory mechanisms and parliamentary oversight, may
warrant a more marginal examination of activities conducted for the purpose of
intelligence gathering, but shall not bar any form of control over the legitimacy
of pre-trial activities when these activities are also relevant for the anticipative
criminal investigation.
The CIPA procedures that can be applied in criminal trials before US courts
already provided for a solution regarding, although more limited, the exertion of
control over the use of classified materials. However, especially in the criminal
trials of terrorists, where basically all evidence has been obtained under the veil
of secrecy which is applicable to national security investigations, the reality of the
anticipative criminal investigation conflicts with criminal procedural fairness
guarantees. In general, the impact of classified materials on the fairness of the
proceedings is, as a consequence of the particular character of the anticipative
criminal investigation in the US, considerably larger than in the Netherlands.
Furthermore, courts confronted with evidence gathered under the FISA framework do not exert control with a view to realizing due process, but control the
observance of the statutory requirements from the perspective of the FISA
context: in camera and ex parte inspections of the affidavits in order to determine
whether or not the order was clearly erroneous. In this way, control over the
methods by which evidence has been gathered is excluded, which also touches
upon the possibilities to challenge the evidentiary value of the materials gathered.
The difference in the underlying causes of the ‘infected criminal process’ and
the manner in which ‘shielded’ investigative elements are dealt with, result in
two different recommendations in order to improve the realization of fair
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Evidence directly gathered through the FISA framework or information gathered through typical
intelligence tools, such as national security letters, may become part of criminal proceedings as a
consequence of sharing obligations between, inter alia, the intelligence entities and federal
prosecutors. See section 7.4.3.
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criminal proceedings. For the Netherlands, the complete bar on control over the
investigative activities that have influenced the anticipative criminal investigation should be lifted in order to enable at least a marginal form of examination.
A subtle adjustment regarding the approach taken by trial judges will be able to
create the necessary ‘spy holes’ to control the integrity of the relevant activities
of the intelligence agencies. These spy holes can be created through acknowledging the reality of the broad concept of ‘anticipative criminal investigation’19
when exerting control under Article 359a CCP through the procedure created by
the Act on Shielded Witnesses.
The solution for establishing sufficient fairness guarantees during criminal
trials following an anticipative criminal investigation in the United States shall
not, in the first place, be sought in adjustments during the trial phase. The CIPA
procedures themselves concern a procedural mechanism that is capable of
enabling sufficient control over some shielded elements of the investigation.
However, CIPA does not (yet) offer a solution in order to establish sufficient
control over the most probable method of evidence gathering in the anticipative
criminal investigation, namely under the FISA framework. Hence, the manner
in which evidence is gathered in terrorist cases must be adjusted in order to
reduce the veil of secrecy surrounding the anticipative criminal investigation.
This can be realized by taking into account the observations made in the
previous section. In the second place, when upholding the possibility to gather
evidence through the FISA framework, courts confronted with the evidence
gathered under FISA shall exert control on the basis of criminal procedural law
principles, which is possible under the applicability of CIPA, and not
exclusively through a ‘national security law approach’.
9.3 REGULATING ANTICIPATIVE CRIMINAL INVESTIGATIONS UNDER THE
RULE OF LAW: CONCLUSIONS AND RECOMMENDATIONS
9.3.1 The Netherlands: Legitimization and Integrity
9.3.1.1 Relation between Legitimizing Grounds and the Purpose of the
Criminal Investigation
In the statutory regulation of SIT in the CCP, the purpose of the investigation is
related to the required level of legitimization for initiating criminal investigative
activities. This purpose of the investigation is related to the crimes under
investigation; the making of prosecutorial decisions regarding the specific
crimes under investigation; and, for terrorist crimes, additionally, the purpose
of preventing terrorist crimes.20 In section 8.4.1.3 the purpose of the investi-
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For an explanation on this ‘broad’ concept of anticipative criminal investigation as opposed to the
narrower interpretation on the basis of Article 132a CCP, see section 4.3.3.
See section 4.2.1.2.
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gation has been related to the nature of the terrorist crimes: because of the nature
of the terrorist crime, prevention may be a legitimate purpose of the criminal
investigation. In addition, the nature of a specific interference shall be related
to additional protective safeguards. When the nature of the interference,
considering the method used, is more intrusive, the statutory system provides for
additional procedural safeguards.21 The legitimization for initiating criminal
investigations for a specific purpose (related to the crimes under investigation)
with the help of SIT or search methods, however, remains the same.
This connection between the required legitimization and the specific purpose
of the investigation is currently insufficiently recognized in the Netherlands.22
The connection between the purpose of the investigation and the applicable
procedural framework is not only important in order to distinguish intelligence
investigation or administrative control from the criminal investigation, but also
plays an important role within the context of a criminal investigation as such.
The required legitimization within the entire concept of a criminal investigation
(under Article 132a CCP and also including the preliminary investigation) is
dependent on the specific purpose of the criminal investigation.
The lack of sufficient attention for this relation between the investigative
purpose and the required legitimization has resulted in the stretching of the
reasonable suspicion threshold, in order to be able to pursue multiple
investigative purposes in the context of the classical investigation involving
crimes with a differing nature. For example, the classical investigative domain
is also used to pursue preventive investigative purposes upon the establishment
of a reasonable suspicion of a terrorist crime.23 This may be justified considering
the specific circumstances of the case. However, as a consequence, the
legitimization fades for investigative action where terrorist crimes or organized
crime are not involved. Especially in order to enable the possibility to
investigate for the purpose of prevention when a terrorist threat is involved, the
legislature has created the possibility to act upon a weaker legitimization.
Hence, a substantiated choice for a specific investigative domain, including the
specific purpose of the investigation, strengthens the legitimization of specific
investigative action for that purpose. This applies to the distinction between the
investigative domains of classical investigation, organized crime investigation
and terrorist crime investigation as well as to the distinction between a
preliminary investigation and the (full) investigation in the context of one of
these three domains.
Moreover, when the connection between the purpose of the investigation and
the required level of legitimization is acknowledged and recognized in practice,
also the argument that the Act on the Criminal Investigation of Terrorist Crimes
violates Article 8 ECHR and the principles of proportionality and subsidiarity,
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Section 4.2.1.2.
As concluded in section 4.2.2.2.
See section 4.2.2.2. The classical investigative domain is also often used to pursue the proactive
investigative purpose for targeting organized crime. See section 2.3.2.3.2.2.
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because of a lack of necessity, shall be rejected.24 The Act on the criminal
investigation of terrorist crimes does not violate the principle of necessity,
considering that the ultimum remedium character of the criminal justice system
is only upheld when, under the investigative domain for terrorist crimes, the
purposes of prevention and evidence-gathering may be pursued.25
9.3.1.2 Relating Legitimization to Integrity: Proportionality and the
Legitimized Scope and Purpose
9.3.1.2.1 The Legitimized Scope and Purpose
The main legislative change that has facilitated anticipative criminal investigations in the Netherlands exactly touches upon the legitimization of anticipative
criminal investigative activities. The use of special investigative techniques and
search methods is possible on the basis of ‘indications of a terrorist crime’, in
order to enable the use of these investigative powers for the prevention of
terrorism and truth-finding.
In order to be necessary and proportionate the investigative activities must
have sufficient focus, which means that the legitimizing grounds must be
sufficiently clear in order to reduce the investigative activities to identifiable
(groups of) persons. In section 2.3.2.3 it has been explained that the reasonable
suspicion threshold in the classical investigative domain or organized crime
investigative domain shall concern the crime and not a specific person. Furthermore, it must be possible to relate the persons investigated to that specific crime
or to the serious crimes that are being planned or committed in an organized
context. This is no different for the indications threshold. The difference with the
reasonable suspicion threshold concerns the vaguer or softer information regarding
a terrorist crime that may provide the legitimizing ground. The persons investigated on that basis shall still be related to that crime. Nevertheless, when applying
the threshold in practice, it may be more difficult to relate specific persons or a
group of persons to vaguer and softer information regarding a crime.
The decisive consideration for deciding whether the indications threshold is
met concerns the ‘interest of the investigation’, or, in other words, whether
investigative action can, in the light of the information available, contribute to
the prevention of terrorism.26 Placing the prevention of terrorism at the forefront
when deciding whether or not the information available provides sufficient
legitimizing grounds for criminal investigative activities involves a risk that the
threshold is stretched towards an impermissible scope.27
24
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The supposed lack of necessity has followed from the very limited use of the adopted legislation in
practice and the sufficiency of the already existing investigative possibilities (using the classical
investigative domain to prevent terrorism, because soft information has been accepted to establish
a reasonable suspicion of crimes, including ‘preparatory terrorist crimes’). When necessity is
absent, the regulation of the investigative domain for terrorist crimes would also violate Article 8
ECHR and the principles of proportionality and subsidiarity. See section 4.2.4.
Section 8.3.2.3.
See section 4.2.1.2.
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As explained, weaker legitimizing grounds, and thus an investigation with
a broader scope, shall be restricted to the criminal investigation of crimes for
which preventive action is justified, which are crimes that pose a threat to
national security.28 The procedural regulation of criminal investigative activities
for the purpose of prevention provides for a threshold of ‘indications of a
terrorist crime.’ Article 83 Penal Code lists the offenses that can be identified
as terrorist crimes. One may discuss whether all these crimes also separately
pose a threat to national security. Nevertheless, also the investigation of
preparatory acts of larger terrorist crimes contributes to the prevention of these
larger terrorist crimes and, hence, contributes to the protection of national
security. In addition, offenses that are minor in themselves and which cannot be
related to larger terrorist crimes also touch upon – because these offenses are
committed with a terrorist intent – the essential aspects of the undisturbed
functioning of the democratic state under the rule of law. The phenomenon of
terrorism as such and, hence, any offenses committed with a terrorist intent,
including those that do not directly threaten national security, concerns a threat
to the essential aspects of the democratic state under the rule of law. The
protection of national security involves the protection of these essential aspects
of the democratic state under the rule of law. For that reason, the limitative
enumeration of terrorist crimes in the Penal Code restricts the preventive use of
SIT and search methods to investigating terrorist activities.
On paper, the threshold of indications to be used for the purpose of
prevention and evidence gathering concerning terrorist crimes reflects the
synthesis between shield and sword in the special circumstances of the
anticipative criminal investigation. However, because preventing terrorism is the
decisive consideration, there is a risk that the threshold is stretched towards an
impermissible scope in practice. At this moment in time, there is insufficient
clarity as to how the scope of the indications threshold shall be understood. Until
now, this has resulted in reluctance concerning the use of the investigative
domain for terrorist crimes.29 When used, the information establishing the
‘indications’ seemed to be in conformity with the conditions of the rule of law.
Also in comparison with the interpretation of the reasonable suspicion threshold,
the scope of the terrorist crime investigation shall be limited to the investigation
of persons who can be related to the, although weaker, information regarding a
terrorist crime.30
Nevertheless, to avoid the situation where the indications threshold will in
the future be stretched into directions which are incompatible with the rule of
law, judicial interpretation (which is currently still lacking), taking into account
the legitimized scope and purpose, would be desirable.31 In addition, it would be
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desirable for the PPS to formulate guidelines for the interpretation of the
indications threshold. These guidelines should promulgate that the investigative
domain for terrorist crimes can and shall be used, when needed, for the
prevention of terrorism. Consequently, also the PPS and the police may start to
feel more comfortable in using the investigative domain for terrorist crimes
when the investigation deals with situations for which this investigative domain
has been created.
In section 4.2.1.2 the conclusion has been drawn that the indications
threshold functions as a last resort, when a reasonable suspicion cannot be
established. This shall not be the criterion for using the investigative domain for
terrorist crimes. Rather, also in situations where it may be possible to establish
a reasonable suspicion,32 but the purpose of the investigation corresponds with
the purpose of the investigative domain for terrorist crimes, a choice shall be
made for the investigative domain for terrorist crimes. The situations described
in section 4.2.1.2 where the investigative domain could be used did not
exclusively include situations where a reasonable suspicion cannot be
established. Nevertheless, acting in these situations within the context of the
investigative domain for terrorist crimes reflects the goal of the amendment of
contributing to preventing terrorism. Therefore, the indications threshold shall
not only be considered as a ‘last resort,’33 but primarily as a threshold that allows
an investigation for the prevention of terrorism. When the investigative
possibilities in relation to the permitted specific investigative purposes of the
separate investigative domains are more clearly promulgated through guidelines,
the use of the investigative domain for terrorist crimes for the purpose of
preventing terrorism, combined with truth-finding, could be encouraged. This
would avoid the further stretching of the reasonable suspicion threshold which
is applicable to the classical investigative domain and more clearly demarcate
the borders as well as the possibilities of specific investigative domains.
Furthermore, these guidelines by the PPS shall promulgate that the use of
SIT or search methods within this investigative domain is limited to persons
and/or organizations that can be identified as having a nexus with the terrorist
crimes under investigation. The principle of proportionality shall be used to
minimize the scope of the investigation to this specific legitimized scope and,
thus, will avoid the stretching of the threshold to an impermissible scope. The
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contributed to stretching the reasonable suspicion threshold so as to use it for purposes other than
those for which the criminal investigative domain has been intended.
Which is partly a consequence of the fact that the reasonable suspicion threshold has been
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changing investigative policy as suggested would mean that the investigative domain for terrorist
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use of ‘proportionality’ for this minimizing purpose will be addressed in the
following sub-section.
9.3.1.2.2 Proportionality as a Minimization Mechanism
Especially in the context of the regulation of anticipative criminal investigations,
proportionality should be an important restrictive element. Proportionality34 is
in the context of the terrorist crime investigation strongly related to the
legitimizing grounds: the information available shall be sufficiently concrete to
foresee that the SIT sought to be used can contribute to preventing terrorism. In
fact, the statutory requirement of being ‘in the interest of the investigation’
(reflecting a proportionality assessment) has a stronger regulatory influence
limiting the scope of the investigation than the indications threshold.35
Also in the light of Article 8 ECHR other procedural conditions may
compensate for a low threshold of application (legitimizing ground). The weaker
legitimization of the indications threshold as introduced by the Act on the
criminal investigation of terrorist crimes has not been accompanied with other
procedural safeguards. Hence, the same procedural safeguards that apply to the
other investigative domains shall be able to sufficiently minimize the scope of
the criminal investigation of terrorist crimes. In section 4.2.1.2.1.1 the conclusion has been drawn that especially the requirement of the ‘interest of the
investigation’ and, hence, in fact the proportionality assessment, further tailors
the scope provided by the legitimizing grounds in a specific case.
However, partly under the influence of the growing social anxiety concerning
insecurity and criminality, courts have granted investigative officers more
discretion, using the principles of proportionality and subsidiarity, instead of
protective, limiting, principles, primarily as principles that can also justify more
investigative discretion when acting to prevent terrorism or to investigate serious
crime in general. Hence, control over the observance of the principles of proportionality and subsidiarity is limited, which offers the investigative officers and
the PPS more discretion. In addition, also investigative officers and the public
prosecutor supervising the criminal investigation will be inclined to attach
decisive weight to the interest of preventing terrorism in the proportionality
assessment.36
Proportionality and subsidiarity are typically assessed on the basis of the
information establishing indications in relation to the nature of the interference.37
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For the (potential) regulatory role of the principle of proportionality in the criminal investigation,
see sections 2.1.3.4.1 (as a principle of good governance), 2.3.1.1 (regulating police activities),
2.3.1.2 (regulating the activities of the PPS), 2.3.2.3.2.5 (as a statutory requirement in the regulation
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investigative activities of the AIVD are, by definition, not included in the concept of anticipative
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See section 4.2.1.2.
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Consequently, it is likely that there will be a focus on the need for investigative
action in order to exclude risks. As explained in the previous section, in the
statutory system regulating SIT, the legitimizing grounds are specifically related
to the purpose of the investigation, while the additional procedural safeguards
shall be related to the nature of the interference. The government has used the
latter in order to explain that additional procedural guarantees shall not be
adopted in the regulation of the investigative domain for terrorist crimes.
However, not only the nature of the technique as such shall be assessed. In
addition, it is required to assess the possibility to limit the investigation to the
legitimized scope and purpose, because also these factors contribute to the
totality of the implications for the right of the persons concerned to have their
private lives respected.
Because other minimizing procedural safeguards are absent and the legitimizing grounds are comparably weak, the (statutory) proportionality requirement
obtains significant value. The proportionality requirement is adopted as a
statutory requirement in the regulation of SIT and shall be observed by the
public prosecutor and, for the most intrusive techniques, also the examining
magistrate. Considering that proportionality is currently often explained as an
argument to attach more value to the interest of preventing terrorism than to the
interest of legal protection, the actual restrictive function of the principle should
receive renewed attention. If the principle of proportionality is not used
(exclusively) to justify more investigative discretion to benefit the prevention
of terrorism, but also explicitly as a requirement to be met before using SIT
under Title Vb, relating the information available to the use of a specific
technique and the scope of the investigation, proportionality is able to function
as a minimization mechanism. In this regard it is important to note that
proportionality is not only a principle of the due administration of justice, but
also a statutory requirement, warranting strict control by the public prosecutor,
the examining magistrate and the trial judge on the observance of the principle.
This, then, not only concerns the proportionality of the investigative action as
such, considering the information available, but also the proportionality of
specific investigative action considering the information available and taking
into account the scope of the investigation.
Also from the perspective of the requirements set by the ECrtHR in the light
of Article 8(2) ECHR, involving the legitimized scope and purpose of the
investigation in the proportionality assessment will contribute to compatibility
with Article 8 ECHR.38 As explained in section 4.2.1.3.1.1, compatibility with
Article 8 ECHR largely depends on the manner in which the procedural
requirements are construed in practice. The previous section has signaled that
considering the statutory system and considering the intention of the legislature
in creating the investigative domain for terrorist crimes, the threshold of
indications meets the rules formulated under the pillar of legitimization.
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Nevertheless, in order to reduce the risk that the scope of the investigation is in
practice construed in a manner which exceeds these limits regarding the justified
legitimization, the proportionality requirement has obtained significant meaning
in the procedural regulation of Title Vb. If the statutory requirement of being ‘in
the interest of the investigation’ is connected to the legitimized scope (only
those persons or groups of persons that can be related to the present indications
of a terrorist crime) and to the legitimized purpose (prevention and evidence
gathering), the minimization achieved through the statutory proportionality
requirement can guarantee that the anticipative criminal investigation is also
conducted within the confines of the rule of law.
Furthermore, in section 4.2.1.3.2 it was concluded that the regulation of Title
Vb meets in abstracto the requirement of ‘necessary in a democratic society’.
However, because of the theoretical breadth of the legitimizing grounds and the
related interpretation of the other procedural safeguards, there is a risk that the
Act will be construed in a manner which lacks the focus required in order to
render the investigative activities necessary to pursue the legitimate aim. Again,
this is a reason, firstly, to explicitly relate the legitimization grounds to the
specific purpose of the investigation and, secondly, to relate the proportionality
assessment particularly to the legitimized scope and purpose in order to
guarantee that it fulfills its important role as a minimization mechanism.
9.3.1.2.3 Search Methods in Terrorist Crime Investigations
The situation is slightly different for the use of search methods in security zones.
Because no order by the public prosecutor is required before investigative
officers may apply investigative powers in security zones, the legitimizing
ground (the presence of that person in a particular area labeled as a security zone
by an administrative decree) does not relate the person searched to an actual
crime that threatens national security. Rather, it relates all persons present in that
area (in fact a specific group of persons) to a place at a larger risk of terrorism
attacks than other places.
Hence, it is difficult to uphold that the group of persons that qualify to be
searched because of their presence in a security zone can be related to a terrorist
crime. In the absence of a concrete current threat the nexus between these
persons and a crime that threatens national security is insufficient. Also
requiring an order by the public prosecutor in security zones before search
methods may be applied against anyone present in that zone could restore this
deficit. Urgent situations must be excluded from this requirement when the
investigative officer present in the security zone cannot await the order of the
public prosecutor in order to avert an urgent threat.39 Additionally, in such an
urgent situation a choice could be made for an ex post order from the public
prosecutor.
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As explained in section 8.4.1.2: on an ad hoc basis situations of urgency may continue to justify an
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Also proportionality is less strongly guaranteed for search methods, because
the proportionality assessment does not require the involvement of the public
prosecutor and is left to the discretion of the investigative officers. This applies
especially to the use of search powers in security zones, where the public
prosecutor is not involved at all. Because of the less strongly guaranteed
proportionality requirement, the minimization achieved by the requirement of
being ‘in the interest of the investigation’ is not capable of compensating the
basically absent legitimizing grounds for search powers in security zones.40
Amending the regulation for using search methods to include, similar to the use
of search powers in security zones regulated in the Weapons and Ammunition
Act, an order by the public prosecutor will provide for a stronger guarantee that
the required legitimization is present within a particular time span.
9.3.1.2.4 Preliminary Investigation of Terrorist Activities
The threshold which is applicable in the preliminary investigation41 provides, in
comparison to the indications threshold of Title Vb, for weaker legitimizing
grounds, considering that the object of the indications threshold is not a specific
terrorist crime, but a group of people in order to determine whether persons in
that group can be related to indications of a specific terrorist crime. This also
applies to preliminary investigative activities in preparation for the organized
crime investigation, which was already in force prior to the adoption of the Act
on the criminal investigation of terrorist crimes.
The legitimization for preliminary investigative activities is very weak. The
nexus between the group investigated and the terrorist crime is indirect and the
group investigated cannot be precisely determined. Only because persons are
considered to be taking part in a specific group, while this group is, for example,
known to be sensitive to radicalization and, thus, terrorist crimes, may they be
included in preliminary investigative activities.42 This involves a considerable
risk that persons are arbitrarily and unnecessarily subjected to preliminary
investigative activities.
At the same time it must be acknowledged that in the preliminary investigation only investigative methods may be applied that interfere, to a limited
extent, with the privacy rights of the persons concerned. SIT or search methods
cannot be applied upon the legitimizing standard for preliminary investigative
activities only. In addition, the information collected has already been stored for
other purposes and, hence, obtaining the information does not involve a new
privacy intrusion. Nevertheless, obtaining information from sources where this
information has not been stored for law enforcement purposes (from third
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Compare the conclusion drawn in section 4.2.1.3.1.3 that it is uncertain whether the regulation of
the use of search methods under Title Vb can withstand an examination on the basis of the requirements of Article 8 ECHR
The preliminary investigation shall be considered as part of the entire concept of criminal
investigation. See section 2.3.2.2.4.
For an explanation of the threshold of application in the preliminary investigation see section
2.3.2.3.2.3 and 3.2.1.2.

Conclusions

601

parties) in order to analyze it for criminal investigative purposes does interfere
with privacy rights. Considering that the privacy intrusion primarily follows
from the fact that the information will be used for criminal law enforcement
purposes, while collected and stored for other purposes, especially one of the
newly introduced powers in the context of the preliminary investigation of
terrorist crimes (Article 126hh CCP) gives reason for concern because of the
weak legitimization and the privacy intrusion following from the ordering of
personal data to be made available from third party automated information files.
At the same time, the use of the technique of Article 126hh CCP is compensated
by various procedural mechanisms, intended to guarantee the integrity of the
collection of information, most notably, through minimization. The maybe
otherwise insufficient legitimizing ground of the preliminary investigative
power of Article 126hh CCP has been sufficiently counterbalanced by adopting
strict minimization procedures through an automated filtering system, which is
applicable in addition to the proportionality requirement. This automated
minimization has particularly been adopted to guarantee that the technique is
only applied for the legitimized purpose and scope.43 In addition, it must be
noted that the preliminary investigative technique of Article 126hh CCP has
never been used in practice.
9.3.1.3 Control over the Legitimized Scope and Purpose
Making the relation between the required legitimization and the specific
criminal investigative purpose explicit and also explaining the proportionality
requirement of being ‘in the interest of the investigation’ in the light of the
specific legitimized scope and purpose of the investigation also enable more
transparent control over the anticipative criminal investigation.
The adoption of the investigative domain for terrorist crimes has not been
accompanied with strengthened ex ante judicial control.44 The central controlling
role during the (anticipative) criminal investigation is attributed to the public
prosecutor. The public prosecutor is confronted with the dilemma whether to
risk subjecting possibly innocent persons to criminal investigative powers or to
risk not averting a terrorist threat in time when receiving vague information
involving such a threat. In addition, the controlling abilities of the public
prosecutor with regard to the power to apply search methods in security zones
have been reduced. Furthermore, the judiciary exerting control ex post has, as
a consequence of the political and societal circumstances of the past decade,
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In section 4.2.1.3.2 it was already concluded that the adopted minimization procedures in
combination with the required authorization of the examining magistrate also make this relatively
more intrusive preliminary investigative technique compatible with Article 8 ECHR, because the
minimization procedures are able to limit the scope of the preliminary investigation to its legitimate aim, and thus makes it foreseeable to the persons concerned.
This does not apply to the newly adopted preliminary investigative technique of Article 126hh
CCP, for which the authorization of the examining magistrate is required (unlike the other
preliminary investigative techniques).
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with a focus on security and the prevention of crime and threats, generally
provided investigative officers with more discretion in their criminal
investigative efforts. The principle of proportionality has been used to justify
more discretion when the aforementioned interests are involved and the
controlling scheme of Article 359a CCP is applied less strictly when the
investigative officers have been dealing with serious crime or the prevention of
terrorism.45
Hence, the anticipative criminal investigation has not left the controlling
mechanisms for the criminal investigation unaffected. Especially the balance
between the different actors with responsibility towards guaranteeing the
fairness of the criminal process has been affected. As concluded in section 4.2.4:
investigative officers have been granted wide discretion to do what is necessary
to prevent terrorism, whereas the controlling roles of the examining magistrate
and the trial judge have been watered down, both as a consequence of the
difficulty in exerting control on the basis of criteria affording wide discretion
and as a consequence of the developments where security interests outweigh
legal protective interests.46
At the same time it must be observed, as has followed from the empirical
research into the Act on the Criminal investigation of terrorist crimes, that is
seems that the public prosecutors have taken their central role as a controlling
authority seriously. They seem to make a careful assessment of the interests
involved, considering that the discretion offered to apply a variety of investigative powers is used restrictively when the information available is less
concrete, by using less intrusive methods in order to exclude risks.47
Nevertheless, this reluctance among public prosecutors seems to follow
primarily from uncertainty regarding the investigative possibilities as well as the
limits on the investigative domain for terrorist crimes. Making the relation
between the required legitimization and the specific criminal investigative
purpose explicit and also explaining the proportionality requirement of being ‘in
the interest of the investigation’ in the light of the specific legitimized scope and
purpose of the investigation will also enable more transparent control over the
anticipative criminal investigation. The public prosecutor and, for the more
intrusive techniques,48 the examining magistrate shall exert control over the use
of the proportionality requirement in the recommended restrictive manner. The
proportionality requirement then obtains an important protective role.
This cannot, however, be easily achieved. Exactly because proportionality
as such provides a large margin of appreciation as to how to balance different
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See for an explanation of these findings section 4.2.3.3.
Section 4.2.4.
See section 4.2.3.2.
In particular for the more intrusive investigative techniques, prior judicial control is preferred, or in
the light of the recent ECrtHR judgment in Sanoma Uitgevers B.V. v. The Netherlands (ECHR 12
September 2010, App. no. 38224/03) it may even be required. This prior judicial control through a
warrant by the examining magistrate is in the Dutch regulation included for more intrusive
techniques. Compare section 8.5.2.2.
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interests in a particular case,49 it cannot be said that proportionality is a very
strong procedural guarantee. Hence, it would be desirable that the statutory
requirement of being ‘the interest of the investigation’ will be further defined.
Without depriving it of the required openness in order to deal with different
situations, the connection between ‘in the interest of the investigation’ and the
required legitimization needs to be made. This could be done in prosecutorial
guidelines and in the case law. Such an approach would limit the anticipative
criminal investigative phase to its legitimized scope and purpose and create the
required transparency concerning its limitations to guarantee effective control.
The protection of the right to respect for one’s private life required in the
criminal investigation, the presumption of innocence and the principles of
proportionality and necessity are then sufficiently guaranteed also with regard
to the manner in which the procedural guarantees are construed in practice.
9.3.1.4 Some Comments on Notification
Including a requirement of notification in the regulation of anticipative criminal
investigations is a prerequisite for guaranteeing the availability of a remedy.
Because the persons involved in the anticipative criminal investigation will often
not be prosecuted, the notification requirement is particularly important in order
to provide an effective remedy and to realize the fundamental right to
accountability, through judicial review, once someone’s individual liberty has
been violated.50 The applicability of the notification requirement has not been
affected as a consequence of legislative measures enabling an anticipative
criminal investigation. Article 126aa CCP requires records to be compiled and
disclosure when the persons subjected to the criminal investigation are
prosecuted. Article 126bb CCP provides for a mandatory requirement of
notification to persons who are not subsequently prosecuted. An exception to
notification is provided when the interest of the investigation (of the criminal
investigation in question or of other criminal investigations) is adversely
affected through notification.51
Currently, illegitimate actions that have occurred in the pre-trial phase are
restrictively sanctioned in the context of trial proceedings. Proportionality is
often used as an argument to avoid the procedural sanctioning of illegitimate
conduct during the investigative phase. Also a violation of Article 8 ECHR is
not necessarily remedied in the context of the trial proceedings, because
sanctions only follow when an impairment of the right to a fair trial can be
rectified through the procedural sanction. Nevertheless, this does not exclude the
person in question from seeking remedies in the context of civil proceedings or
before the National Ombudsman, which also concerns an effective remedy under
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Compare the rejection of a mere balancing approach in Chapter 8, section 8.1.1.1.
See section 8.3.2.1.
See section 2.3.1.6.
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Article 13 ECHR.52 Hence, it can be concluded that, upon the observance of the
notification requirement, persons subjected to investigative powers are provided
with a remedy either in the context of trial proceedings or, if this is unsatisfactory or inapplicable, in civil proceedings or before the National Ombudsman.
In Kruslin/Huvig v. France the ECrtHR considered that only the possibility
to challenge the legitimacy of investigative action after notification may be
insufficient in order to realize also an effective remedy. According to the Court,
in the absence of additional provisions facilitating a remedy, the effectiveness
of the remedy may be doubted.53 Hence, considering the decline of the
effectiveness of the remedy provided at trial through procedural sanctions, it is
recommendable that persons who are notified about the investigative action are
also clearly notified about possibilities to challenge the legitimacy of the
government’s interference with their private lives in alternative proceedings,
such as civil proceedings or a challenge before the National Ombudsman. This
subject was also touched upon during the discussion of the Bill on the Act on the
Criminal Investigation of Terrorist Crimes, but has never resulted in any actual
measures.54
Especially the observance of the notification requirement as included in the
statutory regulation is decisive for whether or not anyone subjected to
anticipative criminal investigative activities has been provided with an effective
remedy. From the evaluations of the Act on SIT it has appeared that, in practice,
the notification requirement is usually not observed. The exception of ‘the
interest of the investigation’ can be easily relied upon in order to refrain from
notification. This has resulted in a recommendation by the Board of ProcuratorsGeneral to comply more effectively with the notification requirement.
Considering the foregoing, this attention to better compliance with the
notification requirement shall not lessen. Quite the contrary, especially in the
context of an anticipative criminal investigation notification is of crucial
importance in order to realize accountability, because the anticipative criminal
investigative activities rarely result in criminal prosecution and the scope of the
investigation is typically larger. In addition, not only an effective remedy but
also control ex post is then realized concerning those investigative activities that
have not resulted in a criminal prosecution.
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See section 4.2.3.2.
See section 2.3.1.6.
See Borgers 2007, 53-55.
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9.3.2 The United States: Legitimization and Integrity
9.3.2.1 Regarding the Anticipative Criminal Investigation in Conventional
Criminal Law
9.3.2.1.1 Attention to Legitimizing Grounds in the Reasonableness
Assessment under the Fourth Amendment
As a consequence of the focus on reasonableness in Fourth Amendment case
law, especially in situations where the interest of preventing terrorism or
protecting national security is involved, the protective value of the probable
cause standard has lost some of its protective meaning.55 The focus on
reasonableness, through applying the ‘totality of circumstances’ test, and
including the interest of preventing terrorism in the reasonableness assessments
may result in reasoning where the probable cause requirement loses its meaning
and the protective interest of this requirement is set aside. A risk has been
identified where balancing the interests involved in the context of a reasonableness assessment, without including the probable cause requirement and warrant
requirement, may justify any urgent need to investigate. This finding will be
subjected to further scrutiny in order to determine whether the current focus on
Fourth Amendment ‘reasonableness’ can offer sufficient legitimization for a
criminal investigative action.
Probable cause can currently be better understood as a parameter whose
presence is a clear indication with regard to the reasonableness of the search.
Reasonableness being the ultimate touchstone of the Fourth Amendment, it will
be crucial that the conditions regarding legitimization are included in the
reasonableness assessment. When probable cause will be reaffirmed as a per se
requirement under the Fourth Amendment, it will be clear that this will be in
conformity with the conditions on legitimizing grounds for criminal investigative activities that interfere with privacy rights. Nevertheless, in order to give
the investigative agencies sufficient leeway to act also for preventive purposes
during the criminal investigation, a lower threshold of application that still
conforms to the conditions for the legitimizing grounds will be preferable.
Reasonableness in itself, when applied through the totality-of-circumstances test
is insufficiently capable of providing specific legitimizing grounds for criminal
investigative activities. Hence, seeking to depart from probable cause by setting
aside the probable cause requirement and focusing on reasonableness is not the
right approach. As also concluded in section 7.2.2.2.1 probable cause fulfills an
important protective meaning, justifying criminal investigative activities where
these activities interfere with the interests which the Fourth Amendment seeks
to protect.56 Because reasonableness, or in fact proportionality, implies a
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See section 7.2.2.2.1 and section 7.6.2.1.
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606

Chapter 9

balancing of the interests involved, the specific legitimization of criminal
investigative activities is not included. For this reason it was concluded that a
form of suspicion concerns an essential restraint on the government’s criminal
search power as it concerns the core of Fourth Amendment protection.57
The foregoing warrants a conclusion that the current trend of focusing on
reasonableness involves a risk that specific legitimization for the use of search
methods in criminal investigations is set aside. At the same time, the probable
cause standard may be too restrictive in order to reflect the current need to act
proactively for a preventive purpose in order to serve the interest of preventing
terrorism and protecting national security. For this reason, it may be recommendable to seek guidance within prior Supreme Court analysis where a lower
form of suspicion was considered reasonable under the Fourth Amendment, such
as the standard of reasonable suspicion legitimizing a Terry stop.58
Using a lower standard of suspicion to legitimize searches in cases involving
the interest of preventing terrorism has, however, not been the explicit approach
of the courts in dealing with investigations where the threat of terrorism was
involved under the Fourth Amendment. Only the First Circuit Court in United
States v. Ramos (2010), contrary to the district court that initially addressed the
case, explicitly included in its assessment of the ‘totality of circumstances’ the
legitimizing circumstances establishing a ‘reasonable suspicion’, which were the
threat of terrorism, identified through objectifiable standards, in combination
with another legitimizing circumstance. Although, similar to other courts in the
post-9/11 era, the Court used a reasonableness assessment in order to justify the
stopping of a vehicle for a brief investigation, it particularly focused on the
legitimizing circumstances to reach its conclusion. Although these specific
legitimizing circumstances would normally have been insufficient to meet the
standard of the Terry reasonable suspicion, they still provide sufficient
legitimization thereby reducing the scope of the search to identifiable persons
who can be related to information regarding a terrorist or other national security
crime. Considering the specific circumstances of that case, involving a place at
risk from terrorist crimes and the ‘suspicious’ behavior of the persons in the car,
the limited intrusive stopping of the car was sufficiently legitimized. Such
argumentation should be explicitly adopted in any Fourth Amendment
reasonableness assessment.
This approach can be compared to the Supreme Court’s reasoning in
Brigham City v. Stuart and Georgia v. Randolph, where an interpretation of the
probable cause standard different from the definition provided in Brinegar59 has
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section 7.2.2.2.3 affirming the conclusion of an increasing focus on reasonableness as the ultimate
touchstone of the Fourth Amendment.
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See sections 5.3.2.1.1.1 and 6.2.2.
“[t]he facts and circumstances within their (the officers’) knowledge and of which they had
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U.S. 160, 69 S.Ct. 1392 (1949), 175-176. See section 5.3.2.1.1.1.
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been accepted in order to give the police more leeway because of “compelling
law enforcement needs”.60 The prevention of terrorism could be understood as
such a ‘compelling law enforcement need.’
Considering the mandatory presence of a standard reflecting the grounds
upon which investigative powers can be used in the context of a criminal investigation, reasonableness may not be detached from the requirement of probable
cause or, in the situation of a compelling law enforcement need, a lower version
of suspicion (such as a reasonable suspicion as adopted in Terry v. Ohio). This
will require courts to reflect on the importance of legitimizing grounds in their
Fourth Amendment interpretation.
Currently, this attention to legitimizing grounds is insufficient, as a consequence of the one-sided focus on reasonableness, on which basis the parameters
of probable cause and a warrant may eventually be set aside. Different gradations of a threshold are already included in the Mukasey Guidelines and the
DIOG of the FBI, which provide a relation between the level of the applicable
standard and the nature of the crimes investigated as well as the nature of the
intrusion caused by the (criminal) investigation.61 When courts seek to interpret
the Fourth Amendment in cases where terrorism or other national security
crimes are involved, it may be recommendable to focus also particularly on the,
considering the circumstances, legitimizing grounds (meeting, as a minimum,
the conditions formulated under the pillar legitimization in section 8.5.1), for
which purpose it may be possible to relate to the thresholds included in the
investigating guidelines when interpreting ‘lower versions’ of probable cause
under the reasonableness assessment. Reasonableness shall continue to play a
role which minimizes interference with privacy rights. When this is done, while
taking into account that a form of suspicion is required to render searches in the
criminal investigation reasonable, the reasonableness standard will be able to
minimize interference to its legitimized scope and purpose.
9.3.2.1.2 Some Comments on the Special Needs Doctrine
Seeking to apply lower standards to searches involving the prevention of
terrorism, courts have not only focused on the reasonableness of the search, but
have also applied the special needs doctrine. The special needs doctrine has been
used in the terrorism case of Macwade v. Kelly as an argument for deviating
from the probable cause and the warrant requirement under the Fourth
Amendment and a focus on reasonableness. Section 7.2.2.1 has in that regard
drawn the conclusion that the special needs doctrine may only be used when the
circumstances are defined by some particular conditions. Some proof regarding
the presence of the special need of ‘preventing a terrorist attack’ or ‘protecting
national security’ must be present in order to establish a ‘social necessity’
justifying a diminished expectation of privacy for the persons concerned. In
addition, the special needs doctrine shall not be used for the primary purpose of
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evidence-gathering, but for the purpose of realizing the special need of
preventing terrorism. Hence, ‘plain view’ evidence gathering is only allowed
when the primary purpose of the search concerns the government’s special need.
This conclusion corresponds with the approach defended in section 8.4.1.2
concerning the argument of necessity or exigency justifying exceptions to shield
elements within the traditional legal framework. Preventing terrorism or
protecting national security shall not be used as categorical exceptions to
protective elements, but may continue to function as ad hoc exceptions in
situations of immediate danger to persons. Considering the preference for this
approach it is not required to assess whether the use of investigative powers is
sufficiently legitimized in accordance with the principles of section 8.5.1, both
because the search cannot be described as a criminal investigative search and
because the doctrine may only be applied in circumscribed ad hoc situations of
immediate danger to persons.
9.3.2.1.3 Some Comments on Pen Registers and Trap and Trace Devices
The nature of pen registers and trap and trace devices has become more intrusive
and, consequently, it is no longer self-evident that the use of these tools does not
interfere with interests protected by the Fourth Amendment. In particular, the
tools have become more privacy intrusive by making it possible to intercept
Internet search terms and websites visited. Nevertheless, considering past
Supreme Court judgments, it would be unlikely that courts will consider the
regulation of the tools to be unconstitutional where, due to technological
developments, the scope of the information that can be intercepted has
increased.62 Such an expansion of this scope cannot be considered to violate
someone’s reasonable expectation of privacy.
The more intrusive nature of the pen register and trap and trace devices raises
questions with regard to the sufficiency of the legitimizing grounds to use these
tools, in combination with procedural mechanisms guaranteeing the integrity of
the application of these tools. For the use of pen registers and trap and trace
devices ‘specific and articulable facts’ demonstrating the relevance of the information to the ongoing investigation is the threshold of application. Considering
the limited interference with the right to respect for one’s private life caused by
the use of the pen registers and trap and trace devices, which – arguably with the
exception of the interception of internet search terms and websites visited – do
not violate someone’s ‘reasonable expectation of privacy’ under Fourth Amendment jurisprudence, the conditions regarding the legitimization, as formulated
in section 8.5.1, do not need to be applied rigidly.
Nevertheless, because the distinction between content and non-content
information is less clear under the current regulation of pen register and trap and
trace devices, the potential for interferences with the right to respect for one’s
private life and thus the abuse of pen register and trap and trace investigative
powers has increased. Therefore, procedural mechanisms guaranteeing the
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integrity of the use of pen registers and trap and trace devices are particularly
important. For this purpose the FBI has adopted an automated system in order
to filter the non-content information from content information without the
intervention of a human being.63 This thus concerns a minimization procedure
in order to prevent information from being intercepted for which the regulation
of pen registers and trap and trace devices lacks the required legitimization. Of
course, such a system can still not completely rule out all forms of abuse or
mistakes. Nevertheless, the entity of the regulation can be considered to contain
sufficient guarantees that the use of pen registers and trap and trace devices is
limited to its legitimized scope and purpose and, hence, does not violate
someone’s reasonable expectation to privacy.64
9.3.2.1.4 Some Comments on Notification
Judicial review of violations of civil liberties has traditionally been strongly
guaranteed through notification as well as a civil claim in the federal courts
when investigative activities have occurred in violation of the Fourth Amendment such as constitutional rights.65 This strong guarantee to achieve the
accountability of criminal investigative activities through judicial review has
been affected as a consequence of the expanded possibilities for delayed notice
searches.66 Considering the importance of subjecting the anticipative criminal
investigative activities that interfere with the right to respect for one’s private
life, preferably ex ante but in any case a posteriori, to judicial scrutiny and to
provide for an effective remedy, notification should continue to be strongly
guaranteed.67 Hence, as already recommended in section 7.2.1.2 with regard to
the constitutional adequacy of the regulation of the delayed notice warrant, the
possibilities for a delayed notice shall be clearly circumscribed. This applies in
particular to the current possibilities for a delay when the investigation would
be seriously jeopardized or a trial would be unduly delayed because of
notification and to the possibility to indefinitely extend the delay upon ‘good
cause shown’.68
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These findings are comparable with the findings with regard to the regulation and nature of the
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9.3.2.2 Regarding FISA as a Quasi-Law Enforcement Framework
The impact of the dismantling of the wall, enabling the anticipative criminal
investigation to be conducted through the FISA investigative framework and
enabling an unlimited sharing of information gathered in national security
investigations, is significant.69 It adds new intrusive methods70 to the anticipative
criminal investigation (under the Mukasey Guidelines a single investigation into
terrorist activities may pursue multiple investigative purposes, whereas the tools
of both the national security context and the conventional criminal law context
are available) and, more importantly, it enables a criminal investigation
(although only of terrorist or other national security crimes) for preventive
purposes, without the protective requirements that would apply in conventional
criminal law.
9.3.2.2.1 FISA Framework Inadequate for Legitimizing Criminal
Investigative Activities
Because it has been concluded that under the current law the FISA is one of the
investigative frameworks available in the anticipative criminal investigation, this
means that the regulation provided should meet the conditions for the
legitimizing grounds for anticipative criminal investigations. These legitimizing
grounds may be weak in comparison to regular criminal investigations: on the
basis of a low threshold investigative powers may be used for prevention and
evidence-gathering in investigations involving a threat to national security.71
Hence, at first sight the combination of the purpose of preventing terrorism and
protecting national security with the gathering of information that can be used
for a criminal prosecution through a looser framework than Title III may seem
to be a legitimate choice.72 However, as a minimum, the framework used for the
purpose of gathering information to be used in criminal proceedings shall meet
the conditions formulated in section 8.5.1 in order to be legitimate under the rule
of law.
When examining the threshold of ‘probable cause’ as applied under FISA
with these conditions, it is clear that the FISA ‘probable cause standard’ does
not meet the requirement of the availability of information establishing a nexus
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See for a detailed explanation as to why the anticipative criminal investigation may be conducted
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between the persons concerned and a terrorist crime or other national security
crime. Rather, information that a target is a foreign power or an agent of a
foreign power, which includes ‘lone wolves,’ suffices.73 Hence, the crucial nexus
between the target of the investigation and criminal activities that threaten
national security is lacking.
As an additional requirement, the ‘significant purpose’ of the investigation
shall be the gathering of foreign intelligence information. The definition of
foreign intelligence information does not exclusively concern information
regarding terrorist crimes or national security crimes, but may be broader:
“[i]nformation that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against” certain national
security threats that can be related to a foreign power or an agent of a foreign
power.74 Considering this definition, agents of a foreign power do not need to
be related to terrorist crimes or national security crimes; they may be followed
whenever this may result in obtaining information that can be defined as foreign
intelligence information.
Furthermore, the Department of Justice and the FBI have adopted guidelines
as a means of self-regulation. The two latest versions of the guidelines (issued
by Attorneys General Ashcroft and Mukasey) were primarily used to optimize
the investigative capabilities of the FBI. According to the current applicable
Mukasey Guidelines the FISA investigative framework and Title III are
available in the investigative domains of a ‘full investigation’ and an ‘enterprise
investigation’. The entering of these investigative domains is subjected to a
threshold. There are two alternatives: the one threshold could typically legitimize criminal investigative activities and the other could typically legitimize
intelligence investigative activities. However, because a further distinction
between criminal investigative purposes and national security investigative
purposes is not made, the FBI may conduct a broad, single investigation into
activities that may pose a threat to national security for multiple purposes
legitimized by either threshold. Considering that the FISA framework is no
longer limited to national security investigative purposes, the FBI may simply
rely on the other threshold whenever the threshold that would provide the
required legitimizing grounds for a criminal investigation cannot be met. This
threshold of ‘an articulable factual basis for the investigation that reasonably
indicates that the investigation may obtain foreign intelligence’ can barely
impose a limitation. Considering the foregoing, the conclusion can be drawn that
the FISA framework, in combination with the applicable Guidelines, does not
provide for a threshold that meets the conditions in order to provide the grounds
that can legitimize anticipative criminal activities.
In section 8.4.2 it has been concluded that the relation between the state
function (or the investigative purpose) and a specific set of limitations and
guarantees regarding the protection of fundamental rights and accountability has
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a fundamental character. Considering that under the FISA framework a nexus
between the persons investigated and criminal activities that threaten national
security is not required and because neither the definition of foreign intelligence
information nor the investigative guidelines provide for a further limitation to
criminal activities, it shall be concluded that the FISA framework is not suitable
for use in the anticipative criminal investigation. For that reason, also the
reasoning of the FISA Court of Review is rejected as being incompatible with
the rule of law. Whereas prior decisions from the Supreme Court in Keith and
from the Fourth Circuit Court in Truong explicitly included in their Fourth
Amendment analysis the relation between investigative purpose and the
applicable regulatory standards, this fundamental relation (as concluded on the
basis of the analysis provided in section 8.4.2) was abandoned by the FISA
Court of Review. Rather, the FISA Court of Review even suggested that such
an explanation might have contributed to missing opportunities to anticipate the
9/11 attacks.75 The case of Mayfield clearly demonstrates the risk that innocent
persons are prosecuted and punished when evidence is gathered on the basis of
the standards applicable under the FISA framework.76
Lastly, for the same reasons addressed in section 9.3.2.1.2 also the FISA
Court of Review’s reasoning (In re: Sealed and In re Directives Pursuant to
Section 105B of the Foreign Intelligence Surveillance Act) that its interpretation
of the ‘significant purpose language’ can be justified on the basis of the special
needs doctrine must be rejected: preventing terrorism or protecting national
security may not be used as a categorical exception to Fourth Amendment
requirements.77
9.3.2.2.2 Re-Establishing the Required Legitimization for Anticipative
Criminal Investigations
Two possible changes could contribute to bringing the current regulation of
anticipative criminal investigations again within the borders of the rule of law.
In the first place, the interpretation of the FISA Court of Review could be
rejected in order to re-establish the primary purpose language. This could be
realized, for example, through explicitly interpreting the programmatic purpose78
test as requiring a primary intelligence purpose and limiting the gathering of
evidence to ‘plain view gathering’. Consequently, the wall between the intelligence community and the law enforcement community would be rebuilt. However, it will not be required to raise the wall to the level it had prior to the 9/11
attacks; sharing can and should be allowed. In fact, also prior to changes during
the post-9/11 era, such sharing was explicitly permitted: when information
relevant for criminal proceedings was intercepted this could be shared with the
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law enforcement community; it was only prohibited that the FISA framework
was used specifically for the purpose of evidence-gathering.79 The operational
wall – limiting such sharing prior to the events of 9/11 due to a cultural
separation – shall not be rebuilt, whereas the investigative methods in terrorism
investigations shall be used under the framework required considering the
‘primary investigative purpose’. To do away with the operational wall and create
“incentives for information sharing,”80 bureaucratic changes, such as the
establishment of the fusion centers of the Joint Terrorism Task Force,81 could
facilitate the sharing of information with the right agencies. In addition, it could
be considered to promote the suggested approach under the Fourth Amendment
reasonableness assessment (see section 9.3.2.1.1), allowing for a weaker form
of suspicion when terrorism is involved, in order to enable anticipative criminal
investigations.
Alternatively, the solution could be sought in an adjustment to the Mukasey
Guidelines and the DIOG of the FBI. Without necessarily rejecting the
possibility to initiate single investigations, for multiple purposes, into terrorist
activities, rules should be adopted connecting the specific investigative purpose
with the available investigative tools under a specific statutory framework. This
could be achieved rather easily by including a limitation on the basis of the
current alternative thresholds in the full investigation or enterprise investigation.82 The threshold that requires information relating an individual or group
or organization to a crime or national security threat, capable of legitimizing
criminal investigative activities, could justify the use of any lawful investigative
techniques (including those under the FISA framework), because in that
situation a sufficiently legitimizing standard applies in addition to the requirements of the FISA framework. However, this solution would continue to provide
a weak legitimization, considering that the standards provided in the guidelines
are not enforceable in the courts.
Therefore, when allowing the use of the FISA framework for anticipative
criminal investigations, the condition that in addition the specific threshold
which is suitable for legitimizing anticipative criminal investigative activities
as provided in the guidelines must be observed, it needs to be assessed whether
there are also sufficient guarantees in order to limit the use of the FISA
investigative tools to their legitimized scope and purpose. In particular, judicial
review shall be established concerning the legitimized scope and purpose in
order to count as a sufficient integrity mechanism for the anticipative criminal
investigation.83 A new amendment to the FISA ‘purpose language’ reflecting
79
80
81
82
83

As acknowledged in United States v. Rahman, 861 F.Supp.247 (1994) and affirmed by the Second
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two alternatives, with additional requirements for a criminal investigative
primary purpose would be conceivable, but would make the system rather
complex. Furthermore, control and the availability of a remedy shall be strongly
established in the regulation, in order to guarantee the integrity of the FBI in
conducting the anticipative criminal investigation with the help of FISA
techniques. Because the legitimizing threshold for the investigation as such
would then only be provided in guidelines, it is clear that there is a significant
risk that the FISA investigative techniques used in the context of such an
‘ongoing’ investigation will be applied, in accordance with the statutory
requirement, beyond the legitimized scope.
9.3.2.3 Minimization and Alternative Controlling Mechanisms Instead of
Judicial Control
Judicial control over the anticipative criminal investigation has generally been
reduced. Exceptions to the warrant requirement have increasingly been accepted,
especially when the ‘expedient’ circumstances of preventing terrorism are
involved. Hence, ex ante judicial control is not always guaranteed.84 This is not
compensated through increased judicial control a posteriori. The meaning of the
exclusionary rule as a controlling mechanism at trial in order to deter abuses of
investigative power has been reduced.85Moreover, in general in the post-9/11 era
the courts have exerted a more deferential review in order to grant the
investigating agencies sufficient flexibility to act for the purpose of preventing
terrorism.86
Notwithstanding these developments in conventional criminal law, judicial
control over the anticipative criminal investigation has in particular been
reduced as a consequence of using investigative techniques under the FISA
framework. Although some form of judicial control is realized ex ante through
the FISA Court judge, the review exerted is considerably more limited taking
into account the standards which are applicable under FISA.87 This applies to
FISA surveillance orders, physical searches and document production orders.
Where FISA surveillance targets non-US persons outside the US, the judicial
control is even more marginal.88 No prior judicial involvement is required for
using the national security letter.89
Moreover, for some tools the possibilities for challenging the legitimacy of
their use are limited, as a consequence of the applicability of a non-disclosure
requirement.90 Although since Doe v. Mukasey more meaningful judicial control
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has been established (mere certification by the government that disclosure may
endanger national security may no longer be taken as conclusive), a solid and
general level of accountability cannot be achieved. As a consequence of the nondisclosure requirement the persons actually affected are not notified that their
records have been obtained, unless, firstly, the NSL or document production
order recipient is willing to challenge the order, and, secondly, the judge finds
sufficient reasons to bypass the government’s national security claims.91
The lack of judicial control, characteristic of the investigative tools in
national security investigations that are currently also being used in the
anticipative criminal investigation, fits within the general development of
reduced judicial control in Fourth Amendment interpretation. A lack of judicial
control is typically compensated by the application of minimization procedures,
control by the Inspector General and Congressional oversight. The controlling
mechanisms of Congressional oversight and the reports of the Inspectors
General have proven to be an effective means of control. Also civil litigation
instigated by civil liberties advocates have brought to light the actual impact of
‘national security investigative tools’ as well as resulting in improvements. Civil
litigation has resulted in revealing statistical information regarding document
production orders, which has largely removed concerns regarding the use of the
FISA document production orders in practice.92 Reports of the Inspector General
have brought to light abuses of investigative powers, such as the national
security letter. This has resulted in adjustments to the regulation and the FBI’s
use of the NSL in practice.93
These controlling mechanisms and minimization procedures may function
as effective integrity guarantees regarding the activities of the intelligence
community. However, when ‘intelligence powers’ are actively and directly used
in order to gather information for criminal investigative purposes, the investigative activities shall also be subjected to judicial scrutiny.94 The manner in
which the FISA judge exerts control is particularly geared towards the use of
FISA investigative techniques for national security purposes. Hence, when
seeking to continue to use the FISA framework in the anticipative criminal
investigation, in the first place, measures shall be taken which limit the use of
the FISA techniques to the required legitimizing grounds for criminal
investigation (see the second alternative suggested in the previous section).
In addition, it shall be required that the FISA Court judge specifically
oversees the legitimized scope and purpose of using FISA in the anticipative
criminal investigation. Before issuing a FISA court order, the FISA judge shall
include, in the assessment of the statutory requirements, the specific purpose of
the investigation and whether this investigation has been initiated on the basis
of the threshold provided in the guidelines legitimizing the investigation for that
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specific purpose. Furthermore, the thresholds provided in the guidelines in
relation to the investigative purpose can be included in the reasonableness
assessment under the Fourth Amendment in order to realize also ex post control
over the observance of the required legitimizing grounds in investigative
enterprises. Similarly, other intelligence tools available in an ‘authorized investigation’ can be legitimized through applying the correct threshold for initiating
criminal investigations under the AG guidelines.
However, in order to realize the effective remedy of anticipative criminal
investigative activities under FISA, notification must also be guaranteed when
the FISA framework is used in the anticipative criminal investigation. Notification of FISA interceptions is currently generally not considered to be warranted,
because it would affect the US’ ability to protect national security.95 Hence,
especially realizing an effective remedy for those persons involved in FISA
surveillance in the anticipative criminal investigation who are not prosecuted
(which is usually the case) seems to be difficult to achieve.
Notwithstanding these suggestions for an improvement with regard to
integrity mechanisms, it shall be concluded that not only the required legitimizing grounds are lacking when using the FISA framework in the anticipative
criminal investigation, but also the required minimization is difficult to realize.
Hence, it can be concluded that the current regulation of control over the use of
FISA investigative tools in the anticipative criminal investigation lacks the
required judiciary control over the use of the investigative tools only for their
legitimized scope and purpose in order to further the legitimacy of the procedure
resulting in prosecution and punishment.
9.3.3 The Netherlands: Fairness and Integrity
In the Netherlands the anticipative criminal investigation is regulated in a
manner which maintains the separation between the intelligence service and the
law enforcement services on the basis of their separate tasks.96 Although the
concept of an anticipative criminal investigation is broader, including the
preparatory investigative activities likely to be conducted by the AIVD or the
CIE, it cannot be said that intelligence agencies have explicitly obtained an
active and direct role in gathering information for criminal investigative purposes. For this reason, the anticipative criminal investigative phase corresponds
in the procedural sense with the definition of Article 132a CCP. Nevertheless,
the anticipative criminal investigation is significantly influenced by the
preparatory investigative activities of the AIVD and CIE, which in particular has
implications for control in order to guarantee the fairness of the criminal
investigation.
On that basis an anticipative criminal investigation can, for the Netherlands,
be defined as to cover the criminal investigation under the definition of Article
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132a CCP, typically enabled through starting information from ‘preparatory
information-gathering activities’ conducted by the AIVD or the CIE.97 Without
stretching the definition of the criminal investigation on the basis of the criminal
investigative purpose provided in Article 132a CCP, these preparatory
information-gathering activities provide the criminal investigation with its
anticipatory character and have implications for the further criminal proceedings.
Hence, where in section 9.3.2 the more limited concept of anticipative
criminal investigation was the basis for assessing the required legitimization and
the integrity mechanisms regarding this legitimization, the broader concept of
the anticipative criminal investigation is the basis for assessing the fairness of
the proceedings and the integrity mechanisms adopted for that purpose.
When the possibilities for control and a challenge are reduced in the trial
phase because of the secrecy of certain aspects of the information-gathering
process, guarantees with regard to the integrity of the investigating agencies are
of the upmost importance. The information which is kept confidential in Dutch
trial proceedings typically concerns the underlying information concerning
starting information (an insight into preparatory information-gathering activities)
and the subsequent AIVD reports shared with the police and the PPS and the
background to the sharing of these reports concerning the course of events
during parallel investigations.
The implications of the broader concept of anticipative criminal investigation
become typically visible in the criminal trial of terrorist suspects. These
implications are broader than one would suggest only on the basis of the Act on
the criminal investigation of terrorist crimes, because preparatory informationgathering activities are typically conducted by the AIVD or CIE. These result
in impediments for controlling the legitimacy of using investigative methods
and, in the course of parallel investigations, on the use of investigative powers
for the afforded purposes and the veracity of the information obtained in the
context of the criminal investigation.98 The central problem concerns the limited
possibility, or maybe even the impossibility, of obtaining access to the underlying documents of the AIVD report and to the sources and methods by which
the information has been gathered. Hence, to guarantee the fairness of the
criminal proceedings, in particular the integrity of the activities of the AIVD, the
PPS and the police, cooperation with the AIVD needs to be guaranteed.
Therefore, this section will continue to address, firstly, the control over the
AIVD and the CIE. Secondly, it will be addressed why the internal mechanisms
of control applicable to the AIVD cannot replace the need for an examination
by judges both ex ante and ex post.
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9.3.3.1 Control over the AIVD and CIE
Considering the broader concept of an anticipative criminal investigation,
including the preparatory investigative activities conducted by the AIVD or CIE,
also the integrity of these investigative activities shall be guaranteed. Because
the primary purpose of both an intelligence investigation and a criminal investigation remains in place, the procedural and controlling mechanisms applicable
within the broader concept of an anticipative criminal investigation shall
correspond and thus differ in accordance with these distinguished purposes.99
Accordingly, intelligence investigative activities are controlled through the
independent oversight committee and parliamentary control,100 while the judiciary controls the criminal investigation.
As concluded in section 4.3.4.3, there is no concrete reason to suspect the
AIVD or CIE of illegitimate investigative activities. The following reasons were
formulated for drawing this conclusion: controlling mechanisms are in place (the
internal oversight committee and parliamentary control); the results of the
examination of the oversight committee regarding the veracity of AIVD reports
shared with the PPS on the basis of Article 38 WIV 2002; the fact that it is
contrary to the AIVD’s own interest to pursue law enforcement interests and,
possibly most importantly, the procedure where the national public prosecutor
for counterterrorism may ‘look over the wall’ in order to check the veracity of
the AIVD report which the AIVD wants to share on the basis of the underlying
documents.101
Procedural safeguards have also been adopted in order to exert control over
investigative activities of the CIE and specifically over the use of CIE information as starting information for a criminal investigation. Internal controlling
mechanisms apply and the public prosecutor for the CIE exerts random
control.102 In addition, it is common practice that CIE information in criminal
proceedings is limited to functioning as starting information.103
Considering the presence of efficient controlling mechanisms to check the
intelligence-gathering activities of the AIVD and CIE, marginal control, both ex
ante and ex post, over the legitimacy of using this information as proactive
steering information in criminal proceedings is justified. However, regardless
of the presence of sufficient integrity guarantees that shall cover the activities
conducted for ‘intelligence’ purposes, it must also be observed that the risk of
abusing power has been increased in the course of ‘parallel investigations’ by
the police/PPS and the AIVD, because prevention has become an investigative
purpose of the criminal investigation and, consequently, the two intelligence and
law enforcement communities have approached each other and cooperation has
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been intensified.104 The impediments on control precisely concern these types
of activities, covering the relation between the AIVD and the police/PPS, for
which reason it has been concluded that the criminal process has been ‘infected’.
9.3.3.2 Integrity Guarantees versus Judicial Control: the Fairness of Trial
Proceedings
The fairness of the criminal process following an anticipative criminal
investigation shall be guaranteed through a structured approach. Restrictions on
the possibilities to challenge and exert control can be compensated by strong
guarantees regarding the integrity of all the agencies responsible for information
gathering in the broad concept of an anticipative criminal investigation and
through counterbalancing procedures at the trial phase.105
The Act on Shielded Witnesses has been introduced in the Netherlands as a
counterbalancing procedure to deal with intelligence in criminal proceedings.
Under this counterbalancing procedure the examining magistrate may hear the
AIVD officers on the background of an AIVD report and the AIVD investigation. The procedure is useful for examining the veracity of the AIVD reports
used as starting information (although for this purpose the relevance is limited)
and of AIVD reports introduced as evidence.106 However, the procedure cannot
be used to control the course of events in parallel investigations, for the simple
reason that Article 359a CCP is interpreted as not covering control over
intelligence investigative activities.
At this point the introduction of the anticipative criminal investigation
clashes with the system of control over criminal proceedings. The trial judge
adheres strictly to the separation between the PPS and police, on the one hand,
and the AIVD, on the other, using the definition of Article 132a CCP as the
strict borderline between an intelligence investigation and a criminal investigation. However, the reality of an anticipative criminal investigation is different,
infecting the criminal process as a consequence of the fact that the preparatory
investigative activities of the criminal investigation of terrorist crimes are
typically conducted by the AIVD and the influence may continue to exist in the
course of the anticipative criminal investigation.107
So far, the trial judge has only played a marginal role in the system of
controlling the ‘shielded’ aspects of an anticipative criminal investigation. Only
when the information is introduced as evidence is the trial judge willing to enter
into an examination, because this is required under Article 6 ECHR. However,
also the legitimacy of the evidence-gathering process and the reliability of the
information collected in that process are relevant for the fairness of the trial
proceedings as a whole, and for realizing accountability for investigative
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activities as required under the rule of law.108 The realization of accountability
ex post is even more pressing considering the reduced pre-trial control over the
legitimacy of the preparatory investigative activities. Hence, it will be required
that also the judiciary endorses the current reality of the anticipative criminal
investigative phase in cases involving terrorism or other national security
threats. On that basis it will be possible to open up the wall of secrecy which the
defense currently faces when it seeks to challenge the legitimacy of anticipative
criminal investigative activities, at least in a manner providing sufficient ‘spyholes’ to guarantee the fairness of the entire anticipative criminal investigative
process.
These spyholes can be realized by a different interpretation of Article 359a
CCP, which would provide the possibility to apply the procedure for hearing
shielded witnesses in order to control the course of events during the AIVD
investigation insofar as this has influenced the anticipative criminal investigation. This different interpretation can be achieved by not limiting the
examination under Article 359a CCP strictly to the activities covered by the
definition of Article 132a CCP, but also including those elements (the
preparatory investigative activities) that have been included in section 4.3.3 in
the ‘broad’ definition of an anticipative criminal investigation.
The language of Article 359a CCP does not exclude such a broader
interpretation of the scope of its applicability. However, attaching procedural
sanctions to illegitimate actions that have not occurred under the direct
responsibility of the public prosecutor is difficult to justify.109 Nevertheless, the
broadening of the examination, as proposed here, concerns preparatory investigative activities that touch upon the legitimacy of the criminal investigation,
such as the impermissible influence of the AIVD on the criminal investigation
or the circumvention of criminal investigative requirements by relying on the
information shared by the AIVD. Moreover, the national public prosecutor for
counterterrorism does have a ‘bridging’ function with regard to the information
collected by the AIVD and the use of this information in criminal proceedings
and bears, for that purpose, responsibility for the legitimacy of the use of AIVD
information and the influence of AIVD investigative activities on the criminal
proceedings. Hence, the character of Article 359a CCP does not oppose the
realization of control over those aspects of the preparatory investigative
activities which are relevant for the legitimacy and fairness of the criminal
investigation.
Because of the applicable procedural and controlling mechanisms
guaranteeing the integrity of the AIVD, the courts may continue to presume the
legitimacy of the investigative activities of the AIVD. However, when
confronted with challenges regarding the legitimacy of AIVD investigative
activities that have influenced the anticipative criminal investigation, the
fairness of the proceedings cannot be considered separately from these

108 See section 8.5.3.
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influences. Applying the counterbalancing procedure of hearing AIVD staff
and/or the national public prosecutor for counterterrorism as shielded witnesses
before the examining magistrate will provide the required structured approach
for guaranteeing the fairness of criminal proceedings. When adopting this
recommendation, the fairness of criminal proceedings can be guaranteed where
the evidence has been gathered through an anticipative criminal investigation.110
9.3.3.3 Comment on the Use of Intelligence as Evidence
Except for controlling the way in which information introduced in criminal
proceeding has been obtained, an anticipative criminal investigation may also
result in an increase in intelligence in criminal proceedings. Classified
information cannot be used as evidence in the Netherlands.111 However, AIVD
reports transferred to the law enforcement community may be used as evidence,
while parts of the information and the underlying information remain classified.
The defense, the public prosecutor and the trial judge all have access to the same
materials: only the information that is contained in the AIVD report as such.
Consequently, it cannot be examined whether the information that is kept
shielded includes ‘material evidence for or against the accused’ covered by the
disclosure obligation. To solve this issue, the counterbalancing procedure of
hearing shielded witnesses before the examining magistrate has been adopted.
The examining magistrate may hear AIVD staff with regard to this classified
information, without obtaining any insight into the underlying information.
When the AIVD officer invokes national security reasons in order to keep
certain information shielded, this shall be considered as conclusive.112
The reasons for keeping information shielded cannot be examined by the
examining magistrate. For this reason, it is difficult to control whether
information is withheld that would fall under the disclosure obligation.113 In fact,
the most important controlling role is fulfilled by the national public prosecutor
for counterterrorism, who shall examine the usefulness of AIVD information for
criminal proceedings also in the light of the presence of exonerating information, which would touch upon the veracity of the AIVD report, before further
transferring it to the law enforcement community. Of course, the examining
magistrate can also question the national public prosecutor for counterterrorism
on this aspect in order to give his judgment on the veracity of the AIVD report
included in the file. Also the defense may ask or submit questions in that regard

110 In particular the third and fourth condition, see section 8.5.3.
111 For this reason, the second condition formulated under the pillar of ‘fairness’ does not apply to the
regulation of anticipative criminal investigations in the Netherlands. See section 8.5.3.
112 For the precise description of the procedure see section 3.3.2.
113 For this reason, Advocate General Machielse suggested establishing a disclosure judge, who can
examine the reasons for the AIVD to keep information shielded. HR 15 maart 2011, LJN BP7544
(CPG 08/04418) (Conclusion of the AG, pending the decision of the Supreme Court), para. 5.20.
However, it cannot be expected that a judge is able to examine whether or not keeping information
shielded is vital for the protection of national security and, hence, will necessarily generally follow
any certifications of the AIVD in that regard.
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to the examining magistrate. Although, without obtaining an insight into the
underlying information, a direct form of control is excluded, the procedure may
be considered as a sufficient counterbalancing procedure to examine the veracity
of any AIVD information included in the file.
In addition, it remains the decision of the trial judge whether or not limited
disclosure with regard to the background of the information sought to be used
as evidence, and, hence, uncertainty about the reliability of the information,
gives reason to exclude the AIVD report from the evidence. In the terrorism
cases that have been dealt with by Dutch courts, it seems that trial judges are
inclined to seek other sources of evidence in order to avoid using intelligence
sources or, at least, to establish sufficient supporting evidence, which is also a
fair trial requirement under Article 6 ECHR.114
9.3.4 The United States: Fairness and Integrity
9.3.4.1 Insufficient Control over FISA as a Quasi-Law Enforcement
Framework
When the FISA framework is used to gather information for use in criminal
proceedings, realizing fairness in the context of the criminal process requires the
possibility at trial to control the legitimacy of using the FISA investigative
techniques and the veracity of the information gathered through these
techniques. For the latter purpose the CIPA procedures can be applied. For the
first purpose, the trial judge does exercise control, but the manner in which the
control is exerted is based upon the national security context. In fact courts
dealing in the context of trial proceedings with the products of the anticipative
criminal investigation – as has followed from the approach taken in United
States v. Abu-Jihaad (2008) and United States v. Warsame (2008) – have not
acknowledged that FISA has an important role in evidence gathering. Consequently, the control exerted was based upon the function of FISA in national
security investigations, which is to gather foreign intelligence information
without the direct purpose of using this information also as evidence in criminal
proceedings. This means that the judge examines whether the statutory requirements for the order were met, which he or she will accept upon the certifications
of the government in that regard unless they are ‘clearly erroneous’. Moreover,
the affidavits underlying the order are examined ex parte and in camera. As has
been concluded in section 9.3.2.3 also the integrity guarantees that apply to the
FISA investigative tools and to national security letters are based upon the
‘intelligence’ nature of the tools. This is not compensated at trial through
substantial judicial control a posteriori, again as a consequence of considering
the investigative tools as intelligence tools for which alternative methods of
control have been established.115

114 See section 4.3.4.3.
115 Compare section 7.4.3.
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Hence, it can be concluded that enabling FISA to function as a quasi-law
enforcement framework has not been accompanied by sufficient controlling
mechanisms by subjecting the investigative activities to the required judicial
scrutiny116 in order to make the framework (subject to the condition that the
required legitimizing grounds are also included in the regulation) suitable for
pursuing a criminal investigative purpose.
9.3.4.2 CIPA as a Counterbalancing Procedure
CIPA procedures are based upon a presumption of disclosure and involve a
judge in decisions on keeping the information classified, the need for disclosure
and the question whether the use of summaries and substitutes will not put the
defense in a more disadvantageous position than before.117 The courts were
already able to use CIPA procedures in a balanced way prior to the introduction
of the anticipative criminal investigation in the post-9/11 era and, also, in the
terrorist cases of the past decade CIPA has proven to function in practice as a
fair counterbalancing procedure where national security interests in keeping
information classified clash with disclosure obligations.118
CIPA corresponds with the conditions formulated for dealing with the
products of an anticipative criminal investigation in order to guarantee the
fairness of criminal proceedings. The judge decides on the applicability of
CIPA, including the necessity of keeping information shielded, the sufficiency
of procedural safeguards that counterbalance the restriction on fair trial rights
and the relevance of the classified information as material evidence in the
case.119 Hence, CIPA may be considered as a counterbalancing procedure that
intends to give effect to the essence of defense rights when classified materials
are relevant to the criminal proceedings.120
9.3.4.3 The Fairness of the Trial Proceedings
Considering the observations of the previous section, CIPA provides a
counterbalancing procedure that makes it possible to guarantee, in principle, the
fairness of the criminal proceedings when classified materials are involved in the
trial proceedings. This does not mean that the CIPA procedures are in all
circumstances a good alternative to regular criminal proceedings. Rather, it was
observed that, although intended to give effect to the essence of defense rights,

116 Compare the fourth integrity condition, under b, section 8.5.2.4, and the first and fourth fairness
conditions, section 8.5.3.
117 See on CIPA procedures sections 5.3.1.2 and 5.3.1.3.
118 See section 7.4.3.
119 The second ‘fairness’ condition, section 8.5.3. Compare the second and third conditions to guarantee
the fairness of the criminal procedure, section 8.5.3.
120 Compare the third ‘fairness’ condition, section 8.5.3.
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the defense would not have a full possibility to challenge the veracity of the
information.121
When using the FISA framework for the gathering of evidence within broad
investigations for multiple purposes and introducing materials obtained in
national security investigations (also without a criminal investigative purpose,
e.g. obtained through national security investigations), the amount of classified
information in criminal proceedings increases significantly. The CIPA
procedures will apply as soon as the government certifies that declassification
harms national security and judges are inclined to follow the government’s
certifications of national security interests, especially where these interests are
more compelling, such as in terrorism cases. Consequently, CIPA becomes the
rule instead of the exception and the enjoyment of the constitutional right to
disclosure is significantly limited. Moreover, it will be particularly difficult for
the judge applying CIPA to determine whether all the information that would
fall under the disclosure obligation of the prosecutor is in fact taken into
account, considering the wide variety of sources by which information that is
material to the case may have been obtained, involving also various intelligence
entities.122
Nevertheless, it has appeared that especially the possibility to control and
challenge the legitimacy of the manner of evidence-gathering is impaired when
information, relevant to the trial proceedings, has been gathered through the
FISA framework.123 In section 9.3.4.1 it has been concluded that the manner in
which control is exerted, both ex ante and ex post, is insufficient, because the
procedural and controlling mechanisms which are applicable to the anticipative
criminal investigation fail to provide sufficient guarantees as to the integrity of
criminal investigative activities. In particular, the level of judicial review is
insufficient and is typically organized from the perspective of the national
security investigation instead of (also) the perspective of the criminal justice
system.
Again, because the fairness of the criminal proceedings cannot be guaranteed
as a consequence of the lack of control over the legitimacy of the anticipative
criminal investigative activities, this is an indication that the FISA framework
is not suitable for use in the anticipative criminal investigation. The only
solution to guarantee the fairness of the criminal proceedings following an
anticipative criminal investigation would be to restore the required legitimizing
grounds when using investigative methods that interfere with privacy rights for
the purpose of evidence-gathering, in one of the ways proposed in section
9.3.2.2.2. Only on that basis can judicial control also be given a more meaningful role, in the sense that it will be examined whether the use of investigative
methods for the purpose of evidence gathering is limited to its legitimized scope
and purpose. With the broadening of the examination to that scope and thus the

121 Compare section 7.4.3.
122 See section 7.4.3.
123 See section 7.4.3.
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enabling of a judicial review not only from a FISA perspective, but also from a
criminal procedural law perspective, CIPA can play an important role in order
to find the right balance between transparency with regard to the way in which
evidence has been gathered and keeping certain aspects of the investigation
shielded in order to protect national security.
9.4 FINAL CONCLUSIONS
On the basis of the conclusions drawn in Chapters 4 and 7 several parallel
developments can be identified in the Netherlands and in the United States with
regard to enabling a system of anticipative criminal investigation. In the first
place, the prevention of terrorism has become the top priority in both countries.
The preventive paradigm, based on the presumption that security is achieved
through prevention, underpins measures such as those enabling anticipative
criminal investigations, and prevention has also obtained a central role within
the regulation of anticipative criminal investigations in general. As a
consequence, both in the Netherlands and in the United States intelligence-led
policing has increased and the interest of preventing terrorism is understood as
overriding criminal investigative interests. Furthermore, proportionality in the
Netherlands and reasonableness in the United States, intended to restrict the
large investigative discretion which is granted, are generally used in order to
grant investigative officers the largest possible leeway in acting to prevent
terrorism, instead of further restricting discretionary authority.
Secondly, both in the Netherlands and the United States attention to the
imperative relation between the specific investigative purpose and the required
legitimization and for the legitimization of criminal investigative activities in
general has slackened. Because of the desire to realize both prevention and
evidence gathering when conducting investigations into terrorist activities, the
intelligence community and the law enforcement community have approached
each other’s fields of work. However, where in the Netherlands this development has stopped at the border of the required legitimizing grounds for criminal
investigative activities, this border has been transgressed in the United States.
Consequently, the US regulation of anticipative criminal investigations violates
the fundamental restriction on governmental action for the purpose of gathering
evidence to carry out the most far-reaching governmental power, namely
prosecution and punishment.
A third parallel that can be identified concerns the manner in which courts
deal with an ‘infected criminal process,’ caused by an increase in shielded
elements in the trial proceedings as a consequence of the character of an
anticipative criminal investigation. Both in the Netherlands and in the United
States trial judges fail to acknowledge the specific character of the anticipative
criminal investigation. Dutch courts have rigidly retained the definition of a
criminal investigation according to Article 132a CCP and, on that basis, have
excluded control over relevant intelligence investigative activities. In the United
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States the possibility to use the FISA framework for the purpose of gathering
evidence has been approved by the federal courts. However, exercising control
over the legitimacy of using FISA tools, as well as control over the veracity of
the information obtained through these methods, occurs from a typical,
traditional, national security perspective, where “ex parte and in camera
inspections are the rule”124 and limiting the control to a very marginal review as
to whether, upon the information provided by the government, the statutory
requirements have been met.
At the beginning of this book the central research question has been formulated:
Can a preventive function of criminal investigation be part of a criminal justice
system under the rule of law and, if so, under what conditions, and what does
this mean for the current regulation of anticipative criminal investigations
adopted in the Netherlands and the United States?
It is now possible to formulate a final answer to this question. In the first place,
a preventive function of the criminal investigation (the anticipative criminal
investigation) can be part of a criminal justice system under the rule of law,
considering the specific nature of terrorism. Because of this specific nature –
terrorism has a diffuse and complex nature and constitutes both criminal
activities as well as a threat to national security – it is a legitimate choice to
adopt a hybrid framework to pursue both the purpose of prevention and the
purpose of evidence-gathering. From this perspective, adopting a system of
anticipative criminal investigation is also effective and, hence, necessary (and
thus in line with the ultimum remedium character of the criminal justice system).
However, giving the criminal investigation a preventive function is only
compatible with the rule of law when the fundamental relation between the
criminal investigative purpose and the regulatory framework is upheld. For this
reason, the minimum conditions for regulating the anticipative criminal investigation have been formulated and are categorized in the pillars of legitimization,
integrity and fairness, taking into account the non-derogable constitutive
principles and parameters for criminal investigative activities. On the basis of
these conditions, this Chapter has evaluated the rule of law compatibility of the
regulation of the anticipative criminal investigation in the Netherlands and the
United States.
This evaluation makes it possible to provide also a final answer to the second
part of the central research question, whether the anticipative criminal
investigation as currently adopted in the Netherlands and the United States is
compatible with the rule of law. This will be done for the Netherland and the
United States separately.

124 United States v. Abu-Jihaad, 531 F.Supp.2d 299 (D.Conn. 2008), at 310.
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The Netherlands
The Dutch regulation of anticipative criminal investigations complies with the
fundamental relation between the purpose and the procedural regulation and,
therefore, the approach chosen for regulating anticipative criminal investigations
is as such compatible with the rule of law. However, a risk has been identified
where the current regulation of anticipative criminal investigations in the
Netherlands may be applied in a manner that is incompatible with the conditions
formulated. In addition, the fairness of the criminal proceedings cannot in all
circumstances be guaranteed.
In order to guarantee the rule of law compatibility of the regulation as
currently in force, it should be considered to implement the recommendations as
elaborated in section 9.3.1 and 9.3.3. The caveats require adjustments to the
established statutory framework in order to reduce the risks of transgressing rule
of law borders during the execution of the anticipative criminal investigation.
Currently the statutory regulation corresponds in general with the conditions
formulated under the three pillars, and, hence, is on the regulatory level also
compatible with the ECHR. However, concerning several aspects there is a clear
risk that the borders of the anticipative criminal investigation will be transgressed
when the statutory framework is applied in practice and, consequently, may also
result in a violation of Article 8 ECHR and Article 6 ECHR. Both in the relation
between legitimization and integrity and between fairness and integrity,
improvements can be realized roughly by putting new life into the relation
between the criminal investigative purpose and the legitimizing grounds, both in
the executive phase and in the controlling phase, and embracing the reality of the
broader concept of an anticipative criminal investigation in trial proceedings.
In order to implement this recommendation it will not be required to adjust
the regulation. However, only through the issuing of guidelines by the Board of
Procurators General can the investigative practice can be changed in order to
realize that in practice the relation between legitimizing grounds and the
investigative purpose is observed in order to realize adequate investigation and
to limit preventive investigation to the criminal investigation of terrorist
activities. In addition, also the examining magistrate and the trial judge shall
control specifically the observance of the relation between legitimizing grounds
and the criminal investigative purpose.
Lastly, it will be a task for the judiciary to embrace the reality of anticipative
criminal investigations and, on that basis, to exert control over the ‘preparatory
investigative activities’ to guarantee the fairness of the trial proceedings also
where questions arise as to the legitimacy of the course of events during the
anticipative criminal investigation. This is possible by extending the
applicability of Article 359a CCP on the basis of the definition of the ‘broader’
concept of an anticipative criminal investigation as provided in section 4.3.3.
This includes the activities of the AIVD and CIE insofar as they touch upon the
legitimacy of the criminal investigation and, for the preparatory activities
conducted by the AIVD, where the national public prosecutor for counterterrorism has fulfilled his bridging function between the AIVD and the PPS. To
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deal with the classified nature of (some of the) activities of the AIVD and CIE
and taking into account that a marginal examination is warranted because of the
presence of adequate integrity mechanisms controlling the AIVD and CIE, the
procedure of hearing shielded witnesses before the examining magistrate would
concern an adequate counterbalancing procedure for dealing with examining the
legitimacy of the anticipative criminal investigation under Article 359a CCP.
The United States
In the United States, the fundamental, imperative, relation between a procedural
framework that includes the legitimizing grounds meeting the conditions
formulated in section 8.5.1 and the criminal investigative purpose has been
abandoned. For that reason, the current regulation of anticipative criminal
investigations in the United States affects the legitimacy of the criminal justice
system under the rule of law, because the methods allowed for gathering
information are not confined within the legitimizing grounds required for using
the information gathered for the purpose of criminal prosecution. In order to
restore the rule of law compatibility of the regulation adopted in the United
States, the implementation of the recommendations as elaborated in sections
9.3.2 and 9.3.4 should be considered.
Seeking to adjust the regulation of anticipative criminal investigations to
reflect the rule of law confines of criminal investigative action in the United
States, the first and most essential demand would be to restore the relation
between legitimization and the criminal investigative purpose. The regulation
of investigative techniques under FISA lacks the required legitimization and
integrity mechanisms in order to be suitable for use in the anticipative criminal
investigation. Consequently, also the fairness of the criminal proceedings can
no longer be guaranteed.
In order to comply with the fundamental relation between the investigative
purpose and the procedural framework, there are two possibilities. Firstly, the
procedural (not the operational) wall between criminal investigative activities
and national security investigative activities could be rebuilt, which would
disqualify the FISA framework from use in the anticipative criminal investigation. This would require an amendment to FISA in order to restore the primary
purpose language. Alternatively, federal courts and, preferably, the Supreme
Court should interpret the current FISA language in line with the Supreme
Court’s Keith decision and the Fourth Circuit’s decision in Truong on the basis
of the prior distinction in Fourth Amendment interpretation between criminal
investigative purposes and national security investigation purposes. As a second
possibility, the FISA framework could be adjusted in a manner that reflects the
conditions required for regulating the anticipative criminal investigation. Such
adjustments would touch upon the legitimizing grounds, the organization of
integrity mechanisms (in particular the establishment of judicial control over the
legitimized scope and purpose) and the possibility to guarantee the fairness of
criminal proceedings by enabling control, during the trial, over the legitimacy
of using the FISA investigative techniques (e.g. through CIPA).
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Furthermore, in ‘regular’ criminal cases the courts should also take into
account the importance of the presence of legitimizing grounds in Fourth
Amendment analysis. The suggested changes to the use of the FISA framework
in the anticipative criminal investigation would correspond and fit within Fourth
Amendment analysis with an essential role for legitimizing grounds.

Epilogue

Shortly after the killing of Osama Bin Laden, I heard a 9/11 victim state in
reaction: ‘9/11 was the beginning of a book. Now we have reached the end of
a Chapter, whilst it is still unknown how the story will end.’ Ten years after 9/11
and a few months after the assassination of Osama Bin Laden, we may be able
to close a decade that was dominated by a fear of terrorist attacks. This fear of
terrorism has contributed to a changed political and societal climate, the
initiation of a ‘war against international (Islamic) terrorism’ and a multitude of
counterterrorism measures, which were partly successful, partly sharply
criticized and for another part their effect is still unknown and may always be
unknown. Ten years after 9/11 the threat of terrorism is not gone. Instead, we
have recently been dramatically reminded that terrorism is not limited to Islamic
terrorism, but can arise from any extreme ideology. The experience of
devastating terrorist attacks committed by a right-wing extremist on July 22,
2011 in Norway may again change perceptions with regard to terrorism and
counterterrorism policy. In any event, at this point we should be able to assess
and judge the measures that were taken to counter terrorism in response to the
threat of Islamic international terrorism with more hindsight and in a more
balanced way.
In seeking the adoption of measures to confront threats previously unknown
to the state that considers itself bound by the rule of law, it is generally
insufficient to simply adjust a framework for the purpose of encompassing new
investigative needs. This would affect the synthesis between shield and sword
in the criminal justice system in an ill-considered manner. Ten years after the
confrontation with the devastating attacks of September 11, 2001 and the
implementation of many counterterrorism measures in the subsequent era,
adopted under a widely felt haste – tomorrow the next attack may occur – it is
possible to reassess our methods to confront threats such as terrorism at a greater
distance. Sometimes it may be required to adjust the system traditionally
adopted to deal with crime and threats of a different nature. However, this may
only be done by first going back to the basic, fundamental, rule of law principles
that should, at any time – with the exception of true and well circumscribed
emergency situations – underpin a system of criminal procedural law.
This book has provided such a reconsideration of measures that aim to enable
a form of investigation that could combine the prevention of terrorism with the
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desire to eventually prosecute and punish terrorists. As a result, the role of the
criminal justice system in providing security under the rule of law has been
repositioned, and the limits on the role of the criminal investigation in
preventing terrorism prevention have been identified. It is not unlikely that in
the future new forms of criminal behavior will arise, which place new demands
on the character of the criminal investigation. For example, cybercrime may
confront the government with new intangible threats, involving complex
technological questions, requiring the government to explore new investigative
challenges. Or, as another example, it may be required to reconsider the
approach chosen to confront terrorism, in order to increase the capabilities of
targeting lone wolves, such as Anders Behring Breivik. The normative framework adopted in Chapter 8 of this book has been particularly geared towards the
anticipative criminal investigation of terrorist crimes. However, the constitutive
principles and parameters identified and addressed will at any time continue to
provide the architecture for the regulation of criminal investigations. And the
line of reasoning provided can also be used for dealing with possible new
investigative challenges, for which purpose it may be needed to set new
preferences.

Samenvatting

Anticiperende opsporing
Theorie en praktijk van terrorismebestrijding in Nederland en de Verenigde
Staten
1 Inleiding
Sinds de confrontatie met de vernietigende kracht van de aanslagen van 11
september 2001 hebben staten maatregelen getroffen om terrorisme zo effectief
mogelijk te bestrijden. Deze maatregelen, die ook hebben geleid tot aanpassingen van het strafrechtssysteem, moeten geduid worden tegen de achtergrond van
het internationale en Europese recht, positieve verplichtingen tot bescherming
van mensenrechten alsook politieke en sociologische ontwikkelingen. Deze
ontwikkelingen hebben een toenemende druk op de overheid gelegd om de
veiligheid van haar burgers te garanderen en risico’s te beheersen.
Tegen deze achtergrond moeten ook de maatregelen worden geduid die
‘anticiperende opsporing’ mogelijk hebben gemaakt. De term anticiperende
opsporing verwijst naar de opsporingsactiviteiten van de overheid die gericht
zijn op het verkrijgen van een sterke informatiepositie om te kunnen anticiperen
op toekomstige gevaren en met name, om te voorkomen dat terroristische
misdrijven worden gepleegd. Anticiperende opsporing omvat uitsluitend die
opsporingsactiviteiten die tevens zijn gericht op het vergaren van informatie
voor gebruik in strafrechtelijke procedures. Uitgangspunt van anticiperende
opsporing is de preventie van misdrijven die een bedreiging vormen voor de
democratische rechtsstaat, waarvan terroristische misdrijven bij uitstek een
voorbeeld zijn. Anticiperende opsporing heeft aldus een ander karakter dan de
opsporing die plaatsvindt op basis van informatie dat er – bij voorbeeld – voorbereidingshandelingen voor terroristische misdrijven worden getroffen. Het doel
van anticiperende opsporing is immers specifiek de preventie: het vergaren van
informatie om te anticiperen op toekomstig gevaar. Daarbij kan het gaan om de
inzet van heimelijke, bijzondere opsporingsmethoden in het kader van een
strafrechtelijk opsporingsonderzoek, alsook om de inzet van heimelijke onderzoeksmethoden door inlichtingendiensten, wanneer zowel preventie als bewijsvergaring doel van de inzet is.

634

Samenvatting

De centrale onderzoeksvraag in dit boek is de volgende:
Kan een preventieve functie worden toegekend aan de strafrechtelijke opsporing
in een strafrechtssysteem gebaseerd op de ‘rule of law’ en, zo ja, onder welke
voorwaarden, en wat betekent dit voor de huidige regulering van anticiperende
opsporing zoals van toepassing in Nederland en in de Verenigde Staten?
Deze vraag wordt beantwoord aan de hand van een interpretatie van rule of law,
waarbij aan het concept rule of law een brede, substantiële, invulling wordt
gegeven. Dit betekent dat de rule of law dezelfde elementen omvat als het begrip
‘rechtsstaat’. Het elementaire fundamentele recht op erkenning van de menselijke waardigheid van eenieder ligt ten grondslag aan deze invulling van de rule
of law. Daarmee volgt uit het concept rule of law dat de uitoefening van overheidsmacht gelimiteerd wordt door de grenzen van het recht (formele legaliteit)
en door de erkenning van respect voor individuele rechten, zowel horizontaal als
verticaal. Hieruit volgt dat overheidsmacht aan beperkingen onderhevig is die
de individuele vrijheid beschermen, maar ook dat de overheid de verplichting
heeft om de voorwaarden te scheppen waaronder burgers hun individuele
vrijheid kunnen beleven.
Ook de regulering van het strafrechtssysteem volgt uit deze interpretatie van
de rule of law. Het strafprocesrecht heeft een instrumentele (zwaard)functie (om
schendingen van individuele rechten door anderen te voorkomen en om orde te
scheppen door schendingen van ‘morele principes’ in het algemeen te voorkomen) en een beschermende (schild)functie (in de zin van bescherming tegen
onnodige inmenging door de overheid met individuele rechten van burgers). De
regulering in het strafprocesrecht moet er aldus op gericht zijn om de synthese
tussen instrumentaliteit en rechtsbescherming te garanderen. Die beschermende
functie is bij uitstek belangrijk in de context van het strafprocesrecht omdat de
inzet van overheidsmacht in deze context gericht is op de meest vergaande
inbreuk op individuele vrijheid, namelijk het vervolgen en opleggen van vrijheidsbenemende straffen. Dit geldt voor elk onderdeel van het strafprocesrecht
en dus ook voor de strafrechtelijke opsporing; ofwel voor elke opsporingsactiviteit van de overheid gericht op het vergaren van informatie die kan worden
gebruikt voor strafrechtelijke vervolging en strafoplegging.
2 Regulering van anticiperende opsporing onder de ‘rule of law’
Vanuit het zojuist omschreven begrip van de rule of law en de betekenis daarvan
voor de regulering door het strafrechtssysteem, is in dit boek het toekennen van
een preventieve functie aan de strafrechtelijke opsporing en de regulering van
anticiperende opsporing in Nederland en de Verenigde Staten onderzocht. De
noodzaak en de waarde alsook de beperkingen van de inzet van het strafrechtssysteem voor het voorkomen van terroristische misdrijven kunnen zo worden
beoordeeld. Er wordt gekomen tot een beoordeling door het combineren van
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twee normatieve, juridisch interpretatieve concepten. Hierdoor worden in drie
verschillende dimensies voorwaarden geformuleerd voor regulering van anticiperende opsporing in overeenstemming met de rule of law (zie hierover hoofdstuk 8). Deze benadering gaat verder dan de vaak gebruikte ‘balans-metafoor’,
waarbij met elkaar conflicterende belangen worden afgewogen.
Het eerste normatieve concept bestaat uit de identificatie van rule of law
principes die een absoluut karakter hebben. Deze principes hebben een intrinsieke morele waarde, die rechtstreeks verband houdt met het elementaire fundamentele recht op erkenning van de menselijke waardigheid. De beperkingen die
bij afweging van conflicterende belangen in acht moeten worden genomen,
volgen uit de fundamentele rule of law principes die in het kader van het
strafrechtssysteem ten grondslag liggen aan de institutionele organisatie en de
regulering van overheidsmacht. Deze principes hebben een absoluut karakter en
moeten de vaste basis vormen voor elke met de rule of law verenigbare regulering van strafrechtelijke opsporing. Zij worden daarom in dit onderzoek aangeduid als ‘constitutieve principes en parameters’.
De constitutieve principes vormen de eerste dimensie van de bestaande
regulering van de opsporing. Ze betreffen: de onschuldspresumptie, het recht op
bescherming van de persoonlijke levenssfeer en het recht op een eerlijk proces
(of: due process). De parameters – de tweede dimensie van de regulering –
regelen de wijze waarop de autoriteiten hun inhoudelijke doelen binnen het
procedurele kader mogen nastreven. De parameters die tot uiting dienen te
komen in de regulering zijn: de beginselen van verantwoording, proportionaliteit
en noodzakelijkheid. Tezamen vormen de constitutieve principes en de parameters de vaste, niet aan een afweging te onderwerpen basis van iedere denkbare
regulering van de opsporing die op de rule of law is gebaseerd.
Het tweede normatieve concept behelst het vermogen van het recht om een
open karakter aan te nemen en flexibel te zijn, wanneer proportionaliteit en/of
de huidige maatschappelijke omstandigheden dat vereisen. De toepassing van
dit tweede normatieve concept geeft uitwerking aan de derde dimensie van de
regulering. Deze derde dimensie geeft invulling aan dat gedeelte van het recht
dat flexibel is en de regulering op basis van de constitutieve principes aanvult,
langs de dwingende lijnen van de parameters. Door middel van een analyse van
verschillende argumenten wordt de geldigheid van aanpassingen van de regulering van de opsporing beoordeeld en kunnen de factoren worden aangewezen die
relevant zijn voor een proportionaliteitsbeoordeling van nieuwe wetgeving of
regulering, zoals voor anticiperende opsporing. De behandelde argumenten
betreffen allereerst het argument van noodzaak of urgentie om noodmaatregelen
te rechtvaardigen die buiten het traditionele juridische kader vallen. Een tweede
argument betreft het argument van noodzaak of urgentie om op een ad hoc basis
af te wijken van beschermende elementen in het traditionele kader. Ten derde
is het argument van de aard van de misdrijven als rechtvaardiging om af te
wijken van het traditionele juridische kader, aan een nadere analyse onderworpen. Ten vierde is geanalyseerd of de nieuwe of aangepaste regulering effectiever is in het behalen van de doelstelling van preventie en bewijsvergaring dan
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de traditionele regulering. Tot slot is de vraag behandeld of het institutionele
onderscheid tussen het onderzoeksdoel van het beschermen van de nationale
veiligheid en het onderzoeksdoel van bewijsvergaring ten behoeve van strafrechtelijke vervolging en strafoplegging, welke traditioneel aan verschillende,
gescheiden instituties zijn toebedeeld, een fundamenteel karakter heeft.
Op basis van de analyse van deze argumenten is een antwoord gegeven op
het eerste deel van de centrale onderzoeksvraag, namelijk of een preventieve
functie kan worden toegekend aan de strafrechtelijke opsporing in een strafrechtssysteem gebaseerd op de rule of law. Deze vraag dient bevestigend te
worden beantwoord. Anticiperende opsporing kan niet gelegitimeerd worden
door de maatregelen die anticiperende opsporing hebben gerealiseerd te beschouwen als noodmaatregelen, nu anticiperende opsporing op permanente basis
dient te fungeren als bescherming tegen terrorisme. Die legitimatie voor het
creëren van de bevoegdheid tot ‘anticiperende opsporing’ om burgers te
beschermen tegen terroristische misdrijven, kan wél worden gevonden in de aard
van het terroristische misdrijf en de effectiviteit van anticiperende opsporing om
de doelstelling van zowel preventie als bewijsvergaring na te streven. De aard
van het terroristische misdrijf vereist een hybride benadering waarbij zowel
preventie als bewijsvergaring kunnen worden nagestreefd. Ook vanuit het oogpunt van effectiviteit dient het mogelijk te zijn tegelijkertijd preventie en
bewijsvergaring na te streven, indien daaraan de – legitieme – wens ten grondslag ligt, te voorkomen dat terroristische misdrijven worden gepleegd en
terroristen te veroordelen. Ten slotte is het toekennen van een preventieve
functie aan het strafrechtssysteem ook institutioneel gezien legitiem. De functies
van preventie en bewijsvergaring kunnen worden uitgeoefend door verschillende
lichamen van de staat, zolang een regulering op de onderzoeksactiviteiten van
toepassing is die correspondeert met de aard van het specifieke doel dat met de
onderzoeksactiviteiten wordt gediend. Dit betekent dat wanneer het doel van
preventie wordt nagestreefd parallel aan het doel van bewijsvergaring voor
strafrechtelijke vervolging, de regulering moet overeenstemmen met de voorwaarden die volgen uit de constitutieve beginselen en de parameters.
Door de toepassing van twee theoretische concepten zijn drie dimensies van de
regulering vastgesteld, te weten de constitutieve beginselen, de parameters en
het flexibele gedeelte van het recht. Langs de lijnen van de parameters zijn
voornoemde argumenten afgewogen, zodat de voorwaarden voor regulering van
anticiperende opsporing kunnen worden vastgesteld. Deze voorwaarden
overstijgen verschillen tussen rechtssystemen die hun origine hebben in verschillende rechtstradities en gelden dus voor elke vorm van regulering van opsporing
in staten die zichzelf gebonden achten aan de rule of law. De voorwaarden worden gecategoriseerd in drie ‘pilaren’ voor regulering van anticiperende opsporing, te weten: 1) legitimatie (van opsporingsactiviteiten); 2) integriteit (van de
opsporing); en 3) een eerlijk strafproces. De geformuleerde voorwaarden zullen
hieronder per categorie worden opgesomd en kort worden besproken.
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2.1 Legitimatie
De legitimerende voorwaarden betreffen de procedurele legitimatie voor het
starten van opsporingsactiviteiten en in het bijzonder de vereiste legitimatie voor
inzet van bijzondere opsporingsmethoden binnen het kader van een opsporingsonderzoek. De volgende voorwaarden dienen in de regulering van anticiperende
opsporing te worden gerespecteerd:
1. De inzet van opsporingsmethoden die een inbreuk veroorzaken op de
persoonlijke levenssfeer, zullen een expliciete legitimatie moeten vinden in
het recht door middel van het formuleren van criteria, in de vorm van een
drempel voor het inzetten van opsporingsmethoden.
2. Deze drempel dient de inzet van de opsporingsmethoden te beperken tot aanwijsbare (groepen van) personen.
3. Deze drempel dient een standaard te betreffen die bewijs vereist waaruit een
verband blijkt tussen deze (groep van) personen en misdrijven die de
nationale veiligheid bedreigen.
2.2 Integriteit
De pilaar van ‘integriteit’ vervult een verbindende rol tussen de twee andere
pilaren. Het geheel van de regulering dient te zijn gebaseerd op een coherente
relatie tussen de voorwaarden voor legitimatie en integriteit en de voorwaarden
voor een eerlijk strafproces en integriteit. De integriteitsvoorwaarden richten
zich tot de autoriteiten die verantwoordelijk zijn voor de opsporing. In aanvulling op de procedurele voorwaarden die behoren tot de pilaren legitimatie en
eerlijk strafproces, bewerkstelligen de integriteitsvoorwaarden dat de legitimiteit
van de opsporing en de eerlijkheid van het proces in de praktijk worden gewaarborgd. Een combinatie van minimaliseringsmechanismen, controlemechanismen
en de beschikbaarheid van een rechtsmiddel, moet garanderen dat de opsporende
instanties binnen het legitimerende procedurele kader blijven. Bovendien speelt
de integriteit van de opsporende instanties in het bijzonder een belangrijke rol,
wanneer gedurende het strafproces wegens het gebruik van afgeschermde
informatie, zoals de producten van anticiperende opsporing, beperkingen gelden.
De volgende integriteitsvoorwaarden dienen dan ook in de regulering van anticiperende opsporing te worden opgenomen:
1. Alle activiteiten binnen anticiperende opsporing zijn onderworpen aan het
proportionaliteitsbeginsel. Dit wordt expliciet in het recht neergelegd en
aangevuld met richtlijnen.
2. Procedures gericht op het minimaliseren van ingreep in de persoonlijke
levenssfeer zullen van toepassing zijn om de opsporingsactiviteiten te
beperken tot de gelegitimeerde reikwijdte en tot het gelegitimeerde doel.
3. Indien inlichtingendiensten en opsporingsdiensten hun traditionele functies
behouden (ondanks geïntensiveerde samenwerking door het delen van
informatie), zal het hoofddoel van het onderzoek doorslaggevend zijn om te
bepalen welk regulerend kader van toepassing zal zijn.
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4. Wanneer inlichtingendiensten duidelijk een actieve en directe rol hebben in
het verzamelen van informatie in het anticiperende opsporingsonderzoek,
dan behoeven de materiële doelen van de inlichtingendiensten herdefinitie.
Wegens de dwingende relatie tussen doel van inzet van onderzoeksbevoegdheden en het toepasselijke regulerende kader zullen inlichtingendiensten die
een anticiperende opsporingstaak uitoefenen, moeten voldoen aan de volgende voorwaarden: a) de inlichtingendiensten moeten zich houden aan de
voorwaarden gesteld aan de vereiste legitimatie van anticiperende opsporing;
b) de informatie vergaard door de inlichtingendiensten die deel gaat uitmaken van strafrechtelijke procedures, zal onderworpen moeten worden aan het
oordeel van de rechter, die met het oog op het realiseren van een eerlijk
strafproces zal waken over het informatievergaringsproces.
5. De regulering van anticiperende opsporing zal moeten voorzien in een
notificatieverplichting, met daarin opgenomen de afgebakende uitzonderingen op het voldoen aan de notificatieverplichting.
2.3 Eerlijk strafproces
De voorwaarden gesteld om te garanderen dat anticiperende opsporing kan
resulteren in een eerlijk strafproces, hebben betrekking op de informatie vergaard gedurende anticiperende opsporing, welke informatie vervolgens deel gaat
uitmaken van strafrechtelijke procedures. Om de eerlijkheid van het strafproces
te garanderen dienen de volgende voorwaarden te worden gesteld:
1. Er zal sprake moeten zijn van een strikte toepassing van procedurele mechanismen die dienen ter garantie van de integriteit van de opsporingsactiviteiten van de autoriteiten.
2. Een rechterlijke autoriteit dient betrokken te worden in de volgende beslissingen: of de aanklager afgeschermde informatie mag introduceren; of
procedurele waarborgen volstaan als tegenwicht voor beperkingen op verdedigingsrechten; en of informatie al dan niet relevant is voor de beoordeling
van een zaak.
3. De aanwezigheid van alternatieve procedures gedurende het strafproces die
bedoeld zijn om de essentie van verdedigingsrechten te garanderen.
4. De beschikbaarheid van procedurele compensatie in het kader van het
strafproces wanneer gebleken is dat gedurende het opsporingsonderzoek de
grenzen van het recht zijn overschreden.
3 Anticiperende opsporing in Nederland en de Verenigde Staten
3.1 Anticiperende opsporing in Nederland
Anticiperende opsporing heeft in Nederland vorm gekregen door verschillende
nieuwe antiterrorismewetten, waarvan de Wet opsporing en vervolging terroristische misdrijven van 2006 de belangrijkste is (zie hierover hoofdstuk 3). De
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Wet opsporing en vervolging terroristische misdrijven heeft geleid tot een nieuw
opsporingsdomein, in aanvulling op het klassieke domein en het domein voor
de opsporing van georganiseerde criminaliteit. Daarnaast wordt anticiperende
opsporing gekenmerkt door het preventieve karakter, waardoor anticiperende
opsporingsfase dicht tegen het werk van de inlichtingen- en veiligheidsdiensten
en de uitoefening van administratieve bevoegdheden aanligt en daarmee mogelijk overlapt. Niettemin blijven in de regulering van anticiperende opsporing de
institutionele scheiding tussen de strafvorderlijke opsporing, het onderzoek door
de inlichtingen- en veiligheidsdiensten en de administratieve onderzoeksbevoegdheden gehandhaafd.
Anticiperende opsporing bestrijkt de opsporingsfase zoals gedefinieerd in
artikel 132a Wetboek van Strafvordering (Sv). Dit artikel definieert anticiperende opsporing op basis van het doel van de inzet van opsporingsactiviteiten,
namelijk het maken van strafvorderlijke beslissingen. Dit doel is tegelijkertijd
een beperking: opsporingsbevoegdheden mogen enkel worden aangewend voor
het doel van het nemen van strafvorderlijke beslissingen (oftewel: de beslissing
tot al dan niet vervolgen of tot al dan niet inzetten van dwangmiddelen zoals
arrestatie). Dit specifieke doel onderscheidt anticiperende opsporing van andere
onderzoeksactiviteiten van overheidsinstanties, zoals het onderzoek van de
inlichtingen- en veiligheidsdiensten (met name de AIVD) en de uitoefening van
bestuursrechtelijke controlebevoegdheden. Alhoewel ook anticiperende opsporingsfase wordt bestreken door de definitie van artikel 132a Sv, onderscheidt
anticiperende opsporing zich van andere opsporingsonderzoeken doordat zij
wordt gefaciliteerd door voorbereidende informatievergarende activiteiten
uitgevoerd door de AIVD en de CIE. Specifiek deze voorbereidende informatievergarende activiteiten zorgen voor het anticiperende karakter van de opsporing.
Dit geeft aanleiding de definitie van anticiperende opsporing zoals deze in
Nederland vorm heeft gekregen wat ruimer te trekken dan wat volgt uit artikel
132a Sv, zodat ook de voorbereidende informatievergarende activiteiten van de
AIVD en de CIE die direct raken aan de effectiviteit en legitimiteit van het
opsporingsonderzoek onder de term ‘anticiperende opsporing’ worden gebracht.
Het anticiperende opsporingsonderzoek wordt op de eerste plaats gekenmerkt
door de mogelijkheid om bijzondere opsporingsmethoden in te zetten op basis
van een lagere voorwaarde, zodat het mogelijk is op te sporen met een preventieve focus. De Wet opsporing en vervolging terroristische misdrijven heeft het
mogelijk gemaakt bijzondere opsporingsbevoegdheden in te zetten op basis van
‘aanwijzingen van een terroristisch misdrijf’ (Titel Vb; artikel 126za-126zp Sv)
in plaats van een verdenking van een strafbaar feit (het ‘klassieke’ domein; Titel
IVa) of een verdenking dat in georganiseerd verband misdrijven worden
beraamd of gepleegd (het domein van de opsporing van de georganiseerde
criminaliteit; Titel V). Om dit opsporingsonderzoek naar aanwijzingen van
terroristische misdrijven voor te bereiden is het daarnaast mogelijk om nieuwe
en verdergaande methoden in het verkennend onderzoek in te zetten (artikelen
126hh en 126ii Sv). Tot slot heeft de Wet opsporing en vervolging terroristische
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misdrijven nieuwe methoden geïntroduceerd, op basis waarvan in geval van
aanwijzingen van een terroristisch misdrijf of in een veiligheidsrisicogebied
personen kunnen worden onderworpen aan fouillering of voertuigen en voorwerpen kunnen worden onderzocht (artikelen 126zq-126zs Sv).
Het opsporingsdomein voor terroristische misdrijven onderscheidt zich in
twee aspecten duidelijk van de klassieke opsporing en van de opsporing van de
georganiseerde criminaliteit. Allereerst is de preventie van terroristische misdrijven het belangrijkste doel geworden van de inzet van opsporingsmethoden, een
doel dat parallel aan de bewijsvergaring wordt nagestreefd. Voor de opsporing
van andere strafbare feiten geldt nog steeds dat proactief optreden de uitzondering op de regel is. Ten tweede heeft anticiperende opsporing een informatiegestuurd (‘intelligence-led’) karakter. Preventie wordt geacht te kunnen worden
gerealiseerd door middel van een sterke informatiepositie. Dit heeft tot gevolg
dat juist de informatievergarende activiteiten van de AIVD en de CIE voorafgaan aan anticiperende opsporing en voorzien in de proactieve sturingsinformatie van anticiperende opsporing.
Deze werkwijze heeft ook de relatie tussen de opsporingsinstanties en de
AIVD veranderd. Door verschillende antiterrorismewetten werd dit ook beoogd,
zoals de Wet opsporing en vervolging terroristische misdrijven (2006) en de Wet
afgeschermde getuigen (2006). Deze wetten waren erop gericht om het gebruik
van inlichtingenmateriaal in strafrechtelijke procedures te bevorderen en
informatie-uitwisseling op een eerder moment te stimuleren. Bovendien hebben
ontwikkelingen in rechtspraak en beleid een belangrijke rol gespeeld in een
veranderde relatie tussen AIVD en politie en justitie. Zo heeft de Hoge Raad in
zijn arrest van 5 september 2006 (zaak Eik) beslist dat een ambtsbericht van de
AIVD de startinformatie kan vormen van een opsporingsonderzoek. Naast
anonieme tips en rapporten van de criminele inlichtingeneenheid kunnen sindsdien ook AIVD-rapporten het startpunt vormen van een opsporingsonderzoek.
Op beleidsterrein kan worden verwezen naar de Contraterrorisme-Informatiebox
(CT-Infobox), een samenwerkingsvorm tussen verschillende actoren op het
gebied van terrorismebestrijding, ressorterend onder de AIVD, die een uitwisseling van informatie van AIVD met politie en justitie dient te faciliteren en
daarmee te bevorderen. Door zowel voornoemde ontwikkelingen in de rechtspraak als beleid, gericht op een sterke informatiepositie en het delen van
relevante informatie, heeft de CT-Infobox een kerntaak gekregen als de omgeving waar informatie afkomstig van verschillende instanties wordt gecombineerd en als bron van informatie die de AIVD, via de nationale terrorismeofficier, kan delen met politie en justitie, om te fungeren als proactieve sturingsinformatie binnen anticiperende opsporing.
Tot slot hebben zowel strafvorderlijke opsporing als administratieve politiebevoegdheden die worden gereguleerd door het bestuursrecht, een rol gekregen
in preventief onderzoek naar terrorisme. Op dit moment is de rol van de administratieve politietaak het beste te omschrijven als een vangnet achter anticiperende opsporing. Met name het ‘verstoren’ kan worden gebruikt indien aan de
voorwaarden voor de inzet van anticiperende bevoegdheden nog niet is voldaan,
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waarbij het middel verstoring op dit moment met name gericht is op deradicalisering.
3.2 Anticiperende opsporing in de Verenigde Staten
In de Verenigde Staten is anticiperende opsporing geregeld door een combinatie
van maatregelen die het strafrechtssysteem en het veiligheidsrecht (national
security law) betreffen (zie hierover hoofdstuk 6). Daarnaast is door een rigoureuze omwenteling in recht en beleid de scheiding tussen strafrechtelijke opsporing en veiligheidsonderzoeken (national security investigations) opgeheven.
Anticiperende opsporing in de Verenigde Staten wordt allereerst gekenmerkt
door de mogelijkheid dat de FBI bij een onderzoek meerdere onderzoeksdoelen
nastreeft, wanneer dat onderzoek terroristische misdrijven of andere misdrijven
die de nationale veiligheid bedreigen betreft: zowel het verzamelen van intelligence om de nationale veiligheid te beschermen als het verzamelen van informatie voor strafrechtelijke vervolging. De hoofdtaak van de FBI is op dit moment
geformuleerd als het zo effectief mogelijk bestrijden van terrorisme, waarbij
preventie het uitgangspunt is. Om dat te realiseren onderscheidt de FBI niet
langer zijn national security investigations van de strafrechtelijke opsporing,
maar combineert deze dienst beide in één enkel groot onderzoek naar terroristische misdrijven of een ander misdrijf dat potentieel de nationale veiligheid
bedreigt. Personen kunnen in het kader van een dergelijk onderzoek worden
onderzocht wanneer zij in relatie staan met een vreemde mogendheid of zelf een
agent van een vreemde mogendheid zijn. Onder de laatste categorie kunnen ook
Amerikanen vallen die voor een buitenlandse organisatie werken of personen die
niet deel uitmaken van een buitenlandse groep, maar zich ideologisch verwant
voelen met bij voorbeeld buitenlandse terreurorganisaties zoals Al Qaeda (de
zogenaamde ‘lone wolves’).
Zowel de methoden gereguleerd in de Foreign Intelligence Surveillance Act
of 1978 (FISA) (methoden bedoeld voor de national security investigation) als
strafvorderlijke opsporingsmethoden (Title III surveillance) kunnen in een
dergelijk onderzoek worden gehanteerd. Deze vrije keuze tussen wetten waarin
onder beduidend andere voorwaarden het gebruik van bijzondere opsporingsmethoden (surveillance) is geregeld, is bewerkstelligd door de USA PATRIOT
Act van 2001. Door deze wet is de belangrijke voorwaarde uit de FISA, namelijk dat het primaire doel van de inzet van FISA-bevoegdheden gericht moet zijn
op het verzamelen van foreign intelligence, aangepast. Deze aanpassing heeft
het mogelijk gemaakt dat het doel van de inzet van FISA-methoden primair
bewijsvergaring is, zolang er daarnaast ook een belangrijk doel (significant
purpose) van het vergaren van foreign intelligence aanwezig is.
De door de USA PATRIOT Act geïntroduceerde voorwaarde van een
‘significant doel’ is door het FISA Court of Review in de eerste uitspraak van
deze hoger beroepsinstantie voor de toepassing van FISA geïnterpreteerd op een
manier waarbij de beslissing over de inzet van FISA-bevoegdheden niet langer
afhangt van het primaire doel van deze inzet. Omdat in het algemeen zal worden
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gekozen voor de weg van de minste weerstand, zal de FBI kiezen voor inzet van
onderzoeksmethoden onder toepassing van FISA wanneer wordt getracht bewijs
te verzamelen om personen te kunnen vervolgen voor terroristische misdrijven.
Hieruit kan worden afgeleid dat het beschermingsniveau van de voorwaarden
van toepassing op het gebruik van onderzoeksmethoden (FISA of Title III) niet
langer afhangt van het specifieke doel van de inzet van die onderzoeksmethoden, maar valt onder de discretionaire bevoegdheid van de FBI. Bovendien heeft
de USA PATRIOT Act ook voorzien in een uitbreiding van de onder FISA
gereguleerde onderzoeksbevoegdheden.
Niet alleen deze wettelijke maatregelen zijn bepalend geweest voor het
karakter dat anticiperende opsporing heeft gekregen in de Verenigde Staten. In
aanvulling daarop richtte het beleid van de overheid zich erop de meest effectieve methoden van informatievergaring beschikbaar te stellen voor de terrorismebestrijding en de verzamelde informatie toegankelijk te maken voor alle
instanties die bij de terrorismebestrijding zijn betrokken. Zo zijn richtlijnen
opgesteld op basis waarvan de FBI in het ‘meeromvattende’ onderzoek naar
terrorisme ook de beschikking kreeg over typische intelligence methoden,
toegesneden op het vergaren van buitenlandse inlichtingen ter bescherming van
de nationale belangen. Dergelijke methoden betreffen de FISA surveillance
gericht op personen niet zijnde burgers van de VS die zich in het buitenland
bevinden, gereguleerd onder zwakkere voorwaarden dan ‘reguliere’ FISA
surveillance, en de national security letter, een bevel tot verstrekken van
gegevens dat gegeven kan worden door de FBI zonder rechterlijke autorisatie.
De verschillende instanties die actief zijn op het gebied van de terrorismebestrijding, zijn verplicht om vergaarde informatie te delen met andere instanties.
Hierdoor komt informatie vergaard met behulp van deze typische intelligence
methoden ook in handen van federale aanklagers en kan het terechtkomen in
strafprocedures.
Vergelijkbare ontwikkelingen zijn waarneembaar op het terrein van het strafprocesrecht. Allereerst is de zwaardfunctie van het strafprocesrecht versterkt doordat de USA PATRIOT Act heeft voorzien in de uitbreiding van opsporingsbevoegdheden in het reguliere strafrecht (Title III surveillance en de methoden van
pen registers en trap and trace devices, bruikbaar voor het onderscheppen van
bijvoorbeeld telefoonnummers gebeld vanaf een specifiek toestel). De reikwijdte
van deze methoden is vergroot en de aard van deze bevoegdheden is ingrijpender geworden.
Bovendien kan een trend in de rechtspraak worden waargenomen om onder
het Fourth Amendment van de Constitutie (waarin het recht op privacy wordt
beschermd door de opsporingsbevoegdheid van de overheid, in het bijzonder
search en seizure, aan voorwaarden te onderwerpen) de politie meer vrijheid te
geven om te doen wat ze nodig acht ten behoeve van de terrorismepreventie of
de bescherming van de nationale veiligheid. Deze trend is zichtbaar geworden
door het toekennen van een uitzonderingsstatus aan situaties waarin terrorisme
of de bescherming van de nationale veiligheid in het algemeen een rol speelt.
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Zulke situaties worden als uitzondering gezien op de ‘normale’ opsporing en om
die reden ook uitgezonderd van de reguliere voorwaarden die volgen uit het
Fourth Amendment.
Ook overigens is er in de rechtspraak een verandering zichtbaar wat betreft
de interpretatie van het Fourth Amendment. Op basis van de staande interpretatie
is de proportionaliteit (reasonableness) van de inzet van opsporingsmethoden
die ingrijpen in de persoonlijke levenssfeer van doorslaggevende betekenis. De
reasonableness wordt beoordeeld op basis van een afweging van belangen waarin alle omstandigheden van de concrete situatie worden betrokken. In terrorismezaken blijkt de rechter meer waarde te zijn gaan hechten aan het belang van
het voorkomen van terrorisme dan aan beschermende voorwaarden als probable
cause en de autorisatie door een magistrate judge. Tot slot heeft intern beleid
ervoor gezorgd dat ook de opsporingsinstanties (zowel de FBI als andere
federale en lokale opsporingsinstanties) zich richten op het vergaren van zoveel
mogelijk informatie en een informatie-gestuurde werkwijze hanteren.
4 Implicaties van regulering van anticiperende opsporing voor het
strafrechtssysteem
De zojuist beschreven regulering van anticiperende opsporing raakt aan de
synthese tussen zwaard en schild, zoals deze traditioneel vorm heeft gekregen
in het Nederlandse en Amerikaanse strafprocesrecht (zie hierover respectievelijk
de hoofdstukken 2 en 5). De implicaties van de huidige regeling voor de
schildfunctie van het strafprocesrecht is voor Nederland en de Verenigde Staten
geanalyseerd in de hoofdstukken 4 en 7. Daarin wordt nagegaan in hoeverre
aanpassingen van traditionele regulerende voorwaarden resulteren in een
discrepantie tussen de wens om anticiperend op te sporen en de traditioneel in
het rechtssysteem vereiste rechtsbeschermde voorwaarden. De kernpunten van
deze implicaties worden hieronder voor beide landen samengevat.
4.1 Nederland
De synthese tussen zwaard en schild is in twee opzichten door de huidige
regulering van anticiperende opsporing aangetast. Op de eerste plaats heeft de
realisatie van anticiperende opsporing de bescherming tegen willekeurige
inbreuken op de persoonlijke levenssfeer verzwakt en is de regulerende waarde
van de onschuldspresumptie verminderd. Op de tweede plaats ondervinden de
strafrechtelijke procedures die volgen op anticiperende opsporing nadelige
gevolgen van het preventieve, door intelligence gestuurde karakter van anticiperende opsporing.
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Implicaties voor de bescherming van de persoonlijke levenssfeer en de onschuldspresumptie
Door het ‘lagere’ aanwijzingencriterium is het mogelijk bijzondere opsporingsmethoden in te zetten op basis van vagere informatie, waardoor het moeilijker
is om concrete personen in verband te brengen met de aanwezige aanwijzingen
van een terroristisch misdrijf. Er is daarom sprake van een verhoogd risico dat
personen die niet in verband kunnen worden gebracht met (aanwijzingen van)
terroristische misdrijven – personen die geen ‘gevaar’ vormen – worden onderworpen aan bijzondere opsporingsmethoden die een inbreuk maken op hun
persoonlijke levenssfeer. In de praktijk zal moeten blijken of hierdoor het
onderzoek een zodanige grote reikwijdte kan krijgen, dat personen onnodig
worden onderworpen aan een opsporingsonderzoek en anticiperende opsporing
niet meer te verenigen is met artikel 8 EVRM. Een opsporingsonderzoek met
een dergelijke reikwijdte zal dan bovendien strijdig zijn met de onschuldspresumptie, die terughoudendheid van het gebruik van vrijheidsbeperkende opsporingsmethoden vereist (zonder zich in theorie te verzetten tegen een flexibele
uitleg van het verdenkingscriterium en dus tegen het aanwijzingencriterium). De
toepassing in de praktijk en de beoordeling daarvan in de jurisprudentie zal
moeten uitwijzen of het aanwijzingencriterium een ongeoorloofde reikwijdte
van het opsporingsonderzoek mogelijk maakt. Daarbij dient te worden opgemerkt dat tot op heden de opsporingsmogelijkheden op basis van het aanwijzingencriterium slechts incidenteel en met terughoudendheid zijn verkend.
Niet alleen de verlaging van het basiscriterium voor opsporing, maar ook een
gebrek aan aandacht voor de specifieke relatie tussen het criterium van toepassing in een bepaald opsporingsdomein en het doel van de gekozen wettelijke
regulering, heeft nadelige gevolgen voor het recht op eerbiediging van de
persoonlijke levenssfeer en de onschuldspresumptie. Door het gebrek aan
aandacht voor deze relatie is het klassieke verdenkingscriterium opgerekt zodat
ook proactieve en preventieve opsporingsdoeleinden kunnen worden nagestreefd
ten behoeve van de bestrijding van de georganiseerde criminaliteit en ten
behoeve van de preventie van terroristische misdrijven. Deze doelstellingen
behoren echter niet bij het klassieke opsporingsdomein, maar bij het domein van
de opsporing van de georganiseerde criminaliteit (op basis van het criterium van
het redelijk vermoeden dat in georganiseerd verband misdrijven worden
beraamd of gepleegd) en bij het domein van de opsporing van terroristische
misdrijven. Omdat in de rechtsspraak het verdenkingscriterium is geïnterpreteerd op een ruime manier – een anonieme tip, een CIE-rapport of een ambtsbericht van de AIVD kunnen bijvoorbeeld een verdenking opleveren – is het
verdenkingscriterium in de praktijk ook te gebruiken om proactieve en preventieve doeleinden na te streven. Dit heeft tot gevolg dat de domeinen van de
opsporing van georganiseerde criminaliteit en terroristische misdrijven slechts
in uitzonderlijke gevallen worden gebruikt en, belangrijker, dat de wetgeving die
voorziet in ruime bevoegdheidstoedeling speciaal voor opsporing van georganiseerde criminaliteit en van terroristische misdrijven (Titel V en Titel Vb van het
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Wetboek van Strafvordering) haar noodzaak en daarmee haar legitimiteit
verliest.
Een derde oorzaak van verminderde bescherming van het recht op eerbiediging van de persoonlijke levenssfeer en de onschuldspresumptie is de trend
waarbij het belang van preventie prevaleert boven het belang van het bieden van
rechtsbescherming tegen willekeurige inbreuken op de persoonlijke levenssfeer.
Deze prioritering van preventie is te herkennen in de antiterrorismewetgeving,
waarin het belang van optreden voor terrorismepreventie en de bescherming van
de nationale veiligheid voorop wordt gesteld als zwaarder wegend dan de
beschermingsfunctie van het strafprocesrecht. Dit rechtvaardigt de wettelijke
uitbreiding van opsporingsbevoegdheden en is het uitgangspunt bij afwegingen
die aan de inzet van opsporingsbevoegdheden voorafgaan. Daarnaast is deze
trend ook waar te nemen in de rechtspraak, namelijk in de manier waarop de
beginselen van proportionaliteit en subsidiariteit (als beginselen van een
behoorlijke procesorde) door de strafrechter worden toegepast. Deze als beschermend en dus beperkend bedoelde beginselen, worden in de rechtspraak vaak
gebruikt om een verdergaande discretionaire opsporingsbevoegdheid te rechtvaardigen.
Tot slot heeft de realisering van een systeem van anticiperende opsporing
nadelige gevolgen voor de controle op de rechtmatige en integere inzet van
opsporingsbevoegdheden. Controle is in het Nederlandse strafrechtssysteem een
gedeelde verantwoordelijkheid van officier van justitie, rechter-commissaris en
zittingsrechter met een hiërarchische dimensie, die naar voren komt in het
systeem van autorisatie van opsporingsbevoegdheden. Hogere autoriteiten zijn
verantwoordelijk voor de autorisatie van de inzet van verdergaande opsporingsbevoegdheden. Antiterrorismewetgeving is er echter juist op gericht om opsporingsambtenaren voldoende discretionaire bevoegdheid te geven om te kunnen
optreden wanneer zij dit nodig achten om terroristische misdrijven te voorkomen. Bovendien is de hoofdverantwoordelijkheid voor de rechtmatigheid en
integriteit van het opsporingsonderzoek bij de officier van justitie neergelegd en
niet bij de rechter. Ook de officier van justitie zal geneigd zijn snel in het
voordeel van risico-uitsluiting te oordelen, ten koste van de bescherming van de
persoonlijke levenssfeer en de onschuldspresumptie. Tegelijkertijd is rechterlijke controle eerder verzwakt dan versterkt. Alhoewel de Wet ter versterking van
de positie van de rechter-commissaris erop is gericht, de positie van de rechtercommissaris te verbeteren wat betreft de uitoefening van de algemene controle
op het opsporingsonderzoek, geldt dit niet voor zijn rol in de autorisatie van
opsporingsbevoegdheden. Daarbij moet ook worden opgemerkt dat juridische
controle in het algemeen is bemoeilijkt doordat wettelijke criteria ruime discretionaire bevoegdheden toekennen en doordat in het huidige politieke en sociale
klimaat veiligheidsoverwegingen het winnen van rechtsbeschermende overwegingen.
De vier hiervoor genoemde negatieve implicaties van anticiperende opsporing
leiden cumulatief tot een afgezwakte bescherming tegen willekeurige inbreuken
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op de persoonlijke levenssfeer door overheidsinstanties. Dit is op de eerste
plaats het gevolg van de theoretische reikwijdte van het aanwijzingencriterium,
zonder dat dit wordt gecompenseerd met meer rechtsbescherming door een
strikte scheiding van opsporingsdomeinen of door versterkte controle door de
rechterlijke macht. Dit theoretische risico wordt alleen maar groter wanneer men
daarbij bedenkt dat veiligheidsoverwegingen zijn gaan prevaleren boven rechtsbeschermende overwegingen.
Implicaties voor een eerlijk strafproces
Wanneer een strafproces is voorafgegaan door een anticiperend opsporingsonderzoek, worden tijdens dat proces de gevolgen zichtbaar van de aard van de
informatie, die is voortgekomen uit de proactieve sturingsinformatie van
anticiperende opsporing. Informatie vergaard gedurende het onderzoek door de
AIVD en de CIE wordt dan immers gebruikt als startinformatie van anticiperende opsporing of ze wordt nog gedurende anticiperende opsporing gedeeld met
de opsporingsinstanties, bijvoorbeeld wanneer er sprake is van parallelle
onderzoeken van de AIVD en politie en justitie. Deze voorbereidende informatievergarende activiteiten beïnvloeden ook een rechtmatige en eerlijke opsporing, wat zichtbaar wordt wanneer ex post controle wordt uitgeoefend op de
opsporing.
Dit betreft de controle op de legitimiteit van het starten van een opsporingsonderzoek en op de gang van zaken tijdens parallelle onderzoeken (bijvoorbeeld
een vermeend détournement de pouvoir of een te vergaande sturende invloed
van de AIVD). De uitoefening van controle wordt gehinderd doordat noch de
zittingsrechter, noch de officier van justitie en de verdediging, toegang hebben
tot de onderliggende documenten van, met name, het ambtsbericht, en al evenmin inzicht hebben in de methoden waarmee de gedeelde informatie is verkregen. Daarnaast geldt het uitgangspunt dat uitgebreide controle (ex ante of ex
post) in de context van het strafproces op de werkzaamheden van AIVD en CIE
niet nodig is, omdat hiervoor interne controlemechanismen bestaan. In de
rechtspraak wordt controle op basis van artikel 6 EVRM alleen noodzakelijk
geacht, wanneer een beoordeling moet volgen of het ambtsbericht van de AIVD
als bewijs kan worden gebezigd. Niettemin wordt ook in dat geval volstaan met
een marginale controle. Wanneer het niet gebruikt wordt als bewijs, hanteert de
strafrechter een strikte definitie van artikel 132a Sv, waardoor de voorbereidende informatievergarende activiteiten van de door de rechter uitgeoefende
controle worden uitgesloten. Geconcludeerd kan worden dat de verdediging
wordt geconfronteerd met een muur van afgeschermde activiteiten wanneer zij
tracht de rechtmatigheid van het anticiperende opsporingsonderzoek aan de kaak
te stellen. Ook de Wet afgeschermde getuigen biedt in dat geval geen uitkomst,
omdat deze slechts wordt gebruikt om door middel van een alternatieve procedure voor de rechter-commissaris AIVD-medewerkers als afgeschermde getuigen
te horen over de betrouwbaarheid van AIVD-informatie, indien het nodig is om
de bewijswaarde van AIVD-informatie te beoordelen.
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4.2 De Verenigde Staten
De implicaties van de regulering van anticiperende opsporing voor de schildfunctie van het Amerikaanse strafprocesrecht betreffen op de eerste plaats de
bescherming die geboden wordt door het Fourth Amendment. Op de tweede
plaats is de beschermende functie van de scheiding zoals die traditioneel gold
tussen de strafrechtelijke opsporing en de national security investigation
opgeheven door de onderzoeksmethoden gereguleerd onder FISA beschikbaar
te stellen voor bewijsvergaring in terrorismezaken en andere zaken die de
nationale veiligheid betreffen. Op de derde plaats heeft de manier waarop
anticiperende opsporing is geregeld, nadelige gevolgen voor het waarborgen van
een eerlijk strafproces.
Implicaties voor de beschermende functie van het Fourth Amendment van de
Constitutie
De bescherming die het Fourth Amendment biedt tegen willekeurige en onnodige inbreuken op de persoonlijke levenssfeer, is door de nieuwe regelgeving met
betrekking tot anticiperende opsporing verminderd. Behalve het feit dat onderzoeksbevoegdheden die dieper ingrijpen in de persoonlijke levenssfeer beschikbaar zijn gesteld zowel in de strafrechtelijke opsporing als in de national
security investigation, gaat het daarbij om de volgende twee aspecten: 1) een
zwakkere legitimatie voor de inzet van opsporingsmethoden die kunnen worden
gebruikt voor verzameling van bewijs; 2) verminderde controle op opsporing
onder de voorwaarden van het Fourth Amendment.
1. Zwakkere legitimatie
Doordat sinds de wijzigingen van de USA PATRIOT Act FISA-bevoegdheden
mogen worden gebruikt voor bewijsvergaring in terrorismezaken en andere
zaken waarbij de nationale veiligheid in het geding is, legitimeert de lagere
FISA-voorwaarde reeds de inzet van deze bevoegdheden voor bewijsvergaring.
Deze voorwaarde verschilt substantieel van de voorwaarde die volgens het
Fourth Amendment geldt voor de reguliere strafrechtelijke opsporing: in plaats
van probable cause dat een misdrijf is gepleegd of wordt gepleegd, geldt de
voorwaarde van probable cause dat het subject van de opsporing een buitenlandse macht of een vertegenwoordiger van een buitenlandse macht betreft. Het
gaat dus niet langer om de strafrechtelijke gedraging waaraan het subject van
het onderzoek zich mogelijkerwijs heeft schuldig gemaakt, maar om de identiteit
van het subject. Bovendien kan voor bewijsvergaring gebruik gemaakt worden
van FISA-bevoegdheden, onder de enkele voorwaarde dat de verzamelde
informatie relevant is voor een geautoriseerd onderzoek. Dergelijke voorwaarden zijn eigenlijk bedoeld ter legitimatie van inzet van bevoegdheden in
national security investigations, gericht op het verzamelen van foreign intelligence. Door deze bevoegdheden onder dezelfde voorwaarden te gebruiken bij
het vergaren van bewijsmateriaal in het anticiperende opsporingsonderzoek, is
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er een substantieel verhoogd risico dat personen in het onderzoek worden
betrokken die niet kunnen worden gerelateerd aan strafbare gedragingen en zelfs
geen ‘gevaar’ vormen.
Bovendien is ook in de ‘reguliere’ strafrechtelijke opsporing de beschermende drempel van probable cause, zoals deze volgt uit het Fourth Amendment,
gedevalueerd. In de rechtspraak ligt de nadruk op de reasonableness van de
inzet van opsporingsmethoden, met name in zaken waarin de overheid betrokken
is wegens het voorkomen van terroristische misdrijven of de bescherming van
de nationale veiligheid in het algemeen. Hierdoor kunnen ongelimiteerde belangenafwegingen de flexibiliteit bieden om het belang van terrorismepreventie of
bescherming van de nationale veiligheid te laten prevaleren boven het waarde
hechten aan daaraan in de weg staande en eveneens uit het Fourth Amendment
volgende beschermende voorwaarden. Ten gevolge van deze ontwikkeling biedt
de Fourth Amendment voorwaarde van probable cause minder bescherming en
wordt de benodigde ‘legitimatie’ in toenemende mate als een flexibele aangelegenheid beschouwd.
2. Verminderde controle
De bevoegdheden die zijn toegekend aan de FBI om te kunnen optreden ter
preventie van terrorisme, zijn uitgebreid. Daarnaast is door intern beleid een
intelligence-gestuurde aanpak voor FBI-agenten gestimuleerd, waarbij ten
behoeve van het afwenden van terroristische aanslagen, het verzamelen van
zoveel mogelijk informatie centraal staat. Deze bevoegdheidsuitbreiding is niet
gecompenseerd met aangescherpte controle op de uitoefening van bevoegdheden
in het kader van anticiperende opsporing in overeenstemming met het Fourth
Amendment. Hieraan liggen vijf ontwikkelingen ten grondslag.
Ten eerste is de ex ante controle door de rechter op opsporingsactiviteiten
(als voorwaarde onder de Fourth Amendment) verzwakt wanneer anticiperende
opsporing plaatsvindt onder FISA. In plaats van een magistrate judge autoriseert
de FISA Court judge de inzet van FISA-bevoegdheden. Indien de overheid
garandeert dat aan de wettelijke voorwaarden is voldaan, dient de FISA Court
judge de verzochte FISA-bevoegdheid te autoriseren, tenzij de verschafte
garanties duidelijk onjuist zijn.
Ten tweede is in de rechtspraak daterend van na 9/11 een trend zichtbaar
waarbij de voorwaarde van een warrant (autorisatie door de rechter) als parameter voor de proportionaliteit van de inzet van opsporingsmethoden aan belang
inboet. In het algemeen wordt de autorisatie door een rechter beschouwd als
vereist, tenzij spoedeisende of uitzonderlijke omstandigheden de uitstel van
rechterlijke controle rechtvaardigen. Er is minder voorkeur voor controle vooraf
in anticiperende opsporing, omdat de preventie van terrorisme per definitie
wordt geschaard onder de spoedeisende omstandigheden die uitstel rechtvaardigen.
Ten derde is in de rechtspraak van na 9/11 ruimere discretionaire bevoegdheid toegekend aan de opsporingsinstanties om te doen wat men nodig acht ter
preventie van terrorisme. Dit volgt zowel uit de nadruk die gelegd wordt op de
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proportionaliteit van de inzet van opsporingsmethoden als uit de uitzonderingsstatus die wordt toegekend aan opsporing ten behoeve van terrorismepreventie
in het algemeen.
Ten vierde is de uitbreiding van opsporingsbevoegdheden niet gecompenseerd door uitbreiding van de toepassing van de procedurele sanctie van bewijsuitsluiting, indien het Fourth Amendment is geschonden tijdens de opsporing (de
exclusionary rule). In de recente rechtspraak van de Supreme Court is de betekenis van de exclusionary rule als remedie tegen schendingen van het Fourth
Amendment juist gereduceerd door deze slechts toe te passen, indien er sprake
is van opzettelijke en zeer vergaande schendingen door de politie van de normen
die gelden voor de opsporing.
Ten vijfde is het zwaartepunt in het systeem van controle op de bevoegdheid
van de overheid om op te sporen, verschoven van de rechterlijke macht naar
alternatieve mechanismen. Compensatie voor uitbreiding van opsporingsbevoegdheid en verminderde rechterlijke controle wordt juist geboden door het
uitbreiden en versterken van alternatieve controlemechanismen, zoals parlementaire controle en het gebruik van systemen om irrelevante informatie uit de
databases te verwijderen (minimization).
Loslaten van het criterium van doelbinding
Het ontmantelen van de ‘muur’ tussen de national security investigation en het
strafrechtelijke onderzoek en, om die reden, de mogelijkheid om FISA-bevoegdheden in te zetten in anticiperende opsporing, past in de gesignaleerde algemene
ontwikkeling waarbij het belang van het voorkomen van terroristische misdrijven prevaleert boven de bescherming van de persoonlijke levenssfeer. Deze
ontwikkeling is waarneembaar in het gebruik van onderzoeksmethoden in het
kader van de reguliere opsporing, in het kader van de FISA en in het algemene
beleid van de Department of Justice en de FBI, neergelegd in nieuwe richtlijnen
voor de opsporing. Het past ook bij de huidige interpretatie van het Fourth
Amendment, waarbij wordt getoetst op basis van de reasonableness, inhoudende
een afweging van alle belangen. Ten gevolge van deze ontwikkelingen is het
criterium van doelbinding, dat bestond vanwege de scheiding tussen national
security investigations en de strafrechtelijke opsporing, losgelaten. Dit betekent
dat de meest strikte bescherming onder het Fourth Amendment zoals deze in
Title III werd gerealiseerd, niet meer kan worden gegarandeerd voor de uitoefening van opsporingsbevoegdheden bij de anticiperende opsporing.
Gelet op de uitspraken van het Supreme Court in de zaak Keith en van het
Fourth Circuit Court in de zaak Truong, moeten de vermenging van onderzoeksdoelen en, om die reden, het loslaten van de dwingende verbinding van
onderzoeksdoel en regulerend kader, worden beschouwd als discutabel uit het
oogpunt van de verenigbaarheid met het constitutionele recht. Het loslaten van
het criterium van doelbinding is niet alleen een politieke keuze, gezien de
aanpassingen die het gevolg waren van de USA PATRIOT Act en de wijzigingen in het beleid van het Department of Justice. Ook de Intelligence Surveil-
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lance Act Court of Review nam in In re: Sealed in duidelijke bewoordingen
afstand van de dwingende relatie tussen het niveau van Fourth Amendment
bescherming en het doel van het onderzoek.
Implicaties voor een eerlijk strafproces
Ten gevolge van verschillende maatregelen is een systeem van ongelimiteerd
delen van informatie gerealiseerd en is er sprake van een verplichting om
informatie te delen die relevant is voor de bescherming van de Verenigde Staten
tegen terrorisme. Dit betekent dat informatie met een geheim karakter ook in het
bezit van autoriteiten komt die opereren op basis van openheid en transparantie.
Deze ontwikkeling wordt versterkt door de mogelijkheid voor de FBI om in het
kader van FISA-onderzoeken bewijs te vergaren, zonder dat de voor strafrechtelijke opsporing gebruikelijke Fourth Amendment voorwaarden van toepassing
zijn.
Een toename van classified materiaal heeft met name gevolgen voor de
mogelijkheden voor de verdediging om de legitimiteit van de wijze waarop
bewijsmateriaal is vergaard in het kader van een FISA-onderzoek te toetsen. In
de rechtspraak is op klachten van de verdediging omtrent de legitimiteit van het
FISA-onderzoek gereageerd vanuit het gezichtspunt van de FISA, door middel
van in camera en ex parte toetsing van de op ambtseed opgemaakte verklaringen
die ten grondslag liggen aan een bevel voor de inzet van een onderzoeksmethode
gereguleerd in FISA. Op die manier wijkt de bewijsvergaring evident af van de
vooronderstelling in de Classified Information Procedures Act (CIPA) – waarin
de procedure rond het gebruik van afgeschermde informatie in het strafproces
is opgenomen – dat alle partijen het recht hebben op kennisneming van al het
voor de strafzaak relevante materiaal. Onder de CIPA mag enkel in uitzonderlijke situaties van deze regel worden afgeweken en gekozen worden voor alternatieve procedures. Gezien de ‘FISA-benadering’ die in de strafrechtspraak wordt
gehanteerd, is niet de daadwerkelijke procespositie van de verdediging bepalend
voor de beslissing of gebruik kan worden gemaakt van alternatieve procedures
in het geval van afgeschermde informatie, maar in wezen de veronderstelde
legitimiteit van het gebruik van het FISA-kader in onderzoeken waarbij de
bescherming van de nationale veiligheid een rol speelt. Daarom kan geconcludeerd worden dat het strafproces in die zin is aangetast, dat de sfeer van geheimhouding bij FISA-onderzoeken conflicteert met de constitutionele verplichting
van kennisneming van alle processtukken en transparantie als voorwaarden voor
een eerlijk proces en het afleggen van verantwoording.
4.3 Vergelijkende observaties
Wat betreft de regulering van anticiperende opsporing in Nederland en de
Verenigde Staten zijn, gezien de hierboven samengevatte implicaties voor de
schildfunctie van het strafprocesrecht, verscheidene parallelle ontwikkelingen
waar te nemen.
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Ten eerste is de preventie van terrorisme in beide landen topprioriteit
geworden. Het paradigma van preventie, volgens hetwelk veiligheid gerealiseerd
kan worden door voorzorgsmaatregelen, ligt ten grondslag aan toepassing van
anticiperende opsporing. Bovendien heeft preventie een centrale rol gekregen
in anticiperende opsporing in het algemeen. Gezien de centrale betekenis van
preventie is zowel in Nederland als de Verenigde Staten de opsporing meer
informatie-gestuurd geworden (intelligence-led policing) en wordt het belang
van preventie van terrorisme boven strafrechtelijke opsporingsbelangen gesteld.
Bovendien worden het Nederlandse proportionaliteitsbeginsel en het concept
reasonableness in de VS, beide oorspronkelijk van toepassing om discretionaire
bevoegdheid in de opsporingstaak te beperken, meestal gebruikt om opsporingsambtenaren juist meer vrijheid te geven om te kunnen doen wat zij nodig achten
ter preventie van terrorisme.
Ten tweede is zowel in Nederland als in de Verenigde Staten de aandacht
verslapt voor de dwingende relatie tussen het doel van (opsporings)onderzoek
en de vereiste legitimatie voor het doen van dat onderzoek alsook voor de
legitimatie voor opsporingsactiviteiten in het algemeen. Het werkterrein van de
inlichtingendiensten en dat van de opsporingsinstanties zijn naar elkaar toegegroeid ten gevolge van de wens om bij onderzoeksactiviteiten naar terroristische
activiteiten zowel preventie als bewijsvergaring te realiseren. Deze ontwikkeling
is wat betreft Nederland gestopt bij de grens van de vereiste legitimatie voor het
verrichten van opsporingsactiviteiten. In de Verenigde Staten is deze grens
evenwel overschreden.
Een derde parallelle ontwikkeling betreft de wijze waarop in de rechtspraak
wordt omgegaan met de toegenomen hoeveelheid afgeschermde elementen in
de strafrechtelijke procedures. Dit is een direct gevolg van het specifieke
karakter van anticiperende opsporing. Zowel in Nederland als in de Verenigde
Staten is de strafrechtspraak tekortgeschoten in de erkenning van het specifieke,
bijzondere karakter van anticiperende opsporing.
5 Conclusies en aanbevelingen
Op basis van de onder 2 opgesomde voorwaarden gesteld aan regulering van
anticiperende opsporing onder de rule of law, kan een conclusie worden
getrokken wat betreft de verenigbaarheid van de regulering van anticiperende
opsporing, zoals die op dit moment in Nederland en de Verenigde Staten vorm
heeft gekregen en is toegepast, met de rule of law. Met deze conclusie wordt de
centrale onderzoeksvraag in haar geheel beantwoord.
Zoals eerder vastgesteld kan een preventieve functie aan de opsporing
(anticiperende opsporing) worden toegekend in een strafrechtssysteem gebaseerd op de rule of law. Dit is gerechtvaardigd gezien de aard van terroristische
misdrijven. Terrorisme heeft een diffuus en complex karakter en omvat criminele gedragingen terwijl het tevens gaat om een bedreiging van de nationale
veiligheid. Om die reden is het kiezen voor een hybride kader (de anticiperende
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opsporing), waarbij zowel preventie als bewijsvergaring wordt nagestreefd niet
alleen een legitieme keuze, maar bovendien ook effectief, in die zin dat in het
hybride kader uiting wordt gegeven aan de wens deze beide doelen te bereiken.
Dit maakt anticiperende opsporing ook een noodzakelijk keuze en daarmee in
overeenstemming met het ultimum remedium karakter van het strafrecht. Echter,
wanneer aan de strafrechtelijke opsporing een preventieve functie wordt
gegeven, is dit alleen verenigbaar met de rule of law wanneer de fundamentele,
dwingende relatie tussen het opsporingsdoel van bewijsvergaring en het toepasselijke regulerende kader in acht wordt genomen. Om die reden dient de
regulering van anticiperende opsporing te voldoen aan de minimumvoorwaarden
zoals die zijn geformuleerd in de categorieën (pilaren) van legitimatie, integriteit
en een eerlijk proces. Ook voor anticiperende opsporing zoals die op dit moment
in Nederland en de Verenigde Staten vorm heeft gekregen en wordt toegepast,
kan een conclusie worden getrokken wat betreft de houdbaarheid van die
regulering onder de rule of law. Met die conclusie, zoals hieronder voor zowel
Nederland als de Verenigde Staten samengevat, is de centrale onderzoeksvraag
in zijn geheel beantwoord.
5.1 Nederland
Omdat de regulering van anticiperende opsporing zoals hieraan in Nederland
vorm is gegeven, de fundamentele relatie tussen onderzoeksdoel en regulerend
kader respecteert, is de gekozen benadering op zichzelf verenigbaar met de rule
of law. Ook vanuit het perspectief van het EVRM is de huidige procedurele
regulering van anticiperende opsporing met de in het EVRM vervatte eisen in
overeenstemming. Niettemin bestaat er een reëel risico dat de huidige regulering
van anticiperende opsporing in de praktijk wordt toegepast op een manier die in
strijd komt met de geformuleerde minimumvoorwaarden voor anticiperende
opsporing en, mogelijk, ook resulteert in schending van artikel 8 EVRM.
Bovendien kan een eerlijk strafproces dat volgt op een anticiperend opsporingsonderzoek niet in alle omstandigheden worden gegarandeerd, wat een schending
van artikel 6 EVRM kan inhouden.
Om ervoor te zorgen dat ook in de praktijk de regulering van anticiperende
opsporing binnen het kader van de rule of law blijft, dient een aantal aanbevelingen te worden overgenomen. Deze aanbevelingen houden verband met
versterkte aandacht voor de relatie tussen opsporingsdoel en de legitimerende
voorwaarden, zowel in de opsporingsfase zelf als gedurende de controlefase (in
het kader van het strafproces), waardoor zowel de relatie tussen legitimatie en
integriteit als de relatie tussen een eerlijk proces en integriteit kan worden
versterkt. Daarnaast zal de strafrechter het in dit boek gedefinieerde bredere
concept van anticiperende opsporing moeten aanvaarden.
Door middel van nieuwe richtlijnen van het College van Procureurs-Generaal
kan de opsporingspraktijk worden gestuurd in die zin dat de aandacht wordt
verscherpt voor de relatie tussen het specifieke opsporingsdoel (te onderscheiden: klassieke opsporing, opsporing van de georganiseerde criminaliteit en
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opsporing van terroristische misdrijven, elk met een eigen specifieke doelstelling) en het regulerende kader. Hierdoor zal het niet nodig zijn het verdenkingsbegrip verder op te rekken en kan tegelijkertijd effectieve opsporing worden
gerealiseerd, waarbij opsporing ter preventie van misdrijven wordt beperkt tot
de opsporing van terroristische misdrijven.
Daarnaast is het aan de rechterlijke macht om de realiteit van het bestaan van
anticiperende opsporing te aanvaarden. Alleen indien het karakter en de specifieke eigenschappen van anticiperende opsporing worden erkend, is het mogelijk
de vereiste controle uit te oefenen op de voorbereidende activiteiten van
anticiperende opsporing en een eerlijk proces te garanderen ook wanneer er
vragen rijzen over de legitimiteit van de gang van zaken gedurende anticiperende opsporing. Om dit te realiseren zal de rechter de toepassing van artikel 359a
Sv moeten uitbreiden tot het bredere concept van anticiperende opsporing. Dat
wil zeggen: inclusief de voorbereidende activiteiten van de AIVD en de CIE, die
raken aan de legitimiteit van anticiperende opsporingsactiviteiten die passen
binnen de definitie van artikel 132a Sv. Om rekening te houden met het geheime
karakter van (sommige van) de activiteiten van de AIVD en de CIE kan de
controle worden uitgeoefend via het kader voor het horen van de afgeschermde
getuige door de rechter-commissaris. Gezien het feit dat de AIVD en de CIE
onderworpen zijn aan adequate ‘eigen’ controlemechanismen die de integriteit
van de werkzaamheden van die instanties dienen te garanderen, is deze beperktere vorm van controle gerechtvaardigd en vormt de procedure een adequaat
tegenwicht voor de beperking op verdedigingsrechten, waarmee de essentie van
de verdedigingsrechten kan worden gegarandeerd.
5.2 De Verenigde Staten
In de Verenigde Staten is de fundamentele, dwingende relatie tussen de regulering van anticiperende opsporing en het opsporingsdoel losgelaten. Als gevolg
daarvan tast de huidige regulering van anticiperende opsporing de legitimiteit
van het strafrechtsysteem onder de rule of law aan. Immers, de methoden die
mogen worden gebruikt voor bewijsvergaring, zijn niet allemaal beperkt op
basis van de legitimerende minimumvoorwaarden voor het gebruik van vergaarde informatie voor strafrechtelijke vervolging. Dit betekent dat de huidige procedurele regulering niet verenigbaar is met de rule of law.
Het is essentieel dat de relatie tussen opsporingsdoel en legitimerende
voorwaarden wordt hersteld. Wanneer gebruik wordt gemaakt van FISAmethoden voor opsporingsdoeleinden, zijn deze methoden noch onderworpen
aan de vereiste legitimerende voorwaarden, noch aan adequate mechanismen om
de integriteit te garanderen. Om deze reden is FISA ongeschikt voor gebruik in
de anticiperende opsporing. Bovendien brengt het gebruik van FISA voor
anticiperende opsporing mee dat een eerlijk proces niet kan worden gegarandeerd wanneer bewijs is vergaard door middel van FISA. Om de regulering weer
in overeenstemming met de rule of law te brengen, zal één van de volgende
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aanpassingen moeten worden overwogen zodat de dwingende relatie tussen
onderzoeksdoel en procedureel kader wordt gegarandeerd.
Ten eerste zal besloten kunnen worden de procedurele (niet de operationele)
muur tussen strafrechtelijke opsporingsactiviteiten en national security investigations te herbouwen. Dit betekent dat FISA niet langer kan worden gebruikt in
het kader van anticiperende opsporing. Door de wetgever zal kunnen worden
bepaald dat de voorwaarde voor gebruik van FISA-methoden wordt hersteld dat
sprake is van een hoofddoel (primary purpose) van verzamelen van buitenlands
inlichtingenmateriaal. In plaats van de wetgever zouden ook de federale rechtbanken, of, bij voorkeur, het Supreme Court, de huidige FISA-voorwaarde van
significant purpose kunnen interpreteren op een wijze die overeenstemt met
eerdere jurisprudentie van het Supreme Court (Keith) en van de Fourth Circuit
Court (Truong). Dit zal dan moeten leiden tot een onderscheid tussen strafrechtelijke opsporingsdoelen en onderzoeken die de bescherming van de nationale
veiligheid tot doel hebben.
Als een tweede mogelijkheid zal de wetgever kunnen beslissen FISA zo aan
te passen, dat daarin de minimumvoorwaarden voor regulering van anticiperende opsporing worden opgenomen. Deze aanpassingen zullen dan de legitimerende voorwaarden en de organisatie van mechanismen die dienen ter garantie van
de integriteit (met name de realisatie van rechterlijke controle over de gelegitimeerde reikwijdte en het gelegitimeerde doel van het onderzoek) betreffen.
Bovendien zal een eerlijk strafproces gewaarborgd moeten worden door controle
uit te oefenen gedurende het strafproces op de legitimiteit van het gebruik van
FISA-methoden voor bewijsvergaring (onder de gestelde voorwaarden). Een
geschikt kader voor dergelijke controle bestaat reeds in de vorm van de CIPA.
Bovendien zal ook in ‘gewone’ strafzaken, waarin het bewijs is vergaard door
het bewandelen van de reguliere strafrechtelijke opsporingswegen (bijvoorbeeld
door toepassing van methoden gereguleerd in ‘Title III’), verscherpte aandacht
moeten komen voor de legitimerende voorwaarden voor de inzet van opsporingsmethoden in het kader van de interpretatie van het Fourth Amendment. De
voorgestelde aanpassingen in FISA, zodat FISA gebruikt kan worden in
anticiperende opsporing, zal in lijn zijn met en passen bij een interpretatie van
het Fourth Amendment waarin de legitimerende voorwaarden een cruciale
functie vervullen.
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