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Chapter 1
Introduction

In recent years, multiagent systems have increased in number and are used for
more complex domains every day. Serious problems arise, however, when agents
are used in highly-regulated domains, which are domains that are governed by
lots of complex and abstract laws. Agent solutions used for medical and judi-
cial applications, for instance donor organ assignments or criminal information
exchange, have to cope with the vast amount of laws and regulations that govern
such domains. The laws of these domains, made to control and regulate the hu-
man interactions in the domain, naturally, also apply to any agent system that
is created to automate those human interactions. Here two questions emerge.
1) How can we make sure that laws and regulations on the activities and infor-
mation exchange in these domains are met? 2) How do we create mechanisms
to enforce norm compliance and therefore increase trust between individuals and
organisations?

In this thesis, we will try to answer those two questions. We propose a method-
ology for the design and implementation of electronic institutions based on hu-
man laws and regulations, and provide the formal links between 1) the norms
expressed in law and 2) the norm enforcement and procedures used in the prac-
tice. Moreover, in order to ensure the norm compliance of the protocols used
in agent institutions, we introduce a formal framework for the verification of the
norm compliance of protocols.

This chapter is organised as follows. Section 1.1 provides the motivation for
the research presented in this thesis. In section 1.2 the research approach is
presented, along with the research questions and objectives. Finally, section 1.3
provides an overview of the following chapters.

1



2 INTRODUCTION 1.1

1.1 Motivation

The motivation for the research presented in this thesis is the anita project, which
is a multidisciplinary joint venture of legal and artificial intelligence departments
of four universities in the Netherlands (consisting of Rijksuniversiteit Groningen,
Universiteit Leiden, Universiteit Maastricht and Universiteit Utrecht). anita

stands for Administrative Normative Information Transaction Agents, and aims
to provide a solution, based on multiagent technology, for the problem that exists
in information exchange between the different police districts in the Netherlands.
In this domain the main challenges concern both the shortage of information
(not being able to find legally relevant data that should be available) as well as
abundance of information (for example violating privacy rights). These issues
are of great consequence in the domain of police and judicial intelligence. The
anita framework is based on administrative agents that decide, based on norms,
whether to allow transactions of information.

The anita project is part of the NWO research programme ToKeN (‘Toe-
gankelijkheid en Kennisontsluiting Nederland’, Access To Knowledge and its en-
hancement Netherlands), which involves specialists in both the fields of cognitive
and computer sciences. The ToKeN programme focuses on the ability of individ-
uals to retrieve relevant knowledge and information from computer systems and
to derive implicit knowledge from raw data. The overall aim is solving the fun-
damental problems of the interaction between human users and knowledge and
information systems.

In the anita scenario, where agents autonomously decide whether or not to
share (privacy-sensitive) information based on the applicability of (local) norms,
a global frame for the enforcement of (global) norms was needed. Since all agents,
though each is bound to local procedures and rules, have to adhere to the global
regulations as given by law (e.g., the police file act, and privacy laws), it has to
be checked (at real-time) whether the information transactions are not in con-
flict with the global laws that hold for the domain. In most software and agent
methodologies, such regulations are seen only as additional requirements in the
analysis phase of the system, and are thus hard-coded into the software or the
agents themselves. If, however, the regulations change, it becomes hard to track
all changes to be done in the implementation, as there is no explicit representa-
tion of the norms (that is, since all norms are embedded in the agent’s design
and code, all the design steps have to be checked and all the code verified to
ensure compliance to the new regulations). The alternative is to have an explicit
representation of the norms, but this approach requires some form of enforcement
to ensure the compliance instead.

Research on intelligent agents has created the concept of electronic institutions
(e-institutions for short). As their human counterparts, an electronic institution is
an entity defining a set of norms over the behaviour of individuals inside the insti-
tution. Recent research in electronic institutions has focused on the use of software
agent technology, to create the concept of agent-mediated electronic institutions.
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E-institutions belong to a new and promising field where interactions between
groups of agents are regulated by means of a set of explicit norms, expressed in a
computational language that agents can interpret. An e-institution [Dignum and
Dignum, 2001; Esteva et al., 2001] is a safe environment mediating the interaction
of agents. The expected behaviour of agents in such an environment is described
by means of an explicit specification of norms, which is expressive enough for its
purpose, readable by agents, and easy to maintain.

Using an e-institution in a highly-regulated scenario such as the anita scenario
requires us to solve the following four issues.

1. Abstractness of human regulations: human regulations are written
in an abstract way, open to several interpretations to make the legal text
stable for a long time. The abstraction poses a problem when trying to
implement the regulations on computers, where meanings should be precise
and unambiguous.

2. Operationalisation of norms: usually norms are formally specified in
languages based in deontic logic, which is expressive enough to cover some
of the concepts that appear in regulations (obligations, permissions, prohi-
bitions), has formal semantics and allows the verification of sets of norms.
However, deontic-based languages are declarative in nature and do not fully
express the operational impact of norms on the behaviour of the multiagent
system.

3. Implementation of norms from the institutional perspective: agent
platforms should be extended with mechanisms to detect attempts from
agents to break the norms. This issue is not only relevant in open scenarios
where non-trusted agents may enter the system, but also in scenarios with
trusted agents, as sometimes these agents may break the norms unwillingly
(e.g., not detecting that a norm applied in a given situation).

4. Methodology to design electronic institutions: although there are
currently some toolkits and frameworks to build electronic institutions, there
is no methodology that covers all aspects, from the specification of the
abstract norms to the connection with their implementation, both from the
institutional and agent viewpoints.

An additional issue would be to have agents which can understand a given set
of norms and are able to reason about the compliance of their behaviour against
the norms. Although it would be desirable to have such agents it is not crucial for
the success of e-institutions, as the implementation of the norms from an institu-
tional perspective (issue 3) ensures the compliance of the agents, and we cannot
assume in an open scenario that all agents interacting with an e-institution would
be capable of normative reasoning to ensure the proper behaviour themselves.
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1.2 Research Approach

In this thesis, we investigate the implementation of norms in open multiagent
systems. More specifically, we are interested in the design and implementation of
electronic institutions based on human laws and regulations. In pursuit of this
goal we investigate how concepts in norms can be translated to concrete concepts
used in practice (issue 1), how the norms can be implemented by giving them an
operational meaning (issue 2), and how norms can be used to design protocols
that can be used by agents in the institution (issue 3).

Due to the nature of open environments where agents with different goals
and architectures co-exist, no guarantees can be given about the inner workings
of the agents. Our main assumption is that none of the agents are necessarily
able to reason about norms and an enforcement from the institutions point of
view must be used to control the agents’ behaviour. Moreover, this enforcement
mechanism cannot use or directly change the inner workings of the agent. That
is, the institution can neither directly observe nor control the beliefs, desires and
intentions of the agents in the system.

1.2.1 Research Questions

The considerations above lead to the main high-level problem statement.

• What is the relation between electronic institutions and legal specifications
in law and regulations?

An important aspect of this question is how an institution can be designed and
implemented based on a specification in (human) laws and regulations. In order
to implement electronic institutions based on human laws, our idea is to use an
explicit specification of the norms, and enforcing the norms from an institutional
perspective. Because institutions are modelled by their norms and procedures, we
also need a method for designing new procedures in case none can be used from
the real world. This leads us to the following research questions.

1. How can norms be implemented from an institutional point of view?

2. How can protocols and procedures be designed for a highly-regulated do-
main?

Since the institution is specified by its protocols and norms, it is important that
the protocols used in the institution do what they are supposed to do. Protocols
of an (electronic) institution provide the members of the institution with a general
manner to solve (simple) tasks. It is assumed that these protocols make sure that
the task is (legally) achieved while none of the norms of the institution are broken,
but can this ‘norm-correctness’ of protocols be guaranteed? The only way to be
sure whether (new) protocols of an institution are ‘safe’ is to verify their norm
compliance. This leads us to the following ‘meta’-question.

3. How does one guarantee the norm compliance of (existing) protocols?
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1.2.2 Research Objectives

In order to work out the questions above, four objectives were formulated for this
research.

1. Development of a methodology for the design and implementation of highly
regulated institutions.

2. Development of a norm enforcement technique that allows for the imple-
mentation of norms from an institutional point of view, with a minimal loss
of autonomy of the agents.

3. Development of a design methodology for norm-compliant protocols and pro-
cedures that can be used in highly-regulated institutions.

4. Development of a formal technique to verify the norm compliance of proto-
cols against the norms that govern the domain.

With the development of a methodology for the design and implementation of
highly-regulated institutions, as is the aim of our first objective, we provide an
answer to the first research question, as the methodology makes clear how the
norms (extracted from the laws and regulations) will be translated and imple-
mented in an electronic institution. As mentioned above, the implementation of
the norms, as specified in this methodology, will be done by an explicit represen-
tation of the norms and the development of an enforcement mechanism to see to
it that the compliance to the norms is ensured. This is our second objective, and
answers the second research question. To help agents that are unable to reason
about norms, our implementation uses protocols to give a guideline for (legally)
achieving frequently done tasks in the institution. The design of such protocols,
however, can be hard due to the many restrictions that exist for a highly norma-
tive domain, which is related to the third of our research questions. To answer
this question we developed a method for designing protocols based on a normative
specification, as stated in the third objective.

However, given their importance in the implementation, it is important to
make sure that the protocols used do not break any of the norms, which is related
to the fourth research question. To guarantee that protocols, those designed by
the method of the third objective and those taken from real world practice, are
in fact not breaking any of the norms, we present a formal framework based on
logic to verify that a protocol is actually norm-compliant, which is the aim of our
fourth research objective.

1.3 Overview

This dissertation mainly focuses on the role of norms and protocols in electronic
institutions, and presents a methodology to design and implement institutions
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based on these elements. In highly-regulated domains, where it is necessary to
comply to many different laws and regulations (e.g., the anita scenario), it can
be hard to find the right balance between the control of the system (to guarantee
the compliance to the norms) and the autonomy of the participating agents (one
of the defining characteristics of intelligent agents, which truly distinguishes them
from software objects and methods).

The remainder of this thesis is structured as follows.
Chapter 2 provides the setting for this thesis by a discussion of the concepts

that are relevant for the design and implementation of normative systems. There
we present the related research done towards the concepts of norms, agents and
institutions, and give their meaning with respect to the rest of this thesis.

Chapter 3 introduces a methodology to facilitate the design and implemen-
tation of highly-regulated institutions that model norms that are derived from
human laws and regulations. The primary component of this methodology is
the specification of the norms, which is derived from the laws and regulations,
that is used to implement the institution by means of (active) norm enforcement
and protocols (see later chapters for more details on these sub processes of the
methodology). Moreover, by explaining the methodology to design and imple-
ment institutions we go into detail about the relation between the human laws
and the electronic institution, answering our primary research question.

Chapter 4 goes into more detail about the implementation of norms. After a
closer look at the different manners to implement norms, from an agent’s perspec-
tive or an institutional perspective, we set out to formalise the implementation of
norms from an institutional point of view. To reduce the loss of autonomy of the
agents participating in the institution, and thus achieving our second objective,
we propose an active norm enforcement mechanism based on violation detection
and reaction.

Chapter 5 further explains the need of designing protocols for institutions
and introduces a technique, and thereby achieving our third objective, to semi-
automatically design protocols for domains that are regulated by lots of abstract
norms. This technique uses an intermediate level of landmarks to connect the
abstract norms to the concrete protocols.

Chapter 6 introduces the formal framework for the verification of the proto-
cols. Not all protocols used in the implementation of an electronic institution are
(necessarily) designed specifically for the institution (by means of the technique of
chapter 5), but can also be taken from procedures that are used in the real-world
counterpart of the institution. Guaranteeing that those protocols are actually not
breaking any of the norms of the system, their norm compliance has to be verified.
The framework presented in this chapter, and the proof of the example protocol
shown, are the answer to our fourth research question.

Chapter 7 provides a summary of the work presented in this thesis and its
contributions, and proposes some of the lines of research for future work.



Chapter 2
Background: Norms, Agents and

Institutions

Before we formally introduce the links between norms and institutions and present
our methodology for creating normative agent systems based on a set of (human)
laws and regulations, we define the meaning of these concepts and give their
relation to existing research. The research on norms and normative systems is
not a new field of science, but existed for many years. It also spans different
disciplines, e.g., norms and social interactions have long been studied in sociology,
norm creation and norm usage has been studied in legal theory. Only recently have
the results from these fields of science found their way into the field of computer
science, where they are, among other, used to solve coordination problems in
multiagent systems. In this chapter we present an overview of all topics that
are important for the design and creation of normative multiagent systems, in
particular the topics of norms, agents and institutions.

Clearly norms play an important role when designing normative agent sys-
tems based on human norms. Therefore, norms play an important part in this
chapter and the remainder of this thesis, and we start this chapter by a discus-
sion of different views on norms (from different research disciplines) in section
2.1. In this section we also pay extra attention to the representation of norms,
as the formalisation of norms expressed in natural language is hard and can hold
many problems for the resulting system. The other important topic of this chap-
ter (though less important than norms) is agents and agent systems. Therefore,
after our discussion of norms and norm representation, in section 2.2 we look at
current research on agents and multiagent systems to give an idea of the prob-
lems of coordination and cooperation that exists in the creation of these kinds
of systems. Since, for the purpose of this thesis, we are more interested in the
normative system itself (the environment) than the agents operating in the sys-

7
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tem, we focus a bit more on the one aspect of agents that is heavily influenced
by the design of normative systems, namely autonomy. Furthermore, we show in
section 2.3 how the definition of social structures can help solve the problems of
coordination and cooperation in multiagent systems. Moreover, to minimise the
loss of autonomy of the agents in the social structure, it is advantageous to specify
the conventions and rules in the society by means of norms, thus giving rise to
the idea of using institutions to control and coordinate multiagent approaches. In
section 2.4 we discuss this notion of institutions and, in particular, the relation
between institutions and norms and the concept of electronic institutions.

2.1 Norms

Norms have been studied in many different fields of research (ranging from ethical
and moral philosophy to sociology and computer science). Norms are generally
observed as abstract statements with a prescriptive meaning, rather than a de-
scriptive one, expressing how things should or ought to be, how to value them,
which things are good or bad, or which actions are right or wrong. According
to sociology a norm is a rule or a standard of behaviour shared by members of a
social group. According to philosophy, a norm is an authoritative rule or standard
by which something is judged and, on that basis, approved or disapproved.

As said, a major characteristic of norms is that, unlike propositions, they are
not descriptively true or false, as norms are not intended to describe anything,
but rather prescribe, create or change something. While the truth of a descriptive
statement is primarily based on its correspondence to reality, philosophers, start-
ing with Aristotle, state that the (prescriptive) truth of a normative statement is
based on its correspondence to the ‘ideal’.

The creation and use of norms is an activity that has evolved in human so-
cieties for centuries, an evolution that has been closely studied by Legal Theory.
Where in primitive cultures no written laws existed but shared morals and con-
ventions (informal norms) were used to solve disputes (sometimes aided by wise
men that had a better understanding of the conventions), some cultures adopted
a collection of written laws (formal norms) to express the morals and conventions.
A good example of the latter is the Roman civilisation, which created a normative
system where Law is an interpretation of codified values and norms (the earliest
codification of law in Roman history is the Lex Duodecim Tabularum, the Twelve
Tables, which contained a number of specific provisions designed to change the
customary law already in existence at the time). This view, which was the origin
of Roman Law, was later extended by Germanic kings and given a full formal-
isation of all different aspects of legal systems. At present day, most European
countries that were part of the Roman Empire, those linked to the first through
monarchical marriages, and colonies of the former, use legal systems based on
this Roman-Germanic type of Law. In most of them the normative system is
hierarchical; norms are stated in the constitution, laws and regulations, with the
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constitution being the highest (most important) form of norms and regulations
the lowest. This layered approach allows the legal system to assess the legality of
the collection of norms and rules itself. This means that regulations, that break
one or more laws, can be stated to be illegal. Similarly, regulations and laws can
be considered non-constitutional if they break one or more of the articles in the
constitution.

A different example of written law, which is used, for instance, in the United
Kingdom and the United States, is the Common Law, where law is composed of
an aggregation of past decisions that are recorded for future use. In this case
the law is based on a case-based approach, where decisions on a current issue
are taken based on searching for similar decisions taken in the past. The highest
power in the normative system used in the United Kingdom is the Parliament,
which may decide if something is legal or illegal, either by past decisions or by
taking decisions in new topics. The normative system of the United States, which
is also based on Common Law, however, uses a constitution as its backbone.
Situations and actions can be stated legal or illegal based on past decisions or
based on the constitution. Moreover, past decisions of governors or judges can
be revisited and stated legal or illegal depending on them being constitutional
or non-constitutional. In this thesis we focus on systems based on Roman Law,
due to the amount of work already done on the formalisation of this kind of legal
systems1.

The study of norms has lately gained attention from the field of computer
science, including from the agent community. Norms are used there to solve
coordination issues that appear in open multiagent systems (systems where the
agents, which are autonomous entities2, can join and leave at any time they
choose). Given that multiagent systems have become larger and more complex in
recent years, modelling complex distributed systems, that distribute information
and tasks among several agents to model complex environments, a new interest
was formed in views of what a norm is, how a norm can be modelled and how
compliance to norms should be gained. This has given rise to new concepts such
as virtual organisations and agent-mediated electronic institutions.

The main points of focus for research in the computer science community
have been to formalise human normative systems, especially on the expressiveness
of logical representations in order to model complex issues in human normative
systems [Alchourón and Bulygin, 1971; Prakken, 2001a,b; Prakken and Sartor,
2002; Hage, 2000], but also on ontological representations of the knowledge needed
for legal reasoning [Boella and Lesmo, 2000; van Engers and van der Veer, 2000],
and how norms can be integrated in agents and agent structures [Dignum, 1999;
López y Lopez, 1997; Castelfranchi et al., 2000; Verhagen, 2000; Vázquez-Salceda,
2004].

Later on, in section 2.2 and beyond, we look at agents, agent systems and how

1A discussion on the formalisation of (legal) case-based reasoning can be found in, e.g.,
[Rissland et al., 2003].

2A more descriptive explanation of Agents follows in section 2.2.
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norms can be used to control and regulate agents, thus solving the coordination
and cooperation problems that are inherent to open multiagent systems. First,
however, we look at how norms can be formally represented and the problems
that arise when attempting to formalise (real-world) norms.

2.1.1 Representations of Norms

One issue of norms, shared by legal theory and computer science, is the problem
that norms and rules are usually expressed in natural language and that it can
be hard to capture their precise meaning in a clear formal representation. Early
representational attempts, which were based in propositional logic and later in
propositional modal logic [von Wright, 1951], had to cope with many problems
that lead to unwanted (or rather unintuitive) derivatives of the chosen representa-
tion (the so-called paradoxes). This first representational formalism, the Standard
Deontic Logic (SDL) based on [von Wright, 1951], consists of the following ax-
ioms and rules (O stands for obligation, P for permission, F for prohibition and
⊥ stands for falsum):

(Taut) the tautologies of propositional logic (or just enough of them)

(KO) O(p→ q) → (Op → Oq)

(DO) ¬O⊥

(P ) P (p) ↔ ¬O¬p

(F ) F (p) ↔ O¬p

(NO) p ⊢ Op

(MP ) p, p→ q ⊢ q

SDL has a Kripke-style modal semantics based on possible worlds, where ac-
cessibility to another world (associated with the O-modality) points out the ‘ideal’
or ‘perfect deontic alternatives’ of the world under consideration. Formally, the
models are like M = (S, π,RO), where S is the set of states, π is the truth as-
signment function, and RO is the deontic accessibility relation (which is assumed
to be serial, thus for all s ∈ S there is a t ∈ S such that RO(s, t)). The interpre-
tation of the O operator would then be by means of the relation RO : M, s � Op

iff M, t � p for all t with RO(s, t). This system can be shown to be sound and
complete with respect to validity.

The paradoxes of deontic logic, as spoken of earlier, are logical expressions that
are valid in the logical system for deontic reasoning, but which are counterintuitive
in a common-sense reading. Naturally there is the general problem of matching
a formal approach with the ‘practice’, i.e., do formal theorems in logic match the
intuition? This problem seems, however, to be more persistent in deontic logic
than in other (modal) logics (although similar problems exist in, e.g., epistemic
logic through the problems of logical omniscience, see [Meyer and van der Hoek,
1995]).

Deontic logic has its origins in Moral Philosophy and the Philosophy of Law
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and was traditionally used for reasoning about ethical and legal aspects. There-
fore, the logic has been evaluated critically in its capability of giving an adequate
representation and reasoning mechanism for these purposes. Originally, the para-
doxes were also discovered and judged against this background. It remains to be
seen, however, whether the paradoxes are equally problematic when deontic logic
is used for the specification of advanced information systems.

Some of the most well-known paradoxes of deontic logic, these paradoxes are
theorems of SDL, are the following.

1. Ross’ Paradox: Op → O(p ∨ q)

2. No Free Choice Permission: (Pp ∨ Pq) ↔ P (p ∨ q)

3. Good Samaritan Paradox: p→ q ⊢ Op→ Oq

4. Chisholm’s Paradox: (Op ∧O(p → q) ∧ (¬p → O¬q) ∧ ¬p) → ⊥

As mentioned, the strangeness of most of these paradoxes becomes more evident
if they are given an informal reading. Ross’ Paradox can thus be illustrated as
“if one is obliged to mail a letter, one is obliged to mail the letter or burn it”,
which sounds odd indeed. The second paradox states that if one is permitted to
do either p or q, it is equivalent to say that one has either permission to do p

or permission to do q. This is in contrast with a free choice reading of P (p ∨ q),
where it is understood that this should imply to have both the permission to do p
and the permission to do q. The good Samaritan paradox, which expresses that
every logical consequence of something that is obliged is obliged as well, can be il-
lustrated best in the following reading: “if John helps Peter who had an accident”
implies that “Peter had an accident”, which appears to be true, it follows that “if
John ought to help Peter who had an accident” implies that “Peter ought to have
an accident”, which certainly is not true. The last paradox, which is considered
the most serious paradox in (standard) deontic logic, involves contrary-to-duty
imperatives. Contrary-to-duty imperatives are a specification of norms in case
some other norm(s) have already been violated. The paradox is best illustrated
by the following statements in natural language:

(1) You ought to go to the party (Op)

(2) If you go to the party, you ought to tell you are coming (O(p → q))

(3) If you do not go, you ought to not tell you are coming (¬p → O¬q)

(4) You do not go to the party (¬p).

Intuitively, this set of statements seems to be perfectly understandable and consis-
tent, and, moreover, none of the four statements seems to be redundant. However,
the representation of these in SDL is inconsistent. This can be seen by combining
KO, O(p → q) → (Op → Oq), and O(p → q), which yields Oq when combined
with Op. On the other hand, combining ¬p → O¬q and ¬p yields O¬q, which
contradicts the earlier result Oq because of DO.

Note that we represented (2) and (3) in different ways (which, of course,
may be questionable), however, while we could replace (3) with O(¬p → ¬q) we
run into problems because this is derivable from (1), which violates our initial
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intuition that all four statements (1) − (4) are independent. Similarly, replacing
(2) by p→ Oq violates this intuition as this is derivable from (4).

In an attempt to solve these problems, [Meyer et al., 1996, 1998] identifies four
confusions that count for at least a part of these problems:

• confusion between ought-to-be and ought-to-do.

• confusion between the formal interpretation (of the logical operators ∧,∨
and →, for example) and the natural language (commonsense) reading of
these.

• confusion between ideality and actuality; and, in particular, an overestima-
tion of ideality and the notion of perfect alternatives as it appears in the
formal semantics. In particular, norms can conflict in reality.

• confusion between normative notions necessary in general abstract contexts
(such as ethics) and those needed (and sufficient) for a concrete practical
application.

The first confusion mentioned relates to the confusion about Op that has existed
since the inception of deontic logic. This relates to the actual meaning of Op, or
rather the meaning of p in this context; is it a description of a state of affairs or
does it denote an action, thus expressing either an obligation-to-be (Seinsollen)
or an obligation-to-do (Tunsollen)? [Meyer et al., 1998] argues that for SDL
viewing p as an action makes the O-modality inadequate (SDL is not appropriate
for denoting ought-to-do), however it might be adequate enough if p is considered
a state of affairs, if it concerns concrete situations. More importantly, [Meyer
et al., 1998] states that this should result in having distinct (and really different)
logics for ought-to-be and ought-to-do. Our logic for the representation of norms,
presented in chapter 4.2.1, is a logic for ought-to-be. Although we represent
actions and translate norms that appear as ought-to-do, the representation of
actions is, in fact, done as states of affairs.

The second confusion should be considered more as a warning. Realising that
the formal interpretation of the operator does not match the commonsense one,
one should just use the operators in their formal interpretation without trying to
solve the mismatch. It is important to note, though, that following this course
of action means that extra caution must be exerted when translating informal
specifications (e.g., in natural language) to formal representations and vice versa.

The third confusion actually describes that (formally) O⊥ is not equivalent to
⊥, i.e., in reality it can be that conflicting duties exist, which, of course, need to
be resolved. Reasoning about one’s duties in a situation with inconsistent norms,
trying to solve the conflicts that arise in one’s duties (duty maintenance), is very
much related to defeasible (nonmonotonic) reasoning, cf. [Lukaszewicz, 1990].
This defeasible or nonmonotonic reasoning is about considering (sequences of)
steps while having incomplete or inconsistent information, but still being able to
draw conclusions based on (parts of) the information. Inspired by this approach,
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the AI & Law community rapidly developed an interest in the defeasible approach
to deontic logic and legal reasoning, cf. [Jones, 1993; Meyer and Wieringa, 1993;
Prakken, 1993, 1994; Verheij, 1996; van der Torre, 1994].

The last confusion is an important one for solving the paradoxes mentioned
above in the context of building a practical application, as is the goal of this thesis.
When specifying concrete systems one is mostly interested in different problems
than when one is analysing deep philosophical problems. Specifying normative
systems require a more pragmatic view on matters involved with the reasoning
about norms. [Meyer et al., 1998] states that the most important role of deontic
logic, when used for normative system specifications, is to accommodate for the
need to distinguish between ideal and actual behaviour of the system [Jones and
Sergot, 1992]. In this case, one would use Op (as an ought-to-be) to mean ‘p is
desirable’ or ‘ideally p is the case’. This gives us the option to specify what is
to be done if the actual behaviour deviates from the ideal or desired behaviour.
Moreover, using Op as ‘ideally p’ allows even SDL (as well as Anderson’s variant
of SDL, on which we base our logic formalism in chapter 4.2.1) to be useful,
since all paradoxes but Chisholm’s become perfectly understandable and intuitive
properties of ‘ideality’. It then remains to provide a (pragmatic) solution to the
Chisholm paradox.

The solution to the Chisholm paradox, as given in [Meyer et al., 1998], consists
of making a difference between the violations that can occur in the paradox, which
is done by using multiple obligations. The logic S5O(n) used is a modal logic with
the modalities of universal necessity 2 and a number of distinct obligations Oi to
express obligations with respect to a frame of reference i. The system consists of
the following axioms (3 is used as an abbreviation of ¬2¬):

(K2) 2(p→ q) → (2p→ 2q)

(T2) 2p→ p

(52) 3p→ 23p

(Ki) Oi(p→ q) → (Oip→ Oiq)

(Di) ¬Oi⊥

(Pi) Pip↔ ¬Oi¬p

(Fi) Fip↔ Oi¬p

(→) 2p→ Oip

(Taut) the tautologies of propositional logic (or just enough of them)

(MP ) p, p→ q ⊢ q

(N2) p ⊢ 2p

(Ni) p ⊢ Oip

The semantics are similar to the semantics of SDL, with the extension of
additional accessibility relations: M = (S, π,R, {Ri | i = 1, . . . , n}), with S the
set of states, π the truth assignment function, R = S×S the (universal) possibility
relation, and Ri the deontic accessibility relations (again, assumed to be serial).
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The operators 2 and Oi are interpreted by means of their, respective, accessibility
relations: M, s � 2p iff M, t � p for all t with R(s, t); and M, s � Oip iff M, t � p

for all t with Ri(s, t).
The most important feature of this system is the non-validity of ¬(Oip∧Oj¬p)

(for i 6= j), which expresses that it is indeed possible to represent contrary norms
in a consistent manner, by using distinct frames of reference, even though within
a single frame of reference i Oip ∧Oi¬p is still inconsistent.

The Chisholm paradox can now be represented as

(1′) O1p

(2′) 2(p→ O2q)

(3′) 2(¬p→ O3¬q)

(4′) ¬p

From these we can derive that (3′) : 2(¬p → O3¬q) ⇒ ¬p → O3¬q ⇒(4′) O3¬q
and (2′) : 2(p → O2q) ⇒ O1(p → O2q) ⇒ O1p → O1O2q ⇒(1′) O1O2q. This
gives a clear record of how contrary norms are handled (either in frame 3, or in
frame 2 via frame 1) without being inconsistent. The logic we present in chapter
4.2.1 uses a similar method of distinguishing between different obligations to solve
the Chisholm paradox.

It is worth noting, however, that all attempts to represent norms, i.e., in
SDL or later developed deontic logics based on dynamic logic [Meyer, 1988]or
temporal logic [Gabbay, 1976; van Eck, 1982], have similar problems as shown
here for SDL. While the presented paradoxes might be solved in more expressive
formalisms, other paradoxes might be found which could be just as hard to solve.
Unfortunately, there does not exist a single deontic representing formalism that
is entirely free of representational problems, but, as already mentioned above, to
deal with these problematic cases of representation one may adhere a pragmatic
view and use logics that are adequate for concrete situations. Even though such
a logic might not always be adequate in general, one need not solve all profound
problems that philosophy poses for the general abstract cases [Meyer et al., 1998].

2.2 Agents

Agent-based systems are considered one of the most promising new areas of re-
search and development to have emerged from the field of information technology.
Because the focus of research in the field of computer science shifted towards dis-
tributed and dynamic systems, agent-based approaches have been used more and
more as the solution to issues pertaining to coordination and effectiveness in
open, distributed and dynamic systems, covering domains such as electronic com-
merce, health care and resource allocation. Agents (the word agent comes from
the Latin verb agere and applied to software, it means ‘something that acts’)
are a new paradigm for developing software applications and made it possible to
support the representation, coordination and cooperation between heterogeneous
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processes and their users.
While many different definitions of agents exist, the most common definition

of an agent used, as given in [Wooldridge and Jennings, 1995], is that ‘an agent
is an encapsulated computer system that is situated in some environment and
that is capable of flexible, autonomous action in that environment in order to
meet its design objectives.’ Here it is worth noticing that ‘encapsulated computer
systems’ signifies a distinction between the agent and their environment, but also
implies that there exists a well-defined boundary and concrete interface between
the agent and its environment. The key aspect of the definition, however, is
autonomy, which signifies the important difference between agents and software
objects; objects have no control over its own methods (once a publicly accessible
method of the object is called, the corresponding actions are performed), but
agents can decide on their own whether to perform a requested action [Wooldridge,
1997].

Given their study in [Wooldridge and Jennings, 1995], Wooldridge and Jen-
nings identify the following four attributes as most commonly ascribed to agents.

• Autonomy: agents are self-regulating, guiding their actions according to
their own internal rules, and capable of taking its own decisions with no
external control.

• Reactive: agents perceive aspects of the environment and respond to changes
accordingly.

• Proactive: agents can take the initiative in performing goal-directed actions.

• Social : agents communicate with other agents, including humans, not only
to share information, but also coordinate actions to achieve goals that are
unreachable for one agent on its own, thereby being able to solve even more
complex problems.

Other properties claimed for various agents include mobility, rationality, inten-
tionality, desire, commitment, deliberation, flexibility, and robustness. Because
of the significance of the aspect of autonomy to the topic of this thesis we discuss
this in more detail in subsection 2.2.1.

Multiagent systems (MAS) are slowly becoming the leading option for the im-
plementation of open distributed systems in complex domains, mainly because of
their ability to distribute the work over several autonomous, rational and proac-
tive entities and to adapt and reorganise itself when needed. Building multiagent
systems, however, is a very complex process. The simplest of these are the closed
multiagent systems, where the designer (or a team of designers) programs all the
agents that will cooperate in the system himself to ensure the cooperation but
reduce the complexity of the development. The design process can thus be seen
as making a cooperative problem solving system, which is driven by the definition
of a set of common goals. These common goals, also called global goals or sys-
tem goals, are used to guide the system to the desired solution. Although goals
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from individual agents in the system may differ to some extent, the agents do
agree on the global goals and include them in some way in their set of individ-
ual goals. Other advantages of closed multiagent systems, besides this predefined
goal-oriented cooperation, are the simple solution to communication problems (all
agents are developed with the same ontology) and the assurance that the multi-
agent system covers all tasks (it is known, at design time, whether there will be
agents available for completing all aspects of the tasks given).

Open multiagent systems, on the other hand, are more challenging to design.
These kinds of systems allow heterogeneous agents, developed by different design-
ers, to join and leave the system at all times. In such scenarios agents can have
completely different goals, and even have goals that conflict with goals of other
agents. Unlike the closed multiagent systems, where the inner workings of the
other agents is, implicitly, known to the agents in the system, no guarantees can
be given about other agents in an open system, making trust a big issue. Trust,
as defined in [Gambetta, 1990], is a particular level of subjective probability with
which an agent will perform a particular action before the action is actually per-
formed. In an open system trust is not easy to achieve, since agents may give
incomplete or false information to other agents or betray them if such actions
allow them to fulfil their own individual goals. In fact, due to the heterogeneity
of the agents, and the anonymity caused by having all interactions among the
participants made over distance (opposed to closed multiagent systems, where all
agents can be run on the same computer or on a private network, open systems
are generally run over public communication channels, such as the internet) trust
among the participants is very difficult to obtain. Unlike the closed systems,
where trust is implicit, in open agent systems agents can join that intentionally
betray other agents for their personal gain. The solution to this problem is the
introduction of some form of control over the agents in the system to guarantee
a certain level of safety, thus inspiring trust in the agents. Naturally, introducing
control mechanisms in a system limits the possibilities of the participants of the
system, i.e., it reduces their autonomy. The problem of open system design then
becomes to find the correct balance between the control of the system versus the
autonomy of the agents participating.

2.2.1 Autonomy

Before we go into detail about control mechanisms used in open agent systems,
and analysing the control mechanisms used in real world societies, let us first have
a closer look at the concept of autonomy. Autonomy, as defined in [Wooldridge
and Jennings, 1995], is the capability of an agent to act independently, exhibiting
control over its own internal state. It can be argued to be the main characteristic
of agents, but it is definitely one of the defining characteristics of an agent. A
different definition of autonomy, in [Verhagen, 2000] which is complementary to
the one above, is that autonomy is the degree in which one agent is independent
with respect to another entity, the environment, other agents or even its own
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developer. Verhagen notes that autonomy should be considered both at the indi-
vidual level as well as at the MAS level. On the individual level one can identify
the following levels of autonomy of agents: 1) autonomy from stimuli, which is
the degree to which the behaviour of the agent is controlled by external stimuli
received from other entities; 2) cognitive autonomy, which is the degree to which
the (internal) choices of the agent are governed by other agents; and 3) auton-
omy of norms, which is the degree to which an agent is capable of learning new
rules of behaviour, thus making them able to diverge from predefined decision
making rules. On the level of the whole system, Verhagen identifies two different
types of autonomy: 1) norm autonomy, which is the degree to which social in-
fluences govern the choices of the agents, and 2) designer autonomy which refers
to the autonomy of the agents forming a MAS with respect to the self-organising
capabilities of a MAS, which may lead to emergent behaviour.

Although differences exist between autonomy at the individual level and at the
MAS level, they are not entirely independent and overlap exists between them.
A more accurate definition of autonomy hierarchy is given by Verhagen, through
the proposal of the following four levels of autonomous agents.

• Reactive Agents : agents whose autonomy completely resides in the combi-
nation of environmental cues and system properties. The perception of the
agent is directly coupled to action, and there exists no autonomy on the
individual level, only the autonomy of the MAS as a whole.

• Plan Autonomous Agents : agents that are autonomous in their choosing of
the sequences of actions (plans) to obtain goals. The goals itself are inherent
to the agent or triggered by requests from other agents. That means that the
autonomy of the individual agents is reduced to only the choice of actions
to achieve the externally imposed goal.

• Goal Autonomous Agents : agents that are autonomous in making decisions
about goals, enabling them to choose their ‘prevailing interest’, with respect
to its goals. The agent is autonomous in determining which states of the
world are desired, given goal satisfaction and goal priority.

• Norm Autonomous Agents : agents with the capabilities to choose goals
that are legitimate to pursue, based on the norms of the system. Moreover,
norm autonomous agents are equipped to judge the legitimacy of their own
and other agents’ goals. Verhagen defines autonomy at this level as the
agent’s capability to change its norm system when a goal conflict arises,
thereby changing the priority of goals, abandoning a goal, or generating a
new goal. In [Dignum, 1999] another view of norm autonomy is given, where
the agents are allowed to violate a norm in order to adhere to a private goal
that they consider to be more profitable, while taking the negative value of
the repercussions of such a violation in consideration.
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It is important to note, however, that even at the highest level of autonomy,
the agents of a MAS will never have complete autonomy, because the agents in a
MAS will never have sufficient competence, resources or information to solve the
entire problem. Because of their limited capabilities to handle only some of the
tasks they are always dependent on other agents in the MAS [Jennings, 1993].

2.3 Social Structures

As we mentioned earlier, an important problem in the creation of a MAS is the co-
ordination between the agents. This coordination consists of a set of mechanisms
necessary for the effective operation of a MAS in order to get a well-balanced di-
vision of labour, while reducing the logical coupling and resource dependencies of
agents. Lots of research has been done towards the study of coordination, both for
specific domains as well as more generic, domain-independent views, which lead
to the creation of coordination theories (examples of coordination theory include
joint-intentions theory [Cohen and Levesque, 1991], theories about shared plans
[Grosz and Kraus, 1996], and teamwork models [Jennings, 1995; Tambe, 1997]).

One way of solving the coordination complexity of a MAS is by creating a
central controller (typically a specific agent) that ensures the coordination be-
tween the agents in the system. These coordinator agents assign the work to the
individual agents in the system, based on their capabilities. While this approach
greatly reduces the complexity of the system, as the ultimate goal of the system is
ensured by the goals of the coordinator, this reduction is not without a cost. The
main disadvantages of this approach, which stem from the centralisation of con-
trol, are a loss of robustness and flexibility, since the coordinator agent becomes
a vital part of the system, creating a bottleneck and a liability (if the coordinator
agent becomes overloaded or crashes, it breaks the entire system), and a severe
reduction of the autonomy of all agents other than the coordinator.

An alternative is to distribute both the work and the control among all the
agents in the system. In that case, all the agents need to be equipped with
reasoning and social abilities to be able to decide on the intentions and knowledge
of the other agents, in order to successfully coordinate and resolve problems when
they arise. However, in domains where conflicts are best avoided (the cost of a
conflict would be too severe or conflict resolution is hard), complete independence
of behaviour is unwanted, [Moses and Tennenholtz, 1995]. To solve this problem,
some kind of structure should be defined to ease coordination in the system, for
instance defining social structures.

A social structure, which defines a social layer for a MAS, where the MAS is
seen as a society of entities, defines structured patterns of behaviour in order to
enhance the coordination of agent activities. By restricting the agents’ actions,
social structures reduce the complexity of dealing with agent cognition, cooper-
ation and control, as it makes it easier for a given agent to predict and model
what other agents would do in a given situation and adapt their own behaviour
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accordingly.
Social structures are classified by [Findler and Malyankar, 2000] into 5 groups:

• alliances are temporary groups formed voluntarily by agents whose goals
are similar enough. While in the alliance, the agents give up some of their
individual goals and fully cooperate with other members of the alliance, but
stay only as long in an alliance as long as it is in their interest;

• teams are groups formed by a special agent, the team leader, who recruits
qualified members to solve a given problem;

• coalitions are similar to alliances but members do not have to abandon their
individual goals but only participate in those joint activities which goals are
not conflicting with their own goals;

• conventions are the formal description of preferred and prohibited goals and
actions in a given group of agents; and

• markets are structures where two prominent roles, buyer and seller, define
the mechanisms for transaction interactions.

In addition to these groups of social structures, the structure of a group of
socially situated agents can, in some cases, emerge from the interaction between
the agents, instead of being specified beforehand. This kind of emerging social
structures is modelled in referral networks [Yu and Singh, 2002].

A more generic description of social structures is proposed in [Dignum, 2004],
where an organisational theory point of view is taken rather than a sociological
classification as done above. In this proposal social structures are divided in the
following three groups:

• markets : agents are self-interested, driven completely by their individual
goals. Interaction in markets occurs through communication and negotia-
tion;

• networks : coalitions of self-interested agents that agree to collaborate in
order to achieve a mutual goal. Coordination is achieved by mutual interest,
possibly using trusted third parties; and

• hierarchies : agents are (almost) fully cooperative, and achieve coordination
through command and control lines.

The organisational theory point of view of this categorisation gives it two advan-
tages (also see table 2.1). First, it is more generic than the approach mentioned
earlier because it considers both human and software agent organisations, thus
being able to capture all 5 categories mentioned in the approach by Findler et al.
Next to that, although being generic, it is very useful for designing organisations
as it tries to motivate the choice of one of the structures by their appropriateness
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for a specific environment. It identifies for each of the groups the kind of problems
that are solved best, as well as giving some of the facilitation tasks that should
be provided by the social structure.

 MARKET NETWORK HIERARCHY 
Coordination Price mechanism Collaboration Supervision 
Relation form Competition Mutual interest Authority 
Primary means of  
communication 

Prices Relationships Routines 

Tone or Climate Precision/suspicion Open-ended/ 
mutual benefits 

Formal/bureaucratic 

Range of 
cooperation 

No cooperation 
expected 

Negotiation of 
cooperation 

Absolute cooperation 
expected 

Conflict  
Resolution 

Haggling  
(Resort to courts) 

Reciprocity 
(Reputation) 

Supervision 

 

Table 2.1: Organisational forms according to [Dignum, 2004].

In [Jennings, 1993] an alternative view of existing coordination models is pre-
sented and an attempt is made to create an unifying framework based on the con-
cepts of commitments and conventions. Commitments are defined as the promises
to undertake a specific course of action, while conventions are given as the means
to monitor commitments in changing circumstances. It is then stated that all
coordination mechanisms can be reformulated by means of (or reduced to) (joint)
commitments and their related (social) conventions.

An important issue raised by this approach is to find out how conventions
are to be introduced in the interactions of the agents. Although it is possible to
hard-code the conventions into the agents as restrictions, i.e., reducing the set of
possible options at the decision level of the agents, doing so would be a severe
reduction of the autonomy of the agents. Another approach (as currently done,
for instance, by [Esteva et al., 2004a]) would be to reduce the set of options on
the protocol level. In this way the conventions are encoded into the protocols
that the agents follow to ensure the coordination, completely defining the ways of
reacting to received messages. Although this scenario seems acceptable, having
the conventions encoded in the protocol restrains the agents from deciding to
violate the convention, leading to, as shown in [Dignum, 1999], loss of autonomy,
since the agents always follow the protocol they react to messages in a predictable
way which can be exploited to gain control over the agent, and loss of adaptability,
since fixed protocols do not have the capacity to react to (unforeseen) changes in
the environment.

In [Dignum et al., 2000] it is proposed to use norms as an explicit influence on
an agent’s behaviour. This gives rise to an interesting question in the encoding
of conventions in a society of agents, namely by regulating interactions between
agents by means of explicit norms.
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2.4 Institutions

All human institutions are governed by conventions and rules of some sort, which
define the interactions in the society. These conventions and rules either emerged
from the society (they originated from the normal practice in the society) or
originate from laws that were developed by the society. In this way, all human so-
cieties, even the primitive ones, use social constraints to regulate relations among
its members. These constraints are either informal, for instance customs and tra-
ditions, or formally defined, like laws and regulations. The constraints of a society
are adopted by its members, influencing their actions, thus creating patterns of
expected behaviour.

A collection of these social constraints, which are referred to as institutions
by [North, 1990], affect human organisations by shaping choices and making out-
comes foreseeable. These constraints allow organisations and the interactions
required in the organisation to grow in complexity without increasing the costs of
the interactions (by ensuring trust among participants the cost of interactions is
effectively reduced). The integration of institutional constraints allows every com-
petent participant to act in the institution according to a list of rights, duties, and
interaction protocols. Moreover, the institutional constraints allow participants
to expect others to act in similar manners.

The main reason for creating institutions is to build trust among parties. In
those environments where little to no information is available about other par-
ticipants (like global commerce), trust is needed to establish coordination and
cooperation between parties. The creation of an institution, in such a domain,
provides sufficient information for all individuals to create trust by giving con-
straints (defining the behaviour that can be expected from others) and regulating
violations of those constraints.

2.4.1 Institutions and Norms

Most of the descriptions of institutions are based in the formal definition of their
norms and the effect of the norms on the actions that are performed by the
participants of the institution. These aspects of norms in societies (of agents)
have been studied by sociology.

Sociology, a study that evolved from moral and ethical philosophy (which itself
dates back to ancient Greece and Rome, as found, for instance, in Plato’s moral
philosophy and Aristotle’s study of ethics), aims to describe the interactions that
arise among members of groups, and the social structures that might be estab-
lished. The modern approaches of sociology focus on open systems, where the
relations between individuals are less clearly defined and established, but where
these relations are largely influenced by the context or environment of the society.
In these open systems, similar to open multiagent systems, problems of social
order, such as consensus or limited trust, affect coordination and cooperation ef-
forts made by the participants of the system. Human societies have mainly coped
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with such problems by the development of norms and conventions to specify the
expected behaviour of the participants. An important distinction in norms in the
field of sociology is shown in [Tuomela, 1995], which makes a difference between
rules and norms. Rules (called r-norms in [Tuomela, 1995]) are created by an
authority and are based on agreement-making, while norms (called s-norms) are
based on mutual belief, and are more similar to conventions.

The real study of the use of norms in societies comes from the field of Insti-
tutional Theory that emerged from a combination of sociology and economical
studies [North, 1990; Scott, 2001]. Institutional Theory is based on the fact that
norms are supported by social institutions (societies that enforce the compliance
to the norms on its members), and focuses on the dynamics of regulatory frame-
works (norm emergence, norm imposing and norm spreading), and the effects of
regulatory frameworks on the dynamics of a social system and its participants.

In [North, 1990], for instance, a study is presented of the effects of normative
systems on the performance of organisations and societies. North comes to the
conclusion that institutional constraints, which provide trust between parties and
help shape choices, improve human interactions and reduce the cost of these
interactions. The establishment of institutional constraints allows individuals to
behave, and expect others to behave, according to the norms.

The work presented in [Scott, 2001], which is complementary to North’s as
he focuses on the social aspects of institutions, defines a unifying framework to
describe the interactions between organisations and institutions. He states the
following distinction between rules and norms:

• rules : meant for describing the regulative aspects which constraint and reg-
ulate behaviour;

• norms : meant for describing prescriptive, evaluative and obligatory aspects
of social life.

The framework presented in [Scott, 2001], summarised in what Scott calls the
Three Pillars of Institutions (see the table below), states that institutions are
composed of regulative, normative and cultural-cognitive aspects (the latter be-
ing shared views, common beliefs, etcetera), where rules are related to the legal
aspects, and norms are related to the moral aspects of institutions.

A main concept found in complex social structures is role. A role is a descrip-
tion of the duties and restrictions to be adhered to by an entity. Roles have been
extensively studied in Organisational Theory, in order to study the relationships
among the social roles an individual may enact, the obligations and authorisa-
tions in the distribution of labour mechanisms. An interesting view on the relation
between norms and roles is given by [Scott, 2001].

“Some values and norms are applicable to all members of the col-
lectivity; others apply only to selected types of actors or positions.
The latter gives rise to roles: conceptions of appropriate goals and
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 Regulative pillar Normative pillar Cultural-Cognitive 
pillar 

Basis of  
compliance 

Expedience Social Obligation Taken-for-grantedness 
Shared understanding 

Mechanisms Coercive Normative Mimetic 
Elements Rules, Laws,  

Sanctions 
Values, 
Expectations 

Common beliefs, 
Shared logics of action, 
Categories, 
Typifications 

Basis of 
legitimacy 

Legally sanctioned Morally governed Comprehensible, 
Recognisable, Cultural 
supported 

Routines Protocols,  
Standard operating 
procedures 

Jobs, Roles, 
Obedience to duty 

Scripts 

 

Table 2.2: Scott’s Three Pillars of Institutions [Scott, 2001].

activities for particular individuals or specified social positions. These
beliefs are not simply anticipations or predictions but prescriptions –
normative expectations – of how the specified actors are supposed to
behave.”

A further elaboration on the use of roles is given in chapter 4.2.1.

2.4.2 Electronic Institutions

As mentioned earlier, while trust being implicit in closed systems, open multia-
gent systems require that trust is built by some mechanism. An option would be
to create institutions for these open environments, thus creating an electronic in-
stitution. An electronic institution is the model of a (human) institution through
the specification of its norms in some suitable formalism(s). While many hu-
man institutions evolved through millennia of interactions, the goal of building
electronic institutions is to create frameworks to formally design and implement
agent architectures where the interactions are ruled by some kind of institutional
structure.

Through the formal specification of the norms and protocols of an institution,
electronic institutions provide the following advantages to a MAS:

• reduction of uncertainty about other participants;

• reduction of misunderstandings, since there is a shared collection of norms
governing interactions;

• foreseeable outcomes of interactions among participants;



24 BACKGROUND: NORMS, AGENTS AND INSTITUTIONS 2.4

• simplification of the decision-making process of each agents, because of the
reduction of the number of possible actions.

The main observation is that electronic institutions solve the major problems of
open agent societies because they specify norms that define what is right (legal)
and wrong (illegal) in the society and specify the rights and responsibilities of its
members. This helps to build trust among the agents and allows the agents to
plan their actions based on the behaviour that can be expected from the other
participants of the institution, thus improving the achievement of their (socially
accepted) goals.

The only tool currently available for formally specifying electronic institu-
tions is the islander formalism, [Esteva et al., 2001]. This formalism provides
a formal framework for institutions [Rodriguez, 2001] and has proven to be well-
suited to model practical applications (e.g. electronic auction houses). It views an
agent-based institution as a dialogical system where all the interactions inside the
institution are a composition of multiple dialogic activities (message exchanges).
The messages (or illocutions in these interactions [Noriega, 1997]) are structured
through agent group meetings called scenes that follow well-defined protocols.
This division of all the possible interactions among agents in scenes allows a mod-
ular design of the system, following the idea of other software modular design
methodologies such as Modular Programming or Object Oriented Programming.
A second key element of the islander formalism is the notion of an agent’s role.
Each agent can be associated to one or more roles, and these roles define the scenes
the agent can enter and the protocols it should follow. Finally, this formalism de-
fines a graphical notation that not only allows obtaining visual representations of
scenes and protocols but is also very helpful while developing the final system, as
this representation can be seen as a blueprint.

islander has been mainly used in eCommerce scenarios, and was used to
model and implement an electronic Auction house (the Fish market). Further-
more, the ameli platform [Esteva et al., 2004a] allows the execution of electronic
institutions, based on the rules provided by islander specifications, wherein
external agents may participate. The activity of these agents is, however, con-
strained by a special interface to the institution that regulates agent actions to
the precise enactment of the roles specified in the institution model.

The islander approach to creating institutions starts by defining the inter-
action patterns, only to add the norms at a later stage, which works very well for
institutions that are rich on procedures but are governed less by explicit norms
(most of the norms are implicit in the protocols used, without an explicit rep-
resentation), however, this approach is less suited for highly regulated domains
with lots of restricting norms, such as in the anita domain. Our approach for de-
signing electronic institutions for highly regulated domains, presented in chapter
3, is different from this as we start at the norms and add the interaction patterns
in the last stage of the process.



2.4 INSTITUTIONS 25

2.4.3 Implementing e-Institutions

The creation of institutions by starting at the norms, however, has to cope with
the gap that exists between normative specifications and procedural systems. The
norms (used for the specification of the institution) are expressed in an abstract
and vague manner and contain many concepts that have no clear meaning in
the (agent) practice. If an implementation of institutions specified by a (large)
number of vague norms is attempted, a number of translations has to be made to
connect the concepts of the norms to concepts that are used in practice [Dignum,
2002]. This approach, as first introduced in [Dignum, 2002], creates a layered
pattern for the implementation of the norms, as the abstract norms, used for the
specification of the institution, are translated to concrete instantiations, which are
then translated to indicate how they should be implemented (by creating direct
relations to the implementation of the agent society).

This idea of a layered design for electronic institutions is also used in [Vázquez-
Salceda, 2004]. There, a layered framework is proposed for the translation of
institutional norms to the rules and procedures that are to be used in practice.
The framework distinguishes four different levels: an abstract level (which contains
the abstract norms), a concrete level (containing the concrete instantiations of the
abstract norms), a rule level (where concrete norms are translated into rules that
can be computed by the agents), and a procedure level (where the final mechanisms
to follow the rules are implemented). The approach of [Vázquez-Salceda, 2004]
uses this layered design to model institutions and gives the relations between the
different layers. The methodology that we present in the next chapter uses many
of the ideas presented in [Vázquez-Salceda, 2004], and goes into more details
about the relations between laws and electronic institutions and mainly focuses
on the process of implementing norm enforcement and designing protocols for
institutions.

It is worth noting that similar manners of layered design have existed for some
time in the field of requirements engineering [Wieringa, 1996]. Requirements engi-
neering, also requirement analysis, is a technique used in systems engineering and
software engineering that encompasses all of the tasks that go into the instigation,
scoping and definition of a new or altered system. The process of requirements
engineering consists of needs analysis (establishes why a system should exist, pro-
duces a specification of the objectives that the system must satisfy) and behaviour
specification (establishes what a system should do, produces a specification of the
observable behaviour of the system that would satisfy the stated objectives). The
different layers, or levels, in this domain represent the decomposition of a system,
where a system on one level is decomposed into systems at the next lower level
(the systems of the lower level are said to implement the system at the higher
level). This is called the aggregation or implementation hierarchy. The specifi-
cation of what the system must do at a particular level of aggregation is called
a requirements specification, and the specification of how the system is realised
internally at the next lower level is called the implementation. It is then the case
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that the implementation of a system on a particular level of aggregation contains
the requirements for the systems on the next lower level.

In system development, the generic objective of any product is to answer the
needs that exist in its environment. The first step in any development process
is the statement of product objectives and producing behaviour specifications
and product decompositions (specifying the requirements at the highest level of
aggregation, and giving the relation to the next lower level, respectively). The
system decomposition on one level then represents part of the objectives of the
next lower level of aggregation. This means that at each level below that of the
top level objectives, the behaviour specification and decomposition specification
are the objectives for systems at the next level of aggregation. This process of
relating the decomposition of a system to the objectives (which can also be seen
as constraints that the product must satisfy) on a lower level of aggregation is,
in essence, very similar to the translation of norms from abstract specifications
to concrete specifications and ultimately procedures as mentioned above. In the
process of moving to a lower level, the ‘vagueness’ of the objectives/constraints
is reduced and it can be determined easier how the objective/constraint is to be
satisfied.

A second resemblance between requirements engineering and norms is that
both seem to specify the required behaviour of (sub) systems. This behaviour
specification is done in requirements engineering by means of the specification
of properties that a system must fulfill. Requirements engineering distinguishes
between two different property specifications: properties that are specified be-
haviourally and properties that are specified nonbehaviourally (sometimes ex-
pressed as functional and nonfunctional properties, respectively). The former
express properties that are directly observable, i.e., an experiment can be spec-
ified which unambiguously tells us whether the system has said property. The
latter, on the other hand, express properties of which can be agreed that a system
has it or lacks it, but of which no experimental evidence exists that unambigu-
ously settles its existence or absence in a system. Properties in this category are,
for instance, the wide agreement among people about the beauty of Beethoven’s
sonata, or the quality of Rembrandt’s paintings. In the development of a system,
starting at the abstract level of a product idea, most properties expressing the
desired behaviour of the system will be specified nonbehaviourally. Only later on
when more concrete levels of development are reached (e.g., function specification
or transaction specification), can most required product properties be specified
behaviourally. Even then, if no behavioural specification can be found, a proxy3

should be used whose presence can be specified behaviourally and which suggests
the presence of the desired property.

The implementation of norms works in a similar way, where some concepts
in the norms used to describe the (un)wanted behaviour (e.g., action and state

3Proxies are the, behaviourally specified, properties that indicate the presence of a nonbe-
haviourally specified property, but which are not equal to it.
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descriptions) can be easily linked to observable and checkable concepts used in the
agent system4. Other, vague and abstract, concepts, however, such as ‘fairness’,
are not easily linked to concrete concepts and need to be translated to concepts
that indicate the existence of ‘fairness’, but do not necessarily express the exact
same meaning.

A big difference, however, between requirements engineering and norm im-
plementations is that, due to its position in the development cycle of systems,
requirements change over time while (most) norms do not. As the process of
system development is a continuous cycle, where the resulting product is tested
against the needs that exist in the environment, requirements that existed may
have become obsolete and new requirements may have emerged. This is even more
evident if one considers the fact that the product changes the environment, thus
also changing the needs that exist in the environment. Naturally, the implemen-
tation of norms should be subjected to a similar process of verification, where it is
checked that the resulting agent system actually adheres to the constraints that
were posed by the norms. This verification, however, normally does not change
the norms itself, but rather changes the implementation of the norms.

2.5 Chapter Conclusions

In this chapter we have discussed the aspects related to normative systems from
different points of view. We have stated that there has been a considerable amount
of research done towards the notion of norms, from different fields of research.

We have debated that the representation of norms is not without its problems,
which is an issue that has existed in both the fields of legal theory and computer
science, and that all representation formalisms are plagued by shortcomings re-
sulting in derivable formulas that go against the intuitions about norms. Some of
these can be quite severe, e.g., Chisholm’s Paradox, and need careful considera-
tion to be solved, while most others can be solved by the simple pragmatic view
that the representation formalism, although not capable of solving all philosoph-
ical problems, is sufficiently adequate to represent norms for usage in a concrete
system (where the deep philosophical issues do not matter).

We have also argued that, inspired by the workings of human institutions and
societies (studied in, for example, sociology and institution theory), norms can
be an answer to the persisting problem of coordination and cooperation in open
multiagent systems, where agents (entities that autonomously act in and react to
the environment) can join and leave when they want and little is known about
the inner workings of the other agents in the system. These open agent societies
show a striking resemblance to their human counterpart in the fact that both need
adequate levels of trust built among its members before being able to engage in
complex interactions. Trust in these open systems, where participants may join

4A deeper analysis of the concepts observable and checkable, and their relation to the imple-
mentation of norms is presented in subsection 4.2.2.
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that intentionally betray others for personal gain, is hard to achieve and some
sort of control mechanism is required to guarantee a certain level of safety. Since
these control mechanisms limit the possibilities of the participants, the biggest
problem of open system design comes down to finding the right balance between
the level of control of the system and the level of autonomy of the agents.

In order to reduce the loss of autonomy of the participants of the system, a
control mechanism can be designed based on norms, where norms are used as an
explicit influence on the behaviour of the participants. This has given rise to the
use of electronic institutions, which regulate the interactions between agents in
the system by means of explicit norms. The specification of norms, which define
what is right (legal) and wrong (illegal) in the agent system helps to build trust
and allows the agents to plan their actions based on the behaviour that is expected
from them and from the other agents in the system. In the next chapter we go
into more details about the relations between institutions, as a specification of
norms, and the agent practice. Additionally, we introduce a methodology for the
design and implementation of electronic institutions based on human laws and
regulations.



Chapter 3
Normative Multiagent Systems

A methodological framework, based on previous work done on the implementa-
tion of agent institutions, is proposed to facilitate the design and implementation
of highly-regulated institutions that model norms that are derived from human
laws and regulations. This framework uses and enhances elements of existing
institution and organisation methodologies. The framework is composed of the
elementary components that an agent institution needs to be able to implement a
highly-regulated environment for agents to work in. In creating this environment,
we do not assume any norm-awareness of the agents in the system (though norm-
aware agents would have an advantage when acting in such a normative domain),
and thus need to create an environment that can handle agents that are ignorant
about the norms and incapable of reasoning about norms. The main elements
of the framework are; 1) an ontology to allow communication between agents,
and to express the meaning of the concepts used in the norms; 2) a normative
description of the domain, specifying the allowed interactions in the institution;
3) a set of protocols that agents that are incapable of normative reasoning can
use to perform their assigned tasks; and 4) an active norm enforcement to see to
it that the norms specified for the domain are adhered to and order and safety is
guaranteed in the system.

3.1 From Law to e-Institutions

Given a specification in law and regulations, the main question then becomes
how the norms specified in the law and regulations can be incorporated in the
structure of an institution such that the agents operating within the institution
will operate according to these norms or can be punished when they are violating
the norms. While there already has been many attempts to formalise norms
(e.g., [Sergot et al., 1986; McCarthy, 2002; De Vey Mestdagh, 1997; Visser et al.,

29
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1997; Tan et al., 1998]), such formalisations do not give any indications of how
the laws and regulations should be interpreted within a certain institution. The
concepts used in the formalisation of the norms are usually vague and abstract,
and, more importantly, lack a clear connection to elements of the institutional
practice. For example, a norm expressing that it is forbidden to discriminate
based on age is formalised in deontic logic as ‘F (discriminate(x, y, age))’. The
concept discriminate is, however, unclear in the institution, as no discriminate
action exists, nor will the agents in the institution explicitly express that they
are discriminating. The action states something more abstract that needs to be
translated before being used in the institution [Dignum, 2002].

Because of this gap between the abstract level of the norms derived from law
and the concrete level of the institution, a ‘translation’ between these two levels
must be made before it can be determined how the norms affect the institution.
This translation is highly context-dependent (based on the domain of the institu-
tion), and thus makes use of the ontology of the institution. The concrete norms
resulting from this translation still have no direct relation to the implementation
of the institution; a second translation is needed to indicate how the norms are
implemented in the institution [Dignum, 2002]. Choices can be made on how
these concrete norms are enforced, implementing them either through the intro-
duction of constraints on the behaviour of the agents or by implementing a norm
enforcement mechanism (or some combination of both).

The process of creating an institution based on a specification in laws and
regulations, given the idea that institutions are characterised by their rules and
conventions (see chapter 2.4), then becomes as depicted in figure 3.1.

The process of creating an institution from a specification in laws and regu-
lations (as shown in figure 3.1) is the following. First, a formal representation
of the law is created, giving an abstract normative specification of the allowed
interactions in the institution (e.g., in deontic logic) and a basis for the ontol-
ogy that is needed (we call this basis the normative ontology). The normative
ontology built from the concepts and relations used in the formalisation of the
norms is strengthened with ontological definitions given by the law itself, and
information that is added from the practice (and common sense) to create the on-
tology for the institution (the institutional ontology). The normative specification
is also used as the basis of the design of the enforcement and the protocols that
characterise the institution. The process from norm specification to implemented
norms (regimenting constraints on the behaviour of agents and norm enforcement
mechanisms through violation detection and punishments) is as described above:
1) the abstract norms are translated to concrete operational norms (though only
useable for a certain context, i.e., the institution, and less expressive than ab-
stract norms, concrete norms are a lot easier to implement); 2) the operational
norms are translated to constraints and procedures that will see to it that the
norm is enforced in the institution. The design of protocols that can be used in
the institution consists of the following steps: 1) the important characteristics of
the norms that express how interactions should be in the institution are extracted
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Figure 3.1: From laws to electronic institutions.

from the norms to create a prototypical protocol on a high level of abstraction
(we call these important steps derived from the norms landmarks, and the struc-
ture that expresses the ordering over the landmarks a landmark pattern); 2) by
using procedural information and the expected capabilities of the agents that will
participate in the institution a protocol is created to give the agents a default
manner for achieving certain goals in the institution.

The important elements that result from the methodological approach to the
implementation of institutions derived from laws, as shown in figure 3.1, that
characterise the institution are as follows.

• A common ontology, defining the meaning of concepts, the roles used in
the institution and the relations between different contexts.

• A normative specification of the allowed interactions in the institution.
This specification consists of substantive and regimented norms (a discussion
about these types of norms is given below).

• Protocols to specify conventions in procedure mechanisms, giving a typical
interaction profile which should work in any circumstance.

• An active enforcement mechanism to make sure that the participants of
the institutions adhere to the normative specification.
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The ontology is needed to specify how the agents interact, defining the com-
municative propositions that are used, and defining the roles and role hierarchy
that will be used throughout the norms. The normative specification is the ba-
sis of the institution, specifying the legal and illegal actions in the environment.
Denoted in a formal language, this specification can be used to derive the last
two elements of the framework. The protocols define standard manners in which
the legal interactions can take place in the institution. They provide a means
for non-norm-aware agents to perform their tasks in the institution, or provide
a guideline for norm-aware agents to follow (to show how things can be done,
though are not necessarily the only way to do it, and can be deviated from if need
arises). The norm enforcement is necessary to guarantee the safety of the system.
Since we do not restrict the agent to only perform the allowed actions (i.e., we
not only use regimented norms, but also substantive norms, thus expressing how
it should be, while allowing violations of this ‘ideal’ view), it is required to check
and enforce the proper ways of acting upon the agents in the institution. Much
like in the real-world, instead of equipping all cars with speed-limiting devices,
one specifies that speeding is illegal, and checks whether everyone in the insti-
tution adheres to that norm (even if one would opt for the regimented option of
installing speed-limitation devices in cars, one would still have to check that no
one tampers with the device and violates the norm).

In the following we look at the different steps in the methodology of figure 3.1,
and explain how the elements that characterise the institution are obtained from
the law.

3.2 Formalising Norms

The primary element of the framework is the normative specification of interac-
tions. This specification follows from the laws and regulations that govern the
domain of the institution, and is represented in some formal language. Norms,
as used by institutions, specify what is allowed (legal) and prohibited (illegal)
at a high level of abstraction and with a great deal of ambiguity. This abstrac-
tiveness and ambiguity of norms allows for a general specification of wanted and
unwanted interactions in the environment without the need to consider each and
every possible situation that might arise. By providing highly abstracted rules
that regulate many different situations one gains a stable representation of the
wanted interactions even for situations that were not considered at the time the
norm was specified.

To use the laws and regulations that define the domain, a representation of
these laws has to be given in a (formal) language, that can be used later on to
implement the norms in the agent system. We already presented (classical) rep-
resentations of norms in subsection 2.1.1. The representations discussed there
focussed mainly on those based on the initial (modal logical) representation by
[von Wright, 1951], describing normatives in terms of obligation, permission and
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prohibition. Another approach of representing norms, introduced in 1958 by An-
derson [Anderson, 1958], reduces the deontic modalities to an alethic modal logic,
it does not have a deontic content with the exception of a single propositional
element V indicating the occurrence of a violation (or indicating the liability to
some form of sanction). In these systems, the meaning of obligations, permissions
and prohibitions is then given as a relation with respect to this special element
(e.g., obligation to p is formalised as the necessity of not p leading to V ). This
manner of representing deontics in logic was adopted and enhanced in earlier
mentioned formalisations such as those based on temporal logics, see for instance
[Gabbay, 1976; van Eck, 1982], or dynamic logics, e.g., as done in [Meyer, 1988](a
good overview of the developments in deontic logic can be found in [Meyer and
Wieringa, 1993]).

The choice of a given formalisation of the norms depends on the aspects of
the norms that are important for the design of the institution. Naturally, the
deontic notions expressed in the norms should be captured by the formalism, but
a formalism only able to capture deontics will lose a lot of details expressed in the
norms, e.g., about the temporal orderings of states, relations between actions and
action results, roles and role-dependent normatives, etcetera. The formalism cho-
sen for representing the norms must have enough expressiveness for representing
all these aspects from the norms that are needed for the design. Although some
translations from one formalism to another is possible, like modelling actions (in-
directly) in temporal logics or modelling time (relative to actions) in a dynamic
logic, the choice of a formalism is a ontological commitment to the manner of
expressing the norms (i.e., norms expressed in a dynamic logic will always intrin-
sically have an action-related flavour to them, and if one is more interested in
the temporal relations expressed in the norms than in the action related aspects
of the norms, it is best to choose a temporal based deontic logic instead [Grossi,
2004]). In chapter 4.2.1 we introduce a deontic representation of norms as an An-
derson’s reduction based in linear-time temporal logic, with added expressiveness
for notions as actions and roles.

We mentioned before a difference in norms, being either substantive or regi-
mented. The former type of norms are those that express the ideal and wanted
situations in the environment, and when formalised in a deontic formalism, by
means of obligations, permissions and prohibitions. These norms are to be ad-
hered to by all the participants of the institution, and the institution has to see to
it that this compliance is satisfied; hence, the need of an active norm enforcement
mechanism (more about norm enforcement in section 3.4.2). The latter type of
norms that we distinguish are those norms that will be implemented by means
of constraints to directly regulate the possible actions that agents can perform
and states that agents can reach. In the specification of the institution by means
of these types of norms, one can distinguish the important actions/states that
should never occur (expressed in regimented norms), and the actions/states that
should ideally (not) occur (expressed in the substantive norms). The important
difference between these two is that violations of the substantive norms, while
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unwanted, are possible, while compliance to the regimented norms is ensured at
all times (because their compliance is inherent to the structure and working of
the implementation).

In the remainder of this thesis we focus mainly on the substantive norms, and,
moreover, assume that the implementation of a normative institution will consist
of more substantive norms than regimented norms, since this is beneficial to the
autonomy of the agents in the system, as will be explained in chapter 4. The sub-
stantive and regimented norms extracted from law will later on be used to design
the institution (by translating the norms to implementable norms and creating an
enforcement mechanism, and by extracting the important characteristics of the
norms and using them to design protocols that can be used in the institution).

Like most of other elements of the framework, the norm specification can be
taken, or derived, directly from the laws and regulations describing the domain
(the relations of the other elements to the laws of the domain can be seen in figure
3.1). Looking at laws from human institutions we can observe three different types
of norms (the following examples are taken from the Dutch Regulation on access
to Police Registers).

• Norms defining (refining) the meaning of abstract terms (e.g., “The
criminal register administrator can be the Regional Police Force Comman-
der, the Dutch National Police Force commander, the Royal Military Police
Commander, the College of the Procurator-General or an official appointed
by The Minister of Justice”).

• Norms defining (refining) an abstract action by means of sub-
actions (a plan), a procedure or a protocol (e.g., “A request for ex-
amination [of personal data] [...] is sustainable after receipt of the payment
of EUR 4,50 on account [...] of the force mentioning ‘privacy request’” ).

• Norms defining obligations/permissions/prohibitions (e.g., “Infor-
mation should be removed from a register when it is no longer necessary for
the purpose of the register.”).

The first two types of norms specify elements that are important for the ontology
of the institution. The first norm gives a meaning to (some of the) concepts
used in the laws/regulations of the other types, while the second type of norms
specifies the further meaning of (sub-)procedures that are mentioned throughout
the laws/regulations. The third type of norms specifies the possible interactions
that can take place in the institution, by specifying what is forbidden (illegal)
and what is permitted (legal) in the institution and giving the responsibilities
of the participants of the institution. Those norms are to be formalised to form
the normative specification of the institution, which will be used to design the
enforcement mechanism and the protocols used by the institution.

Let us look at the formalisation by means of some example norms from the
Dutch law on Police Registers (from [Dutch DPA, 2006]).
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Article 1

1. In this law and every depending clause it is meant by:

k. severe criminality register: a police register that is built for
the execution of the police task, as far as it concerns:

1◦. crimes as described in article 67, first item, Code of Crim-
inal Procedure, that have been devised or committed in
an organised affiliation and, considering their nature or
coherence to other crimes that have been devised or com-
mitted in organised affiliation, generate a serious impact
on the legal order; or

2◦. crimes for which an imprisonment of eight or more years
is dictated according to the legal definition;

3◦. crimes, constituted by general regulation of control, as
described in article 67, first item, Code of Criminal Pro-
cedure, which are, considering their nature or connection
to other crimes committed by the involved person, gen-
erating a serious impact on the legal order.

This first article is a norm that defines the meaning of a concept used in other
norms in the law. It defines the meaning of the concept severe criminality register
(SCR) in terms of what such a register is, and how it is used. This kind of
information will be included in the ontology of the institution (we come back
at this in the next section). Moreover, by dictating the meaning of a severe
criminality register, this norm also expresses what can be (or should be) included
in a severe criminality register, namely data concerning severe criminality (and
the definition of what is considered a severe crime is give in 1◦ - 3◦). Introducing
in the ontology this meaning of ‘severe crime data’, we can model this implicit
norm as1:

SCRinclude :-
severe
crime 
data

crime 
data

in crime 
data

is_aPermit( )user do

Basically, next to the ontological definition of what a severe criminality register
is, this norm expresses the general condition under which information can be
included in a severe criminality register. The intuitive notation used above was
used as an intermediate language to represent norms needed for the anita project,
because, at this point, we do not want to commit ourselves to the choice of a formal

1The representation below is not in a formal language, such as the deontic temporal logic
we introduced in subsection 4.2.1, but more an intuitive representation of the concepts that are
important for making a formalisation in such a formal language. The :- operator used, denotes
a condition that must be fulfilled in order for the norm (expressed on the left-hand side of the
operator) to hold.
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logic for representing the norms. This intuitive representation is the basis of the
logical representation introduced in chapter 4.2.1 and will only be used in this
chapter for illustrative purposes. In the other chapters of this thesis we will use
the logical formalism that we introduce in chapter 4.2.1.

Another article in the law further elaborates what sorts of information can be
included in severe criminality registers.

Article 13a

1. The inclusion of personal details in a severe criminality register
occurs only when it concerns:

a. suspects of crimes, for which the register is contrived;

b. persons, against whom exists a reasonable cause to suspect
that they are involved in the devising or committing of the
crimes mentioned under a;

c. persons who are related in some (specific) way to those men-
tioned under a and b.

Given the fact that a severe criminality register contains information concerning
severe crimes, the norm expressed in this article extends the basic permission to
include crime data (from article 1.1k) with the permission to also include personal
data in severe criminality registers. This personal data, however, must be about
people that are either a suspect of the crime, people that are suspected to be
involved, or people that are somehow related to them (relatives, friends, contacts,
etcetera). The modelling of, for example, 13a.1 item a then becomes.

Person

include personal
data

:-

personal
data related_to involved_in

(type)

severe
crime

AND

severe
crime

related_to

crime 
data

included_in SCR

user do SCRinPermit( )

crime 
data

AND

Similar modelings of the other elements of article 13a.1 can be given as well.
Next to these definitions of what information can be included in the register,

the law also states when information in the register can be shared (and with
whom), or when information must be removed from the register.

Article 13a
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8. Information as mentioned in the first item is removed from the
severe criminality register, and subsequently destroyed, if it is no
longer necessary for the purpose of that register or else after a five
year lapse from the date of the last entry/retrieval of information
that proves the necessity of the registration of the person involved
in accordance to the purpose of the register.

This article, which expresses that personal information needs to be removed from
the register if it is no longer needed or when the information has not been used
for 5 years, can be modelled as follows.

:-personal
data

delete from SCR

NOT ( )personal
data

necessary_for

OR

NOT ( )include Data occur

AND

5 yrs
lapse

provesData

purpose SCR

personal
data

necessary_for purpose SCR

Obliged( )

The set of formalised norms that result from this modelling process is what will
be used later on in subsection 3.4.2 and subsection 3.5 to design the protocols and
the enforcement to see to it that these norms are adhered to in the institution.

3.2.1 Combining Norms

Up to now we have focussed on the structure of ‘individual’ norms (i.e., one
norm at a time), however, when considering a set of norms (e.g., norms in a
regulation for a particular topic), we also have to handle the combination of these
norms. Very often regulations start with general norms followed by exceptions
to these norms. It means that formally the set of norms will be inconsistent
when formalised as a set of first order formulas. In the theory of norms this
issue is often related to the defeasibility property present in many AI applications
[Pollock, 1987; Verheij, 1996].

A set of norms is called defeasible when a norm that can be logically derived
from this set is no longer valid when an extra norm is added to the set of norms.
In our setting we distinguish two following kinds of defeasibility.

• Defeasibility of classification: The semantic meaning of the concepts appear-
ing in the norms may be extended, reduced or altered by the introduction
of an extra set of norms.
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• Defeasibility of norms: The impact and/or applicability of the obligations,
permissions or prohibitions expressed in a given norm may be altered or even
become inapplicable by the introduction of an extra set of norms introducing
variations for some specific cases.

Although both types of defeasibility can be reduced to defeasible logics, their
practical impact is different and therefore we treat these cases in different ways
when implementing the combination of norms.

Defeasibility of classification

The defeasibility of classification is the most difficult case of defeasibility, as it
involves the semantics of the concepts in the norm expressions. In human laws
norms are expressed in a way that is open to interpretation, in order to extend
their application to different particular contexts. This situation, highly useful for
the stability and flexibility of human laws, poses an obstacle to the use of norms
in computer systems, where a clear interpretation should be given.

For an example of defeasibility in the concept-level of norms, let us look again
at the following excerpt of article 13a from the Dutch law on access to Police
Registers.

Article 13a

1. The inclusion of personal details in a severe criminality register
occurs only when it concerns:

a. suspects of crimes, for which the register is contrived;

b. persons, against whom exists a reasonable cause to suspect
that they are involved in the devising or committing of the
crimes mentioned under a;

c. persons who are related in some (specific) way to those men-
tioned under a and b.

The law dictates that we can include personal details about several different
sorts of persons in a police register. It does not, however, specify what personal
details are. The concept is kept vague.

The Regulation on access to Police Registers, containing more concrete ver-
sions of the norms from the law, tells us what we can interpret as personal details2.

Article 6

2. Concerning the persons, mentioned in article 5, under c, the
source and the method of obtaining the information ought to
be included. Furthermore, at most the following kinds of data
can be included:

2Article 5 from the Regulation is similar to Article 13a.1 in the Law, although a bit more
concrete.
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a. the Municipal Basic Administration number, the last name,
forename(s), address, place and date of birth, gender;

b. financial information;

c. information about the nationality;
...

In the third item of article 6 of the Regulation on access to Police Registers
we see the defeasibility of the classification of the concept personal details.

Article 6

3. If the category of persons meant in second item concerns a CIE-
informant then the informant-number, the informant-code and
reference to the informants register, as mentioned in article 5 of
the Regulation, are included at the most.

The third item of article 6 shows that when the related person (as mentioned
in article 13a.1c) is actually an informant of the Criminal Investigation Unit (in
Dutch: Criminele Inlichtingen Eenheid, CIE), the classification of personal detail
changes. Instead of being allowed to include the information as mentioned by
article 6.2, we can, in this case, only include the information mentioned in article
6.3. Thus, in the case of a CIE-Informant, the information about the nationality,
for example, does not classify as personal detail (anymore).

In the case of implementation of norms with defeasible concepts, some kind
of procedure or automated decision-making process should be created in order
to classify a certain situation in terms of the defeasible concepts that appear in
the regulation (e.g., a procedure to decide if, in a specific case, which subset
of information can be considered personal information). If it is not possible to
automate such decision-making for all possible cases (because, for instance, such
a decision is highly context-dependent and therefore lots of expertise on a give
field is needed), then the decision should be delegated to a human expert (e.g.,
the definition of what is a reasonable cause to suspect).

Defeasibility of norms

Norms in human regulations are formulated in a manner that is very similar to
non-monotonic logics and default reasoning techniques [Antoniou, 1997; Pollock,
1987; Verheij, 1996]. That is, laws are generally specified in several levels of
abstraction. On the most abstract level, normally the constitutional laws, a law
defines the default, i.e. it defines what actions to take (or which predicates should
hold) when certain conditions hold or specified situations arise. The ‘lower’ levels
of abstraction (e.g. applied law and decrees) generally specify exceptions to this
default. They specify that certain situations do not follow the general norm and
ask for a different approach.
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Article 13

1. Any procurement that occurs directly through automated man-
ner is recorded, as far as these procurements are not dispensed
by decree of the Minister of Justice.

5. A procurement is not recorded in accordance with the first item,
when it is a result of a linkage and a report of the linkage has
been drawn up.

Article 13.1 specifies the obligation to record in the system log files any auto-
mated procurement of data that has not been stated in a decree from the Minister
of Justice. This describes a quite clear situation, easy to be included in the de-
cision making of the recording procedure of the system. We can express article
13.1 as follows3:

A13.1 OBLIGED((system,DO record(procurementi, sys logs))
IF NOT (origin(procurementi, decree(Minister Of Justice))))

The addition of Article 13.5 suddenly defeats what is stated in Article 13.1,
as it introduces a special, exceptional case where the first article does not hold.
In principle we can express Article 13.5 as follows:

A13.5 NOT (OBLIGED((system,DO record(procurementi, sys logs))
IF (origin(procurementi, linkagej)AND reported(linkagej, sys logs))))

By this example we can see how defeasibility impacts in the reasoning process.
There will be situations where both norms A13.1 and A13.5 will be triggered,
and therefore two contradictory results (the obligation of recording and NOT
the obligation of recording) appear. In this simple example it is quite clear that
A13.5 overrides what is stated in A13.1 (by considering A13.1 the default case
and A13.5 an exceptional case), but solving collisions at run-time for all possible
combinations of norms is a complex and time-inefficient task.

Introducing the handling of defeasibility of norm sets in the reasoning mech-
anism is not a good option, as there is no efficient implementation of defeasible
logics (such as default logic). Therefore there is a need to bypass defeasible reason-
ing, by solving all collisions off-line. Depending on the rate of changes in the law,
there are two possible options to handle defeasibility of norms in implementation.

• Changes in the law almost never occur : As defeasible reasoning is computa-
tionally too complex, one possible option would be to avoid the defeasibility
directly in the logical representation of the norms (that is, the logical repre-
sentation extracted from the human regulations re-structures the conditions
for the base case and the exceptions in a way that it is not defeasible). In

3Formal semantics of operators similar to those used in the examples below will be given in
section 4.2.1 and beyond. For now, the intuitive reading of the operators will suffice.
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order to do so, the conditions that express when the exceptions occur should
be introduced in the original norm as preconditions. For the previous exam-
ple, expressions A13.1 and A13.5 can be merged in a single, non-defeasible
expression as follows:

A13.1 5 OBLIGED((system,DO record(procurementi, sys logs))
IF (NOT (origin(procurementi, decree(Minister Of Justice)))
AND NOT (origin(procurementi, linkagej)
AND reported(linkagej, sys logs))))

The problems of this approach are that a) defeasibility should be completely
handled by the designer or the knowledge engineer while building the com-
putational representation, and b) there is no longer a direct mapping from
each of the articles of the human law to the norm expressions in the com-
putational representation, and therefore maintenance of the computational
representation when there are changes in the law becomes highly difficult
(e.g., what is to be changed in expression A13.1 5 if there is a new article
that expresses an exception to the exception in Article 13.5?).

• Changes in the law often occur (periodically): In this case the alternative
is to build a defeasible computational representation of the norms, where
each of the articles in the human law is mapped. In order to use the com-
putational representation, an automated process searches for those norms
that become defeasible because of other norms and solves the problem by
moving and/or adding conditions. The original defeasible representation
of norms should include new objects in the object language to express the
relations between expressions [Prakken, 1997; Prakken and Sartor, 1997b].
For instance, Articles 13.1 and 13.5 could be represented as follows:

A13.1 OBLIGED((system,DO record(procurementi, sys logs))
IF (NOT (origin(procurementi, decree(Minister Of Justice)))
AND NOT (CONDITIONAL EXCEPTION(A13.1))))

A13.5 CONDITIONAL EXCEPTION(A13.1)
IF (origin(procurementi, linkagej)
AND reported(linkagej, sys logs)))

In this case the representation explicitly specifies that expression A13.5 only
impacts the conditions in expression A13.1. This information will be used by
the automated process to generate the final, non-defeasible representation,
getting automatically the expression A13.1 5 above.

The advantage of this second approach (proposed in [Vázquez-Salceda et al., 2005],
and based on earlier work presented in, e.g., [Prakken, 1997; Prakken and Sartor,
1997b]) is that each time there is a change in the law, the change can be easily
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made in the defeasible computational representation, which then automatically
can be processed to eliminate defeasibility before its use. This way of implement-
ing defeasibility resembles very much the idea of circumscription put forward by
McCarthy, see [McCarthy, 1980]. Although after this seminal work has been pub-
lished both criticisms and improvements have been given (see, e.g., [Lifschitz,
1994]) it seems that in our particular setting we can suffice with the original idea
of circumscription. One of the main reasons is that we do not encounter situations
with several contradictory exceptions to a norm which require more complicated
treatment. This will occur with agents that have to deal with norms coming from
different origins, but not for institutions. The norms that institutions have to
incorporate coming from outside the institution can be prioritised easily on the
basis of their origin and conflicts of exceptions are not present within the context
of one institution.

3.3 Defining the Ontology

The ontology of a system is a shared conceptualisation of the concepts, terms and
entities that exist in the system, and the relations that hold between them. It is
an abstract simplified view of the world that is represented [Gruber, 1993; Bench-
Capon and Coenen, 1992]. The objects and relations between objects defined
in the ontology give a model of the domain of the system, but also form the
basis of the vocabulary of the agents participating. The predicates used by the
agents to communicate to one another (e.g., FIPA performatives) are a part of
the ontology. This basic function of the ontology, i.e., defining the meaning of
the concepts and giving the agents the means to communicate, make the ontology
a vital part of an agent environment. The ontology, as an explicit specification
of the conceptualisation of the domain, in a sense, a representation of domain
knowledge that is needed to make the system work, can be (partially) derived
from the laws that describe the domain.

As we have shown earlier in figure 3.1, the basis of the ontology is taken from
the law. We have shown in section 3.2 that there are three types of norms in
law; norms that define the meaning of abstract concepts, norms that define the
meaning of abstract actions, and norms that express the expected behaviour in the
institution. The first two types of norms are the ontological definitions, included
in the law itself, of concepts in the law. The concepts and meaning expressed in
these norms can directly be used in the building of the ontology of the institution.
Consider again, for example, article 1.1k of the Dutch law on Police Registers,
which is an example of such a norm.

Article 1

1. In this law and every depending clause it is meant by:

k. severe criminality register: a police register that is built for
the execution of the police task, as far as it concerns:
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1◦. [crimes as described in the Code of Criminal Procedure
devised or committed in an organised affiliation]; or

2◦. crimes for which an imprisonment of eight or more years
is dictated according to the legal definition;

3◦. [crimes as described in the Code of Criminal Procedure,
constituted by general regulation of control].

This norm defines the meaning (on an abstract level, still) of several concepts.
Clearly it gives a meaning to what a severe criminality register is, but, indirectly,
also defines what is considered as a severe crime. Additionally, it introduces new
concepts that are not given a meaning, like ‘the police task’, or ‘general regulation
of control’. These concepts need to be added to the ontology as well, and are either
used as grounding concepts or need to be given a meaning.

Moreover, during the formalisation process of the norms of the third type, as
described in section 3.2, new concepts and actions will be used in the formalisation
of the norms as well. Let us look again at the informal representation of article
13a.1:

Person

include personal
data

:-

personal
data related_to involved_in

(type)

severe
crime

AND

severe
crime

related_to

crime 
data

included_in SCR

user do SCRinPermit( )

crime 
data

AND

Although we have a meaning of the concepts ‘SCR’ and ‘personal data’ (given
by article 1.1k of the law and article 6 of the Regulations, respectively), this
representation uses concepts such as ‘criminal data’ or ‘person’, which need to be
given a meaning as well. Some of these concepts can easily be linked to concepts
already in the ontology (e.g., ‘criminal data’ clearly defines ‘data’ about a ‘crime’,
given that these latter concepts are already in the ontology), but in some cases it
is needed to consult a domain expert for making these connections. The concepts
and the relations between these concepts, as derived from law, can be used to
make a relational dependence graph, as shown in figure 3.2.

Due to the extensive use of abstract and vague concepts in norms, to give the
norms a flexible and adaptable nature (a norm does not describe a single situation,
but can be applied to a range of similar situations), many abstract concepts
exist in the ontology that have no apparent meaning in a concrete environment
(such as the implementation of an institution). A connection, or translation,
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Figure 3.2: Concepts and relations taken from the Dutch law on police registers.

between these abstract concepts and concrete concepts is needed. Part of this
translation consists of linking the norms to the concrete situations that can appear
(we get back to this in subsection 3.4.1), but a concrete meaning must be given
as well. This means that connections have to be made between these abstract
and concrete concepts (the concrete concepts are introduced into the ontology
by looking at the practice and using (predefined) interaction structures that will
appear in the implementation of the institution). This connection, or mapping,
between abstract and concrete concepts can be done with a counts-as operator,
such as used in [Grossi et al., 2006b]. Although such an operator holds many
intriguing and challenging aspects, these topics are beyond the scope of this thesis.
We assume that such connections between the abstract and concrete concepts can
be made (e.g., by defining conceptual subset relations between the abstract and
concrete concepts), but refrain from going into details about formal semantics and
implementations of this operator (readers interested in these aspects of counts-as
should check, for instance, [Grossi et al., 2004, 2006b]).

The counts-as connections between the abstract concepts used in the norms
and the concrete concepts used in the practice require that the concrete concepts
are a part of the ontology. These concrete concepts are taken from elements
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that do not (directly) follow from the law that govern the domain, such as, for
instance, interaction structures used in the implementation or domain knowledge
taken from practice (e.g., ‘police registers are managed by a (regional) police
force’, or ‘the criminal investigation unit (CIE) is a part of the police force’).
The abstract concepts and their relations to each other, combined (through the
counts-as) with the concrete concepts and their relations taken from the practice
make the ontology that will be used for the implementation of the institution (the
abstract concepts define the meaning of the normative specification, the concrete
concepts are used for the vocabulary of the agents and the meaning of the concrete
situations that arise, and the counts-as provides the connection between these two
to allow norm enforcement and norm reasoning).

3.4 From Normative Specifications to Institutions

The translation from laws and regulations in natural language to a formal repre-
sentation (the abstract normative specification) is only the first step of the process
of implementing the norms. Since laws and regulations are expressed at a high
level of abstraction, to allow the law to cover a wide variety of situations and to
be used for an extensive period of time without the need for modification, it is
hard to link them to the concrete situations that arise in the practice. To make
the normative specification useful in an agent institution, an interpretation of the
norms is needed, which should only contain concrete (institutional) meanings of
the vague and abstract terms used in the norm and which might contain proce-
dural information that can be used to simplify the enforcement of the norm. This
process of interpreting the norms to make them useable for a single context, i.e.,
the institution, is called contextualisation.

Although norms that result from the contextualisation process are concrete
and contain only concepts that are meaningful in the institution, these norms
need another translation before they can be implemented. Norms, especially
those expressed in deontic logic, only have a declarative meaning, i.e., how things
should be, while abstracting from operational meanings, i.e., how it should be
achieved. Moreover, there is more than one way to enforce a single norm and
procedural information (which is not part of the norm) will have to be used to
decide how the norm is best implemented. This second translation process of
adding additional operational and procedural information to the norms is called
operationalisation.

3.4.1 Contextualising Norms

The contextualisation process is meant to give a link between the abstract terms
and concepts used in the abstract normative specification and the concrete situa-
tions and concepts that exist in the institutional practice. Where norms contain
terms such as ‘fair’ and talk about actions like ‘discriminating’, these concepts
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have no clear meaning in the institution itself. There are, however, states and (se-
quences of) action(s) in the institution that can be classified as an interpretation
of one of these vague concepts in the context of the institution. These concrete
interpretations are highly context dependent and can differ from institution to
institution. For example, whether something should be considered to be personal
data depends on the context in which the concept is used; what counts as per-
sonal data in a hospital might not count as personal data in a police register.
The problem then remains how these connections between the abstract and con-
crete concepts are made in order to create concrete norms that are useable in the
institution.

The connection between abstract concepts in the norms and the concrete con-
cepts used in the institution are defined in the institutional ontology (or over the
abstract and concrete ontologies of the institution, if both exist). By means of
a counts-as operator, see [Grossi et al., 2004, 2006b], it is given that a certain
concrete concept can be considered an instantiation of an abstract concept used
in the norms. Consider, for instance, the following example norm of an auction
house, expressing the obligation to identify oneself upon entering an auction:

OBLIGED((participantDO identify) IF (participantDO enter(auction)))

The action identify in this norm has an abstract meaning and can be implemented
in various different manners. To implement this norm the meaning of this abstract
action must be defined, which is done by connecting the abstract action to concrete
action(s) through the use of a counts-as operator:

[participantDO give(certificate,manager)AND

managerDO check(certificate)]counts-as participantDO identify

describing that giving an identification certificate to the auction manager, and
the manager checking this certificate is seen as an implementation of the identify
action. These counts-as definitions, defining the scope (and applicability) of the
abstract concept, are highly context dependent and not necessarily one-one defi-
nitions.

Implementing these counts-as definitions is achieved by extending the existing
ontology of the institution, which already consists of all the abstract concepts
used in the norms of the institution, with the concrete concepts that are used in
the practice and the relation between the abstract and concrete concepts. This
relation is defined as a conceptual subset relation, specifying that the ontological
meaning of the concrete concepts is included in the ontological meaning of the
abstract concepts. In the case of our example, this would mean that the onto-
logical meaning of the actions give(certificate,manager) and check(certificate)
are included in the meaning of the abstract action identify.

Using these counts-as definitions we can bring the abstract norms to a concrete
level, where we assume that:

If C counts-asA ⇒ OBLIGED(A) means OBLIGED(C)
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That is, the obligation to the abstract concept A is rewritten as an obligation
to the concrete concept C (given that C is the concrete concept interpreting the
abstract concept A). But more importantly;

If C counts-asA ⇒ violating OBLIGED(C) means violating OBLIGED(A)

If the concrete norm is violated (i.e., the norm containing C), it can be considered
as a violation of the abstract norm (i.e., the norm containing A), and thus the
measurements devised for enforcing the abstract norm are applicable to violations
of the concrete norm.

After interpreting the abstract concepts of the norm, we obtain a norm that
is only appropriate for the chosen domain, but, on the other hand, only contains
concrete concepts that are easily linked to states/actions in the implementation.
In some cases, though, trying to detect a violation would involve making lots
of checks, which could be computationally hard or totally infeasible from the
institution’s point of view. For instance, checking whether every participant of
the institution is able to identify oneself at any given time can be very hard,
particularly in very crowded institutions.

Moreover, there might be norms in the institution which would have a severe
impact on the institution if the norm would be violated. As recovery from such
violations (normally done by sanctions and repairs) would be (nearly) impossible,
it would be wise to try to reduce such violations to an absolute minimum. For
example, as murder is, in itself, a very severe violation of the norms of a society,
any measures that can be taken to limit the occurrence of this violation should
be taken (e.g., the prohibition of owning (fire-)arms).

In both cases, one is trying to simplify the enforcement process such that it
either becomes feasible to detect the violation, or protect the system from very
harmful violations. This process of contextualising norms can be done in two
ways. Either the norm is translated to smaller and simpler norms which are
easier to check but ensure the compliance of the original norm, or the norm is
translated to a set of constraints that ensure the compliance.

As mentioned earlier, we differentiate between substantive and regimented
norms, where substantive norms express what is desired while enforced by check-
ing for violations and punishing violating agents, and regimented norms are en-
forced by means of direct constraints on the agents behaviour (for instance, by
making certain resources or actions unavailable for certain roles in the institu-
tion). The latter form of norms is used for those norms which express situations
that absolutely should not happen, since their violations are either too severe or
unrecoverable for the institution. Implementing a norm as a substantive norm,
however, is not always just checking whether the ideal situation expressed in the
norm exists, and reacting to deviations of this ideal situation, since such checks
can be very resource expensive or even unfeasible to make. Substantive norms
can express situations that are hard to check (for instance, checking the obliga-
tion to have an identification certificate at all times is very time consuming), or
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the violations of the norm can be very hard to react to (for instance, punishing
agents for disconnecting in the middle of a negotiation is hard since it is unknown
whether the agent will return to the institution). To solve these problems, other
norms (both substantive and regimented) can be used to allow the checking of
compliance of the norm or to simplify the enforcement of the norm. The newly
introduced norms will have to be simpler to verify (they should be easily checkable
for violations, and easy to enforce) and should introduce the means to make the
violations of the original norm more transparent and allow a better and easier
application of sanctions to the violations of the original norm.

In a sense, the contextualisation of norms to implementable versions of these
norms is in accordance to the following heuristics.

1. Norms with violations that are very severe (i.e., system breaking) and
(nearly) unrecoverable should be regimented (access to the actions/resources
that trigger the violations should be denied to all agents in the system).

2. Norms which are hard to check should be implemented by introducing (sub-
stantive or regimented) norms that allow the checks to be made more easily
or ensure the compliance more easily; e.g., implementing a norm covering
a task t by giving a procedure for completing t and expressing that the
procedure should be used every time t must be done.

3. Norms which express violations that are hard to sanction should be imple-
mented by the introduction of (substantive or regimented) norms that allow
sanctions to be carried out; e.g., the obligation to give certain information
upon entering that makes the agent traceable, paying security deposits, giv-
ing account or credit card information and/or signing an agreement that
states that any damage done to the institution or other participants can
automatically be subtracted from the account or credit card.

Let us explain this by means of an example. Consider an institution that
implements an auction house, where agents can join and bid on items they want
or need. In such an environment a norm holds stating that when an agents bids
on an item it has to pay for the item if it won the auction.

OBLIGED((buyerDO pay(Price, seller)) IFdone(buyer, won(Item, Price)))

Violations of this norm occur, for instance, because an agent does not have enough
money to pay, the agent does not want the item anymore or the agent simply
disconnects (unintentionally or on purpose). Although the violation of this norm
can be detected easily, sanctioning the agent and repairing the situation might
be difficult (especially if the agent disconnects). To avoid these situations, one
can choose to implement this norm by means of a constraint; upon entering the
institution all agents have to deposit an amount of money (for security) that they
will get back when leaving the institution if no violations have occurred:

OBLIGED((agentDO pay(Security Fee)) IF done(agent, enter(Institution)))
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However, if a violation of the mentioned norm occurs, this money can be used to
pay for the items, thereby sanctioning the agent. This means that our original
norm has been implemented by introducing a norm that is easier to enforce (i.e.,
agents are obliged to pay security before entering and are not allowed inside the
institution without paying), which generates the constraint (or mechanism) that
is used for enforcing the original norm. Thus, instead of implementing one norm
which was hard to enforce, we have implemented two norms (which were extracted
from the original norm) that are easily enforced.

3.4.2 Operationalising Norms

Implementing normative systems based on the elements presented above requires
an active form of norm enforcement, i.e., the institution (or institutional agents)
should check at all times whether the norms of the institution are obeyed and pun-
ish those agents that do not comply with the norms. This enforcement of norms
is needed for a few reasons: 1) being an open multiagent system, where agents
that are not designed by the implementer of the institution can join at any time,
no guarantees can be given about the inner workings of the participants of the
institution. To expect all agents to function with an internal norm-model (may it
be hard-coded into the agent’s goals, or through normative reasoning capabilities)
is much unwarranted. 2) Fully regulating the interactions between participants
through some sort of intermediate level between the agents and the institution
(as currently done in the ameli implementation of islander institutions, [Esteva
et al., 2004a]) requires the designer of the institution to fully lay out the patterns
of interactions possible (designing the interaction protocols), thereby either min-
imising the possible interactions to a minimal set of all interactions allowed by
the norms or increasing the complexity of the development significantly (we get
back to these points in subsection 4.1.2). Moreover, fully regimenting interactions
between participants to the procedures thought of by the designer severely limits
the most important aspect of agents (at least, in our view, the most interesting
aspect), namely autonomy.

Though implementing norms by fully regimenting them has its disadvantages,
the opposite, implementing them by means of norm enforcement, has its problems
too. The work on norm representations, and accordingly the norm specification
that we mentioned above and present in 4.2.1, has been focused on the declarative
aspect of the norm. While this aspect of norms is important, telling what is legal
and illegal, giving the ideal situation, investigating the expressiveness of norms
and verifying the consistency of a given set of norms, it only describes what
should be, but lacks a description of how it should be achieved or what should
be done to make sure the norms are not violated. For the implementation of
norm enforcement, an operational meaning of the norms is required, describing
exactly when the norms are violated, what causes these violations, and what the
responses from the institution to such violations should be. Trying to implement
the norms without this operational information is very hard.
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The idea would be to translate the norms, obtained from laws and regulations,
to checks that can be made in real-time by specifically designed institutional
agents (agents responsible for the enforcement of the norms, called Guardian
Agents in [Fox and Das, 1999], or Police Agents in [Vázquez-Salceda, 2004]) to
see if norms have been violated. To be able to make these checks (in an efficient
manner) the norms need to be given an operational meaning, i.e., which actions
and situations in the implemented institution cause violations of the norms and
what should be done when a violation occurs. This process of operationalising
norms consists of adding information to the declarative representation of the norm
(which expresses, in logic, what is right and wrong and can be used by agents
capable of normative reasoning) to express: 1) a clear and checkable representation
of when the norm is violated, 2) a representation of the mechanisms best used to
detect these violations, and 3) the actions that are needed to be performed after
a violation has occurred to recover from the unwanted state (including punishing
the violating agent and reversing, or rather fixing, any ill-effects that might have
been caused).
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Figure 3.3: Deriving norm enforcement mechanisms from law.

The process of implementing the norm enforcement, from top (the law) to
bottom (the institution, as shown in the middle section figure 3.1) is then as
depicted by figure 3.3. First the laws and regulations are translated to a formal
representation (as mentioned in 3.2). This formal representation expresses, on
a high level of abstraction, what should and should not be, and is translated,
through contextualisation and operationalisation, to an operational norm, that
not only expresses what should (not) be, but also expresses what should be done
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to see to it that the norm is adhered to. That is, the abstract norm derived
from the law is annotated with concrete operational information that is needed
for the enforcement of the norm. Lastly, the operational norm is translated to
constraints that can be checked by the enforcers in real time, and that express
what actions the enforcers should take when a violation of the norm is detected.
This process of implementing norms by active norm enforcement is discussed in
detail in chapter 4.

3.5 Designing Protocols

Specification and implementation of institutions based on the elements presented
above appear to provide a safety and security that the environment needs to
ensure trust among the agents participating in the institution. The resulting
institution is, however, only useable for agents that can understand and reason
about the normative specification to decide what the best course of action is to
achieve their goals. Agents without these norm-reasoning capabilities or agents
that do not understand the normative specification of the domain will not be able
to (efficiently) work in the institution. For these kinds of agents guidelines must
be given to inform them of standard ways to achieve their goals. These guidelines,
or protocols, express the best course of action for a given situation while making
sure that none of the norms are violated. Next to being essential for non-norm-
aware agents, these protocols are also useful for agents that are able to reason
about the norms, since the protocols specify the default actions for a given goal
(the norm-aware agents can, however, choose to deviate from the protocol under
certain circumstances).

While it is possible that protocols or procedures exist in the real-life institu-
tions governed by the laws and regulations, these protocols need not be complete
or might even be unfeasible to use in an agent institution. While one can start
with the protocols and procedures that govern a domain, and base the interac-
tion structures of the agent institution on these real-life protocols (such as done
in, for example, implementations of the fish market [Noriega, 1997], and as the
general approach of creating an islander institution [Esteva, 2003]), this can go
very wrong in highly-regulated domains, since more than often the connections
between the procedures used in real-life and the norms that govern the domain
are lost, and translating the procedure to an agent implementation might intro-
duce steps that violate the normative specification that holds for the domain (in
these circumstances it is necessary to verify whether the implemented procedure
is norm-compliant).

The introduction of new protocols, if no real-life procedures exist, or changing
the existing protocols is very hard, due to the discrepancy between the norms and
the procedures. Norms are expressed in abstract terms and are, therefore, hard to
be directly translated to the concrete actions of which the protocols consist. To
solve this problem we introduce an intermediate level between norms and proto-
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cols, an idea inspired by the relation between laws and practice, where regulations
are used to give more concrete and procedural meaning to the abstract concepts
used in the norms. The idea is to extract the most important characteristics from
the norm, which express what should be done, and in which order this should be
done. We call these characteristics landmarks, and the structure which denotes
the order in which the landmarks need to be obtained the landmark pattern. It is
not hard to see that this landmark pattern, given that it includes all the impor-
tant states and the order in which these states need to occur as expressed by the
norms, is in fact a prototypical protocol on a high level of abstraction.

Similar to the relation between law and practice, where procedural informa-
tion is added to the normative specification of law by means the regulations, we
add procedural information (information that helps increase the efficiency and
feasibility of the prototypical protocol) to the landmark pattern. This informa-
tion is obtained from the practice and is used to strengthen the landmark pattern
(in a sense, we add landmarks and landmark orderings to the landmark structure
to express this additional information in the landmark pattern).

The final step is translating this strengthened landmark pattern, that contains
the states that are dictated by law and the states that were added for efficiency
and feasibility reasons, to a protocol that can be used in the institution. This
translation is made by combining the states expressed in the landmark pattern to
the (expected) capabilities of the agents in the system. In chapter 5 we go into
detail about this process, and show how the translations from norms to landmark
pattern, the strengthening of the pattern, and the translation from landmark
pattern to protocol are done in a highly-regulated domain.

3.6 Discussion

Designing and implementing institutions from law is a difficult process. While
research has been done on how to express and reason about norms and how to
implement electronic institutions, not much work has been done on the connection
between these two; how to create an electronic institution from law.

On the one hand, much research, in the field of legal theory as well as computer
science, has been done on norms, but this research has been mainly focused on the
representation of norms, reasoning about norms, and on the analysis of the ex-
pressiveness of these formal representations. Little to no research has been done,
however, on the operational meanings of norms and how norms should be imple-
mented in concrete systems, creating a gap between the normative specifications
and the concrete agent systems.

On the other hand, some research has been done on agent societies, where
the interactions between agents are controlled by the environment (or the agent
platform); e.g., electronic institutions and electronic organisations. A concrete
real-life organisation is translated to an agent implementation, taking the pro-
cedures and concrete rules of the organisation as a starting point, and building
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the agent system bottom up. Although very successful for environments that
are (heavily) procedure-driven (e.g., auctions), this approach does not work for
the highly-regulated domains that we are interested in, where the interactions
between the agents is specified by (a large amount of) abstract norms. Instead
of starting at the interaction structures given by the real-life examples (which
usually lack a clear connection to the norms of the domain), we need to start at
the norms to define the expected behaviour and create the interaction structures
to match this.

In this chapter we have shown a methodology to built institutions from a spec-
ification given by laws and regulation. While this is not a complete methodology,
it makes the first steps that are needed and tries to cover the most important
aspects of institution design. Unfortunately, there is not much research available
on this topic; the most important knowledge about how this task is done best
is held by the people who design legal systems and work on legislation and the
creation of laws, but that knowledge is, unfortunately, too abstract to be of any
use to the concrete solutions that we seek.

In the beginning of this thesis we set out to formalise and implement the legal
domain governing the information exchange between police registers (as part of
the anita project), which has been the main motivation behind the creation of the
methodology presented in this chapter. The problem of exchanging information
in this context was assumed to be hard because of differences in the application
of rules by each police district. The idea was to create an electronic institution
based on the norms specified by the law, that controlled the information exchange
between the different registers of the police districts (each represented by an
agent), where the registers themselves had the autonomy to enforce local rules on
the information exchange, as long as they adhered to the general norms extracted
from the law that were enforced by the institution. However, when it became
apparent that the law was about to change, solving the disparity between local
and general norms, we had to abandon the idea of an implementation that would
be used in the practice (which was the goal of anita), and had to switch to a more
suitable domain. In the remainder of this thesis, although anita examples will be
used here and there, we will focus more on the domain of organ transplantation,
because it suits our purpose better.

The methodology we presented in this chapter creates a framework for insti-
tutions on the basis of the law. This framework consists of an ontology for the
institution, taken partially from the law and partially from the practice; a nor-
mative specification derived from the law; and protocols and norm enforcement,
both created on the basis of the normative specification, to implement the institu-
tion. In the following chapters we look at some of these different aspects in more
detail; how norm enforcement is created from an abstract specification of the law
(chapter 4), and how protocols can be created from a formal specification of the
law (chapter 5).





Chapter 4
Implementing Normative Institutions

In previous chapters we have looked at the relation between norms (derived from
laws and regulations) and agent societies, in particular agent-mediated institu-
tions. Agent-mediated institutions, or electronic institutions, are open agent so-
cieties (open multiagent systems, see chapter 2) where heterogeneous agents can
join to complete tasks. This heterogeneity of the agents that join the systems
makes it increasingly difficult to ensure a safe and reliable environment for the
agents to work in. To solve this problem, as we discussed in chapters 2 and 3,
norms are used to specify the behaviour expected from the agents. These norms,
derived from human laws and regulations, however, are specified on a high level of
abstraction, making it very difficult to work with in the concrete situations that
arise in these institutions.

Naturally, the correct behaviour of agents in a system does not automatically
follow from the specification of the rules of behaviour. The norms need to be
implemented in either the agents or the system itself to guarantee the compli-
ance to the norms and thereby creating the safety and reliability that is expected.
There are several design choices when it comes to implementing norms; for in-
stance, whether the norms are implemented in the agents or in the institution,
or whether violations of the norms are allowed, etcetera. We take a look at these
design choices in section 4.1. In the remainder of the chapter we set out to give
the procedure of implementing the norms from an institutional perspective, as
proposed in chapter 3.

This process of implementing norms from an institutional perspective, which
needs to overcome this gap between the abstract specification of the norm and
the concrete constraints that are needed in the implementation, consists of several
steps as shown in figure 4.1 (already presented in chapter 3). First the laws and
regulations, expressed in natural language, have to be formalised in a (deontic)
logic, to capture the declarative meaning of the law/regulation, expressing what
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Figure 4.1: From law to concrete implementation.

is right and wrong in the institution. The abstract norm, expressed in deontic
logic, resulting from the formalisation, should then be contextualised and opera-
tionalised to give the norm operational meaning, expressing how the norm should
be implemented; e.g., how does one check for violations of the norms, what should
be done after a violation has been detected. The concrete norm resulting from
this process of adding the operational information to the deontic representation
is expressed in a norm frame, which represents all those elements of the opera-
tionalised abstract norm that are needed for the implementation. The final step
of the implementation consists of translating the elements of the norm frame to
operational constraints that help the institution in enforcing the norm.

In subsection 4.2.1 we present the representation formalism for the abstract
norms, and extend this formalism to the norm frame needed for the representation
of concrete norms in subsection 4.2.2. In this section we also discuss the relations
between the formalisms and how the step from abstract norms to concrete norms
is made. Later, in section 4.3 we introduce the operational constraints by which we
implement the norm frame to obtain the normative institutions. In this section
we also explain how the norms from the norm frame are translated to these
constraints.
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4.1 Different Approaches to the Implementation of Norms

Norms, as described in chapter 2, are used in normative systems to regulate and
control heterogeneous agents by describing what is right and wrong behaviour,
thereby defining the expected and ideal behaviour of the agents participating in
the system. The implementation of such norms, thus trying to make the agents
behave in compliance with the norms, is, however, not always specified and can
be achieved in different manners. This implementation should consider a) how
the agents’ behaviour is affected by the norms, and b) how the institution should
ensure the compliance to the norms. The former is related to the implementation
of norms from the agents’ perspective, by analysing the impact of norms on the
agents’ reasoning cycle. The latter is related to the implementation of norms from
an institutional perspective, by implementing a safe environment (including the
enforcing mechanisms).

Furthermore, in the case of norms implemented from an institutional perspec-
tive, a choice can be made on the operationalisation of the norm enforcement. In
general the enforcement of norms comes down to either:

• Defining constraints on unwanted behaviour; or

• Detecting violations and reacting to these violations.

The former method relies on the introduction of artifacts to help control (regi-
ment) the agents such that unwanted behaviour cannot occur at all in the insti-
tution. The latter is more flexible by monitoring the behaviour of the agents and
punishing them when they behave in a manner that is not expected/wanted (as
defined by the norms).

In the following we will look at some of the possibilities that can be used to
achieve norm compliance in normative agent systems.

4.1.1 Agent Perspective

The agents’ perspective on the implementation of norms is about the impact that
norms have on the behaviour of agents in the normative systems. The norms pose
restrictions on the agents which require them to adapt their behaviour in order to
complete their goals. This means that the agents will reason about the sequences
of actions best used in order to obtain a specified goal, or even, drop a goal as
it is unreachable, because of normative restrictions. This behavioural perspective
on norms can be implemented in two manners.

Norm-Controlled Agents

The oldest and, arguably, simplest manner of making sure that the agents in
the institution perform in accordance with the norms, is designing the agents to
behave exactly as expected by the norms, thereby ‘hard-coding’ the norms into
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the agents desires, intentions and capabilities. The agents are not (necessarily)
aware of the norms, but were, at design, instructed to behave in the specified
manner. Such agents are norm-compliant by default, and cannot perform any
actions that would violate the norms; such choices are not incorporated into their
programming.

This approach does, however, have the disadvantage that all the agents in the
institution must be designed and implemented by the developer of the institution,
as agents that have not been designed by the system developer cannot be trusted
(one cannot be sure that ‘external’ agents have the same, rigorous programming
that allows them to be norm-compliant). Another disadvantage of this approach
is the reduction of the level of autonomy on the part of the agents, as the agents
in the system are fully programmed to do what is required, thereby not leaving
much room of variations or autonomous decisions that might be helpful to the
system.

Norm-Aware Agents

A more intriguing, and more difficult approach to the implementation of norms
from an agent’s perspective is making the agents able to reason about the norms
and the consequences of their actions in a normative domain [López y Lopez, 1997;
van Kralingen, 1995; Visser, 1995; Verhagen, 2000]. This means that the agents
themselves have the capabilities to reason about when certain actions might lead
to violations of the norms, and reasoning about the results of a violation in order
to determine whether violating the norm (and thus accepting the sanction on the
violation) has a higher gain for them than behaving according to the norm.

Norm-aware agents are interesting from two different perspectives. Firstly,
such agents, when used in highly-regulated domains, could be able to perform
better than agents that just follow a given protocol. Since protocols in a highly-
regulated system are (or at least should be) designed to be norm-compliant in all
possible situations, they might prescribe inefficient procedures given the current
situation. Agents that are capable of reasoning about the norms, however, can
in every different situation, decide for themselves on the best possible course of
action. Moreover norm-aware agents can, because they are more adaptive than
agents that do not reason about the norms, drop their goals sooner if they derive
that it is no longer feasible (due to normative restrictions) to attain that goal.
Generally speaking, norm-aware agents are more flexible than agents that are
not able to reason about norms, as agents that reason about the norms are not
necessarily restricted to protocols that were defined on forehand.

An example of a framework based on norm-aware agents is described by López
y Lopez in [López y Lopez, 1997; López y Lopez et al., 2001; López y Lopez and
Luck, 2002]. This framework defines normative agents as those agents whose
behaviour is shaped by the obligations it must comply with and prohibitions that
limit the kind of goals that it can pursue. To this extent they define a norm frame
which includes addressees (the agents to whom the norm applies), beneficiaries
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(those who the addressees are focused on), normative goals (the goal that is to
be achieved or avoided as specified by the norm), contexts (the states of the
environment when the norm is active), exceptions (states when the norm is not
active) and rewards and punishments (responses to the compliance or violation of
a norm). This norm frame (describing what is supposed to be achieved/avoided
in which context) is then linked to the actions by means of a relation between a
specific action and a norm. Either an action benefits a norm (making it possible
to be compliant to the norm when the action is executed) or it hinders a norm
(executing the norm makes it impossible to be norm-compliant). It is then stated
that, for a normative agent, all actions benefiting the norms are permitted and
all actions that hinder the norms are prohibited.

The other interesting perspective to norm-aware agents is that they can be
employed to enforce norms on other (norm-aware) agents. This basically means
that the norm-aware agents, while trying to be norm-compliant themselves, are
also empowered to enforce the norms on other (non norm-aware) agents. The
capability to reason about norms for one’s own actions can be extended with
the capabilities to reason about how norms (should) influence the behaviour of
other agents. In this manner the norm-aware agents can be used as ‘enforcers’
of the norms on other agents, punishing them when those agents violate a norm,
and trying to uphold the norms in the system. This approach is closely related to
the enforcement from an institutional perspective (the norm-aware agents become
part of the institution, and act on behalf of the institution), which will be discussed
below.

4.1.2 Institutional Perspective

The norm implementations mentioned above are good for making agents perform
better in normative domains. Since the agents know the rules and can reason
about them, they can adapt their behaviour easier. Moreover, the agents might
be even able to reason about the ‘cost-benefit’ of violating certain norms of the
domain, making them able to reach goals in manners unforeseen.

However, these implementations do not necessarily ensure the compliance of
the norms; hard-coded agents can violate the norms, for instance because of faulty
programming, or worse, because unexpected situations arise that lead to norm-
breaking behaviour by the agent. Similarly, norm-aware agents, that are able
to reason about the norms and know the penalty for breaking a norm, are not
guaranteed to work violation-free. As we discussed, these agents might actually
choose to violate a norm, accepting the sanction as the price for reaching a certain
goal in a certain manner. Even then, we are not taking into account agents that
are either not designed with the norms of the system in mind, or are trying to
violate the norms on purpose, which can just as easily join the normative system.

The main point here is that someone or something should be dealing with
illegal behaviour of the agents, regardless of whether they are aware or ignorant
of the norms. This leads to the conclusion that some measures must exist in the
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society to regulate and enforce the norms on the agent in that society. The norms
regulating the agents are part of an institution, and it is this institution’s respon-
sibility to ensure that the institution is safe and reliable for the agents that are
joining it. If, for instance, in an automated auction house no measures to control
cheating and illegal bidding procedures exist, no rational agent (or its designer)
would want to participate in that auction house. Moreover, since some of these
electronic institutions are an extension of the real world, and therefore governed
by external norms, this safety and reliability of the system can be demanded
by these external norms. E.g. the electronic institution discussed in [Vázquez-
Salceda et al., 2002; Vázquez-Salceda, 2004] used for the allocation of organs (for
the use of transplantation), is governed by norms from, among others, the Spanish
Government and European Union. A system built for that purpose, governed by
those norms, is required to be safe and reliable because of this relation to the real
world. If the norm compliance of the agents in the system cannot be guaranteed
(thereby failing to guarantee the norm compliance of the system as a whole), the
system would not be accepted by the governing agencies.

This, of course, means that agents that are violating the norms are, very much,
a problem of the institution itself and should be dealt with by the institution. In
the following we will look at the implementations of norms from an institutional
perspective.

Regimentation of Norms

As mentioned in the beginning of this section, one of the manners of implementing
norms in an institution is through the constraining of the behaviour of agents.
If one does not want agents to perform a certain action a in the institution,
simply ‘disable’ that action a; if agents are not supposed to have access to certain
resources, make sure those resources are not available to them.

In contrast to regimentation in real world institutions, controlling agents
(which are software entities) can be done more simply. Agents access the elec-
tronic institution through platforms and services of the platform that are provided
by the designer of the institution. If certain behaviour of agents is unwanted, the
access to specific services on the platform can be reduced or even refused.

In its most extreme form the regimentation totally defines what agents can and
cannot do. This means that the institution provides the agents with a protocol
that takes the agents step-by-step through all the procedures in the institution
(prescribing all actions from the moment the agents enters the institution up
to the moment the agent leaves the institution). Deviations from the protocol
are impossible and, at any time, no actions other than the ones specified in the
protocol can be performed (e.g., if in a certain situation the protocol allows the
agent to do either a or b, the agent can only choose to do either a or b, doing c is
not allowed and will not be accepted by the institution).

This heavily restricting method of norm implementation has been used in the
islander [Noriega, 1997; Rodriguez, 2001] and ameli formalisms [Esteva et al.,



4.1 DIFFERENT APPROACHES TO THE IMPLEMENTATION OF NORMS 61

2004a; Esteva, 2003]. The functionality of an institution in those formalisms
is expressed in terms of a dialogical framework (which is sort of the definition
of the communicative actions possible between the agents) and a performative
framework. The latter is a protocol-like definition of the scenes in the institution
and the order in which these scenes are to be played out. Scenes themselves are,
again, kinds of protocols describing the possible (allowed) interactions between
the agents in the institution. Entities called governors [Noriega, 1997; Esteva,
2003; Esteva et al., 2004a] are used to ensure that agents joining the electronic
institution comply with these protocols. A governor, as mentioned in [Noriega,
1997; Rodriguez, 2001; Esteva, 2003], is an agent in the institution that acts on
behalf of an agent joining the institution, thereby providing a (social) interface to
the institution. Governors are programmed to only follow the protocol specified
in the institution, and work as a filter for the illocutions (interactions) of agents
joining the institution; governors only pass those illocutions to the other agents
that comply with the protocol, thus guaranteeing protocol compliance for all
agents in the institution. E.g. in the simple example given above, if an agent tries
to do c in the mentioned situation, the governor ignores this and waits for the
agent to do either a or b.

The governors in [Noriega, 1997; Rodriguez, 2001; Esteva, 2003] are envisioned
as agents filtering messages of external agents, possibly extendable to even advise
agents that are joining the system on the best possible actions in a given situation,
helping them to work efficiently in the institution. However, in the current im-
plementations, cf. [Esteva et al., 2004a], governors are not as ‘multi-talented’ as
presented here, and can only filter the messages of the agents joining the institu-
tion; only passing norm-compliant messages and disregarding the rest. Because of
this limited use of concept of governors, these governors can not really be seen as
agents but show a striking resemblance to the coordination artifacts presented in
[Omicini et al., 2004]. A coordination artifact is an ‘embodied entity’ specialised
to provide a coordination service in a MAS, quoted from [Omicini et al., 2004]:

“Coordination artifacts are infrastructure abstractions meant to im-
prove coordination activities automation; they can be considered then
as basic building blocks for creating effective shared collaborative
working environments, alleviating the coordination burden for involved
agents”.

This is exactly what governors do in the current implementation of [Esteva et al.,
2004a], they are abstractions that help on the coordination between agents and
the platform, making sure that the agents follow the designed protocols and pro-
cedures of the institution.

The main advantages of the full regimentation approach of implementing
norms lies in its total control over the agents. All the norm enforcement, and
the compliance to the norms, are handled at the design of the system, thus re-
ducing the number of norm-breaking faults in the system to those made by the
designer himself at the design and implementation of the system. If designed and
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implemented correctly, however, these systems are certain to ensure the norm
compliance of the agents. Unfortunately, this also leads to a major disadvantage
of the approach, since the translation from vague and abstract norms to the con-
crete protocols used in the system can be very hard, making the design of such a
(good working) system very difficult.

Another major disadvantage of fully regimented systems is the level of auton-
omy of the agents in the system (or more precisely, the lack thereof). Since the
agents are only allowed to perform the steps prescribed by the protocols, only
having to make minor choices, their autonomy, one of the important and charac-
teristic aspects of an agent, is severely restricted. This means that the advantages
of having autonomous agents participating in the system, which can react to un-
expected situations and function in circumstances that were not thought of at the
design of the system (but are similar to those circumstances that the agent was
designed for), disappear or are at least greatly reduced. Some of this reactiveness
and flexibility can be captured in making a more complex protocol (the protocol
takes more possible situations in consideration), but this, however, only enlarges
the complexity of the design of the system, thus increasing the former mentioned
disadvantage.

Using Violations and Sanctions

Instead of regimenting all the agents in the system, thereby creating a rigid in-
stitution with agents that are very restricted in their autonomy, a more flexible
approach can be obtained by using the other method of implementing norm en-
forcement. As we mentioned in the beginning of this section, norm enforcement
can be implemented by either defining constraints on unwanted behaviour (as we
did in the regimentation approach), or by detecting violations of norms and re-
acting to these violations. Contrary to the regimentation where unwanted actions
simply cannot be done, in this approach it is possible to execute unwanted actions
(illegal actions or actions that lead to illegal situations); however, doing such an
action incurs a response, namely a punishment for doing that action.

Implementing a more flexible enforcement mechanism for institutions requires
that checks are being made by the institution to determine whether the norms
that hold are violated. If a violation is detected, an action must be taken by
the institution to punish the violating agent. This, however, does not mean the
institution itself must become a being capable of checking and punishing agents,
as, like in human institutions, the enforcement of the norms can be delegated to a
specific set of agents (i.e., enforcing or police agents, cf. [Vázquez-Salceda et al.,
2004, 2005]). This selective group of enforcing agents can contain agents that are
designed by the developer of the institution (we call such agents internal agents),
or agents that are designed by someone else (to keep the analogy, we call these
external agents). Since these agents are empowered with the responsibility of
keeping the order in the institution and trying to ensure the safety and stability
of the system, giving such powers to agents that one does not know well (i.e.,
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agents that are designed by others) can be dangerous and requires a lot of trust
in the working of the external agent and the developer of that agent.

Using violations and sanctions for implementing norm enforcement allows for
a much higher level of autonomy of the agents, which now have the freedom to
choose which action is going to be done and are not restricted to a fixed and pre-
determined protocol, thereby allowing the agents to solve situations that were
not considered during the design of the institution. Moreover, since following
the norms becomes a choice, the meaning of being norm-compliant actually has
gained a value in this kind of system. In a system where all the norms are
implemented by using regimentation, norm compliancy is not a choice (actually
not being norm-compliant is not even possible), thus being more a feature of the
system instead of being an obtained quality of the agents in the system. This
quality of the agents, in non-regimented systems, can be used, for instance, as the
basis of trust and reputation measures used in the institution. For instance, in an
electronic auction house implemented using violations and sanctions, where it is
the norm that one should pay for the goods one has bid on and won, agents that
are known to comply to this norm can have a higher standing than agents that
are known to break this norm (no-one wants to do business with agents that do
not pay for the goods).

Allowing agents to violate the norms, which is normally considered to be
a bad thing (system designers rather not have agents breaking the rules), can
actually be more effective in certain cases. If the procedure that the agents have
to follow becomes much more expensive, it might be better to allow for some small
violations. For instance, consider a mail delivery protocol, where no violations can
occur. This would mean that upon delivery the receiver of a package will have to
check the contents of the package to determine that the package was delivered in
perfect condition. Although this would eliminate the possibility of a violation, it
is very cost-ineffective, since the delivering agent will have to wait for the checking
of the package. It would, of course, be even worse if the mailing of a package took
place through a number of mailing services, where every transaction (from one
mail-service to the next) would require a lot of time to check the condition of
the package. If, instead, the delivering agent is allowed to violate the norm, thus
allowing the possibility that a package would be delivered that is not in perfect
conditions, the delivering procedure becomes much faster and cost-efficient (the
delivering agent no longer has to wait for the checking procedure and can deliver
more packages in the time that it would take in the case of the other delivering
procedure). Of course, now that violations can occur, mechanisms have to be
made to detect violations and punish the violator(s) (receivers will need to have
to possibility to file a complaint, and investigations to determine the responsible
party will have to be made), but this second protocol is, in the most cases, still
more efficient.

In order to verify whether a norm is violated by agents in the system, checks
need to be made to determine whether the illegal action has actually been done by
the agent, whether the action was actually illegal at the time it was done, et cetera.
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In certain circumstances these checks can be either infeasible to perform (for
example, checking whether an agent believes that something is true) or are very
time- or resource-expensive. Sometimes this can be improved by the introduction
of resources or mechanisms to facilitate these checks. In other cases it might be
easier to use regimentation for norms which would otherwise require checks that
are utterly infeasible.

Although using violations and sanctions to enforce norms on agents in the
institution is good for the level of the autonomy of the agents, there might be
norms whose violation would pose a too severe impact on the system. Violating
norms that break the entire system, that are not easily (or impossibly) recovered,
are good examples of norms that one would not want to enforce by means of
violation detection and sanctions. For enforcement of these kinds of norms the
regimentation approach described above should be used instead.

4.1.3 Discussion

In the previous sections we have discussed norm implementations from an agent
perspective as well as from an institutional perspective. As we already mentioned,
the agent perspective is for making agents aware of the rules and regulations in the
normative system, allowing them to increase their efficiency in such environments.
This increased efficiency is possible since the agents can reason about the ‘cost-
benefit’ of doing actions that (might) violate the norms, thereby being able to
reach goals that might seem unreachable.

Implementations from an agent perspective are, however, not enough to guar-
antee the compliance to the norms, as no guarantee can be given of the agents
joining the system; the agents joining might not be aware of the norms (or ca-
pable of reasoning about them), or might not be willing to follow the norms of
the system (agents that are made with the sole purpose of disrupting the system
are very much a possibility). This leads us to conclude that some measures must
be taken to regulate and control the agents in the system. As the norms are a
part of the institution, it is exactly the institution that should ensure that the
institution is safe and reliable, which means that it is the institution’s responsibil-
ity to enforce the norms on all agents joining that institution, which leads to the
conclusion that if safety and reliability of the institution are the issue, it is not
the agent perspective on implementing norms, but the institutional perspective
on norms that is important.

The regimentation approach of implementing norms from an institutional per-
spective and the violation detection and handling approach are the two extremes
of the scale of what is possible and reasonable for implementing normative insti-
tutions. We already mentioned that the former approach, restricting the agents in
such manners that the only thing doable in the institution is that which is defined
on forehand, thus making the agent only follow a protocol, leads to a rigid insti-
tution where the autonomy of agents is heavily restricted. As mentioned, such
systems are safe (no norms will ever be violated), but can become very inefficient
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and unable to handle unexpected circumstances.
Implementing a system by merely checking and reacting to violations can

ensure the needed increase in autonomy on behalf of the agents, allowing them
to overcome these problems, and making it possible to work more efficient while
being norm-compliant (most of the time). However, in those circumstances where
the checks required to determine whether a violation has occurred are too hard
or too resource-demanding, violations might go unnoticed, which is undesired.
Moreover, there are some norms that would, if violated, pose a too severe impact
to the system, so that violations of these norms are undesired.

Of course, many choices for combining these two mechanisms can be devised,
to ensure the high (enough) level of autonomy for the agents, while being able to
ensure that certain norms can never be violated (thus protecting the system from
the severe consequences that such a violation would have). The choice between
implementing a norm by a constraint or by detecting the violation is, next to the
apparent reasons described above, dependent on the nature of the system and
the resources available. In situations such as the mail delivery example described
earlier, for instance, it might be more cost-effective for the institution to allow the
violation of damaging the package by the delivering agent, and using a system to
sanction the agent in the unfortunate case that such a violation occurs. However,
if the domain would be the delivery of dangerous volatile materials, violations of
the ‘safe delivery’ norm would be very undesirable, and a more restricting protocol
might be used to constraint the involved agents such that no violations could ever
occur, thus protecting the safety of the system.

It is important to notice that, if violation detection and sanctioning is chosen
to implement a norm, the enforcement of the norm is expressed in terms of other
norms, i.e., norms imposing checks and norms specifying the reactions to the
occurrences of a given violation. As a matter of fact, as described in [Hart,
1961; Grossi et al., 2006a], one can isolate two types of norms involved in the
specification of institutions; there is a set of substantive norms which consists of
those norms which describe the behaviour desired by the institution, and there is
a set of enforcement norms consisting of norms regulating checks and reactions on
violations of other norms1. Consider again the example of the mail delivery, where
the norm stating that the package should not be damaged during transportation
is the substantive norm, while the enforcement norms consist of the obligation to
investigate a complaint about a damaged package and the obligation to punish
the deliverer (and the obligation to compensate the complaining agent).

Of course, the enforcement norms, which direct the agents enforcing the sub-
stantive norms on the ‘normal’ agents, can also be violated and would, if not
regimented, require enforcement themselves (see figure 4.2). In principle, this
process of creating new enforcement levels can be iterated ad infinitum, which

1Note that we already introduced the concept of substantive norms in chapter 3, in contrast
to regimented norms, where substantive norms can be violated (the reactions to the violation of
a substantive norm is specified by an enforcement norm, as mentioned by [Grossi et al., 2006a])
while regimented norms cannot be violated.
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Figure 4.2: Normative levels in institutions.

would be very inefficient. There are, however, two alternatives to the infinite
adding of normative levels to enforce the norms on the previous level; either all
norms on the final layer are regimented, thereby discounting the need for another
level, or by ignoring violations on the final level, which is exactly what is used
in human institutions where the rulings of the supreme court are supposed to be
final (even though they might be violating a norm).

We already established that the violations of substantive norms can have added
effect for the institution, as it can increase the efficiency of certain protocols, and
allows for more flexibility and autonomy of the agents. The question then remains
how effective the allowance of violations on the (first) enforcement level are, and
whether it will benefit the institution (or the design of the institution) to allow
for the violation of enforcement or the addition of more than one enforcement
level. In general, since violations are undesired2 (and thus need to be acted
upon), failure in detecting a violation or not reacting to a violation would seem
very undesirable. Moreover, since the last level of enforcement is likely to be
implemented by the developer of the system, it would be prudent to regiment
the enforcement at the first level of enforcement, thus only allowing violations to
occur at the substantive level. Only when exceptions to sanctioning (the enforcers

2Although we allow the possibility of violations occurring, it does not mean in any sense that
violations would be come a desired or pleasurable event. Violations remain what they always
were, undesired or illegal situations; A ‘flag’ to tell enforcers that things have gone wrong and
a response is needed to restore safety in the institution.
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can decide not to sanction a violating agent, e.g., because the violation was ‘not
that bad’) are considered, ignoring the violations on the first enforcement level
(or adding a second enforcement level) would be a reasonable choice.

4.2 Representing Norms

Before attempting to actually implement norms in one of the forementioned man-
ners, the meaning of the norms has to be clarified by means of a formal repre-
sentation. This representation has to make clear which actions and situations are
accepted (legal) and which are not accepted (illegal). Such a representation of
the norms allows us to capture the precise meaning of the norms and helps us
to reason about the norms. This aspect of the norms is known as the declarative
aspect of the norm, and has, traditionally, been captured in deontic formalism
as mentioned in chapter 2. In subsection 4.2.1 we present a formal deontic logic
based on linear-time temporal logic to express this declarative part of norms.

This, however, is not enough to implement the norms using the institutional
perspective mentioned above, as additional information is needed to operationalise
the norm. The declarative aspect of the norm tells us when something is wrong,
but not what should be done to detect that something has gone wrong and, more
importantly, what should be done when something has gone wrong. The latter
information is called the operational aspect of the norm, and has to be attached to
the declarative representation to make clear how the norm should be implemented.
In general, the declarative part represents what legality and illegality mean in the
system, given in terms of obligations, permissions and prohibitions. It describes
what is allowed for whom and when, thus giving a description of the ideal. The
operational aspect, on the other hand, defines what has to be done to prevent the
violation of the norm and what should be done in case a norm has been violated.
It expands the normative defining how the norms may/must be applied. It is ex-
actly this latter part, the operational aspects of the norm, that is very important
for the implementation of norm enforcement mechanisms. Therefore, as proposed
in [Vázquez-Salceda et al., 2004, 2005], we represent the complete norm by anno-
tating the (declarative) representation, discussed in subsection 4.2.1, with fields
containing the operational information (presented in subsection 4.2.2), such that
it contains all the information that is needed to implement the norms from an
institutional perspective when using violations and sanctions. Of course, parts of
these operational annotations are derived (or at least influenced) by the declara-
tive representation (the detection of violations of a norm is, for instance, clearly
quite dependent on the declarative representation). These relations between the
operational and declarative aspects will be discussed later on when we look closely
at the different parts of the norm frame in subsection 4.2.2.

The norm frame presented in the following is tailored to the institutional
approach and contains all information needed for implementing norms through the
definition of violations and sanctions in electronic institutions. The information
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in the norm frame does, however, also cover operational aspects of the other
implementation methods described above. We discuss this relation to the other
implementation approaches in subsection 4.2.3.

4.2.1 Declarative Representation of Norms

The expression of the declarative part of the representation (we call this part the
norm condition) can be done in any kind of deontic formalism. In this work we use
a linear-time temporal logic, based on temporal logic such as used in [Pnueli, 1977;
Kröger, 1987], which we extend with deontic operators to express the obligations,
permissions and prohibitions that are in the norms.

The overall representation needs to be readable by the agents in the system;
the agents participating in the system need to be informed about the norms that
hold in the system, thereby allowing them to plan the best (norm-compliant) path
of action to accomplish their goals. Especially the agents that are able to reason
about the norm benefit from this, as the explicit specification of the norms can be
used by them to reason about and plan their goals in such a manner that they will
achieve them in a norm-compliant way. To achieve this we use a machine-readable
format for expressing the declarative aspect of norms.

Let LP be a classical propositional logic, A be a set of atomic actions (in-
cluding a skip action to express agents that are doing nothing) and Agents be
the set of agents. The classical propositional logic LP is constructed from atomic
propositions, the universal contradiction (falsum, representing the classical ⊥) and
the logical operators NOT, AND, OR, IMPLIES, EQUIV (representing the classical
symbols ¬,∧,∨,→,↔, respectively), which are used to construct formulas in the
normal manner. We extend this base logic (LP ) to a linear-time temporal logic
(LTP ) by including the following temporal operators with their intuitive mean-
ing: NEXTA (A holds in the time point immediately after the reference point),
ALWAYSA (A holds at all time points after the reference point), SOMETIMEA

(there is a time point after the reference point at which A holds), and two different
until operators AUNTIL∗B (weak until; A holds at all following time points up
to a possible time point at which B holds or holds indefinitely) and AUNTILB

(strong until; A holds at all following time points up to a, mandatory occurring,
time point at which B holds). We include actions in the framework by defining
DOa α (a does α next) and DONEa α (a did α some time ago) formulas using the
models of LTP , which we explain later.

Formally, this means that the temporal propositional logic LTP (with kernel
LP ) is an extension of the propositional logic LP , where the alphabet of LTP

is that of LP with the addition of the operators NEXT, ALWAYS, SOMETIME,
UNTIL, DOa, and DONEa, which gives us the following definition of a formula in
LTP .

Definition 4.1 (Formulas inLTP )

1. Every atomic proposition is a formula.
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2. if α is an action and a an agent then DOa α and DONEa α are formulas.

3. If A and B are formulas then NOTA, (A AND B), NEXTA, ALWAYSA

and (A UNTIL∗ B) are formulas.

Next to the operators specified in definition 4.1 we derive, in the usual manner,
the remaining operators as abbreviations of those specified: A IMPLIES B ≡
NOT(A AND NOTB), A OR B ≡ NOT(NOTA AND NOTB), A EQUIV B ≡
(A IMPLIES B)AND(B IMPLIES A), SOMETIME A ≡ NOTALWAYS NOTA,
AUNTILB ≡ SOMETIME B AND (AUNTIL∗B). We also introduce the universal
tautology (truth, analogous to the classical propositional ⊤) as an abbreviation:
truth ≡ NOT falsum.

To give meaning to these formulas we define a possible worlds, Kripke-style,
semantics, where the model consists of sets of Agents and Actions in the nor-
mative system together with a sequence of temporally related states defining the
changes over time. States in this model give meaning to the atomic propositions
in LTP much as in classical propositional logic, defining what is true or false in
the different time moments described by the model. Atomic actions, which are
taking place between the defined moments in time, are related to the agent per-
forming the action and the moment the action is performed. We define a model
for LTP as follows.

Definition 4.2 (Models ofLTP )

a model M = 〈Agents,A ,W〉 for the propositional temporal logic LTP consists
of:

• a set of Agents operating within the system;

• a set of actions A that can be performed by the agents in the institution;
and

• an infinite sequence W = 〈η1, η2, η3, . . .〉 of states where every ηi = (vi,ℵi)
with

– vi is the local valuation function for the propositions of LTP ; and

– ℵi : Agents → A is the function determining the action done by every
agent in state i of the model.

The models for LTP consist of a linear sequence of states representing a pos-
sible execution trace of the system described by LTP , The states (W) of this
sequence defines the truth of propositions at the various time moments. More-
over, the states link every agent to an action, thus describing what each agent
does every moment in time (meaning that every time moment every agent does
exactly one action from A , this also means that agents that are inactive for one
or more states are represented by linking them to the skip action in those par-
ticular states). Using these models, the semantics of formulas of LTP can then
be defined as follows.
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Definition 4.3 (Semantics ofLTP )
For every model M = 〈Agents,A ,W〉, formulas A and B, a ∈ Agents, α ∈ A ,
and s, t, u, v ∈ N0:

M, s � A ⇔ vs(A) = true for every atomic proposition

M, s � NOTA ⇔ M, s 6� A

M, s � A AND B ⇔ M, s � A and M, s � B

M, s � DOa α ⇔ ℵs(a) = α

M, s � DONEa α ⇔ ℵu(a) = α for some u < s

M, s � NEXTA ⇔ M, s+1 � A

M, s � ALWAYSA ⇔ for all t ≥ s : M, t � A

M, s � A UNTIL∗ B ⇔ if exists t ≥ s : M, t � B

then for all s ≤ u < t : M, u � A

else for all v ≥ s : M, v � A

Before we introduce the extensions to LTP that are necessary for expressing
the declarative part of the norms, we introduce a reduced logic to be used for
the sub-formulas of the deontic expressions. If such a restriction is not made,
expressions like ‘a is obliged to see to it that b is permitted that ...’, which could
lead to complex nested deontic expressions which we are not considering in this
work. To restrict the expressiveness of the deontic expressions, we will only allow
the use of non-temporal operators in deontic expressions (which excludes the use
of deontic operators as well, as can be seen below). To this extent we introduce
a restricted logic LTP− which is a subset of the total logic LTP as follows.

Definition 4.4 (LTP− : Reduction ofLTP )

The logic LTP− is a subset of the temporal, deontic logic LTP , reducing the
expressiveness of LTP by excluding the operators NEXT, ALWAYS, SOMETIME,
UNTIL∗, and UNTIL.

In a sense, formulas of the reduced logic LTP− are related to the current and
previous states only (i.e., the present and the past), without the possibility of
expressing any changes in the future (which would require the temporal operators
of LTP ).

Now that we introduced the base temporal logic, we extend the logic to make
it able to express the declarative part of norms. To achieve this we semantically
introduce the deontic operators for expressing permissions (PERMITTED), obliga-
tions (OBLIGED) and prohibitions (FORBIDDEN) and show that these operators
are, in fact, abbreviations of complex temporal formulas. We introduce a special
set of propositions to denote when violations occur [Anderson, 1958; Meyer and
Wieringa, 1993], meaning, a set of special propositions of the form viol(a, P,D)
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is added to the base logic of LTP . Semantically these propositions work as any
other proposition and intuitively denote that ‘a violation has occurred because a
did (not) see to it that P holds with respect to deadline D’.

To handle the temporal aspects of norms, such as deadlines, we use ideas from
[Broersen et al., 2004; Dignum et al., 2004; Dignum, 2004] and adapted these to be
used with the temporal logic as specified above. Deadlines are norms expressing
that a proposition needs to hold (this proposition can, of course, also be an action
that needs to be done) before a specific event (or a specific moment in time) has
occurred (the deadline). This means that a violation will occur only if the action
was not performed before the specified deadline. This can be captured in the
following semantical definition.

Definition 4.5 (Deadlines)

For a model M with a ∈ Agents, s, t, u, v, w ∈ N0 and P,D formulas of LTP− ,
we define

M, s � OBLIGED(a, P BEFORE D) ⇔def

∃t ≥ s : M, t � D and
(∀s ≤ u < t : M, u � NOT viol(a, P,D)) and
((∃s ≤ v < t : M, v � P and M, v � ALWAYS NOT viol(a, P,D)) or
(∀s ≤ w < t : M, w 6� P and M, t � viol(a, P,D)))

This definition captures the two cases possible with deadlines; either the deadline
is acted upon (i.e., the obliged proposition holds before the deadline occurs) and no
violation occurs, or the proposition never holds before the deadline, thus violating
the norm (i.e., a violation occurs). These two cases are expressed in definition 4.5
as follows: a) a deadline always occurs at some time, b) until that moment no
violations can occur because of the norm, and c) either the obliged proposition
holds before the deadline and no violation of the norm will ever occur, or the
deadline passes while the proposition did not hold and a violation occurs.

An LTL-reduction of the concept of deadlines semantically defined in definition
4.5 can be given, expressing the notion of a deadline in operators already in the
framework.3

Proposition 4.6 (LTL-Reduction of Deadlines)

� OBLIGED(a, P BEFORE D) EQUIV

SOMETIMED AND
[

(NOTD AND NOTP AND NOT viol(a, P,D)) UNTIL

((NOTP AND P AND ALWAYS NOT viol(a, P,D)) OR

(D AND viol(a, P,D)))
]

The LTL-reduction contains the same elements as the definition of a deadline: the
deadline D will occur sometime in the future, and, until either the norm is fulfilled

3A proof of the reduction from definition 4.5 to the LTL-formula presented in proposition
4.6 can be found in Appendix A.
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(proposition P has become true and the norm cannot be violated anymore) or
the norm is violated (P has not been true and a violation will occur at the time
D holds), it holds that deadline D has not been met, proposition P has not been
true and no violation of the norm has occurred (yet).

In a similar fashion we introduce temporal prohibitions, which are prohibitions
that hold up to a certain moment in time. Intuitively this would mean that until
a certain moment seeing to it that a proposition holds would lead to a violation.
However, it could be the case that this specific moment never occurs, which would
mean that the forbidden proposition should never hold.

Definition 4.7 (Temporal Prohibitions)

For a model M with a ∈ Agents, s, t, u, v, w ∈ N0 and P,D formulas of LTP− ,
we define

M, s � FORBIDDEN(a, P BEFORE D) ⇔def

If ∃t ≥ s : M, t � D then
(((∃s ≤ u < t : M, u � P and M, u � NEXT viol(a, P,D)) and

(∀s ≤ w < u : M, w 6� P and M, w � NOT viol(a, P,D))) or
(∀s ≤ v < t : M, v 6� P and M, v � NOT viol(a, P,D) and
M, t � ALWAYS NOT viol(a, P,D)))

and if ∀t ≥ s : M, t 6� D then ∀u ≥ s : if M, u � P then
M, u � NEXT viol(a, P,D)

This definition captures the following intuitive meaning: a) if at sometime in
the future D occurs, no violation has occurred and will occur until either P holds
before D passes (after which a violation will occur) or D passes without P ever
holding (and no violation of the norm occurs), or b) if D will not occur ever, a
violation will occur whenever P holds. Note that we can use this definition for
expressing non-temporal prohibitions (i.e., ‘it is always forbidden that ...’) as well;
they are expressed in the second part of the definition given above. A temporal
prohibition becomes a generally lasting prohibition, if the deadline specified for
the temporal prohibition will never occur. One deadline guaranteed to never occur
is the expression falsum.

Definition 4.8 (Prohibitions)

In all models M with a ∈ Agents and s ∈ N0 for a formula P of LTP− it holds
that

M, s � FORBIDDEN(a, P ) ⇔def M, s � FORBIDDEN(a, P BEFORE falsum)

LTL-reductions of temporal prohibitions (and at the same time, non-temporal
prohibitions) can be given to express the prohibitions in operators already in the
framework.4

4Again, a proof of the reduction from definition 4.7 to the LTL-formula presented in propo-
sition 4.9 can be found in Appendix A.
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Proposition 4.9 (LTL-reduction of Temporal Prohibitions)

FORBIDDEN(a, P BEFORE D) EQUIV
(

SOMETIMED IMPLIES
[

(NOT D AND NOT P AND NOT viol(a, P,D)) UNTIL

((D AND NOT P AND ALWAYS NOT viol(a, P,D)) OR

(P AND NEXT viol(a, P,D)))
])

AND
(

ALWAYS NOTD IMPLIES ALWAYS
[

P IMPLIES NEXT viol(a, P,D)
])

Before we introduce the semantics for permissions, let us first look at condi-
tional norms. Conditional norms, in the classical sense, mean that whenever the
condition holds, the norm is applicable. This would mean, in the case of deadlines,
that whenever the condition holds before the deadline (while P has not been true)
the obligation (to make P true) is applicable. In the case of temporal prohibitions
it means that the condition being true before the temporal constraint has passed
‘activates’ the temporal prohibition.

Definition 4.10 (Conditional Deadlines and Prohibitions)

In all models M with a ∈ Agents and s ∈ N0 for formulas P,D,C of LTP− it
holds that:

M, s � OBLIGED((a, P BEFORE D) IFC) ⇔def

M, s � ALWAYS
[(

C IMPLIES OBLIGED(a, P BEFORE D)
)

UNTIL (P ORD)
]

M, s � FORBIDDEN((a, P BEFORE D) IFC) ⇔def

M, s � ALWAYS
[(

C IMPLIES FORBIDDEN(a, P BEFORE D)
)

UNTIL∗ D
]

One can see that these definitions obtain the desired results. The first equiva-
lence denotes, intuitively, that conditional deadlines are considered to be deadlines
being triggered by the condition, but only if the condition holds before either the
deadline has passed or the proposition has become true. The second equivalence
expresses, intuitively, that conditional temporal prohibitions are considered to
be temporal prohibitions triggered by the condition mentioned, as long as that
condition holds before the temporal constraint holds, i.e. P is only prohibited as
longs as the condition C of the prohibition occurs prior to the temporal constraint
D.

For the interpretation of permissions, we use the classical one as presented in,
e.g., [Meyer and Wieringa, 1993], meaning that being permitted that P expresses
that P holding does not lead to a violation. Here, however, we introduce con-
ditional permissions and will show that unconditional permissions can easily be
obtained from those.
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Definition 4.11 (Conditional Permissions)
For all models M with a ∈ Agents and s ∈ N0 for formulas P,C of LTP− it holds
that:

M, s � PERMITTED(a, P IF C) ⇔def

∀t ≥ s : M, t � C ⇒ if M, t � P then M, t � NOT viol(a, P )

This definition clearly expresses that whenever the condition holds, the per-
mitted proposition will not raise a violation. This definition can be used to express
unconditional permissions as well.

Unconditional permissions differ from the conditional permissions, as defined
in definition 4.11, in the fact that the hold all the time, i.e., unconditional permis-
sions are not triggered by a certain proposition being true. This can be expressed
by using truth as the condition of a conditional permission, since this would make
the permission active for all states.

Definition 4.12 (Unconditional Permissions)

For all models M with a ∈ Agents and s ∈ N0 for formulas P,C of LTP− it holds
that:

M, s � PERMITTED(a, P ) ⇔def M, s � PERMITTED(a, P IF truth)

Like prohibitions and deadlines discussed before, the permissions expressed
in definitions 4.11 and 4.12 can be reduced to expressions in LTL using only
operators that are already in the framework.

Proposition 4.13 (LTL-Reduction of Permissions)

PERMITTED(a, P IF C) EQUIV ALWAYS(C IMPLIES (P IMPLIESNOT viol(a, P )))
PERMITTED(a, P ) EQUIV ALWAYS(P IMPLIES NOT viol(a, P ))

The norm representation presented above covers most of the normatives used
to specify normative institutions. Other normatives, such triggered obligations or
prohibitions (i.e., something is obliged/prohibited after a certain event or action)
can be expressed in the language presented, but have been omitted. Such norma-
tives can be introduced similarly to what we have presented, but will have to be
rewritten to those normatives as described by the definitions presented above for
the time being.

Earlier in chapter 3.2 we used an informal ‘box’-formalisation to represent the
norms that crime data may be included in a severe criminality register, if it is
severe criminality data as:

SCRinclude :-
severe
crime 
data

crime 
data

in crime 
data

is_aPermit( )user do
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Using the formalism presented above, this norm can now be formally represented
as:

PERMITTED(user,DOuser include(crime data, SCR) IF

(severe criminality(crime data))

Roles and Role Enactment

In the previous we have introduced a declarative framework for the expression of
norms, very similar to frameworks like those of [Aldewereld et al., 2005; Broersen
et al., 2004; Dignum et al., 2004]. The framework allows for the expression of
norms related to individual agents in the system, however, norms tend to be
more general than that. Instead of specifying for every separate agent in the
system what is right and wrong, norms are usually defined over groups of agents,
abstracting from the individuals in these groups. These groups, denoted by roles,
are composed of agents with similar function, position or objective in the system,
[Scott, 2001]. This role of an agent, adopted upon entering the system, determines
the course of actions they can undertake and which other roles they may or may
not switch to, where it are these restrictions imposed on an agent by the adopted
role that are exactly what is specified by the norms (as mentioned earlier in
subsection 2.4.1).

In the end, though, it is the individual agents that have to abide to the norms,
possibly violating them, and need to be held responsible accordingly. To connect
the norms, directed to a specific role, to the individuals playing that role, we
use a (meta-level) notion of role enactment and deactment (based on ideas from
[Dignum, 2004] and [Dastani et al., 2004]). When an agent takes up a role (be it
upon entering the institution or at pre-defined key points that allow switching of
roles), the norms addressed to that role are copied and addressed to that particular
agent.

For instance, the norm specifying that all buyers should pay their bought
goods before leaving the auction-house institution is represented by:

OBLIGED((buyer,DObuyer pay(price, item)BEFORE

DONEbuyer leave(auction house)) IF won(buyer, item, price))

This norm will become addressed to the agent Shakey, when Shakey enacts the
role of buyer upon entrance of the auction-house.

OBLIGED((Shakey,DOShakey pay(price, item)BEFORE

DONEShakey leave(auction house)) IF won(Shakey, item, price))

Naturally, the general norm (addressed to the role, not the individual) remains
intact and can be used when other agents enact the role of buyer in the institution
(if multiple instantiations of the role are allowed by the institution’s specification).
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In the norm frame presented below, we only speak of general norms directed
at roles, not at specific agents. Note, however, that all aspects of the norm frame
are instantiated upon role enactment, not just the declarative representation of
the norm.

4.2.2 An Annotated Approach to Operationalising Norms

The norm condition from the previous section only expresses the declarative mean-
ing of the norm and tells us nothing about how the norm should be enforced; it can
be used to derive when the norm is violated, but it does not express what should
be done to prevent such a violation, or what should be done when the norm is
violated (e.g., what punishments must be exerted on the violating agent). There-
fore, we extend the declarative norm representation of the previous section with
operational aspects to capture the operational meaning of the norm. This gives us
the following norm frame (based on previous work presented in [Vázquez-Salceda
et al., 2004, 2005]):

Definition 4.14 (Norms)

NORM := NORM CONDITION

VIOLATION CONDITION

DETECTION MECHANISM

SANCTION

REPAIRS

VIOLATION CONDITION := formula

DETECTION MECHANISM := trigger > PLAN

SANCTION := PLAN

REPAIRS := PLAN

trigger := formula

PLAN := action expression | action expression ; PLAN

The main ingredient of a norm is the declarative aspect, namely the norm con-
dition (expressed in LTP ) that we introduced in section 4.2.1. This declarative
definition of the norm is annotated with the fields to express when the norm is
violated (violation condition), how the violation is best detected (detection mech-
anism), and what the responses of the institution to norm violations should be
(sanctions and repairs). Let us look at these elements in more detail.

Violation Condition

The first field added to the declarative representation of the norm is the violation
condition, which is closely related to the declarative representation of the norm.
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The violation condition is a formula expressed in LTP− that is denoting the state
when the norm is violated. Every norm, as expressed in the norm condition field,
implicitly defines the following stages in which a norm can be:

a) the activation of the norm,

b) the violation of the norm, and

c) the deactivation of the norm.

The activation of the norm (a) is the part of the norm that tells us when the norm
is active, e.g., take the norm that every item won has to be paid for:

OBLIGED((buyer,DObuyer pay(price, item)BEFORE

DONEbuyer leave(auction house)) IF won(buyer, item, price))

This norm only becomes active at the moment that buyer wins the auction for
item (at which time buyer is obliged to pay for it before leaving the auction
house). This concept of activation is necessary for determining whether the norm
has been violated (b), since no violations (buyer left without paying) can occur if
the norm is not active (buyer did not win anything).

The deactivation of a norm (c) occurs when either the norm’s activation does
not hold anymore or when the norm has been fulfilled. In the case of the norm
mentioned above this is the state where buyer pays price for item. This action
deactivates the obligation, i.e., buyer does not have to pay price anymore before
leaving the auction house, as he already did.

Violations of this norm (and for all obligations in general) occur only when the
activation has occurred, the deactivation has not, and the obliged proposition has
not been satisfied after the activation and before the deactivation. This translates
to the following violation condition for the norm mentioned above:

NOTDONEbuyer pay(price, item)AND (4.1)

DONEbuyer leave(auction house)AND (4.2)

won(buyer, item, price) (4.3)

In this violation condition it is stated, as one can clearly see, that the activation
of the norm must have passed (4.3), the deactivation has not passed (4.2), and
the obliged proposition has not been satisfied (4.1) leading to the violation of the
norm.

Similarly, for prohibitions the violation condition contains an activation part, a
deactivation part and a part defining the actual violation. For instance, consider
the following prohibition, expressing that it is forbidden to extract a patient’s
organs (post-mortem, for transplantation purposes) if there is a suspicion that
the patient died of non-natural causes and the coroner has not done an autopsy
to verify or deny this:
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FORBIDDEN((doctor,DOdoctor extract(organ, patient)BEFORE

DONEcoroner autopsy(patient)) IF suspicion(non-natural death, patient))

From this prohibition we can derive the following violation condition:

DONEdoctor extract(organ, patient)AND (4.4)

NOTDONEcoroner autopsy(patient)AND (4.5)

suspicion(non-natural death, patient) (4.6)

As stated, and similar to the violation condition of obligations mentioned above,
we can see that the violation condition includes all three parts to determine that:
a) the norm is active (4.6), b) the norm has not been deactivated (4.5), and c)
a violation of the norm is occurring (4.4). Violation conditions of unconditional
prohibitions, or atemporal prohibitions, are similar to the one mentioned but,
respectively, loose the activation (the norm is active at all times) or the deactiva-
tion (after activation, the norm will be active for all times) part of the violation
condition.

The violation condition of permissions is a bit different from the violation
conditions of the prohibitions and obligations as mentioned above. Permissions,
in the strict declarative use as defined above, can never be violated, and would
thus have no violation condition (or have a violations condition that never holds,
e.g., falsum). For example, let us regard a permission as the following, which
expresses that it is permitted to take measures to preserve the (needed) organs
of a deceased patient who left no statement of intent (which would grant or deny
the permission for extracting the organs for transplantation) if the procedure
(dictated by law) to obtain the necessary permission has not ended:

PERMITTED((doctor,DOdoctor take measures for preserving(organ)
BEFORE ended(procedure for obtaining permission))
IFNOT exists(statement of intent))

So the declarative representation of this permission tells us that if no statement of
intent exists and the procedure for obtaining the permission for the extraction of
the organs has not ended, taking measures to preserve the organs does not cause
any violations. However, what if these measures are taken when a statement of
intent does exist (in particular, one that denies the permission for extraction) or
if the procedure has ended already (and again, in particular, when the outcome of
the procedure was a denial of the permission to extract the organs)? This specific
norm says nothing about these situations, and, although we would intuitively like
to infer that in the cases just mentioned violations might arise, we cannot be com-
pletely sure about it (it has to be specified by other norms, such as a prohibition
to extract the organs and take measures to preserve them if the permission for
extraction is denied in the statement of intent of the patient).
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However, if we can assume that the permission and prohibitions specified for a
specific domain are complementary, we can specify a clear and concrete violation
condition for permissions. The violation condition would work opposite to those
for obligations and prohibitions as the activation of the permission would now
serve as the deactivation of the violation condition (if the permission becomes true,
no violations of the complementary prohibition can occur until the permission is
deactivated again). This would lead to the following violation condition for the
permission specified above:

DOdoctor take measures for preserving(organ)AND (4.7)
(

ended(procedures for obtaining permission)OR (4.8)

exists(statement of intent)
)

(4.9)

As said, the violation condition for this permission is a bit different from the
violation conditions of obligations and prohibitions as violations can only occur
if the permission is not active. In the violation condition specified above we can
see that the permission is violated5 if: 1) the permission has not been activated
(4.9) or 2) the permission has been deactivated (4.8) and 3) the assertion of the
permission holds (4.7).

The specification above leads us to the following formal definition of violation
conditions:

Definition 4.15 (Violation Condition)

The violation condition V C of a norm N is defined as a formula of LTP−

expressing the state that the norm N is violated in concrete terms.

Although the violation condition is closely related to the norm condition, it
cannot always be directly derived from the norm condition, but has to be added
manually. Look again at the violation condition we specified for the permission to
undertake measures for organ preservation if no statement of intent exists and the
procedure to obtain the permission for extraction has not ended (4.7, 4.8 and 4.9).
Although this violation condition seems intuitively correct (this is how it would be
if derived from the norm condition), there seems to be something peculiar about
it. Even though it correctly covers the states that indeed are a violation to the
permission (as intuitively described above), it is not correct in certain states that
are not a violation. Consider, for example, the case where a doctor has been given
the permission for extraction through an existing statement of intent (or through
a completed procedure for obtaining the permission) and is thus taking measures
for preserving the organs. According to the violation condition specified in 4.7-4.9
a violation has occurred (because 4.7 and 4.9 are satisfied), but is seems strange
to classify this situation as a violation since taking measurements for preserving

5Naturally, as specified, it is not really the permission that has been violated, as permissions
cannot be violated, but more the complementary prohibition that has been violated.
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the organs is a sensible action if one is permitted to extract the organs. The
problem with the violation condition specified in 4.7-4.9 is that it only looks at
the complementary prohibition derived from the permission, while not taking into
account other permissions that also hold for the given domain (in this case; if one
has the permission to extract organs one is always permitted to take measurements
for preservation). To overcome this problem a more complex formalisation of the
concepts involved and a more complex violation condition are needed.

Another reason why the violation condition has to be added manually and
cannot always be derived directly from the norm condition has to do with the
relation between actions and states. The violation condition is, as given by defini-
tion 4.15, representing a state, however, since many norms are expressed in terms
of actions, this can give a problem when the action itself cannot be checked.
While we expressed violation conditions above in terms of DO and DONE (see
equations 4.1-4.9), this can only be done if we assume that those actions can
actually be checked in the system. If, however, it concerns actions that have
no direct translation in the system, or cannot be checked, defining a violation
condition in terms of DOs and DONEs does not add to the operationalisation of
the norm (remember, the violation condition is added to the norm condition to
make the operational meaning of the norm clear, and to facilitate the implemen-
tation of the norm). For instance, expressing the violation condition of a norm
that says it is forbidden to discriminate when assigning donor organs to recipients
in terms of DOdoctor discriminate does not really help on the implementation of
this norm. Mainly, there is no direct corresponding action in the system by the
name discriminate, so it is impossible to check. Violations of this norm can,
however, be detected if the violation condition clearly describes the states that
are unwanted; in this case, the situations where a donor organ was assigned to
a person while others on the list of possible recipients who are more eligible, are
better matches for the organ, but differ in race/age/sex have been passed over.
Since this translation from the action expressed in the norm to the state described
by the violation condition is not always one-one (the declarative representation
can abstract from a lot of interesting important details that are needed in the vi-
olation condition), the violation condition cannot be automatically derived from
the norm condition. Simply translating the actions in the norm to the results
of those actions, and using those to construct the violation condition is no solid
solution either. Although it might work in some cases, there are problems when
the result of the action (used to describe the states that violate the norms) can
be achieved in other manners than by means of the obliged/prohibited action.
For instance, checking whether there is light in a room because it is prohibited
to turn off the lights can lead to states being incorrectly classified as violations
when, for example, there was a power shortage (but no one turned off the lights).

Although violation conditions have to be added manually they are of course
still required to have a strong relation to the norm condition. A common sense
requirement that must be met is that the violation condition and the norm con-
dition cannot contradict each other, e.g., for a norm OBLIGED(a,DOa P ) one
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cannot add the violation condition DONEa P . Moreover, the violation condition
and norm condition must be about the same subject. It makes no sense to add a
violation condition about speeding on highways to a norm condition representing
the norms of donor transplantation procedures. The relation between the viola-
tion condition and the norm condition can, however, be best seen as a sort of
contextualisation as described in subsection 3.4.1, as links are made between ac-
tions and concepts in the norms and the concrete and checkable actions/concepts
actually used in the violation condition. This does limit the violation condition
to only defining violations of a norm in a particular context, namely that of the
institution, but it does, on the other hand, allow for an easier implementation be-
cause of the use of concrete (and more importantly, checkable) aspects instead of
the abstract and vague terms used in most declarative representations of norms.

Detection Mechanism

The second field added to the declarative specification of the norm is the listing
of the detection mechanisms that can be used to detect the violations of the
norm. Detecting violations can be very hard, depending on whether the checks
needed are done in a particular order and whether the platform allows for the use
of mechanisms to facilitate making checks that are otherwise too hard or time-
consuming to perform. The detection mechanism field specifies the order in which
the checks are best made and lists which mechanisms (provided by the platform)
can be used for detecting violations of the norm.

It is easy to see that a protocol or procedure satisfies the norm when no
violations occur during the execution of the protocol. The real problem in norm
checking lies, however, in determining when that violation occurs. For instance, in
criminal investigations, a police officer should not have more (sensitive or private)
information than needed for the investigation. So an officer is doing fine as long
as no violations occur (i.e., he does not have too much information). The real
problem lies in determining when the officer actually has too much information.

Before determining in which order the checks have to be made when trying
to detect violations, we must have some understanding of the complexity of the
check. Checks that are utterly infeasible are not helpful for determining violations
(in fact, those violations will, because of the complexity of the check, almost never
be detected). The detection of violations is dependent on two properties of the
checks that have to be done:

a) observability: the conditions or actions can be checked by internal agents,
given the time and resources needed;

b) computability: the conditions or actions can be checked within a feasible (or
preferably, fast) and low cost manner.

Using these two properties, we can analyse their impact on the implementation
of norm enforcement.
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• Observable and computable: verification of all the predicates and ac-
tions can be done easily, all the time.

• Observable, but not computable: the check is too time/resource con-
suming to be done all the time. This can be solved in two manners:

– adding extra data, structures and/or mechanisms to make it easy to
verify;

– doing the verification not all the time, but delayed, periodically or at
random.

• Non-observable, but computable: these can be internal conditions, in-
ternal actions (like reasoning) or actions that are outside the ability of the
system to be observed or detected. These cannot be checked unless other
conditions or actions that are observable might be found and used to (indi-
rectly) detect a violation.

• Non-observable and not computable: violations of norms dependent on
checks of this category cannot be detected in the system. It is recommended
to enforce such norms in other manners, e.g., by regulating the access to
the non-observable, non-computable predicates/actions of the system.

A particularly interesting case is the second; norms that are not computation-
ally verifiable directly, but are so by introducing extra resources. Clear examples
of these are the continuous checking of actions and deadlines. Since it would cost
too many resources to make checks for every agent in the system at all times to see
whether one of the agents has done a possible illegal action (an action that might
trigger a violation), mechanisms can be introduced to enhance the platform in
such a way that making these checks becomes more feasible. In the case of action
occurrence, such mechanism can be a black list mechanism of actions to check
and an action alarm mechanism that triggers an alarm when an action on the
black list is attempted to start, is running, or is done. This trigger mechanism
has to do no further checks, only to make sure that the enforcing agents are aware
of the occurrence of the action. Similarly, checking whether a deadline has passed
can overload agents, because it requires continuous checks to determine whether
the deadline has passed. A clock trigger mechanism can be used to send a
signal to the enforcer to notify them of the passage of the deadline. The idea is
to implement the clock mechanism as efficiently as possible to avoid burden on
the agents.

Next to the complexity of the checks needed for determining whether a vi-
olation has occurred, the order in which these checks are made can influence
whether the actual enforcement will be computationally feasible. For instance, it
is maybe easier to check whether an action, prohibited in some cases, has been
performed before actually checking whether the norm prohibiting this action was
actually active. However, when that action is performed often by the agents and
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is norm-compliant almost every time (the prohibition is specifying a rare excep-
tional case), it is easier to check whether the norm is active before starting to
check if the action has been performed. This preferred order of the checks can
also be made clear in the detection mechanisms expression.

In short, the detection mechanism field of the norm can be defined as follows.

Definition 4.16 (Detection Mechanism)

The detection mechanism of norm N specifies a generic plan that should be
followed to determine the status of the violation condition V C of N . This plan
specifies the order of the checks and the mechanisms present on the platform to
perform these checks.

In general, the detection mechanism lists the procedure necessary for deter-
mining whether the violation condition holds at a certain moment. Executing
the plan includes performing the actions necessary to get closure on whether the
violation condition holds or not, i.e., after the plan in the detection mechanism
has been performed it is known that V C holds or that V C does not hold. The
detection mechanism is not performed all the time, since this would be far to re-
source consuming. Instead, the execution of the detection mechanism is triggered
through the mechanisms mentioned above, which means an action being done,
a deadline ending or a predicate becoming true triggers the enforcers to check
whether a violation has occurred. For instance, the detection mechanism for a
norm like the following6.

OBLIGED(user,DOuser include(source(suspect data), criminal register) IF

DONEuser include(suspect data, criminal register))

would be triggered by an action alarm set on the include(data, criminal register)
action, after which it is checked (by the enforcers) whether the source of the
included data is included in the register as well. The trigger and the checks
included in the detection mechanism are derived from the norm condition and
violation condition of the norm.

Sanctions and Repairs

The last two fields of the norm representation define the reactions that the system
has to take when a violation has occurred. These reactions are separated into two
categories, sanctions and repairs. Sanctions are actions performed by the system
(or its norm enforcers) to punish the agents violating the norms, giving them an
inherent deterring effect. This deterring effect of sanctions is meant to discourage
agents from taking actions that are considered illegal by the institution, and try
to make agents less willing to perform the actions that violate the norms, [Grossi
et al., 2006a]. To achieve the discouraging effect on the agents, sanctions should

6This norm, extracted from the domain of Police Registers, expresses that all data concerning
criminal suspects should be included in the register with the source of that data.
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be designed to limit the future actions of the norm-violating agents. For instance,
in an electronic auction house, fining agents that violate the norms influences the
possibilities of the agents, as it makes it harder for the agent to obtain all the
items it required (because the agent will have less money to spend). Similarly,
changes to the reputation of the agent affects the future actions of the agent, as
these might influence the outcome of future negotiations and interactions of the
agent.

In [Grossi et al., 2006a] it is argued that sanctions can also serve as a compen-
sation to those most affected by the violation of the norm. In order to provide
some satisfaction or compensation to those harmed by the violation, a sanction is
posed on the violating agent. This means that a violating agent becomes obliged,
as a sanction, to pay an amount of money to the affected agent(s) as compensa-
tion. The difference between using sanctions solely as a deterrence or including
a compensational part to the sanction signifies a difference in the role of the
institution when applying the sanction. Sanctions that are solely used as a dis-
couragement are sanctions that are applied by the institution itself, and therefore
only benefit the institution itself (the fines are paid to the institution, bans are
applied mainly to maintain order in the system). When sanctions are, next to the
deterring effect, used as a compensation to those harmed, the institution becomes
a mediator instead, interacting between the agent who committed the violation
and the rest of the society.

Other differences in sanctions can be made; for example, in [Vázquez-Salceda
et al., 2005] a distinction is made between direct and indirect sanctions. Di-
rect sanctions are those that influence the agent immediately and are noticeable
directly. These sanctions include fines, bans and other ‘corporeal’ sanctions. In-
direct sanctions, on the other hand, influence the agent on a kind of meta-level,
such as reputation changes or trust related sanctions. The effect of these sanc-
tions might not be noticeable immediately but can influence the agent for a longer
period of time. Combinations of both types of sanctions can be used as well.

Sanctions, as proposed in, e.g., [Vázquez-Salceda et al., 2005; Pasquier et al.,
2006a,b], are usually inspired by sanctions used in human institutions. Examples
of these include bans, incarceration, dismissal, fines and reputation or trust influ-
ences. However, when designing an e-institution not all human sanctions make
sense, e.g., incarceration has no meaning in a virtual and digital environment
where agents can clone themselves.

A big problem is that no guarantees can be given whether the sanction has the
right effect on all agents possibly joining the institution. To design sanctions to
work for agents, assumptions have to be made; what effect will the sanction have
on them? Will they re-plan and try again, or will the sanction make them regret
doing an action, and try to avoid doing it in the future? In human institutions,
such assumptions about the inner process of humans can be made, and such
assumptions are correct most of the time (we know how most of us think, react
to certain stimuli, et cetera). Sanctions applied in human institutions are based
on these assumptions to work as an effective deterrent, as humans tend to dislike
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spending time in prison or paying fines after one has violated a norm. Even
alternative punishments, such as being put under probation, which can be seen
merely as a warning, work for humans, as they apply to the moral sense of the
perpetrator. For agents, however, this kind of reaction is not assured. Agents
joining an e-institution are programmed by different developers, making them
heterogeneous in nature. This heterogeneity means that the inner workings can
be very different between agents. Since one cannot assume that all agents work
in a similar manner or have the same beliefs in certain situations it can be very
hard to design sanctions that are really punishments for all agents.

Another aspect that plays a role in designing meaningful sanctions is the
complexity of the agents in the system. We mentioned in subsection 4.1.1 the
existence of norm-aware agents ; agents that know what norms are and have a
clear conception of norms, violations and sanctions. The fact of knowing that a
sanction is indeed a sanction, and not an environmental reaction to the situation
at hand (or the action just performed) makes it possible to punish these agents in
different (more elaborate) manners. A norm-aware agent, that tries to be norm-
compliant, can be punished by the mere fact that it violated the norm; violating
norms is not desired for such agents, meaning the deterring effect that sanctions
are meant to have is now as much a part of the agent as it is of the sanction
itself. This means that ‘lesser’ sanctions, such as warnings and minor fines, have
a greater influence on these types of agents. In case of agents not aware of the
norms, however, a sanction is nothing more than a necessary causal effect of
the actions prohibited by the norms; even though the agent has no conception
of ‘being prohibited’, it does recognise the fact that certain actions/situations
will always trigger a certain response (the sanction for violating the norm). To
sanction agents that are not norm-aware only two real options exist:

a) limiting the future actions of the agents; or

b) executing an action on behalf of the agent.

The first option includes, but is not limited to, sanctions such as bans and fines
that are meant to restrict the agent in doing actions that are needed for it to
achieve its goals (the amount of money fined was actually meant to buy goods in an
auction; the ban prevented the agent from bidding before the auction closed). The
second kind of sanctions are those where the institution changes some information
(resource) pertaining to the agent and which usually can only be changed by the
agent. This might consist in changing the reputation of the agent or in paying
bills on behalf of the agent, because either the agent has granted the institution
this power upon entering (by signing a contract that states that the institution
has the authority to issue payments on behalf of the agent in case of violations),
or because the agent had to pay a deposit when it entered the institution (the
deposit is then used to pay the bills and any fines that might arise).

Sanctions are defined as follows.
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Definition 4.17 (Sanctions)
The sanctions of a norm N are a plan (a sequence of actions) that is performed
after a violation of N has been detected. The sanctions are directed at the agent
violating N .

On a higher level of analysis, one can say that sanctions are a negative reward
to push agents into avoiding the states that are considered illegal. The ‘reward’
in this case is actually gained by not doing the illegal action, or avoiding the
unwanted state, where the reward is the fact that the punishment is not being
applied (i.e., if one does what is legal one will be rewarded by not being punished).
In the long run, sanctions can be seen as a positive incentive to influence the agents
towards the desirable states. This look on sanctions corresponds with the idea
of sanctions being a deterrence, i.e., directing agents to try to remain within the
acceptable states. Moreover, it also shows the relation between sanctions and the
norm condition of N , since it is exactly the norm condition that defines what
those acceptable states are.

The other reaction of the system to violations of the norms is the repairs.
Repairs are a sequence of actions meant to undo (or rather correct) the negative
side-effects of a violation of a norm. Violations occur in a system through actions
(or maybe through inaction) of the agents, putting the violating agent in an
undesirable state. The recovery from this state comes from the punishment that
the agent received (as specified in the sanctions), since, as mentioned above, the
sanctions are in fact a positive push towards positive states (the agent is being
put back on the right track). However, the action (or inaction) that leads to
the violation could have undesirable side-effects that affect other agents in the
system or maybe even the system as a whole. These negative consequences of the
(in)action, or negative externalities of the action as they are called in [Coleman,
1990], are corrected by the sequence of actions that is represented in the repairs
field.

In accordance with this specification, the definition of repairs is the following.

Definition 4.18 (Repairs)
The repairs of a norm N are a plan (a sequence of actions) that describes how
the negative side-effects from the occurrence of a violation of N can be undone.

Let us explain the workings of the sanctions and repairs (and the added value
from having the repairs) through the following example. Let us assume an insti-
tution that functions as an auction house, where an agent c bids on an item i and
wins the auction. However, c does not have any money (or at least not enough) to
pay for item i, which is, in itself, a violation (once an agent wins an auction, the
agent is expected to pay for it). When the violation is detected (c cannot pay for
i, or worse, tries to leave without paying) an unwanted situation has arisen that
has to be resolved. First the responsible agent, c in this case, has to be punished.
The sanction of the violated norm has to be applied by the enforcers to achieve
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NORM CONDITION FORBIDDEN(allocator,DOallocator assign(organ, recipient))
IFNOTDONEhospital ensure compatibility(organ, recipient))

VIOLATION CONDITION NOTDONEhospital (ensure compatibility(organ, recipient))AND

DONEallocator (assign(organ, recipient))
DETECTION MECHANISM detect alarm(assign,′ starting′) >

check(DONEhospital(ensure compatibility(organ, recipient)));
SANCTION inform(board, “NOT DONEhospital (ensure compatibility(organ, recipient))

AND DONEallocator (assign(organ, recipient))”)
REPAIRS stop assignment(organ);

record(“NOT DONEhospital (ensure compatibility(organ, recipient))AND

DONEallocator (assign(organ, recipient))”, incident log);
detect alarm(ensure compatibility,′ done′);
check(DONEhospital (ensure compatibility(organ, recipient)));
resume assignment(organ);

Figure 4.3: Example norm.

this result (in this case, let us say that c gets a permanent ban or some severe
reputation adjustment). This is, however, not enough to solve the situation, since
the item i, that has been won by c, but not paid for, cannot possibly be sold to
c. This is where the repairs come into play, which are executed by the system
to undo the negative side-effects of the situation: either i gets sold to the next
highest bidder or is re-auctioned. After executing the repairs the state of the
system has reverted to a state from which normal functioning can continue.

We already mentioned that the violation condition is loosely related to the
norm condition of a norm. The repairs, on the other hand, are more closely related
to the violations of the norm, as can be seen from the example and the definition of
the repairs (see definition 4.18). The repairs depend on the actions that violate the
norm, i.e., the actions, possibly in a certain context, that lead to the states that
satisfy the violation condition. It is exactly the negative (unwanted) aspects of the
actions that define what needs to be done. The repairs of a norm are, therefore,
closely related to the violation condition and, indirectly, the norm condition of the
norm, since these fields in the norm frame precisely define which actions will lead
to violations. Using the actions derived from the violation condition, it has to be
determined what the negative side-effects of these actions are to decide upon the
sequence of actions represented in the repairs.

Example

Let us look at an example to clarify the norm frame of definition 4.14. The
example norm shown in figure 4.3 is a norm derived from the domain of organ
and tissue allocation, where, after an organ has been extracted for transplantation,
the receiver of the available organ has to be determined. One step of this process
is the verification of the compatibility of the organ and the intended recipient
(if organ and recipient are not compatible, the organ will be rejected by the
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recipient’s body, leading to deprecation of the organ and possibly death of the
recipient). Therefore it is prohibited by law to assign an organ to a recipient
before the check of the compatibility of the organ and the intended recipient is
completed. This law has been represented in the (declarative) norm condition as
FORBIDDEN(allocator,DOallocator assign(organ, recipient)).

The violation condition expresses the states when the norm has been violated;
in this case, the state where the assignment has been done, but the compatibility
check has not. Because the norm itself is expressed in concrete terms, there is no
need to refine those to define the violation condition. This violation condition is
best checked by the plan described in the detection mechanism, namely, monitor
the activity of the assign action (with the help of a mechanism to send an alarm
when the assign action is starting), and check whether the organ that is assigned
has actually been checked to be compatible with the recipient of the transplant.

The reactions of the system are specified in the sanction and repairs fields,
stating that when a violation (expressed in the violation condition) has been de-
tected (by means of the plan expressed in the detection mechanism) the board
has to be informed about this unwanted/illegal situation. In this particular case,
the board will review the situation and decide on an appropriate sanction, mean-
ing that the sanctioning of the violation is actually delegated to parties outside
of the (electronic) institution. The repairs, which are executed to correct the
situation (to a certain extent), consist in this case of the cancellation of the ille-
gal assignment, and waiting with continuing the transplantation process until the
compatibility between the organ and the recipient has actually been verified.

4.2.3 Relation to Other Enforcement Methods

The norm frame expressed in subsection 4.2.2 defines a way of representing the
norms that need to be implemented in the system. It not only expresses the
meaning of the norm, but, by providing an operational meaning of the norm,
also expresses how the norm should be implemented in the system. The norm
frame was designed to express all aspects needed to implement norms from an
institutional perspective and more specifically, by defining violations and reactions
to these violations (thus allowing extended autonomy of the agents in the system,
as argued in subsection 4.1.3). All elements needed for this kind of implementation
are available in the norm frame:

• Defining violations: this is achieved by the violation condition, extended
with the operational detection mechanisms to express how the violations
are best detected

• Reactions to violations: these are expressed in the sanction and repairs
fields.

Although the norm frame of subsection 4.2.2 is tailored to the violation de-
tection and reaction methodology, it is possible to use the frame for other norm
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enforcement implementations as those mentioned in subsections 4.1.1 and 4.1.2.
Ideally, while it is not needed for the correct working of a normative system,
agents that can reason about norms can join the system, and it would be pref-
erential that the norms of the system are understandable for those agents. This
would mean that all elements of norms needed for agents to reason about norms
are included in the norm frame of definition 4.14.

Agents reasoning about the norms represented in the norm frame of definition
4.14 are possible, foremost, because of the inclusion of a declarative representa-
tion of the norm (thus building on the extensive research done on deontic logics),
though some of the operational annotations in the norm frame are useful for in-
dividual agents as well. For instance, the sanction field is very useful for agents
reasoning about the norm as it tells them what will happen if they happen to
violate the norm (thus making them able to calculate whether an unfortunate
violation of the norm makes it worth the risk of using a more efficient, but not al-
ways necessarily norm-compliant, procedure for achieving their tasks). Moreover,
the violation condition field can provide the agent with additional information
about states that are better avoided (remember that the violation condition in-
cludes information about the activation and deactivation of the norm). Other
fields, however, are not very interesting for agents reasoning about the norm. For
instance, the detection mechanism field is clearly an annotation meant for the
enforcement of the norm, and not needed for the agent addressed by the norm
(though it does add information of interest for the enforcing agents, but that is
an entirely different matter).

Although we are not trying to implement norm-aware agents, we can show that
the concepts used in the norm frame can be mapped (or translated) to a more
detailed architecture of norm-aware agents. For instance, the norm methodology
described by López y Lopez et al. in [López y Lopez and Luck, 2002] is linked to
the inner workings of their agent framework to make agents able to reason about
norms and how to abide by the norms of a system. Their approach, however, also
includes social norms and social commitments (norms, or rather contracts, agreed
upon by individual agents, which increases their framework with elements that are
not relevant to the description of institutional norms as we are describing in the
previous sections). As mentioned before, the norm frame of [López y Lopez and
Luck, 2002] contains the following elements: an addressee (the agent to whom the
norm is directed), a beneficiary (the agent that receives benefit from compliance
to the norm by the addressee), the normative goal (a specification of what is
supposed to be achieved or avoided), the context (the state in which the norm is
active), exceptions (the states when the norm does not apply), and punishments
and rewards (reactions to norm breaking or norm compliance).

All these elements (with the sole exception of ‘rewards’) can be found in our
norm frame:

• Addressees, beneficiaries (to a certain extent, since they are not always
present in institutional norms) and normative goals are part of the norm
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condition.

• Context and exceptions are included in the violation condition. The viola-
tion condition in our norm frame expresses when the norm is violated (which
is important from our institutional perspective) and does so by using the
activation and deactivation of the norm. This activation and deactivation
of the norm precisely expresses those time-spans when the norm is active,
which is similar (and translatable) to the concepts used in the framework
of [López y Lopez and Luck, 2002].

• Punishments are represented by the sanctions in the norm frame of definition
4.14.

The rewards concept of the framework of [López y Lopez and Luck, 2002] has
no related concept in our norm frame; it is a concept for positively influencing
agents that abide by the norms (i.e., norm compliance is recompensed). It is the
opposite of sanctioning agents that violate the norms, but is more of use in social
norms and social contracts (bonuses given to agents that comply with what was
arranged), than having a true meaning in the norms of an institution.

4.3 Implementing the Norm Frame

As we mentioned earlier, implementations of normative institutions (institutions
based in/on norms) are currently mostly limited to the regimentation approach
(see 4.1.2, first part), where norms are implemented by constraining agents to
only allow legal (or norm-compliant) actions and procedures, thus eliminating
the need for norm enforcement (and norm enforcers). We already mentioned (see
4.1.2, second part, and 4.1.3) that this approach has its disadvantages, being
that it can be hard to design fully regimented systems for severely restrictive
systems, and, moreover, that restricting agents to legal and acceptable actions
and procedures severely limits their autonomy and can even effect their efficiency
(see 4.1.3 for details).

In the previous section we have introduced a norm frame for expressing the
declarative and operational aspects of norms needed for implementing norms by
means of norm enforcement (i.e. the detection and reaction to the violations of
the norms). In this section we show how the norms expressed in the norm frame
of definition 4.14 can be implemented to be used in the islander formalism.

First we give a short overview of the islander formalism in section 4.3.1.
Then we extend the islander formalism with the means to express violations
and introduce the methods to detect and react to these violations. Finally we
show in section 4.3.3 how the norms from the norm frame presented above can
be related to these new mechanisms.
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4.3.1 The ISLANDER Formalism: Expressing Electronic Institutions

The islander formalism, as we explained in short in section 2.4.2, is a formal
framework for specifying institutions on the basis of the possible dialogical inter-
actions between agents in the system. This formalism has proven to be well-suited
for modelling practical applications. As described in [Esteva et al., 2001], an insti-
tution is represented in the islander formalism as a combination of a dialogical
framework, a performative structure, and a set of rules of behaviour. In the fol-
lowing we give a basic intuition of how institutions are expressed in the islander

formalism by looking at these elements in more detail.
The dialogical framework is a collection of all those contextual elements that

need to be shared by all participants of the institution. Basically, it includes
those elements that are needed for all kinds of interaction, including, for exam-
ple, a shared ontology and shared communicational conventions. The dialogical
framework defines all the conventions required to make interaction between two
or more agents possible. This includes definitions of the roles of the agents (in-
cluding the relations between different roles in the system), the vocabulary used
in the interactions, and the manners for expressing information that is exchanged
between agents. Interactions in islander are represented as multiple dialogical
activities, thus limiting agent interactions to message exchanges, which are called
illocutions. Illocutions, seen as speech acts, are represented as formulas of the
form ι(sender, receiver, info, time), where ι is the performative of the illocution
(e.g., declare, request, inform) send by sender (which includes the agent’s name
and its role) to the receiver (similar to sender, including the agent’s name and
role) with content info (expressed using the vocabulary of the institution) at time
time. Since only dialogical interaction is allowed, actions (that are not strictly
dialogical) are represented as illocutions as well, for instance, saying that one
is paying represents the ‘physical’ act of paying. An example of an illocution
is inform(john, buyer, frank, seller, pay(painting, 100), 15: 30), expressing that
john (in the role of buyer) is paying frank (in the role of seller) 100 at half past
three for painting.

The interaction between agents is expressed through agent group meetings,
which are called scenes. A scene is a role-based multiagent protocol, specifying the
patterns of illocutions that can occur. A scene is defined as a directed graph where
each node stands for a scene state (containing the context of the interaction, i.e.,
the history of illocutions that have been uttered so far), with each edge connecting
two states representing the illocutions that can progress the scene. The edges
of a scene graph are labelled by an illocution scheme to express exactly which
illocutions can advance the scene state. Illocution schemes are illocution formulas
with some unbound variables, thus denoting a certain set of possible illocutions.
The scenes are collected in the performative structure, combined with the different
transactions between scenes. The transactions between scenes specify how agents
can move from scene to scene, based on their role and prevailing commitments.
The scenes and the transactions between the scenes, contained in the performative
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structure, are expressed in a graphical manner called a scene dependence graph;
an example graph is shown in figure 4.4.

Figure 4.4: The performative structure of an auction house institution.

Norms in islander are either fully integrated into the performative structure
or explicitly expressed in the rules of behaviour. Due to the requirement that
scenes can only evolve when the correct illocutions are uttered, an implicit control
of the behaviour of agents is enforced through the performative structure and
scene definitions. Transitions between scene states, the results of scenes and the
transitions between scenes are fully articulated in the specification of the scene
and scene dependence graph, thereby restricting the possible actions of agents at
any given time. For example, agents cannot pass from one scene to another if
there is no explicit path of arcs in the performative structure connecting both
scenes for the role or roles the agent is enacting. In a sense, the scene definition
and scene dependence graph specify a protocol (though a very complicated one)
which fully specifies which interaction patterns can occur in the institution and
the agents are bound to following this protocol; deviations from the protocol are
not possible. Next to the implicit norm implementation, islander allows for the
expression of norms in the rules of behaviour, which can be seen as norms to
trigger obligations. These norms express the consequences of some key actions
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(e.g., winning an auction) within the institution. The consequences are expressed
as obligations that agents will acquire or satisfy depending on their illocutions
within different scenes (e.g., the obligation to pay the items the agent won).
These explicit norms, however, are merely constraints on the entire structure of
the institution, expressing exactly what is expected of the agents, like the inter-
scene transitions and the transitions between scenes. They must be fulfilled and
cannot be violated; certain transitions will not be available to agents before they
have completed their obligations, e.g., an agent cannot leave the auction house
before it has uttered the illocution to pay the items that it had won.

As can be seen from the description above, islander only allows for the
specification (and implementation, through the ameli platform, [Esteva et al.,
2004a]) of fully-regimented institutions (see section 4.1.2 for details). To achieve
our goal of implementing norms by means of active norm enforcement, we first
need to extend islander with the mechanisms to allow the detection of violations
and the specification of reactions to such violations.

4.3.2 Institutional Mechanisms for Violation Detection/Reaction

In order to implement the norms expressed in the norm frame of definition 4.14,
we first need to extend the institution with the mechanisms necessary for detecting
the violations and reacting to these violations. We propose the use of integrity
constraints , which will express when a norm is violated, and dialogical constraints ,
which will express the obligation of enforcers to react according to the violations
detected, [Aldewereld et al., 2006a,b].

The integrity constraints, which we use for expressing the conditions when a
norm is violated, are an idea extracted from [Esteva et al., 2004b], where they are
used for the verification of norm compliancy of an institution. Integrity constraints
basically express the states that should not occur in the institution. In [Esteva
et al., 2004b] integrity constraints are expressed as follows:

Definition 4.19 Integrity constraints are first-order formulas of the form





n
∧

i=1

uttered(si, wki
, ili) ∧

m
∧

j=0

ej



 → ⊥

where si is a scene identifier or variable, wki
is a state ki of scene si (or a state

variable), ili is an illocution scheme li (or variable) of scene si and ej is a boolean
expression over variables of illocution scheme ili .

The integrity constraints express the pattern of illocutions that defines the
states of the institution in which a norm has been violated. This pattern is
composed of one or more utterances, which can be strengthened with additional
relations that must hold over these utterances (expressed by e1, . . . , em). An
utterance (expressed as uttered(s1, w1, il1)) is an illocution made at a specific
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moment in time (i.e., in a certain scene s1 and scene state w1). The specific scene
and scene state can be left as variables to express global utterances. The illocution
in any utterance of the integrity constraint can be specified as an illocution scheme
to generalise over, e.g., the agent’s identity, the agent’s role, details of the content
of the illocution, or the time at which the illocution is uttered. Relations between
utterances, for example precedence of utterances, are expressed in the additional
relations. For instance, the formula:

uttered(S1,W1, inform(a, buyer,B,RB, content1, T1))∧
uttered(S2,W2, inform(a, buyer, C,RC , content2, T2)) ∧ T1 < T2

denotes the pattern where illocution the inform(a, buyer,B,RB, content1, T1)
was uttered before the illocution inform(a, buyer, C,RC , content2, T2) by agent
a paying role buyer.7

The integrity constraints from [Esteva et al., 2004b], expressed in definition
4.19, however, are not directly usable for the implementation of violation detec-
tion and reaction mechanisms, since these constraints express a necessary truth.
Although useful for the analysis of the integrity of an institution, the integrity
constraints expressed in 4.19 are too strong for the ‘flagging’ of violations. The
constraints from definition 4.19 express which states should not occur, but also
prevents these states from happening. Definition 4.19 defines a necessary con-
straint, instead of a deontic constraint, [Meyer et al., 1989; Meyer and Wieringa,
1993]. The difference between necessary constraints and deontic constraints is
that the former express an absolute truth, i.e., something that cannot be violated
by the system; if the left-hand side of an integrity constraint of definition 4.19
would hold, ⊥ would have to hold, which cannot be, therefore, the left-hand side
can never hold, thus restricting the possibility of the violation expressed in the
constraint from ever happening. However, to denote violations that can actually
occur in the system we need a weaker type of constraints, a constraint that ex-
presses what ideally would hold in the system, rather then what necessarily holds
in the system.

Instead, the integrity constraints, extracted from the norms, should be used
by the institution to ‘flag’ the violations of the norms. This means that whenever
an integrity constraint can be applied to the current state (i.e., the left-hand side
of the constraint has been fulfilled) a ‘flag’ will be raised to mark that a violation
of the corresponding norm has occurred. A weaker type of integrity constraint
(i.e., a deontic constraint) is expressed in the following definition:

Definition 4.20 Integrity constraints are first-order formulas of the form




n
∧

i=1

uttered(si, wki
, ili) ∧

m
∧

j=0

ej



 → Vk

7In all the following we capitalise all variables used in illocution schemes, and use capitals as
scene variables and scene state variables.
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where si is a scene identifier or variable, wki
is a state ki of scene si (or a state

variable), ili is an illocution scheme li (or variable) of scene si, ej is a boolean
expression over variables is illocution scheme ili and Vk is a (unique) violation
flag.

The integrity constraints of definition 4.20 work the same as those from definition
4.19, with the exception that it allows the occurrence of the violations specified.
When the pattern on the left-hand side is fulfilled, the institution flags that vi-
olation for the enforcers. Naturally, only flagging the violations does not make
a good enforcement strategy; reactions to the violations must be specified and
executed to make an implementation of the norm enforcement method described
in the second part of subsection 4.1.2.

These reactions to the violations, specified in the norm frame of definition
4.14 by sanctions and repairs, are translated to what we call dialogical constraints.
The dialogical constraints express the behaviour of the enforcers, i.e., telling them
what to do if a violation has been detected. A dialogical constraint is expressed
as follows:

Definition 4.21 Dialogical constraints are first-order formulae of the form:





n
∧

i=1
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, i∗li) ∧
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′
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where si, s
′
i are scene identifiers or variables, wki

, w′
ki

are states of scenes si
and s′i respectively (or state variables of scenes si and s′i), i

∗
li
, i

′∗
li

are illocution
schemes li (or variables) of scenes si and s′i respectively, and ej, e

′
j are boolean

expressions over variables from illocution schemes ili and i
′
li
, respectively. These

boolean expressions can include functions to check the state of the institution.

The intuitive meaning of a dialogical constraint is that when the illocution
pattern on the left-hand side is satisfied (i.e., the violation of the norm has oc-
curred), the illocutions on the right-hand side must be uttered (i.e., to sanction
the violator and repair the institution). In a sense, the violation of a norm by
agents within the institution makes the enforcers obliged to perform the actions
to punish the violating agent, making the dialogical constraint a sort of ‘obliga-
tion to enforce’. Although the enforcers use the violation flags to determine if
a norm has been violated, the dialogical constraint includes the pattern defining
the violation (the left-hand side of the dialogical constraint is the same as the
integrity constraint for a norm) to link variables in the right-hand side pattern to
the corresponding illocutions that violated the norm.
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The implementation of norm enforcement using these two constraints would
be as follows. First, the integrity constraints are integrated in the infrastructure
of the e-institution; i.e., the platform will be extended with an interpreter for
checking the integrity constraints all the time, raising flags when a norm has
been violated. Second, the enforcers of the institution will be programmed to
periodically check whether any flags exist, and will be equipped with the dialogical
constraints to ensure that they know what to do when a violation occurs. As
proposed in [Aldewereld et al., 2006b], a Prolog interpreter (very similar to the
one presented in [Garćıa-Camino et al., 2005]) can be implemented that would
evolve the state of enactment of an institution by adding violation marks (based
on violations detected through integrity constraints) and obligations to act (based
on the dialogical constraints).

4.3.3 Translating Norms to Constraints

With the means to detect violations and react to the violations defined, we need
to translate the norms from the norm frame of definition 4.14 to the integrity
constraints and dialogical constraints as mentioned above in definitions 4.20 and
4.21.

Before we can use norms specified in the norm frame of definition 4.14 we need
to translate the abstract and vague predicates and actions into corresponding con-
crete utterances and scenes that are specified in the definition of the institution.
The translation necessary for using highly-abstracted norms in e-institutions can
be considered a contextualisation (see subsection 3.4.1), as the actions (and pred-
icates) used in the abstract norms are linked to their corresponding meaning in
the domain of the e-institution. We already addressed this issue in chapter 3.4.1,
and will assume here that some translation, e.g., OBLIGED((a,DOaA) IFC) into
OBLIGED(utter(S,W, I) IFC)8, can be given, taking into account that scene S
and state W of the institution will correspond to the applicable state meant by
the norm, and that I is an illocution performed by a to implement action A. The
violation conditions, sanctions and repairs of the norms can be translated in a
similar fashion into utterances and boolean expressions.

The integrity constraint is then obtained from the contextualised violation
condition, while the dialogical constraint is obtained from a combination of the
violation condition and the sanctions and repairs of the norm. Let us clarify this
by means of an example.

Consider the norm for an electronic auction house that specifies that one has
to pay for the goods won in the auctions before leaving the institution. If the norm
is violated, the credit card of the violating agent (which must be given before the
agent is allowed to enter the institution) will be used for paying for the goods as

8This concrete notation of the norms in terms of utterances and propositions is very similar
to the norm language presented in [Garćıa-Camino and Rodŕıguez-Aguillar, 2005], which was
derived from the norm frame presented earlier in this chapter.
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NORM CONDITION OBLIGED((buyer,DObuyer pay(price, item)
BEFORE DObuyer leave(auction house))IFwon(buyer, item, price)

VIOLATION CONDITION NOTDONEbuyer pay(price, item)AND

DObuyer leave(auction house)AND

won(buyer, item, price)
DETECTION MECHANISM detect alarm(leave,′ starting′);

if check(won(buyer, item, price)) == true

then check(DONEbuyer(pay(price, item)));
SANCTION debit(price+ 100, creditcard, buyer)
REPAIRS credit(price, creditcard, seller)

Figure 4.5: Example norm of an electronic auction house.

well as a (substantial) fine for violating the norm. This norm is represented in
figure 4.5.

Next we contextualise the norm frame (all concepts used are concrete, so we
only have to translate them to utterances in the institution), given that we have an
institution with: a registration scene (s1), an auction scene (s2), and a payment
scene (s3). Transitions between scenes are possible from the entrance to s1, from
s1 to s2 (registration is required before participating in any auction as either
buyer or seller), from s2 to s3 (after each auction, items won have to be paid
for), and from s3 to either s2 or the exit (after paying, the agent can decide to
participate in other auctions, or leave the institution). Roles in the institution
range from buyers, sellers, auctioneers (not available to external agents) to staff
members (also not available to external agents).

In this context the individual parts of the norm represented in figure 4.5 needed
for the implementation of the norm enforcement become the following. The vio-
lation condition would be translated to:

¬uttered(payment,W1, inform(B, buyer, P, payee, pay(Item, Price), T2)) ∧
uttered(auction, w2, inform(A, auctioneer,B, buyer, won(Item, Price), T1)) ∧
uttered(payment,W2, inform(B, buyer, S, staff, leave(), T3)) ∧
T1 ≤ T2 ∧ T1 ≤ T3

The illocution pattern described by the formula above exactly represents those
institutional states in which the violation condition holds (i.e., someone has won
something, has not paid for it, and is about to leave the institution).

The sanction, penalising the violating agent with a sum equal to the price of
the item and a fine, would become the following:

uttered(S3,W3, inform(E, staff,B, buyer, debit(Fee, creditcard,B), T4))∧
Fee = Price+ 100

And the repair, paying the seller of the item the money for which the item was
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auctioned, would translate to:

uttered(S4,W4, inform(E, staff, P, payee, credit(Price, creditcard, P ), T5))

The integrity constraint is exactly the contextualised violation condition, re-
sulting in the following constraint that will be checked by the institution:








¬uttered(payment,W1, inform(B, buyer, P, payee, pay(Item, Price), T2)) ∧
uttered(auction, w2, inform(A, auctioneer,B, buyer, won(Item, Price), T1)) ∧

uttered(payment,W2, inform(B, buyer, S, staff, leave(), T3)) ∧
T1 ≤ T2 ∧ T1 ≤ T3









→ violation1

This integrity constraint expresses exactly what the violation condition of the
norm expresses in figure 4.5, only then in the context of this institution; a viola-
tion of the norm occurs when a buyer B has not performed the payment utterance,
while having won something (in the auction scene) and wants to leave the insti-
tution.

The dialogical constraint, which tells the enforcers (which are in this case the
internal agents playing the staff role) what to do when a violation of this norm
occurs is obtained by combining the contextualised violation condition and the
sanctions and repairs:









¬uttered(payment,W1, inform(B, buyer, P, payee, pay(Item, Price), T1)) ∧
uttered(auction, w2, inform(A, auctioneer,B, buyer, won(Item, Price), T2)) ∧

uttered(payment,W2, inform(B, buyer, S, staff, leave(), T3)) ∧
T1 ≤ T2 ∧ T2 ≤ T3









⇒





uttered(S3,W3, inform(E, staff,B, buyer, debit(Fee, creditcard,B), T4)) ∧
uttered(S3,W3, inform(E, staff, P, payee, credit(Price, creditcard, P ), T5)) ∧

Fee = Price+ 100





The combination of the integrity constraint, which is checked by the institution
and the dialogical constraint, which is used by the enforcers to determine the
reaction to violations of the norm, implements the norm specified in figure 4.5 in
the institution.

4.4 Concluding Thoughts

Norms play a vital role in the specification of (electronic) institutions. They can
be regarded as the ‘rules of the game’, defining what is and what is not accepted
in that institution. Norms specify the order in which actions must be performed,
and under which conditions certain actions are acceptable or unacceptable.

In established research on this topic much attention has been given to insti-
tutions relying on the ‘hard-coding’ of norms into the agents that will act in the
institution and on fully regulating these agents to prevent them from violating the
norms. Recent work, however, has taken another direction, making agents aware
of the norms and deliberate about them, thus making them more flexible and
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useable for different (normative) contexts. Another change is in the enforcement
of the norms, where it has been established that the violating of the norms does
not have to be a bad thing, and allowing norm violations not only increase the
autonomy of the agents in the institution, but can also increase the efficiency of
the systems itself.

This new approach of implementing norms through active norm enforcement
of trying to detect violations of the norms and reacting accordingly (i.e., punishing
the violating agents and trying to repair the situation) has brought a problem to
the representation of the norms. Norms used to be represented in a declarative
manner, expressing what is right and wrong, while an operational meaning of the
norm is required for the implementation of active norm enforcement. To address
this representational problem we added operational meaning to the norms by
annotating the norms with fields that tell enforcers what to do to detect the
violations of the norm, as well as what to do when the norm violation is detected.

Representing and specifying the norm in this manner makes implementing
them much easier, since the method of detecting and the required reaction to
a violation can almost immediately be translated to operational constraints in
the (technical) implementation of the institution and its enforcers. In fact, an
automated translation from the norm frame to the operational constraints has
been proposed by [Garćıa-Camino and Rodŕıguez-Aguilar, 2006], and an imple-
mentation of the enforcement mechanism in islander (checking the integrity
constraints and acting on the dialogical constraints) has been provided by a Pro-
log interpreter as noted earlier.

In this chapter we have shown how the transition from norms to implementable
constraints can be made, and thereby giving a generic implementation method
for normative institutions. Highly-regulated systems, systems with a huge num-
ber of norms governing the behaviour of the agents, can thus be implemented
by introducing the constraints and enforcement necessary for guaranteeing norm
compliance (with the addition of some regimenting constraints, as explained in
3.4.1 and 4.1.2). While the enforcement of the norms is guaranteed, these kinds
of systems retain a very high level of freedom for agents to decide what the right
course of action is to minimise the violation of the norms of the system. To assist
agents in their goals, protocols can be designed that ensure that, when followed,
the agent will not violate any of the norms, while still being able to (try to) achieve
their (socially accepted) goals in the institution. The problem remains, however,
to design such protocols, as the combined complexity of the high number of norms
with the general abstraction used in the norms can make it hard to design norm
compliant protocols. We will address this problem in the next chapter.





Chapter 5
Protocols for Highly-Regulated

Systems

In previous chapters we introduced the means to design and implement normative
institutions given their specification in terms of norms. We have shown how
an active norm enforcement can be used to regulate the interactions between
agents, by defining and reacting to violations. Although we consider allowing
norm violations in institutions a good thing, because they increase the level of
autonomy of the participating agents and can increase the efficiency of the system
as a whole, the violations themselves, however, are still something that should be
avoided if possible. In chapter 4 we have introduced the means to control and
regulate violations that occur in the system, by applying punishments to those
agents that violate the norms.

Operating in these systems that are governed by a large number of norms can
be hard, particularly if one is trying to avoid violating the norms of the system.
To help agents function in such a highly-regulated domain protocols can be used
as guidelines to tell the agents how certain tasks can be achieved with a minimal
risk (or rather, no risk at all) of violating the norms. Designing such protocols is
hard due to the abstract and complex nature of norms.

In this chapter we address this problem of designing protocols for domains
which are regulated by a large number of (vague and abstract) norms. We show
a framework that can be used to design a (prototypical) protocol in an intuitive
manner. This framework uses the notion of landmarks to denote which steps
(possibly dictated by the laws of the system) should be taken and in which order.
These landmarks will be partially extracted from the norms of the system to
ensure that protocols generated by this framework have a certain level of norm
compliance. The landmarks extracted from the norms will be strengthened with
other landmarks to denote important steps to increase the feasibility and efficiency
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of the protocols, while still trying to be norm-compliant.

5.1 Protocols as Guidelines

In systems specified by norms resulting from the design process discussed in pre-
vious chapters, the agents are not constrained to act in a certain manner, thereby
allowing them to do whatever they want (to a certain extent). While such freedom
allows for a higher level of autonomy of the agents and for innovative new ways
of achieving their goals (within the legal boundaries specified by the norms), this
freedom can also work counter-effective as it can be hard to decide how things are
best done in that system. Particularly, agents that are not able to reason about
the norms that govern the system will have a hard time achieving their desired
goals without breaking any of the norms. Moreover, if the system is governed by
a lot of highly abstracted norms (which is not unusual for human institutions,
and possible for the electronic counterparts of such institutions) agents that do
have the capacity to understand and reason about the norms will also have quite
a challenge in deciding the best course of action to achieve a particular goal.

To address this problem, guidelines can be designed to help the agents perform
the most basic and frequently done tasks and to help them achieve the most
common goals in the highly-regulated institutions. These guidelines, or protocols,
are a step-by-step description of the actions that need to be taken to achieve a
certain goal (preferably with few or no violations of the norms of the system),
and describing under which conditions these steps or alternative steps have to be
taken.

While existing protocols (translated from the real-world counterpart of the
institution) can be used, such protocols are not always present or might not be
sufficient for the electronic institution, and new protocols have to be designed.
This is unfortunately hard to do due to the gap that exists between the normative
specification of the system and the procedural nature of the protocols. As we have
shown in earlier chapters, norms tend to be defined in some form of deontic logic,
in order to express the accepted (legal) behaviour through obligations, permissions
and prohibitions. It is hard to connect this kind of norms with the practice as:

a) Norms in law are formulated in an abstract way, i.e., the norms are expressed
in terms of concepts that are kept vague and ambiguous on purpose.

b) Norms expressed in deontic logic are declarative in nature, i.e., they have
no operational semantics (they express what is acceptable, but not how to
achieve it).

c) As explained in [Wooldridge and Ciancarini, 2002], in those formalisms and
agent theories based on possible worlds, there is usually no precise connection
between the abstract accessibility relations used to characterise an agent’s
state and any computational model. This makes it difficult to go directly
from a formal specification to an implementation in a computational system.
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legal
illegal

Laws Regulations Practice

+ very expressive
- almost undecidable

+ very efficient
- too restrictive

• expressive
• decidable but not efficient

Figure 5.1: Comparison between laws, regulations and practice.

These three issues together create the difference between the normative and
the procedural dimensions of electronic institutions (first discussed in [Dignum,
2002]), which has already been reduced from different perspectives in previous
chapters. In chapter 3 we proposed formal tools to link abstract normative spec-
ifications to more concrete ones (issue a). In [Dignum et al., 2002a,b; Dignum,
2004] the expressiveness of norms (issue b) is extended by means of some vari-
ations of deontic logic that include conditional and temporal aspects [Broersen
et al., 2004; Dignum et al., 2004]. However, by introducing some sort of temporal
or dynamic logic operators, the resulting specification becomes more expressive
but computationally too expensive to be used at run-time by agents. To solve
this, the norms have to be extended with an operational meaning to express how
the norms should be implemented in multiagent systems, like we have done in
chapter 4. In this chapter we try to solve a part of the third issue by giving an
explicit bridge between institutional norms and protocols.

5.2 From Norms to Protocols: Landmarks

Our approach is inspired by how the gap between the normative and procedural
dimensions is bridged in human institutions. Human laws express in an abstract
way wanted (legal) and unwanted (illegal) states of affairs. Although laws are
extremely expressive, they do not express how to achieve a given state of affairs,
and therefore they are exceedingly hard to use in practice to, e.g., to guide each
decision in a process. In practice more efficient representations are needed, such
as protocols or guidelines. In rule-based legal systems (those based in Roman-
Germanic law), regulations add an intermediate level between laws and practice,
by giving some high-level specifications on some constraints about how things can
or cannot be done. These high-level descriptions are therefore interpretations of
the law that add some operational constraints to be met by the practice (see figure
5.1). Using this idea, we introduce an intermediate level between institutional



104 PROTOCOLS FOR HIGHLY-REGULATED SYSTEMS 5.2

norm specifications and institutional protocols based on landmarks (the example
shown in figure 5.2 will be discussed in more detail in section 5.4).

O(certify_death < remove_organ)

Norms Landmarks Protocol

certify_death

check_bloodtype

remove_organ

assign_organ

execute_brain_death_procedure ;
take_blood_sample ;
test_blood(bloodtype) ;
start_operation ;
remove_organ ;
assign_organ(patient,bloodype) ;
operate(patient)

Figure 5.2: From norms to protocols via landmarks.

5.2.1 Landmarks

The notion of landmarks is based on work of [Smith et al., 1998], where landmarks
are defined as a set of specifiable semantic properties that must hold of the agents
involved (e.g., an offer has been made; an offer has been accepted). A landmark is
identified by the set of propositions that are true in the state represented by the
landmark. This notion of landmarks has also received much attention in recent
work on multiagent systems. In [Kumar et al., 2002], for example, landmarks
are used in order to specify conversation protocols between agents at an abstract
level. In contrast to other approaches in the formalisation and reasoning about
conversation protocols, [Kumar et al., 2002] claim that it is needed to focus on
the states, or rather the effects of the conversational actions, instead of focussing
on the actions themselves to do formal analysis of conversation protocols. To
this end they formalise conversation protocols as a (partially ordered) pattern
of states, describing the respective order in which each state should be reached
(thereby abstracting from the actual means to reach these states from previous
states). In [Dignum, 2004] and [Vázquez-Salceda et al., 2004] landmarks are used
with similar purposes in order to provide abstract specifications of organisational
interaction in general. The landmarks in [Dignum, 2004; Vázquez-Salceda et al.,
2004] are formalised as state descriptions, thus being sets of states (in a modal
logic setting), to model the interaction in scenes of an organisation. A landmark
in this approach represents the result of an interaction script, and the (partially
ordered) landmark structures that are created represent the temporal order or
relation between the different stages of a scene in an organisation. The directed
graph formed from the partial ordering of the landmarks is called a landmark
pattern.
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No matter how landmarks are represented – as states, or sets of states – their
relevance in protocol specification is dictated by the simple observation that sev-
eral different actions can bring about the same outcome. Once the outcomes of
actions are organised in a structured description (i.e., a landmark pattern), it
becomes possible to represent families of protocols abstracting from the actual
transitions by which each protocol is constituted. This makes landmarks an ideal
solution for bridging the gap between the abstract normative level and the proce-
dural level of protocols. The landmark pattern fully captures the order in which
states should occur, representing the important steps that any protocol should
contain, while still abstracting from the actual procedural information on how
the transition from one state to another should be achieved. In essence, a land-
mark pattern represents ‘those steps that should be taken and in which order’.

However, this is not enough for protocol design in highly-regulated domains.
In these domains explicit limitations on the procedures used by agents also exist.
In fact, explicit expressions of such limitations can be found in the institutional
regulations by means of norms of the prohibitive type. To capture these we,
therefore, extend the notion of landmarks with negative landmarks, which, intu-
itively, mark the states that should not be reached by any protocol. By means
of these negative landmarks it becomes possible to extend a landmark pattern to
incorporate a reference to ‘which steps should not be taken’.

The landmark pattern is then a combination of these notions of positive and
negative landmarks. It expresses the states that should be achieved, the order in
which these states should be achieved, as well as the states that should be avoided
by all protocols designed for the domain represented in the pattern.

Definition 5.1 (Landmark Pattern)

A landmark pattern is a structure L = 〈L+, L−,≤〉 where L+ and L− are finite
sets of landmarks and ≤ is a partial order on L+.

In a sense, a landmark pattern can be seen as a collection of (abstract) goals and
the order in which these goals have to be achieved.1 The negative landmarks,
on the other hand, are sort of ‘warning signals’ to tell what is best avoided. For
now, we treat landmarks as just distinct elements of a structure (the landmark
pattern); a specification of what a landmark exactly is in our framework will be
made clear later on.

Given by its use as an intermediate level between the norms and the protocol,
a landmark pattern will have to contain at least the important states that are
given by the normative specification of the domain. The idea is that the norm

1Since the protocol is designed for a specific task, there should be a landmark in the pattern
that denotes the goal of the protocol (it denotes the liveness aspect of the protocol). This
landmark is either added manually (as done in the example shown later in section 5.4, or part
of the normative description (as we assume in the other examples used in this chapter). This
goal of the protocol is related to the liveness of the protocol, while the normative landmarks
are related to the safety of the protocol. These aspects of protocols will be discussed in more
detail in chapter 6.
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compliance of tasks in normative domains is bound by the order in which actions
are performed by agents and the (temporal) relation between these actions and
events occurring. This (temporal) relation between actions and events as specified
by the norms should be captured in the landmark pattern to provide a strong
(norm-compliant) basis for the protocol. For example, in the domain of organ
transplantation it is essential that the permission for removal of the organs of a
deceased patient is obtained before the organs are actually removed and used for
organ transplantation. This collection of landmarks, extracted from the norms
will be referred to as the normative landmarks.

Similar to the relation between norms, regulations and practice, where regula-
tions add operational information to the restrictions given by the norms, a land-
mark pattern should add information to the normative goals in order to bridge
the gap between the norms and the practice. The norms only give a (temporal)
ordering of the states that should be reached. The normative landmark pattern
extracted from these norms will thus leave many blanks, situations where the or-
der of events/actions is undetermined by the norms or only minimally described.
The choices in ordering that are not specified in the pattern, however, will in most
cases influence the efficiency or even the feasibility of the pattern. For example,
norms concerning organ transplantation describe that permission for organ re-
moval must be obtained before the organs are removed2, as well as that doctors
should check whether a patient is brain death before starting the operation for
removing organs of the patient. These two norms only describe that two states
should be reached (permission is obtained, ρ, and patient’s death is certified, δ)
before another state happens (organs are removed, π), defining the landmark pat-
tern 〈{ρ, δ, π},∅, {(ρ, π), (δ, π)}〉. No information is given about the ordering of
states ρ and δ, but obviously making sure that δ happens before ρ is more prac-
tical then having ρ occur before δ3. This would mean that we add the ordering
δ ≤ ρ to our landmark pattern, to obtain 〈{ρ, δ, π},∅, {(ρ, π), (δ, π), (δ, ρ)}〉.

In this case we added an extra ordering between existing landmarks to ex-
clude the possibility of inefficient situations arising, but additional landmarks,
both positive as well as negative ones, can be added to the existing pattern
to express information concerning efficiency and feasibility. Take for instance
an extension of our previous example, where we include the additional step of
assigning the organs that were just extracted from the deceased patient. Ac-
cording to the law, the assignment procedure can only start after the organs
have become available (though, in this case, it is in dispute whether an organ

2Permission for removal of organs, as described in the law on organ transplantations, is either
through a statement that the deceased made before his dead, or through a complex procedure
that involves the relatives of the deceased.

3Although mistakes in the first observation of someone being dead, before the actual medical
procedure to certify that someone is brain death, seems more a thing of the past due to new
procedures and technologies, mistakes can still happen and cause quite a bit of grief to relatives.
The obligation to certify a patient’s state of being before starting the operation to extract organs
signifies that mistakes can still happen (or at least, the law rather prevents these mistakes from
happening). The saying “it is better to be safe than sorry” comes to mind.
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is available after the permission has been given to extract the organ, or after
the actual extraction, for simplicity we assume the latter is the case), given in
the following landmark pattern (α represents the state of the organ being as-
signed): 〈{ρ, δ, π, α},∅, {(ρ, π), (δ, π), (δ, ρ), (π, α)}〉4. The procedure of assigning
organs, however, needs certain information about the organ to make sure that
the assigned receiver is a compatible recipient. Leaving the pattern as it cur-
rently is, this information will need to be gathered at the moment the assign-
ment is taking place (meaning, somewhere after π, but before or at the time
of occurrence of α). Most of the information needed for the assignment pro-
cess (for instance, the blood type of the deceased, which influences the list of
compatible recipients) can be gathered in the beginning of the protocol (after or
at the moment one checks whether the deceased is medically death), and doing
so can greatly improve the speed at which a organ can be assigned, because a
compatible organ recipient is found earlier in the process and thus increases the
chances of the success of the organ transfer (due to degration of the organ once
it is recovered from the deceased patient). This means that adding a landmark
(check bloodtype, β) to the beginning of the landmark pattern can increase the
efficiency of the existing pattern. The resulting pattern would, for example, be
〈{ρ, δ, π, α, β},∅, {(ρ, π), (δ, π), (δ, ρ), (π, α), (δ, β), (β, ρ)}〉.

As can be seen from these examples, the additional landmarks to increase
the efficiency of the normative landmark pattern are highly subjective, and are
domain-specific (or even task-specific). As seen in the second example in particu-
lar, information from the practice, in this case the working of the procedure of the
assignment process, is used to extend the normative landmark pattern to bring it
closer to the operational level of protocols. Other information that can be used
for this purpose includes preferred orderings of actions (e.g., rules as “normally,
α is done before β”, although no normative or efficiency related motivation has
been given), capability related (e.g., one is only capable to include the source
and reliability of recorded data if the data is actually recorded) and reachability
related (e.g., reaching α when β has not happened makes it impossible to reach
β).

Even though all kinds of additional information concerning efficiency and fea-
sibility can be added to the landmark pattern, some limitations still exist that
should not be overlooked. The pattern will have to satisfy certain principles to be
useful at all for protocol design. Firstly, the landmark pattern needs to be norm-
compliant. The addition of procedural landmarks to the normative landmark
pattern should not make the landmark pattern norm violating (i.e., landmarks
added, or orderings changed, should not be done when in conflict with the re-
quirements specified by the norms5). Secondly, the pattern needs to contain only

4Note that this landmark pattern already includes the additional ordering previously dis-
cussed; the patient is checked for being brain death before the permission is obtained.

5Naturally this requires a norm-compliant normative landmark pattern to start with, which
should in most cases be self-evident. However, domains with conflicting norms do exist, for
instance due to contrary-to-duty obligations [Tomberlin, 1981; Prakken and Sergot, 1996], and



108 PROTOCOLS FOR HIGHLY-REGULATED SYSTEMS 5.3

reachable landmarks, i.e., all goals specified within the landmark pattern must
be achievable. The landmark pattern should not express landmarks that are un-
achievable by definition (e.g., a state satisfying α as well as ¬α), or express an
ordering over the landmarks that is impossible to fulfil (e.g., the ordering of a
pattern where doing one part of the pattern makes it impossible to complete the
other part). Lastly, next to the norm compliance and reachability restrictions,
a landmark pattern should only express goals that are within the capabilities of
the agents. Naturally, a landmark could represent a state that would need a
cooperation of different agents to be achieved, however, states that are totally
unobtainable for the agents should not occur in the pattern (e.g., the remove or-
gans state from our earlier example, while illustrative, would be hard to reach for
most (software) agents at the present day).

Although the added information about feasibility, reachability and efficiency
helps a lot in closing the gap between the normative level and the protocols and
makes it easier to design protocols in the end, it does make it hard to automate
the entire procedure. In the following we will show that extracting the landmark
pattern from a set of norms can be done semi-automatically, where the only
part of this procedure that cannot be done automatically is the addition of extra
landmarks to strengthen the landmark pattern extracted from the norms, mainly
because these additional landmarks are highly subjective and domain-specific. We
will also show how we can translate the landmark pattern into a protocol for the
specified domain.

5.3 Creating Protocols by use of Landmarks

Creating a protocol for a normative domain (such as the ones described in chap-
ter 4) is done through the use of the intermediate level of landmarks that we
presented above. This process of generating a (prototypical) protocol for a nor-
mative domain is the following. First a set of landmarks is extracted from the
norms governing the domain. To extract this (normative) landmark pattern from
the norms we use a technique presented in [Vardi and Wolper, 1994; Vardi, 1996;
Wolper, 2002], which was originally developed with model-checking in mind (some
model-checkers, like SPIN, [Holzmann, 1997], are built around principles similar
to those of this technique). The idea is that we create a generic, canonical-like
model representing all LTL models that satisfy the norms of the system. This
canonical model is, in fact, a finite state machine as we show later on in section
5.3.1. From this finite state machine we generate a regular expression expressing
the characteristic features of all models satisfying the norms. We will show that
this expression is, in fact, a basic landmark pattern, exactly containing all the im-
portant states (landmarks) expressed in the norms, as well as the order in which

landmark patterns containing conflicting normative goals should be solved (for instance, change
the orderings, or remove normative goals, in such a way that the landmark pattern is still viable
for the task at hand but norm-compliant as well).
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these states must occur (thus making it a landmark pattern). This normative
pattern will then be expanded with extra landmarks to strengthen it to a full
landmark pattern (as described above). The landmark pattern, now including all
important states, both normative-wise and efficiency-wise, will then be translated
into a protocol for the normative domain6.

Before we explain how the landmarks are extracted from the norms and are
subsequently translated into a protocol, let us first look at the relations between
LTL formulas and finite automata.

5.3.1 From LTL to Finite-State Automata

In order to extract the landmarks from the LTL formulas representing the norms
in the domain, we need a manner of modelling the LTL formulas in such a way
that their characteristic features become apparent. The choice of making a char-
acteristic, canonical-like model for the LTL formulas by means of a finite state
machine was given by the intuition surrounding LTL semantics. It is reasonable
to think of a temporal formula as being a description of a set of infinite sequences;
namely those that satisfy the formula. A natural way to check whether a specific
sequence satisfies a temporal logic formula ϕ, is to attempt to label each of the
states of the sequence with the subformulas of ϕ. One would start with labelling
the states with the propositional subformulas, and then going outwards adding
exactly those subformulas that are compatible with the LTL semantics. This pro-
cedure can, of course, not be applied for infinite sequences, but the intuition it
presents will prove useful for the link between LTL formulas and finite automata.

The idea would then be, given the fact that LTL formulas represent infinite
traces that satisfy that formula, to generate a finite state machine that accepts
exactly those infinite traces. Finite-state machines that accept infinite traces are
known as Büchi automata, see [Büchi, 1962; Thomas, 1990].

The temporal logic that we are going to use in the following is almost identical
to the one presented in chapter 4, with the most important difference that we only
allow negations to be applied to atomic propositions (all formulas of the logic are
in negated normal form). The formulas of linear-time temporal logic build from
a set of atomic propositions P are the following:

• true, false, p, ¬p for all p ∈ P ;

• ϕ1 ∧ ϕ2 and ϕ1 ∨ ϕ2, where ϕ1 and ϕ2 are LTL formulas;

• #ϕ1, ϕ1 until ϕ2, and ϕ1 releases ϕ2, where ϕ1 and ϕ2 are LTL formulas.

6Note that the technique described here is not designed to generate all possible protocols,
but to provide help in the creation of protocols for a normative domain, in general. Generating
all protocols from a landmark pattern would be hard due to the subjective choices that can be
made. The idea of our approach is more to give a ‘skeleton’ or ‘prototypical’ protocol by means
of the landmark patterns, since, at least, the normative landmarks extracted from the norms
must, in some way, be satisfied in every protocol for that task in a given domain.
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The operator # is similar to NEXT used in chapter 4, i.e., it relates to the next
state. Likewise, the until operator is similar to the UNTIL operator used in chap-
ter 4 in that it requires the first argument to be true until the second argument
is true, which is required to happen. The releases operator is the dual of until
and requires its second argument always to be true, a requirement that is released
as soon as its first argument becomes true. The extension of the logic of chapter
4 with a ‘release’ operator is necessary for the compliance to the negated normal
form, as the abbreviation used in chapter 4 to define the SOMETIME-operator
is not compliant with this normal form, and has to be redefined using the newly
introduced release operator. The new definition of the always and sometime
operators would now become (related to the SOMETIME and ALWAYS operators
used in chapter 4):

• 3ϕ = true until ϕ, which is read “eventually” and requires that its ar-
gument be true at some point in the future (like SOMETIMEϕ in chapter
4);

• 2ϕ = false releases ϕ, which is read “always” and requires that its argu-
ment be true at all future points (like ALWAYSϕ in chapter 4).

We define the semantics of LTL (like in chapter 4) with respect to sequences
σ : N → 2P .7 For a sequence σ, we write σ(i) to denote the i th state of σ, and
σj to denote the suffix of σ obtained through removing the first j states of σ, i.e.,
σj(i) = σ(j + i). The truth value of a formula on a sequence σ, which is given
as the truth value obtained by evaluating the formula on the first state of the
sequence, is given by the following rules:

• For all σ, we have σ � true and σ 6� false;

• σ � p for p ∈ P iff p ∈ σ(0);

• σ � ¬p for p ∈ P iff p 6∈ σ(0);

• σ � ϕ1 ∧ ϕ2 iff σ � ϕ1 and σ � ϕ2;

• σ � ϕ1 ∨ ϕ2 iff σ � ϕ1 or σ � ϕ2;

• σ � #ϕ1 iff σ1
� ϕ1;

• σ � ϕ1 until ϕ2 iff there exists i ≥ 0 such that σi � ϕ2 and for all 0 ≤ j < i,
we have σj � ϕ1;

• σ � ϕ1 releases ϕ2 iff for all i ≥ 0 such that σi 6� ϕ2, there exists 0 ≤ j < i

such that σj � ϕ1.

7With respect to the semantics presented in chapter 4, definitions 4.2 and 4.3, this relates to
the sequence W, where N indicates the state ηi of W, and the element of 2P relates to the set
of propositions valid in ηi as defined by vi in W. See section 4.2.1 for more details.
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Given these semantics it can easily be shown that this is equivalent to a ver-
sion of the temporal language LTP presented in 4.2.1 where all DO and DONE

operators have been flattened to pure propositional expressions (e.g., DO ρ would
become the proposition do(ρ), thus eliminating the operators of LTP to denote
actions).

Although many normative operators can be defined in this temporal logic (as
we have shown earlier in 4.2.1, and was done, for instance, in [Broersen et al., 2004;
Dignum et al., 2004; Dignum, 2004]), we limit the operators that are considered
here to deadlines and (non-temporal) prohibitions. The LTL representation of
these, derived from propositions 4.6 and 4.9, are the following’

O(ρ < δ) ⇔ 3δ ∧
[

(¬δ ∧ ¬ρ ∧ ¬v(ρ, δ)) until

((ρ ∧ ¬δ ∧ 2¬v(ρ, δ)) ∨ (¬ρ ∧ δ ∧ v(ρ, δ)))
]

(5.1)

F (α) ⇔ 2(¬α ∨ #v(α)) (5.2)

The obligation expressed in (5.1) is similar to the deadline expressed earlier in
proposition 4.6. This deadline is a strict deadline, where ρ must occur on or more
states before the occurrence of δ. The prohibition of (5.2) is directly derivable from
proposition 4.9 in that it expresses a prohibition that is not temporally bound (i.e.,
the deadline, expressed in proposition 4.9 never occurs, making the prohibition
last forever). It exactly expresses the intuitive notion of a prohibition; whenever
the forbidden state α occurs, a violation occurred. Later on in this section we
show how norms expressed by these LTL formulas can be converted to a finite
automaton.

Automata on Infinite Sequences

The theory of automata, and thereby that of abstract computing devices, goes
back as far as the 1930s to the studies of Turing machines by Alan Turing. Al-
though much more complex than today’s finite state machine, the Turing machine,
in its objective to study and express the capabilities of computing devices, laid
the foundation of the finite automata theory. The finite automata that we con-
sider here, date back to the 1940s and 1950s, where they were studied and used to
model brain functions, but turned out to be useful for a variety of purposes, one
being the study of formal ‘grammars’, as done in the late 1950s by the linguist
Noam Chomsky. A good introduction to the theory of finite automata can be
found in [Hopcroft et al., 2006] and [Sipser, 1997].

The automata that we consider are Büchi and generalised Büchi automata on
infinite words. Infinite words are sequences of symbols isomorphic to the natural
numbers, or more precisely, an infinite word w over an alphabet Σ is a mapping
w : N → Σ ([Thomas, 1990; Staiger, 1997]). Büchi infinite word automata have
exactly the same structure as traditional finite word automata, with the exception
that their semantics are defined over infinite words. A Büchi automaton is defined
as a tuple A = (Σ, S,∆, S0, F ) where
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• Σ is an alphabet,

• S is a set of states,

• ∆ : S × Σ → S (deterministic) or ∆ : S × Σ → 2S (nondeterministic) is a
transition function,

• S0 ⊆ S is a set of initial states (a singleton for deterministic automata), and

• F ⊆ S is a set of accepting states

A word w is accepted (or recognised) by a Büchi automaton A = (Σ, S,∆, S0, F )
if there exists a sequence λ : N → S of states such that

• λ(0) ∈ S0 (the initial state of λ is an initial state of A),

• ∀i ≥ 0, λ(i + 1) ∈ ∆(λ(i), w(i)) (the sequence of states is compatible with
the transition relation of A),

• inf(λ) ∩ F 6= ∅ where inf(λ) is the set of states that appear infinitely often
in λ (the set of repeating states of λ intersects the accepting set F ).

Generalised Büchi automata differ from Büchi automata by their acceptance
condition. The acceptance condition of a generalised Büchi automaton is a set of
sets of states F ⊆ 2S , and the requirement that some state of each of the sets
Fi ∈ F appears infinitely often. More formally, a generalised Büchi automaton
A = {Σ, S,∆, S0,F} accepts a word w if there is a sequence λ of states for w by
states of A that satisfies the same first two conditions as given above, the third
being replaced by:

• For each Fi ∈ F , inf(λ) ∩ Fi 6= ∅.

We use nondeterministic, generalised Büchi automata for the first stage of
the translation (the reason for this will be apparent later on), which we can
then translate to an equivalent nondeterministic Büchi automaton to extract the
regular expression describing this automata. This translation from generalised
Büchi to ‘normal’ Büchi will be presented later on when we discuss the relation
between the automata and regular expressions.

Linking LTL to Büchi Automata

The translation from LTL formulas to (generalised) Büchi automata is taken
from work presented in [Vardi and Wolper, 1994; Vardi, 1996; Wolper, 2002]. The
idea is that the sequences (words) accepted by an automaton correspond exactly
to those LTL sequences satisfying the formula. The problem thus becomes the
following: given an LTL formula ϕ build from a set of atomic propositions P ,
construct an automaton A on infinite words over the alphabet 2P that accepts
exactly the infinite sequences satisfying ϕ.
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Before the procedure given in [Wolper, 2002] is presented, let us first look at
the problem of determining whether a sequence σ : N → 2P satisfies a formula ϕ.
This is done, as presented in [Vardi and Wolper, 1994; Wolper, 2002], by labelling
the sequence with subformulas of ϕ in a way that respects LTL semantics. In a
sense, this labelling τ of sequence σ indicates which (temporal) subformulas hold
at each state of σ, i.e., a subformula ϕ1 of ϕ (it is defined below what a subformula
is) labels a position i (written as ϕ1 ∈ τ(i)), if and only if σi � ϕ1 (that is, the
sequence σi satisfies ϕ1 in accordance with the rules given on page 110)8. Before
this sequence labelling is defined, let us first define what a subformula of ϕ is.
The set of subformulas of a formula ϕ, called the closure of ϕ (cl(ϕ)), is defined
as follows:

• ϕ ∈ cl(ϕ);

• ϕ1 ∧ ϕ2 ∈ cl(ϕ) ⇒ ϕ1, ϕ2 ∈ cl(ϕ);

• ϕ1 ∨ ϕ2 ∈ cl(ϕ) ⇒ ϕ1, ϕ2 ∈ cl(ϕ);

• #ϕ1 ∈ cl(ϕ) ⇒ ϕ1 ∈ cl(ϕ);

• ϕ1 until ϕ2 ∈ cl(ϕ) ⇒ ϕ1, ϕ2 ∈ cl(ϕ);

• ϕ1 releases ϕ2 ∈ cl(ϕ) ⇒ ϕ1, ϕ2 ∈ cl(ϕ).

The labelling τ of a sequence σ (called a closure labelling in [Wolper, 2002])
denotes formulas of the closure of ϕ that hold at a given position.9 To guarantee
the correspondence between positions in τ with positions in σ, the closure labelling
is defined by means of a set of rules that mirrors LTL semantics. This definition
(taken from [Wolper, 2002]) is as follows: a closure labelling τ : N → 2cl(ϕ) of a
sequence σ : N → 2P for a formula ϕ over a set of atomic propositions P is valid
when it satisfies the following rules for every i ≥ 0:

1. falsum 6∈ τ(i);

2. for p ∈ P , if p ∈ τ(i) then p ∈ σ(i), and if ¬p ∈ τ(i) then p 6∈ σ(i);

3. if ϕ1 ∧ ϕ2 ∈ τ(i) then ϕ1 ∈ τ(i) and ϕ2 ∈ τ(i);

8Validly labelled structures such as these are called Hintikka Models in modal logic literature.
In [Hintikka, 1962] Hintikka introduced a method for creating semantical models for the study
of epistemic logic. The idea used there is similar to the one presented in [Wolper, 2002] which is
shown here; the model gives a (partial) description of possible states of affairs, build iteratively
from formulas that are already in the model.

9A state s in the sequence σ is an LTL state characterised in the propositional elements
that hold in that LTL state. These LTL state descriptions will ultimately form the symbols
of the language accepted by the automaton, the sequence of these state descriptions being
the words accepted by the automaton. The closure labelling, on the other hand, denotes the
temporal formulas that must at least hold at the different stages of an automaton run, they will
ultimately be used as the labellings of the automaton states. The relation between the transition
labels (symbols of the language) and the automaton state labels is then given by rules 1 - 8, as
specified in proposition 5.4.
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4. if ϕ1 ∨ ϕ2 ∈ τ(i) then ϕ1 ∈ τ(i) or ϕ2 ∈ τ(i);

These rules ensure that the propositional part of LTL is satisfied by the closure
labelling. Note that because the rules are specified as ‘if’ rules and not as ‘if and
only if’ rules, the closure labelling is not required to be maximal, i.e., the rules
give the requirements that must be satisfied by the closure labelling, but do not
require that all formulas of the closure that hold at a given position are included
in the label of that position.

For the temporal operators, the following rules are given.

5. if #ϕ1 ∈ τ(i) then ϕ1 ∈ τ(i+ 1);

6. if ϕ1 until ϕ2 ∈ τ(i) then either ϕ2 ∈ τ(i), or ϕ1 ∈ τ(i) and
ϕ1 until ϕ2 ∈ τ(i+ 1);

7. if ϕ1 releases ϕ2 ∈ τ(i) then ϕ2 ∈ τ(i), and either ϕ1 ∈ τ(i) or
ϕ1 releases ϕ2 ∈ τ(i).

Rule 5 for the # operator follows directly from the LTL semantics of the operator.
For the until and releases operators, however, the equivalences ϕ1 until ϕ2 ≡
(ϕ2∨(ϕ1∧#(ϕ1 until ϕ2))) and ϕ1 releases ϕ2 ≡ (ϕ2∧(ϕ1∨#(ϕ1 releases ϕ2)))
are used for the definition of rules 6 and 7 instead, since they avoid the reference
to a possibly infinite set of points in the sequence (it can be easily shown that
these equivalences follow from the semantics of these operators).

Unfortunately, an extra rule is required to guarantee that the labelling satisfies
subformulas with an until. Since rule 6 does not force the existence of a point
at which ϕ2 appears, this can be postponed forever (which is inconsistent to the
LTL semantics of the until operator). An extra rule to guarantee the existence of
this point satisfying the eventuality (formulas of the form ϕ1 until ϕ2 are called
eventualities, because ϕ2 must eventually hold) has to be added:

8. if ϕ1 until ϕ2 ∈ τ(i) then there is a j ≥ i such that ϕ2 ∈ τ(j).

Given these restrictions, a formalisation of the relation between the closure
labelling and the LTL sequence is given in [Wolper, 2002]:10

Theorem 5.2 Consider a formula ϕ defined over a set of propositions P and a
sequence σ : N → 2P . One then has that σ � ϕ iff there is a closure labelling
τ : N → 2cl(ϕ) of σ satisfying rules 1 - 8 and such that ϕ ∈ τ(0).

Given this theorem, the relation between an automaton A accepting all se-
quences satisfying ϕ and the LTL models is rather obvious. Recall that automata
accept infinite sequences (words) when this sequence can be labelled by states of
the automaton, while satisfying the conditions that the first state of the sequence
is a start state of A, the transition relation of A is respected and the acceptance

10The proof of this theorem can be found in [Wolper, 2002].
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condition of A is met. It then becomes obvious to use 2cl(ϕ) as state set (and pos-
sible state labels), and create an automaton over the alphabet 2P that satisfies
the necessary properties expressed in the labelling rules expressed above.11

Definition 5.3 A Büchi automaton for a formula ϕ is a tuple Aϕ = (Σ, S,∆, S0,F),
where

• Σ = 2P

• S is the set of states s ⊆ 2cl(ϕ) that satisfy

– falsum 6∈ s;

– if ϕ1 ∧ ϕ2 ∈ s then ϕ1 ∈ s and ϕ2 ∈ s;

– if ϕ1 ∨ ϕ2 ∈ s then ϕ1 ∈ s or ϕ2 ∈ s.

• The transition function ∆ is defined as t ∈ ∆(s,a) iff

– For all p ∈ P , if p ∈ s then p ∈ a.

– For all p ∈ P , if ¬p ∈ s then p 6∈ a.

– If #ϕ1 ∈ s then ϕ1 ∈ t.

– If ϕ1 until ϕ2 ∈ s then either ϕ2 ∈ s, or ϕ1 ∈ s and ϕ1 until ϕ2 ∈ t.

– If ϕ1 unless ϕ2 ∈ s then ϕ2 ∈ s and either ϕ1 ∈ s, or ϕ1 unless ϕ2 ∈
t.

• S0 = {s ∈ S |ϕ ∈ s}.

Proposition 5.4 The Büchi automaton Aϕ = (Σ, S,∆, S0,F) accepts all and only
the sequences σ : N → 2P satisfying a formula ϕ

The restriction on the states S of Aϕ ensures that the states (and thus the closure
labels) satisfy rule 1 as well as rules 3 and 4 specified above. Rule 2 and rules 5 - 7
are enforced in the transition function ∆ of Aϕ. This ensures that the automaton
Aϕ complies with the rules 1 - 7 of the closure labelling specified above. The
restriction on the start states S0 of Aϕ ensures that ϕ appears in the label of the
first position of the sequence (thus limiting the labellings of Aϕ to those where
ϕ ∈ τ(0), as required by theorem 5.2). To ensure rule 8, the acceptance condition
of the automaton is used. Rule 8 specifies that every state that contains an
eventuality e(ϕ′) (where ϕ1 until ϕ′ ∈ cl(ϕ) ⇒ e(ϕ′) ∈ cl(ϕ)) is followed at some
point by a state that contains ϕ′. This means that labellings where e(ϕ′) appears
indefinitely without ϕ′ ever appearing must be avoided. These labellings can be

11The alphabet of an automaton A for a formula ϕ consists of all possible LTL-worlds, being
that an LTL-world is described as the collection of the propositions that hold in that world. For
instance, if we only consider the propositions ρ, δ and γ, the LTL-world that satisfies only ρ and
δ will be denoted by {ρ, δ} (we also use ρδ or δρ to denote this world). Conversely, the label γ

denotes the LTL world in which γ holds, but ρ and δ are false.
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avoided by requiring that the automaton goes infinitely often through a state in
which both e(ϕ′) and ϕ′ appear or in which e(ϕ′) does not hold. To achieve this,
the acceptance condition of Aϕ is specified as the following generalised Büchi
condition:

• If the eventualities appearing in cl(ϕ) are e1(ϕ1), . . . , em(ϕm),
then F = {F1, . . . , Fm} where Fi = {s ∈ S | ei, ϕi ∈ s ∨ ei 6∈ s}.

In accordance to this definition of an automaton accepting the sequences that
satisfy ϕ, [Wolper, 2002] states a procedure to generate a minimal Büchi automa-
ton12 satisfying the constraints mentioned.

Generating a Büchi Automaton from an LTL Formula

The procedure mentioned in [Wolper, 2002] to generate a Büchi automaton based
on an LTL formula uses the fact that all rules given for the transition relation
of the automaton require that, if some subformula of ϕ appears in the current
state, certain other subformulas of ϕ must appear in the current state as well or
in the next state. To achieve this, [Wolper, 2002] defines an operation saturate
that expands states with all formulas that must be true in the current and next
state.

Definition 5.5 (Saturate) Let Q = {q1,q2, . . . ,qk} ⊆ 2cl(ϕ), then saturate(Q) is
defined as follows.

1. Repeat until stabilisation: for each qi ∈ Q,

(a) if ϕ1 ∧ ϕ2 ∈ qi, then
Q := Q\{qi} ∪ {qi ∪ {ϕ1, ϕ2}};

(b) if ϕ1 ∨ ϕ2 ∈ qi, then
Q := Q\{qi} ∪ {qi ∪ {ϕ1}} ∪ {qi ∪ {ϕ2}};

(c) if ϕ1 until ϕ2 ∈ qi, then
Q := Q\{qi} ∪ {qi ∪ {ϕ2}} ∪ {qi ∪ {ϕ1,#(ϕ1 until ϕ2)}};

(d) if ϕ1 releases ϕ2 ∈ qi, then
Q := Q\{qi} ∪ {qi ∪ {ϕ1, ϕ2}} ∪ {qi ∪ {ϕ2,#(ϕ1 releases ϕ2)}}

2. Remove all qi ∈ Q for which false ∈ qi

If this operation is applied to a single element q of Q, the result is a set of
sets of formulas that represent the possible ways of satisfying the requirements
given by the formulas in q. The resulting set of formulas, or actually the set

12The automata resulting from the procedure mentioned in [Wolper, 2002], and discussed
below, are built on basis of the transitions needed from the start states of the automata. Only
the states that are required as targets of the transitions generated by the procedure are added,
thus creating the automaton ‘by need’, keeping it small.
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of states (remember, a state label is defined as a set of formulas), expresses the
states that need to follow q to satisfy the temporal restrictions expressed by the
formulas of q. The most interesting elements of these sets of formulas are the
propositional formulas and the formulas beginning with a # operator, since these
give the restrictions that must hold in the current state (and thus the labelling
of the transitions leaving that state, because these labellings are dependent on
propositions that hold in the state, see definition 5.3) and the next state in the
sequence. The following filters on a set of LTL formulas q are thus defined:

1. X(q) = {ϕi | # ϕi ∈ q} (the ‘next’ formulas in q with their # operator
stripped),

2. P (q) = {pi | pi ∈ q ∧ pi ∈ P} (the atomic propositions in q),

3. nP (q) = {pi | ¬pi ∈ q ∧ pi ∈ P} (the negated atomic propositions in q).

We now have all the elements needed to present the algorithm for creating
automata from LTL formulas, as given by [Wolper, 2002]. The alphabet and
acceptance state of the automaton are taken as defined in definition 5.3, while the
set of states, the starting states and the transition relation of the automaton are
given by the algorithm presented below, these elements of the automaton will be
generated progressively. For ease of notation, (s,a, s′), with s, s′ ∈ S and a ∈ Σ,
are used to represent the elements of the transition relation ∆.

Definition 5.6 (Algorithm for generating Büchi Automata)

build-auto(ϕ)
1. S := ∅ ; ∆ := ∅ ; S0 := {q ∩ cl(ϕ) | q ∈ saturate({{ϕ}})}
2. unp := {(q ∩ cl(ϕ), X(q)) | q ∈ saturate({{ϕ}})}
3. while unp 6= ∅ do

Choose and remove (s,x) from unp;
S := S ∪ {s};
For each q ∈ saturate({x}) do

For each a ∈ Σ such that P (s) ⊆ a ∧ nP (s) ∩ a = ∅

∆ := ∆ ∪ {(s,a,q ∩ cl(ϕ))}
if (q ∩ cl(ϕ), X(q)) 6∈ unp ∧ q ∩ cl(ϕ) 6∈ S

then unp := unp ∪ {(q, X(q))}

The algorithm works with a set of unprocessed states for which successors have to
be generated. These states, and their additional information in the form of ‘next
requirements’ (the formulas that have to hold in all the immediate successors of
the state) is maintained in the form of a tuple (s,x) and stored in the unp list.
At the start of the algorithm this set of unprocessed states contains only the
states that are generated from saturating the formula ϕ (which will become the
start states of the automaton). For each of the states (s,x) in unp, the following
is done: 1) the state is added to the automaton (S := S ∪ {s}); 2) the ‘next



118 PROTOCOLS FOR HIGHLY-REGULATED SYSTEMS 5.3

requirements’ x of the state are saturated to create the set of next states (s′,x′)
that must be linked to s, these links make sure that the ‘next requirements’ of
s are represented in the automaton (the label of the transition from s to s′ is
dependent on the propositions that are included in s); 3) all of the next states
(s′,x′) are added to the unprocessed list if a) s′ is not yet a state of the automaton,
and b) (s′,x′) is not already in the list of unprocessed states. By performing this
recursively for all elements in unp, an automaton will be generated based on the
‘next requirements’ of states added to the automaton.

Using this algorithm we can now create an automaton that models all LTL
sequences that satisfy the norms of a given domain. The norms, expressed as
LTL formulas as presented earlier in this section, form the basis of the formula
ϕ of which the automaton is built. Let us consider, for illustrative purposes, a
domain governed by a single deadline O(ρ < δ) (ρ needs to happen one or more
states before δ appears)13. If a protocol needs to be created for this domain,
we need to extract the landmarks specified by the norms governing the domain.
These landmarks, as explained earlier, are the characteristic features of the norms
that define the basic structure of protocols that comply with that set of norms.
The landmarks are extracted from the norms by creating an automaton (which,
in fact, is a general, canonical-like model of the norms, since it represents all
LTL sequences satisfying that set of norms) by means of the procedure described
above. However, building an automaton on basis of the logical representation
of the norms gives a model of the norms that also includes the LTL sequences
where (one of the) norms have been violated, since the violation of a norm is
just as much a part of the logical representation because of its prescriptive nature
(norms express what should be, not what is). Instead, we are more interested
in only those LTL sequences where the norms hold but are not violated, since
these sequences characterise the patterns that we want to capture in the protocol
that we are creating. In case of our example, this means we need to build an
automaton for the formula O(ρ < δ)∧2¬v(ρ, δ)14. The resulting automaton Aϕ,
generated by the protocol described above, is shown in figure 5.3 (a transcript of
the manual run of the protocol can be found in Appendix B). The alphabet of
the automaton is taken as Σϕ = 2{ρ,δ,v(ρ,δ)}, the states s1, . . . , s5 ⊆ 2cl(ϕ) (parts
of the state labels are given in figure 5.3), the starting states of the automaton
are s1 and s2, and the acceptance set is defined as Fϕ = {{s4, s5}, {s2, s4, s5}}.

As can be seen, this automaton exactly represents our intuition of a deadline
(as expressed in LTL logics). All LTL sequences satisfying a deadline should have
a number of states (possibly zero) in which nothing interesting happens (this is

13Examples of such norms, a few already given in chapter 4, are, for instance, the obligation
to pay for the goods one has won in an auction before leaving, or, in a medical context, the need
to certify that a patient is truly (medically) dead, before extracting the organs of the patient
for transplantation purposes.

14Note that building an automaton for this formula is actually the same as building an au-
tomaton for a simplified representation of an obligation that cannot be violated: 3δ ∧ [(¬δ ∧
¬ρ ∧ ¬v) until (ρ ∧ ¬δ ∧ 2¬v)].
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Figure 5.3: A Büchi automaton for the formula O(ρ < δ).

represented in state s1). Then a state occurs where ρ holds (state s2), after which,
one or more states later, δ holds (the intermediate states are represented in state
s3, the state where δ occurs is represented in state s4). After the obligation has
been fulfilled (δ has happened, while ρ happened one or more states before δ), an
infinite sequence of states occurs where anything can happen as long as v(ρ, δ)
does not happen; this is represented in state s5 (since no more restrictions are
posed on ρ and δ, they can hold in any order at any state after the deadline has
been fulfilled). Note that, as required, none of the states satisfies v(ρ, δ). To fulfil
the Büchi acceptance condition the sequences before ρ has happened (i.e., the
transition from s1 to s1), and the sequence before δ happens (i.e., the transition
from s3 to s3), can only be of finite length, the only infinite recursion in this
automaton is the transition from s5 to itself.

5.3.2 Extracting the Normative Landmarks

The next step of the process is the extraction of the normative landmark pattern.
The idea is that the Büchi automaton that we created through the procedure
mentioned above is translated to an equivalent regular expression. Since the Büchi
automaton represents all the LTL models that satisfy the norms, it expresses all
characteristics that these models share. It is exactly these shared characteristics
that we are interested in, as these define the landmarks that we need to construct
the protocol. These characteristics are best distinguished in the pattern that is
represented by the automaton, this pattern is most clearly distinguishable in a
regular expression.

However, since we translate the norms to a generalised Büchi automaton, we
first need to translate the automaton to a normal Büchi automaton before we can
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extract the regular expression that characterises the automaton.

Generalised Büchi Automata and Büchi Automata

As we mentioned before, the difference between generalised Büchi automata and
normal Büchi automata lies in the definition of the acceptance condition; normal
Büchi automata accept words with an infinite part that intersects a set of accep-
tance states, where for generalised Büchi automata this infinite part of the word
has to intersect a set of sets of acceptance states. The difference makes it possible
for generalised Büchi automata to more easily express complex acceptance condi-
tions (as the one used above, where the acceptance condition expresses that every
eventuality in the LTL formula, which can be more than one, has to be reached).
The set of sets of acceptance states does, however, make it harder to determine
the regular expression characterising the automata, therefore we need to translate
the generalised Büchi automata that results from the process mentioned above
into a normal Büchi automata.

This translation from a generalised Büchi automaton to a normal Büchi au-
tomaton shows some similarities to the translation from a nondeterministic au-
tomaton to a deterministic automaton (see [Hopcroft et al., 2006; Sipser, 1997]
for details about the translation of nondeterministic automata to deterministic
automata). This similarity is mostly because the translation from generalised to
a normal Büchi automaton is also about reducing nondeterminism, namely the
nondeterminism of the acceptance condition. The idea is as follows. We expand
the set of states of the generalised Büchi automaton by attaching an index to
them. We use as many indices as there are state sets in the acceptance set (i.e.,
{1, . . . , k} for the acceptance set of a generalised Büchi automaton defined as
F = {F1, . . . , Fk}). These indices will remain unchanged unless a state is visited
that is in Fj where j is the current value of the index (this is done modulo k, i.e.,
the index is reset to 1 if incremented from a state indexed by k).

Definition 5.7 Given a generalised Büchi automaton A = (Σ, S,∆, S0,F), where
F = {F1, . . . , Fk}, the equivalent Büchi automaton A′ = (Σ, S′,∆′, S′

0, F
′) defined

as follows.

• S′ = S × {1, . . . , k}.

• S′
0 = S0 × {1}.

• ∆′ is defined by (t, i) ∈ ∆′((s, j), a) if

t ∈ ∆(s, a) and

{

i = j if s 6∈ Fj ,

i = (j mod k) + 1 if s ∈ Fj .

• F ′ = F1 × {1}.
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Figure 5.4: The generalised Büchi automaton (left) and the equivalent normal Büchi au-
tomaton (right) for O(ρ < δ).

Proposition 5.8 The Büchi automaton A′ accepts exactly the same language as the
generalised Büchi automaton A.

Basically, if one repeatedly cycles through all indices all sets in F are visited
infinitely often, and cycling through the indices is necessary for F ′ to be reached.
Conversely, if it is possible to visit all sets in F infinitely often in A, it is possible
to do so in the order F1, F2, . . . , Fk and hence to infinitely often go through F ′ in
A′.

Given definition 5.7 we can translate the generalised Büchi automaton pre-
sented in figure 5.3 to a normal Büchi automaton. The Büchi automaton presented
in figure 5.4 is the result of this process. The alphabet of the normal Büchi au-
tomaton is the same as that of the generalised automaton, the starting states are
states (s1, 1) and (s2, 1), and the acceptance set is defined as F ′ = {(s4, 1), (s5, 1)}.
Note that not much has changed from the generalised automaton to the normal
automaton, since most newly created states have been cut due to being unreach-
able.

Büchi Recognisable languages

After translating the norms to a generalised Büchi automaton and converting that
automaton to a normal Büchi automaton, we can extract a regular expression
characterising the language expressed by the automaton. The idea is that the
main characteristics, the basic landmark structure, obtained from the norms that
are represented in the Büchi automaton can be easily extracted through this
regular expression.
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Regular expressions are an algebraic description of a language, capable of defin-
ing exactly the same type of languages that are expressible with finite automata;
namely regular languages, [Hopcroft et al., 2006; Sipser, 1997]. The advantage
of using a regular expression is that it is a clear and compact representation of
a language. Regular expressions consist of constants and operators that denote
sets of words and operations over these sets, respectively. Given a finite alphabet
Σ a regular expression is defined as follows:

• {}, ǫ, a are regular expressions (for all a ∈ Σ)15;

• if R and S are regular expressions, then so are R.S (concatenation), R+ S

(choice) and R∗ (Kleene Star)16.

Due to the fact that both regular expressions as well as finite automata, though
fundamentally different approaches, can be used to express the same type of
languages, we can translate an automaton to a regular expression and vice versa.

Büchi automata accept a specific type of regular languages, namely ω-regular
languages (or ω-languages, see [Thomas, 1990; Staiger, 1997]). The major differ-
ence between ω-languages and regular languages is, like the difference between
Büchi automata and normal finite automata, that ω-languages are composed of
infinite sequences (ω-words), where regular languages only contain finite words
(the sequences are of finite length). Therefore, given a finite alphabet Σ, we
can differentiate between the sets of finite words Σ∗ and infinite words Σω, and,
moreover, it holds for any ω-language that Lω ⊆ Σω and for any regular language
that L ⊆ Σ∗. A language recognised by a Büchi automaton A is then defined as
Lω(A) = {w ∈ Σω |A accepts w}17. The following property of Büchi automata,
taken from [Büchi, 1962] then expresses exactly the language recognised by a
Büchi automaton A.

Theorem 5.9 An ω-language Lω ⊆ Σω is Büchi recognisable iff Lω is a finite union
of sets U.V ω where U, V ⊆ Σ∗ are regular sets of finite words.

For a closer analysis of Büchi recognisable ω-languages we use the following
notations, given a fixed Büchi automaton A = (Σ, S,∆, S0, F ): if w = a0 . . . an−1

is a finite word over alphabet Σ, we write s
w

−→ s′ if there is a state sequence
s0, . . . , sn such that s0 = s, (si, ai, si+1) ∈ ∆ for i < n, and sn = s′. We can

then define Wss′ = {w ∈ Σ∗ | s
w
−→ s′}, i.e., the set of all finite words that can be

created by state sequences from s to s′. Each of these finitely many languages
Wss′ is regular and by definition of Büchi acceptance, we can then define the

15Note that we need {} for representing the empty set, where most work on regular expressions
(also) use ∅, since in our approach ∅ is an element of Σ representing the LTL state where nothing
holds.

16We use R+ as an abbreviation for R.R∗.
17A definition of what a Büchi automaton accepts is given on page 111.
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ω-language recognised by A as

Lω(A) =
⋃

s∈F

⋃

s0∈S0

Ws0s.(Wss)
ω .

A representation of an ω-language in the form Lω =
⋃n
i=1 Ui.V

ω
i , where Ui, Vi

are given by regular expressions, is called an ω-regular expression.
For the automaton presented in figure 5.4 this means the following (we assume

a state labelling where t1 = (s1, 1), t2 = (s2, 1), t3 = (s3, 1), t4 = (s4, 1), t5 =
(s5, 1), t6 = (s5, 2)). The language accepted by the automaton Aϕ presented in
that figure comes down to

Lω(Aϕ) = Wt1t5 .(Wt5t5)
ω ∪Wt2t5 .(Wt5t5)

ω

in accordance with theorem 5.9 and the formula presented above (the languages
Wt1t4 .(Wt4t4)

ω and Wt2t4 .(Wt4t4)
ω are cut, due to Wt4t4 being empty; there exist

no state sequences from t4 to t4). The ω-regular expression representing this
language is built from the regular expressions for the partial languages used in
Lω(Aϕ):

Wt1t5 = ∅
+.ρ.all∗.(δ + ρδ).all+

Wt2t5 = ρ.all∗(δ + ρδ).all+

Wt5t5 = (all.all)∗

where we use all to denote (∅ + ρ+ δ+ ρδ), basically expressing that everything
can possibly hold with the exception of v(ρ, δ). Combining these expressions we
get the following ω-regular expression denoting the language of the automaton of
figure 5.4:

Lω(Aϕ) = ∅
+.ρ.all∗.(δ + ρδ).all+.(all.all)ω ∪ ρ.all∗(δ + ρδ).all+.(all.all)ω.

The two expressions can be taken together by using ∅
∗ (since ∅

∗ = ∅
0 + ∅

+,
where for ∅

0 expresses a start at state t2 and ∅
+ the start at state t1). Moreover,

due to infinite iteration of the state sequence from t5 to itself (by means of t6),
this can be further simplified to

Lω(Aϕ) = ∅
∗.ρ.all∗.(δ + ρδ).allω.

As can be easily seen from this ω-regular expression, the points of interest of
every LTL sequence satisfying ϕ are the state where ρ holds and the state where
either δ or ρδ holds (the former being the state where δ ∧ ¬ρ ∧ ¬v(ρ, δ) holds,
the latter where δ ∧ ρ ∧ ¬v(ρ, δ) holds). As seen in the expression, confirming
the intuition about deadlines, all LTL sequences satisfying O(ρ < δ) have a state
where ρ holds (possibly preceded by a number of states where neither ρ nor δ
hold), which always happens before a state occurs where δ holds (the ω-regular
expression allows a number of states, possibly zero, between the occurrence of ρ



124 PROTOCOLS FOR HIGHLY-REGULATED SYSTEMS 5.3

and δ, in which ρ may occur as well). The fact that the state where δ should hold
is denoted in the expression as δ+ ρδ is mainly because, since the restriction of ρ
at least happening before δ has already been met, at this point it does not really
matter whether ρ holds or not (basically, the transition label δ + ρδ expresses no
information concerning ρ or ¬ρ, but expresses that at least δ holds).

Given that we can deduce from the label δ + ρδ that at least δ holds, we can
simplify the regular expression to the following landmark pattern

Lϕ = 〈{ρ, δ},∅, {(ρ, δ)}〉

This is the normative landmark pattern extracted from the norms of the domain
(just O(ρ < δ) in this case). This landmark pattern is the basis of the landmark
pattern that we construct to create protocols. The landmark pattern will now be
extended with additional landmarks to denote domain-specific information and
information to increase the efficiency and feasibility of the pattern.

5.3.3 Strengthening the Pattern

In subsection 5.2.1 we presented the idea of using landmarks to bridge the gap
between norms and practice (in this particular case, the norms and the protocols).
Part of this idea to create the bridge, taken from the relation between norms and
practice in the real world, was to extend the landmarks extracted from the norms
with additional information. We have shown above how the basic landmark pat-
tern, the normative landmark pattern, can be extracted semi-automatically from
the norms. Similar to what we explained in subsection 5.2.1, we will use this ‘skele-
ton’ landmark pattern and extend it with additional landmarks (and orderings
between landmarks) to create a landmark pattern that also incorporates, next to
the restrictions on the protocol given by the norms, information about efficiency
and feasibility that is normally not included in the normative specification of the
domain, but rather taken from the practice itself.

Basically we extend the normative landmark pattern with additional land-
marks (or orderings over (existing) landmarks) to add information about effi-
ciency and feasibility to the normative landmark pattern. This would mean that
the landmark pattern for our example domain, Lϕ = 〈{ρ, δ},∅, {(ρ, δ)}〉, is ex-
tended with additional landmarks and orderings. The additional landmarks are,
in fact, filling in the ‘gaps’ between the normative landmarks in the ω-regular ex-
pression of this normative domain, Lω(A) = ∅

∗.ρ.all∗.(δ+ρδ).allω. We will show
that adding these additional landmarks, after re-running the procedure mentioned
above, creates a new ω-regular expression that represents a new language L′

ω that
is accepted by the newly generated automaton A′

ϕ. To achieve this we have to
extend our original LTL-expression with the additional information taken from
the practice.

Let us assume that a landmark γ can be added to the normative landmark
pattern, between ρ and δ, to increase efficiency. The desired landmark pattern



5.3 CREATING PROTOCOLS BY USE OF LANDMARKS 125

s�,1s�,1
s�,1 s4,1

s�,1

∅

∅

ρ

ρ,∅
ρ,∅

γ,ργ

s�,1γ,ργ

ρ,γ,δ,∅,ργ,
ρδ, δγ, δργ

s�,2δ, δρ,
δγ, δργ

ρ

s�,3s�,1 ρ,γ,δ,∅,ργ,
ρδ, δγ, δργ

s�,1 ρ,γ,δ,∅,ργ,
ρδ, δγ, δργρ,γ,δ,∅,ργ,

ρδ, δγ, δργ

ρ,γ,δ,∅,ργ,
ρδ, δγ, δργ

ρ,γ,δ,∅,ργ,
ρδ, δγ, δργ

Figure 5.5: A′

ϕ: extension of automaton Aϕ with additional procedural information.

resulting from this addition would be

L
′
ϕ = 〈{ρ, δ, γ},∅, {(ρ, γ), (γ, δ), (ρ, δ)}〉.

To achieve this we extend our original LTL-expression O(ρ < δ) with additional
LTL-formulas to express these temporal orderings:

O(ρ < δ) ∧ ¬γ until ρ ∧ ¬δ until γ

After re-running the procedure mentioned above, we create a new automaton for
this extended LTL-formula. Note that if the added landmark would introduce
non-norm-compliant information into the landmark pattern, no models would
exist for the LTL-formula, and, subsequently, no automaton would be able to be
built from it. The (non-generalised) automaton for the extended LTL-expression
is shown in figure 5.5.

We now follow the same process as described above. We translate the gener-
alised automaton to a normal Büchi automaton (which is shown in figure 5.5, and
extract the ω-regular expression defining the language accepted by the automa-
ton. In this example, the new ω-regular expression is the following (we use all′
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for denoting ρ+ γ + δ + ∅ + ρδ + ργ + γδ + ργδ):

∅
∗.ρ.(ρ+ ∅)∗.(γ + γρ).(all′)∗.(δ + δρ+ δγ + δργ).(all′)ω

Extracting from this ω-regular expression the landmark pattern, as described
above, results in the desired pattern expressing that ρ should be done first, then
γ, and then δ:

L
′
ϕ = 〈{ρ, δ, γ},∅, {(ρ, γ), (γ, δ), (ρ, δ)}〉.

Given that the procedure to create an automaton from LTL is technically quite
simple (and easily implemented), this process, while ensuring the norm compliance
of the pattern, is not too resource dependent to be run several times. However,
remember that, next to the restriction that the extended landmark pattern should
remain norm-compliant (which is guaranteed by this process), the extended land-
mark pattern must satisfy the reachability and capability constraints specified in
subsection 5.2.1.

5.3.4 From Landmarks to Protocols

Given that the landmark pattern expresses states that should be achieved, it can
be viewed as a collection of concrete goals and the order in which these goals
must be achieved. A translation from a landmark pattern to a basic, prototypical
protocol is then achieved by means of use of seeing to it that operators (stit)
[Belnap and Perloff, 1988]. While the stit operator ignores the means by which
an agent will bring about a state of affairs, it does provide the link to make states
(the landmarks) into procedural goals. It is then possible to create a protocol
given this specification of goals (while retaining the order in which they should
be achieved) by linking these goals to the capabilities of agents via a planning
algorithm, e.g., like STRIPS [Fikes and Nilsson, 1971].

Let us illustrate this by means of our example, where it means that the land-
mark pattern L

′
ϕ = 〈{ρ, δ, γ},∅, {(ρ, γ), (γ, δ), (ρ, δ)}〉 is translated to an ordering

of goals, represented as a sequence of (abstract) actions: (stit ρ) ; (stit γ) ; (stit δ),
thus expressing that it should be the case that ρ is achieved first, then γ and finally
δ.18 The capabilities of the agents in the domain can then be used to expand this
action sequence composed of abstract actions (which abstracts from the means
necessary to achieve the expressed goals) to a full protocol (again, expressed as
a sequence of actions). For this example, let us assume that the agents have
the following capabilities (we use a ‘STRIPS-ready’ representation of the agent’s
capabilities, by expressing the necessary preconditions and postconditions of the
actions. A definition of an agent’s capabilities in such way is found in, for example,

18Actually, due to δ being the deadline expressed in the norm, it is not necessarily a goal, but
can just as well be an event that just happens. For this example we assume that δ is the goal of
the task as a whole, and the norm is just describing that something must be done before that
task can be completed.
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the 3APL agent programming language, [Dastani et al., 2005]):

Op(Action : action1, Effect : ρ)

Op(Action : action2, Precond : ρ, Effect : η)

Op(Action : action3, Precond : η, Effect : γ)

Op(Action : action4, Precond : γ, Effect : δ)

Using the agent’s capabilities, we can use the planning algorithm to expand the
abstract protocol (stit ρ) ; (stit γ) ; (stit δ) to a full protocol for the domain, in
this case action1 ; action2 ; action3 ; action4.

As hinted in subsection 5.2.1, it might be possible that a landmark expresses a
state that is not reachable by a single agent alone; a cooperation of agents might
be needed to achieve (parts of) the landmark pattern. In this case, methods
for designing interaction patterns between agents, such as the ones in OperA,
[Dignum, 2004], can be applied to create the necessary interaction protocols for
reaching those complex goals.

5.4 An Example

Let us look at an example to show the entire process described in the previous
sections. In the previous section we have shown how the translation from norms
to protocols is done via an intermediate level of landmarks. This process starts
with the LTL representation of the norms, and ends with a protocol (for a specific
task) that is compliant to these norms.

The example we use here is based in the domain of organ transplantation. The
task at hand, that should be achieved by the protocol, is to assign organs that have
just become available (a suitable donor has been found, i.e., a patient who made
a statement to permit post-mortem liver transplantation has died). This task,
assign organ, is the goal of the protocol that has to be achieved while keeping in
mind the restrictions given by the norms of the domain. We assume that there
exists one norm for this task (from the Dutch law on organ transplantations):

“Before an organ is removed, death is certified by a professional doctor
in accordance with the latest medically valid methods and criteria for
determining brain death”.

We represent this norm as the following (LTL) formula:

O(certify death < remove organ)

Naturally, there exist a precedence ordering between the remove organ state and
the assign organ state (one cannot assign organs before extraction). Since we use
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Figure 5.6: Example Büchi automaton (left) and generalised Büchi automaton (right).

the assign organ state as the ultimate goal state, we need to model this ordering
as well:

¬assign organ until remove organ ∧ 3assign organ

This formula expresses that ¬assign organ necessarily holds up to the point at
which remove organ holds, after which, at some moment, assign organ will hold.
Combined with the norm specified above, this gives us the LTL formula ψ that
restricts the domain, and needs to be converted to a landmark pattern:

ψ ≡ O(certify death < remove organ)∧
¬assign organ until remove organ ∧ 3assign organ

The Büchi automaton Aψ resulting from the procedure described in definition 5.6
is shown in figure 5.6 (we abbreviate remove organ to ρ, assign organ to α and
certify death to γ). By means of definition 5.7 we translate this automaton to
a generalised Büchi automaton (the automaton shown on the right in figure 5.6).
The most important elements of the state labels are the following:
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s1 = {O(γ < ρ),¬α until ρ,3ρ,3α,¬γ ∧ ¬ρ ∧ ¬v(γ, ρ),¬α}

s2 = {O(γ < ρ,¬α until ρ,3ρ,3α, γ ∧ ¬ρ ∧ 2¬v(γ, ρ),¬α}

s3 = {3ρ,3α,2¬v(γ, ρ),¬α}

s4 = {3ρ,3α,2¬v(γ, ρ), ρ,¬α}

s5 = {3α,2¬v(γ, ρ)}

s6 = {3α,2¬v(γ, ρ), α}

s7 = {2¬v(γ, ρ)}

The acceptance set is given as Fψ = {{s6, s7}, {s4, s5, s6, s7}, {s2, s4, s5, s6, s7}},
and the acceptance set of the generalised automaton is Fψ = {(s6, 1), (s7, 1)}.

Using the generalised automaton of figure 5.6 we create an ω-regular expression
to describe the language accepted by the automaton. This ω-regular expression
captures all the important features of the LTL structures of ψ that are represented
in Aψ. We abbreviate (ρ + γ + α + ∅ + ργ + αρ + αγ + αργ) to all (it denotes
that everything but v(γ, ρ) can hold at that moment).19

Lω(Aψ) = ∅
∗.γ.(ρ+ γ + ργ + ∅)∗.(ρ+ ργ).all∗.(α+ αρ+ αγ + αγρ).allω

From this ω-regular expression we can derive the following (normative) land-
mark pattern (remember that ρ+γρ denotes that at least ρ should hold, and that
α+ αρ+ αγ + αγρ denotes that at least α holds):

L
′
ψ = 〈{γ, ρ, α},∅, {(γ, ρ), (ρ, α)}〉

Using knowledge from the practice we strengthen the landmark pattern with
additional landmarks. In this case, we use the knowledge that before the assign-
ment the compatibility between the organ and the donor must be checked, e.g.,
to see if the blood-type of the donor and the recipient match. To increase the ef-
ficiency of the assigning, we can check the blood of the donor when the death has
been certified (check bloodtype, shortened as β), giving us the following landmark
pattern:

Lψ = 〈{γ, ρ, α, β},∅, {(γ, ρ), (ρ, α), (γ, β), (β, ρ)}〉

The last steps of the process is converting the landmark pattern to a basic,
prototypical protocol, using stit operators: stit(γ); stit(β); stit(ρ); stit(α), which

19Note that the expression allows from multiple occurrences of γ, ρ and α (although they need
to occur in a particular order), i.e., words like ρ.γρ.αρ.αω are accepted by the automaton, while,
in practice, only one occurrence of each of these states is more likely; e.g., after the death of the
patient has been certified, it will not have to be done again (for that same patient). Basically, the
practice that we are trying to model is best described by the ω-expression: ∅

∗.γ.∅∗.ρ.∅∗.α.∅ω .
This, however, is not a weakness of the technique we are describing here, but merely a weakness
of the LTL representation that we used. Since we have not specified in our LTL representation
that the states will only happen once, they can happen multiple times. The LTL representation
only models the restrictions on the ordering of the state occurrences.
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is then translated, by using the capabilities of the agents, to a protocol:

execute brain death protocol ; take blood sample ;
test blood(bloodtype) ; start operation ; remove organ(liver) ;
assign organ(patient, bloodtype) ; operate(patient)

5.5 Complex Landmark Patterns: Multi-Norm and Multi-Agent

The examples we have shown above are all based around a single distinctive norm.
In the case of the example presented in section 5.4 we used a single norm and
an ordering restriction, but the complexity of the whole landmark pattern was
still quite low. However, this does not mean that more complex situations (for
instance, multiple ‘conflicting’ norms or domains for multiple agents) cannot be
modelled. In this section we show how the procedure described above can be used
in domains that are described by multiple norms, or when it concerns multiple
agents that each have their own norms (next to the general norms governing the
domain).

Due to the fact that the translation from LTL to automata presented above
can handle any kind of LTL formula (as long as the formula is expressed in negated
normal form), more complex combinations of norms can be modelled and used for
the design of protocols. In particular, combinations of norms that restrict each
other, such as an obligation to ρ before δ and a prohibition that ρ may not occur
more than a few states before δ can be expressed and handled. Basically, any of
the complex norm expressions from subsection 4.2.1 can be used and combined to
an LTL formula that can be translated to an automaton by means of the algorithm
given in definition 5.6. For instance, in figure 5.7 an automaton is shown that is
generated for the combination of two distinct deadlines O(ρ < δ) and O(γ < η)
(instead of cluttering the picture with the labels of the transitions, we have chosen
to label the states of the automata with the propositions that hold in that state).
As can be seen from this example, the size of the automaton can grow rapidly
as more and more norms are added to the domain, and automata with multiple
norms, though easy to generate due to the algorithm of definition 5.6, can be hard
to draw and comprehend.

To alleviate some of the complexity of the automata generated from the norms,
heuristics can be applied to reduce the complexity of the LTL formula that is being
used to build the automaton. We have already indicated that the automaton build
from

O(ρ < δ) ⇔ 3δ ∧
[

(¬δ ∧ ¬ρ ∧ ¬v(ρ, δ)) until

((ρ ∧ ¬δ ∧ 2¬v(ρ, δ)) ∨ (¬ρ ∧ δ ∧ #v(ρ, δ)))
]

∧ 2¬v(ρ, δ)

is equivalent to the automaton build from

O(ρ < δ) ⇔ 3δ ∧
[

(¬δ ∧ ¬ρ ∧ ¬v(ρ, δ)) until (ρ ∧ ¬δ ∧ 2¬v(ρ, δ))
]
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Figure 5.7: Büchi Automaton for the formula O(ρ < δ) ∧ O(γ < η).

while building the second automaton is less complex. Similar heuristics can be
applied, for instance, for the building of an automaton for O(ρ < δ)∧O(ρ < γ) (ρ
has to appear before both δ and γ appear). In this case, building an automaton
for the deadline that occurs the earliest is enough to be compliant to both norms.
In case of the automaton of figure 5.7, the process can be simplified by adding
additional information about the order in which the deadlines δ and η normally
appear (in fact, the formula represented in the automaton of figure 5.7 is rather
unusual, since most domains have an (implicit) ordering between the deadlines
used).

The point remains, however, that any combination of norms that can be ex-
pressed in LTL, and is satisfied by at least one LTL sequence, can be used to
build an automaton. While the complexity of this automaton and the complexity
of the run of the algorithm of definition 5.6 can be alleviated by simplifying the
LTL formula, or actually adding additional information to the formula, every set
of norms that can be expressed in LTL and is satisfiable can be used to build a
landmark pattern. Even modelling time, for instance to express that something
should be done within 1 hour after something, can be used to create a landmark
pattern, as long as the LTL formula constitutes this aspect of the norm; i.e.,
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the connection between time steps and LTL steps should be made explicit in the
modelling of this norm.

Another aspect that can increase the complexity of the process is the design
of protocols for multiagent environments. We already mentioned that landmarks
that represent goals for a coalition of agents can be used to generate interac-
tion protocols by means of multiagent interaction methodologies such as OperA,
[Dignum, 2004]. Using landmark patterns in such environments creates a single
interaction protocol which is composed of protocols for each of the individual
agents participating in the interaction. This can become even more complex if,
instead of just a general set of norms for every agent in the environment, each of
the agents is bound by different norms (specified for the different roles that the
agents play in the interaction). While the resulting protocol for the entire inter-
action is guaranteed to be norm-compliant (it was generated from the normative
landmark pattern which was extracted from the general norms of the domain),
the resulting protocol-parts for each of the agents will have to be tested for norm
compliance due to the different norms for each of the different agent roles. A
method for checking the norm-compliance of a protocol is presented in chapter 6.

5.6 Chapter Conclusions

In highly restricted domains, such as those discussed in chapter 4, it can be hard
for the agents to decide on the right course of action to achieve a certain goal.
Protocols can be generated to help agents in frequently done tasks, while making
sure that the task is done in an efficient, but more importantly, norm-compliant
manner.

The design of protocols for such highly-regulated domains, however, can be
hard due to the gap that exists between the abstract, declarative level of the
norms and the procedural level of the practice. In this chapter we have shown
how protocols can be generated for normative domains by using an intermediate
level of landmarks, an idea inspired by the relation between norms, regulations
and practice as used in real-world normative systems.

We have shown a technique, based on work done for the research of model-
checking by [Vardi and Wolper, 1994], that allows us to create a canonical-like
model of the logical representation of the norms. This canonical model, which in
fact is a Büchi automaton, contains all the important characteristics of all LTL
sequences that satisfy the norms. By means of creating an ω-regular expression to
describe the language accepted by the automaton, we are able to easily translate
these characteristics to a landmark pattern. This pattern, which is strengthened
to increase efficiency and feasibility, is then used to create the protocol.

By using a landmark pattern that is extracted from the norms of the domain
we ensure a level of norm compliance in the protocol. If, however, instead of
designing protocols by means of this technique, protocols are used that are taken
from the real-world practice (and possibly adapted for the agent system) this
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norm compliance is not 100% certain, and the protocol has to be proven to be
norm-compliant. In the next chapter we show how the norm compliance of a
protocol can be proven.





Chapter 6
Verifying Norm Compliance

Protocols play an important part in institutions as they are used by agents as a
default for doing tasks in the institution. Whether the agents are either unaware
of the norms, not capable of reasoning about the norms or just use the protocol
as a standard means to reduce the need for elaborate reasoning and planning
mechanisms, the protocols lay out the basic norm-compliant manner to achieve
the task the agent was given.

We have shown how the protocols for a domain can be designed by using
the important steps that are given by the norms: landmarks. The landmarks
capture the important parts of the norms that are needed for the design of the
protocols. Protocols designed by this method provide a basic norm compliance,
but for protocols taken from the practice this norm compliance cannot always
be guaranteed. The norm compliance of the protocols is, however, an important
aspect of the protocol, because of the fact that agents that are not capable of
reasoning use them to perform the tasks. If every agent in the institution performs
a certain task (by using the protocol that violates norms) this jeopardises the
safety and reliability of the system.

In order to guarantee that a protocol is norm-compliant (even for protocols
designed by the method of chapter 5), the protocol should be formally verified,
which means that it should be checked that no norms are violated by the protocol
during its execution. It is important to check this because informal verifications
or random checks only make sure that the protocol is norm-compliant in certain
states of the world, while no real guarantee can be given about the other states
of the world.

In this chapter we present a formal method for checking the norm compliance
of protocols. The technique we present is based on an approach used in concurrent
programming. To clarify the use of this technique we prove the norm compliance
of a real-life protocol used in the domain of organ transplantations.

135
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6.1 Verifying Protocols

In order to guarantee that a protocol is actually norm-compliant, we want to be
able to formalise the protocol and applicable norms and prove the norm compli-
ance by deriving that specific propositions hold for that protocol. For the for-
malisation of protocols we have chosen to regard them as programs, since there
is a clear similarity between protocols and programs, mainly because protocols
are, like programs, actually nothing more than a set of actions combined with
decisions that determine which actions are performed in what situation.

The formalisation of the norms will be done in a linear-time temporal logic,
like the one presented in chapter 4. The use of linear time logics in the verification
process over more complex temporal logics such as CTL and CTL∗ is sufficient
because the added complexity of branches in time, normally needed for expressing
non-determinism, is not required in the domain we are considering. Although the
protocols themselves may branch this does not imply the need of a branching
time logic, since all branches in the protocol are due to different conditions in
the world, and not due to non-determinism. We can, therefore, handle the ver-
ification of protocols by using linear-time temporal logic, however, we may need
to consider different conditions when checking the protocol, leading to more than
one verification process.

Since we consider protocols to be programs and can view the formalised norms
as constraints on these programs, the norm compliance of the protocol is reduced
to an invariant property holding for this program; that is to say, if we can prove
the invariance of non-violation, i.e. no violation is taking place over the entire
program run, we can say that the protocol is norm-compliant. This means that,
when the protocol is started in a state/world that is violation free, following
the protocol to the letter would not make the run include worlds that satisfy a
violation. Although the invariance property is enough for checking whether a
protocol is norm-compliant, we would rather say a bit more about the protocols
we are trying to prove. If, for instance, the protocol is composed of actions
that are actually not regulated by the norms in consideration, the protocol is
trivially norm-compliant, e.g., being at home all day makes one compliant to the
traffic laws all the time, since one is not actually participating in traffic situations.
Since such protocols are hardly any interesting for the domain under consideration
(skip∗ satisfies almost all violation invariances, though it is not very interesting
from an institutional point of view), we want to prove that a protocol is actually
goal-oriented. This can be solved by introducing a liveness property that should
be satisfied by the protocol.

Clearly, for checking whether a protocol satisfies the properties mentioned
above, we need to find out what happens in the states between the start and end
of the protocol, which makes traditional (sequential) program verification unfit
for this domain. However, a verification method for concurrent programs, such
as presented in [Kröger, 1987], combined with a temporal logic, does provide the
means necessary for checking whether violations do or do not occur during a proto-
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col run. However, the formalism described in [Kröger, 1987] is, naturally, limited
to checking properties and the likes for concurrent programs, not for checking
norm compliance; therefore, we had to change and expand the formalism with
the means to express norms and violations.
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Figure 6.1: Protocol for organ donation.

6.2 A Practical Protocol for Organ Donations

The medical domain of organ transplantations is governed by a lot of restricting
rules and regulations. Specified by the Dutch law on Organ Transplants, this
normative specification creates a highly-regulated domain where it can be hard
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to decide on the correct order of procedures. To help doctors do what is needed
(i.e., legally acquire as many organs for transplant as possible) a model-protocol
was created [Dutch Transplant Association, 2006]. This protocol shows the steps
that are needed to be taken by a doctor to see if it is allowed to extract the organs
of a recently deceased patient. A simplified version of the protocol is included in
figure 6.1.

This protocol includes all steps that are needed, specified by law and medical
regulations, and claims that no violations will occur if followed precisely. As
can be seen in figure 6.1, the protocol is run after the patient has deceased, and
specifies that a doctor needs to check whether the patient satisfies all of the listed
criteria and none of the contra-indications of becoming a donor. If this first test is
successful, the doctor needs to check whether the patient is registered in the Donor
Register (this is a special register which contains the approval or disapproval of
people to become a postmortal donor), and whether this registration permits the
doctor to extract the organs for donation. If no such registration exists, other
routes need to be taken to check whether the patient would have approved of
donating his organs (this is done by checking for the existence of a statement of
intend giving this approval, or, if such a statement does not exist, by consulting
the relatives of the patient). Only if the permission for donation can be obtained
(through any of these routes), and if the patient did not die from a non-natural
death, is the removal of the organs allowed.

In the following we will use this protocol, combined with the norms taken from
the law (included in Appendix C), as an example to clarify the process of verifying
the norm compliance of a protocol based on the method that will be presented
in section 6.3. While formalising this protocol, we encountered some problems,
which we will discuss first.

6.2.1 Permissions in a Verification Process

One of the problems we encountered has to do with permissions. Where obliga-
tions and prohibitions have a clear intuitive meaning when it comes to searching
for violations, i.e. the process of finding out whether norms are violated, permis-
sions have no clear meaning in this context, since, because of their definition, they
cannot be violated. Permissions are norms that only define when violations do
not occur. Therefore, in a domain where only permissions exist (no obligations or
prohibitions), no violations will occur ever, since none of the holding norms can
be violated.

Permissions in law are, however, a bit more useful since they are used to reduce
the strict restraints that are posed by the obligations and prohibitions. Consider
again a domain without any norms, in such a domain the obligations and prohibi-
tions are used to pose restrictions on people/agents in order to define acceptable
and unacceptable behaviour and situations. Since some of these restrictions might
be too broad, thus restricting too many situations or too many people/agents
which should actually be allowed, permissions can be used to counter these ef-
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fects and reinstate some of the accepted states and actions as being ‘legal’.
Some domains are even that restricted that permissions are actually needed

to perform actions at all. The domain of organ transplantations is such a domain.
This domain is actually a part of a larger and more general domain where reg-
ulations and laws restrict people to extract organs from people, since cutting in
people and operating on the dead is considered a bad thing (desecration of the
dead is still registered as a moral offence in the criminal code). In order to make
it possible to extract organs to save lives (which is, of course, considered a good
thing) in this domain where everything is considered ‘illegal’ and therefore pro-
hibited, permissions had to be introduced. These permissions would then define
in which situations which actions are actually ‘legal’, i.e. not raising a violation
by breaking the ‘default’ of not being allowed to violate a corpse.

More interesting is, however, that in such a domain not being permitted to
do something would actually mean that your are forbidden to do it, because
of this general default, thereby making permission necessary in the checking for
violations during protocol runs. For the domain of organ transplantations that
we are considering here, this needs to be formalised in order to detect violations
that arise because of actions (or states) not explicitly permitted. We model this
relation between permissions and prohibitions by means of a technique similar to
negation as failure, as used in logic programming [Prakken and Sartor, 1997a; van
Emden and Kowalski, 1976]; the inability to derive that you are permitted to do
α means that you are forbidden to do α:

∼P α→ F α

Because of the default assumption that anything is prohibited unless specified
otherwise, one can say that the legal system modelled by this rule is restrictive
in nature, thereby characterising the legal system (see [Sergot et al., 1986] for a
discussion on the character of legal systems).

Now, since we add the ∼P α → F α rule to our system to model that per-
missions are exceptions to ‘default’ prohibitions (where this general prohibition
might only follow from the characteristic nature of the law), we get into trouble if
we don’t assume that permissions follow from obligations (i.e., Oα→ P α). This
assumption is an axiom in most deontic systems, but we are reluctant to insert
it because we feel that in the real world this might not necessarily hold. It is,
however, true that a normative system is supposed to uphold this principle, i.e.,
normative systems should be designed such that obligations to do α can actually
be fulfilled, but this is actually the ideal situation. When designing a normative
system (thus, when laws are postulated) it should be taken into account that obli-
gations can be fulfilled. However, it is not necessarily the case that this condition
is always met in normative systems (due to mistakes in designing the system).
In the case presented in sections 6.4 and 6.5, however, we can safely assume that
this assumption has not been violated by the law-maker.
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6.2.2 Linking Levels

Norms, as mentioned before, are generally specified by means of vague and am-
biguous concepts that not always have one clear meaning when translated into
concrete situations. Norms, such as the law, are specified in this way to ensure
that the norm can handle many different concrete situations, even those situa-
tions one did not forsee when designing a law. This vagueness makes norms hard
to translate into a formal framework while still able to use the formalisation for
checking norm compliance of protocols. Since protocols are concrete procedures,
the actions taken in such a protocol are not directly mappable to the abstract
actions mentioned in the norms. Although the meaning of the abstract action ‘to
discriminate’ is quite clear to most people, the problem is that normal protocols
do not include a discriminate action; protocols can, however, include actions
that, in certain cases, can be considered to be ‘discriminative’ of nature.

Of course, one can try and iron out all of these discrepancies between this
abstract normative level and the concrete protocol when translating the norms
(i.e., translate as many abstract actions/concepts into concrete ones), but by
doing so one risks losing valuable information. The latter can happen when a
vague norm is misinterpreted or situations arise that were not accounted for when
translating the norms. This means that situations might arise when a violation
occurs (or is absent) according to the interpreted norms, but not according the
original norm. In such cases one will have to check the original norms to see
whether the occurrence (or absence) of a violation is correct, and since one cannot
easily determine in which cases this should be done, all the original norms are
to be checked in all cases to determine the correctness of the (non-)violation
occurrences.

Instead we rather use a high-level formalisation of the norms which should
provide enough room for the formal representation of the norms to keep their
vague and ambiguous nature (like we have done before in chapters 3.2 and 4.2).
This representation, however, contains, due to the high-level of abstraction, terms
and concepts that cannot be clearly related to terms and concepts used in the
concrete protocol. Therefore, in order to check whether certain concrete actions
and situations contained in the protocol violate a norm we map these concrete
actions and situations to the abstract actions and situations described by the
norms. These mappings can be of two different forms.

• Either a concrete atomic action a in the protocol is considered to be an
instance of an abstract action α mentioned in the norms.

• Or a sequence of concrete atomic actions a = a1; a2; . . . ; an is considered an
implementation of an abstract (complex) actions α mentioned in the norms.

Note that these mappings are one-way only, that is, a concrete action a in a
protocol can be considered to be an instance of an abstract action α mentioned
in the norms, but since there are many more actions conceivable that can be
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considered instances of α, we cannot say that a and α are equivalent. These
relations between abstract and concrete actions will be formalised by using a
counts as operator (DOx a ;viol DOx α: meaning doing a counts as doing α

in the case of checking for violations), as we have introduced earlier in 3.3. In
this report we use a simplified version of the counts as as defined in [Grossi
et al., 2004, 2006b]. Since we are only using the ;-operators and the proofs
are not dependent on the syntax and semantics of this operator we refrain from
giving formal meaning to this operator (interested reader should check the formal
aspects of the counts as in, for instance, [Jones and Sergot, 1996; Grossi et al.,
2004, 2006b]).

An obvious advantage of this approach is that the interpretation of the abstract
concepts is made clear in the counts-as. If the norm compliance proof of a certain
protocol seems questionable to someone, one could check the counts-as definitions
to see which interpretations where used.

6.2.3 Knowledge Representation

Although most concepts, such as ‘removing organs’ or ‘being a doctor’, can be
represented easily in a logical framework, there are concepts that have a more in-
tangible, context dependent meaning which is hard to formalise. Please note,
however, that the representational complexity of a concept used in a certain
context is also determined by the use intended for the concept. While ‘being
a doctor’ might be formalised in first-order logic as doctor(x), expressing that
element x of the domain has the property of being a doctor, and thus leav-
ing the meaning of being a doctor implicit in specification of the domain, a
context might require that one explicitly expresses what it means to be a doc-
tor, e.g., graduated(x,medicine, university)∧ specialised in(x, surgery)∧ . . .→
doctor(x). Although, from a formal point of view, the meaning of doctor(x) is
still that element x has the doctor property, the logical formalism now also has
the ability to express what it means for elements to have this property.

All this means is that trying to represent a domain when verifying the norm
compliance of a protocol is actually the process of ‘fleshing out’ the meaning of the
concepts used in that domain. Without this meaning the verification cannot take
place and with the wrong meaning the verification (of a protocol that is actually
norm-compliant) could fail. In a sense, the process of verifying norm compliance
is actually about defining the logical context of the concepts, and therein very
similar to the legal domain where legality/illegality of certain events/actions is
determined by the interpretation of the details of the investigation.

Of course these representational choices are debatable, that is, one might
not agree with a certain representation for this domain, and therefore it also
means that the representation can be regarded as an assumption; i.e., given the
representation of the concepts presented in section 6.4.1 we can prove that the
protocol of figure 6.1 is norm-compliant.
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6.3 Logical Formalism

The basis of our formalisation is a method used for the verification of concur-
rent programs [Kröger, 1987], which uses a linear-time temporal logic (LTL) to
formalise programs and verify properties of programs, like mutual exclusion, dead-
lock freedom, termination, et cetera. To use this formalism we consider the proto-
col to be a program, which we can then formalise by means of the constructs that
we discuss in subsection 6.3.1. In order to check the norm compliance the norms
are formalised into a logical representation, very similar to the one presented in
chapter 41.

The logic for representing the norms is a typical linear-time logic LTP for a
propositional kernel LP with operators ∧,∨,¬,→,↔,# (next), 2 (always), 3

(sometime), ⊙ (just), � (past), and until. The meaning of these operators is
given in definition 4.3, with the exception of the past-time operators ⊙ and �
which are introduced below. The just operator is for denoting that something
held in the previous state, while the past operator denotes that something held
some time before the current state. The meaning of these operators will be given
below, after we have introduced the model semantics for LTP .

For the semantics of the temporal propositional logic LTP we use a, Kripke-
like, model semantics based on possible worlds. The semantics are essentially
the same as defined in chapter 4, with a slight twist (e.g., we do not include
action assignments in the model, assigning which action is done at what time
is now part of the protocol, see subsection 6.3.1 for more details). Moreover,
we assume that the set of atomic propositions of LTP is split into two subsets
which we will call the set of global and local propositions, respectively. Unlike
local propositions, which inherit their truth value from the temporal state of the
model, global propositions do not change their truth value over time.

Definition 6.1 (Models ofLTP )

A propositional model M = 〈A , v,W〉 for the temporal propositional logic LTP

consists of:

• a set of atomic actions A ;

• a valuation function v to define the truth value of the kernel LP of LTP ;

• an infinite sequence W = {η1, η2, η3, . . .} of states where every ηi is a local
propositional valuation with respect to v (i.e., a truth assignment for every
local proposition).

Using these models we can now define the value of formulas in LTP . We
introduce a combined valuation function vs, derived from the global valuation
function v and local valuation ηs, to define the truth value of atomic propositions

1Here we only provide a small re-iteration of the logic used, for formal semantics we refer to
subsection 4.2.1.
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in state s of the model. We can then say that a atomic proposition p is true in a
state s of model M (i.e., M, s � p) if and only if vs(p) = true. The meaning of
this expression, and the semantics of the other formulas of LTP are given in the
following definition:

Definition 6.2 (Semantics ofLTP )

For every model M = 〈A , v,W〉, formulas A and B, and s ∈ N0:

M, s � A ⇔ vs(A) = true for every atomic proposition

where vs(A) = v(A) for every global proposition A and

vs(A) = ηs(A) for every local proposition A

M, s � ¬A ⇔ M, s 6� A

M, s � A ∧B ⇔ M, s � A and M, s � B

M, s � #A ⇔ M, s+ 1 � A

M, s � 2A ⇔ ∀t ≥ s : M, t � A

M, s � ⊙A ⇔ M, s− 1 � A for all s > 0 and

false otherwise

M, s � �A ⇔ ∃0 ≤ t ≤ s : M, t � A

M, s � A until B ⇔ ∃t ≥ s : M, t � B and

∀s ≤ u < t : M, u � A

The meaning of the remaining operators (e.g., ∨,3, et cetera) can be derived
from the meaning of the operators above as they are introduced as the standard
abbreviations (e.g., ϕ ∨ ψ ≡ ¬(¬ϕ ∧ ¬ψ),3ϕ ≡ ¬2¬ϕ, et cetera).

Given this basic linear-time temporal logic we can formalise the norms in a
similar manner as done in chapter 4; we introduce the deontic operators that we
need for expressing the norms as an Anderson’s reduction to temporal formulas
(such as given in definitions 4.5, 4.7 and further)2. Given by the definitions
specified in chapter 4, we use the LTL-reductions of the deontic operators:

2The semantics of the DO and DONE operators used in these definitions will become apparent
below when we introduce the link between protocols and the logic, see page 148 and further for
details.
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Definition 6.3 (Deontic Operators)

Ox(DOx α < δ) ⇔def 3δ ∧
[

(¬δ ∧ ¬viol(x,DOx α, δ) ∧ ¬DOx α)until

((¬δ ∧DOx α ∧ 2¬viol(x,DOx α, δ)) ∨

(δ ∧ viol(x,DOx α, δ)))
]

Fx(DOx α < δ) ⇔def

(

3δ →
[

(¬δ ∧ ¬DOx α ∧ ¬viol(x,DOx α, δ)) until

(δ ∧ ¬DOx α ∧ 2¬viol(x,DOx α, δ)) ∨

(DOx α ∧ #viol(x,DOx α, δ)))
])

∧
(

2¬δ → 2

[

DOx α→ #viol(x,DOx α, δ)
])

Ox(DOx α < δ |σ) ⇔def 2((σ → Ox(DOx α < δ)) until (DONEx α ∨ δ))

Fx(DOx α < δ |σ) ⇔def 2((σ → Fx(DOx α < δ)) until δ)

Px(DOx α | σ) ⇔def 2(σ → (DOx α→ ¬viol(x,DOx α)))

Px(DOx α) ⇔def Px(DOx α | ⊤)

For explanation of these operators we refer to our earlier introduction of these
deontics in subsection 4.2.1 on page 68 and beyond.

While trying to formalise the norms used for the example we discuss in sections
6.4 and 6.5 we encountered another kind of norm that needed to be expressed.
The norm stated that some action α needed to be done after something had
been done (which we model as a proposition δ). Clearly we needed an obligation
Ox(DOx α > δ) expressing that one needs to perform α until δ has passed. But
simply expressing this in that manner would mean that one can postpone doing
α almost indefinitely, without being in violation. Moreover, since we are trying
to see whether a protocol is in violation and protocol runs are defined as infinite
sequences of protocol states (see subsection 6.3.1), we cannot handle this sort of
expressions in trying to determine whether a violation will ever occur, since that
would need checking infinite numbers of states to see that α is never actually
performed. To this end we introduce the notion of reaction time, which is a more
operational view of the norm in question. Although the law does not say when
α should be done after δ, by common sense we understand that it means that α
should be done sometime soon after δ has occurred. We introduce the operator
⊙i with the following properties: a) ⊙1ϕ ≡ ⊙ϕ and b) ⊙iϕ ≡ ⊙i−1 ⊙ ϕ; thus,
intuitively, defining that ϕ has taken place i steps in the past.

The idea is then to define Ox(DOx α > δ) the state in which δ holds to trigger
a deadline expressing that α should be done in r.t. (the reaction time) steps.
The length of this reaction time has to be determined by using the preciseness
of the formalisation of the protocol, that is to say, formalising a protocol can
introduce many steps between two actions, since many checks need to be made
before determining which actions are to be executed.
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Definition 6.4 (Temporal Triggered Obligations)

Ox(DOx α > δ) ≡def 2(δ → Ox(DOx α < ⊙r.t.δ))

Note that we restricted ourselves here to the deontic operators that we needed
in the formalisation of the norms used in the example described in section 6.4.
Of course other kinds of deontic operators can be expressed as well in a similar
manner if needed. When formalising other normative domains, one might need
to change some of the definitions given above, i.e. simplify or enhance the used
definitions.

6.3.1 Syntax and Semantics of Protocols

As mentioned earlier, we consider protocols to be (a special kind of) programs. In
order to be able to express protocols/programs we introduce a formal syntax for
the protocols. This syntax, representing the protocol, is then linked to the formal
models of the logic in order to make it possible to use the logical formalism, as
presented in the previous section, for proving various properties of the protocols,
including norm compliance. Here we constrain ourselves to the use of single
sequential protocols, although more complex protocols, including parallel and
cyclic ones, can be expressed and used with the formalism presented after the
necessary expansions.

We formally define the structure of a program as the following:

Definition 6.5 (Formal Protocol)

A protocol Π is defined over propositional logic LP and set of atomic actions A

as a string of the form

Π = initial R ; Πc

where Πc is a 〈non-cyclic protocol component〉, and R is a formula of LP called
the initial condition.

This definition shows that protocols are constructed by means of two compo-
nents; 1) a set of initial statements that are used to initialise global variables
at the start of the program-run, and 2) a sequential program component. This
sequential program component is the formal specification of the protocol and uses
atomic actions (including variable assignments) from A , if-then-else and while-
do clauses to specify the protocol. The conditions of these latter two statements
are logical formulas (from LP ). For ease of reference all statements in a proto-
col are labelled, with labels being unique throughout the protocol, i.e., no two
labels occurring in a protocol are equal. Definition 6.6 shows the structure of the
sequential component.
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Definition 6.6 (Non-cyclic Protocol Components)
〈non-cyclic protocol component〉 ::= 〈statement sequence〉; 〈label〉 : stop
〈statement sequence〉 ::= 〈statement〉 | 〈statement〉; 〈statement sequence〉
〈statement〉 ::= 〈label〉 : 〈unlabelled statement〉
〈unlabelled statement〉 ::= 〈element of A 〉 |

if 〈condition〉 then 〈statement sequence〉
else 〈statement sequence〉 fi |

if 〈condition〉 then 〈statement sequence〉 fi |
while 〈condition〉 do 〈statement sequence〉 od

Protocols are executed in discrete steps. This means that each step the pro-
gram component executes an (indivisible) action, which is either a statement of
A (i.e. an atomic action or variable assignment), a test of the condition in an if
statement together with the entry into the respective branch, or a test of the con-
dition of a while statement together with the respective entry into or exit from
the loop. This means, that only one step of the protocol, labelled by a protocol
label, is performed per discrete step, i.e. if a protocol has steps labelled λ1, . . . , λn,
it performs only one of those labelled actions/steps (λi) each step. Therefore, we
can distinguish the protocol steps by means of the protocol labels attached to the
step performed, that is to say, we can determine the ‘state’ of the protocol by
referring to the label of the step that the protocol is about to perform. For ease
or reference we use λ0 (start label) to denote the first statement of the component
Πc, λe (stop label) as the label of the stop statement, and MΠ as the set of labels
occurring in Π.

Now that we have shown the syntax of protocols we determine what the con-
structs introduced in definition 6.6 actually mean. To formalise this ‘operational
semantics’ of a program Π, we introduce three concepts, for any statement se-
quence ψ, Mψ the labels occurring in ψ and F (LP ) being the set of all formulas
of LP ;

• entry(ψ) ∈ Mψ for determining the entry label of ψ;

• the set trans(ψ) ⊆ Mψ × F (LP ) × Mψ defining the transitions between
statements in ψ; and

• the set exits(ψ) ⊆ Mψ × F (LP ) defining the exit conditions of ψ.

Using these concepts we can inductively define the meaning of the statements
mentioned in definition 6.6 above.

Definition 6.7 (Operational Semantics of Protocol Statements)

1. ψ ≡ α :〈element of A 〉 :
entry(ψ) = α,

trans(ψ) = ∅,
exits(ψ) = {(α,⊤)}.
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2. ψ ≡ α : if B then ψ1 else ψ2 fi :
entry(ψ) = α,

trans(ψ) = trans(ψ1) ∪ trans(ψ2) ∪ {(α,B, entry(ψ1)), (α,¬B, entry(ψ2))}
exits(ψ) = exits(ψ1) ∪ exits(ψ2).

3. ψ ≡ α : if B then ψ1 fi :
entry(ψ) = α,

trans(ψ) = trans(ψ1) ∪ {(α,B, entry(ψ1)},
exits(ψ) = exits(ψ1) ∪ {(α,¬B)}.

4. ψ ≡ α : while B do ψ1 od :
entry(ψ) = α,

trans(ψ) = trans(ψ1) ∪ {(α,B, entry(ψ1))} ∪ {(β,C, α)|(β,C) ∈ exits(ψ1)},
exits(ψ) = {(α,¬B)}.

5. ψ ≡ α : ψ1;ψ2 (ψ1 unlabelled statement, ψ2 statement sequence) :
entry(ψ) = α,

trans(ψ) = trans(ψ1) ∪ trans(ψ2) ∪ {(β,C, entry(ψ2))|(β,C) ∈ exits(ψ1)},
exits(ψ) = exits(ψ2).

Now, in order to complete the semantics we define the transitions for a protocol
part Πc as mentioned in definitions 6.5 and 6.6, i.e. trans(Πc) ⊂ MΠc

×F (LP )×
MΠc

, as:

Definition 6.8 (Operational Semantics of Protocols)

Πc ≡ ψ;α : stop (for a statement sequence ψ) :
trans(Πc) = trans(ψ) ∪ {(β,C, α)|(β,C) ∈ exits(ψ)}.

Informally (α,C, β) ∈ trans(Πc) means that: In Πc, execution can proceed in
one step from α to β if C holds. Therefore, trans(Πc) expresses all possible steps
that can be taken in the protocol-part, and thereby describes all possible paths
within the protocol.

Let us explain the semantics a bit more by means of a simple example. Con-
sider the following protocol (which is a simplification of, but of similar structure
to the protocol we use in sections 6.4 and 6.5):

Πc ≡ π1 : if ϕ1 ∧ ϕ2

then π2 : 〈action1〉
else π3 : if ϕ1 ∧ ¬ϕ2

then π4 : 〈action2〉
fi

fi;
π5 : stop

After applying the above definition, and decomposing the protocol into the parts
and completing the trans and exits for each step we obtain the following:

trans(Πc) = trans(π1) ∪ {(β,C, π5) | (β,C) ∈ exits(π1)}
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trans(π1) = trans(π2) ∪ trans(π3)∪
{(π1, ϕ1 ∧ ϕ2, π2), (π1,¬(ϕ1 ∧ ϕ2), π3)}

exits(π1) = exits(π2) ∪ exits(π3)

trans(π2) = ∅
exits(π2) = {(π2,⊤)}

trans(π3) = trans(π4) ∪ {(π3, ϕ1 ∧ ¬ϕ2, π4)}
exits(π3) = exits(π4) ∪ {(π3,¬(ϕ1 ∧ ¬ϕ2))}

trans(π4) = ∅
exits(π4) = {(π4,⊤)}

Which leads, after combining the trans’s and exits’s from each step of the protocol-
part, to the following transitions for Πc:

trans(Πc) = {(π1, ϕ1 ∧ ϕ2, π2), (π1,¬(ϕ1 ∧ ϕ2), π3), (π2,⊤, π5),
(π3, ϕ1 ∧ ¬ϕ2, π4), (π3,¬(ϕ1 ∧ ¬ϕ2), π5), (π4,⊤, π5)}

This set of transitions precisely captures the paths occurring in protocol-part
Πc, namely π1−π2−π5, π1−π3−π4−π5 and π1−π3−π5, and thereby expresses
exactly what the protocol means.

Linking Protocols to the Logic

The formalism we just introduced for expressing protocols is an exogenous lan-
guage, and therefore not a part of our logical framework. However, in order to
prove properties and aspects of these protocols we need to connect the protocols to
the logical model. To accomplish this we introduce the concepts of protocol states
and computations (execution sequences), which we can connect to the states in
the model of our logical formalism.

Remember that in section 6.3, at the introduction of the base logic, we assumed
a partitioning of the propositions into two different kinds, local propositions and
global propositions. This distinction is needed for relating protocols to the logic,
where we assume that all propositions whose truth value is changed in the protocol
(for example, by means of assignment statements) are local propositions, and all
others propositions used in the context of the protocol are global propositions.
The idea is then that, while the value of global propositions is still assigned by the
valuation function v of the logical model, the logical states ηi ∈ W are connected
to a state of the protocol to assign a value to the local propositions.

Definition 6.9 (Protocol States)

For a program Π = initial R ; Πc over LP and A , a program state of Π is a tuple
η = (µ, λi) where:

• µ is a local propositional valuation with respect to v (i.e., a truth assignment
for every local proposition); and

• λi ∈ MΠc
(the label of the action to be executed next).
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If λi = λe (i.e., the label of the stop-statement of Πc), we call η the ter-
minal state. The part µ of a program state η is just a (partial) propositional
interpretation as used in definition 6.1. This is, therefore, together with a global
interpretation I the mapping (vµ) that associates every formula of LTP with a
truth value. A run, or computation, of a protocol Π can then be defined as the
sequence of protocol states such that: a) the run starts in the (logical) state that
satisfies the initial conditions, b) the transition between states are only those in-
cluded in trans(Π), and c) no changes are made in the model after the protocol
has reached its end-label.

Definition 6.10 (Computations of Π)
An execution sequence of Π (with respect to v) is an infinite sequence of WΠ =
{η0, η1, η2, . . .} of protocol states of Π (with respect to v) with the following prop-
erties:

• η0 = (µ0, λ0) and vµ0(R) = t;

• If ηj = (µ, λi) then ηj+1 = (µ′, λ′i) and trans(Π) contains an element
(λi, C, λ

′
i) and vµ(C) = true. If, moreover, λi is the label of a statement

not in A then µ′ = µ;

• If ηj = (µ, λe) then ηj+1 = ηj .

Definition 6.10 effectively captures the above mentioned link between the exoge-
nous protocols and the linear temporal logic. It makes sure that the states of
the model correspond to the states of a run of the protocol. Note, however, that,
since protocols have choice points because of the if-then and while statements,
there can be various different models for a protocol (i.e., different models for ev-
ery different run of the protocol). Likewise, because of changes in the value of
global variables, there can be more than one model for a single run (i.e., different
models for the same run, but with other instantiations of the global variables).

Also note that, although an execution sequence is defined as an infinite se-
quence of program states, time itself is actually semi-finite (no program-states
before the start of the protocol). This means that protocols cannot use informa-
tion about previous runs or next runs (unless explicitly modelled). If protocols Π1

and Π2 are run one after another (i.e., Π1; Π2), Π1 cannot use information from or
about Π2 and vice versa; the protocols Π1 and Π2 are considered as separate runs.
This also means that the value of program variables, truth values of propositions
and states and information gathered is restricted to the runtime of a protocol.
Propositions can change their truth values during a protocol run, however, but
only because of actions that are taken in the protocol.

As explained earlier, the defined protocol is extrageneous to the logic, and
although there is a connection between the protocol and the models of LTP by
means of the definition of protocol states, we need some constructs in the logic to
represent the actions and their results. To this end we introduce propositions to
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denote which action is going to be performed in the state, thereby extending the
temporal propositional logic LTP to the temporal propositional logic of protocols
LTPΠ

:

Definition 6.11 (Action Label Propositions)

The language LTPΠ
is obtained from the extension of LTP with:

• atλ for every λ ∈ MΠ

So every label (λ) of a step in the protocol is now included as an (atomic) formula,
intuitively meaning that ‘the action λ is executed next’. We use these in the logic
to denote the state of the protocol, where M, s � atλ for some protocol state
ηs = (µs, λs) in M, if and only if λ = λs.

Next we introduce the abbreviations DOx λ ≡ atλ and startΠ ≡ atλ0 ∧ R

(where λ0 is the start-label of Π, and R are the initial statements of Π). For ease
of reference and understanding we also say that DONEd α ≡ ⊙DOd α, denoting
that α was the label of the previous state (and thus stating that α has just
been done). Note that the abstract actions in the norms, as specified in C, are
considered part of some external, vague protocol that are linked to the concrete
protocol as given by the execution sequence by means of the counts as operator
that we introduced in subsection 6.2.2.

6.4 Proving Non-Violation Invariance

As mentioned in section 6.1 we check the protocol on norm compliance by specify-
ing a safety property that has to be satisfied by the protocol. This safety property
is an invariant, i.e. a formula that should hold during the entire execution of the
protocol. The safety property for stating that a protocol should be compliant to
the norms is as simple as specifying that non-violation should not change over
time (from the start of the protocol on). This can be defined as follows:

Definition 6.12 (Safety Property of Protocols)

startΠ ∧ 2Norms → 2¬violation

Where startΠ ≡ at α0 (the protocol is at its start label), Norms being the con-
junction of all applicable norms, and violation ≡

∨

x,α,δ viol(x, α, δ) (violation is
the disjunction of all viol-formulas that occur in Norms). This safety property
of protocols is defined as the global invariance of ¬violation for the protocol Π
under the condition that Norms always holds, i.e., if 2Norms holds upon the
start of running Π, then ¬violation will hold in all states of the run.

To prove that a protocol satisfies this property we will verify that no actions in
the protocol change the value of violations, that is to say, no violation will occur
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during the execution of the protocol on account of an action in the protocol; thus
proving that non-violation is an invariance of all actions in the protocol. Combined
with the assumption that the protocol is started in a violation-free state we can
derive the safety property specified above. We can make this assumption because
we are not interested in the situations where this assumption does not hold, such
as the situation in which the protocol is started when a violation has already
occurred, since starting the protocol in such a situation would say nothing about
the norm compliance of the protocol, only that it cannot ‘repair’ the situation it
started in. This derivation rule can be defined as:

Theorem 6.13 (Invariance Rule) The following rule is valid:

startΠ ∧ 2Norms → ¬violation
¬violation invof M̄Π

startΠ ∧ 2Norms → 2¬violation

Where C invof α ≡ α ∧ C → C (C is an invariant of α) and C invof M ≡
C invof α1 ∧ . . .∧C invof αm (C is an invariant of every α ∈ M ), and M̄Π is the
set of all labels in the program except for the label of stop, the end-statement.
This rule is also very close to the intuition one might have about protocols being
norm-compliant, namely if there are no steps in the protocol that violate any
norm, the protocol will not violate any of the norms as a whole (if no violation
existed when the protocol started running).3

6.4.1 Assumptions

Before we can prove the safety property (and later on the liveness property) we
need to emphasises our assumptions, which we present in this section.

As explained in section 6.2.3 there have been cases where we had to make
representational choices in formalising some of the vague concepts used in the
norms. A list of these concepts, introduced as domain knowledge, is the following:

1) M � necessary for(consult(d, register), intended(organ removal)) ↔
2(¬DOd consult(d, register) → ¬3DOd′ remove organ(d′, p))

2) M � under authority(d, consult(d, register))
3) M � (¬registered(p) ∧ ¬other statement(z, p)) → ¬statement of intent(w, p)
4) M � ((know statement permission(d, p) ∨ know other statement(d, p)∨
know relative permission(d, p)) ∧ (¬non-natural death(p)∨
(non-natural death(p) ∧ know DA permission(d, p)))) → 2available(organ(p))

5) M � known non-natural death(d, p) → suspicion(d, p, non-natural death)

3A proof of an invariance rule similar to the one specified in theorem 6.13 can be found in
[Kröger, 1987].
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Figure 6.2: Norms and protocol labels mapped on informal protocol description.

The first rule states that “consulting the register is necessary for the intended
removal of organs” whenever not consulting the register would lead to not doing
the organ removal ever. The second rule expresses that (in our model) d (the
doctor running the protocol) consulting the register always does this under au-
thority of himself. The third item states that a patient not being registered and
not having made another statement of intent can be considered as no statement
of intent existing for this patient. The fourth item expresses what it means that
an organ becomes available. In the context of this work this means that whenever
the patient died of natural causes and the doctor knows that he has the permis-
sion to remove the organ (either through a registered consent, another statement
of intent, or given by the relatives) the organ is available. In the case that the
patient did not die of natural causes, but a permission has been obtained from
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the district attorney, and the doctor knows he has the permission, the organs are
available as well. The last item states that if a doctor knows that the patient
has died of non-natural causes, then he will also suspect that the patient died of
non-natural causes.

The protocol we are examining is used to ‘change’ the knowledge of the doctor
about whether or not organs may be extracted. For simplification we have made
use of propositions to express this knowledge of the doctor. However, some prop-
erties of knowledge as expressed in S5 models and epistemic logics in general, see
[Meyer and van der Hoek, 1995] for more details on S5 and epistemic logics, are
desired for use in our framework, which we had to add by hand. To this end we
make the following assumption concerning all knowledge-proposition, in order to
capture the idea that ‘knowledge is truthful’:

know ϕ→ ϕ

know not ϕ→ ¬ϕ

And to capture that knowing ϕ means that you do not know ¬ϕ:

(know ϕ ∧ know not ϕ) → ⊥

Another thing needed before we can derive the norm compliance of the protocol
formalised in Appendix C is the meaning of the actions that are taken in the
protocol. These actions change the world, that is to say, they change the truth
value of proposition from one state to another. In table 6.1 below, we specify
exactly how this is done.

Intuitively this means that an action (α) results in a specified postcondition
(ψα) if the corresponding precondition (ϕ) held in the model at the time the action
was performed. Thus, formally if M � atπi ; α then M, s � (atπi ∧ϕ) → #ψα.

Note that there are actions specified that do not change the world, i.e., pre-
condition and postcondition are ⊤. These actions are specified in the real-world
protocol, and included in the formalised version, but do not change any knowledge
of the doctor that is necessary for the safety or liveness proof of the protocol. The
actions themselves, however, might be needed for fulfilling obligations.

6.4.2 Invariance Proof

Using the formalism described in section 6.3 we show in this section how the safety
property specified earlier is proven for the protocol for obtaining the permission to
extract organs for transplantation. This example protocol, introduced in section
6.1 and shown in figures 6.1 and 6.2, as well as the applicable norms, is first
formalised (see Appendices A and B). Then, for proving the safety property,
i.e. proving that ¬violation is an invariant of the protocol, we make use of the
invariance rule as mentioned in theorem 6.13.
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Pre-Condition Action Post-Condition
criteria(p)∧ 〈check criteria & contra-indications〉 know criteria(d, p)∧
contra-indication(p) know contra-indication(d, p)

¬criteria(p)∧ 〈check criteria & contra-indications〉 know not criteria(d, p)∧
contra-indication(p) know contra-indication(d, p)

criteria(p)∧ 〈check criteria & contra-indications〉 know criteria(d, p)∧
¬contra-indication(p) know not contra-indication(d, p)

¬criteria(p)∧ 〈check criteria & contra-indications〉 know not criteria(d, p)∧
¬contra-indication(p) know not contra-indication(d, p)

registered(p) 〈consult donor register〉 know registered(d, p)
¬registered(p) 〈consult donor register〉 know not registered(d, p)
statement permission(p) 〈check permission〉 know statement permission(d, p)
¬statement permission(p) 〈check permission〉 know not statement permission(d, p)
other statement(w, p) 〈check other statement〉 know other statement(d, p)
¬other statement(w, p) 〈check other statement〉 know not other statement(d, p)
⊤ 〈inform relatives〉 ⊤
⊤ 〈report to transplant coordinator〉 ⊤
⊤ 〈report to coroner〉 ⊤
DA permission(DA, p) 〈ask DA for permission〉 know DA permission(d, p)
¬DA permission(DA, p) 〈ask DA for permission〉 know not DA permission(d, p)
⊤ 〈fill donor form〉 ⊤

Table 6.1: Pre- and Post-conditions of Protocol Actions.

In order to prove that the protocol does not violate any of the norms specified
in Appendix C, we need to show that all of the obligations that are stated are
actually fulfilled. This means that we need to check whether the obliged action
is actually performed at the applicable moment, which is before the deadline has
passed:

Theorem 6.14 (Derivation Rule) The following rule is valid:

M � Ox(α < δ)

M � atπi ; α

M � atπi → ¬�δ

M � atπi → #¬viol(x, α, δ)

Intuitively this theorem states that we can derive that the norm Ox(α < δ) will
not be violated by the current action in the protocol (i.e. ¬viol(x, α, δ) will hold
in the next state) if we can show that, at this moment, the obliged action is
done and the deadline has not yet passed (¬�δ). A proof of this theorem can be
found in Appendix A. Note that similar rules could be specified for conditional
obligations and (temporal) prohibitions.

Now, let us start the invariance proof by assuming that startΠ ∧ 2Norms →
¬violation holds and try to prove that ¬violation is an invariance of every follow-
ing step of the protocol, thereby deriving that ¬violation is an invariant of the
protocol. Note that we only need to check the actions taken by the protocol, since
the ‘control points’ used in the protocol (i.e. protocol labels referring to conditions
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of if -clauses) are trivially norm-compliant since they do not change the value of
any viol-predicate (actually, the action that is thereafter chosen shows whether
the decision made at the control point was correct). This is expressed in step (1).

(1) ¬violation invof M̄Π\{π0,π5,π7,π9,π14,π16,π21,π23,π24,π26,π33}

Next we prove that step π0 of the protocol (checking whether the patient
p satisfies the criteria and none of the contra-indications for being a donor) is
norm-compliant. The only norm in the law concerning this action is the fact that
doctors are supposed to check whether a patient is brain dead before removing
any organs (see article 14, included in Appendix C), of which the translation is
seen in step (3). Now, since we can derive from the structure of the protocol
that DOd′ remove organ(d′, p) has not yet occurred, or is occurring now (5), we
can derive that the value of V1 will not be changed by DOd certify death(d, p) by
applying the theorem introduced above4, shown in (6). Finally, after remembering
the fact that obligations imply permissions (7) (and therefore do not lead to
violations by acting upon the obligation)5, and adding the fact that no other
norms were applicable and thereby cannot be violated (8)6, we can conclude that
¬violation is an invariant of π0, see (10).

(2) atπ0;DOd certify death(d,p)

(3) Od(DOd certify death(d,p)<DOd′ remove organ(d′,p)) Art. 14

(4) V1=viol(d,DOd certify death(d,p),DOd′ remove organ(d′,p)) (Def)

(5) atπ0→¬�DOd remove organ(d′,p) (Π)

(6) atπ0∧¬violation→#¬V1 (DR),(2),(3),(5)

(7) atπ0→Pd(DOd certify death(d,p)) (3)

(8) atπ0∧¬violation→#¬viol(d,α,δ) (7),(V C)

for all viol-predicates other than V1

7

(9) atπ0∧¬violation→#¬violation (6),(8)

(10) ¬violation invof π0 (9)

The next step (π5) is an instantiation of the DOd consult(d, register) action
mentioned in article 10 of the norms (11). The norm, specified in (12) says that
only persons authorised by a doctor have the permission to consult the donor

4Application of the derivation rule in theorem 6.14 is referred to by the abbreviation (DR).
5Note that although we already assumed that our set of norms is consistent, the derivation

shown in (7) only holds if we assume an even stronger restriction on the set of norms. The
derivation shown here only holds if the set of norms does not contain any norm conflicts; i.e.,
the derivation shown does not hold if the set of norms include, next to article 14, a norm as,
e.g., Od((NOT DOd certify death(d, p)) < DOd′ remove organ(d′, p)). However, since article
14 is the only norm concerning the certify death action, the derivation shown in (7) is correct.

6This process of using the fact that no other norms are applicable and therefore cannot be
violated by the protocol step will be used several times in the proof. We call this step ‘violation
completion’ and use the abbreviation (V C) to denote the use of this step.

7Note that viol(d, α, δ) is in fact a disjunction of all violation-predicates other than the
violation raised by article 14, i.e., viol(d, DOd certify death(d, p), DOd′ remove organ(d′, p).
We will use this formulation instead of the full disjunction for space saving reasons and to make
the expression more readable.
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register for information on patients, and then only when this is necessary for the
removal of organ. Since we introduced the ∼Px(DOx α) → Fx(DOx α) rule in
subsection 6.2.1, we need to check if the conditions of this permission are met,
since, if the conditions do not apply, the above mentioned rule specifies that it is
actually forbidden to consult the register. This corresponds to our intuitions of
the norm; people who are not under the authority of a doctor or when it is not
necessary for removing organs, consulting the register is not permitted.Next we
use the domain knowledge introduced in subsection 6.4.1 about what it means
to for something to be necessary, shown in (14)8, i.e. not consulting the register
would mean that no organs will ever be removed, which is the case according to
the specification of the protocol (the protocol would halt and never terminate,
expressed in (15)). Using this we can derive the second condition of article 10,
shown in (16). The third condition, i.e. being under the authority of a doctor
when consulting the register, is trivially true since, in our case, the doctor is
running the protocol and therefore always under the authority of a doctor (17).
Having shown that the norm is applicable by combining the derived conditions
(16) and (17) we can now derive that article 10 is actually applicable and therefore
no violation occurs because of it (19).

(11) atπ5 ;DOd consult(d,register)

(12) Pd((DOd consult(d,register)) |

(under authority(d,consult(d,register))∧

necessary for(consult(d,register),intended(organ removal))) Art. 10.3

(13) V2=viol(d,DOd consult(d,register)) (Def)

(14) necessary for(consult(d,register),intended(organ removal))↔

2(¬DOd consult(d,register)→¬3DOd′ remove organ(d′,p)) (DK)

(15) 2(¬DOd consult(d,register)→¬3DOd′ remove organ(d′,p)) (Π)

(16) necessary for(consult(d,register),intended(organ removal)) (14),(15)

(17) under authority(d,consult(d,register)) (DK)

(18) atπ5→Pd(DOd consult(d,register)) (12),(16),(17)

(19) atπ5∧¬violation→#¬V2 (11),(18)

This, however, is not the only norm concerning step π5; there is another law
regulating this section of the protocol, namely one that obliges doctors to check
for the information in the donor register (see article 20.1 in Appendix C). This
norm states that doctors who have just certified the death of the patient, are
supposed to check whether a patient left a statement of intent concerning the
removal of organs, which corresponds to the steps of the protocol from π4 up to
π9 (the actual actions are of course π5 and π7 or π9, but the intermediate steps
are required to determine which actions need to be performed), as seen in (20).
The norm is specified in (21) and translated by means of the definition 6.4 into
the deadline of (22). Using the fact that step π0 was considered as doing the
certify death action (stated in (2)), we can conclude, by looking at the possible

8We use (DK) as an abbreviation to show that ‘domain knowledge’ has been applied in a
proof step.



6.4 PROVING NON-VIOLATION INVARIANCE 157

transitions of the protocol, that the state of π4 always is three states after π0

(through the transitions π0;π1;π2;π4 or π0;π1;π3;π4, see the formal protocol in
Appendix C for details), shown in (24). Now assuming that the reaction time is
at least 4 or 5, as intuition might expect, we can conclude that the deadline has
not yet passed, (25), and by applying theorem 6.14 we obtain (26). By splitting
the norm compliance over the individual steps we can conclude that the value
of violation is not changed in any of these steps ((36) up to (41)). Note that
we needed to prove the violation-invariance of doing the consult register action
(derived in (11)-(19)) as well as of the statement checking action (derived in (20)-
(19)) before we could apply the fact that no other norms are violated as stated
in (28) and derive that (31) and (37) hold.

(20) atπ4;π5;π6;π7;π8;π9;DOd check(d,z)

(21) Od(DOd check(d,statement(p))> �DONEd certify death(d,p)) Art 20.1

(22) 2(DONEd certify death(d,y)→

Od(DOd check(d,z)≤(⊙r.t.DONEd certify death(d,p)))) (21)

(23) V3=viol(d,DOd check(d,z),DONEd certify death(d,p)) (Def)

(24) atπ4→⊙3DONEd certify death(d,p) (2),(Π)

(25) atπ4→¬�⊙r.t. DONEd certify death(d,p)

For r.t.greater or equal to 4 (24)

(26) atπ4;π5;π6;π7;π8;π9∧¬violation→#¬V3 (DR),(21),(20),(25)

(27) atπ4;π5;π6;π7;π8;π9→Pd(check(d,statement(p))) (22),(24)

(28) atπ5∧¬violation→#¬viol(d,α,δ)

for all viol-predicates other than V2 and V3 (V C)

(29) atπ4;π6;π7;π8;π9∧¬violation→#¬viol(d,α,δ)

for all viol-predicates other than V3 (V C)

(30) atπ4∧¬violation→#¬violation (26),(29)

(31) atπ5∧¬violation→#¬violation (26),(19),(28)

(32) atπ6∧¬violation→#¬violation (26),(29)

(33) atπ7∧¬violation→#¬violation (26),(29)

(34) atπ8∧¬violation→#¬violation (26),(29)

(35) atπ9∧¬violation→#¬violation (26),(29)

(36) ¬violation invof π4 (30)

(37) ¬violation invof π5 (31)

(38) ¬violation invof π6 (32)

(39) ¬violation invof π7 (33)

(40) ¬violation invof π8 (34)

(41) ¬violation invof π9 (35)

Step π14 provides us with a strange case, as talking to relatives to inform
them what the decisions of the deceased where concerning organ donation does
not seem wrong at all, but since we introduced the rule that everything that is
not (explicitly) permitted is actually forbidden, this step might actually lead to
a violation. There are no norms in the organ donation laws that explicitly, or
indirectly, give doctors the permission to inform the relatives. Even so, since
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an official protocol, which is actually used in the medical domain, includes this
action, one would assume that informing the relatives would not violate any of
the norms. Therefore, there seems to be something incorrect to just derive that a
violation occurs because of this step. Remember, however, that in subsection 6.2.1
we explained, when we discussed why we needed the non-permission rule, that
this rule is introduced because the general default of the organ donation domain
(being included in the domain of cutting in and operating on people) is not to
allow anything unless explicitly permitted. Note then that informing relatives is
actually not really a part of that domain, and therefore actually not regulated by
the laws of that domain. And since the domain of which informing relatives seems
part of seems to be more of the ‘opposite’ default, i.e., anything is allowed if it is
not explicitly prohibited, we can safely assume that step π14 does not violate any
of the concerning norms.

(42) ¬violation invof π14 Fact

The violation-invariance proof of step π16 starts in the usual manner; first
we introduce the connection between the abstract and concrete levels (43), and
then we introduce the norm concerning this step, which, in this case, states that
doctors should, after determining that no statement of intent exists, confer with
the relatives of the deceased to obtain the permission for extracting the organs
(44). Then, after translating the temporal obligation into a deadline by using
definition 6.4 to obtain (46), we start deriving the conditions of theorem 6.14. As
it follows from the protocol that the doctor did check for the statement in the
past (namely in steps π4 − π9), combined with translating (46) using definition
6.3 we can obtain (48). Using the fact that the doctor now knows that p is
a potential donor, who is not registered and did not leave another statement
of intent, and applying the domain knowledge mentioned in section 6.4.1 that
knowledge is truthful, we obtain the desired condition that no statement of intent
exists ((49)-(53)). The protocol structure also shows us that the completed check
action is no more than 3 steps in the past, thus expressing that the deadline of
(48) has not yet passed ((54)-(56)). After applying theorem 6.14 we obtain that
V4 is not violated, (57), and that π16 is not affecting the value of violation, (61).
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(43) atπ16;DOd confer with(d,x)

(44) Od((DOd confer with(d,person)>(�DONEd check(d,z))) |

((¬statement of intent(w,p)∧relative(person)∧w=z)∧

�DONEd certify death(d,p))) Art 20.2

(45) V4=viol(d,DOd confer with(d,x)) (Def)

(46) 2(�DONEd check(d,z)→

Od((DOd confer with(d,person)<⊙r.t.
�DONEd check(d,z)) |

((¬statement of intent(w,p)∧w=z∧relative(person))∧

�DONEd certify death(d,p)))) (44)

(47) atπ16→�DONEd check(d,w) (Π)

(48) 2(((¬statement of intent(w,p)∧w=z∧relative(person))∧

�DONEd certify death(d,p))→

(Od(DOd confer with(d,x)<⊙r.t.
�DONEd check(d,z)) until

(DONEd confer with(d,x)∨⊙r.t.
�DONEd check(d,z))) (46),(47)

(49) atπ16→know potential donor(d,p)∧know not registered(d,p)∧

know not exist other statement(d,z,p)) (Π)

(50) know potential donor(d,p)∧know not registered(d,p)∧

know not exist other statement(d,z,p))→

(potential donor(p)∧¬registered(p)∧¬other statement(z,p)) Prop. of known

(51) (potential donor(p)∧¬registered(p)∧¬other statement(z,p))→

(¬registered(p)∧¬other statement(z,p)) (Tautology)

(52) ¬registered(p)∧¬other statement(z,p)→¬statement of intent(w,p) (DK)

(53) atπ16→¬statement of intent(w,p) (49)−(52)

(54) atπ10→�DONEd check(d,z) (Π)

(55) atπ16→⊙3
�DONEd check(d,z) (54),(Π)

(56) atπ16→¬�⊙r.t.
�DONEd check(d,z)

For r.t. greater or equal to 4 (55)

(57) atπ16∧¬violation→#¬V4 (DR),(43),(48),

(53),(56)

(58) atπ16→Pd(confer with(d,x)) (48),(53),(54)

(59) atπ16∧¬violation→#¬viol(d,α,δ)

for all viol-predicates other than V4 (58),(V C)

(60) atπ16∧¬violation→#¬violation (57),(59)

(61) ¬violation invof π16 (60)

At π20 the protocol splits two ways, since the doctor has different procedures
in case of natural and non-natural deaths. First we will prove that the announce-
action in π21, which is executed when the patient died of natural causes, is norm-
compliant. The law dictates that organs that are supposedly becoming available
for transplantation should be announced at an organ centre (c in this case), which
is formalised in (63). This is supposed to be done by the doctor who certified
the death of the patient. Since π0 was considered as doing certify death, this
condition of the norm is satisfied. Using the definitions of section 6.3 we obtain
the deadline necessary for applying theorem 6.14, (65). By using the definition
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of what it means that the organs have become available (introduced in section
6.4.1), we can show that it follows from the protocol that the deadline of (65)
has not yet passed, shown in (71). Again applying theorem 6.14 we obtain that
article 18.1 was not violated in the case the patient died of natural causes, (72).
(62) atπ21;DOd announce(d,organ(p),c)

(63) Od((DOd announce(d,organ(p),c)>available(organ(p))) |

�DONEd certify death(d,p)) Art 18.1

(64) 2(available(organ(p))→

Od((DOd announce(d,organ(p),c)<⊙r.t.available(organ(p))) |

�DONEd certify death(d,p))) (63)

(65) 2(available(organ(p)→(2(�DONEd certify death(d,p)→

Od(DOd announce(d,y)<⊙r.t.available(organ(p))) until

DONEd certify death(d,p)∨⊙r.t.available(organ(p)))))) (64)

(66) V5=viol(d,DOd announce(d,organ(p),c)) (Def)

(67) atπ21→�DONEd certify death(d,p) (Π),(2)

(68) ((know statement permission(d,p)∨know other statement(d,p)∨

know relative permission(d,p))∧(¬non-natural death(p)∨

(non-natural death(p)∧know DA permission(d,p))))→

2available(organ(p)) (DK)

(69) atπ21→((know statement permission(d,p)∨know other statement(d,p)∨

know relative permission(d,p))∧¬non-natural death(p)) (Π)

(70) atπ21→available(organ(p)) (68),(69)

(71) atπ21→¬�⊙r.t.available(organ(p)) (Π),(70)

(72) atπ21∧¬violation→#¬V5 (67),(DR),

(62),(63),(71)

(73) atπ21→Pd(DOd announce(d,organ(p),c)) (65),(67),(70)

(74) atπ21∧¬violation→#¬viol(d,α.δ)

For all viol-predicates other than V5 (73),(V C)

(75) atπ21∧¬violation→#¬violation (72),(74)

(76) ¬violation invof π21 (75)

The other ‘branch’ of the protocol is used when the patient has died of non-
natural causes. In such cases organ donation is not necessarily taking place when
permission has been granted by the patient himself or by his relatives, because
removing the organs may hinder the investigation towards the death of the patient.
In such cases the doctor who certified the death of the patient is not allowed to
perform the autopsy of the patient. Autopsies are normally performed at the
moment of the removal of the organ, and are used to determine the exact causes
of death. If, however, the doctor certifying the death of the patient suspects
that his patient has not died of natural causes, he is not allowed to perform this
autopsy and is obliged to report to the Municipal Autopsist instead (see article 7.3
of the Law on the disposal of the dead included in Appendix C), stated in (78).
Following from the structure of the protocol, we can derive, in (81)-(83), that
at π23 there actually is a suspicion of a non-natural death, therefore activating
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the obligation for the doctor to report to the autopsist a. Since the doctor is
reporting to the autopsist (since that is what π23 is all about, (77)), we can
derive, by application of theorem 6.14 that no violation will occur because of
doing π23 at this moment, as stated in (85). Again, remembering that obligations
imply permissions, we conclude, since article 7.3 of the Law on the disposal of the
dead is the only applicable norm, that π23 is non-violation invariant, (89).

(77) atπ23;DOd report to(d,a)

(78) Od(DOd report to(d,a)>suspicion(d,p,non-natural death)) Art 7.3 LDotD

(79) 2(suspicion(non-natural death)→

Od(DOd report to(d,a)<⊙r.tsuspicion(d,p,non-natural death))) (78)

(80) V6=viol(d,DOd report to(d,a),suspicion(d,p,non-natural death)) (Def)

(81) atπ23→know non-natural death(d,p) (Π)

(82) know non-natural death(d,p)→suspicion(d,p,non-natural death) (DK)

(83) atπ23→suspicion(d,p,non-natural death) (81),(82)

(84) atπ23→¬�⊙r.t.suspicion(d,p,non-natural death) (83)

(85) atπ23∧¬violation→#¬V6 (DR),(78),(77),

(83),(84)

(86) atπ23→Pd(DOd report to(d,a)) (79),(83)

(87) atπ23∧¬violation→#¬viol(d,α,δ)

For all viol-predicates other than V6 (86),(V C)

(88) atπ23∧¬violation→#¬violation (85),(87)

(89) ¬violation invof π23 (88)

Like earlier in step π14 there is no explicit permission or a direct obligation
applicable to the next step in the protocol (π24). Similar as before, the action
in π24 is not really from the domain of organ donations, and, evenmore, is not
actually a part of the model protocol as depicted in figures 6.1 and 6.2. The
protocol in these figures merely states that, in the case of a non-natural death, if
the district attorney does not give the permission for organ transplantation the
organs may not be extracted, and if the district attorney does give permission,
extraction can take place (if all other condition are met, of course). This split
in the protocol is justified by article 17 of the law (which is included in section
Appendix C), which states that it is prohibited for doctors to extract a patient’s
organs if no permission has been given by the district attorney in the case of a non-
natural death. However, from a practical point of view the doctor needs to know
what the judgement of the district attorney is, and therefore needs to ask him
about it, explaining the explicit formalisation of step π24 in the protocol. Since
not checking whether the district attorney granted permission for the extraction
will ensure that no organs will ever be obtained from this patient, and since it
is the organs that the doctor is interested in (his goal is to legally obtain as
many organs for transplantation as possible) this step is actually needed (or even
obliged) from the hospital’s point of view. Therefore, asking a district attorney
for whether this particular permission exists, at this moment, does not seem to
violate any of the norms, so we can, again, safely assume that π24 in non-violation
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invariant.

(90) ¬violation invof π24 Assumption

Earlier we proved that, in the case of a natural death, the obligation to an-
nounce available organs to an organ centre was fulfilled at the right moment, see
(62)-(76). However, if the patient has died of non-natural causes, the organs have
not yet been announced. This is, as we will show, no problem, since the availabil-
ity of the organs had not yet been established. Similar to the proof of π21 we can
derive that the doctor has certified the death of the patient earlier, (96). Now,
since the permission obtained from the district attorney determines whether the
organs will be available for donation (remember step π23-π26 are only performed
in case of a non-natural death), we can derive (by using the domain knowledge
introduced in section 6.4.1 which determines what it means that organs are avail-
able, stated in (97)) that the organs have become available for transplantation
just now, seen in (97)-(99). Thus, the deadline of the norm in (94) has not passed
yet in this case either, and we can, similar to the proof of π21 derive, by again
using theorem 6.14, that the value of violation is not changed by π26.
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(91) atπ26;DOd announce(d,organ(p),c)

(92) Od((DOd announce(d,organ(p),c)>available(organ(p))) |

�DONEd certify death(d,p)) Art 18.1

(93) 2(available(organ(p))→

Od((DOd announce(d,organ(p),c)<⊙r.t.available(organ(p))) |

�DONEd certify death(d,p))) (92)

(94) 2(available(organ(p)→(2(�DONEd certify death(d,p)→

Od(DOd announce(d,p)<⊙r.t.available(organ(p))) until

DONEd certify death(d,p)∨⊙r.t.available(organ(p)))))) (93)

(95) V5=viol(d,DOd announce(d,organ(p),c)) (Def)

(96) atπ26→�DONEd certify death(d,p) (Π),(2)

(97) ((know statement permission(d,p)∨know other statement(d,p)∨

know relative permission(d,p))∧(¬non-natural death(p)∨

(non-natural death(p)∧know DA permission(d,p))))→

2available(organ(p)) (DK)

(98) atπ26→((know statement permission(d,p)∨

know other statement(d,p)∨know relative permission(d,p))∧

non-natural death(d,p)∧know DA permission(d,p)) (Π)

(99) atπ26→available(organ(p)) (97),(98)

(100) atπ26→¬�⊙r.t.available(organ(p)) (Π),(99)

(101) atπ26∧¬violation→#¬V7 (96),(DR),(92),

(100),(91)

(102) atπ26→Pd(DOd announce(d,organ(p),c)) (94),(96),(99)

(103) atπ26∧¬violation→#¬viol(d,α.δ)

For all viol-predicates other than V7 (102),(V C)

(104) atπ26∧¬violation→#¬violation (101),(103)

(105) ¬violation invof π26 (104)

The final step of the protocol (π33), filling the donor form, is again an action
that is not regulated by the norms on organ donation. There are no norms in the
law that oblige doctors to fill the donor form, however, it is clear that this action
is required for a good functioning of the organisation. So, although filling donor
forms is not explicitly permitted or obliged in the Law on Organ Donations, we
can give a explanation similar to the justification of steps π14 and π24, thus, π33

being an action outside the domain regulated by the Law on Organ Donations
making the prohibition-as-failure rule (∼Pα → Fα) non-applicable. Moreover,
filling donor forms after the process described in the protocol can actually be an
organisational norm (which are not considered here), which is done in order to
keep some record of steps taken and, if necessary, for proving that nothing was
done illegally.

(106) ¬violation invof π33 Assumption

Now, after proving that all actions in the protocol are non-violation invariant
(when performed at their specified time), we can derive by applying the invari-
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ance rule mentioned in theorem 6.13 that the protocol is non-violation invariant.
This of course means that the protocol is norm-compliant, since no norms where
violated by any of the steps from the protocol, or since no violations occurred
during a run of the protocol.

(107) ¬violation invof M̄Π (1),(10),(36),(41),(42),

(61),(76),(89),(90),

(105),(106)

6.5 Proving Liveness

As mentioned in section 6.1, the safety property is not the only property that a
protocol needs to be satisfied. Because law is generally applicable to a single con-
text, one who is not participating in the activities of that context is not regulated
by these laws; the laws mean nothing to someone not trying to do anything regu-
lated by that particular set of laws. The problem is that laws regulating a specific
domain assume that you are trying to do something or otherwise participate in
that domain, and only regulates these actions and participations.

While all protocols that satisfy the aforementioned safety property are in fact
norm-compliant, it would be nice to show that this protocol is actually goal-
oriented as well. To this end, we need to define another property that allows us
to determine whether a protocol is, next to being norm-compliant, also trying to
achieve something relevant. Norm-compliant protocols that are actually relevant
to the domain not only satisfy the violation invariance, but also a liveness property.
This sort of properties specifies that a protocol will, at some point, reach a certain
(interesting) state. We can use such a property to check whether the protocol
achieves a predetermined goal at the end of its run:

Definition 6.15 (Liveness Property of Protocols)

startΠ ∧ 2Norms → 3(at αe ∧ goal)

Where at αe is the stop-statement of Π and goal is the goal that the protocol
should reach. In our example this is a complex declarative statement specifying
that when the conditions hold (i.e., when the permission for donation is ideally
obtained), the agent/doctor running the protocol will know that the donation can
take place, and when one of the conditions for the donation fails, the agent/doctor
knows that the donation cannot take place.
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atαe ≡ atπe

goal ≡ (criteria(p) ∧ ¬contra-indication(p) ∧

(registered(p) → statement permission(p)) ∧

(¬registered(p) → other statement(z, p)∨ relative permission(p)) ∧

(¬non-natural death(p) ∨DA permission(DA, p))

→ know permission(d, remove organ(p))
∧

¬(criteria(p) ∧ ¬contra-indication(p) ∧

(registered(p) → statement permission(p)) ∧

(¬registered(p) → other statement(z, p)∨ relative permission(p)) ∧

(¬non-natural death(p) ∨DA permission(DA, p)))

→ know no permission(d, remove organ(p))

This goal represents that the protocol is supposed to make sure that the agent ob-
tains the knowledge whether it has the permission for the organ transplantation or
not, after ending the protocol run. This permission only exists when the conditions
specified are met; i.e. when the patient satisfies the criteria and none of the contra-
indications for being a donor (criteria(p)∧¬contra-indication(p)), permission for
extraction has been obtained from either the register (statement permission(p)),
another statement of intent (other statement(p)), or from speaking to the rel-
atives (relative permission(p)), and permission needs to be obtained from the
district attorney as well (DA permission(DA, p)), if the cause of death was
non-natural (non-natural death(p)). When these conditions are met the doc-
tor should know, after completing the protocol, that he has the permission to
extract the organs of the patient (know permission(d, remove organ(p))). If,
however, one of these conditions has not been met, the doctor should know at the
end of the protocol that he does not have the permission to remove the organs
(know not permission(d, remove organ(p))).

This means that if the protocol is run in a situation where the conditions
are met, the result should be, at the end of the protocol, that the doctor knows
that he has the permission for the extraction. Likewise, if the protocol is run in
a situation where one of the conditions has not been met, the result should be
that the doctor knows that he does not have permission. This idea leads us to
the following theorem that we will use to derive the liveness of the protocol from
Appendix C.

Theorem 6.16 (Liveness Rule) The following rule is valid when γ and ¬γ are invari-
ants of Π.

startΠ ∧ γ → 3(atαe ∧ ϕ1)

startΠ ∧ ¬γ → 3(atαe ∧ ϕ2)

startΠ → 3(atαe ∧ (γ → ϕ1) ∧ (¬γ → ϕ2))
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Theorem 6.16 shows us exactly what we discussed above, namely that if starting
the protocol (startΠ) in the situation where the conditions are met (γ) makes sure
that at the end of the protocol (πe) the doctor knows that he has the permission
(know permission(d, remove organs(p))), and if starting the protocol in the sit-
uation where the condition is not met makes sure that at the end of the run the
doctor knows that he does not have the permission, we can conclude that the
protocol will, in all situations, give the correct output at the end. A proof of this
theorem is included in Appendix A.

In order to prove the assumptions of the rule specified in theorem 6.16, we use
the general idea that eventualities like A→ 3B can be broken down into finitely
many ‘smaller steps’. The idea would then be to link these smaller steps together
into the step required by means of the following rule.

Theorem 6.17 (Chain Rule) The following rule is valid.

A→ 3B

B → 3C

A→ 3C

This rule specifies that expressions of the ‘smaller steps’, e.g. A → 3B and
B → 3C, can be chained together to form the ‘bigger step’, in this case A→ 3C.
This process can be repeated to obtain the necessary derivations. To derive the
‘smallest steps’ required for the application of this rule, we use the following
general rule:

Theorem 6.18 (Sometime Rule) The following rule is valid.

A→ #B

A→ 3B

This rule expresses that if something will happen next, it will happen sometime,
which is a general truth following almost directly from the definition of the # and
3 operators.

6.5.1 Liveness Proof

As mentioned above we are going to make the proof of the liveness property
in two parts, first proving that startΠ ∧ γ → 3(atπe ∧ ϕ1) holds, with ϕ1 ≡
know permission(d, y) and γ being the conjunction of the following three formu-
las expressing part of the conditions that should hold:

• γ1 ≡ criteria(p) ∧ contra-indication(p);

• γ2 ≡ (registered(p) → statement permission(p)) ∧ (¬registered(p) →
other statement(p) ∨ relative permission(p));
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• γ3 ≡ ¬non-natural death(p) ∨DA permission(DA, p).

The first part is concerning the steps to determine whether the patient satisfies
the required criteria and none of the contra-indications of being a donor. Assum-
ing that our model satisfies γ, and thereby satisfies γ1, the result of the action
at π0 would be that the doctor knows that all the criteria are satisfied and that
the patient shows none of the contra-indications (2). The protocol then specifies
that the doctor knows at this point that the patient is a potential candidate for
extracting organs for transplantation, which is specified in the sequence π1;π2 in
the protocol, and derived in (3)-(4). By applying the Sometime (theorem 6.18)
and Chain rules (theorem 6.17) on steps (2),(3) and (4) we can derive that, if γ
holds, we will eventually reach π4 while knowing that the patient is a potential
donor (5).

(1) startΠ∧γ→atπ0 (Π)

(2) atπ0∧criteria(p)∧¬contra-indication(p)→

#(atπ1∧know criteria(d,p)∧know no contra-indication(d,p)) (PC π0)

(3) atπ1∧know criteria(d,p)∧know no contra-indication(d,p)→#atπ2 (Π)

(4) atπ2→#(at π4∧know potential donor(d,p)) (Π)

(5) startΠ∧γ→3(atπ4∧know potential donor(d,p)) (SR),(CR),(1)−(4)

The next part of the proof is a bit more tricky because of the nature of γ2.
Because γ2 is a disjunction, it can be true in various different ways, which should
all be checked. This means that we need to check whether the protocol gives the
right response if:

• the patient is registered and has given his permission;

• the patient is not registered but made another statement giving the permis-
sion; or

• the patient is not registered, did not make another statement of intent, but
the family gives the permission.

First we can derive that we can get to π5 without much trouble (6), which holds
for all instances of γ2.

(6) atπ4∧know potential donor(d,p)→#atπ5 (Π)

Now, let us start by proving the situation when the patient is registered and
has given his permission. From doing the check on the register to see if the patient
is registered, the doctor knows, in this situation, that the patient is registered after
completing the action in π5, see (7). Now the doctor is supposed to check the
registration to see if the patient has actually given permission for organ extraction,
(8)-(9), and after performing this action, the doctor is aware of this fact. This
influences certain checks, such that protocol gets from π10 to π13, π14, π15 and
finally π20, which follows directly from the structure of the protocol, (10)-(13).
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(7) atπ5∧registered(p)→#(at π6∧know registered(d,p)) (PC π5)

(8) atπ6∧know registered(d,p)→#at π7 (Π)

(9) atπ7∧statement permission(d,p)→

#(atπ10∧know statement permission(d,p)) (PC π7)

(10) atπ10∧know potential donor(d,p)∧know registered(d,p)∧

know statement permission(d,p)→#at π13 (Π)

(11) atπ13∧know potential donor(d,p)∧know registered(d,p)∧

know statement permission(d,p)→#at π14 (Π)

(12) atπ14→#at π15 (Π)

(13) atπ15∧know possible donor(d,p)∧know registered(d,p)∧

know statement permission(d,p)→#at π20 (Π)

Next, in case the patient is not registered, but made another statement of
intent to express that he gives the permission for donating his organs, the action at
π5 will result in the doctor knowing that the patient has not registered (14). The
doctor now checks, as the protocol specifies, whether another statement exists,
which in this case does exist and therefore results in the doctor knowing this,
(15)-(17). Knowing this again leads the protocol from π10 to π13, π14, π15 and
π20, again easily obtainable from the structure of the protocol, (18)-(21).

(14) atπ5∧¬registered(p)→#(at π6∧know not registered(d,p)) (PC π5)

(15) atπ6∧know not registered(d,p)→#at π8 (Π)

(16) atπ8∧know potential donor(d,p)∧know not registered(d,p)→#at π9 (Π)

(17) atπ9∧other statement(z,p)→#(at π10∧know other statement(d,p)) (Π)

(18) atπ10∧know potential donor(d,p)∧know not registered(d,p)→#at π13 (Π)

(19) atπ13∧know potential donor(d,p)∧know not registered(d,p)∧

know other statement(d,p)→#at π14 (Π)

(20) atπ14→#at π15 (Π)

(21) atπ15∧know possible donor(d,p)∧know not registered(d,p)∧

know other statement(d,p)→#at π20 (Π)

In the case, however, that the patient did not register, and did not make
another statement of intent, the doctor has to speak to the relative to obtain
the permission for extracting the organs. Of course the doctor will first check
whether the patient is registered, as in (14)-(16), and after checking whether
another statement exists, see (22), he has to conclude that no such statement
has been made. The protocol then specifies that the doctor is supposed to speak
with the relatives for obtaining the permission, see (23)-(25). After talking to
the relatives, who give the permission (which follows from the assumption that γ2

holds), the doctor knows that the permission has been obtained from the relatives,
(26). Finally, the protocol also specifies that the doctor will eventually reach π20,
while knowing that the permission has been obtained. Since γ2 follows from γ,
which we assumed to be true, and since in all situations listed above the doctor
will eventually reach π20 while knowing that the patient is still a potential donor,
we can conclude, again by applying the Sometime and Chain rules, that (28)
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holds.

(22) atπ9∧¬other statement(z,p)→#(at π10∧know not other statement(d,p)) (Π)

(23) atπ10∧know potential donor(d,p)∧know not registered(d,p)→#at π13 (Π)

(24) atπ13∧know potential donor(d,p)∧know not registered(d,p)∧

know not other statement(d,p)→#at π15 (Π)

(25) atπ15∧know potential donor(d,p)∧know not registered(d,p)∧

know not other statement(d,p)→#at π16 (Π)

(26) atπ16∧relative permission(x,p)→

#(atπ17∧know relative permission(d,p)) (PC π16)

(27) atπ17∧know relative permission(d,p)→#at π20 (Π)

(28) startΠ∧γ→3(atπ20∧know possible donor(d,p)) (SR),(CR),

(5),(6)−(27)

Now that the doctor has determined whether the patient satisfies the criteria
for being a donor, and the doctor knows that he has the permission to extract
the organs, he needs, in case of a non-natural death, to ask the district attorney
for permission to extract the organs. Of course there can be two possibilities;
1) the patient died of natural causes and therefore the doctor can proceed to
reporting the organs that are becoming available to the organ centre, see (29)-
(30), or 2) the patient died of non-natural causes and the doctor then reports
to the municipal coroner for an autopsy, and asks the district attorney for the
permission to continuing with the extraction of the organs, (31)-(34). Since we
assumed that γ we know that, if the patient died of non-natural causes, the district
attorney will give that permission and the doctor will have to announce the organ
to the organ centre, (36). Combining these steps, and applying Sometime and
Chain once more, we obtain (37), specifying that, in the case that γ holds, the
protocol will eventually reach π29 while the doctor still knows that the patient is
a potential donor.

(29) atπ20∧know potential donor(d,p)∧¬non-natural death(p)→#atπ21 (Π)

(30) atπ21→#at π29 (Π)

(31) atπ20∧know potential donor(d,p)∧non-natural death(p)→#atπ22 (Π)

(32) atπ22∧know potential donor(d,p)∧non-natural death(p)→#atπ23 (Π)

(33) atπ23→#at π24 (Π)

(34) atπ24∧DA permission(DA,p)→#(at π25∧know DA permission(d,p)) (PC π24)

(35) atπ25∧know DA permission(d,p)→#at π26 (Π)

(36) atπ26→#at π29 (Π)

(37) startΠ∧γ→3(atπ29∧know potential donor(d,y)) (SR),(CR),

(28),(29)−(36)

In steps π29 to π30, the protocol specifies that the doctor now knows that he
has the permission for extracting the organs. Then in step π33 the result of the
protocol is logged, and the protocol is stopped in π34. This means that we can
derive, using previously derived (37) combined with these small steps, that the
protocol will eventually reach the end state when γ holds, and that in such a case



170 VERIFYING NORM COMPLIANCE 6.5

the doctor will know that he has the permission to extract the organs, (41).

(38) atπ29∧know potential donor(d,p)→#atπ30 (Π)

(39) atπ30→#(at π33∧knowpermission(d,p)) (PC π30)

(40) atπ33→#at π34 (Π)

(41) startΠ∧γ→3(atπe∧know permission(d,p)) (SR),(CR),

(37),(38)−(41)

Having derived the first premise of theorem 6.16, we will now proceed by
deriving the second premise of this theorem. To that extend we assume that
startΠ ∧ ¬γ holds, with ¬γ now equivalent to ¬γ1 ∨ ¬γ2 ∨ ¬γ3, and γ1, γ2 and
γ3 as specified above. Of course, ¬γ can be true in various different ways, which
means that the protocol run can be very different from situation to situation
and therefore we need to prove for various different cases that the protocol will
eventually reach the end state with the desired result.

We start with proving this eventuality for the case that ¬γ1. Note that,
in this case, it does not really matter whether γ2 or ¬γ2 holds (and likewise
for γ3), since the protocol run is exactly the same for all four combinations
(i.e. ¬γ1 ∧ γ2 ∧ γ3, ¬γ1 ∧ ¬γ2 ∧ γ3, etc). Steps (42)-(46) show what happens in
performing π0 in the case that ¬γ1. As mentioned ¬γ1 holds if either ¬criteria(p)
or contra-indication(p) holds which means that either the patient does not sat-
isfy the criteria for becoming a donor, or the patient shows contra-indications for
being a donor (such as, for instance, being HIV-positive). And, after performing
the check in π0, the doctor knows this, which is derived in (46).

(42) startΠ∧¬γ→atπ0 (Π)

(43) atπ0∧¬criteria(p)∧¬contra-indication(p)→

#(atπ1∧know not criteria(d,p)∧know no contra-indication(d,p)) (PC π0)

(44) atπ0∧criteria(p)∧contra-indication(p)→

#(atπ1∧know criteria(d,p)∧know contra-indication(d,p)) (PC π0)

(45) atπ0∧¬criteria(p)∧contra-indication(p)→

#(atπ1∧know not criteria(d,p)∧know contra-indication(d,p)) (PC π0)

(46) startΠ∧¬γ1→

3(atπ1∧¬(know criteria(d,p)∧know no contra-indication(d,p))) (SR),(CR),

(42)−(45)

With the knowledge that the patient does not satisfy the criteria, or shows
one or more of the contra-indications of becoming a suitable donor, the protocol
specifies that the doctor will know that the patient is not a possible donor, see
(47) and (48). This fact makes the rest of the protocol run fairly simple, as most
checks in the protocol, which direct the doctor in doing a certain action, are failed
and thereby the actions skipped, see (49)-(58). Therefore, we can easily derive
that, after obtaining the knowledge that the patient is not a potential donor, the
protocol reaches πe at which time know no permission(d, p) will hold.
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(47) atπ1∧¬(know criteria(d,p)∧know no contra-indication(d,p))→#at π3 (Π)

(48) atπ3→#(at π4∧know not potential donor(d,p)) (PC π3)

(49) atπ4∧know not potential donor(d,p)→#atπ6 (Π)

(50) atπ6∧know not potential donor(d,p)→#atπ8 (Π)

(51) atπ8∧know not potential donor(d,p)→#atπ10 (Π)

(52) atπ10∧know not potential donor(d,p)→#atπ13 (Π)

(53) atπ13∧know not potential donor(d,p)→#atπ15 (Π)

(54) atπ15∧know not potential donor(d,p)→#atπ20 (Π)

(55) atπ20∧know not potential donor(d,p)→#atπ22 (Π)

(56) atπ22∧know not potential donor(d,p)→#atπ29 (Π)

(57) atπ29∧know not potential donor(d,p)→#atπ31 (Π)

(58) atπ31∧know not potential donor(d,p)→#atπ32 (Π)

(59) atπ32→#(at π33∧know not permission(d,p)) (PC π32)

(60) atπ33→#at π34 (Π)

Proven that the protocol will, in the case that ¬γ1 holds, eventually reach πe,
we have only shown a part of the proof for the case that ¬γ holds. Since ¬γ can
hold when ¬γ1 does not we need to explore the other possible valuations as well.
In the following steps we assume that ¬γ1 did not hold, mean γ1 holds, and will
show that, if ¬γ2 holds, the protocol will still reach πe (with the right conclusion
concerning the permission for extracting organs). Since γ1 holds, the first part of
this proof is actually already given in (1)-(6), mentioned earlier.

Remember that

¬γ2 ≡ ¬((registered(p) → statement permission(p)) ∧

(¬registered(p) → other statement(p) ∨ relative permission)

≡ registered(p) ∧ ¬statement permission(p) ∨

¬registered(p) ∧ ¬other statement(p) ∧ ¬relative permission(p)

Like in steps (7)-(28), we split these into separate proofs, showing that whenever
registered(p)∧¬statement permission(p) holds the eventuality can be proven, as
well as whenever ¬registered(p)∧¬other statement(p)∧¬relative permission(p)
holds. We start with the former.

The action performed at π5 (checking whether the patient is registered) is,
in this case, successful, and leads to the doctor knowing that the patient is reg-
istered, see (61). The protocol now specifies that the doctor needs to check the
registration to see if that registration provides him with the permission needed for
extracting the organs, (62) and (63). Since, as mentioned above, registrated(p)∧
¬statement permission(p) holds, the action at π7 makes sure that the doctor
obtains the knowledge that the patient did not want his organs to be used for
transplantation, and therefore, the patient is no longer considered a potential
donor, (65) and (66). The rest of the run is as derived in (54)-(60). This means,
of course, that the protocol will, in the case of a registered patient who denied
the organ extraction, eventually reach πe at which time the doctor knows that he
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does not have the permission for extracting the organs.

(61) atπ5∧registered(p)→#(at π6∧know registered(d,p)) (PC π5)

(62) atπ6∧know potential donor(d,p)∧know registered(d,p)→#at π7 (Π)

(63) atπ7∧¬statement permission(p)→

#(atπ10∧know not statement permission(d,p)) (PC π7)

(64) atπ10∧know potential donor(d,p)∧know registered(d,p)∧

know not statement permission(d,p)→#at π11 (Π)

(65) atπ11→#(at π12∧¬know potential donor(d,p)) (Π)

(66) atπ12→#(at π15∧know not potential donor(d,p)) (Π)

In the case that registered(p) ∧ ¬statement permission(p) does not hold,
¬registered(p) ∧ ¬other statement(p) ∧ ¬relative permission(p) should hold,
since we assumed that γ2 holds. In the following steps we will show that in
this case the eventuality will hold as well.

In this case, the action performed at π5 clearly has the result of the doctor
knowing that the patient is not registered, (67). The protocol then specifies that
the doctor should check whether another statement of intent exists, (68)-(69).
Since this statement does not exist, and the doctor will know this after performing
the action in π9, as shown in (70), the protocol specifies that the doctor should
talk to the relatives to see if they provide the permission for the extraction, (71)-
(73). Now, since we assumed that the relatives do not give the permission, and
the doctor will know this after performing π16, the protocol once again specifies
that the patient is not a potential donor. Knowing this, the run continues like
before, specified in steps (55)-(60).

(67) atπ5∧¬registered(p)→#(at π6∧know not registered(d,p)) (PC π5)

(68) atπ6∧know not registered(d,p)→#at π8 (Π)

(69) atπ8∧know potential donor(d,p)∧know not registered(d,y)→#at π9 (Π)

(70) atπ9∧¬other statement(p)→#(at π10∧know not other statement(d,p)) (PC π9)

(71) atπ10∧know not registered(d,p)→#at π13 (Π)

(72) atπ13∧know not registered(d,p)∧know not other statement(d,p)→#at π15 (Π)

(73) atπ15∧know not registered(d,p)∧know not other statement(d,p)→#at π16 (Π)

(74) atπ16∧¬relative permission(d,p)→

#(atπ17∧know not relative permission(d,p)) (PC π16)

(75) atπ17∧know not relative permission(d,p)→#at π18 (Π)

(76) atπ18→#(at π19∧¬know potential donor(d,p)) (Π)

(77) atπ19→#(at π20∧know not potential donor(d,p)) (Π)

Having shown that the eventuality holds for the cases where ¬γ1 or ¬γ2, we
only need to show that it also holds if both of ¬γ1 and ¬γ2 does not hold, i.e. proof
the eventuality when γ1 ∧ γ2. Since we assumed that ¬γ, we know that if γ1 ∧ γ2

holds, it should hold that ¬γ3. In such a case the first steps of the protocol
will go as proven above in (1)-(28). Using the fact that non-natural death(p) ∧
¬DA permission(DA, p) combined with the protocol structure, we can easily
derive that the run will reach π29 sometime, at which time the doctor knows that
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the patient is not a potential donor, due to the fact that performing π24 results in
knowing that the district attorney did not give permission to continue with the
organ extraction (as was implied by ¬γ3). This is shown in the steps (78)-(84).
Since the doctor now knows the patient is not a potential donor, the run will end
as derived before in (57)-(60).

(78) atπ20∧know potential donor(d,p)∧know non natural death(d,p)→#atπ22 (Π)

(79) atπ22∧know potential donor(d,p)∧know non natural death(d,p)→#atπ23 (Π)

(80) atπ23→#at π24 (Π)

(81) atπ24∧¬DA permission(DA,p)→#(at π25∧know not DA permission(d,p)) (PC π24)

(82) atπ25∧know not DA permission→#at π27 (Π)

(83) atπ27→#(at π28∧¬know potential donor(d,p)) (Π)

(84) atπ28→#(at π29∧know not potential donor(d,p)) (Π)

Combining the cases when ¬γ1, ¬γ2 and ¬γ3 to the general case that ¬γ,
shown in (85), (86), (87) and (88), we can apply the liveness rule as specified in
theorem 6.16 to obtain the general liveness property we set out to derive, shown
in (89).

(85) startΠ∧¬γ1→3(at πe∧know not permission(d,remove organ)) (SR),(CR),(42)−(60)

(86) startΠ∧¬γ2→3(at πe∧know not permission(d,remove organ)) (SR),(CR),(1)−(6),

(61)−(66),(67)−(77),

(55)−(60)

(87) startΠ∧¬γ3→3(at πe∧know not permission(d,remove organ)) (SR),(CR),(1)−(28),

(78)−(84),(57)−(60)

(88) startΠ∧¬γ→3(atπe∧know not permission(d,remove organ)) (85),(86),(87)

(89) startΠ→3(atπe∧(γ→know permission(d,remove organ))∧

(¬γ→know not permission(d,remove organ))) (LR),(41),(88)

6.6 Chapter Conclusions

In highly-regulated domains where protocols provide an invaluable means for the
agents to act in a norm-compliant manner, it is very important that the protocols
and procedures that the agents use are norm-compliant themselves. To ensure
that protocols are norm-compliant, a formal verification of the protocol is required
to check if no violations ever occur during the run of a protocol.

Although we use a method based on verification techniques for concurrent
sequential programs, the process of verifying norm compliance of protocols is very
different from the verification of programs, as the emphasis of our technique is
on making clear how the protocol is linked to the norms and what concepts used
in the protocol and norms mean. As mentioned in 6.2.3, after the verification
process as given in section 6.3, we end up with a list of ‘assumptions’ under
which the protocol can be proven to be norm-compliant or norm-breaking. If
these assumptions are accepted, the conclusion of the verification process has to
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be accepted as well. This is very similar to the legal practice in court, where a
verdict is dependent on the interpretation of the situation at hand.

The framework presented in this chapter uses a theorem proving method to
verify the norm compliance of protocols. This is known to be labour-intensive,
and it might be possible to use model-checking techniques for the verification
process instead (for example, as done in [Hommersom et al., 2004]). This does
not, however, simplify the representation process, which will still have to be done
by hand.



Chapter 7
Conclusion

This dissertation has focussed on the design and implementation of electronic
institutions based on human laws and regulations. The design of such highly-
regulated institutions required the implementation of norm enforcement from an
institutional point of view, and the design of protocols that can be used to guide
the agents participating in the institution. The motivation for this research came
from the anita project that aimed to implement a multiagent system in the
highly-regulated domain of police registers to solve issues that exist in information
exchange between different police districts. Unfortunately, a change in laws and
regulations, during the research project, already solved these problems, and we
had to switch to a different but more suitable domain.

The formalism presented in this thesis creates the links between norms ex-
tracted from human laws and regulations and agent-mediated electronic institu-
tions. Although we mainly focussed on highly-regulated environments (such as
the original anita scenario), where complex and abstract norms govern all the
interactions in the society, the formalism can also be used for the implementation
of normative institutions that consist of fewer norms, though, in that case, more
information from the practice needs to be added.

This final chapter discusses the results of this project, in section 7.1, and points
of future research in section 7.2.

7.1 Discussion of Results

Designing and implementing electronic institutions from law is a difficult process.
While research has been done on how to express and reason about norms and
how to implement electronic institutions, not much work has been done on the
connection of these two; how to create an institution from law. To create a
connection between the specifications in laws and regulations on the one hand, and
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the electronic institutions on the other, we had to solve the following problems.

1. Abstractness of human regulations.

2. Operationalisation of norms.

3. Implementation of norms from the institutional perspective.

4. Creating a methodology to design electronic institutions.

Norms expressed in laws and regulations are stated in an abstract manner to allow
the norm to cover a lot of different situations, reducing the need for modifications
over long periods of time. This abstractness, however, poses a problem when try-
ing to implement the norm in multiagent systems, where the meaning of the norm
should be precise and unambiguous (issue 1). Moreover, norm representations,
as spoken of in chapter 2, usually formalise norms from a declarative point of
view. These representations express what is right and wrong, usually in terms of
obligations, permissions and prohibitions, but lack connections to the operational
impact of the norm on the behaviour of the agents in the environment. When
implementing norms, however, an operational meaning of the norms is needed
(issue 2). This operational meaning defines what has to be done when a norm
has been violated or how to check when a norm is violated, thus expressing how
the norm should be implemented. Although it would be desirable to have only
agents joining the system that can understand and reason about the norms, such
an assumption cannot be made in open environments. Instead, to allow agents to
join that do not have those abilities, and to be able to handle agents that inten-
tionally try to violate the norms of the system, the compliance to the norms has
to be ensured by the institution itself (issue 3). Moreover, since it cannot be guar-
anteed that agents joining the system are able to understand and reason about
the norms, the conventions and rules of the institution have to be conveyed to
them in some other (understandable) manner, e.g. by means of the specification
of protocols for the different tasks in the institution.

These issues, driven by the motivation to design and implement electronic
institutions based on human laws and regulations, resulted in a set of goals for
this dissertation.

1. Demonstrate how norms extracted from human laws and regulations are
linked to electronic institutions.

2. Develop an implementation of norms from the institutional perspective.

3. Create a method to help the design of protocols for highly-regulated do-
mains.

4. Show how the norm compliance of protocols can be proven formally.

In the remainder of this section, we look back at the realised work, and discuss
the main findings related to these objectives.
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7.1.1 Relating Law and Institutions

The first goal, which was derived from our first research question presented in
chapter 1, deals with the connection between law and electronic institutions. The
relation between the norms derived from human laws and regulations and the
electronic institution based on these norms, are important for understanding how
electronic institutions can be made on the basis of such normative specifications.
In chapter 3 we have shown a methodology to build institutions from a specifica-
tion given by law and regulations. By means of this methodology we have shown
that the norms, extracted from human laws and regulations, are important for
electronic institutions in different manners. The main element in the design of
electronic institution is the (formal) specification of the norms.

The relations between the laws and the electronic institution then become
apparent from the process of designing the electronic institution as given by the
methodology presented in chapter 3. First, the laws and regulations themselves,
and the process of translating them to some formal representation, provides us
the ‘base’ ontology of the institution. This ontology is important for defining
the meaning of the concepts used in the institution and in interactions between
the participating agents. Second, the norms provide the behaviour restrictions
imposed on the agents. The norms express the wanted (legal) and unwanted
(illegal) behaviour of the agents, usually expressed in terms of obligations, per-
missions and prohibitions. These constraints, describing the ideal situation, have
to be imposed on the agents by some form of enforcement. Third, to assist agents
that do not have norm reasoning capabilities, and to provide a general means to
achieve frequently done tasks, protocols need to be created to show the agents
how things are normally done in the institution.

While the methodology is not complete, it makes the first steps that are needed
and tries to cover the most important aspects of institution design. Unfortunately,
there is not much research available on the topic of institution design; most of the
important research is done by the people who design legal systems and work on
legislation and the creation of laws, but that knowledge is too abstract to be of
any use to the concrete solutions. The methodology created in chapter 3 defines a
framework for institutions on the basis of the law. This framework consists of an
ontology for the institution, partially taken from the law and partially taken from
practice; a normative specification derived from the law; and the protocols and
norm enforcement, both created on the basis of the normative specification. In
chapters 4 and 5 we have looked in more detail to the processes of implementing
norm enforcement and designing protocols, respectively.

7.1.2 Implementing Norms

In a discussion of the different manners of implementing norms in agent systems,
i.e. either by adopting an agent’s or institution’s perspective and choosing to
hard-code, regiment or enforce the norms by means of violations and sanctions,
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we concluded that the implementation of norms by means of an active norm
enforcement, using violation detection and sanctioning, from an institutional point
of view is advantageous for several reasons:

1. Due to the nature of open agent systems, where no assumptions can be
made on the inner workings of the agents, it is unwarranted to assume that
all agents have the capability to reason about the norms (and the intention
to comply with them). In such environments it is the institution itself that
needs to ensure that the agents comply with the norms.

2. In order to increase the level of autonomy of the agents participating in the
institution, thereby increasing the adaptability and possibly the efficiency of
the agents, a norm enforcement mechanism is required where the agents are
not bound to a predefined set of protocols, unable to choose different courses
of actions than those that were thought of at the design of the institution.

To achieve these advantages, a new sort of norm implementation was required,
where norms define the checks to be made (to decide whether the norm is violated)
and the reactions that should follow violations of the norm (e.g. to punish the
violator). Since this sort of information is not included in the representation of the
norms, usually done in a deontic formalism, we had to annotate the representation
of the norms with additional fields that are required for the implementation. This
information added to the norms is the following:

1. Violation Condition

2. Detection Mechanism

3. Sanction

4. Repairs

The violation condition is added to the norms to have a clear representation of
the states that violate the norms. As mentioned above, norms are usually very
abstract and it can be hard to link them to the states of the institution that violate
the norm (issue 1). By contextualising the norm, and representing the violation
states in clear and concrete terms, the detection of the violations is done much
easier. This also concerns the second field added to the norms. The detection
mechanism is a list of the mechanisms present on the agent platform that can be
employed in the detection of the violation. In effect, after an enforcing agent has
completed the plan listed in the detection mechanism field, the enforcer knows,
for sure, whether the violation condition holds, thus being sure about whether
the norm is violated or not and whether responses are required. The responses to
the norm violations are listed in the sanction and repairs field, with the former
defining the punishments applied to the violating agent to direct their (future)
behaviour, and the latter being the actions necessary to revert (or rather fix) the
negative side-effects of the action(s) that caused the violation of the norm.
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The norms expressed in this operational representation can then be easily
translated to operational constraints that can be used by the agents responsible for
the enforcement of the norms. In section 4.3 we identified two sorts of constraints;
1) integrity constraints, used for ‘flagging’ the violations of the norms, thus telling
the enforcers that a response is warranted; 2) dialogical constraints, that express
the responses that the enforcers must take to deal with ‘flagged’ violations of the
norms.

This process of annotating the norms with operational information, and trans-
lating them to operational constraints (combined with the proposed implementa-
tions of [Aldewereld et al., 2006b; Garćıa-Camino and Rodŕıguez-Aguilar, 2006])
completes the implementation of the norms from an institutional perspective. As
argued above, through the use of violation detection and sanctioning, and using
institutional agents responsible for the enforcement, we gain the advantage of a
minimal loss of autonomy of the participating agents, as was stated in the second
objective.

7.1.3 Creating Protocols

Even though the safety and reliability of the system is ensured by the implemen-
tation of an active norm enforcement as mentioned in the previous paragraph,
a set of protocols is required to make agents who do not have the capability of
reasoning about the norms, able to perform in the institution. The active norm
enforcement mentioned above only sees to it that such agents are punished for
the violations of the norms, making it hard for them to function efficiently. To
complete their (socially accepted) goals agents participating in those institutions
either need to be able to reason about the norms, and use the norms to derive
which (sequences of) action(s) are legal to try to obtain their goal, or guidelines
(protocols) need to be specified to help the agents achieve (the most common)
tasks.

However, the design of protocols for domains regulated by lots of norms is a
very hard process, due to the gap between the abstract nature of the norms and
the lack of a clear connection to the practice. To help solve this problem we intro-
duced, based on an idea taken from the structure of laws in human institutions,
an intermediate level between the norms and the practice. This intermediate
level works in a similar fashion as regulations in Roman-Germanic legal systems.
Regulations are used in such systems to add procedural information (information
on how certain states mentioned in the law are to be achieved/avoided) to the
existing, but abstract, information expressed in the law. The procedure for de-
signing protocols presented in chapter 5 uses this idea, where the intermediate
level of landmarks, that already contains all the important information extracted
from the norms, is strengthened with additional landmarks to increase the effi-
ciency and feasibility of the normative landmark pattern. In this manner, the
normative landmark pattern, an ordering of important states created based solely
on the information taken from the norms, is made one step more concrete by
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the introduction of procedural landmarks. This reduces the abstractness of the
information expressed in the norms, making it easier to create a protocol based
on this strengthened landmark pattern, which can thus be seen as a ‘skeleton’ or
‘prototypical’ protocol.

Moreover, we have shown in chapter 5 a semi-automatic technique, based on
a procedure designed for model-checking, to extract normative landmarks from a
specification of the norms. This process translates the norms expressed in LTL to
a finite-state automata representing all the models for that LTL-expression, which
can be used to extract the characteristics of the norms; “the important states that
should be reached”. This collection of states, and the order in which these states
have to be achieved, make up the normative landmark pattern, i.e. the restrictions
expressed by the norms about which states should appear in every protocol of that
domain, and the order in which these states have to be achieved. We have also
shown how a landmark pattern extracted from the norms can be enhanced with
procedural information, giving a prototypical protocol for the domain. Moreover,
we have shown how this, still abstract, protocol can be translated, by using the
expected capabilities of the agents in the institution, to a concrete protocol that
can be used in the institution, thus achieving our third objective.

7.1.4 Verifying Norm Compliance

The protocols designed by the method explained in chapter 5 have a certain level
of norm compliance guaranteed, because the information form the norms was
used directly to design the protocol. When protocols are taken from the real-
world practice, or adapted protocols from different sources are used instead, this
norm compliance cannot be guaranteed. In such cases it is important to check
that the protocol does not violate any of the norms of the domain. To make sure
that a protocol does not break any of the norms of the institution at any time,
the norm compliance of the protocol must be (formally) verified.

In chapter 6 we presented a formal method for the verification of norm com-
pliance of protocols. This formal method was based on a technique used for the
verification of properties of concurrent sequential programs. Protocols, which are
in essence not very different from programs, can be verified in a similar manner by
checking whether the protocol satisfies certain properties. To verify the protocol
we use two different properties; a safety property is specified to denote that no
changes should occur to the value of violation, i.e. none of the violation propo-
sitions, denoting that a violation of a norm has occurred, should be (or become)
true anywhere during the run of the protocol; a liveness property is specified
to denote the goal of the protocol to check whether the protocol actually tries
to achieve the task it was created for. The norm compliance of the protocol is
proven by checking whether the protocol satisfies both these properties.

Although we use a method based on verification techniques for concurrent
sequential programs, the process of verifying norm compliance of protocols is very
different from the verification of programs, as the emphasis of our technique is on
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making clear how the protocol is linked to the norms and what the concepts used in
the protocol and norms mean. After the verification process we end up with a list
of assumptions and choices under which the protocol can be proven to be norm-
compliant or norm-breaking. If these assumptions are accepted, the conclusion
of the verification process has to be accepted as well. This is very similar to the
legal practice in court, where a verdict is dependent on the interpretation of the
situation at hand.

7.2 Future Research

Our ideas for future research concern the link between abstract and concrete con-
cepts in the ontology of the institution, implementation of the different aspects,
integration with other frameworks, and the use of model-checking and implemen-
tation of a tool for the verification of norm compliance.

7.2.1 Normative Ontologies

The methodology presented in chapter 3 gives our current view on the relation
between human laws and institutional ontologies. The ontology of institutions
is built from the concepts used in the norms and the concepts that are taken
from the practice. It is important that these concepts are linked in order to give
an institutional meaning to the abstract concepts used in the law. That is, the
concepts taken from the norms do not have a clear meaning in the agent practice,
and a translation to more concrete concepts is needed for expressing the intended
meaning of the norms in the implementation of the institution.

We already shown in chapter 3 that such connections between abstract and
concrete concepts can be made through a counts-as operator, but refrained from
giving a full formal meaning of this operator. It is thus needed to formally define
the meaning of this operator, thereby finally solving issue 1 as mentioned on page
176.

A fairly recent proposal in this direction is given in [Grossi et al., 2004,
2006b,c,d]. This work investigates all formal aspects of the counts-as relation
between abstract and concrete terms, linking abstract norms to concrete situa-
tions. We plan in the future to investigate the integration of this proposal in our
methodology to solidify the translation of norms to an institutional ontology.

7.2.2 Implementing Normative Systems

Most of the work presented in this thesis is of a theoretic nature, although some
implementations were proposed here and there. The main subject of this thesis,
the method of designing and implementing electronic institutions based on (hu-
man) laws, has not (yet) been subjected to a full implementation to create the
tools to ease the process of the design of normative systems.
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We did propose an extension to AMELI, the current implementation of IS-
LANDER institutions, to make it able to enforce norms by means of violation
detection and sanctioning, as proposed in chapter 4. As we mentioned already,
this is, however, not necessarily the only good implementation of the norm frame
we presented in that chapter, but it shows how the norm frame can be used to cre-
ate the mechanisms for institutions to actively enforce the norms. More complex
implementations, using all aspects of the norm frame, will have to be researched
and created.

Another aspect of this thesis that is interesting for implementation is the cre-
ation of a tool to help institution designers with the creation of protocols based
on the specification of the norms. We have shown in chapter 5 that the process
from a normative specification (in LTL) to protocols can be, at least partially,
automated, making this technique very useful in the process for designing pro-
tocols (e.g. for designing interaction structures as used in ISLANDER) when
implementing an institution.

And lastly, though not done because of changes to the domain, we would
have liked to use the theory presented in this thesis to design and implement an
electronic institution to solve the problems (now solved by the changes in the law)
that existed in the anita domain. Implementing an electronic institution in such
a domain, based on human laws and regulation, for the actual use in practice
would have been an interesting endeavour.

7.2.3 Integrating Organisations

As mentioned in chapter 2, the formalism presented in this thesis is an extension
of the work presented in [Vázquez-Salceda, 2004], going into more detail about
the relations between the different aspects of institutions, and giving a closer look
to the process of implementing norm enforcement and protocol design. As we
concluded earlier, our formalism is not complete. One of the points that is not
addressed in our approach is the organisational point of view to institutions, as
we only focus on the norms and their impact on the implementation.

In [Vázquez-Salceda et al., 2004] a framework is proposed that covers both
the normative aspects of institutions (based on the HarmonIA framework of
[Vázquez-Salceda, 2004]) and the organisational aspects of institutions (based on
the OperA framework of [Dignum, 2004]). It would be interesting to extend this
framework with the findings of the research presented in this thesis.

7.2.4 Model-Checking Norm Compliance

In chapter 6 we presented a formal technique for the verification of norm com-
pliance of protocols. The framework we used there was based on a verification
technique for concurrent sequential programs, and uses a theorem proving method
to verify the properties that the program (or in this case, the protocol) needs to
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satisfy. It is, however, well-known that theorem proving can be very labour-
intensive, and very hard to automate.

If the technique presented in chapter 6 was ever to be implemented to make it
possible to verify interaction patterns used in an institution in a (semi-)automatic
manner, a more efficient manner of proving the norm compliance has to be used.
Such a manner of verification might be found in model-checking, which is pre-
sumed to be easier to automate and implement than theorem proving. As we
mentioned earlier though, a full implementation of the process described in chap-
ter 6 would be impossible, even when using model-checking, due to the many
representational changes that have to be made during the verification process, a
semi-automated verification process might be possible.

In that case, the verification of the protocol, done by either model-checking
or theorem-proving as presented in chapter 6, would be done ‘interactively’. This
means that the tool would assist the user in making the proof for the norm
compliance, requiring only the input of the representational choices and counts-
as links as given in the ‘assumptions’ list as used in chapter 6 (either given at
forehand or during the run of the tool). This, however, still requires some further
research before an actual implementation as envisioned here can be made.

7.3 Concluding Thoughts

At the start of this thesis we set out to create a formalism for the design and im-
plementation of agent-mediated institutions based on norms taken from human
laws and regulations. While creating this formalisation we looked at the relations
between laws and electronic institutions, and designed methods for the design
and verification of protocols. Moreover, we investigated the implementation of
norms to create a mechanism of active norm enforcement to ensure a good bal-
ance between the autonomy and the conformity of the agents participating in the
system.





Appendix A
Selected Proofs

In this appendix we proof some of the propositions and theorems used throughout
the thesis.

Proofs of LTL-reductions of chapter 4

In chapter 4.2.1 we introduced a linear-time temporal logic for the expression of
norms. There we have given semantical definitions of various normatives that are
expressable in the logic mentioned. We claimed that these normatives could be re-
duced to expressions containing only temporal operators already in the formalism,
and we will prove some of these reductions here.

Reduction of Deadlines

In definition 4.5 we defined deadlines as the following:

M, s � OBLIGED(a, P BEFORE D) ⇔def

∃t ≥ s : M, t � D and
(∀s ≤ u < t : M, u � NOT viol(a, P,D)) and
((∃s ≤ v < t : M, v � P and M, v � ALWAYS NOT viol(a, P,D)) or
(∀s ≤ w < t : M, w 6� P and M, t � viol(a, P,D)))

We now show that this can be reduced to the LTL formula as presented in propo-
sition 4.6. Assuming that M at state s satisfies OBLIGED(a, P BEFORE D), i.e.
the LTL model complies with the semantical definition given above, we will show
that these models satisfy the proposition 4.6 as well.

The first condition of definition 4.5, ∃t ≥ s : M, t � D, tells us that D will hold
in some world in the future (with s the current world), i.e. M, s � SOMETIMED.
Although D may hold many times more in the future, we are mainly interested
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in its first occurrence:
M, s � SOMETIMEDAND (NOTD UNTIL D)

From the second condition, ∀s ≤ u < t : M, u � NOT viol(a, P,D), we know
that no violations will occur before the deadline occurs (in time moment t), i.e.
M, s � SOMETIMEDAND ((NOTDAND NOT viol(a, P,D)) UNTIL D).

The last condition then specifies how the deadline handles the compliance and
violation, respectively. This condition defines two different cases:

1. Conditions 1 and 2 hold until the (first) appearance of P (strictly before
the appearance of D), after which no violation of the deadline can occur; or

2. Conditions 1 and 2 hold until the deadline holds and a violation occurs.

Let us first look at the case defining the violation first. ∀s ≤ w < t : M, w 6�
P and M, t � viol(a, P,D) tells us that, before t has happened (the time-moment
of the deadline), P will never occur, and, in that case, t satisfies viol(a, P,D).
Combined with our currently derived formula (for conditions 1 and 2) we get:
M, s � SOMETIMEDAND

[

(NOTDAND NOTP AND NOT viol(a, P,D)) UNTIL

(DAND viol(a, P,D)
]

However, if the deadline is adhered to, which is expressed in the first part of
the last condition, there is a state v before t (but after s) where P holds, and
after that viol(a, P,D) never holds (note that, because v happens strictly before
t, v also satisfies NOTD, as expressed in the second condition of definition 4.5).
This leads to the following when combined with the formula for conditions 1 and
2 (assuming that the occurrence of P is the first occurrence1):
M, s � SOMETIMEDAND

[

(NOTDAND NOTP AND NOT viol(a, P,D)) UNTIL

(NOTDANDP AND ALWAYS NOT viol(a, P,D)
]

Combining both cases, we get a formula expressing the deadline:
M, s � SOMETIMED AND

[

(NOTD AND NOTP AND NOT viol(a, P,D)) UNTIL

((NOTD AND P AND ALWAYS NOT viol(a, P,D)) OR

(D AND viol(a, P,D)))
]

Which is exactly the LTL-reduction mentioned in proposition 4.6.
The formal reduction, which we explained (informally) above, shows that mod-

els expressed by the reduction are also the same as those defined by the semantic
definition (thus proving that the reduction is equivalent to the semantic defini-
tion):

1This assumption is warranted because if P would occur more then once before D, the same
restrictions hold on the model.
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∃t ≥ s : M, t � D and
(∀s ≤ u < t : M, u � NOT viol(a, P,D)) and
((∃s ≤ v < t : M, v � P and M, v � ALWAYS NOT viol(a, P,D)) or
(∀s ≤ w < t : M, w 6� P and M, t � viol(a, P,D)))
⇔
M, s � SOMETIMED and
M, s � (NOTDAND NOT viol(a, P,D))UNTILD and
(∃s ≤ v < t : M, v � NOTDANDP AND ALWAYS NOT viol(a, P,D)) or
(∀s ≤ w < t : M, w � NOTP and M, t � viol(a, P,D)
⇔
M, s � SOMETIMED and
[

M, s � (NOTDNOTP AND NOT viol(a, P,D))UNTIL(DAND viol(a, P,D)) or
(M, s � (NOTDAND NOTP NOT viol(a, P,D))UNTIL

(NOTDANDP AND ALWAYS NOT viol(a, P,D)))
]

⇔
M, s � SOMETIMED AND

[

(NOTD AND NOTP AND NOT viol(a, P,D)) UNTIL

((NOTD AND P AND ALWAYS NOT viol(a, P,D)) OR

(D AND viol(a, P,D)))
]

Reduction of Temporal Prohibitions

We can show that the reduction from the Temporal prohibitions of definition 4.7
to the LTL reduction in proposition 4.9 can be done in a similar manner. In
definition 4.7 temporal prohibitions are defined as follows:

M, s � FORBIDDEN(a, P BEFORE D) ⇔def

If ∃t ≥ s : M, t � D then
(((∃s ≤ u < t : M, u � P and M, u � NEXT viol(a, P,D)) and

(∀s ≤ w < u : M, w 6� P and M, w � NOT viol(a, P,D))) or
(∀s ≤ v < t : M, v 6� P and M, v � NOT viol(a, P,D) and
M, t � ALWAYS NOT viol(a, P,D)))

and if ∀t ≥ s : M, t 6� D then ∀u ≥ s : if M, u � P then
M, u � NEXT viol(a, P,D)

This temporal prohibition works, in essence, similar to the deadline specified
above. We show (formally) that the semantical definition is equivalent to a for-
mula in LTL, as given by proposition 4.9.
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If ∃t ≥ s : M, t � D then
[

((∃s ≤ u < t : M, u � P and M, u � NEXT viol(a, P,D)) and
(∀s ≤ w < u : M, w 6� P and M, w � NOT viol(a, P,D))) or

(∀s ≤ v < t : M, v 6� P and M, v � NOT viol(a, P,D) and
M, t � ALWAYS NOT viol(a, P,D))

]

and if ∀t ≥ s : M, t 6� D then ∀u ≥ s : if M, u � P then
M, u � NEXT viol(a, P,D)

⇔
If M, s � SOMETIMED then

[

((∃s ≤ u < t : M, u � P AND NEXT viol(a, P,D)) and
(∀s ≤ w < u : M, w � NOTP AND NOT viol(a, P,D))) or

(M, s � (NOTDAND NOTP AND NOT viol(a, P,D))UNTIL

(DAND ALWAYS NOT viol(a, P,D)))
]

and if M, s � ALWAYS NOTD then
∀u ≥ s : M, u � P IMPLIESNEXT viol(a, P,D)

⇔
If M, s � SOMETIMED then

[

(M, s � (NOTAND NOT NOTP AND NOT viol(a, P,D))UNTIL

(NOTDANDP AND NEXT viol(a, P,D))) or
(M, s � (NOTDAND NOTP AND NOT viol(a, P,D))UNTIL

(DAND ALWAYS NOT viol(a, P,D)))
]

and if M, s � ALWAYS NOTD then
∀u ≥ s : M, u � P IMPLIESNEXT viol(a, P,D)

⇔

M, s �

(

SOMETIMED IMPLIES
[

(NOT D AND NOT P AND NOT viol(a, P,D)) UNTIL

((D AND NOT P AND NEXTALWAYS NOT viol(a, P,D)) OR

(P AND NEXT viol(a, P,D)))
])

AND
(

ALWAYS NOTD IMPLIES ALWAYS
[

P IMPLIES NEXT viol(a, P,D)
])

Which is exactly expressed in proposition 4.9.

Proofs of Theorems used in Chapter 6

In sections 6.4 and 6.5 several theorems were used to derive the safety and liveness
properties of the protocol. Some of these theorems, like theorem 6.13, theorem
6.17 and 6.18 were derived from [Kröger, 1987], and proofs of these theorems can
be found there. The other theorems are proven in this section.
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Derivation Rule

The following theorem was mentioned in section 6.4 to derive the invariance of a
violation predicate:

Theorem A.1 (Derivation Rule) The following rule is valid:

M � Ox(α < δ)

M � atπi ; α

M � atπi → ¬�δ

M � atπi → #¬viol(x, α, δ)

Proof. We show semantically that theorem A.1 holds. First, remember that
O(α < δ) stated in means the following (see definition 4.5):

M, s � Ox(α < δ) ⇔ ∃t ≥ s : M, t � δ and

(∀s ≤ u < t : M, u � ¬V ) and

((∃s ≤ v < t : M, v � α and M, v � 2¬V ) or

(∀s ≤ w < t : M, w 6� α and M, t � V ))

Now, knowing that M, s � O(α < δ), for s being the state where startΠ holds
(remember, we are only interested in those situations where the norms hold and
the protocol is started), we also know that there will be a state t such that δ
holds. Moreover, all states from s up to t will satisfy ¬V , and either there exists
a state between s and t (s included) where α holds, in which case 2¬V will holds
as well, or α does not hold in any state between s and t (again, s included), in
which case V holds in t. Suppose we have that, for some state i ≥ s : M, i � atπi.
Now we have to prove that M, i � #¬V . Since we know that atπi → ¬�δ is
true in all states of the computation we know that M, i � ¬�δ, meaning that the
moment that atπi holds the deadline has not yet occurred, so we can conclude
that s ≤ i < t. Moreover, since atπi ; α holds, i.e. atπi counts as α, we know
that α happens before the deadline. This means that ∃s ≤ i < t : M, i � α

holds, and according to the semantical definition given above we can conclude
that M, i � 2¬V holds as well. Therefore, we can conclude that atπi → 2¬V
and, in particular, atπi → #¬V hold.

Liveness Rule

The following theorem was mentioned in section 6.5 to derive the liveness property
of a protocol:

Theorem A.2 (Liveness Rule) The following rule is valid when γ and ¬γ are invari-
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ants of Π:

startΠ ∧ γ → 3(atπe ∧ ϕ1) (A.1)

startΠ ∧ ¬γ → 3(atπe ∧ ϕ2) (A.2)

startΠ → 3(atπe ∧ (γ → ϕ1) ∧ (¬γ → ϕ2)) (A.3)

Proof. We will only consider the cases where startΠ actually holds, since those
are the only cases we are interested in and the rule is trivially true those cases
where startΠ does not hold.

Let us assume we can derive (1) and (2), and let us assume that γ actually
holds. In this case startΠ ∧ γ holds as well and we know, because of (1), that
3(atπe ∧ ϕ1) holds. Since γ is an invariant of Π, γ holds at all steps of the
protocol, and thus at the moment that atπe holds. Therefore, 3(atπe ∧ γ ∧ ϕ1))
holds, and we can thus derive that 3(atπe ∧ (γ → ϕ1)). Since γ holds (and is an
invariant of Π), we know that all states satisfy ¬γ → χ, for arbitrary χ. If we
choose χ = ϕ we thus obtain the desired 3πe ∧ (γ → ϕ1) ∧ (¬γ → ϕ2)).

Reasoning similarly for ¬γ and using (2) instead, we again obtain 3πe∧ (γ →
ϕ1)∧ (¬γ → ϕ2)). We can therefore conclude that, whenever startΠ holds, 3πe ∧
(γ → ϕ1)∧(¬γ → ϕ2)) holds, and thus startΠ → 3(at αe∧(γ → ϕ1)∧(¬γ → ϕ2)).



Appendix B
Building Automata from LTL

Formulas

Using the procedure described in chapter 5 definition 5.6 (on page 117), we now
show how the example automaton Aϕ is built from the formula O(ρ < δ) ∧
2¬v(ρ, δ).

Given is that:

ϕ = 3δ ∧ [(¬δ ∧ ¬ρ ∧ ¬v(ρ, δ) until

((ρ ∧ ¬δ ∧ 2¬v(ρ, δ) ∨ (¬ρ ∧ δ ∧ v(ρ, δ)))] ∧ 2¬v(ρ, δ)

P = {ρ, δ, v(ρ, δ)}

ψ = [(¬δ ∧ ¬ρ ∧ ¬v(ρ, δ)) until

((ρ ∧ ¬δ ∧ 2¬v(ρ, δ) ∨ (¬ρ ∧ δ ∧ v(ρ, δ)))] ∧ 2¬v(ρ, δ)

ω = ((ρ ∧ ¬δ ∧ 2¬v(ρ, δ) ∨ (¬ρ ∧ δ ∧ v(ρ, δ)))] ∧ 2¬v(ρ, δ)

cl(ϕ) = {{ϕ,3δ, ψ,2¬v(ρ, δ), δ,¬v(ρ, δ),¬δ ∧ ¬ρ ∧ ¬v(ρ, δ), ω,

¬ρ, ρ ∧ ¬δ ∧ 2¬v(ρ, δ),¬ρ ∧ δ ∧ v(ρ, δ), ρ, v(ρ, δ), true, false}}

Σ = 2P

= {{ρ, δ, v(ρ, δ)}, {ρ, δ}, {ρ, v(ρ, δ)}, {δ, v(ρ, δ)}, {ρ}, {δ}, {v(ρ, δ)},∅}

For readability we will use v instead of v(ρ, δ).
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Now we start the procedure:

S := ∅

∆ := ∅

sat({{ϕ}}) = {{ϕ,3δ, ψ,2¬v,#3δ,¬v,#2¬v,¬δ ∧ ¬ρ ∧ ¬v,¬δ,¬ρ,#ψ},

{ϕ,3δ, ψ,2¬v,#3δ,¬v,#2v, ω, ρ∧ ¬δ ∧ 2¬v, ρ,¬δ}}

S0 := {{ϕ,3δ, ψ,2¬v,¬v,#2¬v,¬δ ∧ ¬ρ ∧ ¬v,¬δ,¬ρ}, (s1)

{ϕ,3δ, ψ,2¬v,¬v, ω, ρ ∧ ¬δ ∧ 2¬v, ρ,¬δ}} (s2)

unp := {(s1, {3δ,2¬v, ψ}), (s2, {3δ,2¬v})}

We first select (s1, {3δ,2¬v, ψ}):

sat({{3δ,2¬v, ψ}}) = {{3δ, ψ,2¬v,#3δ,¬v,#2¬v, ω, ρ∧ ¬δ ∧ 2¬v, ρ,¬δ},

{3δ, ψ,2¬v,#3δ,¬v,#2¬v,¬δ ∧ ¬ρ ∧ ¬v,#ψ,¬δ,¬ρ}}

P (s1) = ∅

nP (s1) = {v}

∆ := ∆ ∪ {(s1,∅, s1), (s1,∅, s2)}

unp := {(s2, {3δ,2¬v})}

The transitions from s1 to itself, and s1 to s2 can be seen from the results of the
saturate, where the first set is the same set (intersected with cl(ϕ)) as s2 with
the exception of ϕ, and the second set is the same set (intersected with cl(ϕ))
as s1, again with the exception of ϕ itself. The equivalence between the first set
(lets call it s′2) and s2, and the equivalence between the second set (lets call it s′1)
and s1, follow from the following equivalence:

{ϕ1, ϕ2, ϕ1 ∧ ϕ2} ⇔ {ϕ1, ϕ2}

Therefore, s′1 ⇔ s1 and s′2 ⇔ s2.
Next we look at (s2, {3δ,2¬v}):

sat({{3δ,2¬v}}) = {{3δ,2¬v,#3δ,¬v,#2¬v},

{3δ,2¬v, δ,¬v,#2¬v}}

P (s2) = {ρ}

nP (s2) = {v, δ}

∆ := ∆ ∪ {(s2, {ρ}, s3), (s2, {ρ}, s4)}

s3 = {3δ,2¬v,¬v}

s4 = {3δ,2¬v, δ,¬v}

unp := {(s3, {3δ,2¬v}), (s4, {2¬v})}



BUILDING AUTOMATA FROM LTL FORMULAS 193

Next we look at (s3, {3δ,2¬v})

sat({{3δ,2¬v}}) = {{3δ,2¬v,#3δ,¬v,#2¬v},

{3δ,2¬v, δ,¬v,#2¬v}}

P (s3) = ∅

nP (s3) = {v}

∆ := ∆ ∪ {(s3, {ρ}, s3), (s3, {δ}, s3), (s3, {ρ, δ}, s3),

(s3, {ρ}, s4), (s3, {δ}, s4), (s3, {ρ, δ}, s4)}

unp := {(s4, {2¬v})}

Next we look at (s4, {2¬v}):

sat({2¬v}) = {{2¬v,¬v,#2¬v}}

P (s4) = {δ}

nP (s4) = {v}

∆ := ∆ ∪ {(s4, {δ}, s5), (s4, {δ, ρ}, s5)}

s5 = {2¬v}

unp := {(s5, {2¬v})}

Finally, we look at (s5, {2¬v}):

sat({2¬v}) = {{2¬v,¬v,#2¬v}}

P (s5) = ∅

nP (s4) = {v}

∆ := ∆ ∪ {(s5, ρ, s5), (s5, {δ}, s5), (s4, {δ, ρ}, s5), (s5,∅, s5)}

unp := ∅

This gives us the automaton Aϕ as presented in figure 5.3 on page 119, with
the acceptance condition (in accordance with the definition on page 116) Fϕ =
{{s4, s5}, {s2, s4, s5}}.





Appendix C
Organ Donation: Example Protocol

& Norms

In chapter 6 we used a real-world protocol for clarifying the formal verification
of the norm compliance of protocols. The example we used is an model-protocol
used for making the decision whether the organs of a recently deceased patient
can be extracted for transplantation purposes. Here we give the full formalised
version of this example protocol, and the norms (with their formalisation) that
govern this domain.

Formalised Protocol

The protocol from figure 6.1 in section 6.1 (on page 136) can be formalised into
the following, using the language mentioned in section 6.3.1:

Initial know permission(d, remove organ) := FALSE,

know potential donor(d, y) := FALSE,

know not permission(d, remove organ) := FALSE,

know not potential donor(d, y) := FALSE;
cobegin Π

Π =
π0 : 〈check criteria & contra-indications〉;
π1 : if know criteria(d, y) ∧ know no contra-indication(d, y)

then π2 : know potential donor(d, y) := TRUE

else π3 : know not potential donor(d, y) := TRUE

fi;
π4 : if know potential donor(d, y)
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then π5 : 〈consult donor register〉
fi;

π6 : if know potential donor(d, y) ∧ know registered(d, y)
then π7 : 〈check permission〉
else π8 : if know potential donor(d, y) ∧ know not registered(d, y)

then π9 : 〈check other statement〉
fi

fi;
π10 : if know potential donor(d, y) ∧ know registered(d, y)∧

know not statement permission(d, y)
then π11 : know potential donor(d, y) := FALSE;

π12 : know not potential donor(d, y) := TRUE

else π13 : if know potential donor(d, y)∧
(know registered(d, y) ∧ know statement permission(d, y))∨
(know not registered(d, y) ∧ know other statement(d, y))
then π14 〈inform relatives〉
fi

fi;
π15 : if (know potential donor(d, y)∧

(know not registered(d, y) ∧ know not other statement(d, y))∨
(know registered(d, y) ∧ know includes escape clause(z)))

then π16 : 〈ask relatives〉;
π17 : if know not relative permission(d, y)

then π18 : know potential donor(d, y) := FALSE;
π19 : know not potential donor(d, y) := TRUE

fi
fi;

π20 : if know potential donor(d, y) ∧ know natural death(d, y)
then π21 : 〈report to transplant coordinator〉
else π22 : if know potential donor(d, y) ∧ know non natural death(d, y))

then π23 : 〈report to coroner〉;
π24 : 〈ask DA for permission〉;
π25 : if know DA permission(d, y)
then π26 : 〈report to transplant coordinator〉
else π27 : know potential donor(d, y) := FALSE;

π28 : know not potential donor(d, y) := TRUE

fi
fi

fi;
π29 : if know potential donor(d, y)

then π30 : know permission(d, remove organ) := TRUE

else π31 : if know not potential donor(d, y)
then π32 : know not permission(d, remove organ) := TRUE

fi
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fi;
π33 : 〈fill donor form〉;
π34 : stop

Applicable Norms

Using the logical formalism presented in chapter 6.3 we can translate the following
norms into a formal representation that we used in section 6.4 and section 6.5
to verify the safety and liveness properties, respectively, of the formal protocol
presented above.

Article 10

3. The register can be consulted by or under the authority of a doctor during
day and night whenever that is necessary considering the intended removal
of an organ.

Px((DOx consult(x, register)) |
(under authority(d, consult(x, register))∧
necessary for(consult(x, register), intended(organ removal))))

Article 14

1. Before an organ is removed, death is certified by a doctor who may not be
involved in the removal or transplantation of the organ. If the intention
exists to remove the organ from an insufflated body, death is certified by
means of the latest state of medically valid methods and criteria for the
determination of brain death by a very knowledgeable doctor. The manner
of determining the brain death is recorded in a statement of which a model
is included the in article 15, first item, mentioned protocol.

Od((DOd certify death(d, y)) < (DOd′ remove organ(d′, y)))∧
Fd((DOd remove organ(d, y)) | (DONEd certify death(d, y)))

Article 16

At the removal of an organ from a body, the autopsy as meant by article 3 of the
Law on disposal of the dead (Stb. 1991, 133) is not carried out by the doctor who
is involved in the removal or implantation of the organ.

Fd((DOd autopsy(d, y)) | (DONEd remove organ(d, y)))
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Article 17

An organ may not be removed when suspicion of a non-natural death exists,
until it has been established that the district attorney grants the permission as
mentioned in article 76, second item, of the Law on disposal of the dead.

Fd((DOd remove organ(d, y)) <

(DONEu grants(u, permission, organ removal)) |
(suspicion(non natural death, y)))

Article 18

1. The doctor who determines the death makes sure that organs supposedly
coming available for implantation are announced to an organ centre.

Od((DOd announce(d, organ(p), c)) > available(organ(y)) |
(DONEd certify death(d, y)))

Article 20

1. The one who determines the death takes care of checking whether a state-
ment of intent as mentioned by article 9 and article 10 is present. If a
statement of intent emerging from a register correspond to another existing
statement as meant by article 9 the last made statement is applicable.

Od((DO check(d, z)) > (DONE certify death(d, y)))

2. If no statement of intent mentioned by article 9 and article 10 is present the
doctor mentioned in the first item takes, in accordance with the protocol,
care of consulting the person or persons mentioned by article 11.

Od((DOd confer with(d, x) > (�DONEd check(d, z))) |
((¬statement of intent(w, y) ∧ relative(x) ∧ w = z)∧
�DONEd certify death(d, y)))
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Summary

The motivation for the research presented in this thesis is the anita project, which
is a multidisciplinary joint venture of legal and artificial intelligence departments
of four universities in the Netherlands (consisting of Rijksuniversiteit Groningen,
Universiteit Leiden, Universiteit Maastricht and Universiteit Utrecht). anita

stands for Administrative Normative Information Transaction Agents, and aims
to provide a solution, based on multiagent technology, for the problem that exists
in information exchange between the different police districts in the Netherlands.
In this domain the main challenges concern both the shortage of information
(not being able to find legally relevant data that should be available) as well as
abundance of information (for example violating privacy rights). These issues
are of great consequence in the domain of police and judicial intelligence. The
anita framework is based on administrative agents that decide, based on norms,
whether to allow transactions of information.

In the anita scenario, where agents autonomously decide whether or not to
share (privacy sensitive) information based on the applicability of (local) norms,
a global frame for the enforcement of (global) norms was needed. Since all agents,
though each bound to local procedures and rules, have to adhere to the global
regulations as given by law (e.g. the police file act, and privacy laws), it has to
be checked (at real-time) whether the information transactions are not in con-
flict with the global laws that hold for the domain. In most software and agent
methodologies, such regulations are seen only as extra requirements in the analy-
sis phase of the system, and are thus hard-coded into the software or the agents
themselves. If, however, the regulations change it becomes very hard to track all
changes to be done in the implementation, as there is no explicit representation of
the norms (that is, since all norms are embedded in the agent’s design and code,
all the design steps have to be checked and all the code verified to ensure compli-
ance to the new regulations). The alternative is to have an explicit representation
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of the norms, but this approach requires some form of enforcement to ensure the
compliance instead.

This alternative can be found in the introduction of an electronic institution.
An electronic institution, similar to their human counterparts, is an entity defining
a set of norms over the behaviour of individuals inside the institution. Electronic
institutions provide a safe environment mediating the interaction of agents, where
the expected behaviour of the agents is expressed by means of an explicit spec-
ification of the norms. The introduction of an electronic institution in a highly-
regulated domain such as the anita scenario requires us to solve issues related
to the abstractness of human regulations, the lack of operational information and
the implementation of norm enforcement from an institutional perspective. In
this thesis we solve these problems by the introduction of a framework for making
the connections between the norms and the agent practice explicit.

An electronic institution built based on a specification of norms taken from
human laws and regulations is characterised by the normative specification and
its procedures. Both the normative specification and the procedures, expressed in
protocols that the agents can use to achieve common tasks, are derived from the
laws and regulations that govern the domain. To ensure that none of these laws
are broken by any of the agents participating in the institution, some form of en-
forcement is required. This can either be done by restricting the agents to specific
procedures (that are known to be norm-compliant) or by monitoring the behaviour
of the agents and punishing them in the case they violate a norm. We argue that
the latter holds many benefits, since restricting agents to pre-defined procedures
severely reduces the autonomy of the agents participating in the institution (re-
stricting agents to such protocols only allows them to act in the manners defined
on forehand, thus making them unable to handle new and unforeseen situations).
This does, however, signifies the implementation of an active norm enforcement
based on the detection of violations and reactions to violations, which has not
been done before, and can be hard because of the abstractness of the norms and
the lack of operational information in norms (norms do not explicitly define how
they should be implemented). We solve this problem by introducing a formal rep-
resentation of norms based on a representation in deontic logic which is annotated
with fields that contain all the (operational) information necessary to implement
the norms from an institutional perspective.

Even though the agents are not restricted to pre-defined procedures, the in-
troduction of protocols for an institution still holds an advantage. Protocols can
be used by the agents as a default manner to achieve certain (frequently done)
tasks in the institution, without having to take the norms into notion (the norm
compliance of the agent’s actions should follow from the correct execution of the
protocol). Designing protocols for highly-regulated domains is, however, a very
hard task because of the gap that exists between the normative specification of
the domain (in abstract and vague norms) and the procedural level of the agent
practice. To bridge this gap, and allow for the design of protocols for electronic
institutions, we introduced a (semi)automatic manner to translate the specifica-
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tions given by the norms into a concrete pattern that can be used to create a
practical protocol. This translation uses an idea based on the approach taken by
human institutions, where the gap between the law and the practice is bridged
by the introduction of regulations that, while still somewhat abstract, give a con-
crete meaning to some of the vague and abstract notions and actions expressed
in the laws. With the introduction of an intermediate level of landmarks between
the norms and the practice, where the landmarks express the important steps
that any protocol created should contain, it becomes possible to create protocols
based on the (vague and abstract) normative specification of the domain. In case,
instead of designing protocols for the institution by the manner described above,
protocols are taken from the human practice and translated to the electronic in-
stitution, it has to be guaranteed that the protocols do not break any of the norms
themselves. That is, following a protocol by the letter should not make the agent
violate any of the norms. To ensure that a protocol does not break any of the
norms, its norm compliance has to be formally verified.

These elements, the implementation of active norm enforcement and the de-
sign of protocols for electronic institutions, form the basis of the framework that
links the laws, expressed in a normative specification, to the agent practice. While
the framework is not complete, it makes the first steps that are needed and tries
to cover the most important aspects of institution design. The creation of this
framework, however, gave us insight into the relations that exist between laws and
electronic institutions, and helped us design methods for the design and verifica-
tion of protocols. Furthermore, the implementation of norms, as proposed in this
framework, by the creation of a mechanism of active norm enforcement ensures
a good balance between autonomy and conformity of the agents participating in
the electronic institution.





Samenvatting

De belangrijkste motivatie voor het onderzoek gepresenteerd in dit proefschrift
is het anita project. Dit project is een multidisciplinaire samenwerking tussen
de rechten en kunstmatige intelligentie departementen van vier Nederlandse uni-
versiteiten (deelnemend zijn Rijksuniversiteit Gronigen, Universiteit Leiden, Uni-
versiteit Maastricht en Universiteit Utrecht). anita staat voor Administratieve
Normatieve Informatie Transactie Agents, en heeft als doel om een oplossing te
bieden, gebaseerd op agent technologie, voor het informatie uitwisselingsprobleem
dat bestaat tussen de verschillende politie corpsen in Nederland. De uitdagingen
van dit domein zijn voornamelijk zowel het ontbreken van informatie (niet instaat
zijn om legaal relevante data te vinden die beschikbaar zou moeten zijn) als een
overvloed aan informatie (bijvoorbeeld het schenden van privacy rechten). De-
ze problemen hebben grote gevolgen in de domeinen van politie- en jurisdische
inlichtingen. Het anita framework is gebaseerd op administratieve agents die
beslissen op basis van normen of transacties van informatie worden toegelaten of
niet.

In de anita scenario, waar agenten autonoom beslissingen nemen over het wel
of niet delen van (privacy gevoelige) informatie op basis van de toepasbaarheid
van (lokale) normen, was het noodzakelijk om een globaal kader te maken voor
de handhaving van (globale) normen. Aangezien alle agents, hoewel elk gebonden
aan lokale procedures en regels, zich moet houden aan globale reguleringen gege-
ven door de wet (bijvoorbeeld de Wet Politieregisters of privacy wetten), moet er
gecontroleerd worden (in real-time) of the informatie transacties niet in conflict
zijn met de globale wetten die van toepassing zijn voor het gegeven domein. De
meeste software en agent methodologieën zien deze reguleringen enkel as extra
elementen van de analyse fase van het systeem, en de reguleringen worden dan
ook als deel van de software of agents zelf geprogrammeerd. Maar, als de regu-
leringen veranderen wordt het bijzonder lastig om alle veranderingen na te gaan
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die gedaan moeten worden in de implementatie, aangezien er geen expliciete re-
presentatie van de normen is (omdat alle normen in de code en het ontwerp van
de agents is gëıntegreerd, moeten alle ontwerpstappen bekeken worden en alle
code worden gecheckt om overeenkomst met de nieuwe reguleringen te kunnen
garanderen). Het alternatief is om een expliciete representatie te maken van de
normen, maar deze aanpak vereist een of andere vorm van norm handhaving om
te garanderen dat aan de normen wordt voldaan.

Dit alternatief is te vinden in de introductie van een elektronische institutie.
Elektronische instituties, overeenkomstig met hun menselijke soortgelijken, is een
entiteit dat een verzameling normen definieert dat het gedrag van de individuen
in de institutie beschrijft. Elektronische instituties creeëren een veilige omgeving
voor agents om in te werken, en beschrijven het gewenste gedrag van de agents
door middel van een expliciete specificatie van de normen. De introductie van
een elektronische institutie in een zeer regulatief domein zoals die van het anita

scenario, vereist dat wij problemen oplossen zoals de abstractheid van wetten, het
ontbreken van operationele informatie en de implementatie van norm handhaving
vanuit het perspectief van de institutie zelf. In dit proefschrift hebben we gepro-
beerd deze problemen op te lossen door het invoeren van een framework voor het
expliciet maken van de verbindingen tussen de normen en de (agent) praktijk.

Een elektronische institutie die gebouwd is op basis van een specificatie van
normen uit wetteksten en reguleringen wordt gekarakteriseerd door deze norma-
tieve specificatie en zijn gebruiken. Zowel de normatieve specificatie als de ge-
bruiken, uitgedrukt in protocollen die door de agents worden gebruikt om veel
voorkomende taken te voltooien, worden afgeleid uit de wetten en reguleringen
die gelden voor het domein. Om ervoor te zorgen dat geen van de wetten worden
overtreden door een van de agents in het systeem is een of andere vorm van hand-
having noodzakelijk. Deze handhaving kan ofwel gebeuren door het beperken van
de agents tot specifieke procedures (waarvan bekend is dat ze geen wetten over-
treden) of door het controleren van het gedrag van de agents en het toedienen van
straffen in het geval dat een norm wordt overtreden. De laatste van deze twee mo-
gelijkheden heeft vele voordelen, ondermeer omdat het beperken van de agents tot
vooraf gedefinieerde procedures een grote beperking oplegt op de autonomie van
de agents (het beperken van de agents tot dergelijke protocollen stelt hen enkel in
staat om te handelen in die manieren die vooraf zijn bedacht, en maakt hen dus
onbekwaam in nieuwe en onvoorziene situaties). Dit benadrukt de noodzaak van
een implementatie van een actieve norm handhaving gebaseerd op het detecteren
van en het reageren op overtredingen, wat voorheen nog niet gedaan was, en wat
bijzonder lastig kan zijn wegens de abstractheid van de normen en het ontbreken
van operationele informatie in de normen (normen geven geen expliciete definitie
over hoe de norm zou moeten worden gëımplementeerd). Wij lossen dit probleem
op door de invoering van een formele representatie van normen gebaseerd op een
representatie in deontische logica welke wordt aangevuld met extra velden die de
(operationele) informatie bevatten welke nodig is voor de implementatie van de
normen vanuit een institutioneel perspectief.
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Hoewel we de agents niet willen beperken tot vooraf gedefinieerde procedures
is de introductie van protocollen in een institutie nog steeds zinvol. Protocollen
kunnen namelijk door de agents worden gebruikt als standaard manier om bepaal-
de (veel voorkomende) taken te volbrengen in de institutie, zonder daarbij zichzelf
te veel druk te maken over de normen (het voldoen aan de normen zou moeten
volgen uit de correcte uitvoering van het protocol). Het ontwerpen van proto-
col voor zeer regulatieve domeinen is echter een moeilijke taak wegens de kloof
die er bestaat tussen de normatieve specificatie van het domein (in abstracte en
vage normen) en het procedurele niveau van de agent praktijk. Om deze kloof
te overbruggen, en om dus protocollen te kunnen ontwerpen voor elektronische
instituties, introduceren wij een (semi-)automatische methode om de normatieve
specificatie te vertalen naar een concreet patroon dat gebruikt kan worden om
een praktisch protocol te maken. Deze vertaling gebruikt een idee dat afgeleid is
van de manier waarop de kloof tussen normen en praktijk wordt opgelost in de
normale wereld, waar de kloof wordt overbrugd door de introductie van regule-
ringen, die, hoewel nog steeds enigszins abstract, concrete informatie geven over
sommige vage en abstracte concepten en acties in de wet. Door het maken van
een tussenlaag van landmarks tussen de normen en de praktijk, welke uitdrukt de
belangrijke stappen die elk protocol zou moeten bevatten, wordt het mogelijk om
protocollen te maken gebaseerd op de (vage en abstracte) normatieve specificatie
van het domein. Als echter in plaats van het ontwerpen van nieuwe protocollen
ervoor wordt gekozen om protocol over te nemen van de werkelijke wereld, zal het
moeten worden vastgesteld dat deze protocollen geen van de normen overtreedt.
Dit betekent dat wanneer het protocol tot op de letter nauwkeurig wordt uitge-
voerd er geen overtredingen mogen plaatsvinden. Om dit te kunnen garanderen
zal het protocol formeel moeten worden gecheckt.

Deze elementen, de implementatie van een actieve norm handhaving en het
ontwerpen van protocol voor elektronische instituties, vormen de basis van het
framework dat de wetten, uitgedrukt in een normatieve specificatie, verbind aan
de agent praktijk. Hoewel dit framework nog niet volledig is, geeft het de eer-
ste stappen die benodigd zijn and probeert de meest belangrijke aspecten van
institutie ontwerp te omvatten. Het maken van dit framework gaf ons echter vele
inzichten in de relaties die bestaan tussen wetten en elektronische instituties, en
hielp ons bij het bedenken van methoden voor het ontwerpen en verifiëren van pro-
tocollen. Bovendien garandeert de implementatie van normen, zoals voorgesteld
in dit framework door middel van het creeëren van een mechanisme van actieve
norm handhaving, een goede balans tussen de autonomie en de conformiteit van
de agenten die deelnemen in de elektronische institutie.
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