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1 Introduction

It is anticipated that in the near future a significant portion of traffic will consist
of autonomous vehicles (cf. [2, 92, 1]). The companies that produce such vehicles
will not likely be keen on sharing the source code and training data of their vehicles.
However, these vehicles still have to operate together as a traffic application where
throughput and safety are among the highest priorities. In current traffic we control
the behavior of humans by enforcing traffic rules. For autonomous vehicles we can
also formulate traffic rules, though these need not be the same as for humans. An
autonomous vehicle can handle a more continuous stream of information regarding
the regulations compared to human drivers. As with human drivers, we must consider
the control of autonomous vehicles since we cannot guarantee that they will comply
to the traffic regulations. Smart roads are a proposed solution to coerce autonomous
vehicles into desirable behavior [136]1. Such infrastructures support the coordina-
tion of vehicles by communicating directives to the vehicles (infrastructure-to-vehicle
communication) and by providing relevant information to the vehicles such as the
traffic situation ahead. The directives that the infrastructure sends to vehicles can,
for instance, concern speed limitations and lane positions. Such directives are not
always of a voluntary nature. If a speed limit is imposed for safety reasons, then we
must consider sanctioning mechanisms for enforcing the limit. The design of a smart
roads application therefore has to consider the challenge of formulating regulations
for autonomous vehicles, a monitoring mechanism for detecting violations of the reg-
ulations, and a sanctioning mechanism to compensate for violations. Smart roads
are also inherently decentralized given their geographic distribution and the fact that
many traffic systems are connected across borders, but regulated by local policies.

The challenge of coordinating autonomous vehicles on smart roads is an example of
the challenge to control complex systems with autonomous software components. If an
autonomous program may violate the rules of a complex system such as smart roads,
then this is likely the result of either an unintentional mistake/error, or because the
desired behavior (which aims to improve global traffic properties such as throughput)
does not always align with the goals of the autonomous program (which aims to
improve individual properties such as traveling time). In the latter case, we may speak
of an autonomous program that generates proactive behavior to achieve its goals. In

1Smart roads are also called “Intelligent Vehicle/Highway System”, IVHS.
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INTRODUCTION 1.1

the field of artificial intelligence we refer to such programs as agents [29, 30]. We
consider autonomous vehicles to be agents which have the goal of arriving at a given
destination with some preferences (travel time, comfort, etc.). A system of agents
is called a multi-agent system. An open multi-agent system is a multi-agent system
where agents may freely come and go and where the agents may not be designed,
programmed, or known to the party that maintains the multi-agent system. This
corresponds to a smart roads application, as the agents (i.e., autonomous vehicles) are
developed by companies that do not share the full details of the agents with whomever
decides upon the traffic rules of the smart roads. The research community of agent
systems addresses among other challenges the challenge of controlling open multi-
agent systems. Control mechanisms for open multi-agent systems are often based
on high level concepts and abstractions that are inspired by human organizations
or institutions. The main regulatory concept is norms. Norms can be seen as rules
of behavior. The field of normative multi-agent systems concerns itself, amongst
other topics, with how we can translate the concept of norms to control mechanisms
that ensure that open multi-agent systems behave within bounds that are deemed
acceptable [27]. Such a control mechanism is often referred to as an institution,
which is also a term that we will often use. The task of an institution is to realize
norm enforcement: the manipulation of system behavior such that either no norms
are violated (called regimentation) or the violation of norms is compensated through
corrective actions (called sanctioning).

The research in this thesis started with the observation that if smart roads appli-
cations correspond to open multi-agent systems, then we can use open multi-agent
system control mechanisms to control autonomous traffic. Since institutions are in-
tended as control mechanisms for open multi-agent systems, they might also be a
suitable solution for the challenge of controlling smart roads. In this thesis we focus
on the general challenge of controlling open multi-agent systems and use smart roads
applications both as a motivation and an example throughout most of the chapters.
We are especially interested in the decentralized nature of smart roads applications
and the question whether the work on open multi-agent system control is suitable for
such settings. We also address how we can translate the theory of controlling open
multi-agent systems to practical applications. In this chapter we shall outline the
motivation behind the research in this thesis, the research questions that we address,
our approach, and finally an overview of the research collaborations that have brought
about this thesis.

1.1 Motivation and Research Question

In this section we motivate why we are in particular interested in decentralized norm
enforcement for runtime settings and why the research field of normative systems
should pay attention to the transfer of theory to practice. Furthermore, we also pose
the main research question that this thesis aims to answer.

Models of norm enforcement are often defined to investigate the regulatory con-
cepts of open multi-agent systems. This research provides insight in concepts such as
obligations and prohibitions. As such, most work on norm enforcement is not con-
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1.1 MOTIVATION AND RESEARCH QUESTION

1
cerned with decentralization of norm enforcement in applications. We are interested
in decentralized norm enforcement because centralized software systems come with
plenty of potential disadvantages such as single point of failures, scalability issues and
maintenance of always-on applications. Many multi-agent systems are decentralized
by nature. Imposing a centralized control mechanism on a multi-agent system would
diminish the system’s advantages that are obtained from distribution (e.g., parallel
processing). Sometimes it can also be the case that security requirements prevent the
use of a centralized system. For instance, certain sensitive data might be constrained
in terms of who may share it to what entities. We also see this in human organiza-
tions. Within the government for instance there are strict rules on what department
may access or obtain which data. If this is the case for a software application as well,
then we may not be allowed to construct a centralized enforcement mechanism that
gathers all sensitive data in a single location. Instead, we may have to resort to local
processing of data and only share information that is allowed to be transferred across
enforcing entities. Given that the need for decentralized enforcement exists, one can
wonder whether the theories/techniques/methodologies regarding norm enforcement
that we have are appropriate. We believe this question to be answered in the negative
for the general case. To our best knowledge all current work on decentralized enforce-
ment is focused on techniques with which one can make applications that have some
form of distribution, but no work explicitly addresses decentralized norm enforcement.

There are different ways to approach the analysis of decentralized norm enforce-
ment. For instance, one may focus on offline model-theoretic investigations of norma-
tive multi-agent systems as Max Knobbout has done in his PhD thesis [82]. A benefit
of an offline model analysis is that a system can be verified to be correct before it
is deployed. Hence, no computational effort is needed at runtime to ensure that a
system works as intended. As an example, we may apply offline model analysis to
determine for a specific system whether, if norm enforcement is correctly applied, a
specific norm cannot be complied with without leading to a violation of another norm
in some situations. However, we are particularly interested in the enforcement mech-
anisms themselves, and such a norm conflict analysis does not help us much in deter-
mining how to develop the enforcement mechanism. An enforcement mechanism can
still work as intended regardless of whether the norms that it enforces are conflicting.
This is why we focus on runtime analyses to investigate decentralized norm enforce-
ment. We still make use of formal methods to discuss decentralized norm enforcement
since they provide insight on the topic, and can guide us to implementations. As it
turns out, there is a fairly limited amount of work regarding formal investigations of
runtime norm enforcement, much less with a focus on decentralization.

Formal investigations can give us guidance for when we want to apply theory to
practice. However, a formal model does not give us a program that we can execute
on an execution environment. For this we require means to specify an executable
decentralized runtime norm enforcement mechanism. We hypothesize two main user
groups when it comes to programming mechanisms for decentralized runtime norm
enforcement. On the one hand we have academics and students who want to famil-
iarize themselves with the theoretical side of decentralized norm enforcement. Their
programs are likely to serve as prototypes and proof-of-concepts for ideas. On the
other hand we have industry software engineers. Their focus lies on implementing

3



INTRODUCTION 1.2

software using standard industry practices. Moreover, these programmers often do
not have the theoretical background and interest that helps them to quickly grasp the
theoretical side of decentralized norm enforcement. Hence, if we want to stimulate a
transfer of technology from academia to industry, then we have to work on a bridge
between standard industry practices and academic contributions [142]. A transfer of
technology is important for the research field since industry interest can spark new
funding for the field. More importantly, the aim of academic research endeavors is not
to just provide a collection of theory, it is also aimed at solving real world challenges.
Many solutions to real world challenges are implemented by industry companies.

These concerns: runtime norm enforcement, decentralization, models, formal anal-
ysis and development lead us to our main research question:

Main Research Question: How can a decentralized runtime norm enforcement
mechanism be modeled, analyzed and developed?

1.2 Approach and Scope of this Thesis
By answering the main research question we aim to create a body of work that
discusses the topic of decentralized runtime norm enforcement from the conceptual
level to implementation. We organize the chapters in such a way that we start from a
discussion of concepts regarding norm enforcement, then move to runtime models for
norm enforcement, then discuss the implementation of normative multi-agent systems
and finally present a proof-of-concept smart roads application. In this section we
discuss the relevant subquestions that we aim to answer, in order to answer the main
research question.

In order to model decentralized runtime norm enforcement mechanisms we need
to know what they consist of. Therefore our first research question is:

Research Question 1: What are the core concepts for modeling decentralized run-
time norm enforcement mechanisms?

This question is mainly addressed in Chapter 2, where we discuss related work on
norm enforcement that has at least some form of decentralization and identify where
decentralized enforcement differs from centralized enforcement. Among other con-
cepts that are discussed in Chapter 2, we observe that decentralized monitoring and
control mechanisms are integral to decentralized runtime norm enforcement mecha-
nisms. Monitoring and control mechanisms must detect norm violations and realize
corrective measures, respectively. Models of such mechanisms help us to analyze them
and provide guidelines for development. For the latter it is important therefore that
the models are computationally feasible. For instance, it would not do to have a
monitor for a norm of which the violations cannot even be monitored in theory. The
second research question is:

Research Question 2: How to computationally model runtime monitoring and con-
trol mechanisms for decentralized runtime norm enforcement?

We answer this question in Chapters 2, 3, 4 and 5. In Chapter 2 we provide a
high-level model, including monitoring and control, that is used to highlight the core
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1
concepts of decentralized runtime norm enforcement mechanisms. One of the chal-
lenges that Chapter 2 highlights is that a decentralized runtime norm enforcement
mechanism has to overcome the partial observability and controllability that the mon-
itors and controllers of the mechanism have. In Chapters 3 and 4 we describe detailed
models of runtime monitoring mechanisms to deal with local observation capabilities
and their topology in terms of what monitor may communicate with what other mon-
itors. Chapter 5 focuses solely on modeling control mechanisms. For decentralized
controllers it is a challenge that concurrently applied controllers may have conflicting
changes that they want to make in the behavior of an open multi-agent system.

From an analysis point of view we want to know what the desirable properties
are of a decentralized runtime norm enforcement mechanism, so that we can verify
whether a model is indeed an appropriate model.

Research Question 3: What are the desirable properties of decentralized runtime
norm enforcement mechanisms?

In Chapter 3 we specify for which norms a runtime monitoring mechanism can
detect the norm violations at runtime. In Chapter 3 we verify for our proposed model
of monitoring that it correctly detects norm violations and that all the violations of a
norm are detected, for those norms for which violations can in principle be detected at
runtime. Similarly, in Chapter 5 we discuss which norms are enforceable by a runtime
control mechanism and show that our proposed model for decentralized control can
enforce those norms that are enforceable in principle by runtime control mechanisms.

Robustness and security are two motivating concepts for why we may want to
decentralize a norm enforcement mechanism. For instance in a smart roads application
we transmit privacy sensitive information such as the location of vehicles. Hence we
may want to provide extra security measures for monitors that deal with privacy
sensitive information. Also the robustness of a smart roads application is important.
If the system as a whole fails, then this increases the risk of compromised safety and
throughput. Chapter 4 provides for a proposed runtime monitoring model an analysis
of how to find the critical parts with regard to robustness and security.

Finally, the last part of our main research question concerns the development of
runtime norm enforcement mechanisms. The last research question that we answer
is:

Research Question 4: How to develop a decentralized runtime norm enforcement
mechanism?

We approach this question from different angles throughout the thesis. The mod-
eling and analysis parts of this thesis are aimed especially at runtime settings in
order to make them suitable for development. The examples for these models also
include scenarios and supporting explanations that indicate how the models are in-
tended to execute once developed. If we know how a system ought to execute, then
we can use this during its development as a requirement guideline for designing the
software. For the control mechanism in Chapter 5 we specify operational semantics
in order to formally explain how the mechanism executes. In Chapter 6 we discuss
programming techniques and methodologies for the development of normative multi-
agent systems. We describe how norm enforcement can be realized through object-
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INTRODUCTION 1.3

and aspect-oriented programming. Our approach is to describe the general solution
structure as a design pattern.

The main motivational use case of this thesis are smart roads applications. Such
applications are very expensive to investigate in ‘the real world’, since it requires
many resources to create a controlled highway system. A more viable approach is
to first use simulations. In Chapter 7 we provide a proof-of-concept application of
decentralized runtime norm enforcement for smart roads applications in a well-known
traffic simulator.

We would also like to emphasize what lies outside of the scope of this thesis. One
topic has already been mentioned: offline model verification, instead of runtime. We
do believe that a critical application should also be analyzed with offline model verifi-
cation, but such a verification does not give us answers to our main research question
regarding decentralized runtime norm enforcement. Another earlier mentioned topic
is normative conflict. We focus on the enforcement of norms, and not on whether
norms are inherently incompatible and can never be complied with without causing
a violation. Neither do we investigate the social, philosophical and legal aspects of
norms. Similarly, we do not discuss new contributions regarding norm awareness,
though it is mentioned occasionally throughout this thesis. Norm awareness is a con-
cept that describes how agents can be aware of norms and change their behavior
accordingly. Often the notion of norm awareness goes hand in hand with organi-
zational awareness. This means that an agent can reason about its role within an
organization of agents. Since our focus lies solely on norm enforcement, we will not
discuss organizational concepts such as roles and reorganization.

1.3 Smart Roads Scenarios

Smart roads applications are one of the main motivational systems for this thesis and
we use them often in chapters to draw example scenarios from. In this section we go
into more detail on the type of scenarios that we are considering.

Smart roads applications are an expanded version of existing traffic systems. Cur-
rently, humans drive vehicles on the road and are organized by a set of rules which
are the traffic laws of the road. The aim of traffic rules is that we can have efficient
(in terms of high throughput) traffic that is also safe. The rules may, however, con-
flict with the preferences of a specific driver. Such a conflict provides an incentive
for many drivers to violate the traffic rules in order to optimize for instance their
personal efficiency/travel time. We lose the benefits of regulated traffic if too many
drivers violate the laws. We can apply sanctions such as monetary fines every time
a rule is violated in order to decrease the incentive to violate the rules. We need to
monitor traffic to check whether a rule is violated. Current traffic systems collect
data with specialized sensors such as inductive loops and speed cameras. The sensor
data has to be interpreted in order to determine whether a rule has been violated.
This currently happens either by humans or fully automatic. Speed violations in
the Netherlands are for instance fully automatically detected and fined. Determining
whether a rule is violated (e.g.: is the sensed velocity violating a speed limit?), de-
termining what the sanction is given a violation (e.g.: a large or a small fine?), and,
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1
if applicable, imposing a sanction (e.g.: actually imposing a fine) can all be separate
responsibilities that are handled by separate entities. Also the rules themselves can
be localized. For example, some municipalities do not allow vehicles such as tractors
to use certain roads.

The enrichment that a smart roads application provides to a regular traffic sys-
tem lies in the automated components and the consideration of autonomous traffic. A
key feature of a smart roads application with infrastructure-to-vehicle communication
facilities is that the infrastructure is able to communicate with the traffic in a per-
sonalized manner. Right now, the only way that the infrastructure ‘communicates’ is
through visible signs that are directed to all traffic. One avenue of smart roads ap-
plication research focuses on the content of the communication towards vehicles that
promotes throughput and safety. For example, the infrastructure may send directives
to vehicles such that two separate traffic streams merge fluently. In Chapter 7 we
also discuss such an example. This thesis, however, does not investigate the content
of communication. Instead, we focus on the regulatory system that ensures that ve-
hicles follow the directives from the infrastructure. An autonomous vehicle can be
expected to maximize its efficiency, just like a human driver. We need to process the
sensor data such as camera feeds, determine which rules were violated and find an
appropriate compensation in addition to communicating traffic rules to autonomous
vehicles.

There are various challenges which surround the enforcement of traffic laws in
smart roads applications. We need to determine what monitoring capabilities we
require to see whether any traffic laws have been violated. We need to determine
what kind of compensations we want to apply and what capabilities are required for
that. We have the practical challenge of ensuring that sensors report correct data
and are continuously functioning. We have the security challenge of determining
what information flows require special attention to protect for instance the privacy
of agents. We have the operational challenge of having to deal with localized rules, a
system that cannot be fully shut down for maintenance and geographical distribution.
Finally, we have the software challenge of how to implement the system. We noted in
the introduction of this chapter that we view smart roads applications as instances of
decentralized runtime norm enforcement mechanisms. All challenges of smart roads
are also challenges of decentralized normative systems in general. Throughout this
thesis there will be example scenarios that will highlight how our research provides
answers to these challenges.

1.4 Research Collaborations

Our research started with a logic-oriented programming approach for decentralized
institutions in my master thesis [123] and the follow-up paper [126]. Ideas from these
works have been fleshed out in various forms throughout the thesis and are briefly
discussed in Chapter 2. Chapter 2 is further based on the work from [129]. In [129]
we explored the important concepts regarding decentralized norm enforcement. We
identified decentralized monitoring and control as the cornerstones for decentralized
norm enforcement. In [128] we discussed decentralized monitoring where individual
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institutions send observations to each other. This was our first investigation into
decentralized monitoring for norm enforcement and is adopted in Section 3.5 as the
framework for monitoring with delay. We later followed up on this research which has
resulted in work presented in [124] and [125]. In these works we investigated a dif-
ferent monitoring model (resulting in the aggregation-based model from Section 4.2)
and discussed basic notions of robustness and security regarding decentralized mon-
itoring (which was adopted and expanded in Section 4.3 and 4.4). The basis for our
decentralized control model, and thereby Chapter 5, can be found in [127]. Our work
on object-oriented normative multi-agent system engineering in Chapter 6 is largely
based on [49], where we describe how concepts from normative multi-agent systems
can be captured with object-oriented design patterns. Finally, the basis of Chapter 7
can be found in [21], in which we applied norm-based control to traffic simulations.
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2 On the Decentralized
Enforcement of Norms

We focus on the meaning of the concept runtime decentralized norm enforcement as
an initial step to answer the question how we can realize runtime decentralized norm
enforcement. Runtime norm enforcement has been addressed in various works that
are related to this thesis. The first contribution of this chapter is a discussion of such
related works. We focus in particular on the proposals that discuss mechanisms to
enforce norms at runtime and where decentralization plays some role. The second and
main contribution of this chapter is to investigate how decentralized norm enforcement
differs from centralized norm enforcement. We do this by providing a simple formal
model in order to get a feel for the challenges when we want to design and develop a
system with decentralized norm enforcement.

2.1 Introduction

In open multi-agent systems, organizations and/or institutions are used to promote
global system behavior. Often the intended behavior of the agents ensures that some
global goal will be achieved by the multi-agent system (e.g. [74]) or ensures that
agents correctly interact with each other (e.g. [138, 96]) or with the environment
(e.g. [46]). The specification of what constitutes correct behavior can be made with
norms, which can be seen as regulatory rules. Throughout this thesis we will view
norms as prescriptive regulations, and not as descriptions of behavior. The terms
organization and institution are regularly used interchangeably. However, in the case
of organizations the literature often includes other high level concepts alongside norms
such as roles, organizational empowerment and reorganization (cf. [53]). Institutions
tend to be focused solely on norms and their enforcement, which is also what we focus
on in this thesis. Hence, we will mainly use the term institution. This thesis concerns
normative institutions where norms are used to control and coordinate agents. Over
the years there have been investigations in many aspects of norm-based control. This
has led to different frameworks (e.g. [75, 74, 53, 57]) and programming languages for
organizations and institutions (e.g. 2OPL [46] and the framework from Gaertner et
al. [60]).

We consider only institutions that are exogenous to the agents and the environment
and have explicit norms. This approach is suitable for open multi-agent systems, as
we cannot ensure that agents will endogenously adopt the norms in those systems.

9
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An exogenous institution is also useful because it separates the regulation concerns
from the rest of the multi-agent system (i.e. agents, middleware, etc.). This in turn
allows for independent maintenance and debugging of the institution. Also the use of
norms that can be violated is often preferred over hard constraints. This is because
norms preserve to a greater extent the autonomy of agents. Agents still have a choice
whether or not to violate norms if they are aware of them. Also, if an agent is
not aware of norms then still the institution can repair or compensate violations of
norms if they occur. For instance a tourist can be incarcerated for violating a law
during vacation, regardless of whether he or she was aware of the law. We note that
norm-awareness is not a topic of this thesis.

There is an abundant collection of norm formalisms that allow us to specify norms.
One of the most basic methods is to specify the desired behavior and the consequences
if that specification is violated. One can implement all norms with this principle as
was done in the programming framework 2OPL [46] and the framework from Gaertner
et al. [60]. We shall also adopt this view in this chapter. Monitoring is required
to detect the violation of norms, which we shall capture with rules that indicate
which environment states should be considered as violations. From an agent behavior
perspective we can hence consider all behavior that leads to an undesirable state as
undesirable behavior. Sanctioning is needed to respond to violations, i.e. to enforce
norms. For enforcement we shall use rules that tie a norm violation to a consequence.
We separate the rules because they can be maintained and applied independently
of each other, which also happens a lot in human society. For instance the velocity
that counts-as speeding for a specific road can be determined by a local municipality
whereas the sanction is determined by the court. In terms of software development we
gain modularity by separating different concepts. Monitoring and sanctioning require
two core capabilities of an institution given an environment: what can be observed and
what can be controlled in that environment. We do not assume that an institution has
full observation and control capabilities over the environment, unlike programming
frameworks such as 2OPL [46]. However, shortcomings in terms of capabilities might
be partially compensated if an institution can collaborate with other institutions in
order to share observations or realize sanctions.

In this chapter we address decentralized institutions. These decentralized insti-
tutions are comprised of a network of local institutions, each of which has their own
observation and control capabilities. There are different kinds of distribution in a
decentralized institution. We can decentralize the monitoring of a norm, the applica-
tion of a sanction to repair/compensate a violation, the task of determining violations
based on monitored data and the task of determining the sanction based on a norm
violation. In particular we are interested in the question whether, given a network of
institutions, a set of norms can be enforced (e.g. are the required monitoring capabili-
ties for detecting norm violations present?) and if we can enforce norms, what are our
possibilities in terms of distributing the norm monitoring and violation sanctioning
tasks? To answer these questions we will look at approaches from related literature
(Section 2.2) and formally define norms, decentralized institutions and enforcement
(Section 2.3). Then we shall describe how the norm monitoring and violation sanc-
tioning tasks can be distributed in the network (Section 2.4). We draw our example
scenario (Example 2.1) from the smart roads application which was described in Sec-
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Figure 2.1: Example scenario from the smart roads application. Institutions 1 and 2
maintain the permit and fine database, respectively. Institutions 3 and 4 monitor different
highway segments. The top lane is a priority lane.

tion 1.3.

Example 2.1 (Smart roads scenario): An example scenario is schematically
depicted in Figure 2.1. Two highway segments are shown at the bottom of the
picture where traffic flows from highway one to highway two. The upper lanes of
the highways are priority lanes to increase the throughput of vehicles with a permit
such as emergency services and car repair services. The priority lanes only come
into effect when the traffic density on the highways is above a given threshold. The
norm is: “if the traffic density is high, then cars are only allowed to drive on the
priority lane when they have a permit”. Violations of this norm will be sanctioned
by a monetary fine.

Institutions commonly have a core responsibility. The example scenario con-
tains four institutions: one manages a permit database, one manages a fine register,
and two to manage the highway segments. We assume that institutions follow com-
mon software practices such as restrictions on what other institutions may receive
data from the institution and from which other institutions data can be requested
(and not, for instance, that data is publicly accessible by any other institution).
Data sharing restrictions are captured by communication relations. The highway
institutions are connected to the two other institutions. They can obtain from the
permit managing institution whether a vehicle has a permit to use the priority
lane. They can inform the fine maintaining institution whether a norm violation
has occurred, so that it can issue a fine. Monitoring constitutes for the highway
institutions the observation of vehicles while control constitutes, for instance, the
possibility to change the speed limit. Having a limited area per institution where
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it can monitor and control the highway leads to different situations in which it
becomes problematic to monitor norms or impose sanctions. Our example norm
can only be monitored if the institutions share their local observations. There is
no institution that can both check if a car has a permit and whether the highways’
densities are high. In this situation the institutions have to share this information
in order to determine whether a violation is occurring. We will investigate the
problem of how norms can be enforced in general within a network of institutions,
which we call a decentralized institution.

2.2 Related Work

In this section we describe the main ideas from related work on organizations/institu-
tions that also touch upon some form of decentralization. First, we discuss a view on
norm enforcement in multi-agent systems that has some overlap, but is different from
our approach towards norm enforcement. Second, we discuss a selection of works that
are similar to the contributions of this thesis. These are proposals of norm enforcement
mechanisms that are also accompanied with methods and techniques to implement
them. In these related works, and like the approach in this thesis, norms are explicitly
defined by the designer of the enforcing mechanism. For each of the selected works in
this section we focus on the core idea, its relation to the other discussed works, and
the implementation approach of the authors. With regard to our own implementation
approach, we discuss a proposal in Chapter 6 using aspect-oriented programming.

We note that none of the related works analyze the issue of whether and how
we can distribute the enforcement responsibility of a given norm set over a network
of institutions, where the norm set is assumed to be developed independently of the
network. Especially the issue of norms that cannot be locally enforced (checking
whether the norm is violated and repairing/compensating for this violation within
one institution) has not been addressed. In this chapter we complement the related
work by highlighting this question. The results of our research will help to develop
more general norm technologies. Also a deeper understanding of design choices when
constructing a norm set will be obtained. This aids the process of designing a norm
set for a decentralized institution.

2.2.1 Enforcement by Agents

In this thesis we take an approach towards norm enforcement where an enforcing entity
contains an explicit specification of norms which it tries to enforce. In our approach,
the enforcing entity is not prescribed or assumed to be an agent itself. Various
examples can be found of norm enforcement approaches where the enforcement task
is the responsibility of agents. In such cases we may view the enforcing entities as
special agents that enforce explicit norms among their peers (cf. [41, 68, 25, 58, 66]).
Our approach is compatible with the special-agent approach, with the exception of
our implementation proposal in Chapter 6. Our implementation proposal follows
the 2OPL [46] approach where the norms are integrated in the interfaces between
the agents and the environment and possibly each other. Implementations of the
discussed formal models in this thesis are not required to be non-agents. For any
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application for which norm enforcement is considered it should be evaluated whether
the norm enforcing entities ought to be agents or not. Section 6.2 discusses agent-
oriented programming in more detail and when to apply agent programming. It is
also possible to apply a hybrid approach. For instance, Modgil et al. [97] propose an
approach where the enforcement mechanism relies on agents to gather observations
and realize sanctions. The mechanism itself consists of monitors that are responsible
for computing which norms are violated and what sanctions should follow. Note that
the use of agents to gather information and realize sanctions automatically makes the
enforcement mechanism decentralized, as the agents form together a decentralized
system.

Another approach to decentralized norm enforcement concerns itself not with pre-
scribed explicit norms but rather allows agents to create and enforce norms amongst
each other. For example, in peer-to-peer file-sharing applications it can be impossible
for an enforcement mechanism other than the agents themselves to observe the com-
munication that takes place in the multi-agent system. In such a case a built-in rep-
utation system may help the system as a whole to increase performance (cf. [66, 17]).
Alechina et al. [9] address the issue of handling the detection of norm violations when
the norms are not prescribed and the agents may even disagree on what constitutes
a violation of the norms. In their system there are not appointed monitoring agents,
so not only do agents have to be motivated to comply with the norms, they also have
to be motivated to monitor whether other agents comply with the norms. Balke et
al. [17] call this category of enforcement approaches ‘economics-inspired’, since they
are usually related to utility-based methods. The motivation is that if agents act ra-
tionally, then complying with the norms (and/or volunteering for enforcement duties)
is the preferred course of action. Although these enforcement mechanisms are inher-
ently different from our approach, and are not further discussed in this thesis, they
do highlight some challenges in open multi-agent system norm enforcement that we
do not address in this thesis. Sanctions in these enforcement mechanisms are usually
tied to the identity of an agent (e.g. its reputation). If in an open multi-agent system
an agent can rejoin the system to gain a new identity, then it may use this tactic
to get rid of accumulated sanctions and thereby circumvent the enforcement mecha-
nism’s intent. This is comparable to vehicles in our smart road examples changing
their license plate, which prevents cameras to correctly identify them. The sanctions
in this thesis are not always tied to agent identities (e.g. a sanction can be the tem-
poral closure of a lane on a highway), hence identity changes are not always an issue.
Also, practice has shown that for existing accumulating sanctions such as fines it is
quite exceptional that agents change their identity. In other areas, such as electronic
markets, the issue is more pressing.

2.2.2 Law-Governed Interaction

The work by Minksy and Ungureanu in [96] is closely related to norm-based control
of open multi-agent systems, though open multi-agent systems and norm-based con-
trol are not explicitly mentioned. They do also call the entities that fall under the
influence of a control mechanism agents. The control mechanism that Minksy and
Ungureanu [96] propose is called law-governed interaction (LGI). LGI is to be used
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to facilitate the enforcement of coordination policies among heterogeneous programs,
i.e. agents. Minksy and Ungureanu also argue that a centralized control mechanism
becomes a bottleneck as the group of agents grows and poses the danger of a single
point of failure. Like our approach with exogenous norms, they also support the use of
separating coordination policies from the internal specification of the agents that are
controlled. Hence, due to the similarities, it is well worth investigating the proposed
solutions for decentralized control that LGI offers.

In LGI, the law of a group of agents is an explicitly defined set of “rules of engage-
ment”, where we provide a set of explicit norms to represent desired behavior. The
specification of a governed group of agents further consists of the messages that they
may interchange and a set of control states, one for each agent. The core approach
to LGI is to encapsulate each agent with a controller that can influence the agent’s
control state (the agent itself cannot change that state) and block illegal events/ac-
tions that the agent tries to bring about. The controller can also execute sanctions if
obligations of the agent are violated. This is very similar to executing sanctions when
norms are violated, as the norms are strongly related to the notion of obligation. On
a conceptual level this is also quite similar to maintaining an explicit social or institu-
tional state per agent. The encapsulation approach to controlling an agent, without
changing its internals, is quite similar to edit automata [90], which form a foundation
for the decentralized control model in this thesis (Chapter 5). The controllers in LGI
are able to determine on their own for any action of the agent what the effect of the
law is. There is no communication between the controllers for monitoring whether
some law is about to be broken, and no possibility that a local control state change
affects the control state of another agent. In this thesis we shall discuss monitoring
and control where the enforcing entities do communicate with each other in order to
detect when and how the control mechanism should intervene. Though there is not
a formal execution model of LGI, there is an implementation toolkit called Moses1.
As is common in normative technology, the choice programming paradigm for the
implementation of LGI was to use declarative programming (Prolog).

2.2.3 Multi-Institutions

The controller specifications are implementations of runtime control in LGI [96]. Cliffe
et al. [39] take an approach where norm-based controllers - they also use the term
institutions - are modeled for offline design analysis and runtime reasoning about
the normative state of a multi-agent system. Their approach is to describe institu-
tions in an action language, and then translate it to answer set programming code
for analysis and reasoning. There are a few overlapping aspects with the work by
Cliffe et al. and the work in this thesis, though their work does not directly involve
runtime mechanisms for decentralized normative control. Of interest to us is their no-
tion of multi-institutions. These are models of norm-based control mechanisms that
can directly or indirectly influence each other, as is our approach with norm-based
controllers that collaborate.

A single institution is modeled by a quintuple of possible events, fluents to describe
a state, a consequence function to describe the effect of events on the fluents, an event

1http://www.moses.rutgers.edu/
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generation function and an initial state of fluents. The event generation function
captures the notion of counts-as [117] by telling for a given state and event whether
the event counts-as other events as well. For instance, the event of writing a signature
might count-as the generation of a new contractual obligation if the signature was
written on a contract. A multi-institution is modeled by a tuple of single institutions.
Institutions have the possibility of one to initiate or terminate a fluent in another.
This is captured by an empowerment specification in individual institutions. When
one institution can initiate (or terminate) a fluent in another institution, then it
can only do so if that event is locally initiated (or terminated, respectively). Hence,
empowerment in [39] can be seen as a kind of state synchronization specification.
There is no model of limited views of institutions on the environment in the work
by Cliffe et al. [39]. A multi-institutional model can be programmed in the action
language InstAl. A specification in this language can be automatically transformed
in an answer set programming specification. Due to the action-oriented model it is
possible to generate possible sequences of states of a multi-institution. The answer set
program can answer queries about such sequences. Using this approach a designer or
agent may query, given a multi-institution specification, whether there is a possible
sequence of events such that no sanction will be incurred. In our monitoring and
control framework (Chapters 3 and 5) we also rely heavily on the analysis of sequences
of states and events.

2.2.4 Distributed Norm Management

Like the work from Minksy and Ungureanu [96] the work by Vasconcelos et al. [137],
which is an expansion from the work by Gaertner et al. [60], also deals with the
distributed enforcement of norms. They note that the LGI approach does not allow
a local institutional change (i.e. a change in the controller of an agent) to propagate
to other parts of the system (i.e. affect the controllers of other agents). In the
multi-institution approach this kind of effect across multiple institutions could be
modeled, but they did not provide a runtime methodology for how such systems
can be programmed. In [137] there is a specification of a runtime distributed norm
enforcement mechanism and an analysis of conflict resolution.

Recall that in the LGI approach an agent is encapsulated by a controller that
governs all the actions that the agent undertakes. In the approach presented in [137]
the control is not encapsulated around agents, but around the activities that they
partake in. An activity is a coherent collection of actions over time such as the exe-
cution of an auction or an online purchase. Hence, norm-based control is distributed
over the concurrent activities, rather than over the agents individually. The total
structure of all the norm enforcement surrounding the activities is called a normative
structure. The propagation of effects of the normative state of the systems is realized
by ‘normative positions’ (obligations, permissions, prohibitions) that may flow from
one activity to another. Such a flow may give rise to conflicts, e.g. an agent being
both prohibited and obliged to execute the same action at a given moment. However,
it is shown that conflict resolution at the design time of the normative structure is
intractable and that hence runtime conflict resolution is required. In this thesis we
also focus on runtime norm-based control, but not only because offline design analysis
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might be intractable. It is also the case that in open multi-agent systems can only
(partially) observe and control the possible actions that agents execute, but maybe
have no insight in how those actions form a coherent activity. Our position is that
certain temporal properties of sequences of those actions are undesired, regardless
whether they are part of coherent activity, or complex of activities.

The model of a normative structure bears some resemblance with the model of a
multi-institution. The state of a controlled activity is called a normative scene and
consists of the utterances that agents made (a speech act approach to agent actions is
adopted) and the current normative positions. Like the consequence function in [39],
normative transition rules specify under what circumstances (conditions on the state
of the activity) which normative positions are removed or added from a scene. For
a rule, the scene that triggers the scene can be different than the scene where the
effect takes places. For instance an action in one activity may cause an obligation
in another. In order to implement a normative structure it is suggested to make the
control component itself a multi-agent system. This allows the developer to make use
of the distributed nature of agents to distribute norm enforcement. In particular it is
suggested to adopt an expanded version of AMELI [58]. In AMELI a so called social
layer of agents governs the interaction among agents, like controllers from the LGI
approach. In [137] additional agents for this layer are suggested to implement the
normative structure.

2.2.5 Situated Organizations

Okuyama et al. [100] note that in many real world organizations the norms and
organizational empowerment of agents is dependent on their location or the objects
with which they interact. They particularly consider organizations that are situated
in (simulated) physical environments. In such organizations the publication of norms
that apply to a part of the environment might be announced through a sign. For
instance, in a train one might have a sign in some carriages that indicates whether
present agents ought to be silent. The approach from [100] can also account for certain
agents being empowered in only certain rooms. For instance, a conductor may give
another agent a fine for not carrying a valid train ticket if they are both located in a
train, but not when they are in a pub.

Distribution of norms in [100] entails distribution of norms over places and/or
objects. A normative object or place announces to agents the norms with which they
must comply. Hence this kind of distribution has some similarity to the work from
Vasconcelos et al. [137], where norms were distributed over activities. The overlap
is particularly strong if there are designated rooms for activities that are governed
by norms. As in AMELI, the authors of [100] suggest the usage of agents to deal
with the decentralized monitoring of norm compliance, and potential sanctioning in
case of violations. Though the authors also suggest that sometimes the peers of vi-
olating agents may issue social sanctions, in case they benefit from other agents not
violating any norms. In this thesis we discuss networks of monitors and controllers
in the next chapters. The normative side of a situated organization can be modeled
by modeling a separate monitor and controller for each normative object and place.
However, the work in [100] also considers roles, which are not covered by this thesis.

16



2.2 RELATED WORK

2

The proposed implementation of situated organizations is to extend the existing en-
vironment modeling language ELMS [101], the organization framework MOISE+ [74]
and the agent programming language Jason [31]. Hence this would fit quite well with
the later-proposed JaCaMo [28] framework that also builds on similar technologies.
There is no formal analysis of situated organizations.

2.2.6 Distribution in Moise

Moise, and its later extensions to S −Moise+, is a framework for the development
of organizations for agents [68, 76, 74, 75, 28]. In the Moise approach there is the
core assumption that an organization of agents exists to achieve some goal or global
plan. This is different from other organization-oriented programming frameworks
like D2OPL from Section 2.2.7, where the organization is intended as a controlling
entity to prevent and sanction unwanted behavior, but does not have any goals or
overarching plans. Also, as the aim is coordination of agents in a global plan, Moise is
strongly oriented towards roles of agents within that plan. Though we do not consider
roles explicitly, in [130] there is an exploration of roles for 2OPL [46], which is also
an organization-oriented programming language (see Section 2.2.7). As in 2OPL, the
original Moise(+) approach specifies organizations explicitly, but in contrast to 2OPL,
the specification has to be adopted by agents, and is not enforced by exogenous (to
the agents) controlling entities [68, 76, 74].

The development framework S −Moise+ for implementing Moise organizations
does provide exogenous enforcement mechanisms. These are mainly put in place to
ensure that no organizational norms are violated such as the exclusion of an agent
adopting two conflicting roles. These entities are called OrgBoxes and are placed
between an agent and its communication channel, and hence provide a form of dis-
tribution. This is much like the LGI approach from Minksy and Ungureanu [96].
The OrgBoxes, however, also provide their corresponding agents with information
regarding the obligations, goals, etc, that come with their current roles. The Moise
framework was also adopted in a later effort to support full multi-agent level develop-
ment for the environment, agents and organizations called JaCaMo [28]. In JaCaMo
the agents are made in Jason [31] and the environment in CArtAgO [111]. CArtAgO’s
model for environments is to create separate modules that can be linked together. In
the JaCaMo framework the distribution of a Moise organization is realized by attach-
ing organization modules to CArtAgO’s environment modules, and then use the links
from CArtAgO to allow communication among organization modules. This commu-
nication is not detailed in [28], except that it is used to maintain a consistent state for
the organizations, by which we may assume that at least communication regarding
the state of the environment takes place. A Moise model in a JaCaMo project is
executed by compiling it to the norm oriented programming language NPL, which is
a declarative language for norm programming [73]. Though Moise does not include
enforcement of norms by itself, NPL does allow for the specifications of sanctions.
These take form in the obligation for some agent to execute a sanction action.

17



ON THE DECENTRALIZED ENFORCEMENT OF NORMS 2.3

2.2.7 (D)2OPL

One of our own earlier proposals towards implementing decentralized normative insti-
tutions, named D2OPL, can be found in [123] and [126]. Our approach was to take the
existing non-distributed language “Organization Oriented Programming Language”,
2OPL [46], and update it to a distributed version. 2OPL was originally proposed
to implement norms by utilizing counts-as rules and sanction rules. We also explain
and use this type of norm representation in this chapter. In later work, Tinnemeier
et al. expanded the language with various constructs such as conditional obligations
and prohibitions, roles, and norm dynamics [134, 133, 131, 132, 130]. In D2OPL only
the conditional obligations and prohibitions have been transferred from Tinnemeier’s
extensions.

2OPL’s approach to norm-based control is that a programmer programs an insitu-
tional artifact between the environment of a multi-agent system and the agents. Note
that the term ‘organization’, as used by the original authors of 2OPL, is appropri-
ate since the complete body of literature on 2OPL includes organizational concepts
and abstractions such as roles, empowerment and re-organization. The institutional
artifact is exogenous to the agents and has no guaranteed insight in their specifica-
tion. This approach is ideal for open multi-agent systems where the agents may come
and go as they please and can be developed by parties other than the institution
designer(s) (such as smart roads applications).

The main features of D2OPL are that institutions can conditionalize norms on
the state of environments that are not locally observable, conditionalize sanction
measures on the violations of norms which are not locally observable, and realize
sanctions which cannot be realized locally. How these features are related to this
chapter is discussed in Section 2.6. D2OPL follows the logic-oriented programming
paradigm and is implemented with Prolog at its core. Its operational semantics is
given in [123] and [126].

2.3 A Model for Decentralized Institutions

In this section we shall define a simple model for decentralized institutions. This
requires us to define norms, institutions and norm enforcement. Part of the model
will involve the description of environment states and observation and control capa-
bilities. For this we use propositional logic. We assume that the reader is familiar
with propositional logic.

2.3.1 Defining Norms

Active monitoring is required to detect the violation of norms in open multi-agent
systems and sanctioning realizes the consequences of violations. There are many
ways to represent norms using preconditions, deadlines, deontic concepts, etc. For
our purposes we take the most basic representation which is counts-as rules. We use
sanction rules for describing the compensations of violations.

We model all possible norm violations as an assumed set V of violation atoms,
where v ∈ V is an identifiable norm violation. We further assume that the state of
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an environment can be modeled by a conjunction of propositional literals in which
no atoms from V occur. A norm is modeled by a counts-as rule of the form ϕ ⇒ v
where ϕ is a propositional formula regarding the environment, and v is a violation
atom. The reading of a counts-as rule ϕ ⇒ v is that the system states that satisfy
ϕ are violation states. Or to put it differently, states that satisfy ϕ are forbidden
states. The violation of this prohibition is identified by the atom v. A sanction
rule has the form v ⇒ ψ, where v is again a violation atom, and ψ is a conjunction
of literals about the environment. The reading of a sanction rule v ⇒ ψ is that
states that lead to violation v have to be updated with ψ to compensate for the
violation. Violation atoms are considered to be institutional facts. Often the use
of counts-as/sanction rules is combined with a context description that tells when
the counts-as/sanction rules are applicable. We omit such a context for simplicity.
Thoughts on incorporating context in counts-as rules can be found in Section 2.6. A
matching norm and sanction pair is a pair where the norm’s violations are sanctioned
by that sanction (Definition 2.1).

Definition 2.1 (Matching Norms and Sanctions, ϕ ⇒ v, v ⇒ ψ): A norm is
represented by a counts-as rule of the form ϕ⇒ v, where ϕ is a conjunction of literals
and v is a violation atom. A sanction is represented by a sanction rule of the form
v ⇒ ψ, where v is a violation atom and ψ is a conjunction of literals that has to
be made true in case violation v has occurred. A norm n matches a sanction s iff
n = ϕ⇒ v and s = v ⇒ ψ, i.e. sanction s responds to violations of norm n.

Example 2.2 (Ex. 2.1 Cont.: Matching Norms and Sanctions): In Sec-
tion 2.1 we described a network of institutions to regulate the traffic on highways.
The example norm was “if the traffic density is high, then cars are only allowed to
drive on the priority lane when they have a permit”. The sanction for riding on a
priority lane when it is forbidden is a fine. We will model this scenario with the
following atoms with respect to an arbitrary vehicle:

• d1 and d2 stand for “high density” on highway one and two, respectively.

• prioritylane1 and prioritylane2 stand for “the vehicle is driving on the pri-
ority lane” on highway one and two respectively.

• permit stands for “the vehicle has a permit”.

• fine stands for the“the vehicle is fined”.

The norm holds for both segments. We model the norm by the following
counts-as rules:

• c1 = d1 ∧ ¬permit ∧ prioritylane1 ⇒ v

• c2 = d2 ∧ ¬permit ∧ prioritylane2 ⇒ v

I.e. the reading of the first counts-as rule is that a high density at highway
one and the vehicle not having a permit and the vehicle being on the priority lane
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counts-as a violation that is identified with atom v. As a sanction rule s we use
s = v ⇒ fine, which indicates that the fine is applied when the antecedent c1
or c2 hold given an environment state. Note that (c1, s) and (c2, s) are matching
norm-sanction pairs.

We limit the use of institutional facts to violations. Complex regulative systems
often use constitutive norms to define institutional facts [117]. However, as violations
are the only institutional facts, and they are already defined by counts-as rules, we
do not include the use of constitutive norms.2

2.3.2 Defining (Decentralized) Institutions

The core components of an institution are its observation and control capabilities.
These are derived from sensors in the environment and actuators. Defining the capa-
bilities of an institution can by itself be quite complex if we want to model precisely
the sensors and actuators. In this chapter we shall abstract away from such details in
order to maintain focus on norm enforcement. We model observation and control ca-
pabilities as entities that can be queried regarding the observability or controllability
of a specific formula. An observable formula is a formula of which the truth value can
be derived given any environmental state. Controllable formulas are formulas that
can be made true at any time3. We use the entailment operator �o/c that tells for
given capability whether it follows that a given formula is observable or controllable.
For observation capabilities it is likely the case in many applications that if it can be
checked whether a formula is true, then it can also be checked whether its negation is
true. However, this does not always need to be the case. For instance we may have a
system where formulas are not either evaluated to true or false, but can be evaluated
to unknown as well. Our definition abstracts away from such considerations.

Definition 2.2 (Institution Specification, I): An institution I is specified by
(Γo,Γc). Γo is a specification of the observation capability of I. Γc is a specification
of the control capability of I. For an institution I = (Γo,Γc) and a conjunction of
literals ϕ we use Γo(ϕ) or I �o ϕ to indicate that ϕ can be observed by I. Similarly,
for a conjunction of literals ψ we use Γc(ψ) or I �c ψ to indicate that ψ can be
controlled by I.

Example 2.3 (Ex. 2.2 Cont.: Institution Specification): The network of
institutions from Figure 2.1 is depicted in more detail in Figure 2.2. As an
example we shall model the capabilities of an organization with a set of atoms
that is a subset of the described atoms in the previous example. Furthermore,
we say (Γo,Γc) �o/c ϕ iff each occurring atom in ϕ is a member of Γo or Γc,
respectively. Figure 2.2 tells which atoms an institution can observe and con-
trol. Consider institution I1 = (Γo1,Γc1). According to the figure we have that
Γo1 = {d1, prioritylane1} and Γc1 = ∅. Also, I1 �o d1 ∧ prioritylane1.

2More on this in Section 2.6.
3A controllable formula cannot necessarily be made false. Consider for example a controller that

can issue a fine but not retract it.
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observes: d1, prioritylane1 observes: d2, prioritylane2

Figure 2.2: More detailed depiction of the smart roads example. Arrows are labeled with
whether they are state or institutional communication lines or both. See Examples 2.3
and 2.4.

We observe two different types of communication that may occur among institu-
tions in a collaborative setting. The first is communication concerning the state of the
environment. These include observations in order to support the monitoring process
of an institution, but also communication concerning changes that have to be realized
in the environment. We model which institution may query which information from
another institution, or request which changes, by a state communication relation.
The second type of communication concerns communication regarding the violation
of norms. As norm violations are considered institutional facts, we capture this type
of communication with an institutional communication function. Hence the only mes-
sages in this type of communication are the relay of violation atoms. Consider for
example the interaction between the police, courthouse and jail. Two police stations
may share information in order to determine norm violations. This communication is
observation communication. The police monitors norm violations and sends those to
the court. That communication concerns a norm violation and is thus institutional
communication. The court then determines the compensation/sanction. In case of
incarceration the court informs the jail for how long and under which circumstances
an agent is detained. We call the communication between the court and the jail also
state communication, as it is communication that request changes in the environment
state.

We separate the different communication types because often we want to constrain
the information that one institution may query from another, or the control requests
from one institution to another. This is related to institutional empowerment and is
part of the security of an institution. Though we do not go into the details of empow-
erment in this chapter, our definition does capture such restrictions. A decentralized
institution is a collection of institutions plus the communication relations.

Definition 2.3 (Decentralized Institution, D): A decentralized institution D is
specified by (I, Rs, Ri), where I = {I1, ..., Ik} is a set of institutions, and Rs, Ri ⊆ I×I
are the state communication relation and the institutional communication relation,
respectively.

Example 2.4 (Ex. 2.3 Cont.: Decentralized Institution): Our decentralized
institution from Figure 2.2 is formally ({I1, ..., I4}, Rs, Ri), where Ij = (Γoj ,Γcj),
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j ∈ [1, 4]. The state communication relation is Rs = {(I3, I1), (I4, I1)}, and the
institutional communication relation is Ri = {(I3, I2), (I4, I2)}. Hence, I1 can for
instance communicate about the permit that a vehicle has with I4, but not about
a norm violation. On the other hand, I4 can communicate about norm violations
with I2.

2.3.3 Enforcement
It is required for norm enforcement to have the correct observation and control capa-
bilities available. The presence of these capabilities can be local or available through
communication. If the capabilities are not local then the state communication relation
is used to request observations or environment changes. In case the capabilities are
present, then there is also a choice which institutions do the monitoring and which
institutions do the sanctioning. This leads to a distinction between centralized en-
forcement or a decoupled form of enforcement where one institution monitors a norm
and another determines and realizes the potential sanction. Decentralized enforce-
ment, where monitoring and sanctioning is performed by a number of institutions,
uses the institutional communication relation. By splitting communication into state
and institutional communication we can clearly describe the distribution of control
and observe capabilities and the distribution of enforcement.

We will define the characteristics of each possible way that norms can be enforced
in a decentralized institution. We begin with defining local and collaborative moni-
toring and sanctioning in an institution that is part of the decentralized institution.
For a norm to be applicable it means that the norm can be monitored, and for a
sanction to be applicable, it means that the sanction can be imposed. We assume
that the sanctioning of violations is described in terms of what institution can do.
For instance, an institution from our example can ultimately only give fines and not
force agents to pay them (though not paying a fine could result in the notification of
some other authority that can force payment).

Local monitoring and sanctioning in an institution can only happen if the right
observation and control capabilities are locally present. If a norm or sanction is locally
monitorable or realizable, respectively, then no communication needs to burden the
network. We shall next define what it means for an institution to locally monitor and
sanction given a set of norms and sanctions. For local monitoring it is required that
all the antecedents of the norm counts-as rules are monitorable given the observation
capability of the institution. Similarly, for local sanctioning it is required that all the
consequences of the sanction rules are realizable given the control capability of the
institution.

Definition 2.4 (Local Monitoring and Sanctioning): Let N be a set of norms,
S a set of sanctions and (I, Rs, Ri) a decentralized institution. An institution I ∈ I
can locally monitor N iff ∀(ϕ⇒ v) ∈ N : I �o ϕ, and I can locally sanction violations
using S iff ∀(v ⇒ ψ) ∈ S : I �c ψ.

Example 2.5 (Ex. 2.4 Cont.: Local Monitoring and Sanctioning): No
institution from our example can locally monitor the example norm from Ex-
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ample 2.2. The highway institution I3 can locally monitor the atoms d1 and
prioritylane1. Hence, it could locally monitor for instanceN = {¬d1∧prioritylane1 ⇒
v}. Institution I2 controls the fine atom and can hence locally sanction norm vio-
lations with the set of rules S = {v ⇒ fine}.
Collaborative monitoring and sanctioning concerns subparts of the network of in-

stitutions (Definition 2.6). An institution I can collaboratively monitor a norm or
apply a sanction if the reachable institutions for I, given the state communication
relation, together have the required observation and control capabilities. Given the
state communication relation among institutions, one can treat observable/control-
lable atoms in a connected network as distributed knowledge/controllability. However,
we did not specify the details of capabilities and hence have no formal definition of
how capabilities can be combined through communication. Hence, we first define ca-
pability composition, of which we only demand that is monotonic (e.g. if a formula is
observable for a capability in the composed capability, then it is also observable given
the composed capability).

Definition 2.5 (Capability Composition, ⊕): Let I = (Γo,Γc) and I ′ = (Γ′o,Γ
′
c)

be two institutions. The composition of Γo,Γ
′
o and Γc,Γ

′
c is notated as Γo ⊕ Γ′o and

Γc⊕Γ′c, respectively. If for a conjunction of literals ϕ it holds that Γo �o ϕ or Γ′o �o ϕ
then also Γo ⊕ Γ′o �o ϕ. Similarly, if for a conjunction of literals ψ it holds that
Γc �c ψ or Γ′c �c ψ then also Γc ⊕ Γ′c �c ψ.

Example 2.6 (Ex. 2.4 Cont.: Capability Composition): We model our
example capabilities as sets of atoms. Hence, we may use the union operator
for sets as the composition operator, i.e. Γ ⊕ Γ′ ≡ Γ ∪ Γ′, for two observation or
control capabilities Γ and Γ′. Note that this composition satisfies the monotonicity
condition of the composition definition, as the set of atoms can only remain the
same or grow, and hence the set of constructable formulas given a capability can
also only remain the same or grow.

For collaborative monitoring and sanctioning it is required that the composition
of capabilities of a group of connected institutions (through the state communication
relation) can monitor a norm or control the sanction consequence.

Definition 2.6 (Collaborative Monitoring and Sanctioning): Let N be a set
of norms, S a set of sanctions and (I, Rs, Ri) a decentralized institution, I ∈ I an
institution and I′ = {I ′ ∈ I|(I, I ′) ∈ Rs}. Institution I = (Γo,Γc) can collaboratively
monitor N iff ∀(ϕ ⇒ v) ∈ N : (

⊕
(Γ′

o,Γ
′
c)∈I′ Γ′o) ⊕ Γo �o ϕ. We also say that I can

collaboratively sanction violations using S iff ∀(v ⇒ ψ) ∈ S : (
⊕

(Γ′
o,Γ

′
c)∈I′ Γ′c)⊕ Γc �c

ψ.

Example 2.7 (Ex. 2.6 Cont.: Collaborative Monitoring and Sanction-
ing): Consider I3, for which I′ = {I1}. The composition of Γo3⊕Γo1 = Γo3∪Γo1 =
{prioritylane1, d1, permit}. The formula ϕ = d1 ∧ prioritylane1 ∧ permit can be
constructed from the atoms of Γo3 ⊕ Γo1, hence Γo3 ⊕ Γo1(ϕ). Therefore, I1 can
collaboratively monitor the set of norms N = {d1 ∧ prioritylane1 ∧ permit⇒ v}.
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There is in the example no occurrence of collaborative sanctioning.

Observation 2.1: Local monitoring and sanctioning is a subproperty of collaborative
monitoring and sanctioning. This follows trivially as the composition of an institu-
tion’s capability with other capabilities can only increase the capabilities and not shrink
it. Hence a set of norms that is locally monitorable, or a set of sanction rules that is
locally applicable, must also be collaboratively applicable according to the definition of
collaborative monitoring and sanctioning.

We stress that the capability composition definition does not mean that one in-
stitution necessarily has to reveal all observations that it can make to another insti-
tution. In our example scenario this is the case as we define capability compositions
by disjunction of sets of observable atoms. However, it is possible to model a form
of empowerment where for each institution pair ⊕ is separately defined in order to
determine what information one institution gives to the other. Hence, collaborative
monitoring and sanctioning does not always follow straightforwardly from the de-
centralized institution specification, but is also dependent on the chosen capability
composition operator. We propose that empowerment modeling can be achieved by
extending the definition of a decentralized institution with a specification of what
institution can request what observations or control actions from which other insti-
tution.

To enforce norms, first monitoring takes place to determine violations. Then
sanctioning takes place to compensate for the violations that occurred. There is a
choice whether this process takes place within a single institution, or whether this
process is decoupled among two institutions. Central enforcement of norms in an
institution means that both the monitoring and the sanctioning of norms/violations
is done by the same institution. The monitoring and sanctioning can however be
either locally or collaboratively done (Definition 2.7). Note that for a norm set N to
be enforceable using S it must hold that for each norm ϕ ⇒ v ∈ N there must be
at least one corresponding sanction v ⇒ ψ ∈ S, otherwise the violation cannot be
sanctioned.

Definition 2.7 (Centralized Enforcement): Let N be a set of norms, S a set
of sanctions and (I, Rs, Ri) a decentralized institution. An institution I ∈ I can
centrally enforce N by S iff I can locally or collaboratively monitor N , I can locally
or collaboratively sanction violations using S, and for each norm n ∈ N there exists
a matching sanction rule s ∈ S.

Example 2.8 (Ex. 2.7 Cont.: Centralized Enforcement): Our example
norm and sanction cannot be centrally enforced by a single institution from the
scenario. However, if the highway institutions were extended with the capability
to create fines, then they could centrally enforce the example norm by the ex-
ample sanction rule. However, note that they would still depend on I1 to reveal
information regarding the permits of vehicles.

Decoupled enforcement entails that monitoring and sanctioning can happen in
two different institutions. This way it can happen that one institution detects a
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violation of the norm and sends a violation notification through the institutional
communication relation to another institution that determines the sanction. The
separation of monitoring and sanctioning is quite common in for instance human
societies. It resembles for instance the distinction between the police which reports
crime and the court which determines the fine.

Definition 2.8 (Decoupled Enforcement): Let N be a set of norms, S a set of
sanctions and (I, Rs, Ri) a decentralized institution. Institutions I ∈ I and I ′ ∈ I,
I 6= I ′, can enforce N by S in a decoupled manner iff (I, I ′) ∈ Ri and I can locally or
collaboratively monitor N , I ′ can locally or collaboratively sanction violations using
S, and for each norm n ∈ N there exists a matching sanction rule s ∈ S.

Example 2.9 (Ex. 2.8 Cont.: Decoupled Enforcement): Consider the ex-
ample set of counts-as rules N = {d1 ∧¬permit∧ prioritylane1 ⇒ v} and our set
of sanction rules is S = {v ⇒ fine}. Institutions I3 and I2 can enforce N by S in
a decoupled manner because I3 can collaboratively monitor N and I2 can locally
sanction violations using S, and for each norm in N there is a matching sanction
rule in S.

One of our aims is to specify for a set of norms, a set of sanction rules, and a de-
centralized institution whether those norms and sanctions rules can be monitored and
applied by the decentralized institution. This specification is defined as decentralized
enforcement in Definition 2.10. The definition of decentralized enforcement is built
on top of the idea that the enforcement task given a set of norms and sanctions can
be divided into subtasks (represented as pairs of subsets of the norms and sanctions)
which have to be enforced either locally by some institution or in a decoupled manner
by a pair of institutions. We refer to such a division of subtasks as a clustering and
define it in Definition 2.9. If a clustering is to represent the enforcement tasks of
institutions, then it is required that all matching norm-sanction pairs are covered by
the clustering, otherwise some potential violations may not be sanctioned properly.

Definition 2.9 (Clustering): Let (N,S) be a pair consisting of a set of norms N
and a set of sanctions S. A clustering of (N,S) is a set of clusters {C1, . . . , Cn}, where
Ci = (Ni, Si), i ∈ [1, n], Ni ⊆ N and Si ⊆ S. Furthermore, for each matching norm-
sanction pair (n, s), n ∈ N , s ∈ S, we require the existence of a cluster Ci = (Ni, Si)
in the clustering such that n ∈ Ni and s ∈ Si.

Example 2.10 (Ex. 2.9 Cont.: Clustering): A clustering given our scenario
is: C = {C1, C2} such that C1 = ({d1∧prioritylane1∧permit⇒ v}, {v ⇒ fine})
and C2 = ({d2 ∧ prioritylane2 ∧ permit⇒ v}, {v ⇒ fine}).

We have defined enforcement of norms and their sanctions for a specific institution
(local enforcement) or a pair of institutions (decoupled enforcement), but not yet for
the decentralized institution as a whole (which we call decentralized enforcement). In
Definition 2.10 we define when a set of norms and sanction rules is enforceable by a
decentralized institution. This is the case if there is a clustering such that each of
the norm subset and sanction subset pairs in that clustering are enforceable locally
by some institution or enforceable in a decoupled manner by a pair of institutions.
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Definition 2.10 (Decentralized Enforcement): Let N be a set of norms, S a
set of sanctions and D = (I, Rs, Ri) a decentralized institution. D can decentrally
enforce N by S iff there exists a clustering {C0, . . . , Cn} of (N,S) such that for each
Ci = (Ni, Si), i ∈ [0, n], there either exists an institution I ∈ I that can centrally
enforce Ni by Si or there exists a pair of institutions (I, I ′) ∈ Ri such that (I, I ′) can
enforce Ni by Si in a decoupled manner.

Example 2.11 (Ex. 2.10 Cont.: Decentralized Enforcement): Our ex-
ample decentralized institution can decentrally enforce the set of norms N =
{d1 ∧ prioritylane1 ∧ permit⇒ v, d2 ∧ prioritylane2 ∧ permit⇒ v} by the set of
sanction rules S = {v ⇒ fine} given the clustering C from Example 2.10.

We have discussed local/collaborative availability of observation and control capa-
bilities, and we have discussed centralized, decoupled and decentralized enforcement.
In Definition 2.10 we required a clustering for which each element was either centrally
enforced or in a decoupled manner, and each norm/sanction rule was either locally
or collaboratively monitored/sanctioned. A decentralized institution is built from a
set of institutions that are connected through a state and institutional communica-
tion relation. Some definitions are not applicable to a decentralized institution if we
restrict the communication relations.

Collaborative monitoring and sanctioning (Definition 2.6) is impossible if Rs = ∅,
so only local monitoring and sanctioning (Definition 2.4) then remains. This kind of
design is likely to be seen in practical applications where the data for norm monitoring
is too big to be handled by the communication infrastructure. In Chapter 3 we will
also discuss other options to deal with large amounts of data when monitoring, such
as intermediate data aggregation.

Decoupled enforcement (Definition 2.8) is impossible if Ri = ∅, so only centralized
enforcement (Definition 2.7) then remains. This kind of enforcement is useful because
we do not need to create an institutional infrastructure. It also increases security as
important data concerning enforcement (the violations) cannot be intercepted. In
Chapter 4 we will also discuss some security aspects of monitoring systems.

If both collaborative monitoring and sanctioning, and decentralized enforcement
are impossible, i.e. Rs = ∅ and Ri = ∅, then there is no communication needed for
enforcement. This kind of enforcement restriction is needed if we want to implement
norms using a language that does not allow for inter-institutional communication
(such as 2OPL [46] and NPL [73]).

Observation 2.2: In summary: If D = (I, Rs, ∅) can decentrally enforce a set of
norms N by S then no subsets of N and S can be enforced in a decoupled manner. If
D = (I, ∅, Ri) can decentrally enforce a set of norms N by S then only local monitoring
and sanctioning of N and S respectively is possible. If D = (I, ∅, ∅) can decentrally
enforce a set of norms N by S then only local monitoring and sanctioning of N and
S respectively is possible and only centralized enforcement.
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2.4 Assigning Norms and Sanctions to Institutions
Each norm has to be monitored when we implement an institution to enforce a set
of norms. This requires computational effort. Similarly, each sanction to be imposed
costs computational effort as well. We have the possibility in a decentralized institu-
tion to distribute this computational effort in the network of local institutions. We
want to assign to institutions norms and sanctions that they must monitor/impose.

The assignment of a global set of norms and sanctions to local institutions should
provide the information about which institution exactly monitors which norms and
which institutions may impose what sanctions. We define this by creating two sets of
pairs. The first set couples institutions with norms, the second set couples institutions
with sanctions. All the given norms and sanctions must be assigned to at least one
institution. Furthermore, all assigned norms must be (locally/collaboratively) moni-
torable by the institutions to which they are assigned. Equally, all assigned sanction
rules must be applicable by the institutions to which they are assigned. Lastly it
is needed that each detectable violation can be communicated to an institution that
handles sanction rules for that violation.

Definition 2.11 (Assignment, A): Let (N,S) be a pair consisting of a set of norms
N and a set of sanctions S and (I, Rs, Ri) a decentralized institution. An assignment
A is a pair (AN , AS), where AN ⊆ I×N and AS ⊆ I×S. For every (I, n) ∈ AN and
(I, s) ∈ AS, n can be monitored locally or collaboratively by I and s can be locally or
collaboratively applied by I to sanction. Furthermore for each matching norm-sanction
pair (n, s), n ∈ N , s ∈ S, either there exists an institution I ∈ I s.t. (I, n) ∈ AN
and (I, s) ∈ AS and I can centrally enforce n by s, or there exists (I, I ′) ∈ Ri s.t.
(I, n) ∈ AN and (I ′, s) ∈ AS and (I, I ′) can enforce n by s in a decoupled manner.

Example 2.12 (Ex. 2.11 Cont.: Assignment): For our scenario there is only
one sensible assignment of the counts-as rules and the sanction rule. Due to the
communication relations it must be the case that d1 ∧ prioritylane1 ∧ permit⇒ v
is assigned to institution I3 and d1 ∧ prioritylane1 ∧ permit ⇒ v is assigned to
institution I4 and v ⇒ fine is assigned to I2. The only other assignments would
include the addition of institution-norm/sanction rule pairs for which the institu-
tion cannot monitor the norm or apply the sanction locally or collaboratively.

Observation 2.3: Let N be a set of norms, S a set of sanctions and D = (I, Rs, Ri)
a decentralized institution. There exists an assignment (AN , AS) if and only if D
can decentrally enforce N by S. An assignment can be transformed into a clustering
{C0, . . . , Cn} by creating for each matching norm-sanction pair (ni, si), (I, ni) ∈ AN ,
(I, si) ∈ AS , a cluster Ci = {({ni}), ({si})}. Likewise the clustering {C0, . . . , Cn}
that is required for decentral enforcement can be transformed in an assignment. We
know that for each matching norm pair (n, s) there exists a cluster Ci = (Ni, Si) and
norm n ∈ Ni and sanction s ∈ Si. We also know that there exists an institution I
s.t. I can centrally enforce n by s or two institutions I, I ′ s.t. they can enforce n by
s in a decoupled manner. In the first case the assignment will contain (I, n) ∈ AN
and (I, s) ∈ AS . In the second case the assignment will contain (I, n) ∈ AN and
(I ′, s) ∈ AS .
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2.5 Towards Practice

So far we have defined norms, (decentralized) institutions, the enforcement of norms
and the assignment of norms to local institutions. To put this into practical use
we would need assignment functions that given a norm and sanction rule set and a
decentralized institution provides an assignment of the norms and sanction rules (or
multiple candidate assignments). It is not our goal to provide such functions but we
will give some examples of how they are related to our definition of norm and sanction
assignments.

The solution space of assignment functions is the set of all possible assignments as
per Definition 2.11. Depending on the requirements of a decentralized institution, an
assignment function can access a subset of the solution space. Consider the following
restrictions for an assignment of norms (AN , AS):

1. ∀n ∈ N : ∃!(I, n) ∈ AN and ∀s ∈ S : ∃!(I, s) ∈ AS

2. ∀n ∈ N : ∃(I, n) ∈ AN , (I ′, n) ∈ AN : I 6= I ′ and
∀s ∈ S : ∃(I, s) ∈ AS , (I ′, s) ∈ AS : I 6= I ′

The first restriction is read as: ‘For each norm there exist exactly one institution
that monitors violations of that norm and for each sanction there exists exactly one
institution that realizes the sanction, when applicable.’ Assignments under the first
restriction have no redundancy in the assignment of norms and sanctions, which
increases efficiency. The second restriction is read as ‘For each norm there are at
least two institutions that monitor violations of that norm and for each sanction
there are at least two institutions that realize the sanction, when applicable.’. Hence,
assignments under the second restriction have at least two institutions per norm and
sanction. This increases robustness of the decentralized institution. If one institution
fails then the norms are still properly enforced. It depends on the designer of the
decentralized institution which kind of properties should hold for assignments. Having
a clear definition of assignments helps to think about what properties are possible.
We discuss in Chapter 4 more aspects of robustness in the monitoring process.

If the accessed subset of the assignment solution space is not a singleton set, then
an ordering is needed to determine the best assignments. For instance if we have a low
bandwidth in the communication channels among institutions then those assignments
are preferred where communication is kept at a minimum. Such a preference can be
captured by for instance counting for norm assignments the number of norms that
cannot be locally monitored by the institutions to which they are assigned.

In our definition of collaborative monitoring and sanctioning (Definition 2.6) we
have not touched upon the issue of how to exactly get information from one institution
to another. We stated the conditions such that it is possible. In an implementation
it would be required to use a distribution annotation such that institutions know
where to get which information. In [126] and Chapter 6 we discuss in more detail the
implementation of institutions.
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2.6 Discussion

Norms are our main focus in this thesis. We can also incorporate other organizational
aspects. For instance there are interesting aspects to the use of constitutive norms
when it comes to distribution. Constitutive norms relate brute facts to institutional
facts. E.g. certain vehicles will count as trucks. The brute facts that are required
for applying constitutive norms can also be locally or collaboratively acquired. For
monitoring and sanctioning in an institution the applicability of norms and sanction
rules would depend on whether the used institutional facts in those norms/sanctions
rules can be derived by that institution.

We represented norms with counts-as rules that do not have context. Usually
counts-as rules have the form A⇒ B in C, where C is the context in which A counts
as B. Context specifies under which circumstances obligations or prohibitions hold.
For instance an obligation to have a maximum velocity of 120 km/h might only hold
at daytime. Adding context to our framework would require a description of how the
context is evaluated and how the required information for this is gathered. If the
information is possibly distributed then the applicability of norms and sanctions can
alter.

Also empowerment as investigated in [39] forms an interesting topic in the context
of decentralized institutions. If only a selection of institutions is empowered to deter-
mine an institutional fact, then this poses limits to the possible assignments of norms.
Also information access among institutions can differ. We can filter out assignments
where certain institutions need to acquire information for an observation to which
they have no access. Such considerations can be added to our model by expanding
upon the capability descriptions.

We have split communication in two different communication channels to clearly
distinguish different types of distribution. The assumptions we made about commu-
nication, such as costless data transfer, do not allow for a sophisticated interaction
model between institutions. In Chapter 3 we go into more detail on communication
models and how this impacts the enforcement process.

We have not discussed an approach towards implementing the concepts in this
chapter. We have proposed D2OPL [123, 126] earlier as a proof of concept. In D2OPL
one programs an institution by programming the norms which that institution has
to enforce. Hence, an assignment is necessary before starting to program. Each
institution has its own brute state which it observes and controls (corresponding to
its observation and control capabilities). However, when programming a norm, the
programmer can tell the institution to get an observation from another institution.
This enables collaborative monitoring. Similarly, when the institution has detected a
violation and is executing a sanction, it can do this by instructing another institution
to locally make changes. This enables collaborative sanctioning. Finally, sanction
rules in institutions are specified separately from norms and can be conditioned on
violations that are detected elsewhere. This corresponds to a realization of decoupled
enforcement by a pair of institutions.
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2.7 Conclusion
Literature on norm controlled multi-agent systems often calls the systems that en-
force norms institutions. In this chapter we have investigated decentralized norm
enforcement by investigating decentralized institutions. A decentralized institution is
described as a network of institutions. Each institution has observation capabilities
to observe the environment and control capabilities to manipulate the environment.
Norms have to be monitored for determining whether violations have occurred, and
their violations have to be sanctioned to be enforced. If institutions do not have
the required local capabilities available for monitoring and sanctioning, then they
may still be able to perform the monitoring and sanctioning task through collabora-
tive monitoring (where information is shared among institutions) and collaborative
sanctioning (where parts of the sanction are realized by different institutions).

We have described the possible ways in which the enforcement overhead of norms
can be distributed in a decentralized institution. There are different approaches for
the enforcement of norms. With centralized enforcement an institution applies both
the norms and the sanctions. With decoupled enforcement a pair of institutions
together enforces norms by letting one monitor the norms and the other determining
and imposing the sanctions. Using these definitions we have described what proper
norm assignments are. The result can be used as a basis for further investigations of
decentralized institutions and as a guideline for functions that produce assignments
of norms for decentralized institutions. In the rest of this thesis we will delve deeper
into collaborative monitoring and control, the implementation of decentralized norm-
controlled multi-agent systems and discuss example applications.
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3 Decentralized Runtime
Monitoring

In the previous chapter we highlighted that runtime monitoring is one of the main
aspects to runtime norm enforcement. For decentralized enforcement we require de-
centralized monitoring. In this chapter we discuss decentralized runtime monitoring
for the detection of norm violations. The first contribution is a discussion of the
foundation of runtime decentralized monitoring. The second contribution is the de-
scription of a related monitoring framework and a new monitoring framework that
we published earlier in [128]. Our main conclusion in this chapter is that runtime
monitoring for norm violations is very closely related to monitoring the validity of
linear temporal logic formulas at runtime.

3.1 Introduction
The behavior of multi-agent systems is hard to predict. This is especially the case
for open multi-agent systems where we cannot obtain the specification of the agents.
As a consequence, it is challenging for a system designer to guarantee that agents
behave according to preset guidelines. Norms are a popular candidate solution to solve
this challenge [27]. The enforcement of norms requires that violations are detected
and that sanctions are applied to compensate for those violations. We focus in this
chapter on the runtime detection of norm violations. Runtime monitoring for multi-
agent systems can benefit a lot from decentralized techniques, because a multi-agent
system is highly distributed by nature. Advantages of using decentralized monitoring
include:

• Scalability. If the multi-agent system is expanded, then we may introduce new
monitors to monitor the expansion. If this can be done in parallel with the
existing monitors, then this is preferable over a non-parallel system. If a monitor
can locally process the data that it retrieves from the multi-agent system, then
this reduces communication costs compared to a system where all data is sent
to a central data collection point.

• Modularity. In a decentralized monitor it is possible to selectively update mon-
itors or take them down for maintenance. Also in terms of reusability it can be
beneficial to have an approach where existing monitors can be tied together in
a network.
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• Graceful degradation. In a centralized approach, if the central hub fails, then
the entire monitor fails. In a decentralized monitor it might be possible that
part of its functionality can still be achieved if one or more local monitors fail.

• Safety. If data is processed locally, then there is no chance that communication
to a central hub is intercepted.

Formal methods for decentralized monitoring help us to better analyze and design
decentralized monitors. We are in particular interested in models to analyze runtime
monitoring. There are different models in related work (cf. [19]). One of our con-
tributions in this chapter is the proposal of a complementary monitoring framework.
We also discuss and contrast our proposal with the proposal from Bauer and Falcone
in [19]. Monitors in these approaches observe the execution trace of a system to ver-
ify properties of its behavior. These properties are expressed in linear-time temporal
logic (LTL) formulas [107]. Temporal logics have been used in the past to analyze
normative systems (e.g. [3, 7]). Hence we shall focus on LTL verification, with the
knowledge that various normative frameworks rely on LTL. The basis of our method
and that of Bauer and Falcone is a network of monitors where each monitor has its
own local view on the environment. Each monitor is assigned a linear temporal for-
mula that represents a norm, and the task of the monitor is to check whether this
formula is true or false. In our proposed framework these formulas can differ between
monitors. In [19] each monitor evaluates the same formula. The formulas represent
norms which concern the multi-agent system that is being monitored. Because of
the local view of monitors, it might be necessary that they communicate in order to
detect norm violations. In [19] each local monitor can locally rewrite formulas with
what is known as a progression function. Hence we call such local monitors progres-
sion monitors, and a network of such monitors a decentralized progression monitor.
The communication between progression monitors consists of rewritten formulas that
capture which information is still required to confirm a norm violation. In our method
for decentralized monitoring we also work with communicating monitors. They prop-
agate observations. Propagation causes delays in violation detection. Hence we call
the local monitors in our second method delay monitors, and a network of such mon-
itors a decentralized delay monitor. The proposed method is aimed at detecting a
violation in the number of computation steps that it maximally takes for an obser-
vation to be propagated across the network. This type of propagation is suitable for
scenarios where communication between monitors is relatively expensive and where
new observations can be made in between any two consecutive messages. We make
no assumptions on the topology of a decentralized delay monitor, other than that
communication is acyclic. In contrast, a decentralized progression monitor needs to
be fully connected.

The rest of this chapter is structured as follows: In Section 3.2 we explain linear
temporal logic and its semantics for both infinite and finite sequences of states. In
Section 3.3 we go deeper into the theory of runtime monitoring. In Section 3.4 we
describe the monitoring approach from [19]. In Section 3.5 we describe our own
monitoring approach from [128]. In Section 3.6 we relate the theory of runtime linear
temporal logic monitoring to normative systems theory. Finally, we conclude this
chapter in Section 3.7.

32



3.2 LINEAR TEMPORAL LOGIC

3

Location 

Location 

Location 
Location 

Location 

Figure 3.1: Example scenario. Black dots indicate locations, arrows indicate traffic flow
and double lines indicate roads.

3.2 Linear Temporal Logic
The monitoring frameworks that we discuss in this chapter are not only suitable for
multi-agent systems. To be a bit more general, we shall refer to a system that is
being monitored as the target system. Also, we model the behavior of such a target
system as a word, which is a sequence of letters from an alphabet. For the remainder
of this chapter, let A be a finite, non-empty set of atomic propositions and S = 2A

be the alphabet. A letter s ∈ S in our alphabet is a set of atomic propositions which
describes a state of the target system. The finite sequences of elements in S are
notated as S∗ and the infinite sequences of elements in S are notated as Sω. The
set of all sequences is given by S∞ = S∗ ∪ Sω. We commonly refer to a sequence of
elements as a word. For a word w ∈ S∞ we use |w| to indicate the length of the word
where |w| =∞ if w ∈ Sω. The empty sequence (i.e. the word of length 0) is notated
as ε. Note that ε ∈ S∗. An index i in a word w ∈ S∞ is a positive number i ∈ [0, |w|]
in case w is finite and otherwise i ∈ [0,∞). For a word w = s1s2... ∈ S∞ element
si at index i is indicated with w[i]. Also for a word w = s1s2... ∈ S∞ and indices i
and j, i ≤ j, we use w..i, wi..j and wi.. to indicate the words s1...si (called prefix up
to i), si...sj (called the subsequence from i to j) and sisi+1... (called the suffix from
i), respectively. For two words w ∈ S∗ and w′ ∈ S∞ we use w � w′ and w ≺ w′ to
indicate that w is a prefix or strict prefix of w′, respectively. Finally for two words
w ∈ S∗ and w′ ∈ S∞ we notate the concatenation of w and w′ simply as ww′.

Example 3.1 (Scenario): Throughout this chapter and the next we shall draw
examples from the same smart infrastructure scenario. In the scenario we have
various traffic streams that at some point merge together, see Figure 3.1. When
modeling our example scenario we assume for simplicity that there is a single
vehicle that can be at any of the locations on the road, which is indicated by the
atomic proposition vi for location i ∈ {1, 2, 3, 5}. Furthermore, there might be
a traffic jam on locations two and three, which is modeled by the propositional
atoms j2 and j3. Hence the full set of atomic propositions for our scenario is
A = {v1, v2, v3, v5, j2, j3}. A state could for example be {v2, j2} ∈ S, which is read
as “the vehicle is at location two and there is a traffic jam at location two”. An
example finite word is w = {v1}{v2}{v5}, which indicates that the vehicle traveled
from location one to two to five and no traffic jams occurred.

Linear Temporal Logic (LTL) [107] allows us to reason over infinite words by
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specifying logic operators that represent notions of temporal reasoning. Classical LTL
only has operators concerning the future; for instance a formula might say that an
atomic proposition will hold somewhere in the future. LTL can be extended with past
operators which does not extend the expressivity of LTL [89] but can make formulas
exponentially more succinct [88]. In this chapter we focus on runtime verification
of properties that are specified by future LTL formulas, but as we shall see, past
operators will also be used in that regard. The syntax of LTL with past operators is
defined below.

Definition 3.1 (LTL Syntax [89]): The correctly formed LTL formulas are induc-
tively defined by the grammar:

ϕ ::= true | p | ¬ϕ | ϕ ∨ ϕ | ϕUϕ | Xϕ | ϕSϕ | Yϕ, where p ∈ A.

We shall use common shorthands. For equivalence we use ϕ1 ≡ ϕ2 for ¬(¬ϕ1 ∨
¬ϕ2) ∨ ¬(ϕ1 ∨ ϕ2). Furthermore:

(false) false ≡ ¬true
(conjunction) ϕ1 ∧ ϕ2 ≡ ¬(¬ϕ1 ∨ ¬ϕ2)
(implication) ¬ϕ1 ∨ ϕ2 ≡ ϕ1 → ϕ2

(sometime in the future) ♦ϕ ≡ trueUϕ
(always in the future) �ϕ ≡ ¬♦¬ϕ

(sometime in the past) �ϕ ≡ trueSϕ
(always in the past) �ϕ ≡ ¬�¬ϕ

We will often refer to the fragment of LTL formulas that do not make use of past
operators. This fragment is defined below.

Definition 3.2 (Future LTL, LTLf): The correctly formed future LTL formulas
are inductively defined by the grammar:

ϕ ::= true | p | ¬ϕ | ϕ ∨ ϕ | ϕUϕ | Xϕ, where p ∈ A.

Example 3.2 (Ex. 3.1 Cont.: LTL Syntax): The use of past operators al-
lows in some cases for more intuitive formulas (e.g. [83] contains such examples).
Consider for example the sentence “if the vehicle passes location five then it has
passed through either location two or three”. With only future operators this
would be translated to for instance �((¬v5 ∧ ♦v5) → (¬v5U(v2 ∨ v3))) which is
read as “if sometime in the future (but not now) the vehicle passes location five
then the vehicle does not pass location five until it has passed either location two
or three”, whereas with past operators we could translate the sentence to for in-
stance �(v5 → �(v2∨v3)) which is read as “It is always the case that if the vehicle
passes location five, then it passed location two or three sometime in the past”,
which is a more direct translation.

The semantics of LTL is defined over infinite words.
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Definition 3.3 (LTL Semantics [107]): Let w ∈ Sω be an infinite word and i ∈
[0,∞) be an index. The semantics of LTL formulas is inductively defined as follows:

w, i |= true
w, i |= p iff p ∈ w[i]
w, i |= ¬ϕ iff w, i 6|= ϕ
w, i |= ϕ1 ∨ ϕ2 iff w, i |= ϕ1 or w, i |= ϕ2

w, i |= ϕ1Uϕ2 iff ∃k ∈ [i,∞) such that w, k |= ϕ2 and
∀l ∈ [i, k − 1] : w, l |= ϕ1

w, i |= Xϕ iff w, i+ 1 |= ϕ
w, i |= ϕ1Sϕ2 iff ∃k ∈ [0, i] such that w, k |= ϕ2 and

∀l ∈ [k + 1, i] : w, l |= ϕ1

w, i |= Yϕ iff i > 0 and w, i− 1 |= ϕ

As a shorthand we write w |= ϕ for w, 0 |= ϕ and |= ϕ if ∀w ∈ Sω : w |= ϕ.

Example 3.3 (Ex. 3.1 Cont.: LTL semantics): Consider the infinite word
w = {v1}{v2}{v5}s4s5... such that si = ∅ for i ∈ [4,∞). In this word the vehicle
travels through locations one, two and five consecutively. For this word we have
that w |= �(v5 → �(v2 ∨ v3)) (the vehicle passed locations two or three before
passing location five) and w 6|= ♦((v2 ∧ j2) ∨ (v3 ∧ j3)) (i.e. the vehicle did not
travel through a traffic jam).

A multi-agent system is a typical application that may run indefinitely and hence
its behavior may be described adequately with infinite words. LTL is a suitable
logic for reasoning over a multi-agent system’s behavior. If we see the multi-agent
system as a runtime process, then this system produces an infinite word from left to
right. A runtime monitoring process will not have access to the infinite word that a
multi-agent system is producing from the moment that the system starts. Instead,
the word is revealed incrementally. For instance, let ϕ = �p, where p ∈ A, and let
the system produce a word w = {p}{p}∅... ∈ Sω (where the continuation consists of
empty states). We can determine whether w |= ϕ without needing the whole word w,
as from its prefix {p}{p}∅ we can already conclude that w, 3 6|= p and hence w 6|= �p.
Hence a runtime monitoring process can potentially after three observed state changes
already determine that the property is violated. We need semantics for LTL on finite
words in order to model this reasoning.

We follow the definition from Bauer et al. [20] for LTL semantics with respect to
finite words. For formulas such as ϕ = �p, where p ∈ A, it might be the case that
ϕ is always true in a finite prefix w of an infinite word w′ that is revealed. In such
cases it is not possible to tell whether w′ |= ϕ or whether w′ 6|= ϕ. Therefore we
need semantics for LTL that evaluate formulas with respect to finite words as being
true (t), false (f) or unknown/inconclusive (u). If a formula ϕ is evaluated to t with
respect to a finite word w, then there is no infinite word w′ with w as prefix such that
w′ 6|= ϕ. If a formula ϕ is evaluated to f with respect to a finite word w, then there is
no infinite word w′ with w as prefix such that w′ |= ϕ. If a formula ϕ is evaluated to
u with respect to a finite word w, then there exist two different infinite words w′, w′′

with w as prefix and where w′ |= ϕ and w′′ 6|= ϕ.
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Definition 3.4 (Finite LTL Semantics): Let w ∈ S∗ be a finite word and i ∈
[1, |w|] be an index. The evaluation of an LTL formula ϕ with respect to w and an
index i is defined as follows:

[w, i |= ϕ] =


t if ∀w′ ∈ Sω : ww′, i |= ϕ

f if ∀w′ ∈ Sω : ww′, i 6|= ϕ

u otherwise

As a shorthand we write [w |= ϕ] for [w, 0 |= ϕ] and [|= ϕ] = v if ∀w ∈ S∗ : [w |=
ϕ] = v, where v ∈ {t, f, u}.

Note that a conclusive evaluation of a formula with respect to a finite word will
be the same evaluation for that formula for any finite extension of that finite word.
I.e. if [w |= ϕ] = t (or = f) then for all finite words w′ ∈ S∗ such that w is a prefix
of w′ we have that [w′ |= ϕ] = t (or = f , respectively).

Also note that formulas without future operations will never be evaluated to u.
I.e. let ϕ be a formula without future operators and w ∈ S∗ be a finite word and
i ∈ [0, |w|] be an index, we have that: [w, i |= ϕ] 6= u.

Example 3.4 (Ex. 3.1 Cont.: Finite LTL Semantics): Let ϕ = ♦(v1 ∧ j2 ∧
¬(¬v5Uv3)) be an example LTL formula. This formula is true for an infinite word
w ∈ Sω, i.e. w |= ϕ, if and only if at some point the vehicle arrives at location one
whilst there is a traffic jam at location two, and passes location five before it passes
location three. This formula can be seen as a representation for the violation of an
obligation to go through location three upon passing location one whilst there is a
traffic jam at location two, before exiting through location five. Note that for each
prefix w′ of a word w ∈ Sω where w |= ϕ we have that [w′ |= ϕ] = u. I.e., if the
vehicle does not violate the obligation until some point, then it may still violate
the obligation at a later point. Also, for each word w ∈ Sω such that w 6|= ϕ there
is a prefix w′ such that [w′ |= ϕ] = f . I.e. if the obligation is violated, then there
is an arbitrary long but finite prefix of the word that describes the behavior, such
that given that prefix the violation can be detected. Finally, there exists no finite
word w ∈ S∗ such that [w |= ϕ] = t, meaning that at no point can a runtime
monitoring process determine whether ϕ will be satisfied by the behavior of the
multi-agent system.

3.3 Monitorability
In this section we turn towards a fundamental analysis of runtime monitoring where
the behavior of a target system is modeled with an infinite sequence of states and
the properties to monitor are represented with LTL. The monitors that we want to
engineer should be generally applicable and not be designed for a particular target
system, so that we may reuse them. For instance we may have a monitor that outputs
the evaluation of ♦p ∨ ♦q. If we apply such a monitor on a target system, then we
might be able to occasionally conclude at runtime that the monitor can be switched off
and save computational resources. For instance, if a monitor that monitors ♦p ∨ ♦q
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Figure 3.2: Transition relation for Example 3.5

{v1} {v2} {v3} {v5} ∅
{j2, j3} q1 q5 q9 q13 q17

{j2} q2 q6 q10 q14 q18

{j3} q3 q7 q11 q15 q19

∅ q4 q8 q12 q16 q0, q20

Table 3.1: Valuation table for Example 3.5.

observes q sometime in the future, then the monitor can be switched off since it
is known that the target system’s behavior satisfies the formula. There are also
situations where we have a monitor for specific formula, a target system and the
observed target system’s behavior up to a finite point, such that we can determine
that the monitor will never find out whether the target system satisfies the formula or
not. For instance, this holds for a monitor that is monitoring whether there is always
a new traffic jam somewhere in the future. The notion of monitorability, which we
investigate in this section, captures the intuition of when we may switch off a monitor
due to it being unable to ever reach a conclusive answer (true/false).

We define the model of a target system as a transition system where for a given set
of propositional atoms A each state of the model can be mapped to a propositional
system state in S = 2A.

Definition 3.5 (Target System, T ): A target system is specified by T = (Q, q0, δ, V )
where Q is a set of states, q0 ∈ Q is the initial state, δ ⊆ Q × Q is the transition
relation, and V : Q→ S is the valuation function.
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Example 3.5 (Ex. 3.4 Cont.: Target System): We shall specify our example
target system T = (Q, q0, δ, V ). We assume that the vehicle cannot go against
the direction of traffic and that the traffic jam status does not change whilst the
vehicle moves through the scenario. I.e. if there is a jam when the vehicle reaches
location one, then this jam will not go away. Q = {q0, ..., q20} consists of twenty-
one states. δ is depicted by arrows in Figure 3.2, where if an arrow goes from q
to q′ then (q, q′) ∈ δ. V is depicted in Table 3.1. The valuation of a state q is the
union of the row and column set of atoms for that state. For instance V (q0) = ∅∪∅
and V (q6) = {v2} ∪ {j2}.

Each target system has a set of sequences of states through which it may transition.
Each of these state sequences can be mapped to words in S∞. The resulting set of
words is a language, which we refer to as the monitored language, as the words in the
monitored language are the words that may be observed by monitors. The monitored
language can be seen as the set of possible words that might be produced by the
system that is monitored.

Definition 3.6 (Monitored Language, LT ): Let T = (Q, q0, δ, V ) be a target
system. The language LT ⊆ S∞ of T consists of all words w = s1s2... ∈ S∞ such that
there is a sequence q1q2... ∈ Q∞ where q1 = q0 and for each i ∈ [1, |w|] (or i ∈ [1,∞)
if w ∈ Sω) we have V (qi) = si and if |w| > 1 then for each j ∈ [2, |w|] (or j ∈ [2,∞)
if w ∈ Sω) we have that (qj−1, qj) ∈ δ.

Example 3.6 (Ex. 3.5 Cont.: Monitored Language): An example word in
the monitored language LT given our example target system T is s1s2s3s4s5 =
V (q0)V (q2)V (q6)V (q14)V (q18) (in which the vehicle passes through a jam). Note
that for each infinite word w ∈ LT it holds that w |= ♦v5 whereas ♦v5 is not a
logical validity, i.e.: 6|= ♦v5.

Note that LT is prefix closed. I.e. let T be a target system, for each word w ∈ LT
and each prefix w′ � w we have that w′ ∈ LT . For a target system T we use
L�T = LT ∩ S∗ for the set of all words in LT that are finite and are hence a prefix of
behaviors that can be observed at runtime. We use LωT = LT ∩ Sω for the set of all
infinite words in LT , which are considered to be the possible behaviors of the target
system of which prefixes can be observed.

Throughout this chapter we assume that the target system corresponds exactly
with the system that is being modeled. However, if we want to assume that there
is no knowledge aside from an initial state sinit ∈ S, then we can easily construct a
target system T = (Q, q0, δ, V ) such that LT = S∞. We do this by first constructing
Q and V such that for each s ∈ S there is a q ∈ Q where V (q) = s. Second, we
specify q0 = sinit such that V (s0) = ε. Third we specify δ = Q×Q.

The process of monitoring a system requires energy and computational resources.
Therefore it is often useful to determine whether a monitor can be “switched off”.
In some cases we can also determine that a monitoring process will not be reaching
a conclusive evaluation for a formula, in which case the process can be ignored all
together. For instance, assume we are interested in the evaluation of ϕ = ♦p, p ∈ A,
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given the behavior of a target system T . If [w |= ϕ] = u for each w ∈ L�T , then it
will be impossible to ever decide, based on a finitely produced word from the target
system, whether the system’s behavior satisfies ϕ. Hence any runtime monitor will
never conclude something different than that the satisfaction of ϕ is inconclusive. To
capture these intuitions we will define the notion of monitorability which is based
upon the definitions from Pnueli and Zaks [108] and Bauer et al. [20]. The difference
is that we consider a given transition system, which in those works is not assumed.
We say that a formula is monitorable with respect to a target system and a word,
if and only if there is a possibility that the target system will act in such a way
that the formula becomes satisfied or false. This roughly corresponds with saying
that a monitor should still remain active. Recall that at runtime a monitor has to
decide upon the truth value of a property using a finite view (a prefix) of the infinite
word that describes the target system’s behavior. Hence monitorability is defined
with respect to a finite word w. Monitorability for a property and finite word w is
dependent on whether that finite word w is a prefix of an infinite word w′ (describing
possible target system behavior at runtime) such that if zero or finitely more states
of w′ are revealed (resulting in a new finite word w′′) that then the truth value of the
property can be determined. Note that we are interested in verifying LTL properties
over infinite words, but that strictly speaking the monitored language may contain
finite words without an infinite extension, which is why we require both the infinite
word w′ and prefix w′′.

Definition 3.7 (Monitorable): Let T be a target system and w ∈ L�T be a word. An
LTL formula ϕ is monitorable with respect to T and w iff there exists a word w′ ∈ LωT
such that w � w′ which has a finite prefix w′′ � w′ where w � w′′ and [w′′ |= ϕ] 6= u.

Example 3.7 (Ex. 3.6 Cont.: Monitorable): Consider the word w = s1...s5 =
V (q0)V (q2)V (q6)V (q14)V (q18). It holds that [w |= �¬(v2 ∧ j2)] = f because
[w, 3 |= v2 ∧ j2] = t (note: w[3] = V (q6) = {v2, j2}). The formula �¬(v2 ∧ j2)
(the vehicle is never in a jam at location two) is therefore a monitorable formula
with respect to our example target system T and the empty word ε. However, if
for instance the target system was updated into T ′ such that state q6 and all its
connected transitions are removed, then this formula would not be monitorable
with respect to T ′ and ε.

The consequence of regarding a target system as opposed to [108] and [20] is that
a formula which might not be monitorable with respect to a target system T and word
w, might become monitorable with respect to another target system T ′ and the same
word w. Consider for example the formula ♦p and let w be the empty word ε. Also
assume that for T it holds that for each word w′ ∈ L�T we have that [w′ |= ♦p] = u
and for T ′ there is a w′′ ∈ LT ′ such that [w′′ |= ♦p] = t. In this case, ♦p is not
monitorable with respect to T and w, but is monitorable with respect to T ′ and w.

Also there are some formulas that are not monitorable with respect to any tar-
get system and word. These formulas correspond to the not monitorable formulas
from [108] and [20]. An example is �♦p. For instance, even if in the monitored
language LT we have for each word w ∈ LωT that w |= �¬p, then still �♦p is not
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monitorable. For a formula ϕ to be monitorable with respect to a target system and
finite word implies that there is at least one finite word w′ such that [w′ |= ϕ] 6= u.
The semantics of finite LTL is defined over all possible words, not only those of a
target system1. There exists no finite word w′ such that [w′ |= �♦p] 6= u, therefore
�♦p cannot be monitorable with respect to any finite word and target system. If a
formula is not monitorable then a runtime monitor will always evaluate the formula
to u.

Note that once a formula is not monitorable with respect to a given target system
and a word, then this formula will remain not monitorable with respect to the same
target system and any extension of the word. I.e. a monitor that evaluates the
formula at runtime can be switched off when it is determined that the formula has
become not monitorable. On a side note, a monitor can also be switched off if it has
determined that a formula is true or false, because the evaluation cannot change if
the target system continues execution.

Proposition 3.1: Let T be a target system and w ∈ L�T be a word, and ϕ be an LTL
formula. If ϕ is not monitorable with respect to T and w, then ϕ is not monitorable
with respect to T and any w′ ∈ L�T such that w � w′.

Proof. From the definition of monitorable it follows that ϕ is not monitorable with
respect to T and w iff for each w′ ∈ L�T such that w � w′ it holds that [w′ |= ϕ] = u.
The set of words of which w is a prefix is a superset of the set of words of which a
word w′ such that w � w′ is a prefix. Hence if ϕ is not monitorable with respect to
T and w, then for an arbitrary w′ ∈ L�T such that w � w′, ϕ is also not monitorable
with respect to T and w′.

It might be the case however that if a formula is monitorable, that then the
target system still produces prefixes of an infinite word such that for each prefix the
evaluation of the formula is inconclusive. The consequence is that a monitor which
evaluates the formula can then never be switched off and hence runs infinitely. If we
want to guarantee that a monitor for a formula eventually can be switched off after
a word, then the formula must either non-monitorable or strictly monitorable after
that word as defined below.

Definition 3.8 (Strictly Monitorable): Let T be a target system and w ∈ L�T be
a word. An LTL formula ϕ is strictly monitorable with respect to T and w iff for each
w′ ∈ LωT such that w � w′ there is a prefix w′′ � w′ where w � w′′ and [w′′ |= ϕ] 6= u.

Example 3.8 (Ex. 3.7 Cont.: Strictly Monitorable): The aforementioned
formula �¬(v2∨ j2) is not strictly monitorable with respect to our example target
system T and ε, because there exist infinite words where the vehicle never ends up
in a traffic jam at location two. An example formula that is strictly monitorable
with respect to T and the empty word ε is ϕ = ♦(v5 ∧ �v2) (if the vehicle passes
location five somewhere in the future, then it passed location two earlier). For

1This ensures that monitors which implement this semantics are generally applicable.
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each infinite word in LT there is a prefix such that ϕ is true or false according to
finite LTL semantics.

As intuition demands, if a formula is monitorable with respect to a target system
and a word, then it may become strictly monitorable in the future for an extension
of the word.

Proposition 3.2: Let T be a target system, w ∈ L�T be a word and ϕ be a monitorable

LTL formula with respect to T and w. There exists a word w′ ∈ L�T such that w � w′
and ϕ is strictly monitorable with respect to T and w′.

Proof. From the definition of monitorable it follows that if ϕ is monitorable with
respect to T and w, then there is a w′ ∈ L�T such that w � w′ and [w′ |= ϕ] 6= u. As
established before, if [w′ |= ϕ] 6= u then [w′ |= ϕ] = [w′′ |= ϕ] for any extension w′′ of
w. Hence ϕ would become strictly monitorable with respect to T and w′.

From this it also directly follows that if a formula is strictly monitorable with
respect to some target system and word, then that formula must be monitorable with
respect to the target system and each prefix of that word.

Proposition 3.3: Let T be a target system, w ∈ L�T be a word and ϕ be a strictly

monitorable LTL formula with respect to T and w. For each word w′ ∈ L�T such that
w′ � w we have that ϕ is monitorable with respect to T and w′.

Proof. If ϕ is strictly monitorable with respect to T and w, then there exists a w′′ ∈
L�T such that w � w′′ and [w′′ |= ϕ] 6= u. Hence ϕ cannot be not monitorable with
respect to T and any word w′ such that w′ � w.

The combination of monitorability and strict monitorability allows us to determine
whether for a given target system and LTL formula it is guaranteed that no matter
how the target system behaves, at some point a monitor that evaluates the formula will
be able to conclude that the behavior will satisfy, not satisfy or remain inconclusive
regarding the formula’s evaluation. This is useful for practical considerations. If
we can determine the prefix size such that a monitor concludes that its output will
remain inconclusive if it is not conclusive already, then we can set this prefix size as
an automatic turn-off moment.

Theorem 3.1: Let T be a target system and ϕ be an LTL formula. If there is not
an infinite word w ∈ LT ∩ Sω such that for each of its prefixes w′ ∈ L�T , w′ � w, ϕ
is monitorable but not strictly monitorable with respect to T and w′, then there is an
arbitrary but not infinite k ∈ [0,∞) where for each w′′ ∈ L�T , |w′′| = k, ϕ is either
not monitorable with respect to T and w′′, or [w′′ |= ϕ] 6= u.

Proof. Assume there is not an infinite word w ∈ LT ∩ Sω such that for each of its
prefixes w′ ∈ L�T , w′ � w, ϕ is monitorable but not strictly monitorable with respect
to T and w. In this case we get a contradiction if there is not an arbitrary big but
not infinite k ∈ [0,∞) where for each w′′ ∈ L�T , |w′′| = k, ϕ is either not monitorable
with respect to T and w′′, or [w′′ |= ϕ] 6= u. Without such a k there must be an
infinite word w ∈ LT ∩ Sω such that for each prefix w′ � w ϕ is monitorable with
respect to T and w′ and [w′ |= ϕ] = u. Because for every prefix w′ � w we have that
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[w′ |= ϕ] = u, it follows that ϕ cannot be strictly monitorable with respect to T and
any prefix of w. Therefore, w is an infinite word such that for each of its prefixes ϕ
is monitorable but not strictly monitorable with respect to T and the prefix, which
contradicts our assumption.

3.4 Monitoring with Progression

The first monitoring framework that we discuss is the one which is proposed by
Bauer and Falcone in [19] and which serves as an inspiration for the frameworks of
Sections 3.5 and 4.2. We do not repeat the full formal model in this section, but only
discuss the intuition behind their approach. This framework is suitable for scenarios
where a system cannot be monitored by a single monitor and all communication takes
place through a central bus. This implies that if multiple monitors are used, that they
then share the same communication bus. A practical example from [19] is the case
of monitoring the inside of a car. Different monitors can monitor different parts of
the car (e.g. engine temperature, oil, brake status, etc), and communicate with each
other through the car’s communication bus. However, other components of the car
also use this bus. The aim of their framework was to show that monitors only require
a certain maximum number of messages to be sent (that being one per monitor) in
order to monitor some global property of the system’s behavior.

The monitoring approach from [19] is based on a syntactical rewriting method for
LTL formulas. In a centralized setting where the monitor can see the entire state
of the target system it would start with the LTL formula that is being monitored
and rewrite it whenever a new state is revealed. If the formula becomes equivalent
to true or false then the property is shown to be true or false, respectively, given
the behavior of the target system. Otherwise the verdict remains inconclusive. As
an example, consider the formula ϕ = p ∧ ♦q and some word w = s1s2.... If s1 is
revealed at runtime and s1 = {p} then ϕ is rewritten to ϕ′ = ♦q, which can be read
as “given the information of state one, w, 0 |= ϕ if and only if w, 1 |= ϕ′”. If state s2 is
revealed to be empty (∅) then the formula is rewritten to ϕ′′ = ϕ′, which can be read
as “given the information of state one and two, w, 0 |= ϕ if and only if w, 2 |= ϕ′′”.
Finally assume that s3 = {q}. In this case ϕ′′′ = true, which is read as “given the
information of state one, two and three, w, 0 |= ϕ if and only if w, 3 |= ϕ′′′”. Since
necessarily w, 3 |= true we can stop monitoring and conclude that ϕ holds for w.

The rewriting method that is used in the framework from [19] is called the pro-
gression function. The progression function was proposed by Bacchus and Kabanza
in [13], originally deployed in a goal planning system, and has been an inspiration for
other related works on monitoring as well, such as hyMITL± [42] and the framework
from Havelund and Rosu [69]. The work in [42] and [69] does not deal with decen-
tralized monitoring though. In a decentralized setting we assume that monitors may
not have a full view on the target system. The progression function has to consider
this limitation. Consider again the formula ϕ = p∧♦q and the same word w = s1s2...
where s1 = {p}. If the monitor is unable to observe p then we still want to obtain
a formula ϕ′ such that w, 0 |= ϕ if and only if w, 1 |= ϕ′. Without knowing whether
p ∈ s1, the best that we can do is rewrite ϕ to ϕ′ = Yp∧♦q, because w, 0 |= ϕ if and
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only if w, 1 |= ϕ′. If we then rewrite the formula again given s2 = ∅ then the new
formula becomes ϕ′′ = YYp ∧ ♦q. Finally upon state s3 = {q} we can rewrite ϕ′′ to
ϕ′′′ = YYYp. Since it does not follow that w, 3 |= ϕ′′′, we can see that the monitor
remains inconclusive due to its limited view on the target system. Before we move on
to how the decentralized framework from [19] deals with partial views we first define
the progression function for completeness.

The progression function does not have the full set of all LTL formulas as its
domain. For clarity we shall define the used fragment of LTL for progression, though
Bauer and Falcone do not explicitly specify this fragment in [19]. We use LTLP
for the set of all LTL formulas that contain no since operator (S), and where for
each occurrence of the yesterday operator (Y) the subject must be either another
yesterday formula, or a propositional atom. We shall use Yxp as shorthand for x
nested yesterday operators, followed by p ∈ A. We note that constraining ourselves
to this fragment of LTL is not an expressiveness limitation as LTL without the since
operator is as expressive as LTL with the since operator.

Definition 3.9 (Progression LTL, LTLP): The correctly formed progression LTL
formulas are inductively defined by the grammar:

ϕ ::= true | p | ¬ϕ | ϕ ∨ ϕ | ϕUϕ | Xϕ | Yψ, where p ∈ A and:

ψ ::= p | Yψ, where p ∈ A.

Progression of formulas is something that monitors do locally whilst the behavior
of the target system is revealed. As mentioned, we assume that monitors may be
limited to a partial view of the target system. This is represented by a set of atoms
called a local view, which are the atoms of which a monitor can observe whether
they are included or excluded in a given state of the target system. Let π ⊆ A be
a local view, ϕ ∈ LTLP be a formula and w ∈ Sω of length k be a finite word
representing revealed behavior of the target system. The progression of ϕ given π
and w, denoted as P(ϕ, π,w) = ϕ′ is read as: “Given an infinite word w′ ∈ Sω it
holds that ww′, k |= ϕ if and only if ww′, k + 1 |= ϕ′”. The following function was
given by Bacchus and Kabanza in [13].

Definition 3.10 (Progression Function [13], P): Let π ⊆ A be a local view,
p ∈ A, ϕ,ϕ1, ϕ2 ∈ LTLP and w ∈ S∗ such that |w| = k. The progression function
P : LTLP × 2A × S∗ → LTLP is inductively defined as follows:

P(true, π, w) = true
P(false, π, w) = false

P(p, π, w) =


true if p ∈ w[k] ∩ π
false if p ∈ w[k] ∩ π
Yp otherwise

43



DECENTRALIZED RUNTIME MONITORING 3.4

P(¬ϕ, π,w) = ¬P(ϕ, π,w)
P(ϕ1 ∨ ϕ2, π, w) = P(ϕ1, π, w) ∨ P(ϕ2, π, w)
P(ϕ1 ∧ ϕ2, π, w) = P(ϕ1, π, w) ∧ P(ϕ2, π, w)
P(ϕ1Uϕ2, π, w) = P(ϕ2, π, w) ∨ (P(ϕ1, π, w) ∧ ϕ1Uϕ2)
P(Xϕ, π,w) = ϕ

P(Yxϕ, π,w) =


true if p ∈ w[k − x] ∩ π
false if p ∈ w[k − x] ∩ π
Yx+1p otherwise

Example 3.9 (Ex. 3.8 Cont.: Progression Function): In this example we
show how yesterday-operators are removed and added by the progression function
by progressing a formula with a yesterday operator where the nested atom can
be observed and another, not nested, atom cannot be observed. Let ϕ = Y1p ∧
(trueUq) (previously p and somewhere in the future q) be a formula, π = {p} be
a local view and w ∈ S∗ be a word such that w[1] = {p} and w[2] = ∅. The
progression of ϕ given π and w..2 goes as follows:

1. P(ϕ, π,w..2) = P(Y1p, π, w..2) ∧ P(trueUq, π, w..2)

2. P(Y1p, π, w..2) = true because p ∈ w[2− 1] ∩ π (p ∈ {p} ∩ {p})

3. Therefore P(ϕ, π,w..2) = true ∧ P(trueUq, π, w..2)

4. P(trueUq, π, w..2) = P(q, π, w..2) ∨ (P(true, π, w..2) ∧ trueUq)

5. P(q, π, w..2) = Yq because q 6∈ w[2] ∩ π and q 6∈ w[2] ∩ π

6. Therefore P(trueUq, π, w..2) = Yq ∨ (P(true, π, w..2) ∧ trueUq)

7. P(true, π, w..2) = true

8. Therefore P(trueUq, π, w..2) = Yq ∨ (true ∧ trueUq) = Yq ∨ (trueUq)

9. Therefore P(ϕ, π,w..2) = true ∧ Yq ∨ (trueUq) = Yq ∨ (trueUq)

This derivation follows our intuition: the monitor observes p to hold in the
first state, hence the only remaining question is whether somewhere in the future
q holds. It cannot observe whether q is true currently, therefore, in the next state
either q must have held previously or will hold somewhere in the future.

We will explain the rest of the progression based monitoring system by an informal
example. For the full formal details of progression based monitoring see [19]. A
decentralized progression monitor consists of a set of local monitors that have a local
view on the target system. A view is modeled as a set of propositional atoms that
indicate that the monitor can observe whether those propositional atoms are true
or not in a target system state. Every local monitor has a formula assigned to it.
Initially all monitors have the same assigned formula. For instance, we may have a
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decentralized monitor that consists of two local monitors where the first one has as
a view π1 = {p} and the second one has as a view π2 = {q}. The initially assigned
formula is ϕ = p ∧ ♦q(= p ∧ (trueUq)), which we used earlier as well. The monitor
process works as follows.

Upon a reveal of a new state, each monitor progresses its assigned formula using
its view on the newly revealed state and the past observations that it made. Should
any monitor now have a formula that is equivalent to true or false then the initially
assigned property is shown to be true or false, respectively, and the entire system halts.
Otherwise it continues into a communication phase. For our example, if the first state
equals {p}, then the first monitor progresses the formula as P(ϕ, {p}, {p}) = Yq∨♦q,
and the second monitor as P(ϕ, {q}, {p}) = Yp ∧ ♦q.

If the progression of a formula by a monitor includes yesterday operators, then it
can be seen as an indication that this monitor cannot verify the formula alone. After
all, progression only introduces new yesterday operators when a propositional atom
occurs in the assigned formula that is not in the view of the monitor. In [19] the
monitor may then send the formula to another monitor. The recipient of the formula
is determined by picking the monitor which in its local view has the atom that is
nested in the greatest number of yesterday operators. This detail is important for
practical reasons. In the worst case if there are k local monitors, then the greatest
number of nested yesterday operators is k. This means that a local monitor only
has to remember the last k observations. Furthermore, since each monitor may send
maximally one message, we also guarantee that the communication bus is burdened
with maximally k messages per observation round. In our example, the first monitor
has Yq in its assigned formula and the second monitor Yp. Therefore they send each
other their formula. In general, if a monitor is to receive multiple formulas, then it
will concatenate these by conjunction. The resulting formulas after communication
are used as input for the progression function when the next state is revealed2. In
the example though they simply swap their formulas and the next round begins.

If the second state in our example equals {q} then the first monitor will progress
its assigned formula as P(Yp ∧ ♦q, {p}, {p}{q}) = Yq ∨ ♦q, and the second monitor
progress is assigned formula as P(Yq ∨ ♦q, {q}, {p}{q}) = true. Since the second
monitor now has true assigned to it we can stop the decentralized monitor.

3.5 Monitoring with Delay

In this section we present an adaptation of the framework that we published earlier
in [128]. We refer to this method as monitoring with delay, where delay refers to
“delay of observations”. A decentralized delay monitor consists of multiple local
monitors which are referred to as delay monitors. Originally we modeled in [128]
delay monitors as entities that report on the violation of norms. In order to be
more consistent with the other material in this thesis, but without losing the original
intent, we shall model delay monitors here as entities that provide an evaluation given
a word and future LTL formula. In Section 3.6 we will discuss the relation between
LTL and norms. As in the previous frameworks, a local monitor may have a partial

2Unless the monitor sent a formula, but received none, in which case it remains idle.
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view of the target system. However, some observations might be propagated among
delay monitors which causes some delay. We model observations as truth values of
propositional atoms. The delay that is caused by observation propagation is modeled
by a delay function which returns the delay for each atom. The delay of an observation
is measured in abstract time units that correspond with the time between two states
in a word.

We only focus on delays that are caused by the communication among delay mon-
itors. However, delays can in practice also originate from for instance sensors that
make observations some time after they happen. Extending the framework with addi-
tional causes of delay (e.g., delayed sensors) will impact some of the results regarding
the delays of when a formula is conclusively evaluated. The main limitation for ex-
tending the model’s delay specification is that the delay must be measured in equal
time units.

We model a delay function as a function from atoms to positive natural numbers.
The delay of observations causes a delay monitor to not be able to distinguish between
different words. For instance, if atom p has a delay of two, then for any finite word that
is being read it is unknown whether p holds for the final state or not. Given a finite
word w, the indistinguishable words from w = s1...sk are those words w′ = s′1...s

′
k

where for each atom p and index i ∈ [1, k] the valuation of p given si equals the
valuation of p given s′i if the delay has passed for p at moment i. For instance, assume
that the delay of p is x and the target system has revealed the word w = s1...sk. In
this case the monitor can observe whether or not p ∈ si for i ∈ [1, k − x], but for
the other states it has not observed yet whether p ∈ sj where j ∈ [x + 1, k]. Hence
we can view the word as having an observed and unobserved part with respect to a
propositional atom, as visualized by:

w =

observed︷ ︸︸ ︷
s1...sk−x

unobserved︷ ︸︸ ︷
sx+1...sk

where k is the length of w and x is the delay of the atom. Two words w =
s1...sk and w′ = s′1...s

′
k are indistinguishable if they are of equal length and for each

propositional atom if si is in the observed part of w for that atom (the delay of the
atom is less or equal to k − i) then the atom is either both in si and s′i or in neither.
Note that by this definition every word is indistinguishable from itself. Also, if the
delay is zero for every atom for some delay function, then the indistinguishability
relation for that function is equal to the identity function. Finally, if the delay for an
atom is infinite (∞), then it means that the atom is unobservable and its truth value
can never be determined.

Definition 3.11 (Word Indistinguishability, ∼δ): Let δ : A → N0 ∪ {∞} be a
function called delay function. Two words w,w′ ∈ S∗ of equal length k are indistin-
guishable given ∼δ, notated as w ∼δ w′, iff for each i ∈ [1, k] and p ∈ A if δ(p) ≤ k− i
then p ∈ w[i] ∩ w′[i] or p 6∈ w[i] ∪ w′[i].

Example 3.10 (Ex. 3.4 Cont.: Word Indistinguishability): We will illus-
trate indistinguishability by an example from our smart roads scenario where a
monitor receives traffic information with a delay. Specifically, information from
location one is observed instantly, information from location two is observed with
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a delay of one and information from location three with a delay of two. Hence δ
of this monitor is defined by: δ(v1) = 0, δ(v2) = δ(j2) = 1 and δ(v3) = δ(j3) = 3.
Given our target system T from Example 3.5 consider the three words in our
example target language LT of length five in which the vehicle travels through
locations one, two five and there is a traffic jam somewhere:

1. w = V (q0)V (q1)V (q5)V (q13)V (q17) (jams at location two and three)

2. w′ = V (q0)V (q2)V (q6)V (q14)V (q18) (jam at location two only)

3. w′′ = V (q0)V (q3)V (q7)V (q15)V (q19) (jam at location three only)

These words start with an empty state q0 = ∅. Hence the prefixes of length
one are all indistinguishable since the ‘certain’ part of all atoms are equal: w..1 ∼δ
w′..1 ∼δ w′′..1. The prefixes of length two are also indistinguishable. The second
states differ in their jam location, but the delay of j2 and j3 is greater than
zero, hence for the prefixes of state one and two the monitor cannot distinguish
between the words if they only differ in their final state and only in terms of the
jam atoms j2 and j3. Thus: w..2 ∼δ w′..2 ∼δ w′′..2. However, w,w′ and w′′ are
distinguishable from each other. The words are of length k = 5 and δ(j2) ≤ 5− 2
and δ(j3) ≤ 5 − 2, therefore, these atoms should for indistinguishability coincide
with their occurrences in w[2], w′[2] and w′′[2]. But since they do not coincide it
means that the words are distinguishable.

Before we formally define delay monitors we first describe intuitively what kind of
process the delay monitor is a model of. A delay monitor is a tick-based process where
each tick corresponds to a tick in the target system. With every target system tick the
monitor observes the state of the target system given its local view. The observations
that are made during that step have a delay of zero. After the instant observations,
the monitor receives the delayed observations. With the (delayed) observations and
the indistinguishability relation, the monitor can then construct the set of possible
finite words that the target system has produced so-far. Initially this set will be equal
to the set of the empty word, {ε}. At all times, the actual prefix of the word that
is being revealed, and for which we want to verify an LTL property, is in the set of
possible words. Hence if the LTL property is shown to be true of false for all the
possible words, then it must be true (or false, respectively) for the actual revealed
prefix, and by extension for the word that is being revealed. Hence, after the possible
words are determined with the latest observations, the monitor checks whether or not
the formula that is being monitored is true/false for all the possible words. If so, then
it halts.

A delay monitor is fully specified by its delay function. Its purpose is to evaluate
LTL formulas on the target system’s behavior as the target system reveals more states.
We therefore model a delay monitor as a function from finite words and LTL formulas
to true, false and unknown. Due to the delay function it can only determine a formula
ϕ to be true or false given a word w, if for all indistinguishable words from w the
evaluation is true or false, respectively. If this is not the case, then the delay monitor
cannot make a conclusive evaluation.

Definition 3.12 (Delay Monitor, mδ): Let δ : A→ N0 ∪{∞} be a function called
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v1 v2 v3 v5 j2 j3
mδ1 0 1 3 ∞ 1 3
mδ2 1 0 2 ∞ 0 2
mδ3 3 2 0 ∞ 2 0
mδ4 2 1 1 ∞ 1 1

Table 3.2: Example delays for monitors. A combination of a monitor and atom gives the
delay of that atom for the monitor, i.e. mδ3 and j2 gives 2, indicating that δ3(j2) = 2.

delay function. A delay monitor mδ : S∗ × LTLf → B3 is defined for a word w ∈ S∗
and formula ϕ ∈ LTLf as:

mδ(w,ϕ) =


t ∀w′ ∈ S∗, w′ ∼δ w : [w′ |= ϕ] = t

f ∀w′ ∈ S∗, w′ ∼δ w : [w′ |= ϕ] = f

u otherwise

Example 3.11 (Ex. 3.4 Cont.: Delay Monitors): For our example scenario
we use four delay monitors mδ1, mδ2, mδ3, mδ4, for which the delay functions are
given in Table 3.2. Note that δ1 corresponds to the delay function in Example 3.10.
For an arbitrary word w ∈ S∗ we shall always have that mδi(w,♦v5) = u for each
i ∈ [1, 4], because the delay is infinite for v5 and hence it will never be known for
a word and state whether v5 is contained in that state. From our example target
system let w = V (q0)V (q1)V (q5)V (q13)V (q17) which is the word where the vehicle
travels through location three and locations two and three are jammed. We have
that mδ2(w..4,♦v2) = t, i ∈ {1, 2, 4}, because the delay of v2 has passed in state
three given w..4 for each of these monitors. However, for monitor three it could
still be hypothetically possible given w..4 that v2 6∈ w..4[2] (it is already determined
that v2 is not in w..4[1]). Hence mδ3(w,♦v2) = u. For each of the monitors it holds
that mδi(w,♦v2) = t.

A decentralized delay monitor is a network of delay monitors that can propagate
observations among themselves. The setting we assume is that as in decentralized
progression monitoring [19] the network ticks at synchronous intervals that coincide
with the change of states in the target system. Between each tick messages can be
sent between monitors that are directly connected to each other. A delay monitor
sends its received messages of the previous tick and its own observations to its con-
nected neighbors after it has locally made its own observations. The step where a
monitor receives the delayed observations, as described before Definition 3.12, can be
interpreted as the moment where the delay monitor receives all messages that were
sent to it. As in [125] we do not assume full connectedness, i.e. the network can have
any topology.

Delays arise because it takes time to propagate observations. The delay functions
of monitors therefore depend on the topology of the network. If a delay monitor
observes an atom p to hold in the target system, then it sends this information
to each directly connected neighbouring delay monitor in the network. If a delay
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monitor receives an observation, then the next tick it also sends this information to
each directly connected neighbouring delay monitor. The propagation delay between
two directly connected monitors is one. If for a given delay monitor and atom the
delay is zero, then it means that the delay monitor can directly observe that atom.
Therefore, for a given delay monitor and atom, the delay of that atom is either zero if
it is visible for the delay monitor, or the length of the shortest path to another delay
monitor for which the delay of that atom is zero, or infinite if there is no such path
to another delay monitor.

For decentralized progression monitors we discussed that the entire decentralized
monitor is constructed to monitor a specific formula. Our framework allows for a
specification where we assign separate formulas to the local monitors. However, for
consistency with progression monitoring and aggregation monitoring (see the next
chapter, Section 4.2) we will assign a specific local monitor to be a main monitor and
assign a formula to be our main formula of interest. The decentralized monitor then
becomes a function from finite words to true, false or unknown, notated as [Dd, w],
where Dd is the decentralized delay monitor as defined next. The output of the
decentralized delay monitor given a word is the verdict of the main delay monitor for
the assigned target formula given the word.

Definition 3.13 (Decentralized Delay Monitor, Dd): A decentralized delay mon-
itor Dd is specified by (M,mδ, ϕ,E) where M is a set of delay monitors, mδ ∈M is
a designated main delay monitor, ϕ ∈ LTLf is an LTL formula and E ⊆ M ×M
is a set of edges. Furthermore, for each mδ′ ∈ M and p ∈ A: δ′(p) equals either 0,
or the length of the shortest path given E between mδ and any mδ′′ ∈ M such that
δ′′(p) = 0, or, if no such path exists, δ′(p) =∞.

The verdict of a decentralized delay monitor Dd = (M,mδ, ϕ,E) given w is defined
as [Dd, w] = mδ(w,ϕ).

Example 3.12 (Ex. 3.11 Cont.: Decentralized Delay Monitor): We il-
lustrate a decentralized delay monitor by defining one for our smart roads sce-
nario. Let M = {mδ1, mδ2, mδ3, mδ4} be the delay monitors from Example 3.11,
let ϕ = ♦v1 ∧ �¬((v2 ∧ j2) ∨ (v3 ∧ j3)) (the vehicle travels through location
one and never ends up in a jam) and finally let E be the symmetric closure of
{(mδ1,mδ2), (mδ2,mδ4), (mδ4,mδ3)}. An example decentralized delay monitor
is Dd = (M,mδ1, ϕ,E). Given a finite word w, [Dd, w] = f if, and only if, in w
it holds that (1) the vehicle travels through location one at some point and does
not travel through a traffic jam and (2) if the vehicle does travel through a jam at
location two then it does so at or before state |w| − δ1(j2) (which is |w| − 1) and
(3) if the vehicle does travel through a jam at location three then it does so at or
before state |w| − δ1(j3) (which is |w| − 3).

If a formula ϕ is true (or false) for a finite word w, i.e., [w |= ϕ] = t (or = f),
then the maximum delay of a decentralized delay monitor to detect this is equal to
the number of local delay monitors, assuming that the set of propositional atoms is
fully covered by non-infinite delays for the main monitor. Consider a decentralized
delay monitor with k delay monitors. In the worst case, if an atom p holds in a given
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state at moment i in a word w, i.e. w, i |= p, then a delay monitor discovers this
after maximally k steps. Because the shortest path between any two monitors would
be maximally k long. This means that given a word w of length l > k, the monitor
can fully reconstruct the system behavior w..l−k. I.e. for each word w′ ∼δ w, we
have that w′..l−k = w..l−k. So, if w..l−k is the shortest prefix w..j of word w such
that [w..j |= ϕ] 6= u, for some ϕ, then there is a maximum delay of k before a delay
monitor, and by extension a decentralized delay monitor, determines the evaluation
of ϕ. This is formalized by the following proposition.

Proposition 3.4: Let w ∈ S∗ be a word and Dd = (M,mδ, ϕ,E) be a decentralized
delay monitor such that |M | = k and for each p ∈ A it holds that δ(p) 6= ∞ and
[w..|w|−k |= ϕ] 6= u. [w..|w|−k |= ϕ] = t (resp f) iff [Dd, w] = t (resp f).

Proof. For an arbitrary p ∈ A the shortest path between mδ and another monitor
mδ
′ such that δ′(p) = 0 is maximally k, which is the case if the monitors are linearly

connected. From Definition 3.11 it follows that, given the maximum delay k and a
word w′ where w ∼δ w′, w[i] = w′[i] for any i ∈ [1, |w|−k]. Hence w..|w|−k = w′..|w|−k.

Therefore, if [w..|w|−k |= ϕ] 6= u, then for each indistinguishable word w′ it must

hold that [w′..|w|−k |= ϕ] = [w..|w|−k |= ϕ]. By definition; [Dd, w] = mδ(w,ϕ), and

mδ(w,ϕ) = t (or f) iff for each indistinguishable word from w it holds that ϕ is
evaluated to t (or f). This is the case if [w..|w|−k |= ϕ] 6= u. Hence, under the

assumptions: [w..|w|−k |= ϕ] = t (resp f) iff [Dd, w] = t (resp f).

3.6 Discussion wrt. Norms
We have discussed two different approaches to monitoring system behavior. Both
approaches relied on LTL and a network of local monitors. We shall now give a brief
overview of how we may use these approaches for monitoring norm violations and
how the different approaches differ in terms of their technical aspects. As argued
earlier, we focus in this thesis on legalistic norms that can be explicitly represented.
A norm is a specification of how a target system ought to behave. If the target system
is a multi-agent system then typically norms represent how agents ought to behave.
Given that we model system behavior as words of states, and that LTL formulas
describe such behavior, we may adopt the approach of stating that any LTL formula
models a norm. The violations of such norms can be detected by monitor frameworks
such as the ones described in this chapter. However, to say that each LTL formula
models a norm would make norms lose their conceptual meaning. In the normative
systems literature we can find various formalizations of norms. In this section we
will look at two common formalizations, those of the counts-as rules and conditional
obligations/prohibitions, and how they correspond to temporal logic. If we translate
a norm representation to LTL, then we can use our monitoring models to design
monitors for applications that use those norm representations.

3.6.1 Counts-As and Sanction Rules
Some of the most basic norm-oriented programming languages rely on the use of
counts-as and/or sanction rules to represent norms [46, 60]. Recall from the previous
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chapter that a counts-as rule relates a state description to a violation atom, and a
sanction rule relates a violation atom to a sanction. A state description given the
model of this chapter is a propositional formula ϕ. As a temporary notation, consider
v to be a violation atom and s to be a sanction atom. Given a set of counts-as rules
of the form ϕ ⇒ v and a sanction rule v ⇒ s, there are two interesting questions to
consider for monitoring. For a given word, is there a moment where a counts-as rule
for violation v fires? Another is, for a given word, is there a moment where a sanction
rule for sanction s fires? Let w be an infinite word. If all the counts-as rules for atom
v are given by ϕ1 ⇒ v, ..., ϕk ⇒ v, and ϕv = ϕ1 ∨ ... ∨ ϕk, then one of those rules
fires somewhere in w iff w |= ♦ϕv. If all the sanction rules for atom s are given by
v1 ⇒ s, ..., vk ⇒ s, and ϕs = v1 ∨ ...∨ vk, then one of those rules fires somewhere in w
iff w |= ♦ϕs. Note that the LTL formula that represents whether the target system’s
behavior calls for a sanction s (♦ϕs) is only monitorable given the target system if it
is possible for the target system to violate those norms such that s must be applied.

If we want to implement a decentralized monitor for monitoring some ϕv where
Aϕv

are the atoms that occur in ϕv, then there are a few things to consider (similarly
for some ϕs and Aϕs

). Programming languages that use the counts-as and sanction
rule structures assume the fact that the sanction is executed immediately when the
conditions of the sanction rule hold. Hence a delay in detecting whether the condition
hold might be problematic. Therefore, strictly speaking, a decentralized progression
or delay monitor would only be appropriate if the local view of the main monitor
contains Aϕv

, or all delays of atoms in Aϕs
is zero. If a delay is not per se problematic

then in a decentralized progression monitor the union of all local views should equal
Aϕv

, and in a decentralized delay monitor the delay of atoms in Aϕv
should not be

infinite. If these conditions are fulfilled, then the decentralized monitor has adequate
observation capabilities to determine whether a norm is violated.

Conditional Obligations/Prohibitions

A common alternative to counts-as and sanction rules is the use of detachable obliga-
tions/prohibitions with deadlines (cf. [73] and [130], Chapter 4). These programming
constructs consist of a precondition, deontic content and deadline, which are all state
formulas. For example a conditional prohibition might be defined such that the con-
dition is defined as ‘the vehicle enters an urban area’, the deontic content as ‘the
vehicle speed is over 50 km/h’ and the deadline as ‘the vehicle exits the urban area’.
Such a norm becomes detached if the condition holds. A detachment can be seen
as the obligation or prohibition being in effect. In the example prohibition, if the
vehicle enters the urban area, then it is prohibited to exceed the maximum speed of
50 km/h. The detachment is removed if the deontic content holds or the deadline
holds. In case of obligation, if the deadline holds whilst the norm is detached then
this constitutes a violation. In case of prohibition, if the deontic content holds whilst
the norm is detached then this constitutes a violation. For instance, if the vehicle
enters an urban area and exceeds the speed limit before it exits the area, then this
constitutes a violation.

We may represent such a norm as a triple (ϕc, ϕx, ϕd) of state formulas, where
ϕc is the condition, ϕx is the deontic content and ϕd is the deadline. To get a
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feel of the intended semantics of such a norm we shall discuss three example words
w1, w2, w3 ∈ S∗. We use a notation where if a state si falls under the scope of a brace
which is labeled with ϕ, then [w, i |= ϕ] = t. First, let us consider the word:

w1 =

¬ϕc︷ ︸︸ ︷
s1...sk

In this word the condition of the norm is never true, and hence the norm is not
violated anywhere in the word. Next consider the following word:

w2 =

¬ϕc︷ ︸︸ ︷
s1...si−1 si︸︷︷︸

ϕc∧¬ϕx∧¬ϕd

¬ϕx∧¬ϕd︷ ︸︸ ︷
si+1...sk−1 sk︸︷︷︸

ϕx∧¬ϕd

In this word the condition of the norm is true at index i. From then on, the
deontic content and deadline do not hold until moment k when the deontic content
holds and the deadline still does not hold. If the norm models an obligation, then the
obligation is fulfilled at moment k and no violation has occurred. If the norm models
a prohibition then a prohibited state (given that in the past the condition held and
the deadline has not held since) held and hence the norm is violated at moment k.
Lastly, consider the word:

w3 =

¬ϕc︷ ︸︸ ︷
s1...si−1 si︸︷︷︸

ϕc∧¬ϕx∧¬ϕd

¬ϕx∧¬ϕd︷ ︸︸ ︷
si+1...sk−1 sk︸︷︷︸

¬ϕx∧ϕd

This word is similar to w2, except that at moment k the deadline holds instead
of the deontic content. This means that if the norm models an obligation that then
the norm is violated at moment k because the obligation was not fulfilled on time. If
the norm modeled a prohibition then the deadline passed for that prohibition and no
prohibited state occurred since the condition held true. There is no violation in that
case.

To capture these intended semantics we may use LTL to describe when a word
contains a violation of the norm. For instance in [7] a violation occurs in a word w
at index i given a norm n = (ϕc, ϕx, ϕd) if either

w, i |= ϕd ∧ ¬ϕx ∧ ((Y(¬ϕx ∧ ¬ϕd)S(ϕc ∧ ¬ϕx ∧ ¬ϕd)) ∨ ϕc)
in case the norm is a conditional obligation, or

w, i |= ϕx ∧ ¬ϕd ∧ ((Y(¬ϕx ∧ ¬ϕd)S(ϕc ∧ ¬ϕx ∧ ¬ϕd)) ∨ ϕc)
in case the norm is a conditional prohibition.
However, these formulas do not help us in this chapter as we considered only

formulas from LTLf , which do not contain Y and S operators. We observe that if
there is an index in a word such that the above conditions hold, then for obligations
it must the case that given the word and the initial state, somewhere in the future
the condition holds, and from then on the deadline held before the deontic content
held [128]. This is captured by the formula ϕn = ♦(ϕc∧¬(¬ϕdUϕx)). For prohibitions
the same holds, except that the deontic content should not hold before the deadline
holds. This is captured by the formula ϕn = ♦(ϕc∧¬(¬ϕxUϕd)). We note that ϕn is
only monitorable for a given target system if the target system may violate the norm.

Consider we have some norm n and ϕn is either the formula for obligation or
prohibition. If we use a decentralized progression monitor, then we only have to
make sure that the local views of the progression monitors cover the atoms that occur
in ϕn. Similarly for delay monitors; the main monitor has to have a non-infinite delay
for each of the atoms in ϕn.
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3.7 Conclusion
In this chapter we investigated models for decentralized runtime monitoring. As a
basis for system monitoring we used linear temporal logic (LTL [107]). The task of a
monitor is to determine whether the behavior of a target system, modeled by a word
of states, satisfies some LTL formula. In open multi-agent systems we often do not
have a model available of the target system. In such cases we must deploy runtime
monitors. These monitors can only observe finite prefixes of the possibly infinite be-
havior of a target system. We discussed the foundations of LTL monitoring processes.
There we concluded that it is not always possible to determine whether a process’
behavior satisfies some LTL formula, if the behavior is infinite. We then discussed two
approaches, progression and delay monitoring, for decentralized monitoring. These
models relied on a network of local monitors where each local monitor has a local view
on the target system. The differences between the monitor approaches were mainly
the connectiveness and the type of information that they share (progressed formulas
for progression monitoring or observations for delay monitoring). We finally linked
the theory back to our original goal; how we can decentrally detect norm violations
at runtime. For this we modeled norms also as LTL formulas and suggested the use
of the aforementioned decentralized LTL monitors to detect norm violations.
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4 Robustness and Security
for Monitoring

We continue our work on runtime norm enforcement by expanding upon the ro-
bustness and security aspects of decentralized monitoring. A decentralized monitor
consists of multiple local monitors that work together. This is very similar to sensor
network technology where robustness and security have been investigated thoroughly.
The first contribution of this chapter is a proposal for a decentralized monitoring
framework that is inspired by sensor networks and allows us to highlight different
robustness and security challenges. We compare this framework to the decentralized
progression and delay monitors of the previous chapter. The second contribution is
the investigation of robustness and security. The main conclusions of this chapter are
that we cannot always have optimal robustness and security by the design of the de-
centralized monitor topology, but we can identify critical local monitors that require
extra attention.

4.1 Introduction

A major concern of many decentralized runtime monitoring applications is their ro-
bustness and security. The data that is gathered from a multi-agent system can
severely compromise the agents’ privacy if leaked. Adversaries can also try to take
down parts of the networks to impede its functioning. Formal models of decentralized
monitors can identify the critical parts in decentralized monitors in terms of robust-
ness and security. This helps in their design and implementation as extra resources
can be invested in critical parts. In this chapter we present an abstract model for
decentralized runtime monitors and investigate the properties of robustness and se-
curity issues that have to be faced when designing a decentralized monitor. Smart
roads applications also face many challenges, including physical attacks on the mon-
itor infrastructure and the privacy of individuals (cf. [72]). Our main contribution is
a formal framework for specifying decentralized monitors with which we analyze how
critical local monitors are with respect to the security and robustness of the decentral-
ized monitor. We formally evaluate the framework. It is our belief that the presented
framework is not only beneficial to the design and development of decentralized run-
time monitors for LTL verification, but can also provide insight on design-time and/or
runtime analysis of robustness and security risks for other decentralized verification
technologies.
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We draw inspiration from wireless sensor networks (WSNs). WSN research and
practice contain a vast number of identified robustness and security risks as well
as countermeasures (cf. [105, 104]). Example risks include the malfunctioning of
hardware and software and attempts by an adversary to eavesdrop on communication.
Countermeasures include various techniques such as routing protocols and encryption.
The aim of countermeasures is to keep the monitoring service online if local monitors
malfunction and prevent sensitive information from being obtained by an adversary.
The requirements of WSNs are commonly organized by: 1) data confidentiality (only
intended receivers can see sensitive data), 2) data integrity and freshness (data is
correct and new), 3) availability (continued operation of monitors). The structure
of a WSN is that a collection of information gathering nodes routes sensor data
towards a sink, which acts as the central data gathering point. Intermediate data
aggregation is often used to increase security and save energy. The decentralized
runtime monitoring method of this chapter also makes use of intermediate aggregation
by the local monitors. Hence we call such local monitors aggregation monitors, and a
network of such monitors a decentralized aggregation monitor. Each local monitor has
observation capabilities of its own and can query other local monitors to verify other
properties. This is similar to the decentralized progression and delay frameworks
proposed in [19] and [128] (see Chapter 3). For decentralized aggregation monitors
we assume that information flows through the network without delay. Also, instead
of sharing observations as in [128] or passing around progressed formulas as in [19],
local monitors in the framework of this chapter combine their input into a Boolean
evaluation and share that with whichever other local monitors need it. This represents
the aggregation of input. No particular topology is assumed, other than that there is
no cyclic communication.

Protection against confidentiality and availability attacks will be the main focus in
this chapter. Data integrity and freshness is assumed. We assume that monitors either
work correctly or they are unavailable, but cannot for instance send false information.
Different kinds of attacks can be categorized between attacks that change the network
topology (e.g. physically compromising a node or communication line, or a wormhole
attack that connects two nodes) and those that extract information from the network
(capture and/or imitation of nodes). We shall address the case that a local monitor
can malfunction. This encapsulates both aggressive and non-aggressive failures of
local monitors. We shall also discuss the case where an attacker can query a local
monitor without proper authorization.

We note that in WSN literature privacy is often intended as the privacy of which
sensor provided what contribution to the aggregated information. For instance, if a
sensor computes the average velocity of all vehicles, then it may receive from other
sensors the average velocities of partitions of the set of vehicles. Privacy in related
literature would mean that it is not known which sensors provided what data to
compute the total average velocity. In this chapter we consider only privacy in the
form of the privacy of agents. For instance, in our example scenario from the previous
chapter (Example 3.1, which we will also use in this chapter) the location of a specific
vehicle can be seen as privacy sensitive information. Therefore, instead of a monitor
sharing separately the velocity of the vehicle and whether location two is jammed, it
may share the evaluation of the conjunction of these two facts. If a receiver obtains

56



4.2 MONITORING WITH AGGREGATION

4

this evaluation and it is false, then the receiver cannot derive whether the vehicle
was not at location two or whether there was a traffic jam. Note however that if the
evaluation is true, that then it is known that the vehicle was at location two.

Security related papers on wireless networks for monitoring tend to focus on how
to prevent security risks by using cryptography (e.g. [106]) and/or special routing pro-
tocols (e.g. [78]). Our approach is complementary to this. We do not look at runtime
implementation techniques for preventing risks, but address design time questions and
analysis to see where potential robustness and security risks lie. We believe design
based analysis can help in further improving decentralized monitors. Depending on
the practical limitations of an application it might not be possible to always make
a perfect design. But our work can help in determining which parts of a network
require more advanced/expensive hardware to increase safety.

The rest of this chapter is structured as follows. In Section 4.2 we provide our
aggregation based runtime monitoring model. In Section 4.3 we discuss robustness
and in Section 4.4 we discuss security. Finally, we conclude this chapter in Section 4.5.

4.2 Monitoring with Aggregation

In this section we present the framework that we earlier published in [125] and [124].
We refer to this method as monitoring with aggregation, which is an important con-
cept to the framework. Again, a decentralized monitor consists of multiple local
monitors. These local monitors are referred to as aggregation monitors. For the
structure of decentralized aggregation monitors we draw inspiration from decentral-
ized monitoring techniques such as wireless sensor networks (WSNs)[86].

Like sensor nodes in WSNs, aggregation monitors in our model have a local view.
This view allows a monitor to evaluate a local property. As in the previous chapter we
aim at verifying future LTL formulas1. The observation capabilities of an aggregation
monitor are captured by a future LTL formula. The intuition is that the monitor
can directly observe the three-valued Boolean evaluation of the formula for each fi-
nite word of the target system. This differs from the progression and delay monitors
where local views were modeled by a set of observable propositional atoms. There
is also communication among aggregation monitors, just like the other frameworks.
An important difference to the frameworks of the previous chapter is the kind of in-
formation that is communicated. Progression monitors in decentralized progression
monitors share progressed formulas and delay monitors share observations. Aggrega-
tion monitors share property evaluations, which are constructed from the evaluation
of the locally observable property and the properties that are received. As commu-
nication is hierarchical we can view the recipient of a message to be the parent of
the monitor that sent the message. The parent monitor collects from all its children
the communicated evaluations and evaluates its own observable property. The list
of evaluations from its children and its own observation property are aggregated into
a single three-valued Boolean using an aggregation function and is shared with its
parent. As a consequence, it is possible for an aggregation monitor to generate its
output without knowing what its children are monitoring.

1For an explanation of LTL see Section 3.2.
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Figure 4.1: Truth definition of Kleene logic.

4.2.1 Monitor Model

As technical preliminaries we continue from the previous chapter. Hence, we assume
a given global set of propositional atoms A and set of environment states S = 2A.
Before we define aggregation monitors, we first discuss their capability of aggregating
(ternary) evaluations of formulae into a single evaluation. A monitor aggregates
evaluations using an aggregation function. The definition of an aggregation function
depends on aggregation formulas, which are propositional formulas that we evaluate
using Kleene’s ternary semantics [81]. One can see these formulas as a variation
upon classic two-valued Boolean propositional logic. The difference with Kleene’s
semantics is that a variable can take three values (true, false, unknown) and hence
the evaluation of a formula has to be adapted accordingly. The reason that we use
Kleene’s semantics is that it captures the intuition of a monitor that makes a verdict
about a Boolean combination of unknown properties. For instance, if a monitor wants
to output the disjunction of two input values, and one of them is false and the other
is unknown, then it outputs unknown since somewhere in the future the unknown
input value may switch to either false or true.

Definition 4.1 (Aggregation Formula, α): An aggregation formula with k vari-
ables is a propositional formula α with k propositional symbols x1, . . . , xk which can
take on the values in {t, f, u}. Aggregation formulas are evaluated using Kleene’s
ternary semantics shown in Figure 4.1. Given truth values v1, . . . , vk ∈ {t, f, u} we
write α(v1, . . . vk) to refer to the evaluation of α if truth value vi is assigned to variable
xi.

Example 4.1 (Ex. 3.5 Cont.: Aggregation Formula): We continue the ex-
ample scenario from the previous chapter. Consider two variables a and b and the
formula α = ¬a ∨ b. If a is set to t then α can only be evaluated to t if b is also
set to t, just like classic propositional logic with two-valued Booleans. If a to u,
then α will be evaluated to u unless b is set to t, in which case α is evaluated to
t. We can see that the formula α specifies a function from the Boolean values of
the variables a and b to a new Boolean value (the evaluation of α given Kleene’s
ternary semantics). We use this observation to define aggregation functions.

An aggregation function takes an arbitrary number of input variables over the
domain {t, f, u} and returns a new value from {t, f, u}. However, we do not allow
arbitrary aggregation functions. The application of aggregation is to combine the
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evaluation of any number of k LTL formulas ϕ1, ..., ϕk given some finite word into
the evaluation of another LTL formula that is a Boolean combination of the formulas
ϕ1...ϕk. We achieve this intuition by defining that the aggregation function output
given k input variables corresponds to the evaluation of an aggregation formula over
maximally k variables.

Definition 4.2 (Aggregation Function, a): An aggregation function a :
⋃

k∈N+

Bk3 →

B3 returns given x three valued Boolean variables, x ∈ N+, a three valued Boolean
such that a(v1, ..., vx) = α(v1, ..., vx) for some aggregation formula α with x variables.

Example 4.2 (Ex. 4.1 Cont.: Aggregation Function): Consider an aggrega-
tion function that for any input values returns the evaluation of their conjunction,
or the input value itself if there is only one input variable. Hence if a is such a
function then for instance a(t, t) = t, a(t, f) = f and a(t, u) = u (the other cases
can be seen in Figure 4.1 in the middle table). Note that it is impossible to write
another aggregation function a′ such that for instance a′(t) = u, because there is
no aggregation formula α with a single variable where α(t) = u. Also, there is
no aggregation function such that a′′(u) = t. A formula such as α′ = a ∨ ¬a still
evaluates to u (a′′(u) = u) if a = u.

Like progression and delay monitors, aggregation monitors also model tick-based
systems where each tick corresponds with a tick in the target system. An aggregation
monitor maintains the revealed states of the target system. If a new state is revealed
then this state is appended to the previous revealed states and the observable property
of the monitor is evaluated upon the resulting sequence. In an implementation of the
monitor we do not need to explicitly store the system states but may use a much
more efficient program if possible, such as a Büchi automaton. Next, the monitor
remains idle until it has received input (three-valued Booleans) from all its children.
Due to an acyclic topology in decentralized aggregation monitors (defined later in
Definition 4.4) there will always be aggregation monitors without children. Finally
the aggregation monitor sends to its parents the result of applying an aggregation
function upon the value of its observable property and the inputs, when all the inputs
are received.

An aggregation monitor is modeled by its observation and aggregation capabilities.
The first is modeled by a formula that the monitor can locally observe, and the second
is modeled by an aggregation function.

Definition 4.3 (Aggregation Monitor, m): An aggregation monitor m is specified
by (ϕ, a), where ϕ ∈ LTLf is called m’s observable property and a is an aggregation
function.

Example 4.3 (Ex. 4.2 Cont.: Aggregation Monitor): Consider the four
monitors m1, m2, m3 and m4, where mi = (ϕi, ai). We assume that the first
monitor can observe whether at some point the vehicle passes location one, i.e.
ϕ1 = ♦v1. Monitor two can observe whether the vehicle ever gets stuck in jam at
location two, hence ϕ2 = �(¬v2 ∨ ¬j2). Monitor three can observe the same for
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Figure 4.2: Example decentralized aggregation monitor. Below monitors are their observa-
tion formulas and arrows represent the query function.

location three, hence ϕ3 = �(¬v3 ∨ ¬j3). Finally, monitor four does not observe
anything, which is modeled by ϕ4 = >. We use the same aggregation function
for each monitor, which is a from Example 4.2, which returns the evaluation of
the conjunction of the arguments. Note that even though each monitor has an
aggregation function that can aggregate input from other monitors, we have not
specified which monitor provides input to what other monitor. This is part of
the decentralized aggregation monitor specification. As we will see, for each word
that represents revealed behavior, the arguments of the aggregation function for
each monitor will be the evaluation of its local observable property based on the
revealed behavior and the input that it received from other monitors.

A decentralized aggregation monitor is specified by a set of aggregation monitors
and an acyclic query function. The set of aggregation monitors are the components
of the decentralized aggregation monitor. The query function specifies given an ag-
gregation monitor which other monitors are connected to this monitor. The query
function returns given a local monitor an ordered tuple of monitors, since they rep-
resent a Boolean variable that matches an argument of the aggregation function of
the local monitor. The main reason for acyclicity of the query relation is to avoid
unnecessary complexities. Note that unlike decentralized progression monitors not
each aggregation monitor is dedicated to verifying the same global property. Also,
there is not full connectedness between aggregation monitors.

Given the specification of a decentralized monitor we can interpret the decentral-
ized aggregation monitor as a function that given an aggregation monitor and a finite
word returns the output of that monitor. This output is determined by applying the
monitor’s aggregation function over the evaluation of its observable property and all
the input from other aggregation monitors. Note that due to acyclicity there must be
aggregation monitors without connected peers. Hence we can recursively define the
output of an aggregation monitor within a decentralized aggregation monitor.

Definition 4.4 (Decentralized Aggregation Monitor, Da): A decentralized ag-
gregation monitor Da is specified by (M,Q), where M is a set of aggregation monitors

and Q : M →
⋃|M |
i=0 M

i is a function called the query function. For an aggregation
monitor m = (ϕ, a) ∈ M and word w ∈ S∗ we use Da(m,w) as shorthand for
a(v0, ..., vk) where v0 = [w |= ϕ], and v1, ..., vk = Da(m1, w), ..., Da(mk, w)), such
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that Q(m) = (m1, ...,mk).
Furthermore, there is no sequence of monitors m1...mk ∈ Mk, k ∈ [1, |M |], such

that: m1 = mk and for each i ∈ [1, k − 1] it holds that Q(mi) contains mi+1.

Example 4.4 (Ex. 4.3 Cont.: Decentralized Aggregation Monitor): As
an example decentralized aggregation monitor consider Da = (M,Q), which is
depicted is Figure 4.2. The set of monitors M = {m1,m2,m3,m4} are the aggre-
gation monitors from Example 4.3. In our example monitor we allow monitor four
to query monitors two and three, and monitor one can query monitor four. The
query function is specified by Q(m1) = (m4), Q(m4) = (m2,m3) and for m2 and
m3 the query function returns the empty tuple.

All aggregation functions are Boolean functions over Boolean input, and these
inputs are ultimately the evaluation of LTL formulas on a given word. Hence, a
monitor aims to verify some Boolean combination of observable formulas. We call
this Boolean combination the aggregate of an aggregation monitor. Consequently, if
one aggregation monitor is directly connected to another aggregation monitor, then it
means that the first monitor can query the evaluation of the aggregate of the second
monitor. Given a decentralized aggregation monitor all the aggregates can be deter-
mined before runtime, because for each aggregation monitor the aggregation function
is fixed. Also note that due to acyclicity there are aggregation monitors m without
neighbors and hence for such aggregation monitors their aggregate is equivalent to ϕ,
¬ϕ, ϕ ∧ ¬ϕ or ϕ ∨ ¬ϕ. Finally, if in a decentralized aggregation monitor the query
relation, an aggregation function or a locally observable property is updated, then this
may effect the aggregate of monitors that were not directly involved in the update.

Definition 4.5 (Aggregate): Let Da = (M,Q) be a decentralized aggregation mon-
itor and m = (ϕ, a) ∈M be an aggregation monitor. We say a formula ϕ′ ∈ LTLf is
an aggregate of m iff it can be constructed by the following procedure:

1. If a is a formula over k variables, then let α be an aggregation formula such
that a(v1, ..., vk) = α(v1, ..., vk).

2. Every occurrence of v1 in α is replaced with ϕ.

3. If Q(m) is non-empty then every occurrence of vi, i ∈ [2, k], is replaced by an
aggregate of mi−1, where Q(m) = (m1, ...mk−1)

Example 4.5 (Ex. 4.4 Cont.: Aggregate): The aggregates of monitors two
and three in our example are ϕ2 and ϕ3. These are aggregated by monitor four
through conjunction, which makes monitor four’s aggregate equal ϕ2∧ϕ3. Finally,
monitor one aggregates ϕ1 together with the aggregate of monitor four. This means
that the aggregate of monitor one is equal to ♦v1 ∧�(¬v2 ∨ ¬j2) ∧�(¬v3 ∨ ¬j3).

A monitor can have multiple syntactically different aggregates because an aggre-
gation formula such as a ∧ b is equivalent to b ∧ a. However, these aggregates are

61



ROBUSTNESS AND SECURITY FOR MONITORING 4.2

necessarily all semantically equal. Therefore we shall refer to aggregates of moni-
tors throughout this section as ‘the aggregate of m’ when we talk about a specific
aggregation monitor m.

We observe a constraint on the aggregation function of a monitor if we know its
aggregate. Assume that for some aggregation monitor m = (ϕ, a) in a decentralized
aggregation monitor Da = (M,Q) its aggregate is ψ = pUq. Assume further that
Q(m) = (m′) where m′ = (ϕ′, a′). We cannot rewrite ψ as a Boolean combination of
different LTL formulas. Therefore, either ψ = ϕ or ψ equals the aggregate of m′, or
the negation of either. In general it holds that if the aggregate of a monitor cannot be
rewritten as a conjunction/disjunction of separate formulas, then the input variables
of the aggregation function for that monitor are either ignored, negated and/or equal
to the other inputs of the function. We shall see in Section 4.3 that having monitors
with the same aggregates can in fact be useful for robustness purposes.

4.2.2 Aggregation Based Monitoring and Norms

Ultimately we aim at monitoring for norm violations. Recall that aggregates are
always a Boolean combination of LTL formulas. Hence a formula ♦(ϕ1 ∧ ϕ2) cannot
be decentrally monitored by two or more aggregation monitors if ϕ1 and ϕ2 are
propositional formulas. A formula ♦(ϕ1 ∨ ϕ2) can be decentrally monitored by two
or more aggregation monitors. For instance, one monitor may monitor ♦ϕ1 and
another ♦ϕ2 and a third aggregates the result with disjunction (because ♦(ϕ1∨ϕ2) ≡
♦ϕ1 ∨ ♦ϕ2). The counts-as rule representation of norms (Section 3.6.1) models a
norm as one or more counts-as rules of the form ϕ1 ⇒ v, ..., ϕk ⇒ v, where ϕi is a
propositional formula and v is a violation atom. If ϕ1 ⇒ v, ..., ϕk ⇒ v are counts-as
rules then the formula ϕv =

∨
i∈[0,k] ϕi is a propositional formula that represents that

a violation has occurred in a state. The LTL formula ♦ϕv represents that a violation
occurs at runtime and can be decentrally monitored by an aggregation monitor where
potentially for each formula ϕi in ϕv there is an aggregation monitor where ♦ϕi is
that monitor’s observation formula. Norm violations are sanctioned through sanction
rules. Recall from Chapter 2 that sanction rules have the form v ⇒ ψ, where v is a
violation atom and ψ is a conjunction of literals that is to be made true when the
violation has occurred. For decoupled enforcement in a decentralized setting it is
possible to for instance create a monitor for every violation atom. Such a monitor
would observe the violation atom to be true if it is communicated as such through
the institutional communication relation that we used in the model of Chapter 2.

Monitoring conditional obligations/prohibitions with deadlines is also different
for aggregation monitors than for progression and delay monitor. Recall from Sec-
tion 3.6.1 that we may represent a conditional obligation/prohibition as a triple
(ϕc, ϕx, ϕd) of propositional state formulas, where ϕc is the condition, ϕx is the
deontic content and ϕd is the deadline. We also noted that the property whether
a violation occurs in the target system of a conditional obligation can be captured
by the LTL formula ϕn = ♦(ϕc ∧ ¬(¬ϕdUϕx)). In case of a conditional prohibition
we have that ϕn = ♦(ϕc ∧ ¬(¬ϕxUϕd)). In either case, for decentralized aggregation
monitors we cannot distribute ϕn over multiple aggregation monitors. Hence, the
only way in which decentralized monitoring may occur is if we have multiple norms
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Framework Topology Max. Local View Message Messages
Delay Content per Tick

progression fully connected k set of atoms formula k

aggregation directed acyclic 0 formula boolean value (k2 − k)/2
delay any topology k 0-delay atoms sets of formulas k2 − k

Table 4.1: Main differences per approach, see Section 4.2.3. k is the number of local
monitors in a given decentralized monitor.

and we assign an aggregation monitor per norm. That way we can monitor decen-
trally whether a norm violation has occurred for any norm, rather than monitoring
decentrally whether a specific norm is violated.

4.2.3 Comparison to Progression/Delay Monitoring

We now turn to the more technical differences between the different monitoring ap-
proaches. The overview is summarized in Table 4.1.

Topology The network of local monitors in a decentralized progression monitor
is fully connected. Each progression monitor can send a message to any other pro-
gression monitor. In a decentralized aggregation monitor the topology is any acyclic
directed graph. In a decentralized delay monitor the topology is any undirected graph.

Maximum Delay Let T be a target system and ϕ be a formula that is strictly
monitorable with respect to T and ε. We know that a decentralized monitor that
evaluates ϕ will eventually, given the infinite behavior of the target system and a
local monitor, output whether the property holds or not. A decentralized aggregation
monitor Da does this with a maximum delay of zero, meaning that given the system’s
behavior w ∈ Sω, we have that Da(m,w′) 6= u for the shortest prefix w′ of w such
that [w′ |= ϕ] 6= u and an aggregation monitor m such that ϕ is the aggregate of
m. For the decentralized progression and delay monitors this delay is maximally k,
where k is the number of local monitors. In the worst case scenario for a decentralized
progression or delay monitor D there is another prefix w′′ � w of length |w′|+k such
that given w′′ the conclusion is conclusive but for each prefix it is inconclusive.

Local View The local view of monitors in a decentralized progression is modeled
by a set of atoms. In a decentralized aggregation monitor the local views are modeled
by the ‘observable’ formulas of aggregation monitors. In a decentralized delay monitor
the locally observable atoms are represented by a delay of zero in the delay function
of a delay monitor.

Message Content The communication between progression monitors consists
of progressed formulas. This formula may grow indefinitely if for instance one oc-
curring atom in the formula cannot be observed by any of the local monitors. The
communication between aggregation monitors consists of Boolean values. The size of
communication messages is hence always the same (and small). The communication
between delay monitors consists of sets of formulas of the form p or X kp. Strictly
speaking this set may grow indefinitely, as past observations might be circulated
through a cycle of communication steps. However, from the results we know that an
observations of more than k steps ago, where k is the number of delay monitors, can
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be ignored. Hence the maximum size of the set would be k · |A|.
Messages per Tick At any tick, for any monitoring approach, a monitor may

receive up to k messages, where k is the number of local monitors. However, for
decentralized progression monitors the number of messages that is allowed to be
send away per progression monitor is exactly one. Hence per tick, a decentralized
progression monitor requires a maximum of k messages. For decentralized aggregation
monitors the maximum number of messages per tick is the number of edges in the
graph. Given that the graph must be directed and acyclic, this is maximally (k2−k)/2.
For a decentralized delay monitor each edge gives rise to two messages, and the graph
need not be acyclic. Hence in a decentralized delay monitor the maximum number of
messages per tick is k2 − k.

4.3 Robustness

Suppose we are designing a decentralized runtime monitor that we want to deploy
in practice. For various reasons, among which are physical sabotaging attacks, local
monitors and/or communication links between them can malfunction. This is quite
common in for instance wireless sensor networks where the hardware tends to be
cheap, or in traffic monitoring where people physically sabotage equipment. From
a system designer’s perspective it can then make sense to construct a decentralized
monitor with some redundancy such that the malfunction of some local monitors
will not impede the functioning of the decentralized monitor. In this section we
provide some simple metrics to analyze robustness given a model of a decentralized
aggregation monitor. We do note that because we discuss theoretical models that the
metrics only cover very basic notions of robustness (mainly redundancy). Issues such
as robust communication protocols are not covered.

4.3.1 Reconfiguration

In [125] we defined an update over decentralized aggregation monitors for when a set
of local monitors fails. In our original proposal it was not possible for aggregation
monitors to query different other monitors when an aggregation monitor failed. In
this chapter we take a more generalized approach where this is possible by defining
the concept of reconfiguration. We model reconfiguration as a function that given a
decentralized aggregation monitor and a set of failing monitors returns a new decen-
tralized aggregation monitor where the failing monitors are removed and the query
function and aggregation formulas are updated. The observation formulas do not de-
pend on other aggregation monitors and hence they do not change. For any particular
application a reconfiguration function is given by the system designer.

Definition 4.6 (Reconfiguration Function, R): Let Da = (M,Q) be a decen-
tralized aggregation monitor. A reconfiguration function R for Da returns given a
set of aggregation monitors M ′ ⊆ M a new decentralized aggregation monitor Da′ =
(M ′′, Q′), such that for each (ϕ, a) ∈M \M ′ there is a corresponding (ϕ, a′) ∈M ′′.
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Figure 4.3: Example reconfigurations, see Example 4.6.
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Example 4.6 (Ex. 4.5 Cont.: Reconfiguration): Assume we expand our ex-
ample scenario with a backup monitor for m2, denoted with mb

2 (Figure 4.3, top-
left). Further assume that monitors m2, mb

2 and m3 may switch to long range
communication in order to communicate to aggregation monitor m1. Figure 4.3
depicts the reconfigurations by our example reconfiguration function R in case m2

(middle-right), mb
2 (top-right), m4 (middle-left), the set {m2,m4} (bottom-left) or

the set {mb
2,m4} (bottom-right) fails. The query functions are given by the outgo-

ing edges and in the order from left to right. For example, in the reconfiguration
of R({m4}) = ({m′1,mb

2
′
,m2

′,m3
′}, Q′) we have that Q′(m′1) = (m′2,m

′
3) and for

the other aggregation monitors the query function returns the empty tuple. Fur-
thermore, each reconfigured aggregation monitor has a new aggregation function
such that its aggregate remains the same.

For the other sets of failing monitors, the reconfiguration consists of the re-
maining monitors after the failure of the aggregation monitors in F , and the query
relation returns the empty tuple for every aggregation monitor. The aggregates of
the remaining monitors are then equal to their observation formula.

Alongside the reconfiguration function we require a definition to determine whether
a decentralized aggregation monitor is ‘broken’ after a failure. As in [125] we define
a concept called expressiveness constraint which is a relation between aggregation
monitors and LTL formulas. The intuition is that the aggregate of a monitor must
be similar to the LTL formula to which it is paired. Similarity among aggregates
is conditioned on the monitored language (see Definition 3.6) of the target system.
Given the monitored language, if all evaluations of two formulas are equal, then they
are similar. As a short hand we use the following notation [w |= ϕ]LT

for the evalua-
tion of ϕ on w given a monitored language LT . The following definition specifies this
shorthand.

Definition 4.7 (Target System Entailment): Let T be a target system, and LT
be its monitored language. For a word w ∈ LT ∩ S∗ and LTL formula ϕ ∈ LTLf :

[w |= ϕ]LT
=


t if ∀w′ ∈ {w′′ ∈ Sω ∩ LT |w � w′′} : w′′ |= ϕ

f if ∀w′ ∈ {w′′ ∈ Sω ∩ LT |w � w′′} : w′′ 6|= ϕ

u otherwise

The expressiveness constraint of a decentralized aggregation monitor is given by
pairs of aggregation monitors with formulas. An aggregation monitor works cor-
rectly if its aggregate given the decentralized monitor equals (using target system
entailment) the formulas to which the monitor is paired. The idea is that a local
aggregation monitor might be monitoring the formula ϕ which is true if and only if
some norm is violated. So long as the evaluation of the aggregate of the monitor is
equal to that of ϕ (using target system entailment) we may consider the monitor to
work correctly. This would be represented in the expressiveness constraint by pairing
the monitor with ϕ. Hence, if for each monitor-formula pair in the expressiveness
constraint the monitor’s aggregate evaluations equal that of the formula, then we say
that the decentralized monitor satisfies its expressiveness constraint.
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Definition 4.8 (Expressiveness Constraint, E): Let Da = (M,Q) be a decen-
tralized aggregation monitor. An expressiveness constraint E ⊆ M × LTLf for Da

pairs aggregation monitors to LTL formulas. For a target system T and its moni-
tored language LT we say that Da T -satisfies E iff for each finite word w ∈ LT ∩ S∗,
(m,ϕ) ∈ E and aggregate ϕ′ of m it holds that [w |= ϕ]LT

= [w |= ϕ′]LT
.

Example 4.7 (Ex. 4.6 Cont.: Expressiveness Constraint): For our example
we define the expressiveness constraint to be (m1, ϕ), where ϕ = ♦v1 ∧ �(¬v2 ∨
¬j2) ∧�(¬v3 ∨ ¬j3). For our example decentralized aggregation monitor Da this
constraint is satisfied as this formula is equal to the aggregate of m1 given Da.

4.3.2 Robustness Metrics

For the rest of this subsection we assume, unless specified otherwise, a given target
system T , a decentralized aggregation monitor Da = (M,Q) a reconfiguration func-
tion R for Da and an expressiveness constraint E for Da such that Da T -satisfies
E. By slight abuse of notation we say given a set of failing monitors F ⊆ M that
R(F ) = (M ′, Q′) T -satisfies E if each occurrence of an aggregation monitor in M
would be replaced in E by its corresponding aggregation monitor in R(F ) and R
T -satisfies the updated version of E.

We aim at quantifying robustness in terms of how much damage a decentralized
aggregation monitor can take before its expressiveness constraint is not satisfied any-
more. This damage can be expressed as set of failing aggregation monitors. We
consider aggregation monitors that do not occur in an expressiveness constraint to
be supporting monitors. F -robustness for a set of aggregation monitors F captures
whether the decentralized aggregation monitor can withstand (i.e. still satisfy its
expressiveness constraint) if the monitors in F fail.

Definition 4.9 (F -robustness): Let F ⊆M\{m|(m,ϕ) ∈ E} be a set of aggregation
monitors. We say that Da is F -robust with respect to T , R and E iff R(F ) T -satisfies
E.

Example 4.8 (Ex. 4.7 Cont.: F -robustness): Our example decentralized ag-
gregation monitor is F -robust with respect to our example T , R and E, where
F = {m2}, F = {mb

2}, F = {m4}, F = {m2,m4} or F = {mb
2,m4}. For in-

stance in the case of F = {m2,m4} (monitors two and four fail) we have that
due to R the decentralized aggregation monitor will reconfigure to the bottom-left
monitor of Figure 4.3. In that decentralized monitor m1 receives not input from
m4, but from mb

2 and m3 directly. The input that it receives are the evaluations
of ϕ2 and ϕ3. Its aggregation function combines these evaluations with its own
observable property (ϕ1) using conjunction. Hence the resulting evaluation always
corresponds to the evaluation of ϕ1 ∧ ϕ2 ∧ ϕ3, which is now m1’s aggregate after
reconfiguration. This aggregate is equal to the formula to which the monitored is
paired in the example expressiveness constraint.
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Aside from a specific attack we might wonder how much damage a decentralized
aggregation monitor can take in general before it fails, whilst taking into consideration
that it may reconfigure in order to compensate for damage. This is especially useful in
scenarios with many homogeneous local monitors such as botnets where attacks can
be widespread and targeting any point in the network. This notion is captured by k-
robustness. To determine the k of k-robustness, one has to consider the potential set
of monitors which might fail and then check for each set of monitors of size k whether
the decentralized aggregation monitor is robust with respect to those subsets and its
expressiveness constraint. We do not consider the failure of monitors that occur in the
expressiveness constraints when determining k. The reason is that if such a monitor
fails we trivially have that the expressiveness constraints are not satisfied anymore.

Definition 4.10 (k-robustness): We say that Da is k-robust for R, E and T ,
k ∈ N0 if Da is F -robust with respect to T , R and E for any F ⊆M \{m|(m,ϕ) ∈ E}
such that |F | ≤ k.

Example 4.9 (Ex. 4.8 Cont.: k-robustness): Our example decentralized ag-
gregation monitor is 0-robust for R, E and T . This is the case because if m3

alone fails (F = {m3}, |F | = 1) then the expressiveness constraints cannot be
satisfied anymore. If we would have a backup version of m3 and could reconfigure
accordingly using some R′, then we would have a 1-robust decentralized aggrega-
tion monitor for R′, E and T . This is the case because in that scenario if only
one monitor fails (except for m1, which occurs in the example expressiveness con-
straints) we can always reconfigure such that the expressiveness constraints are
still satisfied.

If the decentralized aggregation monitor Da is k-robust, then it means that there
are at least k aggregation monitors who’s aggregate equals the aggregate of another
aggregation monitor. We note that 0-robustness with respect to T , R and E is
equivalent to ∅-robustness with respect to T , R and E which simply means that
Da T -satisfies E. If every local monitor occurs in E then only 0-robustness can be
obtained.

Though k-robustness provides us with a basic metric for the robustness of a decen-
tralized aggregation monitor, we also want to know how important a local aggregation
monitor is. We call this notion k-fail criticality, where k = 1 means that the local
aggregation monitor is maximally important to the decentralized aggregation monitor
and k =∞mean that the monitor is not important. If a local aggregation monitor has
a criticality of k = 1, then its failure will cause the decentralized aggregation monitor
to not function properly and no reconfiguration is possible to repair the defect. This
is the case if the local aggregation monitor occurs in the expressiveness constraint
of the decentralized monitor. It could also be that a monitor is not contributing at
all to the fulfilment of the expressiveness constraint. In that case we define its crit-
icality to be ∞. Finally, if a specific local aggregation monitor fails, then it could
be that the decentralized aggregation may still reconfigure in order to work properly
(i.e. satisfy its expressiveness constraint). However, after the reconfiguration there
are now less other local aggregation monitors that may fail until the decentralized
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aggregation monitor cannot reconfigure any more such that it satisfies its expressive-
ness constraint. In those cases, k-fail criticality for a local aggregation monitor means
that k is the minimum number of other local aggregation monitors that have to fail
before the decentralized aggregation monitor is not functioning properly, and which
would not be an issue if the local aggregation monitor did not fail.

Definition 4.11 (k-fail criticality): We say that an aggregation monitor m ∈M \
{m′|(m′, ϕ) ∈ E} is k-fail critical, k ∈ N0, for Da, R, T and E iff there is a set
F ⊆M \ {m′|(m′, ϕ) ∈ E} such that:

1. |F | = k, m ∈ F , Da is not F -robust with respect to T , R and E, and for each
subset F ′ ⊆ F \ {m} Da is F ′-robust with respect to T , R and E.

2. There is no F ′ ⊆M such that (1) holds for F ′ and |F ′| < |F |.

If there does not exist a k <∞ such that m is k-fail tolerant for Da, R, T and E then
we say that m is ∞-fail tolerant for Da, R, T and E. We say that each aggregation
monitor m′′ ∈ \{m′|(m′, ϕ) ∈ E} is 1-fail tolerant for Da, R, T and E.

Example 4.10 (Ex. 4.9 Cont.: k-fail criticality): In our example we have
that monitors m1 and m3 are 1-fail critical since their failure will immediately
result in the expressiveness constraint not being satisfied. m2 and mb

2 are 2-
fail critical. For either local aggregation monitor the minimal set such that the
decentralized aggregation monitor fails, but for none of the subsets, is {m2,m

b
2}.

Monitor m4 is ∞-fail critical. For each set of failing monitors that cause the
decentralized aggregation monitor to not satisfy the expressiveness constraint and
which includes m4, there is a subset that does not contain m4 and also causes the
expressiveness constraint to be unsatisfied.

There is a connection between k-robustness and k-fail criticality. If a decentralized
aggregation monitor is k-robust, then necessarily the fail criticality of a local aggre-
gation monitor in that decentralized aggregation monitor must be 1 or higher than
k. And if a local aggregation monitor is k-fail critical and k 6= ∞ and k 6= 1, then
the minimum k-robustness of the decentralized aggregation monitor that it belongs
to must be k.

Proposition 4.1: Let m ∈ \{m′|(m′, ϕ) ∈ E} be an aggregation monitor. If Da is
k-robust for R, E and T then m cannot be j-fail critical, j ∈ [1, k], for Da, R, T and
E.

Proof. From the definition of k robustness it follows that for m k − 1 monitors in
{m′|(m′, ϕ) ∈ E} can fail alongside m without causing the expressivity constraint to
be unsatisfied, since Da is F -robust for each set F ⊆ M of aggregation monitors of
size k. Hence the minimum k-fail criticality of Da must be k + 1.

Proposition 4.2: Let m ∈ \{m′|(m′, ϕ) ∈ E} be an aggregation monitor. If m is
k-fail critical for Da, R, T and E then Da is maximally (k− 1)-robust for R, E and
T .
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Proof. From the definition of k-fail criticality if follows that there is a set F ⊆ M \
{m|(m,ϕ) ∈ E} of size k such that Da is not F -robust with respect to T , R and E.
Hence the maximum number j such that Da is robust against failures of all subsets
of {m|(m,ϕ) ∈ E} of size j must be below k.

There are a few ways in which the core metrics from this section can be expanded.
Given a monitor design we can now see how critical a local aggregation monitor is in
terms of its functioning. A straightforward expansion of this fail tolerance analysis is
to not only check for F -robustness, but also look at which expressiveness pairs (m,ϕ)
are not satisfied anymore in case the decentralized aggregation monitor is not F -
robust. If not all expressiveness constraints are equally important, then for tolerance
analysis this can be taken into account. Also looking at how many pairs are not
satisfied is an important ingredient should one want to specify graceful degradation for
decentralized aggregation monitors. At runtime the decentralized aggregation monitor
can benefit from fail tolerance analysis by assigning higher repair priorities to critical
monitors, if possible. We can also expand the work by looking at communication
lines. Communication failures can be modeled quite similarly to local aggregation
monitor failures.

4.4 Security
A leading reason to reduce security risks in monitoring applications is to prevent
an attacker from gaining sensitive information. As mentioned before, there are var-
ious ways to increase the security of an implemented monitor by for instance using
encrypted communication. Some of these techniques have drawbacks such as worse
performance or more energy consumption. We, however, do not model in detail the
communication that takes place among monitors, but we do model the kind of infor-
mation that is shared. As with robustness in the previous section we shall provide
core metrics for determining how vulnerable a decentralized aggregation monitor is
and how critical a specific local aggregation monitor is. These metrics might help a
designer of decentralized aggregation monitors to determine which monitors require
extra attention in regards to security when they are implemented.

4.4.1 Attacks

The kind of attacks that we model in this section are those where the attacker may
obtain information from monitors. This can in practice either take the form of the
attacker obtaining the possibility of querying a monitor directly (e.g., if the attacker
can falsely authorize itself as a parent of the monitor) or intercepting (and possibly
decrypting) communication between two monitors. In either case, what the attacker
obtains is the output of the monitor. If the attacker does not know what the aggregate
of the monitor is, then the obtained output is quite meaningless. This is a security
benefit that we automatically gain from aggregation where monitors have no further
information about the input that they receive. In this section we will assume the
worst-case where the attacker does know the aggregates of monitors, for instance
because he/she has access to the design of the decentralized aggregation monitor.
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In that case, we still gain some inherent protection from aggregation. If a local
aggregation monitor is known to be emitting ‘t’ and its aggregate is known to be
♦p ∨ ♦q then we still do not know whether p or q occurred. However, by combining
information that is gained from multiple monitors, the attacker may still be able to
obtain sensitive information. The security metrics in this section are based on how
many monitors the attacker has to successfully attack in order to obtain sensitive
information.

We model the attack itself as simply the subset of local monitors of a decentralized
aggregation monitor which are considered to be attacked by the attacker. The kind
of information for which the attacker gains access is the kind of information that
these attacked local aggregation monitors share with other monitors. We do not have
an explicit model of sensitive information. Instead we determine whether an attack
reveals a property, meaning that the attacker may get the evaluation of that property.
We assume that, like monitors, the attacker can aggregate extracted information by
using some aggregation formula. However, for the attacker this is not a fixed formula.
Hence, given the aggregates that it obtains from the decentralized aggregation monitor
it can combine them by standard Boolean connectives. In the following PL(X) denotes
all possible formulas that can obtained by applying Boolean connectives to elements
in X.

Definition 4.12 (Monitor Attack, att): Let Da = (M,Q) be a decentralized ag-
gregation monitor. An attack att ⊆M on Da is a set of aggregation monitors. Let Φ
contain all aggregates of aggregation monitors in att. The set of extracted properties
LDa

att = PL(Φ).

Example 4.11 (Ex. 4.10 Cont.: Monitor Attack): If an attacker can imitate
m4 then it will be able to query m2 and m3. In that case the attack is specified by
att = {m2,m3}. The aggregates of m2 and m3 are �(¬j2 ∨¬l2) and �(¬j3 ∨¬l3).
Therefore, one of the extracted properties in LDa

att is ¬�(¬j2∨¬l2)∨¬�(¬j3∨¬l3),
which is read as “somewhere in the future there was a jam at either location and/or
the vehicle as at either location”.

The framework can be expanded with different types of attacks. For instance,
one might include attacks where the observation capabilities of local monitors might
be hijacked. This type of expansion can be incorporated in the above definition.
For aggregation monitors the evaluation of the observation formula would become
available to the attacker, along side a monitor’s aggregate.

For monitor safety we look at whether a specific attack can be used to observe
some given property from the decentralized aggregation monitor. We assume the
attacker knows what an aggregate represents.

Definition 4.13 (T -safe): Let T be a target system, Da be a decentralized aggrega-
tion monitor, att be an attack on Da and ϕ ∈ LTLf be an LTL formula. We say that
Da is T -safe for ϕ and att iff there is no ψ ∈ LDa

att such that [w |= ϕ]LT
= [w |= ψ]LT

for each w ∈ LT ∩ S∗.
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Example 4.12 (Ex. 4.11 Cont.: T -safe): Let att = M be an attack in which
the attacker can query any of the aggregation monitors. Our example decentralized
aggregation monitor is T -safe for ♦(l1∧♦l2) and att. It is also T -safe for ♦(l1∧♦l3)
and att. This means that even if the attacker can obtain all available aggregates,
it still cannot determine for a trace whether the vehicle used or may use in the
future the route through locations one and two, or through locations one and three,
respectively.

The space of potential attacks is heavily restricted by practical details that are
not covered by our model. For instance, if in a network some local aggregation
monitor only has wired connections to other local aggregation monitors in a safe
environment, then it might be that the local aggregation monitor cannot be targeted
for an attack. Therefore we focus on analyzing security risks wrt. potentially attacked
local aggregation monitors and with the assumption that the attack is practically
feasible. The security constraint of a decentralized aggregation monitor consists of a
set of aggregation monitors that can potentially be attacked and a set of properties
that represent sensitive information. The analysis of what properties count as sensitive
should be part of the system’s design methodology. These will differ per practical real-
world scenario. A decentralized aggregation monitor satisfies its security constraint
if none of the considered attacks allows the attacker to monitor a sensitive property.

Definition 4.14 (Security Constraint, S): Let T be a target system and Da =
(M,Q) be a decentralized aggregation monitor. A security constraint S for Da is
specified by (A,P ) where A ⊆M is a set of local aggregation monitors and P ⊆ LTLf
is a set of sensitive properties. Da T -satisfies its security constraint iff for each and
ϕ ∈ P , Da is T -safe for ϕ and A.

Example 4.13 (Ex. 4.12 Cont.: Security Constraint): Given our set of ex-
ample aggregation monitors M and ϕ = ♦(l1 ∧ ♦l2) and ψ = ♦(l1 ∧ ♦l3), let
our example security constraint be S = (M, {ϕ,ψ}). The example decentralized
aggregation monitor T -satisfies this security constraint, following the previous ex-
ample. This means that no matter which local aggregation monitors are attacked,
the route of the vehicle remains private.

It should be noted that for some constraint (A,P ) a not monitorable property
ϕ ∈ P might still be reasonable to consider as sensitive information. There is the
possibility that given the behavior of the monitored system at runtime such a formula
will always be evaluated to ‘u’ (unknown), but this is not guaranteed to be the case,
unless ϕ is nonmonitorable after the empty trace.

4.4.2 Attack Tolerance
For security we also want to know how critical an attack on a monitor can be. That is,
if a certain monitor’s aggregate can be obtained, how bad is that? This is only inter-
esting if the decentralized aggregation monitor does not satisfy its security constraint,
because that would indicate that there are combinations of monitors such that the
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attack on those monitors would reveal sensitive information. The attack tolerance of
a local aggregation monitor m indicates how many other monitors need to be attacked
in addition to m before sensitive information is leaked. A local aggregation monitor
is maximally attack tolerant if it cannot contribute to any security leakage at all. For
an aggregation monitor to contribute to a security leakage means that more sensitive
properties were revealed due to the monitor being included in the set of attacked
monitors.

Definition 4.15 (k-attack tolerant): Let S = (A,P ) be a security constraint for
a decentralized aggregation monitor Da = (M,Q). For an attack att ⊆ A and an
aggregation monitor m ∈ att we say that m is contributing to att iff P ∩LDa

att 6= ∅ and
P ∩LDa

att′ ⊂ P ∩LD
a

att , where and att′ = att \ {m}. For an aggregation monitor m ∈M
we define:

• m is k-attack tolerant for Da and S iff att ⊆ A is the smallest attack such that
m is contributing to att and k = |att|.

• m is ∞-attack tolerant for Da and S iff there is no att ⊆ A such that m ∈ att
and m is contributing to att.

Example 4.14 (Ex. 4.13 Cont.: k-attack tolerant): For our example security
constraint we showed that the decentralized aggregation monitor T -satisfies the
constraint, meaning that every local aggregation monitor is ∞-attack tolerant
for our example Da and S. If our example security constraint was to be S′ =
(M, {¬�(¬j2 ∨¬l2)∨¬�(¬j3 ∨¬l3)}), then m2 and m3 would have been 2-attack
tolerant for Da and S′. This follows from the fact that both monitors have to be
attacked before the property is revealed.

If Da = (M,Q) T -satisfies a security constraint then all local monitors are ∞-
attack tolerant. If a local monitor m ∈ M is 1-attack tolerant then the monitor’s
aggregate is equivalent to a sensitive property, or the aggregate’s negation is. Also, if a
local aggregation monitor is k-attack tolerant for a decentralized aggregation monitor
and a security constraint, then k other monitors are maximally k attack tolerant. This
is explained in the proposition below. This also means that a high attack tolerance
(other than infinity) can be good since a large attack is required to reveal a property,
but it also indicates that many monitors require security measures. In a design one
may want to balance between low attack tolerance of a few local aggregation monitors
versus high attack tolerance of many local aggregation monitors.

Proposition 4.3: Let Da = (M,Q) be a decentralized aggregation monitor and S =
(A,P ) be a security constraint for Da and m ∈M be an aggregation monitor. If m is
k-attack tolerant for Da and S then k aggregation monitors are maximally k-attack
tolerant for Da and S.

Proof. If m is k-attack tolerant for Da and S then there is an attack att ⊆ A of size
k such that a property in P is revealed. Since att is minimal, every monitor in att
contributes to the reveal of a property. Hence for each of the k aggregation monitors
in att either att or a smaller attack reveals a property from P , meaning that their
maximal attack tolerance is k.
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Now we can determine how attack tolerant a local aggregation monitor is, which
is an indicator for how critical the local aggregation monitor is for the security of the
decentralized aggregation monitor. Based on this basic framework several extensions
are possible. For instance if a monitor is easier to attack than another (i.e. a simple
sensor in a WSN versus a sophisticated sink), then the tolerance of the easier target
should be decreased relatively to the harder target. In a runtime environment if
attacks are detected then new attack tolerance values can be computed with the
knowledge that some local monitors are already attacked. This could for instance be
countered with low attack tolerance local monitors switching to more secure, albeit
energy and/or more overhead cost expensive, communication protocols.

4.5 Conclusion
We looked at the robustness and security aspects of a decentralized monitoring. For
this we drew inspiration from wireless sensor networks in which information is inter-
mediately aggregated for energy and security reasons. We proposed and discussed
an aggregation based monitoring framework and provided basic metrics for robust-
ness and security. With these metrics we can prioritize the investment of resources
regarding robustness and security for those monitors that are most important for the
continued operation of a decentralized monitor or reveal sensitive information when
captured.
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5 Control

For norm enforcement we require both monitoring for detecting norm violations and
control to modify the behavior of the target system that is controlled. The pre-
vious two chapters discussed runtime monitoring. This chapter builds on existing
approaches from runtime verification and control automata to define controllers that
enforce norms at runtime. We propose norm-based control mechanisms that modify
system executions to make them norm compliant. A centralized control mechanism
does not suffice for many multi-agent systems as it may pose scalability issues, a single
point of failure and requires central data gathering which is not always allowed. We
present a novel approach for combining individual norm-based controllers into a col-
laborative controller and investigate the norms that they collaboratively can enforce
in terms of properties of the individual controllers. Our approach promotes scalable
and modular development of controllers for norm enforcement.

5.1 Introduction

In the previous chapters we discussed how we can monitor a target system in order to
see whether it behaves ‘correctly’. In this chapter we focus on how we can change the
behavior of the target system so that it becomes ‘correct’. We refer to this process
as enforcement. To specify desirable behavior we turned to linear temporal logic and
the notion of norms. Norms are a popular candidate for the specification of system
level properties and can be seen as standards of behavior that distinguish good and
bad behavior (see e.g., [120, 52, 26]). Various languages have been proposed to
represent different types of norms such as state-based norms, action-based norms,
temporal norms, and combinations thereof (e.g., [33, 4, 48, 8]). For each class of
norms, monitoring and enforcement models have been proposed to detect and control
norm violations, respectively.

Existing proposals for norm monitoring and enforcement are either based on log-
ical models where norm violations are explained in terms of the satisfiability of a
violation formula (i.e. a formula that characterizes violated states or executions like
we discussed in the previous chapters) and norm enforcement is explained in terms
of model updates [4, 7], or are concerned with practical frameworks for building nor-
mative multi-agent systems (e.g., [57, 50, 75]). Most logical approaches to norm
enforcement focus on infinite executions and are not concerned with runtime norm
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enforcement. An exception is the runtime model for norm enforcement proposed by
Alechina et al. [5]. However, in this work norms are only enforced by halting the
system execution before a norm violation occurs.

In other branches of computer science, such as runtime verification and control
automata, the idea of monitoring and control at runtime have been extensively stud-
ied, albeit from a different perspective. The main research problem in these areas
is to ensure system level properties when an untrusted target system is expected to
produce unwanted behavior. A runtime controller can be used to revise the behavior
of an untrusted system to enforce system level properties. Such a controller reviews
the actions that the system produces and may decide per action whether to allow
the action, suppress the action or execute extra actions. These controllers have been
studied in terms of their formal properties, for example in [115, 90, 59, 37].

A characteristic feature of norms is that they may be enforced by means of regi-
mentation and sanctioning. A norm can be either regimented in the sense that norm
violations are prevented, or sanctioned in the sense that norm violations incur sanc-
tions. This chapter builds on runtime controllers from related work and applies them
to norm enforcement in multi-agent systems. We call the resulting controller either a
regimenting or sanctioning controller for a norm, depending on whether regimentation
or sanctioning is applied. We have to redefine the notions of norms, regimentation
and sanctioning in order to bridge the gap between runtime control theories and nor-
mative systems. Without loss of generality, we consider a norm as a set of violating
behaviors. A norm-based controller reviews the actions that are performed by a target
system. If there is a violation about to happen, then the execution is halted in case
of regimentation, or the action is allowed and followed by a sanctioning action in case
of sanctioning. Our first contribution in this chapter is to model norm regimentation
and sanctioning in a consistent manner with respect to the aforementioned controller
models of Ligatti et al. [90] and Falcone et al. [59]. These models allow us to analyze
regimenting and sanctioning controllers and investigate the enforcement of norms.

A target system should be compliant with a set of norms for many applications.
Centralizing the task of enforcing all norms can cause issues regarding scalability, se-
curity and robustness. This has led to various proposals for distributed architectures
for norm enforcement (cf.[96, 75, 60, 100, 126]). In these architectures the general
setup is that multiple norm-based control mechanisms are applied concurrently on a
target system. These control mechanisms independently process local observations
and communicate them in order to collaborate on the task of enforcing norms. We
follow this general architectural setup and use the term distributed norm-based con-
troller to refer to a set of norm-based controllers. The main problem to address for
distributed norm-based controllers is the issue that multiple controllers may try to
realize conflicting changes in the target system’s behavior. Our second contribution
is the introduction of a framework that allows us to formally analyze a set of norm-
based controllers that enforce their norms concurrently on one and the same target
system. We propose the construction of collaborative automata to show that a set of
norm-based controllers is able to modify the behavior of a target system to comply
with the entire set of norms without concurrent conflicting changes.

The rest of this chapter is structured as follows. In Section 5.2 we explain some
basic notation that is used in this chapter. This is slightly different from the previous
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chapters as we now work with target system actions/events rather than target sys-
tem states. In Section 5.3 we discuss the theoretical background and foundation of
properties, which are a means to specify desirable behavior. In Section 5.4 we discuss
the background literature on the enforcement of properties. In Section 5.5 we relate
norms and norm enforcement to properties and property enforcement. In Section 5.6
we discuss a formal tool called controller automata for modeling property (and norm)
enforcers, which in Section 5.7 we combine in collaborative automata.

5.2 Formal Setting
In this chapter we focus on sequences of actions, rather than sequences of states as
we did in Chapters 3 and 4. There is overlap in terms of notation, but for complete-
ness we list all notation here. The notation in this chapter is independent from the
previous chapter. For instance a word in this chapter is denoted with α, which has
no connection to aggregation formulas from Chapter 4 for which we used the same
symbol.

The focus of control lies upon the actions of a target system. These can be modeled
in different ways. Bauer and Falcone [19] model a target system action as a set of
subactions that co-occurred at a certain time interval. This is suitable if one wants
to model a partial view of the target system, because one can let a component only
see a subset of the actions at any given time. However, we are mainly interested in
the conflicts that arise when concurrent controllers try to modify the target system
behavior at the same time. For this reason we take a simple approach in order to
keep the model more concise. We take only single actions for any time as in the work
by Falcone et al. [59] and Ligatti et al. [90]. For the remainder of this chapter, let A
be a finite non-empty set of actions. We use a ∈ A for an arbitrary action.

A target system produces sequences of actions from A, which we refer to as words.
We denote with A∗ and Aω the finite and infinite words of elements of A and A∞ =
A∗ ∪ Aω. The empty word is denoted by ε and is contained in A∗. We use α ∈ A∞
for an arbitrary word. For a word α ∈ A∞ we use |α| to indicate the length of the
word, which is ∞ in case α ∈ Aω. For a word α = a1a2... we use α[i], i ∈ [1, |α|] (or
i ∈ [1,∞) in case α is infinite) to indicate the ith action of α. For a word α = a1a2...
and two indices i ∈ [1, |α|], j ∈ [i, |α|] (or i ∈ [1,∞), j ∈ [i,∞) in case α is infinite)
we use α..i, αi...j and αj.. to indicate the words a1...ai (called prefix up to i), ai...aj
(called the subword between i and j) and aj ...ak (called the suffix from j). For two
words α ∈ A∗, α′ ∈ A∞ we use α � α′ and α ≺ α′ to indicate that α is a prefix
or strict prefix of α′ respectively. For two words α ∈ A∗, α′ ∈ A∞ we notate their
concatenation simply by αα′.

Example 5.1 (Scenario): Consider a file system in which an unknown agent
can manipulate a file. The possible actions are r (read), w (write), s (save) and
b (backup), i.e. A = {r, w, s, b}. The agent can use an interface to the system
in order to attempt to execute these actions in any order and as many times as
it desires. A session of the agent with the file system is modeled by a word. We
cannot assume anything about the possible word of actions that can be produced
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during a session because we do not have a model of the agent.
The system designer may want to exclude certain words from happening. For

instance, it might be prescribed that work must be saved in-between any two write
actions. That would mean that rwrsw is a good word but rwrws is a bad word.
In this chapter we will discuss how we can model controllers that upon reading a
bad word can transform it into a good word.

Finally, we use a given target system specific equivalence relation on words, ∼⊆
A∞ × A∞. I.e. ∼ is transitive, symmetric and reflexive. If α ∼ α′ for two words
α, α′ ∈ A∞, then we say α and α′ are similar. This relation allows us to model
semantical equivalence between syntactically different words. Ligatti et al. describe
the following common reasons for word similarity to occur in an application [90]:

• A word may contain a sequence of idempotent actions or ‘void’ actions, which
- if removed or replaced by another action - still amounts to the same system
behavior. For instance saving a file twice in a row is similar to saving it once.
Hence for our example we might have that rwsb ∼ rwssb.

• One of the actions in A may model a macro that is a sequence of other actions
in A. Hence, a word that has the macro, or one where the macro is replaced by
the actions that it abstracts from are similar. In our example scenario we have
no such macro, but for instance one could be defined as: action x stands for
‘save and back up’, which is similar to first performing a ‘save’ action and then
performing a ‘back up’ action. In such a case we could have that rwsb ∼ rwx.

• Action sequences might be permuted without consequence. For instance our
example can be expanded such that there might be multiple interleaved and
independent sessions regarding different files. Let us assume we have then a
set of actions A = {r1, w1, s1, b1, r2, w2, s2, b2}, with the same reading as in
Example 5.1, except that superscripts indicates a session identifier. We could
have that r1w1s1r2w2s2 ∼ r1r2w1w2s1s2.

5.3 Policies and Properties

Recall that we assume that there is some target system, which may or may not
exhibit unwanted behavior. We can model that target system in different ways. In
this chapter we model a target system as a set of words, which are exactly those
words that the target system may produce and are hence the words that a controller
has to deal with. Note that this model encapsulates models where the target system
is represented by a labeled transition system where transition labels are actions, and
the possible words of the system are the labels of all possible consecutive transitions.
More precisely, we model a target system T as T ⊆ A∞, where T is prefix closed.
Such a target system is uniform if T = A∞ and otherwise is nonuniform [90]. The
target system from Example 5.1 is for instance uniform as the agent is inherently
unconstrained in the actions that it can execute. For the remainder of this chapter
we only consider uniform target systems and therefore omit the mentioning of a target
system where possible.
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A security policy is a predicate over sets of words [115]. Let P : 2A
∞ → {>,⊥} be

a policy. A target system T ⊆ A∞ obeys P if, and only if, P (T ) = >. I.e. one can say
that the behavior of the target system is correct given a policy P if, and only if, all its
possible behavior is conform the policy. As an example, a policy P may be true for
T if every word in T starts with a specific initialize action. In the previous chapters
we mainly concerned ourselves with the question whether the target system obeyed
some specification of desired behavior. In the setting of this chapter this is equal to
determining the target system obeys a policy. However, in this chapter we are mainly
concerned with guaranteeing that the behavior of the target system is altered in such
a way that it cannot but obey a given policy. Furthermore, we only want to change
the behavior of the target system if it does not obey the policy. When we talk about
control in this chapter we refer to the process that alters the target system behavior if
necessary. Control is performed by a controller which in turn encapsulates the target
system. It does not change the target system itself.

If we have a model of the target system, then we may use offline/design time
techniques (as opposed to runtime) to determine whether the behavior of the target
system is correct given some policy. If we do not have model of the target system
available, or if we know that it may violate the policy, then we may resort to runtime
control techniques (e.g. [90, 59, 110, 115]). With these techniques a target system’s
behavior is incrementally revealed to the controller. A controller may decide upon
altering the behavior upon the reveal of a new action. Hence to do this, it must
determine whether or not the target system is violating the given policy. But this is
not always possible for each policy. Consider for instance the policy P that is true
for a target system T ⊆ A∞ if, and only if, there is a word α ∈ T such that α[1] = a,
for some action a ∈ A. If we do not know T , but it is revealed at runtime that a
word with prefix a1...ak is in T such that a1 6= a, then we cannot determine whether
it could have been the case that the word started with a. Therefore, policies which
are meaningful to runtime control are those policies where a breach of the policy can
be determined from individual words. We call such policies properties [10]. A policy
P is a property if, and only if, there exists a predicate P̂ over individual words such
that a given target system T ⊆ A∞ obeys P if, and only if, ∀α ∈ T : P̂ (α).

Given that we can tell for a given word and property whether or not the word is in
accordance with the property, we may model a property as a set of words that obeys
the property. Also recall that we have a system-specific equivalence relation of words;
∼. Given that the relation models when two words are deemed similar, it should not
be the case that a property can distinguish between words that are similar given ∼.
Finally, we take the position that only execution of actions can cause the violation of
a property. Therefore the empty word must be in a property.

Definition 5.1 (Property, P ): A property is given by P ⊆ A∞ such that ε ∈ P
and if α ∈ P and α ∼ α′ then also α′ ∈ P for all α, α′ ∈ A∞.
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Example 5.2 (Ex. 5.1 Cont.: Property): Let property P contain all words
where in between every two write actions w there is a save action s. Example
words in this property are rwr, rwswr and rwsbrwsb. Example words that are
not in this property are rwrw and rwbrwsb. As mentioned before, our example
target system is uniform, meaning that if T ⊆ A∞ are the possible words that
might be produced, that T = A∞. Hence, we assume there are words in T which
are not in P .

The set of all possible properties has some interesting subsets. Two of those
subsets are the safety properties [87] and liveness properties [11]. Any property is a
safety or liveness property (or a combination thereof) [10]. If a property is a safety
property or a liveness property then different techniques can be used to prove whether
some target system obeys that property. It also helps in designing the requirements
of the target system. For our purposes we shall see that formal properties of behavior
properties depict what kind of capabilities a controller requires [59].

Safety properties are generally regarded as those properties that state that nothing
bad ever happens. An informal example safety property would be ‘the agent should
always back up immediately after a save’. Hence if such a property is violated in a
word α ∈ A∗, then for an extended word αα′, α′ ∈ A∞, it must be the case that the
property is also violated for that word. This precisely classifies safety properties [87]:
A property P is a safety property if, and only if, for each word α ∈ A∗ if α 6∈ P then
for each other word α′ ∈ A∞ : αα′ 6∈ P .

Liveness properties are generally regarded as those properties that state that some-
thing good eventually happens. For instance, ‘the agent should eventually write’ is
an informal liveness property. However, regarding infinite words it might also include
properties such as ‘the agent will always eventually write’. If a word is in a liveness
property, then each of its extensions must be in the property. Also, every word that
is not in a liveness property can be extended such that it does obey the property (by
adding the ‘good thing’ to the word). This precisely classifies liveness properties [11]:
A property P is a liveness property if, and only if, for each word α ∈ A∗ there is a
word α′ ∈ A∞ such that αα′ ∈ P .

Hence with safety and liveness one usually describes the constraints (no illegal
sequences of actions) and the goals (some particular goal sequence of actions must be
executed at some point) of a system. Agents typically are designed to run indefinitely,
and multi-agent systems are the kind of target systems that we want to control.
Therefore, we assume that a target system may run indefinitely. Hence for a runtime
controller it is unknown when the word that describes the target system’s behavior
ends. To determine whether the target system is producing a correct word given
a safety property is relatively straightforward in such a setting. The controller can
monitor whether something illegal occurred and then perform some measure to ‘fix’
the target system’s behavior. We will go more into such measures in the rest of this
chapter. However, for liveness properties this is not so clear. It might be the case
that the ‘good thing’ never happens, in which case the controller indefinitely does not
know whether the target behavior is in the property.

Falcone et al. [59] utilize a different classification of properties in order to get a
firmer grasp on what is, and what is not, controllable behavior for different capa-

80



5.4 ENFORCEMENT OF PROPERTIES

5

bilities of controllers. They turn to the safety-progress classification as proposed by
Chang et al. [38]. In the next section we refer back to the safety-progress classification
when we talk about different definitions that specify that a target system’s behavior
is altered in such a way that it satisfies some given property. This classification de-
scribes a hierarchy of property sets. These sets are the safety, guarantee, persistence,
response, obligation and reactivity properties. Reactivity strictly contains persistence
and response. Persistence and response strictly contain obligation. Obligation strictly
contains safety and guarantee. Originally this classification is over infinitary proper-
ties, but it is straightforwardly extensible to finitary properties. The informal reading
of these sets is as follows:

• A safety property states that something bad never happens. (e.g., the agent
never writes)

• A guarantee property states that something good happens at least once. (e.g.,
the agent will write at some point)

• A persistence property states that eventually something bad never happens
(again). (e.g., the agent will at some point never write)

• A response property states that something good happens infinitely often. (e.g.,
the agent will always write sometime in the future)

• An obligation property is a Boolean combination of safety and guarantee prop-
erties. (e.g., the agent will never write and it will make a backup at some
point)

• A reactivity property is a Boolean combination of persistence and response
properties. (e.g., the agent will at some point never write or it will always make
a backup at some point in the future)

This classification is depicted in Figure 5.1. In the next section we discuss the
enforcement of properties. The figure shows already which classes of properties can
and cannot be enforced by the techniques that are discussed in this chapter.

5.4 Enforcement of Properties

So far we only mentioned what a property is and that a controller should alter the
behavior of the target system such that it fulfills some property. The process of
altering behavior to ensure property fulfillment is called enforcement. Given a word
from the target system, a controller enforces a property by reviewing the word from left
to right and producing an output word that satisfies the property. This corresponds
with the incremental reveal of the word at runtime. It can be the case that the
controller introduces new actions into a word that a target system would not introduce
by itself. We assume that a controller works deterministically, i.e. it is a mapping
from words to words. We further assume that a controller never infinitely inserts new
actions between revising two actions. The intuition behind this is that a controller
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Figure 5.1: The safety-progress classification. Arrows indicate superset relations, e.g., the
class of obligation properties is a superset of the class of safety properties. The reactivity and
persistance class are not enforceable. Also note that all non-safety properties are considered
to be progress properties.

should process a newly revealed action in a finite amount of time, so that the target
system may produce the next action.

Our model is for runtime controllers without look-ahead or knowledge of the target
system. As such, a controller must decide upon the reveal of an action what action
or actions it appends to the output. It is therefore not possible that upon reading
some word α ∈ A∗ a controller outputs a word α′ ∈ A∗, and that upon reading a
word αα′′ ∈ A∞ that the output does not have α′ as a prefix. This is captured by
the formal definition below.

Definition 5.2 (Controller, c): A controller is given by a function c : A∞ → A∞
such that:

1. if α ∈ A∗ then c(α) ∈ A∗, and

2. if α′ � α then c(α′) � c(α) for all α ∈ A∞ and α′ ∈ A∗.

Example 5.3 (Ex. 5.2 Cont.: Controller): Let c be a controller over A.
Furthermore, among possible other rules, the controller c inserts a save action
after each write action. E.g. consider the word α = rwr. This word is revised as
c(α) = α′ = rwsr. This implies that given α′′ = rwrs it cannot be the case that
c(α′′) = α′′, because α � α′′ but c(α) 6� c(α′′) (i.e. rwsr 6� rwrs). Intuitively,
when c reviews the word rwr it enforces a save action. Then, it proceeds to read s
and cannot retract the inserted save action. The action has already been executed.
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To grasp the intuition behind a controller, it may help to consider the word that
the controller is reviewing as a stream of action requests for which it must decide
whether the requests are granted, suppressed or expanded with another action.
Once the controller makes a decision (and it must do so immediately upon receive
a request), it cannot revisit that decision later on.

In the following, we assume, unless stated otherwise, that a property P ⊆ A∞, a
controller c, and a word α ∈ A∞ are given.

We did not specify how a controller should rewrite functions given a property.
The reason is that we can distinguish different intuitions of what the enforcement of
a property might mean. We follow the line of Ligatti et al. [90] and concern ourselves
with three notions of property enforcement. The most basic type of enforcement only
concerns the intended purpose of a controller, which is that it revises all words from
A∞ such that the revisions satisfy some desired property P (i.e. c(α) ∈ P for all
α ∈ A∞). This intuition is called soundness and enforcement that is only constrained
by soundness is called conservative enforcement.

Definition 5.3 (Conservative Enforcement [90]): A controller c conservatively
enforces a property P ⊆ A∞ iff ∀α ∈ A∞ : c(α) ∈ P .

Example 5.4 (Ex. 5.3 Cont.: Conservative Enforcement): Let c be a con-
troller that conservatively enforces P from Example 5.1, which is the property
where a save action is executed between any two write actions. One way to
achieve this revision is to simply revise any occurrence of the write action w
in a word α ∈ A∞ into the word sw. I.e. the controller might be defined as:
c(α) = α..i · s · αi+1.. for each i ∈ [1, |α|] (or i ∈ [1,∞) if α ∈ Aω) where α[i] = w.

If a controller is conservatively enforcing some property, then it still might be not
quite what we have in mind. In particular, a trivial way to achieve soundness is to
revise any word to the empty word. Because the empty word is contained in every
property. But also Example 5.4 showed a controller that revises correct words to
syntactically different words (e.g., it rewrites wsrw to swsrsw). This is something
that is often frowned upon; a controller should not interfere with a word if it is
correct. Hence, we want a controller to not only ensure correct behavior, but also
to be transparent in the sense that the target system’s behavior is not meaningfully
altered if there is no violation of the property [59]. In other words, if a word already
satisfies the property, then it should remain unchanged or at least be revised to a
similar word with respect to ∼. Otherwise the word is mapped to its longest prefix
satisfying the property.

Definition 5.4 (Longest Correct Prefix): The longest correct prefix of α ∈ A∞
with respect to a property P is α′ ∈ P such that α′ � α and for all α′′ ∈ A∞ with
α′ ≺ α′′ � α it holds that α′′ 6∈ P .

A word may not have a longest correct prefix given a property. Consider an infinite
word α in which some action a does not occur. Next, let P be a property such that
every finite word occurs in P and those infinite words where at some point a always
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holds (note that this is a persistence property). There is no finite prefix of α that
does not satisfy the property P . Hence, there is also no longest prefix such that all
longer prefixes do not satisfy P . Even though α itself violates the property.

Next we recall the definition of precise enforcement from Ligatti et al. [90]. Con-
trollers that precisely enforce a property are sound, plus they output revealed actions,
without alteration, until the property is violated. This type of enforcement is ideal for
situations where the controller must decide upon reading an action whether to halt
the system or to allow the action. Such controllers have been extensively analyzed by
Schneider [115].

Definition 5.5 (Precise Enforcement [90]): A controller c precisely enforces P
if, and only if, for all α ∈ A∞ the following holds:

1. c(α) ∈ P and
2. if α ∈ P then for all α′ ∈ A∞ with α′ � α it holds that c(α′) = α′.

Example 5.5 (Ex. 5.3 Cont.: Precise Enforcement): Let P be again the
property that contains all words where between each two write actions there is a
save action. Let c be the controller that revises a word α ∈ A∞ as follows: let
i ∈ [1, |α|] (or i ∈ [1,∞) if α ∈ Aω) be the lowest index such that α[i] = w and
there is an index j ∈ [1, i − 1] such that α[j] = w and for all k ∈ [j, i] : α[k] 6= s,
c(α) = α..i−1 if such an i exists and c(α) = α otherwise. That is, if the agent tries
to write without performing a save since the last write action, then c will suppress
the write action as well as all subsequent actions. c precisely enforces P .

Not each property can be precisely enforced. It is well known that exactly the
class of safety properties from the safety-progress classification from Chang et al. [38]
can be precisely enforced [90]. We observe that if a controller c precisely enforces a
property P then it will revise any word α ∈ A∞ to its longest correct prefix with
respect to P . Note that this type of enforcement is transparent on a syntactical level
(i.e., no syntactical change is made to the word if it is not violating the property).

It might be the case, however, that a controller withholds or inserts some actions
upon revising a word without changing its semantic meaning. For those types of
controllers the notion of effective enforcement has been introduced [90]. A controller
that effectively enforces some property will rewrite any correct word to a similar word
according to ∼.

Definition 5.6 (Effective Enforcement, [90]): A controller c effectively enforces
a property P with respect to ∼ iff for all α ∈ A∞ it holds that:

1. c(α) ∈ P and
2. if α ∈ P then α ∼ c(α).

Example 5.6 (Ex. 5.3 Cont.: Effective Enforcement): Let P again be the
property where in between each two write actions a save action occurs. Further-
more, let us assume that saving more than twice between write actions does not
semantically alter a word according to ∼. Let c be a controller such that for a
given word any second or later occurrence of w is revised to sw (i.e. a save is
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forced before each write action after the first). Then, c effectively enforces P with
respect to ∼. Note that if we would take equality = as the similarity relation, then
c would neither precisely enforce P nor would it effectively enforce P with respect
to =, though c would be sound.

Note that effective enforcement with respect to some property by a controller c
does not require that all prefixes of correct words are rewritten by c to themselves
as it was the case for precise enforcement. Note that if c precisely enforces P , then
it also effectively enforces P up to any similarity relation. If c effectively enforces a
safety property P with respect to =, then it also precisely enforces P . It is well known
that only the class of response properties from the safety-progress classification from
Chang et al. [38] can be effectively enforced [59]. These are the properties where each
word that does not satisfy the property has a longest correct prefix for that property.
To get an intuition about this, consider the property that states that ‘the agent will
eventually only read, or the system halts’. Given an infinite word α where the agent
never stops writing, saving or backing up, all prefixes are correct prefixes, and hence
no longest correct prefix exists. Therefore, the controller cannot but allow all the
actions that it is reviewing, which means that α will be rewritten to itself, which
makes such a controller not sound.

5.5 Norms

In Section 3.6 we discussed norms and how their violations might be detected through
runtime (decentralized) monitoring. To summarize, norms are a means to specify de-
sirable behavior. We can see that for different norm models, such as counts-as and
sanction rule structures and temporal conditionalized obligations and prohibitions, a
norm can be violated multiple times in a word. For instance norms that are repre-
sented as conditional obligations with deadlines (cf. [33, 7]) are violated each time
that the deadline occurs and the obligation has not been satisfied since the last time
the condition held. We can imagine other ways to model norms, but whichever model
we choose, it must be possible to detect a norm violation in a word after an arbitrary
but finite number of steps. Otherwise a violation cannot be detected by a runtime
mechanism. Hence it must be possible for a norm model to capture it using a set of
finite words, such that these words contain the norm’s violation at the final action
(i.e., the final action is the deadline of a conditionalized obligation which has been
triggered earlier, or a prohibited action). Just as with properties, this set must not
be able to distinguish between similar words according to the similarity relation ∼.

Properties as discussed in this chapter also specify desirable behavior. For an
arbitrary norm, let V ⊆ A∗ be the set of finite words, which is closed under ∼,
such that the norm is considered to be violated because of the final action. As with
properties we assume that a norm cannot be violated if no action has been executed,
hence ε 6∈ V . We know that A∞ \ V can specify a property because it is closed
under ∼ (in turn, because V is closed under ∼) and we know that ε ∈ P . One
way to prevent violations is to make a controller that soundly enforces the property
P = A∞ \ V . This particular manner of preventing norm violations is related to
regimentation in normative systems literature. When a norm is about to be violated,
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then the controller halts the system if the norm is regimented. Example programming
frameworks that support regimentation are S-Moise+ [75], 2OPL [46] and NPL [73].

However, only considering regimentation would not do the field of normative sys-
tems justice. A key concept alongside regimentation is that of sanctioning. With
sanctioning a sanction is executed whenever a norm is violated. Example proposals
for sanctioning controllers can be found in for instance [46, 73]. This type of norm
enforcement is not supported by the property enforcement concepts that we see in
property enforcement literature. Because with sanctioning we do not want to exclude
any words that contain norm violations, but exclude any words where norm violations
are not sanctioned. In particular, if a norm is violated, then the word is revised to
include the sanction right after the violation. Hence, in contrast to the transparency
principle of property enforcement, we do want to change the semantical meaning of
words, other than output a longest correct prefix. We assume a global and fixed set
of actions S ⊆ A that can be used as sanctions. For clarity throughout the formal re-
sults in this chapter we define and assume normative similarity. Normative similarity
is the same as identity, except that the consecutive execution of the same sanction is
similar to having the sanction executed once.

Definition 5.7 (Normative Similarity, ∼S): Let α1, α2 ∈ A∞ be two words. α1

is similar to α2 with respect to the the set of sanction actions S, notated as α ∼S α′
iff α′1 = α′2, where α′i is αi such that any subwords that consist solely of the same
sanction are replaced by a single occurrence of that sanction.

As mentioned earlier, for runtime control it is required that the violation of a
norm should be detectable after a finite number of actions. We therefore represent
all violations of a norm as a set of words such that a violation occurs necessarily at
the last action of those words, but possibly also earlier. A norm itself is represented
as a tuple that contains the violations of the norm and the sanction that should be
applied after a violation occurs, in case the norm’s violations should be sanctioned. A
sanction cannot take away a violation of the norm, or cause it. Therefore the following
constraints hold for the set of violations of a norm (which correspond to the bullets
in the definition of norms):

• Violations are closed under normative similarity.

• An action must be executed to cause violation.

• A sanction cannot cause a violation, i.e. a sanction cannot be the last action of
a violation word.

• A violation word that contains a sanction is also a violation word if that sanction
is removed.

• A violation that contains no sanction, is still a violation if a sanction is added
somewhere other than the end.

Note that the definition of norms does not specify whether a norm should be
enforced through regimentation or sanctioning. If it is decided that a norm is to be
enforced through regimentation, then the sanction will be ignored by the regimenting
controller, as formally defined in the next section.
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Definition 5.8 (Norm, n): A norm is represented as a tuple n = (V, σ) where
V ⊆ A∗ is the set of violations and σ ∈ S is a sanction. A word α ∈ A∗ is a violation
of n iff α ∈ V . Moreover, for each α ∈ A∗, α is said to violate n if there is a prefix
α′ � α that is a violation of n. Furthermore:

• V is closed under ∼S , and

• ε 6∈ V , and

• α[|α|] 6∈ S, for all α ∈ V , and

• If α = α..i−1s
′αi+1.. ∈ V for some s′ ∈ S then α..i−1αi+1.. ∈ V , and

• If α ∈ V then α..is
′αi+1.. ∈ V for each i ∈ [1, |α| − 1], s′ ∈ S.

Example 5.7 (Ex. 5.6 Cont.: Norm): We expand our scenario with an extra
action u (undo) which reverts the last action only. If multiple undo actions are
performed in sequence, then this is similar to one undo action according to ∼.
E.g. rwbuus ∼ rwbus. The set of sanctions for our scenario is S = {u}. We
assume that the agent will not by itself execute u. Consider a norm that says
that the agent has to save between writes, and the sanction of which is the undo
action. The set V ⊆ A∗ contains all words α ∈ A∗ such that the final action is
a write action and no save action has occurred since the last write action. By
this definition wswrw is a norm violation since it ends with a write action that
was not preceeded by a save since the last write action. The norm is specified
by n = (V, u). In Definition 5.8 we defined that a word violates a norm if it is a
violation or if it contains a violation. The word α = wswrws violates n, because
the prefix wswrw of α is a violation of n. However, α itself is not a violation of n
because w 6∈ V . Therefore a word does not itself need to be a violation in order
to violate a norm, but it must contain a violation as a prefix in order to violate a
norm.

We stress that given our representation of norm violations, and as highlighted in
the last example, each norm violation is a word that violates the norm, but not every
violating word is a norm violation. Next we need to define what it means for a word
to be compliant with a norm, i.e. whether the norm is properly enforced through
either regimentation or sanctioning. This is the case if the word does not violate the
norm, or if each norm violation is immediately followed by the norm’s sanction.

Definition 5.9 (Compliant Words, Pn): Let n = (V, σ) be a norm. The set of n-
compliant words Pn ⊆ A∞ is the set of words α ∈ A∞ such that α 6∈ V or α[i+1] = σ
for all i ∈ [1, |α| − 1] (or i ∈ [1,∞) if α ∈ Aω) where α..i ∈ V .

Example 5.8 (Ex. 5.7 Cont.: Compliant Words): We continue with the
norm from the previous example. The n-compliant words Pn are those that do
not violate n, such as wswrsws, or those where the sanction is applied after each
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violation, such as wswrwus. Note that the word wswrwus still violates n, but
afterwards the violating write action was made undone.

Note that aside from words with correctly sanctioned violations, Pn also includes
all words α ∈ A∞ that do not violate a norm n. For a norm n = (V, σ) the set of
compliant words Pn is a property. Because ε 6∈ V it must be that ε ∈ Pn. Also, Pn is
closed under ∼S . If this was not the case, then there would be two words α, α′ ∈ A∞
such that α ∼S α′, α ∈ Pn and α′ 6∈ Pn. That implies that α can become compliant
(or α′ non compliant) by only duplicating sanctions, or removing duplicate sanctions,
which in either case is not possible.

5.5.1 Regimenting Controller
We shall now look at what it means for a controller to be regimenting or sanctioning
for a norm. A regimenting controller for a norm prevents norm violations. Such a
controller halts the system execution if it is about to violate a norm.

Definition 5.10 (Regimenting Controller): Let n be a norm and c be a controller.
c is a regimenting controller for n iff for all α ∈ A∞ it holds that c(α) = α′ where α′

is the longest prefix of α that does not violate n.

Example 5.9 (Ex. 5.7 Cont.: Regimenting Controller): Let cr be a regi-
menting controller for the norm n from Example 5.7. We can have for example
that cr(wswrws) = wswr. The norm’s violation is prevented by blocking further
execution when the norm is about to be violated by the third write action. Recall
that we assumed that the agent would not execute a sanction by itself, but hy-
pothetically the word wswrwus would be rewritten as c(wswrwus) = wswr. I.e.
though the word is compliant, it still is truncated to the point where no violation
occurs. Because at runtime the controller, upon reading the violating write action,
does not at that point see that u follows, hence it stops execution to prevent the
norm violation from occurring.

We shall now establish a connection between regimenting controllers and precise
enforcement. Recall that for a norm n the set of n-compliant words Pn is not in
general a safety property. Hence precisely enforcing Pn is not in general possible.
Consider the norm n = (V, u) from Example 5.7 and the word ww. As ww contains
an unsanctioned violation it is not in Pn. However, wwu is in Pn, as all violations are
properly sanctioned. Hence, an incorrect word might be extended to a correct one
showing that Pn is not a safety property. The subset of Pn that contains no norm
violations is however always a safety property.

Proposition 5.1: Let n be a norm and P ⊆ Pn be the set of all words not violating
n. Then, P is a safety property.

Proof. If a word α ∈ A∗ violates n, then there is a prefix α′ � α such that α′ ∈ V .
It is impossible to created an extension α′′ of α such that α′ is not a prefix of α′′.
Therefore, any extension of α would be violating the norm n as well and hence not
be in P .

88



5.5 NORMS

5

A controller is a regimenting controller for a norm if, and only if, it precisely
enforces the property that contains all words without norm violations.

Proposition 5.2: Let c be a controller, n = (V, σ) be a norm and P ⊆ Pn be the set
of all words not violating n. Then, c is a regimenting controller for n iff c precisely
enforces P .

Proof. Let α ∈ A∞ be an arbitrary word. By definition c can only revise a word α
to its longest prefix α′ � α that contains no violation of n. As α′ has no violations
of n we have that α′ ∈ P , hence ∀α ∈ A∞ : c(α) ∈ P , which is required for precise
enforcement. If α ∈ P then all prefixes of α are in P . If a word contains no norm
violations then it is its own longest correct prefix given P , and hence is mapped to
itself by c. This holds for all prefixes of α, therefore: for all α′ ∈ A∞ with α′ � α it
holds that c(α′) = α′.

For the other direction, if c precisely enforces P then each word in P is mapped
to itself, and hence is its own longest correct prefix. If a word is not in P then it
is rewritten to its longest correct prefix, which in this case is the longest prefix such
that n is not violated. This matches the definition of a regimenting controller.

5.5.2 Sanctioning Controller

A sanctioning controller for a norm revises a word by inserting a sanction after each
violation of the norm. Hence it will make any word a norm compliant one. The
following definition defines this. Note that inserting the sanction causes the revised
word to be longer and we therefore have to consider shifted indices in the revised
word. For example, assume we have the word α = a1a2a3, the violations a1 and a1a2

and the sanction σ. The sanction is inserted after a1 and a2 in α by a sanctioning
controller. Hence then the result of revising α would be α′ = a1, σ, a2, σ, a3. The
index of a3 in the revised word is the index of a3 in α plus the number of violations
that occurred before a3, since that is how many sanctions were inserted and hence
how many indices a3 got shifted. Similarly, the sanction of violation a1a2 is at the
index of a2 plus one (since the sanction is inserted after the violation) plus the number
of violations that occurred before a1a2 (in this case one, since a1 is a violation on its
own). The following definition defines these revisions for the general case.

Definition 5.11 (Sanctioning Controller): Let n = (V, σ) be a norm and c be
a controller. c is a sanctioning controller for n iff for all α ∈ A∞ it holds that
c(α)[i + 1 + x] = σ for each i ∈ [1, |α|] (or i ∈ [1,∞) if α ∈ Aω) such that α..i ∈ V
and x is the number of violations before i, and c(α)[j + x] = α[j] for each j ∈ [1, |α|]
(or j ∈ [1,∞) if α ∈ Aω) such that α..j 6∈ V and x is the number of violations before
j.

Example 5.10 (Ex. 5.7 Cont.: Sanctioning Controller): Let n be the norm
from Example 5.7 and cs be a sanctioning controller for n. A revision of cs is
cs(wswrws) = wswrwus. The norm’s violation is sanctioned by undoing the last
write action when the violation occurred.

89



CONTROL 5.6

We shall now establish the connection between sanctioning controllers and effective
enforcement. Note first that a controller that effectively enforces Pn for some norm
n is not necessarily a sanctioning controller. If c effectively enforces Pn then it is
allowed that for a word α 6∈ Pn it holds that c(α) = α′ where α′ is the longest correct
prefix of α in Pn. However, the definition of sanctioning controllers requires that the
controller injects sanctions which c does not do.

A sanctioning controller can possibly duplicate sanctions if they already occur in
an input word. If a norm n has a sanction σ which may be duplicated in any word in
which σ occurs without changing the word in a meaningful way with respect to ∼S ,
then a sanctioning controller for a norm n effectively enforces Pn.

Proposition 5.3: If c is a sanctioning controller for a norm n, then c effectively
enforces Pn.

Proof. Let α ∈ A∞ be an arbitrary word and c(α) = α′. The definition of a sanc-
tioning controller ensures that each violation in α is followed by σ. Hence, for all
α ∈ A∞ it holds that c(α) ∈ Pn; the first constraint of effective enforcement. Second,
if α ∈ Pn then any occurring violation of n in α is already followed by a sanction.
This sanction may be duplicated by c. But the duplication of a sanction was assumed
to not change the word in a meaningful way with respect to ∼S . Hence for all α ∈ Pn
we have that c(α) ∼S α; the second constraint of effective enforcement.

5.6 Controller Automata

We modeled controllers as mappings from words to words. We now turn to automaton-
based models of controllers, called controller automata. These automata are a more
detailed model of controllers that allows us in Section 5.7 to specify how controllers
can be combined into collaborative controllers. There have been several works on au-
tomata based controllers for discrete event systems [110, 91, 115, 65, 59]. In particular
of interest to us are the automata that are described by Ligatti et al. [90], which in
turn are inspired by work initiated by Schneider in [115] and have been an inspiration
for the ‘enforcement monitors’ from Falcone et al. [59]. These automata have been
investigated for their connection to the different property enforcement types that we
mentioned in Section 5.4.

5.6.1 Automaton-Based Controllers

Automaton-based controllers are labeled transitions systems where upon reading an
action the automaton can make a transition to a new state whilst performing some
revision of the action. These revisions are either to allow the action, suppress it, or
insert a sequence of actions before it. Depending on the type of revisions that the
automaton can make it can manage the enforcement of different properties [90, 22, 59].
Ligatti et al. [90] identify the following types of controllers:

• Truncation automaton. These enforcers can halt a system at any time. These
automata are similar to security automata that Schneider discusses in [115].
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• Suppression automaton. These may halt a system at any time, or suppress
actions.

• Insertion automaton. These automata can halt the system or insert actions.

• Edit automata. These automata can halt the system, suppress actions, and
insert actions.

Regarding norms we may use a truncation or suppression automaton to imple-
ment regimentation. Intuitively, if an action will result in the violation of a norm,
then we can suppress it and all subsequent actions (or simply halt the system) to
achieve regimentation. For sanctioning we require an insertion automaton in terms
of revision capabilities. Intuitively, when a sanctioning controller sees an action that
causes a violation, it inserts the sanction after the action. A technical mismatch oc-
curs however, because insertion can only be done before the action that an insertion
automaton is reading. With an edit automaton one might still achieve the intended
result. Assume we want to replace any occurrence of an action a by ab. Upon reading
a, but before its execution, we first insert a ‘copy’ of a, then we insert b, and finally
suppress the a that was read.

5.6.2 Model and Operational Semantics

In the following we introduce controller automata which offer a formal tool to imple-
ment controllers. A controller automaton is essentially the same as an edit automaton
introduced by Ligatti et al. [90]. The difference is of a syntactic rather than conceptual
nature: they are equally expressive. Following the spirit of edit automata, controller
automata are also labeled transition systems where the input alphabet is the set of
target system actions A. Such an automaton makes a transition from one state to
another state by reviewing an action and performing a revision. A revision is given
by a/X where a ∈ A∪{ε} is an output action (or the empty word) to which an input
action is revised and X ∈ {A, I, S, L} is the name of the revision operation, where A
stands for allow, I for insert, S for suppress and L for loop.

Suppose some controller automaton is given the input word α = a1a2 . . . ak. It
reviews the input from left to right starting at a1. Then upon reviewing ai, 1 ∈
{1, ..., k} if the selected revision is ai/A, then this is read as “ai is allowed, continue
with αi+1..”, ε/S is read as “ai is suppressed, continue with αi+1..”, a′/I is read
as “a′ is inserted in the output word, keep reviewing αi..”, and ε/L is read as “do
nothing, keep reviewing αi..”. The minor difference to edit automata is that we
allow the controller automata to make a loop (as first class citizen in the revision
set). Such a loop causes the controller to do nothing: it does not allow/suppress, nor
insert an action, nor move on to the next action. Clearly the loop revision does not
alter in any way the rewriting capabilities of the automaton, and hence it is equally
expressive as an edit automaton. We require the loop revision for the collaborative
setting in the next section. We also omit the “halt” revision present in edit automata.
A halt operation can be modeled by a special sink state that suppresses any action
with a reflexive transition. We recall the definition of edit automata [90] with minor
adjustments required for our setting. We require that upon reading an action that the
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controller automaton makes a finite number of transitions before the action is either
suppressed or allowed. This is a realistic assumption as a controller is supposed to be
a corrective force, rather than taking over the full execution of a system.

Definition 5.12 (Controller Automaton, l): A controller automaton is a tuple
l = (A, Q, q0, δ) consisting of an input alphabet A, a countable set of (control) states
Q, an initial state q0 ∈ Q and a transition function δ : Q × A → E × Q where E =
{a/X|a ∈ A, X ∈ {A, I}}∪ {ε/S} is the set of revisions. For every a ∈ A and q ∈ Q:
if δ(q, a) = (a′/A, q′), then a = a′. Moreover, we require that there is no infinite
sequence of control states q1q2, . . . such that δ(q1, a) = (α/I, q2), δ(q2, a) = (α′/I, q3),
etc.

In the following we assume, unless stated otherwise, that a controller l = (A, Q, q0, δ)
is given. The operational semantics describes how the automaton behaves on an input
word.

Definition 5.13 (Operational Semantics): A configuration of l is a tuple (α, q) ∈
A∞ ×Q where α represents the input word that remains to be reviewed and q is the
current control state. The operational semantics is defined by the following transition
rule:

δ(q, a) = (r, q′)

(aα, q)
r−→l (α′, q′)

(Controller Transition)

where α′ = α if r = a/A or r = ε/S, otherwise α′ = aα. We write ctrll(α) =

α1α2 . . . αk iff l can make the transitions (α, q0)
α1/X1−−−−→l (α′, q1)

α2/X2−−−−→l . . .
αk/Xk−−−−→l

(ε, qk). Often, we also identify ctrll with l.

We note that the operational semantics of a controller automaton is easily exten-
sible to the input of infinite words. If the input word is infinite then ε will never be
reached as input. In that case ctrll(α) = α1α2 . . . is the infinite concatenation of the
words in the labels of transitions that are made by the automaton.

A transition (aα, q)
r−→l (α′, q′) represents that in state q, when action a is being

reviewed, a transition to state q′ takes place whilst revision r is executed, and the
automaton continues reviewing the input α′. Note that for each α ∈ A∞ there is
exactly one possible output word provided by ctrll(α).

Proposition 5.4: For every controller automaton l, we have that ctrll : A∞ → A∞
is a controller.

Proof. Recall from Definition 5.2 that “a controller is given by a function c : A∞ →
A∞ such that (1) if α ∈ A∗ then c(α) ∈ A∗ and (2) if α′ � α then c(α′) � c(α) for all
α ∈ A∞, α′ ∈ A∗.” From the definition and operational semantics of controller au-
tomata these conditions are fulfilled straightforwardly. We demanded that no infinite
number of actions can be inserted after reading an action. This ensures that given a
finite input word the output is also finite, hence fulfilling condition (1). Second, due
to the deterministic nature of the automaton it must be the case that if after reading
a word w the word w′ is the output, that then w′ is a prefix of the output word given
an extension of w.
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Figure 5.2: Top: controller automaton implementing cr from Example 5.9, bottom: con-

troller automaton implementing cs from Example 5.10. A transition from q
a:α/X−−−−→ q′ indi-

cates that upon reviewing action a in state q the controller transitions to q′ whilst executing
revision α/X.

Given this result we will also say that “l enforces. . . ” when meaning that “ctrll
enforces. . . ”, etc.

Example 5.11 (Ex. 5.9, 5.10 Cont.: Controller Automata): In Figure 5.2
two example controller automata lr (top) ls (bottom) are shown. We have that
ctrllr and ctrlls are the controllers cr and cs from Examples 5.9 and 5.10, respec-
tively. According to definition 5.12 states q2 and q3 in the automaton ls should
have transitions for each action. We omitted some because a transition that inserts
an action upon reviewing w will not consume w, hence the next transition must
be triggered by w again. We also omitted transitions for u as we assume that the
target system will not produce this action.

Consider lr and the word ww. We defined cr and cs such that they enforce
the norm that a save has to occur between any two writes. Hence the word ww
is a violation of this norm, but w is not. Regimentation truncates a word such
that given a word that violates a norm the output is the longest prefix that does
not violate the norm. Hence, cr, which is a regimenting controller, rewrites ww
as follows: cr(ww) = w. Given the word ww, lr has as an initial runtime con-
figuration (q0, ww). The first action results in a transition towards q1 whilst the
action is allowed. Hence the second configuration is (q1, w). The second transi-
tion goes towards q2 and suppresses the second write. Hence the transitions are
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(q0, ww)
w/A−−−→lr (q1, w)

ε/S−−→lr (q2, ε), and the output is w. Note that suppressing
an action and going to state q2 equals halting the target system.

Consider ls and the word ww. We already established that cs(ww) = wwu,
and shall show that this is also what ls does. Upon initialization the controller
will have the configuration (q0, ww). Then, upon reading w it makes a transition
to q1 whilst execution the revision w/A, meaning that w is allowed as output.
The next configuration then becomes (q1, w). The next transition that ls can
make upon reading w is to q2 whilst inserting w. This means that w is not
consumed from the input word. I.e. the next configuration becomes (q2, w). The
controller automaton does not output ww yet as it is not yet finished with reading
w. The next transition insert u and still does not consume w, which makes the
next configuration (q3, w). Then, the transition that follows is back to q0, whilst
performing ε/S, which suppresses the w action, and the new configuration becomes
(q0, ε). Also, because w is now fully read, the output is wu from reading w, which
appended to the earlier allow revision of the first write action makes the final
output wwu, as intended. In summary, upon reading ww, the transitions are

(q0, ww)
w/A−−−→ls (q1, w)

w/I−−→ls (q2, w)
u/I−−→ls (q3, w)

ε/S−−→ls (q0, ε), and the output
is wwu.

The connection between regimenting and sanctioning controllers for norms and
controller automata is that any regimenting or sanctioning controller can be imple-
mented by a controller automaton.

Proposition 5.5: Let n be a norm and controller c be a regimenting or sanctioning
controller for n. Then, there is a controller automaton l such that ctrll = c.

Proof. Recall from Proposition 5.2 that a regimenting controller for a norm n is also
a controller that precisely enforces the set of words P ⊆ Pn such that P are all words
that do not violate n. A controller automaton is as expressive as an edit automaton.
For edit automata it is shown that they can specify precisely enforcing controllers [90].
Therefore a regimenting controller for P can be implemented by an edit automaton
and hence by a controller automaton.

A controller automaton l = (A, Q, q0, δ) such that ctrll = c for a sanctioning
controller c for n = (V, σ) can be constructed as follows: (1) for each word α ∈ A∗
assign a new state q in Q and for ε that state is q0, (2) for each action a ∈ S and
word α ∈ A∗ let q and q′ be the states belonging to α and αa respectively, define
δ(q, a) = (a/A, q′) if αa 6∈ V , otherwise make two new states q1, q2, add them to Q,
and define: δ(q, a) = (a/I, q1), δ(q1, a) = (σ/I, q2), δ(q2, a) = (ε/S, q′). Note that by
this construction Q is countably infinite.

5.6.3 Controllers for Multiple Norms

In most normative systems there are multiple norms that the designer wants to en-
force. Often norms are grouped together and put in to controlling entities such as
different institutions, (e.g. [96, 46, 74, 53, 57]). It is possible with our approach to
model a controller that enforces multiple norms. First we note that the sanction of
the norm is an abstraction of a sanction procedure when that norm is violated. For
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instance for a traffic scenario we may have a norm where all violating traces are those
where an agent is speeding, and the sanction action is an abstract representation of
the procedure that determines a fine for the agent. Hence if we have for instance two
norms (V1, σ1) and (V2, σ2) then a new norm (V1 ∪ V2, σ1 · σ2) can be made, where
σ1 · σ2 is a new sanction symbol which models sanction procedure such that if a vio-
lation occurs from V1 then σ1 is executed and if a violation occurs from V2 then σ2 is
executed. The two norms can be two different speeding laws for two different velocity
values where each value has a different fine attached to it. The combined sanction
procedure can then pick the appropriate sanction given the velocity of a vehicle. We
may then proceed to define a controller that enforces this new norm. What is not
possible however, is to construct one controller that is a sanctioning controller for
some norms and a regimenting controllers for others. If a controller is a regiment-
ing controller for some norm, then by definition it will not insert actions during the
revision of a word. Hence, if the same controller is also a sanctioning controller for
another norm, then the insertion of the sanction would make the definition of a reg-
imenting controller not apply to the controller. We can, however, still construct a
meaningful combined controller that is the result of a combination of regimentation
and sanctioning. In that case we want a controller such that all the regimented norms
are not violated, and all the occurring violations of sanctioned norms are followed
by the appropriate sanctions. Such a combined controller may achieve the intended
result of norm enforcement of a set of norms, even though the combined controller
may strictly speaking not be a regimenting or sanctioning controller for any of those
norms. The rest of this section is about such combined controllers.

Let cr be a regimenting controller1 for a norm n1 = (V1, σ1) and cs be a sanctioning
controller for a norm n2 = (V2, σ2). If we apply these controllers consecutively on a
word then no violations of n1 will be part of the output and any violations of n2 are
sanctioned, i.e. for each word α ∈ A∗ we have that cs(cr(α)) ∈ P ∩ Pn2 , where P are
all words where n1 is not violated. Intuitively, any input that cr gives to cs contains
no norm violations of n1, and the only thing that cs may do is insert sanctions after
any remaining violations of n2, which may not cause a violation of n1 (due to our
constraints on the definitions of norms).

We can combine automata models of the regimenting and sanctioning controller
into a new controller automaton that models the consecutive application of the au-
tomata. Let controller automata lr and ls be the controller automata for cr and cs,
respectively. We call the controller automaton model of the consecutive application
of the two automata lrs. As the state space for crs we take the Cartesian product of
the states from cr and cs. We assume that a controller automaton for a regimenting
controller only uses allow and suppress transitions and a controller automaton that
inserts a sanction does this by first inserting the next action, then the sanction and
finally suppresses the next action. Then, upon suppressing one action, lr will remain
suppressing all the other actions. If it does not suppress the action, i.e. allow it, then
controller automaton ls sees that action. If that action causes a violation for norm

1Recall that a controller can be regimenting or sanctioning for a norm. The specification of a
sanction is part of a norm specification since whether it is regimented or sanctioned is independent
of the norm itself. A regimenting controller ignores the sanction part of the norm’s specification,
though.
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n2, then σ2 will be inserted after the next action. Otherwise, ls will also allow the
action.

Given a state qrs = (qr, qs) of lrs and an action a we can have one of four cases.
(1) lr allows a in qr, and ls also allows a in qs. In that case the next state of qrs is the
state where both controllers can transition to given a. lrs will allow the action. (2)
lr allows a in qr, but ls determines that the norm is violated if a is the next action
in state qs, and is hence inserting actions. In this case lr remains in state qr and
ls inserts the action that it wants to insert and makes a transition. lrs will insert
the actions that ls inserts. (3) ls is finished with its insertions and will now suppress
a. Note that ls can only reach a state where it suppresses an action if lr allows the
action. Because we model the consecutive application of the controllers, lr will make
now a transition where it allowed the action, whereas ls makes the transition where
it suppresses the action. lrs will suppress the action. (4) Finally, if lr suppresses an
action, then the action should be suppressed in order to avoid a norm violation. ls
does not ‘see’ the action so in the next state of lrs lr makes a transition and ls does
not. lrs will also suppress the action.

Hence we can use the following procedure to construct a controller automaton lsr
that implements the controller which is the result of consecutively applying cr and cs
on words:

1. Let lr = (A, Qr, qr0, δr) and ls = (A, Qs, qs0, δs).

2. Construct a new state space Qrs = Qr ×Qs, and let qrs0 = (qr0, q
s
0).

3. Let δrs be defined as follows for each (qr, qs) ∈ Qrs and a ∈ A:

δrs((qr, qs), a) =
(a/A, (q′r, q

′
s)) if δr(qr, a) = (a′/A, q′r) and δs(qs, a) = (a/A, q′s)

(a′/I, (qr, q
′
s)) if δr(qr, a) = (a/A, q′r) and δs(qs, a) = (a′/I, q′s)

(ε/S, (q′r, q
′
s)) if δr(qr, a) = (a/A, q′r) and δs(qs, a) = (ε/S, q′s)

(ε/S, (q′r, qs)) if δr(qr, a) = (ε/S, q′r)

4. lrs = (A, Qrs, qrs0 , δrs).

Example 5.12 (Ex. 5.11 Cont.: Multiple Norms): Consider the regimenting
controller automaton lr from Figure 5.2 a new sanctioning controller automaton
l′s from Figure 5.3. l′s enforces a norm that that is violated when between a save
and a write action no backup is performed, and the sanction is again the undo
action. E.g. ctrl′s(wsw) = wswu and ctrl′s(wsbw) = wsbw. Below l′s the controller
automaton lrs′ is depicted, which is the consecutive application of lr and l′s. A
state of lrs′ is written as (qi, qj) where qi is a state from lr and qj is a state from
l′s. For brevity we have omitted all states and transitions that cannot be visited
from (q0, q0).

The word ww should be rewritten to w by lrs′ , as the first w action is allowed
by both controllers, and the second will be suppressed by lr, hence l′s will not even
‘see’ the second w. In lrs′ this is reflected by the fact that the transitions given
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Figure 5.3: Example sanctioning controller automaton and consecutive automaton. De-
scription in Example 5.12.
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ww will go first from state (q0, q0) to (q1, q0) whilst allowing w, and then go to
(q2, q0). Any action from that is read whilst in (q2, q0) will be suppressed, as lr
suppresses all actions when it is in state q2.

The word wsw is rewritten by lr to wsw, i.e. no change is made since the
word fulfills the norm that lr is enforcing through regimentation. lr is in state q1

after wsw is fully read. The word wsw is changed by l′s, namely, it is rewritten
to wswu, since no backup occurred between the save action and the second write
action. After reading wsw the state of l′s is q0. Hence, the output of lrs′ given
wsw should be wswu and the state that it should be in is (q1, q0), which is the
case.

5.7 Collaborative Automata

If multiple controllers are applied concurrently on the same target system, then com-
patibility of controllers must be ensured. For instance, when reviewing some action,
some controllers may propose to suppress that action whilst other controllers propose
to allow that action. A conflict resolution mechanism should in those cases decide
which of the proposed revisions is applied. Such mechanisms may take shape as de-
sign constraints on controllers or communication protocols. Each controller has its
own norm for which it is a regimenting/sanctioning controller. It must be ensured
that the output of the control mechanism contains only norm-compliant words, or
restricts input words to words without any norm violations for any norm.

Consider again the controller automata from Example 5.11 and Figure 5.2. If
they simultaneously review ww then the revisions that the top controller automaton
lr executes are first w/A and then ε/S, whereas the bottom controller automaton
ls executes w/A, w/I, u/I and then ε/S. Both controller automata agree on the
initial allow revision (w/A) but then execute different revisions. For this purpose,
we introduce a selection function that decides which controller automaton’s revisions
are performed. Also note that the number of revisions for controller automata may
not be equal as in the example above. This happens when some of the controllers
perform insert revisions and thus do not move to the next input action, whilst other
automata may perform allow or suppress revisions so that they do move on to next
action. We make use of loop revisions to maintain synchronization. If some automata
can perform an insert revision whilst others do not, then those others have to loop
until all automata are ready with insertions and can allow or suppress the action that
is being reviewed. In our example, the top controller automaton lr should be forced
to loop when the second action w is under review until ls is at state q3 and, just like
lr, is ready to process w by an allow or suppress revision.

We approach the problem by combining concurrent controller automata to a col-
laborative (controller) automaton. The automaton captures all possible concurrent
revision proposals for an input action. A selection function decides which of the
proposed revisions to execute. The challenge is to define an appropriate selection
function. It is important to keep in mind that a collaborative automaton is a model
of concurrent controllers and how they might synchronize using for instance commu-
nication. A collaborative automaton is not meant as an extra entity that has to be
implemented along side the individual controllers in an application.
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5.7.1 Collaborative Automaton

A collaborative automaton models the collaboration between a set of concurrent con-
troller automata. A collaborative automaton is very similar to a controller automaton.
It too has a state space and transition function that given a state and action returns
a label and next state. The key difference is that a transition is labeled by a vector of
revisions, one for each controller automaton. In order to select a revision a selection
function is required. This selection can be interpreted as the result of coordination
between controllers to decide upon a revision. Hence, the mechanism is not necessar-
ily implemented as a centralized entity alongside the controller automata with which
they need to fully synchronize. Neither will it be always required that the controller
automata fully synchronize with each other. For example two controller automata
may never propose two conflicting revisions at the same time. In such a case no
synchronization between the two controllers is required. Our framework assumes full
synchronization in order to also encapsulate the worst cases where controllers always
propose conflicting revisions. Section 5.7.2 discusses an example with a collabora-
tive automaton that consists of two controllers where there are moments that the
controllers need to synchronize with each other, but otherwise can run independently.

The state space and transition function of a collaborative automaton are con-
structed from the individual controller automata. The state space is essentially the
Cartesian product of the state spaces of the controller automata where we need to
duplicate the local states of each controller automaton to allow them to loop if neces-
sary. The duplicate of state a q is denoted by q̂. For a set of controller automata, the
collaborative state is hence a snapshot of the states in which each controller automa-
ton is at a certain moment in time. If a controller automaton’s state in a collaborative
state is q̂ then this can be interpreted as that the controller automaton is ‘on hold’.
The combination of all initial states of the controller automata is the initial state of
the collaborative automaton.

We say a controller automaton proposes a certain revision in the context of a
collaborative state and action when given that automaton’s state in the collaborative
state and the action the controller automaton can make a transition with that revi-
sion as a label. We say that the revisions in a label from a collaborative transition
are assigned to the controller automata. A transition label from a one state of the
collaborative automaton to the next for a given action is constructed as follows:

1. If there is a controller automaton that proposes an insert, then the collaborative
controller assigns to each controller automaton that proposes an insert their
proposal. The other controller automata in that case must propose either an
allow or suppress revision. Those controller automata are assigned loop revisions
by the collaborative controller.

2. If no controller automaton proposes an insert, then all controller automata
propose either an allow or suppress revision. The collaborative controller assigns
to each controller automaton the revisions that they themselves propose.

The next state after a transition is determined by the label of the transition.
Assume some given action. If a controller automaton is in state q in some collaborative
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state, and its assigned revisions given the collaborative state and action is the loop
revision, then its next state becomes q̂ in the next collaborative state. If, however,
another revision was assigned to the controller automaton, then it must be a label of
a transition that the controller automaton can make upon reading the action. The
resulting state of that transition becomes the state of the controller automaton in the
next collaborative state.

In the following, for a state x ∈ {q, q̂} we write x to refer to q. I.e. the overline
removes the hat annotation. Also recall that E is the set of possible revisions. We
give the formal definition of a collaborative automaton.

Definition 5.14 (Collaborative Automaton, C): Let M = {l1, ..., lk} be a set

of controller automata such that li = (A, Qi, qi0, δi) and Q̂i = Qi ∪ {q̂ | q ∈ Qi}. A
collaborative automaton C over M is a labeled transition system C = (A,Q, cq0,∆, π),

where Q = Q̂1 × ... × Q̂k is the set of collaborative states, cq0 = (q1
0 , ..., q

k
0 ) is the

initial collaborative state, and ∆ : Q×A → Ek ×Q is the transition function defined
as follows. ∆((x1, ..., xk), a) = ((r1, ..., rk), (y1, ..., yk)) if, and only if, it holds that:

1. If there is an i ∈ {1, ..., k} such that δi(xi, a) = (a′/I, q′) then for all j ∈
{1, ..., k} it holds that:{

rj = a′/I, yj = q′ if δj(xj , a) = (a′/I, q′)

rj = ε/L, yj = x̂j otherwise;

2. otherwise, δj(xj , a) = (rj , yj), for all j ∈ {1, ..., k}.

Finally, π is a function Q×A → E such that π(cq, a) ∈ {r1, ..., rk} where ∆(cq, a) =
((r1, ..., rk), cq′). The function is called the selection function of C.

We note that a collaborative automaton is completely specified by a set of con-
trollers M apart from the selection function. In the next section we shall look at
different possible constructions of the selection function in case M consists of reg-
imenting/sanctioning controllers. Next we specify how a collaborative automaton
processes a word. In the following we assume that C = (A,Q, cq0,∆, π) is given as in
the definition above. As with controller automata, a collaborative automaton reads
a word from left to right. A transition either moves on to the next action (in case an
allow or suppress revision is selected) or keeps reading the current action (in case an
insert or loop revision is selected).

Definition 5.15 (Operational Semantics): A configuration of C is a tuple (α, cq) ∈
A∞ × Q where α ∈ A∞ is the input word that remains to be reviewed and cq is the
current state of C. The operational semantics of a collaborative automaton is defined
by the following transition rule:

∆(cq, a) = ((r1, . . . , rk), cq′)

(aα, cq)
π(cq,a)−−−−→C (α′, cq′)

(Col. Transition)

where α′ = aα if π(cq, a) ∈ {a′/I | a′ ∈ A} ∪ {ε/L}, and α′ = α otherwise. As

before, we write ctrlC(α) = α1α2 . . . αn iff C can make the transitions (α, q0)
α1/X1−−−−→C

(α′, q1)
α2/X2−−−−→C . . .

αn/Xn−−−−→C (ε, qn). Again, we often identify ctrlC with C.
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As with controller automata we note that the definition is easily extensible to the
case of infinite input words. If the input word is infinite then ε will never be reached
as input. In that case ctrlC(α) = α1α2 . . . is the infinite concatenation of the words
in the labels of transitions that are made by the automaton.

Proposition 5.6: For every collaborative automaton C, we have that ctrlC : A∞ →
A∞ is a controller.

Proof. This follows the same line as the proof that controller automata specify con-
trollers. Each controller automaton rewrites any finite word to another finite word.
Thus, the sequence of revisions given an action and collaborative state must be finite,
and hence C rewrites finite words to finite words. The collaborative automaton is
deterministic, hence if w is the output given w′, then necessarily w is a prefix of the
output for any extension of w′.

Example 5.13 (Ex. 5.11 Cont., Collaborative Automaton): In Figure 5.4
two controller automata l1 and l2 with li = (A, Qi, qi0, δi), are shown. Controller
l1 is controller ls from Example 5.11 which is a sanctioning controller for n1 =
(V1, u). Controller automaton l2 is an implementation of a sanctioning controller
for the norm n2 = (V2, u) where V2 contains all words where a write action is not
immediately preceded by a backup action. In Figure 5.4 there is also an example
collaborative automaton C = (A,Q, cq0,∆, π) over {l1, l2}. For a collaborative

transition we use (x1, x2)
a:r1r2−−−−→ (y1, y2) to indicate that a controller li can make

a transition from xi to yi when reviewing an action a whilst executing ri. It
also indicates that ∆((x1, x2), a) = ((r1, r2), (y1, y2)). The underlined revision
indicates the selection made by the selection function π. From the figure we can
for instance determine that π((q0, q0), w) = w/I. We again omit some transitions
like in Example 5.11.

Observe that for any input word the output is both n1 compliant and n2

compliant. n1 requires that a write action is followed by the undo action if no
save occurred since the last write action. n2 requires that each write action which
was not immediately preceded by a backup is followed by the undo action. So for
instance if α = w then immediately n2 is violated. In C we can see that reviewing
α will immediately go from the initial state through three other states such that
during those transitions l2 sanctions the violation and l1 does nothing, but ends in
a state as if it has allowed w. It can also be seen that loops and duplicate states
are required for synchronization. We can see that ctrlC(w) = wu. If α = ww, then
after the second w both controllers detect a norm violation and want to insert the
sanction. But it suffices to only once insert the sanction, which is what happens in
the collaborative automaton, i.e. ctrlC(ww) = wuwu. Note that if the sanctions of
the controllers would differ, then in this particular case we had to choose between
the sanctions in the transition between state (q1, q0) and (q2, q2), which may have
resulted in non-compliance of the output given the input ww.
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Figure 5.4: Example controller automata and collaborative automaton. Description in
Example 5.13.
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5.7.2 Collaborative Automata for Norms

If we have multiple regimenting controllers for a set of norms, then we can combine
their controller automata such that the collaborative automaton will prevent any
norm violation. For this purpose we first provide a proposition that explains the
connection between collaborative automata and precise enforcement.

We follow Falcone et al. [59] and consider only controllers that rewrite an incorrect
word to its longest correct prefix wrt. the property it enforces. Ligatti et al. [90]
showed that precisely enforcing controllers can be modeled with automata that do
not use insert revisions. Thus, we can assume that controller automata that specify
precisely enforcing controllers do not use insert revisions. Under these constraints, we
can determine a collaborative automaton, by finding an appropriate selection function,
that precisely enforces the intersection of a set of precisely enforced properties.

Proposition 5.7: Let M = {l1, ..., lk} be a set of controller automata that do not
perform insert revisions where li precisely enforces property Pi such that if α 6∈ Pi then
li rewrites α to its longest correct prefix with respect to Pi. Then, there exists a col-
laborative automaton C over M such that ctrlC precisely enforces P∩ =

⋂
i∈{1,...,k} Pi.

Proof. Let C = (A,Q, cq0,∆, π) be the collaborative automaton. We define the

following selection function π: π(cq, a) =

{
ε/S if ∃i ∈ {1, . . . , k} : ri = ε/S

a/A otherwise

where ∆(cq, a) = ((r1, . . . , rk), cq′).
For precise enforcement we have to show that for each α ∈ A∞ we have that

ctrlC(α) ∈ P∩ and if α ∈ P∩ then we have for each α′ � α that it holds that
ctrlC(α′) = α′.

Now, suppose α ∈ A∞. We have that li(α) = αi ∈ Pi for all i. Let α′ = a′1 . . . a
′
j be

the longest common prefix of all the li(α). By precise enforcement, α′ ∈ P∩. On input
α no controller automaton can suppress for the first j transitions. If α = α′ then also
ctrlC(α) = α′ ∈ P∩, because no suppression occurs. If α′ ≺ α then some controller
automaton must suppress the next input action aj+1. Moreover, this automaton will
keep on suppressing actions from that moment on, and therefore so will C, showing
that ctrlC(α) = α′ ∈ P∩. Secondly, suppose that α ∈ P∩. Then for each i, also α ∈ Pi
and thus for all α′ � α it holds that li(α

′) = α′; in particular, li allows all actions of
α′. Thus, by definition of the selection function, ctrlC(α′) = α′.

From Proposition 5.7 in combination with Proposition 5.2 it follows that a set of
regimenting controllers {l1, ..., lk} for the norms n1 = (V1, σ1), . . . , nk = (Vk, σk) can
be combined to a collaborative automaton that prevents any violation of a norm ni, i ∈
{1, ..., k}. Note that this is also the same as stating that the collaborative automaton
specifies a regimenting controller for a norm (V∪, σ), where V∪ =

⋃
i∈{1,...,k} Vi and

σ ∈ S is an arbitrary sanction (because sanctions play no role in regimentation). For
simplicity we again assume that the controllers do not use insert revisions.

Theorem 5.1: Let M = {l1, ..., lk} be a set of controller automata which implement
regimenting controllers for norms n1 = (V1, σ1), ..., nk = (Vk, σk) and do not use insert
actions, and P∩ =

⋂
i∈{1,...,k} Pi, where Pi ⊆ Pni

are all words that do not violate ni.

103



CONTROL 5.7

Then, there exists a collaborative automaton C over M such that ctrlC(α) ∈ P∩ for
each α ∈ A∞.

Proof. Recall from Proposition 5.7 that each controller li is precisely enforcing the
property Pi. A regimenting controller li also rewrites a word α ∈ A∞ to its longest
correct prefix given Pi.

Therefore M = {l1, ..., lk} is a set of controller automata that do not perform
insert revisions where li precisely enforces property Pi such that if α 6∈ Pi then li
rewrites α to its longest correct prefix with respect to Pi. Following Proposition 5.7
there exists a collaborative automaton C over M such that ctrlC precisely enforces
P∩. Hence for that controller C we have ctrlC(α) ∈ P∩ for each α ∈ A∞.

As mentioned before, sanction actions represent sanction procedures to handle
norm violations. We assume that if two procedures are not compatible for concurrent
execution that then their symbols are different. For a set of sanctioning controllers we
may run into a conflict if two controllers propose to insert a different sanction action
at the same time. The selection function can only select one of those sanctions. This
issue will not occur if for any two sanctioning controllers for norms n1 = (V1, σ1) and
n2 = (V2, σ2) there is no situation where they both propose to insert a sanction (i.e.
V1∩V2 = ∅) or if the sanctions are the same (i.e. are compatible procedures). If those
conditions hold, then a collaborative automaton can be constructed such that each
input word is revised to a ni compliant word for each i ∈ {1, ..., k}.

Theorem 5.2: Let M = {l1, ..., lk} be a set of controller automata which imple-
ment sanctioning controllers for norms n1 = (V1, σ1), ..., nk = (Vk, σk) and P∩ =⋂
i∈{1,...,k} Pni

. Then, there exists a collaborative automaton C over M such that

ctrC(α) ∈ P∩ for each α ∈ A∞ iff for each i, j ∈ {1, ..., k} if Vi ∩Vj 6= ∅ then σi = σj.

Proof. For simplicity we assume that a controller automaton uses a/A if possible
and not the equivalent revisions a/I followed by ε/S. In that case, note that the
controller automata will only propose allow revisions, unless a violation is detected
upon reviewing an action a, in which case a word of revisions equivalent to a/I,
σ/I, ε/S is executed, where σ ∈ S is a sanction. Let C = (A,Q, cq0,∆, π) be the
collaborative automaton. We define the following selection function π:

π(cq, a) =


ε/S if ∃i ∈ {1, ..., k} : ri = ε/S

a′/I if ∃i ∈ {1, ..., k} : ri = a′/I

a/A otherwise

where ∆(a, cq) = ((r1, ..., rk), cq′).
Consider an arbitrary word α ∈ P∩ (such as ε), cq ∈ Q such that cq is reached after

reviewing α, and action a ∈ A. If αa ∈ P∩ then αa ∈ Pni
for each i ∈ {1, ..., k}, and

hence each controller will allow the action. Therefore π(α, a) = a/A and ctrlC(αa) =
αa ∈ P∩. If αa 6∈ P∩ then, given our assumptions, for each i ∈ {1, ..., k} such that
αa 6∈ Pni

we know that li will sanction the violation with the same sanction σ ∈ S.
Therefore αaσ ∈ P∩. These controllers will all first insert a, the others will have to
loop. Hence π(cq, a) = a/I. Then, all these controllers will insert σ and the others will
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loop, so π(cq′, a) = σ/I, finally, all the controllers that proposed inserting the action
will now suppress a and the others will propose to allow a. Therefore π(cq′′, a) = ε/S
and ctrlC(αa) = αaσ ∈ P∩. Hence for any word α ∈ A∞ if α violates some ni then in
ctrlC(α) the violation will be followed by σi. Therefore, ctrlC(α) ∈ P∩ for any word
α ∈ A∞.

We discussed in Section 5.6.3 how controller automata could be constructed for
multiple norms (by merging norms) and how automata that model regimenting and
sanctioning controllers could be combined (by applying them consecutively). We can
do something similar for collaborative controllers. If we have a set of regimenting
and sanctioning controllers of which we want to model their concurrent application,
then we may proceed by first defining a collaborative automaton for the regimenting
controllers, and then by constructing a collaborative automaton for the sanctioning
controllers. The resulting two automata can be applied consecutively (first the reg-
imenting and then the sanction collaborative controller) in order to obtain both the
regimenting and sanctioning aspects. The consecutive application of collaborative
automata can also be modeled as a single collaborative automaton since ultimately
a collaborative automaton can be represented as a controller automaton. Note that
concurrently combining regimentation and sanctioning is not supported by the defi-
nition of collaborative automata. When an action is read in collaborative automata,
all controllers concurrently make one or more transitions. If regimenting controllers
suppress the action, then the sanctioning controllers should not make transitions as
the action did not happen. However, in a collaborative automaton they do make
transitions, hence it is not suitable. Therefore, upon the reveal of a new action, the
regimenting controllers should be applied concurrently first and then consecutively the
sanctioning controllers should be applied concurrently on the regimenting controller’s
output.

Finally, we note that the formal models of collaborative automata might be quite
involved in some cases, but can be quite straightforwardly realized through practical
communication protocols. Consider for instance the collaborative controller from
Figure 5.4. The selection function shows that l2’s revisions are only selected when
both controller automata are in state q0 and the next action is w, and until l2 reaches
state q0 again. In that same period, l1 makes loop revisions, i.e. does nothing. This
means that when reading a word, the two controllers only need to communicate with
each other when they are in state q0 and the next action is w. Other than that, l1
can simply proceed as if l2 does not exist, and l2 can proceed normally except that it
does not execute its revisions.

5.8 Related Approaches
Team automata [56, 121] are a related formalism to model synchronized transitions
between labeled transition systems. There exists work in the field of security prop-
erty enforcement that use team automata to enforce properties distributively [122]. In
particular Yang et al. [144] model edit automata as component automata that can be
combined into a team edit automaton. During the transition of a team edit automa-
ton, all component edit automata’s revisions (in that work these are insert, suppress
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or warning) are gathered and through the team edit automaton’s transition function
combined into a single revision. This transition function resembles our approach in
that proposed revisions have to be coordinated. How the team edit automaton’s tran-
sition function can be constructed is not specified in [144]. A formal analysis of team
edit automata is also not given.

Gay et al. [62] describe a monitoring system, called a service automata frame-
work, where separate controllers called service automata work together. They are
deployed to monitor decentralized systems. Their specification is given in Hoare’s
CSP language [71]. The authors indicate that service automata are as expressive as
edit automata. A service automata framework considers networks of service automata
that do not have to be fully connected. Each service automaton has a set of critical
actions that it can see. A service automaton synchronizes on the target system with
its critical actions. Note that in our work controller automata synchronize with all
actions of the target system. If multiple service automata react to the same event,
then they are required to all unanimously react to it through allow/suppress/insert.
Interaction between service automata consists of sharing observations and delegating
revision decisions. It is not analyzed how separately developed service automata can
be combined into a service automata framework. Hence we view this type of work
as a step between our models and an application, as it can model communication
protocols on a more detailed level.

5.9 Conclusion
In this chapter we discussed how we can model the synchronized and concurrent
application of controllers that enforce norms. For this we first turned to a related
field in computer science that concerns security policies and property enforcement. A
property is a special type of policy which allows us to determine for a word of actions
whether or not that word violates the property. In the field of property enforcement
there are different concepts which are used to define what correct enforcement of prop-
erties is (soundness and transparency constraints, captured by conservative, precise
and effective enforcement). We then turned back to norms and discussed what an
appropriate model for norms is in this context and how this relates to properties. We
observed that norm enforcement is not the same concept as property enforcement. In
particular, with norm enforcement we have the option to use regimentation, which
prevents norm violations, and sanctioning, which ensures that norm violations are
followed by a sanction. Hence, in the case of sanctioning, to enforce a norm does
not mean that the norm cannot be violated, which differs from property enforcement.
Edit automata and related approaches have been investigated as enforcement mecha-
nisms for property enforcement. We have done the same for norm enforcement, with
a syntactically different type of mechanism called controller automata. We then dis-
cussed how sets of controller automata can be combined in collaborative controllers,
and how these can enforce norms through regimentation and sanctioning.
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6 Object-Oriented
Normative MAS

One of the main objectives in this thesis is to investigate how we may develop multi-
agent systems with decentralized runtime norm enforcement to control agent behavior.
In this chapter we discuss how we may develop these systems using the object-oriented
programming paradigm. Various agent-based and organization-based programming
languages and frameworks have been proposed to support the development of au-
tonomous agents and norm-enforcing controllers. They have provided a valuable
contribution to the identification and operationalisation of agent and organization
concepts and abstractions by proposing specific programming constructs. Unfortu-
nately, these contributions have not yet been widely adopted by industry. For logic
programming-oriented norm controlled MAS we recommend using established logic-
oriented agent programming languages such as 2APL [43], GOAL [70] and Jason [31]
for the development of agents. However, for object-oriented programming there are
limited options to implement the concepts and abstractions of these languages. Hence,
unlike other chapters, we also focus here on agents alongside norms.

In this chapter, we follow the argument that multi-agent programming technology
can find its way to industry by providing a methodology that guides the development
of autonomous agents and norm-controlled multi-agent systems with standard pro-
gramming technology. The proposed methodology explains how some characteristic
concepts and abstractions related to autonomous agents and normative multi-agent
systems can be implemented with an object-oriented approach. This is done by ini-
tiating a Java library of object-oriented design patterns for some characteristic but
established programming constructs that have been developed in some agent-based
and organization-based programming languages.

6.1 Introduction
Multi-agent system (MAS) technology aims at improving solutions for industry prob-
lems related to distributed autonomous systems. The MAS community, in particular
the agent-oriented software engineering community, provides high-level (social/cog-
nitive) concepts and abstractions to conceptualize, model, analyze, implement, and
test distributed autonomous systems. The development of a multi-agent system boils
down to the development of a set of autonomous agents, their organization, and the
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environment with which they interact. Autonomous agents are required to make their
own decisions to either achieve their objectives (proactive behavior) or to respond to
their received events (reactive behavior). The agents’ organization is supposed to
coordinate the agents’ behavior in order to ensure the overall objectives of the multi-
agent system. Such an agents’ organization can be developed either endogenously
in the sense that agents are built to follow specification rules or protocol when they
are executed, or exogenously in the sense that a third software artifact is built to
orchestrate the behavior of individual agents through, for example, synchronization
or by determining the effects of their external behavior. Finally, the environment
encapsulates shared resources and services that can be used by the agents. These
include databases, sensors and actuators, or any interface to the external world.

In the past decades, various programming languages and frameworks have been
proposed to support the development of multi-agent systems [29, 30]. These pro-
gramming languages have provided dedicated programming constructs (either in a
declarative, imperative, or a hybrid style) to support the development of specific
features of multi-agent systems. While some programming languages involve pro-
gramming structures based on standard programming technologies such as Java (e.g.
Jade [23], JackTM [35], and Jadex [109]), other agent-based programming languages
are specified by a newly created syntax (e.g. 2APL [43], GOAL [70] and Jason [31]).
These programming languages and frameworks focus on specific sets of concepts and
abstractions for which operational semantics and execution platforms are provided in
some cases.

Without doubt a merit of these programming languages is the identification and
operationalization of a plethora of concepts and abstractions that are required for
the development of autonomous agents and multi-agent systems. For example, BDI-
based agent-oriented programming languages such as 2APL, GOAL and Jason can
be seen as technologies that demonstrate how an autonomous agent can be developed
by means of a set of conditional plans and a decision procedure that continuously
senses the environment to update its state, reasons about its state to select condi-
tional plans, and executes the selected plans. Other programming proposals focus on
the implementation of specific features concerning organizations or environments of
multi-agent systems by proposing programming constructs to implement norms and
sanctions, mobility, services and resources.

Although these programming languages and frameworks have contributed to the
identification and operationalization of multi-agent systems, concepts and abstrac-
tions, they have not been widely adopted as standard technologies to develop large-
scale industry applications. This may sound disappointing, in particular because
technology transfer has been identified as a main challenge and a milestone for the
multi-agent programming community. There are various reasons why these program-
ming languages and frameworks fell short of expectations. First of all, the adoption
of new technologies by industry is generally assumed to be a slow process as industry
often tends to be conservative, employing known and proven technologies. Moreover,
industry adopts new technologies when they can be integrated in their existing tech-
nologies, and more importantly, when they reduce their production costs, which is in
this case the costs of the software development process. Finally, industry tends to
see the contribution of multi-agent programming community as AI technology. The
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main problems with such technologies are thought to be their theoretical purpose,
scalability, and performance [45].

The general aim of this chapter is to stimulate the transfer of norm-controlled
multi-agent programming technology to industry. We start with the following three
observations. First, object-oriented programming languages and development frame-
works have already found their way to industry. Second, it is a common practice in the
object-oriented programming paradigm to use design patterns for often reoccurring
problems. Third, multi-agent programming technology provides solutions to a variety
of reoccurring problems in large-scale distributed applications with autonomous pro-
cesses by means of dedicated programming constructs. Based on these observations
and as argued in [142], we believe that multi-agent programming technology may
find its way to industry by proposing an approach that guides the development of
autonomous agents, norm enforcement and multi-agent systems in standard object-
oriented programming technology.

The starting point of our approach is a selection of key high-level concepts and
abstractions that are identified by the multi-agent programming community and for
which language level constructs have been developed and operationalized in the ex-
isting well-established multi-agent programming languages. We then explain how the
selected concepts and abstractions can be implemented in standard object-oriented
technology to build autonomous agents and multi-agent systems. This is done by
presenting an initial Java library of object-oriented design patterns for the identi-
fied concepts and abstractions. An assumption of our approach is that the selected
concepts and abstractions are the best practices in the existing well-established multi-
agent programming languages, which are in turn designed and developed to support
applications that involve interacting autonomous systems (cf. [99]). It is thus impor-
tant to emphasize that we do not claim that our proposed design patterns are directly
based on the best industry practices, but indirectly via the existing well-established
solutions proposed in the multi-agent programming community. We believe that
proposing design patterns for the established and agreed constructs in multi-agent
programming languages is a way to support and guide system developers to develop
such applications in standard programming technology.

We consider multi-agent programming technology as a domain-independent and
general purpose technology that aims to support the development of interacting au-
tonomous applications. We are aware that the use of special purpose programming
technologies is growing and constitutes an essential part of the programming prac-
tice in companies such as Google, Amazon and IBM. However, we see multi-agent
programming technology as being concerned with specific data structures and pro-
cesses that are designed to support the implementation of multi-agent system concepts
such as knowledge, goals, plans, deliberation and decision making, norm, sanctions,
monitoring and control. These data structures and processes can be introduced and
supported by standard programming technologies such as Java, C++ and C# in or-
der to build various applications that involve interacting autonomous systems. We
would like to emphasize that there are already proposals to extend or build on existing
standard programming technologies such as Java with agent related concepts in order
to support the implementation of autonomous agents and multi-agent systems, e.g.,
Jade [23], JackTM [35], and Jadex [109]. Our aim is not to extend or build on Java, but

109



OBJECT-ORIENTED NORMATIVE MAS 6.2

rather to implement autonomous agents and multi-agents systems directly in Java.
The structure of this chapter is as follows. In Section 6.2 we provide a back-

ground in agent-oriented programming, the patterns that can be found in this field
of research, and the general idea of mapping concepts and abstractions from agent
programming to object-oriented programming. In Section 6.3 we discuss existing pro-
gramming frameworks for norms, the background on aspect-oriented programming,
and the general idea of mapping norm programming to aspect and object-oriented
programming. We will then describe a library of Java classes and AspectJ aspects that
directly implement these patterns in Section 6.4. Finally in Section 6.5, we discuss
our approach and compare it with existing work.

6.2 Agents
In this thesis we have so far mainly considered norms. The concept of agents has
not been discussed, other than that these are autonomous entities that may or may
not be situated in an environment. We need to be specific of what we aim at in
this chapter, because there are many different notions of agents throughout academia
and everyday conversation. We are only interested in software agents. The work by
Yoav Shoham is often considered to be the start of what is called the agent-oriented
programming paradigm [119]. In this work he provides his own intended meaning of
the word agent:

Quote 6.1 (Yoav Shoham [119]): “An agent is an entity whose state is viewed
as consisting of mental components such as beliefs, capabilities, choices, and com-
mitments. These components are defined in a precise fashion, and stand in rough
correspondence to their common sense counterparts. In this view, therefore, agent-
hood is in the mind of the programmer: What makes any hardware or software
component an agent is precisely the fact that one has chosen to analyze and con-
trol it in these mental terms.”

In the spirit of this quote we may choose to analyze any program as an agent.
However, Shoham argues immediately after this quote that we should not do this.
By referring to John McCarthy’s analysis of the ascription of mental qualities to pro-
grams in [93] he argues that agent software should have a precise underlying meaning
for any of the mental components such as such as beliefs, capabilities, choices and
commitments. This theory should also have a rough correspondence to common sense
meanings of these words, otherwise we do not gain any insight by using these terms.
By Shoham’s own example, describing a lightswitch as an agent does not help us to
gain insight, whereas a mental component description of a dog could provide insight
in the dog [118].

Education in the agent programming paradigm has a big influence on how agent
concepts are used in the research community, because new generations of researchers
will gravitate towards the intuition behind concepts as they are described in the
‘standard textbooks’. For agent-oriented systems two major books are “AI: A Modern
Approach” [112] and “An Introduction to Multi-Agent Systems”[143]. In [112] a
highly generic definition of agents is given:
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Quote 6.2 (Stuart Russell, Peter Norvig [112]): “An agent is anything that
can be viewed as perceiving its environment through sensors and acting upon that
environment through actuators.”

This is a more functional approach to agents with respect to Shoham’s approach
which was more geared towards classifying whether a program is an agent. In [112]
an agent is a function from past input observations to a next output action. The
kind of realization of this function is not required to match any mental components
as Shoham’s definition. In [143] an agent is also related to its environment, but it is
emphasized that it is capable of autonomous action and is trying to achieve delegated
objectives.

Quote 6.3 (Michael Wooldridge [143]): “An agent is a computer system that is
situated in some environment, and that is capable of autonomous action in this
environment in order to meet its delegated objectives.”

The two central concepts in Wooldridge’s quote are autonomy and objectives.
Agent autonomy is often described as that the agent need not be told explicitly what to
do for each possible situation in which it might find itself. In that sense, autonomy can
be achieved by generic planning procedures that given the observations of the current
situation in which an agent finds itself, returns the next action or plan to perform.
Autonomy is also often mentioned as the difference between agents and objects, by
stating that agents may deny requests for functionality, whereas objects cannot [143].
In general, autonomy relates to the common sense notion of free will, which is also
a concept that one may use to describe a system to provide insight to the system,
much like the analysis of a program module by describing it as a mental component.
For this it is not always necessary to provide a rigorous definition [95]. Objectives for
an agent are often described as goals. Goal-oriented agents have themselves been the
object of study in various works (cf. [70, 32, 43]).

Our approach towards agents builds mainly on the approach from Wooldridge, but
is completely compatible with the other views as well. In our view, an agent should
exhibit autonomous behavior in that no direct calls upon the agent can be made,
but it is possible to trigger the agent into action. When an agent is triggered it will
use a decision-making process to decide upon actions that it will execute. An agent
might be triggered from external sources, e.g. events from the environment or the
delegation of a goal from a user, or from internal sources, e.g. errors that occurred
during execution or goals that are active in the agent. If an agent’s behavior is driven
by internal goals, then it will plan and execute action proactively in order to achieve
its goals. Hence such an agent is often referred to as a proactive agent, whereas an
agent without goals is often referred to as a reactive agent. Our own definition of an
agent is as follows: An agent is a potentially proactive decision-making process that
can be triggered from either external or internal sources to execute actions.

6.2.1 The Agent Programming Paradigm
The growing interest in autonomous and adaptive software systems and multi-agent
systems requires a programming paradigm that supports their implementation. Ex-
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amples of such software systems are algorithmic trading systems or software systems
that are used to control autonomous vehicles, including unmanned vehicles and au-
tonomous robots. Autonomous and adaptive software systems are assumed to be an
effective solution in situations where software systems have to operate in dynamic en-
vironments and make optimal runtime decisions based on the actual situation. Such
systems should be capable of generating plans to achieve their given objectives or to
react to events, repair faulty plans, detect and recover from faults, and communicate
with other (autonomous) systems. A popular model for autonomous agents is based
on the belief-desire-intention (BDI) theory, which can be seen as a qualitative form
of rational decision theory [47, 34]. Based on this theory, an autonomous software
system, also called autonomous software agent, can be modeled as a cyclic process
that continuously senses its environment, reasons about its state, and decides to act
by selecting some plans to execute. Each cycle consists of sense, reason, and act op-
erations. The agents can thus have autonomous behavior in the sense that they have
ability to decide which actions or plans to select and execute at runtime to deal with
the dynamics of their environment. An agent senses its environment by collecting new
information, including received messages from other software agents, and updating
its internal state accordingly. The ability to make decisions is often modeled by a set
of decision rules that can be applied at runtime. A decision rule can be seen as a con-
ditional plan/action that can be applied at runtime when its conditions are satisfied.
The application of decision rules generate plans that are subsequently selected and
executed.

Although the cyclic process of sense, reason and act seems simple, there are many
subtle issues involved in modeling such a process. For example, updating the internal
state in the sense operation can be as simple as changing some basic facts to a complex
information revision process. Similarly, applying decision rules in the reasoning oper-
ation can be as simple as checking the conditions of the rule to a complex reasoning
task involving reasoning about the agent’s internal state, compatibility with already
applied decision rules, and optimality of decisions. Finally, the execution of generated
plans in the act operation can be as simple as parallel execution of generated plans
to a more advanced synchronized and orchestrated execution of the generated plans.
In addition to these issues, generated plans can consist of actions in the external
environments such as access to a database or moving in a grid or physical world, com-
munication actions such as send and reply actions, goal adoption actions for which
the agent needs to select and execute new plans, or a combination of these actions by
process composition operators such as sequencing, atomic plans, conditional choice
and looping operators. The external actions in the environment can be either block-
ing or non-blocking. The execution of a blocking action that occurs in an agent’s
plan halts the further execution of the agent’s plan until the action is performed in
the environment, while the execution of a non-blocking action initiates a process in
the environment and the execution of the agent’s plan is continued. Since an agent
may execute different plans simultaneously in an interleaving manner, an atomic plan
can be used to ensure that the plan execution is not interleaved with any other plan
execution. It is important to note that application of decision rules to generate plans
is different from generating new plans from action descriptions. Reactive reasoning
in the form of decision rules and its relation to classical planning is discussed in for
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example [116, 64, 55].

Interaction is a central but challenging theme in the field of multi-agent systems.
Autonomous agents may interact directly through messages or indirectly through
the environment. Existing multi-agent programming languages provide communica-
tion actions to support message exchange. This includes send and receive actions,
but also more advanced communication actions such as reply-to or forward of mes-
sages. The actual exchange of messages between software agents is often realized
by means of a message transportation layer that is integrated in the platforms that
are responsible for the execution of multi-agent programs. The interaction between
autonomous software agents is a challenging issue as it is a source of undesirable
emergent system-level properties. In order to ensure the overall desirable properties
of interacting autonomous software systems, computational control and coordina-
tion mechanisms, either exogenous or endogenous to the agents, are indispensable.
Multi-agent programming languages have focused on issues concerning control and
coordination of interacting autonomous software systems, and have proposed vari-
ous solutions for the development of control and coordination mechanisms. These
proposals vary from synchronization techniques using tuple spaces to more advanced
and socially inspired norm enforcement mechanisms that are the main focus of this
thesis [103, 36, 46, 75, 73, 138, 28]. Synchronization through tuple spaces allow soft-
ware agents to run in a coordinated manner, while the idea of norm enforcement is to
ensure that the execution of software agents does not violate some desired behaviors
specified as norms. It should be noted that existing object-oriented technologies such
as Jini in Java can directly be used to support the implementation tuple spaces for
coordination purposes.

The idea of norm enforcement is quite similar to the idea of runtime software
verification where system executions are monitored at runtime to check whether
system requirements (comparable to norms) are due to be violated (Chapters 5
and 3, [59, 115, 19]) and to execute appropriate measures when violations take place.
In multi-agent programming languages, the idea of adopting a norm enforcement
mechanism is to continuously monitor the agents’ behavior and intervene by means
of regimentation or sanctioning when norms are due to be violated [7, 8]. Norms can
be state-based specifying that certain states are obliged or prohibited, action-based
specifying that certain actions are obliged or prohibited, or they can be temporal
specifying sequences of actions and states that are obliged or prohibited. Norms can
also be conditional and come with deadlines in the sense that when the condition of
the norm is satisfied, a concrete obligation or prohibition with a deadline is created.
The created obligation or prohibition with a deadline is often called the detached
norm, and the creation process itself is called norm detachment. In these propos-
als, norm monitoring boils down to checking the condition, content, or deadline of
norms, which may be either some state formula, actions, or a temporal formula. We
conceive these concepts and abstractions as the best practices suggested by the multi-
agent programming and runtime verification communities to tackle coordination and
regulation challenges in applications that involve interacting autonomous systems.

Existing programming languages for software agents and multi-agent systems pro-
vide a variety of constructs to support the implementation of a selection of these
issues. Each proposal suggests a specific solution for the selected issues that are often
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integrated in the operational semantics and the execution platforms of the proposed
programming languages. Some of the programming languages such as 2APL, JackTM,
Jason, GOAL and Jadex are specifically designed for programming autonomous agents
that are based on rational decision theory, while others such as Jade, Brahms, Golog,
Impact, CLAIM and METATEM are designed based on other paradigms such as
behavior- or activity-based agents, planning, legacy code, mobility, and execution of
logical specifications, respectively. A comprehensive discussion and analysis of these
programming languages are out of the scope of this thesis, but can be found elsewhere,
e.g., in [44].

The focus of this chapter is on autonomous and adaptive software agents based on
BDI theory and control mechanisms based on norm enforcement. These are considered
as software solutions for developing interacting autonomous systems that are designed
to operate in dynamic environments and have to make runtime decisions for a variety
of issues. We present object-oriented design patterns to support the implementation
of autonomous and adaptive software agents and norm enforcement mechanisms to
control and coordinate the behaviour of software agents. In order to guide system
developers to exploit such solutions in standard programming technologies, we will
present them as design patterns using the common format from Gamma et al. [61]. We
are aware that design patterns should formalize the best industry practices. However,
although we do not have access to industry practices regarding the development of
interacting autonomous systems, we assume that the commonly agreed upon concepts
and abstractions within the multi-agent programming community do reflect proper
solutions to reoccurring problems in applications that involve interacting autonomous
systems. These concepts and abstractions are established based on peer reviewed
approaches and are believed to facilitate the development of multi-agent systems. In
line with Gamma et al. [61], the examples throughout this chapter illustrate how an
application of the patterns might look. They are not meant to compare the solutions
resulting from the patterns with other possible solutions such as actor technology.

We shall draw our examples from a multi-agent system that we are developing
for the Dutch railway organization (ProRail) in the context of simulations for smart
infrastructures. The first step is to build a prototype simulation for a simple cargo
transportation scenario where containers from the Rotterdam harbor should be trans-
ported by trains to different cities in Europe. The Dutch railway organization is in-
terested in various ways to automate and optimize the transportation of containers by
freight trains. We are developing a multi-agent simulation of a smart infrastructure
where the transportation of cargo is managed by a set of auctions to allocate rail
trajectories to trains and to allocate containers to trains. These auctions are set by
different stakeholders such as the railway organization, the train companies, and the
cargo companies. For this simulation scenario, we model the users as agents that buy
and sell commodities such as slots on the railway (railway trajectory for a specific
time), or a place on a specific train with an assigned railway slot. The railway agent
organizes every day an auction to allocate railway slots to train agents. Subsequently,
each train agent with a specific allocated railway slot organizes an auction for trans-
porting containers. For this simulation, every agent has multiple interfaces to the
simulation platform which expose functionalities such as organizing or bidding in an
auction. Sometimes we want to restrict the use of these interfaces by imposing norms
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on their usage. For instance an agent that organizes a Vickrey auction ought to notify
participants whether their bid was rejected or accepted before the auction is closed.
For our scenario we use Java to implement agents and AspectJ to implement norms.
We show how the design patterns can be used to implement agents and norms.

6.2.2 Agent-Oriented Programming Languages

We first discuss some existing BDI-based agent programming languages that support
the implementation of autonomous and adaptive software agents, in order to get a
feel of the patterns that occur in these language designs. In particular, we focus on
2APL, GOAL and Jason as they provide dedicated programming constructs to directly
implement decision rules, and moreover, because they come with operational seman-
tics. The existence of operational semantics is crucial since they specify the exact
operational meaning of their constructs and determine the behavior of corresponding
programs. The operational semantics can guide us to propose design patterns for gen-
erating similar behavior. In these three programming languages a decision rule can
be programmed by means of conditional plans. These are plans that are only applied
if they are relevant and applicable to the agent’s current situation. As an example,
we shall show how in 2APL, GOAL and Jason an agent can be specified to react to
the event that a new Vickrey auction is organized. In this example, such an agent
has some information about its own budget that constitutes its beliefs. In both 2APL
and GOAL the agent can also have an objective to own an item that constitutes its
goals. However, as Jason does not provide an explicit construct for goals, the item to
be owned by the agent needs to be specified as its belief. The agent has also plans to
participate in auctions, which are often realized by a procedure to submit a bid. The
plan that we show is the plan to decide on the bid that the agent wants to make. The
condition of this plan is a check whether the agent actually wants the offered item,
and whether its budget is above the minimum price. If both are true, then the agent
will look at what it believes that the item is worth, and bid that amount, as this is
the dominant strategy in a Vickrey auction.

For the 2APL example we have the following agent specification.

1 bel ie f s :
2 budget ( s lo t4502 , 1 5 0 ) .
3
4 goals :
5 own( s l o t 4502 ) .
6
7 message ( Auctioneer , v i ck r ey ( Item , MinimumPrice ) ) <−
8 B( budget ( Item , Value ) and Value > MinimumPrice )
9 and G( own( Item ) ) |

10 {
11 send ( Auctioneer , bid ( Item , Value ) ) ;
12 }

In this 2APL program, lines 1-2 implement the agent’s beliefs, i.e., the information
the agent has about its budget for a railway slot, and lines 4-5 implement the agent’s
goal, i.e., to own a railway slot. Finally, lines 7-12 implement the agent’s decision
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rule, which prescribes to send a bid to the auctioneer for the item whenever the agent
receives a message from an auctioneer informing it about a Vickrey auction with an
item for a minimum price, and if the agent can afford the item and wants the item.

For the GOAL example we have the following agent program.

1 bel ie f s {
2 budget ( s lo t4502 , 1 5 0 ) .
3 }
4
5 goals{
6 own( s l o t 4502 ) .
7 }
8
9 i f a−goa l (own( Item ) ) ,

10 bel ( percept ( v i ck r ey ( Item , MinimumPrice , Auct ioneer ) ) ,
11 value ( Item , Value ) , Value >= MinimumPrice )
12 then do bid ( Auctioneer , Item , Value ) .

In this GOAL program, lines 1-3 implement the information the agent has about its
budget for a railway slot, while lines 5-7 implement the agent’s goal, i.e., to own
a specific railway slot. Finally, lines 9-12 implement the agent’s decision rule that
prescribes to bid for an item (in this case a railway slot) whenever the agent wants
to own it, has perceived that the auction for that item is organized, and believes the
item is affordable and worth at least the minimum price.

And for the Jason we have a highly similar agent program.

1 budget ( s lo t4502 , 1 5 0 ) .
2 want ( s l o t 4502 ) .
3
4 +! v i ck r ey ( Item , MinimumPrice , Auct ioneer ) :
5 want ( Item ) & budget ( Item , Value ) & Value >= MinimumPrice <−
6 . send ( Auctioneer , t e l l , bid ( Item , Value ) ) .

In this Jason program, line 1 implements the information that the agent has about
its budget for a railway slot, and line 2 implements the agent’s goal as belief, i.e., the
agent believes it wants to own a specific railway slot. Lines 4-6 implement the agent’s
decision rule, which prescribes to send a bid to the auctioneer for the item whenever
the agent receives an event from an auctioneer informing it about a Vickrey auction
with an item for a minimum price, and if the agent believes it wants the item and
can afford it.

All three languages follow a similar pattern of an agent specification consisting
of information available to the agents (beliefs), the objectives (goals) or events (mes-
sages) that triggers agents to initiate actions, and a set of plans that prescribe which
actions to perform to achieve its objectives or to respond to events. Each plan consists
of a condition and a specification of the action/plan that has to be executed.

As noted, there are other BDI-based agent programming languages that are based
on Java, e.g., Jadex [109] and JackTM [35]. These programming languages do not come
with operational semantics, but the general idea of their constructs are explained in-
formally. Jadex, as proposed by Pokahr et al. [109], builds on Jade and extends
it with programming constructs to implement BDI concepts such as beliefs, goals,
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plans, and events. It uses XML notation to define and declare an agent’s BDI ingre-
dients and Java constructs to implement the agent’s plans. JackTM, as presented by
Winikoff [35], extends Java with programming constructs to implement BDI concepts.
In both JackTM and Jadex a number of syntactic constructs are added to Java to allow
programmers to declare belief sets, to post events, and to select and execute plans.
The execution of agent programs in both languages are motivated by the classical
sense-reason-act cycle, i.e., processing events, selecting relevant and applicable plans,
and execute applicable plans. Jadex and JackTM come with integrated development
environments.

6.2.3 Object-Oriented Agent Programming

We make a shift between concepts related to the specification of agents and concepts
related to executing agent specifications. By agent specification concepts we refer to
the elements of an agent that are described in for instance a 2APL, GOAL or Jason
agent program file. By concepts relating to agent execution we refer to an agent’s
deliberation cycle and the platform on which an agent is situated.

In the object-oriented programming paradigm, an agent specification will be imple-
mented by means of various classes. A belief base provides an agent with information
that it may use during decision making. We capture an agent’s belief by classes that
are called contexts. Such contexts are not exactly the same as a belief base, but are
intended to provide all necessary data retrieval for decision making and exposure of
interfaces for performing actions. In addition, triggers implement events and goals
which influence the selection and execution of plans. Triggers can be any object that
implements the trigger interface. Goals however are a special type of trigger as these
must implement a method to determine whether the goal is achieved. Finally, the
so-called plan scheme classes implement procedures for both reactive and proactive
behavior. The relevance and applicability checks of plan schemes are captured by a
condition defined on triggers and the internal state of the agent including its context.

In object-oriented patterns such as the strategy pattern [61] a context class is
utilized that can be used to provide information to strategies that implement some
delegated functionality. We thus take this approach by describing a context class. A
context serves as a belief base because it aggregates all relevant objects that carry
information and are required for decision making. In many agent languages such
as 2APL, GOAL and Jason the belief base is a logic-based reasoning engine such
as Prolog. A context in the object-oriented representation of a belief base is not a
logic engine, but a plain Java class. If the developer of an agent desires to perform
reasoning with a Prolog engine, then the programmer can instantiate a Prolog engine
and add it to the context as an attribute. For instance tuProlog and SWI-Prolog
(with the JPL library) are easy to integrate in a Java program. During the execution
of a plan the agent may retrieve the context with the Prolog engine and query it.
It is important to note that because the context is an object, it may refer to, and
hence use, other objects that are design-wise ‘outside’ of the agent. For instance,
an agent in a market may directly call upon an object that is considered to be the
environment in order to obtain its current credit status. We believe this direct access
to environment data can in some scenarios be crucial for the multi-agent system
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performance. For instance in a large scale multi-agent system it would be undesirable
if an agent duplicates environment data which may be quite large.

The plan rules in an agent programming language specify when a plan is triggered,
under which context condition it is applicable, and the plan itself that is created upon
the triggering and application of the rule. Usually a plan is triggered by some event or
goal. We capture a trigger as its own class which may be further extended to represent
different kinds of triggers such as external events and messages. In object-oriented
programming, a plan rule will be implemented by a class named plan scheme with
a method to check for a given trigger and context whether that plan is applicable.
If so, then the applicability check must return the plan that is to be executed. The
returned plan is instantiated with the actual information from the triggering event and
the context. Plans are implementations of a plan interface that requires at least one
method to execute the plan. By default our library removes a trigger if no applicable
plan scheme for the trigger is found, if that trigger represents an external/internal
event or a message. Our library provides a special type of persistent trigger which we
use to capture the concept of goals. A goal is considered as an event that continues
to trigger plans until its associated condition is satisfied.

Hence the core classes that specify an agent are the context, plan schemes, plans
and possible triggers. However, these classes alone are not enough to specify and
execute an agent. In agent programming languages the execution of an agent program
is controlled by its deliberation cycle, which in turn consists of various deliberation
steps. We introduce various classes for the deliberation steps. In addition, a runtime
configuration of the agent is required which maintains all references to objects that
are required for executing the agent. These include the currently received but not
processed triggers, the active goals, the context, the available plan schemes (put in
a plan scheme base), the current plans, and the deliberation cycle (which is a list of
deliberation steps). Finally a class named deliberation runnable is described which is
a runnable to execute a single deliberation cycle. At the end of the cycle the runnable
will check whether the cycle should be executed again if there are still active plans or
goals, and otherwise will put the agent to sleep. If the agent receives external input
whilst sleeping, then its deliberation runnable will be executed again.

In our developed library we have pre-programmed the execution components for
agents. We implemented the deliberation steps that apply plan schemes on the differ-
ent types of triggers that an agent might have. These steps are used for the delibera-
tion steps that involve proactive behavior by applying plan schemes on goals, reactive
behavior by applying plan schemes on received messages and external triggers, and
finally self-healing behavior (i.e., the ability to cope with plan failures) by applying
plan schemes on internal triggers. A plan scheme instantiates a plan if it is success-
fully applied. We also provide a deliberation step that executes the instantiated plans.
In order to manage the multi-agent system we also preprogrammed a platform class
that allows an administrator to instantiate new agents or kill existing ones. For this
platform it is required that a developer implements an agent scheme. This scheme,
in the spirit of the factory pattern [61], produces instantiations of classes that are
required to create and execute an individual agent (which are mainly its context and
plan schemes). The platform is at its core a standard Java executor service with some
bookkeeping capabilities to maintain lists of existing agents. It is not required that
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the platform is used to execute an agent, an agent might also be embedded in a Java
project by for instance assigning it its own thread.

6.3 Norm-Oriented Programming
Throughout this thesis we discuss various norm-oriented frameworks for modeling
and programming norms. In this section we will first show some examples of norm
programming in order to highlight the pattern in these language designs. We then
provide a quick overview of aspect-oriented programming as the reader needs to be
familiar with its key concepts. We then discuss the translation of norms programming
to aspect/object-oriented programming.

6.3.1 Norm Programming Languages

As an example norm we shall take that agents that organize auctions must notify the
winner and losers of auctions before the auctions are closed. If the norm is violated
then the organizer is blacklisted. The norm’s implementation using the proposed
patterns is given in section 6.4.2. In 2OPL [46] this norm could be implemented with
the following norm/sanction constructs:

1 n o t i f y p a r t i c i p a n t s ( Organiser ) :
2 <s t a r t ed au c t i on ( Organiser , Auction ) ,
3 O( no t i f i e dRe s u l tPa r t i c i p an t s ( Auction ) ) ,
4 c l o s ed ( Auction)>
5
6 v i o l ( n o t i f y p a r t i c i p a n t s ( Organiser ) ) => b l a c k l i s t e d ( Organiser ) .

In this 2OPL program, line 1 is the norm label, lines 2-4 are the condition, deontic
content (O stands for obligation) and deadline of the norm, respectively, line 6 imple-
ments the sanction rule that will be imposed when the norm is violated. In this case,
the sanction is to blacklist the agent.

In NPL [73] we could program the norm as follows:

1 norm n o t i f y p a r t i c i p a n t s :
2 s t a r t ed au c t i on ( Organiser , Auction ) −>
3 obligation ( Organiser , n o t i f y p a r t i c i p a n t s ,
4 n o t i f i e dRe s u l tPa r t i c i p an t s ( Auction ) , ‘now ’ ) .
5 norm n o t i f y p a r t i c i p a n t s v i o l a t e d :
6 s t a r t ed ( Auction , Organiser ) , c l o s ed ( Auction , Organiser ) ,
7 not n o t i f i e dRe s u l tPa r t i c i p an t s ( Auction ) −>
8 obligation ( contro l lAgent , n o t i f y p a r t i c i p a n t s v i o l a t e d ,
9 b l a c k l i s t e d ( Organiser ) , ‘now ’ ) .

In this NPL program, lines 1 and 5 are the norm labels, lines 2 and 6-7 specify the
conditions of the norms, in this case the condition that the auction is started and the
condition that the auction is closed without the participants being notified. Finally,
lines 3-4 and 8-9 specify that the organizer is obliged to notify the participants, and
that some controller agent is obliged to blacklist the organizer if it did not notify the
auction participants.
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The norm could be programmed as follows in the norm language that is proposed
by Vázquez-Salceda et al. [138]:

1 Norm condition : OBLIGED( no t i f i e dRe s u l tPa r t i c i p an t s ( Auction ) )
2 IF s t a r t ed au c t i on ( Auction , Organiser )
3 Violation condition : c l o s ed ( Auction ) ANDNOT
4 no t i f i e dRe s u l tPa r t i c i p an t s ( Auction )
5 Detection mechanism : ( omitted )
6 Sanction : ( omitted )
7 Repairs : b l a c k l i s t e d ( Organiser )

In this program, lines 1-2 specify the obligation to notify the participants of the
auction results, lines 3-4 specify the violation condition, i.e., the auction is closed and
the participants are not notified of the result, lines 5-6 are omitted fields for specific
violation detection and sanction mechanism, and finally line 7 specifies how a norm
violation can be repaired, in this case by blacklisting the organizer.

The main pattern that we discern from these examples is that a norm is pro-
grammed by specifying the condition under which the norm is detached, the condi-
tion that has to be fulfilled/avoided and the consequences of a norm violation. The
conditions are based on the state of the environment or the actions that agents per-
form. Hence, the implementation of a norm can only take place if the environment
is already designed/implemented. Also, if the environment changes, then the norm
implementation may also change. However, the norm specification is not part of the
environment’s business logic.

6.3.2 A Primer on Aspect-Oriented Programming

Aspect-oriented Programming is a relatively new extension to the object-oriented pro-
gramming paradigm. The most mature aspect programming framework is AspectJ,
which is specified for Java and also our choice in this chapter to specify example code
for norms. In this section we shall provide a quick overview of the most important
terms and technicalities of aspect-oriented programming.

Consider the interface of an agent to an auction system. The functionality of
this interface is to provide the agent the possibility to initiate auctions, provide bids,
publish auction results, etc. However, often the business logic of an interface is
accompanied by other functionalities such as code for debugging and, in our target
domain, norms. Often these other functionalities form together a coherent cross
cutting concern of an application. Typically a cross-cutting concern can only be
implemented in an object-oriented application if through different classes the code
for this concern is provided in the business logic of these classes. Aspect-oriented
programming aims at concentrating the code for such concerns in what are called
aspects. Aspects are programmed alongside the classes of a system. The code for
a cross cutting concern in an aspect is added to the classes of the system during
compilation time. The addition can be done either by adding lines of code in the
source before actual compilation, or in the case of Java in the byte code. The process
of adding the code is called weaving. For our purposes it is important to note that an
aspect has to be specified before compile time. Hence, at runtime it is not possible
to introduce new aspects unless the affected classes can be recompiled on the fly.
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Every object-oriented program exposes many points of executions which are called
join points. Typically these are the execution of a method or the update of a variable.
In an aspect it is possible to specify a selection function on join points. For instance,
a selection might occur on all methods that are public and have no arguments. The
selection specification of join points is called a pointcut. During execution a pointcut
might be activated. An advice specifies what happens when a pointcut is activated.
The advice is usually a regular piece of code that, without aspects, would be included
in the code where the pointcut of that advice is activated. An advice can be specified
to execute code before the pointcut’s flow of control is continued, afterwards, or
around it.

In a conditionalized norm we have to specify a condition, obligation/prohibition
and deadline. This specification often consists of either a query on the state of the
environment or an action that conforms to some arguments. Actions in an object-
oriented MAS are similar to method calls in an environment interface, and hence
can be captured quite intuitively by specifying pointcuts for those join points that
are execution calls of environment interface methods. However, we note that also
for state-based norms there exists possibilities to implement them with aspects. If a
variable changes, then this is also a join point that can be selected by a pointcut. For
instance, assume we have some interface that contains a credit counter and a limit
on how negative an agent might be. If we want to check whether the limit is always
lower than the credit, then we could define a pointcut either by a) selecting all join
points of method calls that may alter either variable, or b) selecting all join points
where either the credit or the limit is altered. Using these pointcuts we can check the
state of the interface only when it is relevant.

6.3.3 From Norms to Aspects, Objects and Classes

Normative constructs are prevalent among organizational coordination frameworks for
multi-agent systems. Norm-based regulation mechanisms can be introduced using ex-
isting technologies such as aspect-oriented programming. Aspects allow crosscutting
concerns to be programmed separately from the system’s core business logic. Though
unusual, norm-based regulation mechanisms can be presented as design patterns based
on aspects. The key correspondence is to use pointcuts from aspect-oriented program-
ming to specify where a norm applies (norm condition), and pointcut advices to check
if a norm is violated and how to react to this violation (deadlines and sanctions). The
use of aspects may raise concerns about the open nature of multi-agent systems be-
cause the source code of the target processes is required in order to program aspects
and weave them in the processes at compile time. However, various works promote
the use of organizational interfaces for the interaction between agents and the envi-
ronment, or between agents themselves (cf. controllers in [96] and OrgBoxes in [75]).
In such methods it is feasible that the norms are separately developed and maintained
from the business logic of the interfaces to the environment and the agents that use
those interfaces.

Organizations and institutions are often specified in terms of concepts such as
roles, social empowerment and norms. We focus on norms and ignore other concepts
such as roles and social empowerment. We believe that norms are the basic concept
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underlying higher-level concepts such as roles or social empowerment. For example,
a role can be specified in terms of a set of norms that should be respected by the
agent playing the role and social empowerment can be implemented by means of the
roles that an agent can play. In particular, we focus on exogenous norms, which are
explicitly programmed norms that have to be monitored and enforced on a multi-
agent system. An exogenous norm specifies desirable behavior for agents which is not
incorporated inside of the agent specification. This type of norm is particularly useful
for controlling multi-agent systems where the source code of the software agents might
not be available. Also, we discuss conditional obligations and prohibitions, as these
are common types of norms [46, 75, 51]. Note that permission is specified in deontic
logic as the negation of an obligation or prohibition. However, since we would like
to operationalize norm enforcement for coordination purposes we ignore permissions
and focus on atomic obligations and prohibitions.

We assume that the minimal point of control that a multi-agent system developer
has, is the environment interfaces from agents. In particular, we assume that a multi-
agent developer can exercise his/her control on software agents by authorizing and
realizing the effect of their actions in the environment. Our approach to enforcing
norms is thus to implement the norms in the environment interfaces. Thus, whether
the environment source code is given or not, one has always to implement the inter-
face to the environment that agents use. Note that this is in line with many norm
programming frameworks where an institution or organization mechanism observes
the agents’ actions and/or environment states to detect norm violations, and inter-
venes by authorizing and effectuating the agents’ actions in the environment [46, 96].
The core business logic of such interfaces is the requests from agents for performing
actions and relay them to the environment with specific effect. Hence a desidera-
tum is that norms are developed as a separate concern. The environment interface
should not change if the norms change. To realize a separation of concerns we use
aspect-oriented programming. At compile time the norms that are specified in as-
pects will be woven into the environment interfaces. An aspect that implements a
norm specifies pointcuts for the condition of a norm, the obligation or prohibition,
and the deadline. The advices for these pointcuts are related to detaching the norm
(creating an object that represents an active obligation/prohibition) and removing
a norm detachment1, possibly followed by a sanction. A norm detachment, which
represents an active obligation/prohibition, has its own class, and instances thereof
indicate that the norm’s condition was met sometime in the past. We also include
the publication of detachments in case agents might be norm-aware in the sense that
the agents can process the published detached norms and incorporate them in their
decision-making deliberation [6].

In general, norms can be enforced through regimentation and sanctioning [48, 7].
For regimentation it is necessary that a norm’s violation will not occur. A violation
of an obligation can only occur when the deadline is met. Hence, we should real-
ize a forward looking mechanism that checks whether the deadline is about to be
reached, and if so, also checks whether the obligation is fulfilled. In the case that the
obligation is not fulfilled, either the deadline should be prevented or, if this is not

1In the case of Java ‘removing a detachment’ means that no references are made anymore to the
object that represents an active obligation/prohibition.
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possible, the system execution should be halted. A violation of a prohibition can only
occur when the prohibited action/state condition is about to be met. Hence, if the
prohibited condition is about to be met then the action/state change that causes this
has to be nullified. This is a difficult issue to realize in general for object-oriented
programming since it is not possible to for instance remove a method call from the
execution stack as if it never occurred. As we will demonstrate in Section 6.4.2, we
propose that a regimented obligation’s deadline or regimented prohibition condition
is only specified on methods that do not have a return value. This way we can utilize
the around advice of aspect-oriented programming to circumvent the execution of a
norm-violating method call. For sanctioning it is required that upon the violation
of a norm the sanction is executed. We model the sanctioning mechanism through
advices from aspect-oriented programming and implement sanctions as method calls.
It is up to the developer whether the sanction has immediate effect (as for instance
in [46]) or whether the sanction is to send an obligation to another agent to handle
the actual sanctioning (as for instance in S −MOISE [75]).

6.4 Design Patterns for Autonomous Agents and Norms

For the description of the patterns we use the widely accepted approach from Gamma
et al. [61]. Their methodology to describing a pattern is to document the following
items. The name and classification of a pattern describe in a few words what the
pattern is about. The intent behind the pattern describes what the pattern tries to
achieve and why it should be used. The motivation of a pattern consists of a natural
problem example for which the pattern is suitable. The applicability of the pattern de-
scribes the typical problem symptoms for which the pattern is intended. The structure
is a graphical display of the top-level concepts or classes. The participants description
is a textual description of the most important concepts. The collaboration descrip-
tion describes how participants interact. The consequences describe how the pattern
achieves its intent. Implementation and sample code describes how the pattern should
be applied. Known uses are existing solutions which use the pattern. Related patterns
are those that are strongly related to the documented pattern.

6.4.1 Object-Oriented Agent Pattern

In the rest of this section we will document the object-oriented agent pattern that can
be used to program agents.

Name and Classification

The object-oriented agent pattern is a concurrency pattern. This design pattern has
no other known names.

Intent

The intent of the object-oriented agent pattern is to separate the business logic of
decision making and processing of triggers from the rest of an application. The
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described pattern promotes modular development of autonomous behavior. It also
provides a clear separation between the specification of autonomous behavior and the
execution of this specification. Finally the pattern supports concurrency in terms of
concurrent decision making.

Motivation

Consider a simulation of a real world process that involves many decision-making
entities such as humans and software systems. During the development of such a
simulation new sensors and actuators may become available to these entities and
existing ones may change. If the decision making business logic is scattered across
the project then it is hard to maintain the code if the available sensors and actuators
change. Additionally, it often becomes hard re-use decision making functionalities if
there is no generic methodology used.

Modeling these entities as agents using the object-oriented agent pattern allows
developers to concentrate all the decision making in a few classes that expose exactly
what can be observed, what actions can be made, and how the connection between
observations and action is realized. These classes can be stored and extended from a
library so that the decision making can be reused for another project.

Applicability

The object-oriented agent pattern is best used when:

• There are multiple triggers that have to be processed by the same entity. The
pattern supports the implementation of the decision making logic by specifying
what plans needs to be executed for which triggers.

• The business logic for decision making can change over time. For instance new
information and/or action possibilities can emerge while the project develops.

• The autonomous entities are fairly heavyweight. For lightweight concurrent
processes one should consider for instance actor-based programming languages
(cf. [67]).

• The application’s high level concepts match with the agent paradigm. The
pattern is inspired by the BDI paradigm.

• Proactiveness is required. The pattern supports goal-based execution.

Structure

The structure of the object-oriented agent pattern is shown in Figure 6.1.

Participants

The participants are as follows:

• Trigger. An object that represents an event, message or goal to be processed.
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• Goal. Persistent trigger that represents a goal of the agent.

• Plan. Specifies the business logic for processing a trigger.

• PlanScheme. Specifies when a plan is applicable.

• Context. Exposes all required information for determining whether a goal is
achieved and the execution of plans.

• Messenger. Allows the agent to send messages to other agents.

• DeliberationStep. Selects and/or executes relevant plans.

• DeliberationRunnable. Contains a run method that executes a sequence of
deliberation steps (called deliberation cycle).

• RuntimeConfiguration. This class is the main data container for a single
agent.

• TriggerListener Exposes the functionality to add to the agent triggers (mes-
sages, events, percepts, etc.).

• KillSwitch. Contains a method to cause the agent to stop executing.
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Figure 6.2: The core interactions of the agent components.

Collaborations

The core component of an agent is its runtime configuration. It mainly collaborates
with other components by storing and returning objects that are required during the
execution of the agent. Most collaborations occur when an agent receives a trigger.
Those collaborations are depicted in Figure 6.2. Trigger listeners can add triggers
to the runtime configuration. This will cause the agent to call upon its deliberation
runnable to execute a deliberation cycle. A deliberation cycle is a sequence of deliber-
ation steps. Each deliberation step contains an execute method that given a runtime
configuration progresses the agent. In our library we instantiated two types of deliber-
ation steps that we consider to be basic progressions of an agent. The first is depicted
in Figure 6.2 as step ‘a’, and progresses the runtime configuration by obtaining the
plan schemes, current triggers and context to instantiate plans schemes, and storing
the potentially returned instantiated plans in the runtime configuration. A second
step ‘b’ obtains the instantiated plans from the runtime configuration and executes
them with the configuration’s context and messenger (for communicating with other
agents). In our library we chose to put the agent to sleep if it contains no more active
plans or triggers, otherwise it will execute the cycle again. A kill switch can halt an
agent. The execute method of a plan may retrieve the context and messenger of the
agent and adopt new triggers, including goals. A plan maintains a Boolean that indi-
cates whether the plan should be executed again in the next deliberation cycle. The
deliberation cycle cannot continue if the method of a plan does not return. Hence, if
a plan is to be applied repeatedly then it is best to do so by setting it to not being
finished until the repetitions are done instead of using a ‘while(true)’ loop.
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We note that the depicted classes in Figure 6.1 serve to specify the agent and
need to collaborate with a surrounding system in order to gain execution time. In
our library we opted to enrich a standard executor service that maintains a thread
pool for executing agents, the kills switches, a messenger infrastructure and agent
initialization factories.

Consequences

The pattern supports its modularity objectives by focusing decision making business
logic in the plan classes and the observation capabilities in the context. It is possible
to define suitable plan schemes, plans and contexts for an application and re-use them
in another application. For instance, a set of plan schemes, plans and a context can
be designed for auctions where, if imported from a library, the agent programmer
only has to implement a valuation method for something that is traded.

The objective of achieving pro-active behavior is supported by the usage of goals.
Goals persist in the agent’s runtime configuration for as long as they are not considered
as achieved given the context of the agent. This will cause the agent to initiate new
deliberation cycles for as long as the goals are not achieved. It should be noted
that liveness properties can be proved for the BDI programming languages that have
formally specified operational semantics.

The trade-off is that a certain overhead is introduced. Especially for small agents
it might be more beneficial to resort to for instance actor-based programming.

Implementation

The library of classes that we provide as part of this research contains an implemen-
tation of this pattern. We have made the choice to divide triggers in four categories:
a) triggers that come from external sources to the agent system, such as events from
the environment, b) messages of the agent system, c) goals of the agent and d) trig-
gers that occur internally in the agent. We also divided the plan schemes in these
categories and maintain them in a plan scheme base (rather than the runtime con-
figuration containing one list of plan schemes). Accordingly, we have implemented a
separate deliberation step for the processing of each of these trigger types. We opted
for these choices to increase the modularity and reusability of agent source code. For
the same reason we use a context container with multiple contexts rather than a single
context. The context container of an agent is implemented by the typesafe heteroge-
neous container pattern [24]. As a consequence, the key of a context in the container
is its class. We use internal triggers to create a self-healing mechanism. If a plan fails
for any reason, then the user can specify an exception to be thrown which is adopted
as an internal trigger. Accordingly, plan schemes for handling such exceptions can
be programmed. For good coding practices we adopt many interfaces between the
components of an agent to ensure correct exposure of the runtime configuration to
various other components.

There are many reoccurring challenges in the design of agent systems that the
proposed pattern does not cover. For instance if an agent shares a thread with other
agents, then its deliberation cycle should not block the execution of other agents due
to for example waiting on the return value of an environment call. Also concurrency
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issues regarding the objects that agents call upon have to be addressed. There are
various patterns and technique to help this, such as the use of futures and explicit
environment design frameworks such as Cartago [111].

Sample code

We shall exemplify a goal, plan scheme, plan and context, as these are the core
components that an agent programmer has to program. The current example is
based on the aforementioned example of an agent that participates in auctions. We
assume that all auctions are Vickrey auctions. As an example context we take a
context named TraderContext. Its functionalities include checking whether an item
is owned, obtaining a relevant auction for an item and determining the personal value
of an item.

1 public class TraderContext implements Context {
2 . . .
3 public boolean i s I n Inven to ry ( Item item ){ . . . }
4 public double value ( Item item ){ . . . }
5 public Auction getAuctionFor ( Item item ){ . . . }
6 . . .
7 }

The method in line 3 returns true if a given item is in the inventory of the agent.
The method in line 4 returns the value that a given item holds for the agent. The
method in line 5 returns an available auction for a given item, or null if no such
auction exists.

As an example goal we will take a class named GoalItem, of which instances
represent the goal to own a specific item. This goal is achieved when the item is in
the inventory of the agent. For as long as this is not the case it should be tried to
instantiate plans for this goal.

1 public class GoalItem implements Goal {
2 private Item item ;
3 public GoalItem ( Item item ){ this . item = item ; }
4
5 public boolean i sAch ieved ( ContextContainer contextConta iner ){
6 TraderContext context =
7 contextConta iner . getContext ( TraderContext . class ) ;
8 return context . i s I n Inven to ry ( item ) ;
9 }

10 }

Line 2 contains the item that the agent wants. Line 3 is the constructor of the goal.
Lines 5-9 are called when it is needed to check whether the goal has been achieved.
Lines 6-7 show how the context is obtained in our library. In line 8 it can be seen
that the goal is achieved if the desired item is in the inventory of the agent.

As an example plan scheme and accompanying plan we take the plan scheme
that specifies a bidding strategy in a Vickrey auction. This plan scheme can be
instantiated, i.e. create a plan, if there is a trigger that is a GoalItem (recall that
Goals are a type of Trigger). For a specific trigger, checking whether that trigger
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is of a certain type is similar to checking the head of a plan rule in for instance
2APL, Jason and GOAL. Also the TraderContext is used to check whether there is
an auction available. This can be seen as a belief query, or guard check of a plan rule.
In a Vickrey auction the best strategy is to bid on an item the true value. So the
actual plan is to determine the goal item’s value, and bid that amount in the auction.
Note that if other auction types were available that then for instance for each auction
type a different plan could have been specified. In that case the plan scheme could
instantiate a plan depending on the type of the auction.

1 public class BidScheme extends PlanScheme {
2 public Plan i n s t a n t i a t e ( Tr igger t r i g g e r ,
3 ContextContainer contextConta iner ){
4 i f ( t r i g g e r instanceof GoalItem ){
5 GoalItem goalItem = (GoalItem ) t r i g g e r ;
6 TraderContext context =
7 contextConta iner . getContext ( TraderContext . class ) ;
8 Auction auct ion = context . getAuctionFor ( goalItem ) ;
9 i f ( auct ion != null ){

10 return new VickreyBidPlan ( auct ion , goalItem . getItem ( ) ) ;
11 }
12 return Plan .UNINSTANTIATED;
13 }
14 public f ina l class VickreyBidPlan extends Plan {
15 private Auction auct ion ;
16 private Item item ;
17
18 public VickreyBidPlan ( . . . ) { ( con s t ruc to r ) }
19
20 public void execute ( PlanToAgentInter face p l an In t e r f a c e )
21 throws PlanExecutionError {
22 TraderContext context =
23 p l an In t e r f a c e . getContext ( TraderContext . class ) ;
24 auct ion . bid ( context . va lue ( item ) ) ;
25 s e tF in i sh ed ( true ) ;
26 }
27 }
28 }

Lines 2-13 describe when the plan should be instantiated and how it is instanti-
ated. Line 4 conditionalizes the instantiation on the type of the trigger that is being
processed. Lines 6-9 let the agent check whether there is an auction available. If
so, then in line 10 a new bidding plan will be created. Lines 14-27 specify the plan.
The agent will bid the value that the agent thinks is the item’s true value (line 24).
The plan is set to finish at line 25. This will remove the plan from the runtime
configuration.

Known uses

The pattern is visible in numerous agent-oriented programming frameworks/languages
such as Jade, 2APL, GOAL and Jason. In these languages the business logic for
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making decisions and executing actions is concentrated in behavior for Jade or plan
rules in 2APL, GOAL and Jason. There a plan rule is composed of a head, guard an
plan itself which can be triggered by an event, message or goal. In this pattern a plan
rule is the same as a plan scheme and its corresponding plan, and the match between
event/message/goal and the head of a rule is the same as the applicability check for
a plan scheme. Instantiating and storing a plan for later execution if the scheme is
applicable is similar to 2APL and Jason. In GOAL the plan is executed immediately,
which is also supported by the pattern. The notion of a belief (and knowledge) base
is integral to the latter languages, and is here represented as a context.

Related patterns

The most related is the active object pattern [61]. It too has this structure where
calls are made through a proxy and are processed independently, much like our setup
where triggers are send to the agent to be processed independently. However, it does
not contain the notion of plan schemes, nor is proactivity possible through something
like goals.

Another important related pattern is the strategy pattern. It contains the so-
lution to problems where a different execution strategy is needed under different
circumstances. This relates much to our plan schemes. In the reactor pattern and
its asynchronous variant the proactor pattern [114] applications can register event
handlers in an initiation dispatcher. Clients can then send events to the initiation dis-
patcher which notifies the correct handlers when they can process the events without
a block. This is related to our pattern, because it resembles the structure of sending
events (in our case triggers) to an entity that decides when and how these events are
processed. However, the selected plan schemes in our pattern do not solely depend on
the type of trigger that is received. Also note that the reactor and proactor patterns
are of a reactive nature. In contrast, our pattern introduces proactiveness by pursuing
goals until their achievement.

Notes

In the example code the chosen plan can be instantiated and stored for later execution
as in 2APL and Jason, or can be executed immediately such as in GOAL. Note that in
some cases it is desirable that one plan or a part of the plan is executed at once without
interleaving its execution with the execution of other plans. This is for example done
in 2APL by introducing atomic plans. In general, we believe that these issues should
be decided by the programmer and may not be generic enough to introduce as part of
the design pattern. The same holds for a specification of how beliefs and goals can be
managed. An integral part of agent programming languages is a specification of how
an agent deals with its beliefs and goals. For example, how they may change over time.
A management system for goals and beliefs would be part of the context of the object-
oriented agent. If desired one can create a context with a pointer to a Prolog engine
or object-oriented database to represent beliefs. This way a programmer can still use
a Prolog engine to for instance manage beliefs, without forcing all programmers to
use Prolog.
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6.4.2 Object-Oriented Norm Pattern

Norms are related to constraints. But the term constraint already has a defined mean-
ing in object-oriented programming (from the constraint pattern). Hence we refer to
the counterpart of norms as normative constraints; constraints that can be violated
albeit with consequences. In this section we outline how norms can be captured using
object-oriented technology.

Name and classification

The normative constraint pattern is a behavior pattern.

Intent

The intent of the normative constraint pattern is to realize norms for open multi-agent
systems separately from the environment and agents. The described pattern promotes
a modular development approach to developing the capabilities of autonomous agents
(the environment interfaces) and the restrictions on behavior (the norms).

The pattern that we describe captures many possible forms of normative behavior.
We observe in the scientific community a preference for conditional obligations and
prohibitions with deadlines. Such norms require an agent to achieve/prevent some
state or (not) execute some action after a specified condition is met and before a
specified deadline occurs. The enforcement of these norms is realized through either
regimentation, that nullifies an action or state change that causes a norm violation,
or sanctioning, which applies a compensating procedure after a norm is violated. The
described pattern in this section captures both.

We promote a design approach where norms are specified in their own aspects.
These aspects are interwoven in the environment interfaces at compile time. Hence,
at runtime it is not possible to retract a norm. However, we do note that it is quite
straightforward to specify conditions under which the norm does (not) apply. For a
sanctioning norm for instance it is possible to check an applicability condition before
a sanction is applied. This way a norm can be ‘switched off’ at runtime. The norm-
oriented programming languages on which this pattern is based take an approach
where norms are specified together in an institutional or organizational entity. The
conditions under which a norm applies are often related to for instance a role that an
agent has within the multi-agent system. We do not capture organizational concerns
other than norms in this chapter. However, we do note that multiple norms can for
instance synchronize on an organizational context to capture these dynamics.

Motivation

The natural scenarios for the normative constraint pattern include resources and
services that autonomous processes such as agents may use but which are not under
full control of the system designer. Yet the usage of these resources and services
should be limited to desirable behavior. The system designer can in such scenarios
implement the constraints on behavior in the interfaces between the autonomous
processes and the resources and services. However, if the specification of correct and
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Figure 6.3: Global structure of the normative constraint pattern.

incorrect behavior depends on the usage of multiple interfaces, then soon the code
becomes hard to maintain because the business logic of a constraint is spread over
multiple classes.

Applicability

The normative constraint pattern is best used when:

• The system designer has no access to the source of the processes that it tries to
control, but does have control over the interfaces that these processes use.

• Desirable behavior can be specified in terms of state changes and method calls
in interfaces between autonomous process and the services and resources that
they use.

• The desirable behavior specification does not change at runtime.

Structure

The structure of the normative constraint pattern is shown in Figure 6.3.

Participants

The participants are as follows:

• EnvironmentInterface. Exposes the relevant functionalities of a resource or
service to another process.

• Detachment. A detachment of the norm, i.e., the generation of an obligation or
prohibition with deadline. It contains relevant data from when the detachment
occurred, which can be used to check whether the constraint is violated or not.
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• DetachmentListener. Allows the norm to publish the detachment, i.e., an
obligation with deadline. The listener relays the detachment to relevant pro-
cesses.

• Norm. Specifies the condition, obligation or prohibition and deadline of the
norm. Also maintains the current detachments and specifies how violations of
the norms should be sanctioned, if sanctioning is applied.

Collaborations

The pointcuts in the norm are specified on execution points in the environment in-
terface. The condition poincut’s advice is an after-advice (it is executed after the
condition pointcut is passed). When the condition pointcut of the norm is reached,
then the condition advice will check whether the norm should be instantiated and de-
tached. If so, then a detached norm (implemented as a Detachment; see Figure 6.3) is
created and any detachment listener is notified. The obligation advice is also an after-
advice. If the obligation pointcut of the norm is reached, then the obligation advice
will check whether for any detached norm whether it can be removed, i.e. whether the
obligation was met. If this is the case, then the detachment listeners will be notified
that the obligation is lifted. The advice of the prohibition is an around-advice. This
advice checks whether a detachment exists for which now the prohibition is violated.
The advice will not proceed the pointcut’s method call if the prohibition is violated
and the norm is regimented. If the norm is sanctioned, then the sanction will be
executed upon violation. The detachment listeners will be notified of the violation.
The advice of the deadline pointcut is also an around advice and will not proceed
the call if the norm is an obligation and is regimented, and otherwise will execute the
sanction if the norm is not regimented. The detachment listeners are notified in case
the obligation is violated. If the norm is a prohibition, then the deadline will simply
remove detachments to which the deadline applies and the detachment listeners are
notified that the prohibition is lifted.

Consequences

The main objective is to separate the norm from the environment interfaces. This
is inherently the case because of the usage of an aspect. The separation between
condition, obligation and deadline provides a clear specification of the temporal aspect
of a detachable norm. With this pattern a system designer has the possibility to
independently design complex rule structures for different use cases, where the rule
can be violated. The trade off is that the flow of control is harder to grasp because
of the use of aspects.

Implementation

Care has to be taken that the norm is not detached extremely often, because each
detachment requires memory. If the detachments can somehow be ordered, then a
heap or other sorted data structure is preferable to an iterable due to run time com-
plexities. Memory issues can occur easily if the deadlines and obligations/prohibitions
are met in a slower pace than that the norm is detached.
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On a higher conceptual level it might be beneficial to approach the design and
development of norms with the use of the multi-agent organizational paradigm. Norms
are a key concept in this paradigm which are usually tightly related to other notions
such as roles that agents may have and organizational empowerment. If a norm should
only be detached under specific organizational circumstances (such as the roles that
a particular agent fulfills), then these checks can for instance be performed in the
advice of the condition pointcut of the norm aspect.

Example code

The arguments of the pointcuts and methods in a norm heavily depend on the ap-
plication for which the norm is implemented. In this section we give an example of
an abstract sanctioning norm aspect where the arguments of the condition, obliga-
tion/prohibition and deadline pointcuts only consist of the environment interface to
which the norm applies. We also demonstrate a norm that instantiates the abstract
norm. We expect that in many applications different arguments might be needed
for the aspect components, such as the arguments that were used in the call of an
environment method.

The following norm specification requires the programmer to provide the type that
is used for norm detachments (D) and the environment interface to which it applies
(I). It also requires the programmer to specify the pointcuts for the condition, obli-
gation/prohibition and deadline. The arguments for these pointcuts are forced to be
the environment interface instance to which the norm applies. The norm aspect takes
care of the operational semantics of the norm; when it is detached, when detachments
are removed, and when sanctions should be applied. We also allow the norm to be
regimented instead of being enforced through sanctioning. The effect of regimentation
is that the call is not executed if the norm will be violated by this call. Therefore
we use an around advice which proceeds only if there is not a detachment that now
constitutes a violation. Note that this advice also does not remove norm detachments.
Finally we assume in the following code that the deadline pointcut was specified on
some method call that has no return value. We opted for a form of obligation and
prohibition where after violating the norm the prohibition and obligation are also
removed. This can be easily altered to accommodate for other operational semantics.
Also note that we make heavy use of lambda expressions and the streams library that
were introduced in Java 8.

1 public abstract aspect Norm<D, I> {
2 private Co l l e c t i on<D> detachments ;
3 private Co l l e c t i on<DetachmentListener<D, I>> l i s t e n e r s ;
4 private boolean i sOb l i ga t i on , i s S anc t i on i ng ;
5
6 public Norm(boolean i sOb l i ga t i on , boolean i s S an c t i on i ng ){
7 this . i sOb l i g a t i o n = i sOb l i g a t i on ;
8 this . i s S an c t i on i ng = i sSanc t i on i ng ;
9 // ( omit ted i n i t i a l i z a t i o n code )

10 }
11
12 protected abstract pointcut cond i t i on ( I i ) ;
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13 protected pointcut ob l i g a t i o n ( I i ) ;
14 protected pointcut p r oh i b i t i o n ( I i ) ;
15 protected abstract pointcut dead l ine ( I i ) ;
16 protected boolean ob l i g a t i onApp l i e s (D d , I i ){ return fa lse ; }
17 protected boolean p roh ib i t i onApp l i e s (D d , I i ){ return fa lse ; }
18 protected abstract boolean dead l ineApp l i e s (D d , I i ) ;
19 protected void sanc t i on (D d , I i ){} ;
20 protected abstract D createNewDetachment ( I i ) ;
21
22 after ( I i ) : c ond i t i on ( i ){
23 D d = createNewDetachment ( i ) ;
24 detachments . add (d ) ;
25 for ( DetachmentListener l i s t e n e r : l i s t e n e r s )
26 l i s t e n e r . notifyNewDetachment (d , i ) ;
27 }
28
29 after ( I i ) : o b l i g a t i o n ( i ){
30 detachments = detachments . stream ( )
31 . f i l t e r ( (D d) −> {
32 i f ( ob l i g a t i onApp l i e s (d , i ) ){
33 for ( DetachmentListener l i s t e n e r : l i s t e n e r s )
34 l i s t e n e r . n o t i f yL i f t e d (d , i ) ;
35 return fa lse ;
36 } else return true ;
37 } ) . c o l l e c t ( Co l l e c t o r s . t oL i s t ( ) ) ;
38 }
39
40 void around( I i ) : p r oh i b i t i o n ( i ){
41 AtomicBoolean block = new AtomicBoolean ( fa l se ) ;
42 detachments = detachments . stream ( )
43 . f i l t e r ( (D d) −> {
44 i f ( p r oh i b i t i onApp l i e s (d , i ) ){
45 i f ( this . i s S an c t i on i ng )
46 sanc t i on (d , i ) ;
47 else block . set ( true ) ;
48 for ( DetachmentListener l i s t e n e r : l i s t e n e r s )
49 l i s t e n e r . n o t i f yV i o l a t i o n (d , i ) ;
50 return fa lse ;
51 } else return true ;
52 } ) . c o l l e c t ( Co l l e c t o r s . t oL i s t ( ) ) ;
53 i f ( ! b lock . get ( ) ) proceed ( i ) ;
54 }
55
56 void around( I i ) : d ead l ine ( i ){
57 AtomicBoolean block = new AtomicBoolean ( fa l se ) ;
58 detachments = detachments . stream ( )
59 . f i l t e r ( ( Detachment d) −> {
60 i f ( dead l ineApp l i e s (d , i ) ){
61 i f ( this . i sOb l i g a t i o n ){
62 i f ( this . i s S an c t i on i ng )
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63 sanc t i on (d , i ) ;
64 else block . set ( true ) ;
65 for ( DetachmentListener l i s t e n e r : l i s t e n e r s )
66 l i s t e n e r . n o t i f yV i o l a t i o n (d , i ) ;
67 } else {
68 for ( DetachmentListener l i s t e n e r : l i s t e n e r s )
69 l i s t e n e r . n o t i f yL i f t e d (d , i ) ;
70 }
71 return fa lse ;
72 } else return true ;
73 })
74 . c o l l e c t ( Co l l e c t o r s . t oL i s t ( ) ) ;
75 i f ( ! b lock . get ( ) ) proceed ( i ) ;
76 }
77 }

Lines 2-10 initialize the norm and specify whether it is a conditional obligation or
prohibition and whether enforcement occurs through regimentation or sanctioning.
Lines 12-20 specify what a norm developer has to implement when extending the
norm aspect. The obligation and prohibition are optional, but it is intended that
exactly one of them is overridden. The same holds for the obligationApplies and
prohibitionApplies methods. Lines 22-27 check whether the norm has to be detached.
Lines 29-38 specify that detachments for which the obligation is met will be lifted.
Lines 40-54 specify that detachments for which the prohibition holds are violated.
The sanction is executed (line 46) or the call is not proceeded (line 53), depending on
the mode of enforcement. Lines 56-76 specify the deadline advice. If the norm is an
obligation then detachments are checked for violations (lines 60-67). Else if the norm
implements a prohibition then relevant detachments are lifted. Finally if the norm is
an obligation and there was a violation, then the call is not proceeded (line 75).

The following code is the example where an organizer of an auction ought to inform
the participants of the auction of the auction results, before the auction is closed.
Violations are sanctioned by blacklisting the organizer. We assume the following
classes in this scenario (aside from the participants in this pattern):

• Auction: The environment interface that agents use to set up an auction. This
class has methods to start the auction, publish the result, get the organizer, and
close the auction.

• AuctionDetachment: The class for detachments of the auction norm. Contains a
field to store the relevant auction interface for which the norm was instantiated.

• BlackList: A blacklist on which auction organizers can be added.

1 public aspect AuctionNorm extends
2 Norm<AuctionDetachment , Auction> {
3 private BlackLi s t b l a c k l i s t ;
4
5 public AuctionNorm (){
6 super ( true , true ) ;
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7 // ( omit ted i n i t i a l i z a t i o n code )
8 }
9

10 protected pointcut cond i t i on ( Auction auct ion ) :
11 ca l l (public ∗ Auction . s ta r tAuct ion ( . . ) ) && target ( auct ion ) ;
12
13 protected pointcut ob l i g a t i o n ( Auction auct ion ) :
14 ca l l (public ∗ Auction . pub l i shResu l t ( . . ) ) &&
15 target ( auct ion ) ;
16
17 protected pointcut dead l ine ( Auction auct ion ) :
18 ca l l (public ∗ Auction . removeAuction ( . . ) ) &&
19 target ( auct ion ) ;
20
21 protected AuctionDetachment createNewDetachment ( Auction auct ion ){
22 return new AuctionDetachment ( auct ion ) ;
23 }
24
25 protected boolean ob l i g a t i onApp l i e s ( AuctionDetachment d ,
26 Auction auct ion ){
27 return d . getAuct ion ( ) . equa l s ( auct ion ) ;
28 }
29
30 protected boolean dead l ineApp l i e s ( AuctionDetachment d ,
31 Auction auct ion ){
32 return d . getAuct ion ( ) . equa l s ( auct ion ) ;
33 }
34
35 protected void sanc t i on ( AuctionDetachment detachment ,
36 Auction auct ion ){
37 b l a c k l i s t . add ( auct ion . ge tOrgan i se r ( ) ) ;
38 }
39 }

The pointcuts of the condition, obligation and deadline are the method calls for start-
ing the auction, publishing the results and removing the auction, respectively (lines
10-19). The creation of an auction is specified in line 22. A detachment obligation and
deadline applies if its auction matches with the auction for which the current auction
that triggered the aspect (lines 27 and 32). Finally, the sanction is to blacklist the
violating organizer (line 37).

Known uses

There is quite a lot of work on norms with a condition, obligation/prohibition and
deadline, e.g. 2OPL and NPL. In object-oriented programming this is typically in-
dicated by some boolean flag in code that signals whether some condition was met
before and that is being used to steer execution at a later point.
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Related patterns

Patterns with contracts among objects are also used to ensure behavior over time. A
related work is for instance Contract4J [139]. In design by contract for programs,
contracts consist of preconditions, postconditions and invariants. A client must fulfill
the precondition so that a server can perform an operation which fulfills the postcon-
dition. Invariant constraints must hold at all times. If a contract is violated, then the
program halts (in contrast to normative constraints).

Another related concept, though no pattern, is the Object Constraint Language
(OCL), which is a part of UML. OCL is a design tool that allows a designer to
specify very specific constraints such as the range of an integer attribute of an object.
However, these constraints are also meant as constraints that cannot be violated.

Notes

The presented pattern captures conditional norms in a very generic and basic form.
We did not go into details on various topics in normative system research such as
different types of norms, the dynamics of norms, norm conflicts and norm awareness.
Future efforts will be focused to these topics. We also did not address many syn-
chronization and related issues for interacting autonomous systems. Depending on
how the normative pattern is used, it can be combined with patterns for decentralized
computation. We note though that aspects inherently allow us to use some form of de-
centralization. The pointcuts that are defined can be triggered by different processes.
The Java virtual machine ensures partly that the aspect will be correctly applied.
If norm aspects require use of each other’s monitoring/control capabilities, then this
can be realized through standard Java means. This is why we do not provide special
constructs for decentralized runtime norm enforcement. We would like to emphasize
that our approach may suggest that the source code of various interacting components
must be available, which may not always be the case, e.g., in open systems. We do
assume that the components interact through interfaces that are under the control
of the system designer. The system designer can therefore introduce the pointcuts in
the interface source code and thereby control the execution of the components.

6.5 Related Work

The idea of agent-based design patterns has grabbed the attention of many researchers
in the field. There have been several proposals focusing on various categories of design
patterns (for an overview see [77]). Some of the earliest agent-oriented design patterns
are proposed by Aridor and Lange [12]. They proposed agent design patterns for
mobile agent applications and classified them into travelling patterns, task patterns
and interaction patterns. The mobility patterns can be used to enforce encapsulation
of mobility management. An example of traveling patterns is the itinerary pattern
that defines routing schemes for multiple destinations and handles special cases such as
non existent destination. The task patterns are concerned with decomposing tasks and
their delegation. An example is the master-slave pattern that allows task delegation
from master to slave. Finally, the interaction patterns are concerned with agents’
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communication and cooperation. For example, the meeting pattern allows agents to
dispatch themselves to a specific destination (a meeting place) and engage in local
interaction. Our proposed design patterns are complementary as we are not concerned
with mobile agent applications, but with the internal design of autonomous agents
and how such agents can be controlled and coordinated by means of norms.

Sauvage presents different classes of patterns such as Meta patterns, Metaphoric
patterns and Architectural patterns [113]. Examples of meta patterns are organisa-
tion and protocols which are defined in terms of roles, their relations, and messages.
An example of metaphoric patterns is the marks pattern, which describes an indirect
communication model via environment. Examples of architectural patterns are BDI
architecture consisting of knowledge bases and horizontal architecture consisting of
parallel modules (e.g., deliberation and act modules). Our proposed design patterns
for autonomous behavior and norm-based coordination are related to the BDI ar-
chitecture pattern and organisation pattern. Although Sauvage provides only a two
lines description of BDI architecture pattern, we provide an extensive description and
possible refinements of it. Moreover, Sauvage conceives an organisation pattern as
being defined in terms roles and their interactions while our organization is defined
in terms of norms being monitored and norm violations being sanctioned.

Separating coordination among processes as a concern has been argued by Gel-
ernter et al. [63], where the case is made for special coordination frameworks such as
Linda. A coordination framework manages coordination separately from the business
logic, which is programmed in a different language. With the use of aspects we can
make reusable coordination oriented norms, while staying very close to the compu-
tational language of the business logic. Though the use of a separate coordination
framework will often remain the preferred choice for interacting autonomous systems
where processes are made with different implementation languages.

In order to organize interacting intentional software entities in multi-agent sys-
tems, social patterns are introduced by Do et al. [54]. Two specific categories of
patterns introduced here are pair patterns and mediation patterns. The pair pat-
terns describe direct interaction between intentional agents while mediation patterns
describe intermediate agents that aim at reaching agreement between other agents.
An example of pair patterns is the booking pattern for booking resources from a
service provider, and an example of mediation patterns is the monitor pattern that
allows receiving notification of changes of state. Our proposed design patterns for
autonomous behaviour are complementary to the patterns proposed by Do et al. in
[54] and describe the internal design of individual agents. Moreover, our norm-based
design patterns differ from patterns proposed by Do et al. in [54] as ours are not
concerned with explicit interaction between agents.

In Weyns el al. [141] a pattern language is presented to capture various patterns in
the design of multi-agent systems. The language consists of five interrelated patterns
that together capture the different aspects of agent systems. The virtual environ-
ment pattern captures the design of an environment in which agents are situated.
Those agents are captured with the situated agent pattern. It is very common that
agents have a limited view on the system, which is documented as the selective per-
ception pattern. For the coordination of agents the language contains two patterns:
protocol-based communication and roles & situated commitments. The patterns are

139



OBJECT-ORIENTED NORMATIVE MAS 6.5

described in a architectural design language whereas we focused on object-oriented
programming. That is less general, but easier to adopt.

Probably the closest agent-oriented design patterns to ours are those proposed by
Morreale et al. in [98], which aim at supporting the development of BDI agent-based
systems. They use the PRACTIONIST framework, which allows the development of
goal oriented agents based on BDI models, to introduce various BDI agent patterns.
In particular, they propose four agent design patterns called dynamic strategy selec-
tion pattern, intention decomposition pattern, mutually exclusive intentions pattern,
and necessary intention pattern. For example, the dynamic strategy selection pattern
describes how an agent’s intention can be achieved by the best strategy from a set of
strategies at run time. Our design patterns for autonomous behavior are similar to
dynamic strategy selection pattern. But, in contrast to this pattern, we distinguish
two different refinements for both reactive and proactive behavior. In our view this
distinction is crucial as they generate two important types of behavior, i.e., reac-
tive behavior triggers only one single plan as a response to an event while proactive
behavior keeps triggering new plans until the goal is achieved. Moreover, our norm-
based design pattern are complementary to the patterns introduced by Morreale et
al. in [98].

Similar agent design patterns are introduced by Kendall et al. [80]. In this article,
reactive and deliberative agent patterns are presented as instances of sensory, beliefs,
reasoning patterns. These patterns are described briefly and informally in terms of the
problem, forces, solution and known uses of the patterns. The problem of a pattern
is merely an informal description of the agent type. For example, the problem of a
deliberative agent is described as how an agent can select a capability to proactively
achieve a goal. The forces represent some requirements and properties of the pattern.
For example, the forces of a reactive agents consists of the requirement that an agent
needs to be able to respond to a stimulus or a request. The solution explains how the
problem should be solved. For example, for a reactive agent patterns it is indicated
that the agent acts using a stimulus/response type of behavior. Finally, the known
uses refer to other work that use similar agent types. For example, the authors refer
to the work of Cohen and Levesque [40] as a use of deliberative agents.

Finally, Oluyomi et al. [102] presents a two dimensional classification in order
to analyze, classify, and describe some existing agent-oriented patterns. The vertical
dimension is based on the stages of agent-oriented software engineering and distin-
guishes seven stages from requirement analysis to implementation and testing phases.
The horizontal dimension is based on tasks and activities that are relevant at each
stage of software development. For example, at the multi-agent system architectural
level, the tasks are to design the system, the involved agents, and their interaction.
The vertical and horizontal dimensions identify categories of agent-oriented design
patterns. For example, the category defined by the multi-agent system architectural
level (vertical dimension) and system design activity (horizontal dimension) is iden-
tified as a structural patterns which describe the structure of agent organizations
in terms of architectural components including knowledge component and environ-
ment. An example of an agent-oriented pattern that belongs to this category is the
embassy pattern. This pattern introduces an agent responsible for the interaction
between a multi-agent system and other heterogeneous domains. Our design patterns
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for autonomous behavior can be seen as a member of the category Agent Internal
Architecture - Interaction patterns and our design pattern for norms as a member of
the category agent-oriented Analysis - Organizational patterns.

6.6 Conclusion
The adoption of multi-agent programming tools and technologies by industry is a ma-
jor challenge that still needs to be met by the multi-agent programming community.
One possible way to meet this challenge is by transferring multi-agent programming
technologies to the standard software technologies. An idea is to start with the high-
level concepts and abstractions for which the multi-agent programming research field
has provided computational models and programming constructs, and propose either
corresponding language level supports in the standard programming languages (e.g.,
C++ or Java), or alternatively propose corresponding design patterns, i.e., general
reusable solutions to problems such as proactivity, reactivity, adaptivity, monitoring
and control. The language level support can either be realized by standard program-
ming approaches such as meta-programming or aspect-oriented programming, where
concepts such as deliberation and control can be considered as different concerns that
can be programmed either by meta-programs or aspects. Although these suggestions
are not mature and need to be worked out both in details and in practice, attempts
along these lines can bring the multi-agent community closer to industry.

The design patterns in this chapter are only scratching the surface of all the
contributions of the multi-agent programming community. The goal of this chapter is
to take part in the discussion of how we can engineer multi-agent systems with object-
oriented technology, so that we can promote the agent paradigm to a wider audience.
We will further develop design patterns to deal with for instance concurrency issues,
repair strategies and interaction among behavior and agents. With the input from the
multi-agent community we shall reach out to other platforms where object-oriented
technology is discussed. We shall also release open-source example code to illustrate
what projects look like when they are implemented according to the proposed design
patterns.
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7 Smart Infrastructure
Simulation

In this chapter we describe an application for decentralized norm-based control, which
also touches upon the notion of norm-awareness. We continue upon the theme of smart
infrastructures, which is a topic from which we draw many examples throughout this
thesis. Autonomous vehicles are commonly predicted to be a major component of
future traffic. The advent of autonomous vehicles allows us to explore innovative
ideas for traffic control such as the application of norm-based control. Norm-based
traffic controllers monitor traffic and realize sanctions in case vehicles violate norms.
The law provides the rules of traffic, and hence norms represent traffic regulations. We
approach the experimentation with norms by traffic simulations, for which we use the
traffic simulator SUMO [84]. We present an extension of SUMO that enables the user
to apply norm-based traffic controllers to traffic simulations. In our extension, named
TrafficMAS, vehicles are capable of making an autonomous decision on whether to
comply with norms. We provide a description of the extension, a summary on its
implementation and demonstrative experiments.

7.1 Introduction
The automotive industry steer towards a future where autonomous vehicles become a
part of everyday traffic (cf. [2],[92],[1]). Such vehicles offer the possibility for the in-
frastructure and other vehicles to communicate with them. We refer to infrastructures
that are enriched with controllers that communicate with vehicles as smart roads or
smart infrastructures. Clearly human drivers are different from software programs
that operate vehicles. For instance, the response of human drivers to receiving in-
formation is considerably slower and less accurate in comparison with a computer
program. These differences pose new challenges and opportunities [18]. For exam-
ple, delegating cruise control to the vehicles’ on board computers allows vehicles to
coordinate and form platoons, which improves the traffic flow [79].

In this chapter we are particularly interested in future challenges and opportunities
for traffic control. Traffic controllers can exert some level of influence on vehicles in
order to improve traffic flow and safety. Traffic is currently controlled by means of
traffic laws and signs which require the education of general traffic regulations and
the interpretation of signs. The government as a regulator creates incentive to follow
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the regulations by imposing sanctions on anybody who is caught violating them.
This control mechanism is tailored for humans, as they are currently the road’s only
occupants. For example speed limits are given in easy round numbers, as we expect
humans to only approximate their limits within an error margin. An autonomously
controlled vehicle has a more precise control over its velocity and hence its error
margins are different. This allows us to give an autonomous vehicle more precise
directives. We shall address the question of how we can design, analyze and test new
traffic controllers where (a portion of) the vehicles is driven by autonomous software
systems.

We envision a future where the traffic infrastructure consists of smart roads, en-
riched with software systems that control traffic. We will call such a software system a
traffic controller. The function of a traffic controller is to observe and evaluate traffic,
and communicate personalized directives to vehicles. Such a traffic controller is re-
quired to respect the autonomy of the vehicles as autonomous vehicles are assumed to
be self-interested with possibly personal incentives to violate traffic regulations [14].
Traffic controllers will be allowed to impose sanctions on autonomous vehicles as a
way to promote desired behavior. Thus, in our vision autonomous vehicles, which are
aware of traffic regulations and their corresponding sanctions, may still violate traffic
regulations and accept the imposed sanctions whenever their personal objectives are
worth the incurred sanctions. Traffic controllers should also be easily maintainable in
terms of the traffic regulations. In our approach, we focus on drivers, the state of traf-
fic, the regulations and the traffic controllers. We shall argue that a suitable paradigm
for these kind of control systems is that of norm-based control for multi-agent sys-
tems. We already note that the enforcement of the traffic regulations by sanctioning
is quite similar to norm enforcement by sanctioning. As discussed in other chapters,
aside from sanctioning we may consider regimentation. In this chapter we focus only
on sanctioning. The reason is that current regulations fit sanctioning whereas regi-
mentation requires invasive control capabilities on the enforcer’s side. In the case of
a speed limit this idea would not fit, as a traffic controller cannot physically control
a vehicle. We do note that digital actions of an autonomous vehicle regarding the
infrastructure, such as requesting permissions of any kind (e.g., the priority lane usage
in Chapter 1), could be regimented. However, we do not discuss that type of actions
in this chapter.

Aside from design we also want to demonstrate norm-based traffic control. Such
demonstrations usually rely on traffic simulations as real world experiments with au-
tonomous vehicles and smart roads tend to be an expensive affair. We also use traffic
simulation for this same reason. We choose SUMO [84] as a simulation platform be-
cause it is open-source, has a track record of research behind it, and performs well.
We did observe however that SUMO does not provide a straightforward platform to
implement concepts from the paradigm of norm-based control for multi-agent sys-
tems. In this chapter we discuss an extension to SUMO, named TrafficMAS, that
allows the user to specify and execute norm-based traffic controllers for traffic.1 The
demonstrations with SUMO serve as a proof-of-concept for norm-based traffic control
for the future.

The running example in this chapter is a ramp merging scenario, where two traffic

1This software is is open-source and can be found at https://github.com/baumfalk/TrafficMAS.

144



7.2 NORM-BASED TRAFFIC CONTROLLERS

7

Figure 7.1: Example scenario where two traffic streams must merge.

streams have to merge together. For a schematic overview, see Figure 7.1. There
is one main input stream and one ramp input stream, resulting into a single output
stream. The goal is to make optimal use of the output capacity of the network whilst
not causing unnecessary traffic jams for the ramp input stream or compromising
safety. An analysis of this scenario can be found in [18]. Our approach is to use a
traffic controller that assigns individual directives to vehicles. In particular, vehicles
are obligated to move or stay on a lane and/or adopt a certain target speed until
they are released of this directive. Furthermore, the vehicles receive a notification of
this directive. This will allow them to decide on whether they want to violate the
directive or obey it.

This chapter is structured as follows. We discuss in Section 7.2 norm-based control
systems as traffic controllers. We will then show how the norm-based control system
for our SUMO application is designed, and discuss its application in our example
scenario in Section 7.3. Following that, we describe how vehicles can reason about
the norms that are directed to them by the traffic controller in Section 7.4. This
leads to our driver model (i.e. the model of the agents that control vehicles) that is
described in Section 7.5. In Section 7.6 we demo norm-based traffic control through
a series of experiments that highlight different aspects of our contribution. Finally,
we look at related work and compare it with our approach in Section 7.7.

7.2 Norm-Based Traffic Controllers

Norm-based control systems are a popular technology for coordination in the Multi-
Agent Systems community (see Chapter 2 for more background information on norm-
based control). A multi-agent system consists of a set of agents that interact within
a shared environment. The agents may communicate with each other or perform
actions in their shared environment. Autonomous agents are assumed to have their
own objectives (goals) for which they proactively initiate actions in order to achieve
them, in addition to reactively responding to environmental changes. Aside from its
objectives, the knowledge/belief of an agent may influence the actions that it decides
upon to perform. A simple model of an agent’s internal process is the sense-reason-
act cycle. In this cycle the agent first senses what the state of the environment is,
then reasons about its goals, preferences, etc, to determine what action it wants to
perform, and then executes the action. Although the agents’ behavior is not always
predictable or controllable, multi-agents systems are often required to satisfy some
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global properties. For our purposes we consider smart roads as a multi-agent system
where the state of traffic as well as the infrastructure is seen as the environment, and
the drivers of vehicles, whether human or not, are seen as the agents in a traffic MAS.
The throughput and safety of smart roads are considered as the global properties that
are required to be satisfied.

We will use the same vocabulary regarding norms as in the other chapters. With
the concept norm we refer to the specification of the circumstances after which a
specific agent is obliged to achieve a system state, and a sanction is a compensating
action that will be imposed should this obligation not be met before a certain deadline
(cf. [133]). With the concept norm detachment we refer to a specific directive that
is in effect for a specific agent. In general, norms can take the form of an obligation,
prohibition or permission, but the scope of this chapter concerns only obligation
norms. The enforcement of norms requires continuous monitoring of the behavior of
individual agents, evaluation of their behavior with respect to the specified norms,
and assurance that norm violating agents are sanctioned. This approach maintains
the agents’ autonomy and can still promote desirable behavior. We observe that
traffic regulations can be formulated following the normative approach. For instance
one can straightforwardly formulate a speed limit measure in terms of a condition
(entering the road), obligation (maintaining maximum velocity), deadline (passing a
camera), and sanction (a fine).

A norm-based traffic controller monitors vehicle behavior and reacts to it. A col-
lection of sensors enables the monitoring task by sensing the state of the environment,
in this case the state of traffic and the infrastructure. Examples of these sensors are
inductive-loop detectors or cameras that can perform image processing aside from
speed measurements. The monitoring functionality of traffic controller serves two
purposes. The first purpose is to detach norms and detect violations of norms, such
as speeding, tailgating or driving on a priority lane without a permit. If such a vio-
lation is detected, then a sanction coupled with this violation will be issued towards
the violating vehicle. The second purpose of monitoring is to issue new norms. If the
traffic controller continues to observe situations where either the throughput or safety
of vehicles declines, then a norm might be issued to improve the situation. This norm
might be global, or tailored to a specific vehicle. This allows the traffic controller to
be very adaptive to traffic dynamics. Furthermore, the severity of a sanction might be
increased if the coupled violation either occurs an excessive number of times, or seems
to be the cause of problematic situations. In our framework for norm-based traffic
control, both autonomous vehicles and the traffic controller show adaptive behavior
towards the ever changing traffic flow and enable the system to cope with difficult and
dynamic traffic situations. We announce norm detachments to the autonomous vehi-
cles, just like drivers are assumed to be aware of traffic regulations. Norm-awareness
allows an autonomous vehicle to reason and decide whether or not to comply with the
norms (cf.[6],[94]). Norm-awareness is crucial for future traffic on smart roads as au-
tonomous vehicles need to know the consequences of norm violations before deciding
whether or not to comply with the norms.

Some applications are inherently distributed and require distributed control sys-
tems. There are various benefits for distributed control such as increased robustness,
parallel processing of data, less communication of data and modular maintenance
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(cf. [129], Chapter 3). We believe this is also strongly the case for future traffic in
smart roads where sensors and traffic controllers are geographically distributed, differ-
ent sections of road networks are governed by different sets of norms and regulations,
and the amount of generated data to be processed is large. Therefore, we aim at
decentralized traffic control consisting of decentralized monitoring of sensor data as
well as distributed enforcement of norms. The implementation of our TrafficMAS
platform allows for a straightforward implementation of individual traffic controllers
and their communication. A norm-based traffic controller may have subscribers and
subscriptions. In a decentralized setting, traffic controllers can subscribe to each other
in order to receive sensor data which they cannot obtain locally. Thus we obtain a
form of decentralized norm-based traffic control.

7.3 Design of the Norm-Based Traffic Controller

In our use-case scenario we illustrate a fairly simple norm-based traffic controller,
which at first is not decentralized. At the core of a controller lies a cyclic process that
is similar to how agents operate. The process is executed after every tick of SUMO and
repeats the cycle of sensing the environment (sense phase), evaluating and creating
norm detachments (reason phase), and imposing sanctions when norms are violated
(act phase). In the sense phase, traffic controllers have two ways of observing the
environment: i) obtain data from the sensors that are placed in the environment, and
ii) obtain data from other traffic controllers (by means of communication) to which the
norm-based controller is subscribed. We use SUMO’s lane detectors that can sense the
vehicles that drive along the area that they cover. Specifically, each sensor can detect
the identity2, velocity and position of each vehicle on the sensor’s area. Further
parameters such as the maximum velocity, acceleration and deceleration capacities
can be assumed within reasonable margins. Immediately after the data is received
from the sensors, information is communicated between the traffic controllers. In the
reason phase the traffic controllers apply their information to their norms in order
to create detachments, if possible. If the traffic controller detaches a norm, then the
vehicle for which the norm is detached is notified of the directive that it has to fulfill
and the associated sanction that will be imposed if the directive is not followed. This
gives drivers a chance to adapt their behavior. Furthermore, the traffic controllers act
by imposing sanctions on the drivers when they fail to comply to existing obligations
when a deadline has been reached.

A schematic representation of the aforementioned ramp merging scenario is given
in Figure 7.2. Triangles are vehicles that travel in the direction towards they point.
White vehicles are the ones that have not yet received their directive from the traffic
controller, while the black vehicles have passed a sensor and have thus received a
personalized norm detachment. The vehicles without a norm detachment in Figure 7.2
are vehicles A,B,C and D. Lane sensors (s1 to s5) are placed on the roads. These
sensors can detect the status of vehicles that are driving over them. For the scenario
to work correctly, it is necessary that either the sensors are sufficiently long, or the
vehicles sufficiently slow, so that no vehicle can pass the sensors undetected. The

2In practice we may use existing license plate detection.
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Figure 7.2: Scenario with two lanes.

sensors should also be placed at a distance far enough from the merge point m such
that vehicles have enough time to comply with the directive before the deadline.
There are two important points on the road, point m where the two roads merge, and
point e where the vehicles exit the scenario. Distances dA and dC are agent’s A and
C’s distances to m, and dexit is the distance from m to e, and dsafe is the distance
between vehicles that is deemed safe (i.e., the minimal gap between cars). Ideally A
and C traverse dA and dC such that they arrive at m with a distance dsafe and can
accelerate to their maximum speed within the distance dexit.

The standard traffic rule in the ramp merging scenario is that the stream that
originates on the main road has priority over the ramp road’s stream. However, if
the main road is busy, this may lead to large traffic jams on the ramp road. For our
scenario, the traffic controller creates vehicle specific norm detachments in such a way
that vehicles cannot arrive on the merge point at the same time if they comply with
their directives. This will cause vehicles to slow down considerably on the main road.
If they have to slow down too much then they will be obliged to move to the left lane
which is assumed to be more free flowing. Therefore, the traffic controller uses the
traffic data from sensors 1 to 3 and determines the optimal velocities of the vehicles
in such a way that the traffic streams merge smoothly together at the merge point.
More specifically, the traffic controller notifies vehicles passing sensor 1 to stay on the
left lane. Sensor 2 and 3 are used by the traffic controller to coordinate the scheduling
of vehicles on the merge point. If a vehicle passing sensor 2 has to slow down too
much, i.e. to a velocity less than a given threshold, then it receives the directive to
move to the left lane.

In order to not overcomplicate the scenario we decided to simplify some aspects
of the traffic controller. The sanction that a vehicle can receive for violating a norm
is modeled by either a low or a high fine. A directive that a vehicle can receive is
an obligation to be on the left or right lane of the main road at a certain target
velocity. For instance (right, 10) is read as the obligation to be on the right lane
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at 10 m/s. Given that autonomous vehicles are accurate, we take real numbers for
the specification of target velocity rather than multiples of 10km/h as is common in
current traffic controllers. A norm detachment consists of a directive that is paired
with a sanction. The sets of possible sanctions, directives and norm detachments for
this scenario are global throughout this chapter, and given by:

• S = {low, high} are the possible sanctions.

• O = {left, right} × R are the possible directives.

• N = O × S are the possible norm detachments3.

We will regulate the scenario with two separate norms; one for regulating smooth
merging, and one for keeping left-lane vehicles on their lane. The pseudo code of
the traffic merging norm is given in Algorithm 1. Note that the code bears strong
resemblance to the norm design pattern in Chapter 6. For this pseudo code we use
∆ as a store for the norm detachments per vehicle for the traffic controller. We also
assume that there exists a function sanction that given a vehicle and fine issues the
fine for that vehicle, and a function read that returns the vehicles on a sensor’s area
that have not been seen before by that sensor.

We begin with the detachment of the norm (lines 1-7). Initially we read sensors 2
and 3 and merge the readings using the algorithm of Wang et al. [140] (line 1). The
result is an ordered list of agents, which, if they continue as they are, will arrive at
the merge point in the same order. With optimalV elocity we calculate the optimal
speed for an agent such that it will arrive on the merge point at the time that the
previous vehicle will arrive plus some safe margin, or later if the agent cannot make
it in time physically (line 3). If the agent is at the right lane of the main road and the
optimal velocity is below a predefined threshold, then it is obliged to move to the left
lane (line 5), otherwise it is obliged to adapt its velocity to the optimal velocity and
pass the merge point on the right lane (line 7). Next we check at sensor 4 whether
the agents have complied with any possible directive that told them to go to the left
lane or stay on the right (lines 8-12). Directives regarding agents that complied with
this norm are retracted (line 10) and agents that were supposed to stay on the right
lane are sanctioned (lines 11-12). Finally sensor 5 is checked in order to determine
whether any agents have stayed on the right lane against their directive (lines 15-17)
or whether any agents did not comply with their velocity directive (lines 19-21).

We also have the other norm that obliges vehicles that enter on the left lane of the
main road to stay on their lane at a preset maximum velocity vMAX . This scheme’s
pseudo code is given in Algorithm 2. We begin with creating new norm detachments
(lines 1-3). In this case sensor 1 is read. In Figure 7.2 it can be seen that this sensor
detects all vehicles that enter the scenario on the left lane of the road. Hence, we give
each vehicle on the left lane the directive to stay on the left lane, and also obtain a
preset maximum velocity to ensure that the flow stays high (line 3). We then continue
by checking sensor 4 (lines 4-8). Vehicles with detachments of this norm that pass
sensor 4 fulfilled their directive to stay on the left lane. However, if their velocity is

3Unlike other chapters we include the sanction in the norm detachment so that we only have to
communicate this construct to agents.
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Algorithm 1 Pseudo code for the merge norm scheme

1: L← merge(read(s2), read(s3))
2: for all agent ∈ L do
3: s← optimalV elocity(agent)
4: if agent.lane = right&s < vthreshold then
5: ∆← ∆ ∪ {(agent, ((left, vMAX), high))}
6: else
7: ∆← ∆ ∪ {(agent, ((right, s), high))}
8: L← read(s4)
9: for all agent ∈ L do

10: ∆← ∆\{(agent, ((left, vMAX), high))}
11: if (agent, (right, s), high)) ∈ ∆ then
12: sanction(agent, high)

13: L← read(s5)
14: for all agent ∈ L do
15: if (agent, (left, vMAX , high)) ∈ ∆ then
16: sanction(agent, high)
17: ∆← ∆\{(agent, ((left, vMAX), high))}
18: else if (agent, (right, s), high)) ∈ ∆ then
19: if s 6= agent.v then
20: sanction(agent, high)

21: ∆← ∆\{(agent, ((right, s), high))}

not the obliged velocity, they receive a low fine (lines 6-7). After passing this sensor
the vehicles are relieved of their directives (line 8). The same holds for sensor 5 (line
9). However, if a vehicle passes sensor 5 then it means that it switched to the right
lane. Hence, each vehicle that has received a directive to stay left but passes sensor
5 is fined (line 12).

7.4 Norm-Aware Vehicles

We have discussed norm-based traffic controllers, but not yet the vehicles/agents
that are subjected to the norms. We assume that individual vehicles have their
own objectives (e.g. destination, arrival time, travel cost, etc.) and are able to
deliberate and decide on actions that achieve their objectives. This implies that a
vehicle can choose to obey/violate a norm, when this contributes to the achievement
of its objectives. In this section, we will discuss norm-awareness and how we adopt it
in our agent system.

We have explained norm-based controllers in a multi-agent system as being ex-
ternal entities to the agents, which may oblige/forbid certain behavior and impose
sanctions. This abstraction comes from the human way of organizing. It is beneficial
to make agents in a multi-agent system norm-aware, especially in simulations where
we want the agents to change their behavior due to the norms as humans do. Norm-
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Algorithm 2 Pseudo code for the stay-on-lane norm scheme

1: L← read(s1)
2: for all agent ∈ L do
3: ∆← ∆ ∪ {(agent, ((left, vMAX), low))}
4: L← read(s4)
5: for all agent ∈ L do
6: if (agent, ((left, vMAX), low)) ∈ ∆&agent.v < vMAX then
7: sanction(agent, low)

8: ∆← ∆\{(agent, ((left, vMAX), low))}
9: L← read(s5)

10: for all agent ∈ L do
11: if (agent, ((left, vMAX), low)) ∈ ∆ then
12: sanction(agent, low)

13: ∆← ∆\{(agent, ((left, vMAX), low))}

awareness falls under the umbrella of organizational awareness [135]. Organizational
awareness is about allowing agents to reason about their role within an organization.
However, for traffic simulation purposes all agents have the same role (i.e. being a
driver), hence we will focus on norm-awareness only. Being norm-aware means that
an agent can reason about the norms that it receives. The directives that an agent
receives are unlikely to match its goals and desires. Otherwise, there would be no
need for sanctions. Reasoning about norms hence entails weighing for a course of
actions the benefits (reaching goals, fulfilling desires, etc) and the penalties (expected
sanctions from the norm-based controller). In general, the more complex the planning
mechanism of the agent is, the harder it is to incorporate reasoning about norms. For
an example language for programming norm-aware agents that can deliberate about
norms with respect to their own goals and plans we refer the reader to N-2APL [6].

Agents in traffic simulations are implemented as driver models. In order to model
norm-awareness we deviate from the standard SUMO driver models [85]. There are
several reasons for this. First, vehicles in SUMO are goal-directed only in a limited
way. For example, the goal of SUMO drivers is to follow a certain route, as opposed
to the goal of having a specific location as the destination. Second, SUMO agents
are preprogrammed to follow a specific route. They only respond reactively to their
environment, instead of deliberating on what action would best suit them. Third,
vehicles in SUMO are inherently incapable of deciding to break the rules. For example,
they always stop for a red light and they obey to the right of way. This is because
vehicles in SUMO move according to specific car-following and lane-changing rules.
The car-following model is not created with norm-aware vehicles in mind. The most
commonly used car-following model made by Stefan Krauss is designed purely to
create realistic traffic flows in general since in most traffic simulations individual
movement on the microscopic level is not interesting [85]. In contrast, we aim at
designing futuristic autonomous cars with a more fine grained sense of control and
most importantly, the ability to violate norms. In our work we model drivers with
different possible actions, a belief state, and personal preferences. The available
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actions of a vehicle depend on the scenario. The belief state of a vehicle consists of:

• A description of its runtime variables which contain its velocity, position (given
by a lane and distance from that lane’s start) and current norm detachments.

• An expected arrival time (at the goal location) function that reflects for instance
the GPS planning tools that vehicles have available. This function is equal for all
vehicles, but can be parameterized in order to make more optimistic/pessimistic
drivers.

• A local effect function that returns the next expected runtime variable config-
uration, given the runtime variables of a vehicle and an action. For instance, if
the current velocity is 20 m/s and a vehicle accelerates by 5 as an action, then
it expects for the next simulation tick to be at 25 m/s if this is possible within
its acceleration capabilities. This function is also equal for all vehicles.

• A directive distance function that returns a positive expectancy of whether the
vehicle can fulfill the directive in time before it is sanctioned, given runtime
variables and a directive. The precise definition of this function depends on
the possible directives and driver specifics in an application. However, a high
distance should mean that it is likely that the sanction will be incurred in the
future whereas a distance of zero should indicate that the current state fulfills
the directive. This function is also equal for all vehicles.

The personal preferences of a vehicle are given by its personal profile. This profile
consists of:

• A maximum desirable velocity of the vehicle.

• A sanction grading function that returns how bad a sanction is to the vehicle.
The higher the number, the worse the sanction. This can be used to model how
affluent or greedy a vehicle is.

• An arrival time grading function that returns how good or bad an arrival time
is. This encodes the desired arrival time of the vehicle. Anything before the
desired time should be evaluated to zero or less, and everything after it should
monotonically increase in the evaluation.

Our vehicles use a sense-reason-act cycle. In our extension this cycle is performed
at each simulation tick of SUMO. In practice it is not required that the vehicles
run synchronously with the traffic controllers and/or other vehicles. In practice a
vehicle perceives its road environment by its on-board sensors. In our extension this
information is obtained from SUMO, which gives a vehicle its local information. A
vehicle also receives newly instantiated or retracted directives that apply to itself.
This information updates the vehicle’s belief state (its runtime variables). Using its
knowledge of the road network, the vehicle estimates the utility of each of its actions
by balancing between the value of achieving its objectives and possible sanctions that
will occur if it performs the action. The arrival time and expected sanctions are used
to calculate the utility for each action.
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The action with the highest utility is chosen by the agent’s action selection func-
tion, using a priority based tie-break mechanism for ties. The tie-break mechanism
is used when two or more actions have the highest utility. If such a situation occurs,
then the action with the highest priority is chosen. In our implementation, the less an
action changes the agent state, the higher its priority is. For example, in a tie-break
situation, doing nothing is preferred to increasing velocity to a small amount, which in
turn is preferred to increasing velocity to a larger amount, which in turn is preferred
to changing lane. We chose for this ‘least impactful action’ tie-break ordering since we
believe this to be in line with human behavior. However, we stress that this ordering
is not essential to our framework and can be replaced by arbitrary tie-break orderings
that correspond more closely to human behavior. Finally the simulator executes this
action.

Recall that S is the set of possible sanctions, O the set of possible directives and
N the set of possible norm detachments. The relevant components of an agent are
modeled as follows. An instantiation of these components and example is given in the
next section.

• A is the set of actions to choose from.

• 〈v, l, d,∆〉 is a specification of the runtime variables of a vehicle, where v is the
current velocity, l is the current lane, and d is the distance from the starting
point of that lane and ∆ ⊆ N are norm detachments.

• B is the set of all possible runtime variables configurations.

• f : B 7→ N is the expected arrival time function.

• e : B ×A 7→ B is the local action effect function.

• δ : B ×O 7→ R is the directive distance function.

• 〈vmax, gs, gt〉 is a specification of a vehicle’s personal profile, where vmax is the
maximum velocity, gs : S 7→ R is the sanction grading function and gt : N 7→ R
is the arrival time grading function.

• P is the set of all possible personal profiles.

• u : B × P ×A 7→ R is the utility function, given by:

u(b, p, a) = gt(f(b′)) +
∑

(o,s)∈n

(δ(b′, o) · gs(s)),

where b = 〈v, l, d,∆〉, p = 〈vmax, gs, gt〉 and b′ = e(b, a).

• α : B × P → A is the action selection function given by:

α(b, p) = max
a∈A

u(b, p, a)
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7.5 Application of Norm-Aware Driver Models

In this section we shall go into detail how the norm-aware driver models are specified
for our scenario. We give a specification of the scenario’s specific components and
discuss utility calculations.

7.5.1 Vehicle Driver Specification

A vehicle reasons about all its actions when it deliberates about a next action. Among
all actions in our scenario are de-/accelerating actions. We have simplified this by
discretizing the possible de-/acceleration values. The other possible actions available
to a vehicle are switching a lane to the left or right. More specifically, the set of
actions A that a vehicle can decide upon to perform are:

A = {ax | x ∈ {0, 0.1,−0.1, 1,−1, 5,−5, 10,−10, 20,−20, 50,−50}} ∪ {lleft, lright},

where ax is read as adding x to the current velocity (i.e. de/accelerating) and
lleft/lright is read as moving a lane to the left or to the right.

We also specify how the directive distance measure is calculated given the possible
directives in our scenario. In our scenario the factors that a vehicle considers are the
time it takes to fulfill the directive, the current time and the expected time that the
sanction will be issued if the directive is not followed. We have implemented vehicles
in such a way that they expect that the traffic controller will check whether a directive
is followed somewhere between the current time t and the current expected exit time
texit for the vehicle. The minimal amount of time needed to adhere to the norm is
denoted δt. For instance, if a vehicle at time step t is being instructed to drive 25
m/s, and can accelerate to this speed in minimally three time units, then δt = 3. If
we need zero steps to adhere to the norm, the distance is zero. Otherwise the distance
proportionally moves to 1 given the current time. If the traffic controller will check
directive fulfillment before the driver can achieve compliance (i.e.texit− t < δt ), then
δ should be 1. Hence the directive distance measure is given by:

δ(b, (lo, vo)) =
min (δt, texit − t)

(texit − t)
,

where t is the current time, texit is the expected exit time and δt is the minimal
number of steps needed for compliance of (lo, vo) given the current runtime variables
b.

Note that this means that the drivers expect the traffic controller to issue a sanc-
tion if a directive is not followed between now and texit − t time units later. This
distance measure can be modified easily in our framework.

7.5.2 Utility Calculations: Example

To illustrate this notion suppose we have two drivers, a poor one and an affluent one
in an identical situation. They currently drive 20 m/s, their maximum speed is 30
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m/s, they can accelerate or decelerate with 10 m/s and their travel distance is 1080
meters. Both are in a hurry, so their gt is defined as gt(time) = bestT ime

time .

Here, bestT ime is defined by the minimal travel time, i.e. the time it would take
the drivers to travel the distance if they could go their maximum speed all the time.
In this case, bestT ime = 1080/30 = 36. However, the road the drivers travel on has a
speed norm, with the maximum speed being 10 m/s. Not complying with this norm
gives a high fine. The poor agent cannot afford this fine, so it has gs(high) = −20.
The affluent driver can easily afford this fine, so it has gs(high) = −0.2. Suppose for
this example, that drivers can only take the actions a0, a10 and a−10.

In Table 7.1, we see the utilities for each of these actions for both drivers. Here
we see that the highest rewarded action for the poor driver is the one that obeys the
norm since it cannot afford the fine, while the affluent driver is in a position to violate
the speed norm since it can afford the fine. In fact, the affluent driver will increase
its speed since it then maximizes its time grade and thereby its utility.

Table 7.1: Example of the deliberation of a poor and affluent agent.

a0 a10 a−10

Speed after action 20m/s 30m/s 10m/s
Norm speed 10m/s 10m/s 10m/s
Travel time remaining 54s 36s 108s
gt 0.67 1.00 0.33
Steps needed to oblige the norm 1 2 0
δ 0.02 0.06 0.00
Utility poor agent 0.30 -0.11 0.33
Utility rich agent 0.66 0.99 0.33

7.6 Demonstrations

We demonstrate the norm-based traffic control system with four experiments. In these
experiments variations of the ramp-merging scenario, as explained in Section 7.3, are
used. The first experiment considers a ramp-merging scenario where the main road
consists of a single lane, while in the second, third and fourth experiment the main
road has two lanes. In the second experiment the second lane is accessible for all
drivers, but in the third experiment the second lane is marked as an “emergency
only” lane. Finally, in the fourth experiment, the ramp-merging scenario is used
twice in succession in order to demonstrate the use of communication and coordina-
tion between decentralized traffic controllers. We stress that these experiments are
intended as proof-of-concepts for norm-based traffic control.

The experiments were set up as follows. Each experiment is run for a length of one
simulated hour (3600 ticks). The spawn rate shown in the tables of the experiments
is defined as the chance of a vehicle spawning every tick. If there is not enough room
to spawn a vehicle at a certain time, then SUMO puts the vehicle on hold and spawns
it at the earliest possible time when space is available. The maximum speed at the
merge point, vmax, was set to 80 km/h. Furthermore, the four experiments consists
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of comparing two scenarios, both ran for one hundred times. The values displayed
in the tables are the averages over the hundred runs. The throughput is defined
as the number of vehicles leaving the simulation every simulated minute. Average
speed is the average speed over all runs in m/s, and finally the average gap is the
average distance between two vehicles in meters. Also we define for each experiment
the maximum (expected) throughput. This is the expected throughput if each vehicle
could keep driving its maximum speed throughout the scenario and can be calculated
by the following formula: throughputmax = 60p, where p is the probability of a car
entering the simulation on that tick.

7.6.1 Experiment 1: SUMO and TrafficMAS

The first experiment illustrates the behavior difference between the default SUMO
vehicles and the norm-aware driver models implemented in the TrafficMAS extension
using the merge norm from Section 7.3. In this scenario a classic ramp-merging
situation is implemented, where both the main road and ramp consist of a single lane.
A single traffic controller observes the vehicles in the simulation and communicates
personal norm detachments to each vehicle. In this experiment a norm detachment is
simplified to just a target velocity since there is no choice of lanes on the main road.
The expected result is that the enforcement of the norm results in a higher average
velocity and a better throughput of vehicles since traffic jams will be prevented. The
spawn rate of the vehicle input stream will be slightly higher on the main road to
resemble a realistic traffic situation. In the TrafficMAS scenario three sensors are
placed on the road, one on the main road, one on the ramp and a control sensor
on the output road. The traffic controller creates norm detachments, removes norms
or applies sanctions when the vehicles are detected by the sensors. In the SUMO
scenario the main road has priority over the ramp road, comparable to real life merging
situations.

As is clear from the results in Table 7.2, there is an increase in both throughput,
average speed and the average amount of space between the vehicles. This is the
case since in the SUMO scenario a traffic jam instantly forms on the ramp, because
of the relatively high density of cars on the main road (Figure 7.3). These results
confirm our expectation of coordination by a norm-based traffic controller improving
on classic ramp-merging scenarios. Note that the throughput percentage value exceeds
a hundred percent, this is possible because the spawn rate is probability based and
thus can exceed the maximum expected throughput.

7.6.2 Experiment 2: Simple Norms and Advanced Norms

The goal of the second experiment is to compare traffic controllers using simple and
advanced norms. We will now simulate two lanes on the main road. The traffic
controller in the simple scenario observes and controls the same norm as in Experiment
1. In the advanced scenario the traffic controller can also issue directives for the
vehicles to change lanes in order to relieve the rightmost lane traffic and prevent
congestion. The lane change directive will be given to a vehicle when its calculated
velocity on the merge point is below a certain threshold. For this experiment the
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Table 7.2: The results for the first experiment.

SUMO agents Norm-aware agents
Main road Spawn rate 20% 20%
Ramp Spawn rate 15% 15%
Throughput 16.16 21.01
Max throughput 21 21
Throughput % 76.95% 100.05%
Average Speed 3 20.97
Average Gap 13.81 101.82

Figure 7.3: Screenshot depicting the difference in performance in Experiment 1. The top
scenario uses our framework and merge norm. The bottom scenario uses the default SUMO
driver models.
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Table 7.3: The results for the second experiment.

Simple Advanced
Main road Spawn rate 30% 30%
Ramp Spawn rate 20% 20%
Throughput 20.38 29.91
Max throughput 30 30
Max throughput % 67.93% 99.70%
Average Speed 3.31 14.91
Average Gap 14.2 61.49

threshold was set to 0.5vmax. The setup for the simple scenario is a copy of the
TrafficMAS scenario in experiment 1, except that in this case the main road has two
lanes instead of one (both spawn vehicles), and moreover, the input stream of vehicles
of both roads are increased. The advanced scenario implements extra sensors on the
second lane, but is exactly the same in every other aspect. Our expectation is that in
this multi-lane scenario, the traffic controller with the advanced norm can successfully
cope with a higher input stream of vehicles.

As can be observed from the results in Table 7.3, the simple norm cannot cope
properly with the increased spawn rate of vehicles in this scenario. The average speed
has diminished severely, as well as the average gap between vehicles. This means
congestion is abundant in the simple scenario. However, the advanced scenario seems
to cope very well with the increased input stream of vehicles. In this scenario the
throughput approximates the maximum expected throughput by a factor 0.3%, which
indicates that the vehicles move throughout the simulation without much congestion.

7.6.3 Experiment 3: Sanction Severity

The third experiment illustrates norm-awareness and its impact. Experiment 1 has
shown that drivers are norm-aware. However, TrafficMAS agents also have the ca-
pabilities to violate norms if these violations do not have significant impact to them.
In this experiment the leftmost lane is an emergency lane, reserved for certain traffic
in order to help with accidents and other emergencies (e.g., as the permit lane in the
examples from Chapter 2). Therefore regular drivers will get sanctioned if caught
driving on this lane. Since this lane remains mostly empty, this is a viable option for
drivers who greatly value a faster arrival time and are in a financial position which
makes them willing to accept a fine. This experiment is set up in the same way as
Experiment 2, except that the leftmost lane is reserved for emergencies and the spawn
rates are lowered. In the Poor Drivers scenario, the input stream consists of drivers
who are impatient, but in a substandard financial position. The Affluent Drivers
scenario spawns drivers who care about sanctions, but are willing to accept fines if
by doing so they can arrive earlier to their destinations. We expect that the more
affluent drivers will choose to accept sanctions in order to improve their arrival time,
resulting in distinct behavior between the two groups of drivers.
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Table 7.4: The results for the third experiment.

Poor drivers Affluent
drivers

Main road Spawn rate 20% 20%
Ramp Spawn rate 15% 15%
Throughput 20.48 20.88
Max Throughput 21 21
Max Throughput % 97.52% 99.43%
Average Speed 12.95 14.42
Average Gap 48.37 69.29
Sanctions 0 133.12

s5

s3

s2

s1 s4

s8

s10s7

s6 s9

Figure 7.4: Distributed traffic control setting. Rounded boxes indicate local traffic con-
trollers. The left controller is connected to sensors 1 to 5 and the right controller to sensors
6 to 10

The results of this experiment are listed in Table 7.4. With this experiment,
the differences in throughput, average speed, and average gap are much smaller,
and not significant enough to lead to any conclusions about improvement. However,
a significant distinction in the number of sanctions can be seen. This indicates a
difference in behavior between the groups of drivers. On average about 133 affluent
drivers decide to drive on the emergency lane in an hour of simulation. This shows a
clear difference in behavior from the poor drivers, who never decide to change lanes.

7.6.4 Experiment 4: Distributed Traffic Control Systems

The final variation of the merging scenario that we consider demonstrates the de-
centralized version of our framework. Specifically we demonstrate the ability of one
traffic controller to share data about traffic with another traffic controller so that the
receiver can adjust its norms. In this variation there are two merge points in sequence
(Figure 7.4). Each of the merge points is controlled by a local traffic controller as in
the previous scenarios. For this they have their own local sensors.

When running this scenario without communicating traffic controllers, we observed
that the traffic streams tend to flow like the top situation in Figure 7.5. Traffic that
arrives on the left lane of the main road keeps that lane, as it is faster than switching
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Figure 7.5: Top: Traffic streams (arrows) without coordination. Bottom: traffic streams
with coordination.

to the right lane. The ramp traffic streams merge in on the right lane of the main
road. After the merge scenario the vehicles can freely move from left to right and back.
However, if the stream of vehicles in the second ramp is too dense, then congestion
occurs at the second merge point. The problem is that the second merge point has
to process too many vehicles.

A solution might be to redirect all traffic observed by the left traffic controller to
the left lane of the main road when high density streams are observed at the ramp
road of the right traffic controller (the second ramp road). This way all traffic on the
second ramp road can continue through on the right lane of the main road without
being obstructed by oncoming traffic. However, the left traffic controller can only
sense the traffic situation using its local sensors. Therefore the right traffic controller
needs to inform the left traffic controller about the traffic density on the second ramp.

This coordination is realized as follows. The left traffic controller subscribes to
traffic density observed by sensor s8 of the right traffic controller. If the left traffic
controller detects a high traffic density on the second ramp, it will issue new norm
detachments that oblige vehicles to move to the left lane. As a result the input traffic
streams of the right traffic controller should be easily manageable as the vehicles on
the main road are obliged to stay left such that the vehicles on the second ramp roads
can move on the right lane of the main road (see the stay-on-lane norm of Section 7.3).
The resulting traffic streams should resemble the streams in the bottom depiction of
Figure 7.5. We expect that the coordinating traffic controller perform better in terms
of throughput, average speed, and average gap, since less congestion should occur at
the second merge point.

The results of experiment four are listed in Table 7.5. A small increase in the
throughput and a larger increase the average speed and gap in the coordinated traffic
controllers scenario compared with uncoordinated traffic controllers scenario can be
observed. Thus, giving vehicles on the main road the obligation to change to the left
lane quickly after the first merging point appears to prevent the delays as observed in
the original scenario. These preliminary results support our hypothesis that observa-
tion sharing and communication between traffic control systems can be effective for
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Table 7.5: The results for the fourth experiment.

No Coordination Coordination
Main road Spawn rate 25% 25%
Ramp #1 Spawn rate 15% 15%
Ramp #2 Spawn rate 35% 35%
Throughput 43.81 44.74
Max throughput 45 45
Max throughput % 97.36% 99.36%
Average Speed 11.32 14.60
Average Gap 62.47 66.03

traffic regulation.

7.7 Contributions and Related Work

The results of our experiments were positive in the sense that the advanced version
of our framework performed better than the SUMO baseline/simpler versions of our
framework. However, as noted previously, some scenarios were not completely realis-
tic. On an actual highway there is an acceleration lane which allows vehicles to adjust
to the main road’s average speed. The benefit of the acceleration lane is that vehicles
have a longer window of opportunity to switch lanes onto the main road. This allows
them to merge more efficiently since they may adjust their speed to fit into a gap on
the main road. Our merge scenario did not have an acceleration lane aligned with
the main road. Moreover, in the final experiment the traffic density of the second
merge lane was higher than one would expect in the real life. However, the aim of
our experiments was not to show simulate calibrated realistic scenarios. Our goal was
rather to show that our extension is an enabling technology for the specification and
testing of norm-based traffic control, which can be extended into a more complex and
feature rich framework.

The contributions of this chapter are as follows. First of all, we have created a
lightweight framework for autonomous norm-aware vehicles and norm-based traffic
controller on top of SUMO. This framework is easy to extend with different types
of driver profiles. It also allows for the easy usage of a different simulation package.
Secondly, we have created the possibility to conduct traffic experiments and measuring
the impact of a norm-based traffic controllers.

Our approach has some similarity with Baines et al. [15] since they employ au-
tonomous agents and use governing institutions to influence agents to have desirable
behavior. However, Baines et al. concentrate on the agents’ internal architecture,
situational awareness, and the communication between agents. The project is set up
with realistic maps imported from the Open Street Map foundation and used real-
world data from a highway in the UK, the M25. While our framework is related
to the work done by Baines et al., the aim of our research is different. Our driver
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model is deliberately kept simple in order to focus on the interaction between traffic
controllers on the one hand, and between agents and traffic controller on the other
hand. Finally, our framework supports decentralized traffic controllers while Baines
et al. focus on a single, all knowing, institution.

Another comparable line of research has been done by Balke et al. [16]. In this
extended abstract, Balke et al. discuss the difference between off-line and on-line
reasoning of institutions (similar to norm-based traffic controllers) governing open
multi-agent systems. They state that most research up to that point had been fo-
cused on the off-line reasoning of institutions, which can be used to research the static
properties of institutions. The on-line reasoning of institutions concerns the moni-
toring and controlling of agents, observing if norms are being violated and informing
agents if this is the case. In this implementation, there is a single institution with the
title “The Governor” with which agents can communicate and receive information
regarding possible consequences of their actions. Our approach is most related to the
on-line reasoning as described by Balke et al. However, communication between the
agents and the institution is handled in a different way. With our framework, the
information provided by agents to the traffic controller is acquired via sensors. This
is a more realistic representation of traffic situations, since it is often beneficial for
the agent to not disclose any information about itself. Furthermore, in TrafficMAS,
multiple traffic controllers are present, creating a more robust and better controlled
system through communication and coordination between these institutions.

7.8 Conclusion
Our goal was to create a traffic simulation multi-agent system that demonstrates
(decentralized) norm-based traffic control, and where vehicles should generally fol-
low traffic regulations, yet are able to ignore these regulations in certain circum-
stances without implementing hard constraints on the agents themselves. We used
norm-based traffic controllers since they can properly deal with these kinds of situa-
tions. Our work is an extension to SUMO. It features a norm-based traffic controller
which monitors and possibly sanctions the vehicles. We assume deliberative pro-
active drivers that make autonomous decisions according to their goal and received
sanctions. The extension features i) driver profiles which model different types of
behavior, ii) traffic controllers and norms to control vehicles, and iii) an easy way to
add new driver profiles, traffic controllers and norms. This plug and play extension
to SUMO can serve as a testing suite for experiments concerning norm-based traffic
control.

We showed in our demonstrations that the performance of our example normative
system is better than the default behavior in a ramp-merge scenario. Furthermore,
we presented that complex norms allow for a more fine grained steering of behav-
ior in complicated scenarios. Moreover, we illustrated the autonomy of drivers, by
demonstrating a different in behavior between poor and affluent drivers. Finally, we
demonstrated the ability of traffic controllers to coordinate their activities, yielding
better results in certain scenarios.
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8 Conclusion

In this chapter we reflect on the thesis as a whole. We also provide topics of interest
which we did not discuss in this thesis but are relevant and interesting for future
research.

8.1 Answering the Questions
In this section we revisit and answer the questions from the introduction.

8.1.1 Question 1
The first question, which we mainly addressed in Chapter 2, is:

Research Question 1: What are the core concepts for modeling decentralized run-
time norm enforcement mechanisms?

The short answer to this question is that norms, decentralized runtime monitoring
and control, and the assignment of norms to institutions, are the core concepts for
decentralized runtime norm enforcement. In a decentralized setting we have to deal
with the locality of observation and control capabilities, which individually may be
insufficient for norm enforcement. Norms tend to be specified as global rules of be-
havior which have to be enforced by local institutions. For an institution to enforce a
norm it is necessary that it has access to the appropriate observation and control ca-
pabilities. In a decentralized setting such capabilities may only be accessible through
collaboration with other institutions. Furthermore, the task of checking whether a
norm violation has occurred (monitoring) is different from the task of executing a
sanction or halting execution altogether (control), and the task of determining what
sanction to apply given a norm violation. All these three tasks, that are required for
each norm, might be distributed across multiple institutions, leading to different types
of enforcement (centralized, decoupled and decentralized enforcement). We proposed
a model for decentralized institutions in Chapter 2 that was used to highlight these
concepts and aspects of decentralized runtime norm enforcement mechanisms.

8.1.2 Question 2
The second question, which we addressed in Chapters 2, 3, 4 and 5, is:
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Research Question 2: How to computationally model runtime monitoring and con-
trol mechanisms for decentralized runtime norm enforcement?

To answer this question we first require a model of norms. As an initial model
we used in Chapter 2 counts-as rules for this purpose. Norms are a means to specify
desirable behavior, and behavior can be seen as patterns in sequences of states or
actions that agents (or other software) bring about. Linear temporal logic (LTL) is
a suitable logic for reasoning about sequences of states or actions, and this is why
we turned to LTL to model norms in Chapters 3, 4 and 5. This logic proved to
be particularly useful regarding our runtime setting as a run of a system is a linear
sequence of states or actions that is revealed incrementally.

In Chapters 3 and 4 we discussed progression based monitoring from [19] and pro-
posed two new monitoring frameworks; called delay and aggregation based monitor-
ing. Each of the frameworks has its own advantages and disadvantages (Section 4.2.3)
that make them applicable in different situations. These models differ from central-
ized monitoring because we have to consider what information is communicated be-
tween monitors and under what conditions. In Chapter 2 we mentioned that norm
assignments are an important concept for decentralized runtime norm enforcement
mechanisms. With respect to monitoring we showed for this concept that progression
based monitoring is suitable when multiple monitors have to collaboratively monitor
the violations of a single norm. Aggregation based monitoring is suitable when for a
collection of monitors some monitors have a norm for which they much check whether
norm violations occur. Finally, delay monitors are suitable when a monitor can have
a set of norms for it much check whether violations occurred.

Literature on the control of discrete event systems contains various models of
automaton-based controllers that ‘rewrite’ the sequence of actions that a target sys-
tem produces. We adopted the notion of edit automata [90] to runtime norm en-
forcement by establishing the connection between norm enforcement and such control
theories. We proved that regimentation and sanctioning based enforcement of norms
is related to the notions of precise and effective enforcement from discrete event con-
trol systems. We discussed the use of individual controllers and showed how they can
be combined into collaborative controllers in order to obtain decentralized runtime
control for norm enforcement. The decentralized setting forces us to address the issue
of making the controllers compatible with each other. We formally defined decentral-
ized regimentation, sanctioning and the combination thereof. For the combination of
regimentation and sanctioning we showed that we must decompose the challenge to
first designing a collaborative controller for the norms that have to be regimented,
and then apply consecutively to the result a collaborative controller that enforces the
remaining norms through sanctioning.

8.1.3 Question 3

The third question, which we addressed in Chapters 2, 3, 4 and 5, is:

Research Question 3: What are the desirable properties of decentralized runtime
norm enforcement mechanisms?
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An initial question that we must ask ourselves is in which situations a runtime
norm enforcement mechanism is actually useful, since usefulness is a desirable prop-
erty of any mechanism. To this end we discussed the monitorability and enforceability
of norms that are expressed in LTL in Chapters 3 and 5. We specified monitorability
with respect to a target system and the currently revealed behavior of that system,
which was modeled as a word of states or actions. This way we can specify when a
norm becomes non-monitorable at runtime and consequently when we can shutoff a
norm enforcement mechanism.

If a norm enforcement mechanism is useful, then we also want it to correctly iden-
tify norm violations and being able to discover all violations, and that it correctly
enforces the norm through regimentation or sanctioning. We proved for our decentral-
ized runtime monitor mechanism for norm enforcement in Chapter 3 that it correctly
monitors LTL formulas and hence can correctly identify all norm violations of a norm
that is specified as an LTL property. In Chapter 5 we proved that for a set of norms
that is to be regimented, or a set that is to be sanctioned, that there exists a collab-
orative controller such that none of the norms are violated in case of regimentation,
or that each of the violations is properly sanctioned, in case of sanctioning.

In Chapter 3 we discussed that in a decentralized setting we might be specifically
interested in limiting the number of messages that are sent among monitors, and the
delay with which a norm violation is detected. We showed that all the monitoring
frameworks have an upper bound (which is the number of local monitors) on the
number of messages that have to be communicated between monitors at each tick of
the target system. In a decentralized setting it is possible that the detection of a norm
violation is delayed due to the monitor’s communication model. For the delay monitor
framework we showed that the maximum number of ticks after which a norm violation
is detected equals the number of local monitors (this also holds for progression based
monitoring [19]). In case of aggregation based monitoring we did not model delays of
communication, hence that model does not include a delay in which norm violations
are detected.

We also looked at the security and robustness aspects of decentralized runtime
monitoring. Wireless sensor networks (WSNs) are an example of practical decen-
tralized monitoring systems. Literature from the WSN community contains many
proposals for solutions to robustness and security concerns. Some of these solutions
can be transferred to decentralized monitoring to check for norm violations. For in-
stance, one common aspect of WSNs is data aggregation. Aggregation is used to
combine the input of child sensors and combine it with local observations, which in
turn is shared with parent sensors. This way the parent does not know exactly what
data brought about the input of its children. If an attacker pretends to be a par-
ent, then the revealed information is also limited. In Chapter 4 we transferred this
idea to a decentralized LTL monitoring mechanism which is the aggregation based
framework. We also proposed metrics for formal models of such monitors so that we
can identify which monitors require extra attention when it comes to security and
robustness.
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8.1.4 Question 4
The fourth question, which we addressed throughout all the chapters, is:

Research Question 4: How to develop a decentralized runtime norm enforcement
mechanism?

For our models of decentralized runtime montoring mechanisms we described by
examples how they should execute at runtime in Chapters 3 and 4. For the model of
decentralized runtime control we gave operational semantics in Chapter 5.

On the engineering side we drew inspiration from the field of design patterns
for object-oriented programming. Design patterns are used in various programming
fields in order to make solutions to often reoccurring problems reusable. For engi-
neering normative multi-agent system we also have often reoccurring problems such
as the specification of agents and norms. We provided for agents and norms design
patterns, where for norms we used aspect-oriented programming. We argued that
aspect-oriented programming is a suitable implementation technique for norms since
norms are a separate concern from the business logic of the system that is being
controlled.

We made a proof-of-concept application where decentralized norm enforcement is
applied to highway traffic. We used an existing traffic simulator (SUMO [84]) as a
basis and expanded it for our scenarios. The application shows that if we can give very
precise directives to (autonomous) traffic, that this can then lead to better throughput
and safety. It also shows that we can model the willingness of agents to adhere to
the norms and see what happens when they are more, or less, inclined to follow the
norms. A smart roads application that applies decentralized norm enforcement thus is
a decentralized information gathering system which evaluates sensor data, sees which
norms apply to what agents, notifies of the norms that apply to them, and sanctions
agents that violate the norms.

8.1.5 Main Question
Our main question is:

Main Research Question: How can a decentralized runtime norm enforcement
mechanism be modeled, analyzed and developed?

As a summary, we can model, analyze and develop a decentralized runtime norm
enforcement mechanism by:

• Identifying the observation and control capabilities of the norm enforcement
mechanism and grouping them together in meaningful institutions.

• Modeling the norms as LTL properties.

• Analyzing whether the norms can be meaningfully enforced; are they moni-
torable and enforceable?

• Determining whether the monitoring part of the enforcement mechanism moni-
tors a single norm or a set of norms, and which monitor can and should monitor
what norm(s).
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• Choosing an approach towards observation sharing and using that to design a
decentralized runtime monitor for detecting norm violations.

• Investing extra attention in those components of the monitor that are critical
to robustness and safety. For the analysis of security and robustness we can use
the metrics that are provided in Chapter 4.

• Designing the individual controllers that may regiment or sanction norms. The
controllers can be applied concurrently using a collaborative controller model,
which requires us to design a selection function over action revisions for when
controllers propose different revisions at the same time.

• Developing the decentralized runtime norm enforcement mechanism by imple-
menting the intended execution and the operational semantics of the monitoring
and control mechanisms. For conditional obligations and prohibitions we may
use aspect-oriented programming.

• Transforming the often reoccurring solutions in the development process into
design patterns.

8.2 Main Contributions
We strongly hope that the contributions of this thesis will stimulate the transfer of
theory from the field of normative multi-agent systems to practice, which hopefully
will attract more attention for the field as a whole. In summary, our contributions in
this thesis are:

• A conceptual model for decentralized institutions (Chapter 2).

• Two models for decentralized monitoring with the purpose of detecting norm
violations (Chapter 3 and Chapter 4). We also compared these models with a
related model from literature that is based on formula progression.

• A discussion and analysis of robustness and security aspects with respect to
decentralized monitoring (Chapter 4).

• A theoretical bridge between runtime property enforcement from the field of
discrete event control systems and norm enforcement (Chapter 5).

• A model for combining individual controllers into collaborative controllers for
norm enforcement (Chapter 5).

• A specification of design patterns to support the development of normative
multi-agent systems with the object-oriented programming paradigm, and an
accompanying library of Java classes and aspects (Chapter 6).

• A proof-of-concept application that illustrates the use of norm enforcement for
the regulation of future traffic with autonomous vehicles on smart roads (Chap-
ter 7).
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8.3 Future Work
Throughout the different chapters we pointed out some interesting future research
directions for decentralized runtime norm enforcement. One future direction includes
a more fundamental investigation of decentralized runtime norm enforcement through
formal modeling. For instance, we have separately discussed monitoring and control,
but these could be combined in a single framework that integrates the decentralized
monitoring frameworks with collaborative controllers. Also, we may investigate the
relation between theoretical models and efficient implementations. E.g. are some
classes of norms more efficiently implementable than others? For the transfer of
theory to practice it is also interesting to have in the future algorithms that provide,
given a decentralized enforcement mechanism and set of norms, the most efficient
distribution of those norms over the mechanism.

Future work also includes institution dynamics. A given infrastructure does not
have to be permanent. We can imagine some decentralized institution to be expand-
able with new institutions and communication relations among them. For instance
a highway network can be expanded with new highway institutions, or become con-
nected to other institutions. It would be interesting to investigate enforcement under
the possibility of a dynamic decentralized institution. It would be ideal to have a
running network of institutions that in case of failing institutions or dynamic circum-
stances can restore itself and keep enforcing the norms.

On the engineering side we can still further expand upon the design patterns for
normative multi-agent systems. For the development of agents in normative systems
we still need patterns for dealing with norm-awareness. We also aim at further devel-
oping the accompanying library of classes and aspects from this thesis. Among other
topics, we want to include support for debugging normative multi-agent systems,
which is still a notoriously hard problem.

Lastly, we have paid little attention to agents. We followed lines of earlier re-
search where institutions can observe and act on their own as entities, rather than
being implemented endogenously inside agents. This does leave questions open such
as whether norm-awareness in decentralized institutions is different from centralized
institutions. Or if an institution depends on an agent to control an environment state,
what happens if that agent leaves?

In conclusion, we have provided several theoretical and practical contributions for
decentralized norm enforcement, but those are definitely not the end of the research
in this topic. Many exciting research efforts still lie ahead.
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1 Summary

The introduction of autonomous vehicles on highways offers new opportunities for
traffic control. One of the opportunities is that we may enrich the infrastructure
such that it can communicate with individual vehicles. Such an infrastructure is also
called a smart road. A smart road aims to maximize the throughput and safety
of traffic. To help with this, it may send personalized instructions to vehicles. As
an example, the instructions might be target velocities such that two traffic streams
can merge perfectly. Chapter 7 describes a simulation of this example. If a vehicle
is not complying with its instructions, then an appropriate reaction such as a fine is
required. This gives us two basic tasks for a smart road. On the one hand does it have
to monitor the traffic in order to determine the instructions for vehicles and whether
they comply with their instructions, on the other hand does it have to process the
violations of instructions.

The term agent is often used to describe software which determines its own re-
action when it receives input from its environment (such as speed limits) and tries
to achieve personal goals (such as arriving at a target location). Chapter 6 discusses
agents in more detail. In this thesis we view the tasks of a smart road as an example
of the more generic task of making sure that agents behave according to preset guide-
lines. A specification of how agents ought to behave and the measures when they fail
to comply, is what we call a norm. In our traffic example we may consider a norm
to be comparable with a traffic rule. The task of a smart road can be reformulated
as ‘the enforcement of one or more norms’. The traffic situation on one road may
affect the situation on another. Therefore, it is often appropriate to consider norms
not in the context of a single smart road but in a network of them. Smart roads
have to collaborate in such cases in order to enforce the norms. We call this decen-
tralized enforcement since there is no central entity that enforces all the norms. We
are particularly interested in the limitations and possibilities of decentralized norm
enforcement when we want to apply it in an application such as a smart road network.
To this end, we focus specifically on decentralized runtime norm enforcement1. We

1Runtime enforcement means that the enforcement takes place while the system in which we
are enforcing norms is running. Enforcement that is not runtime can for instance take the form of
system design changes such that the system cannot violate any norms. Note that for traffic this is
not feasible since the government cannot exert full control over autonomous vehicles.
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formulate formal models in Chapters 2-5 for decentralized norm enforcement in order
to analyze the concept.

Our main conclusions and contributions are as follows. Decentralized runtime
norm enforcement is composed of monitoring and control (Chapter 2). Monitoring
for decentralized runtime norm enforcement can be equated to verifying whether a
system satisfies a linear temporal logic (LTL) formula (Chapter 3). Several proposals
exist for runtime LTL verification, to which we have added two complementary propos-
als (Chapters 3 and 4). We also discussed security and robustness for a decentralized
monitor (Chapter 4). The control task of decentralized runtime norm enforcement is
comparable to the control of discrete event systems (Chapter 5). We took a runtime
controller model from the literature of discrete event control systems and have shown
how this model can be reapplied for norm enforcement. A typical property of decen-
tralized enforcement is that multiple controllers can operate in a concurrent manner,
such as multiple smart roads that are coordinating traffic concurrently. We describe
in Chapter 5 how the model for controllers can be expanded to the concurrent appli-
cation of controllers, which results in a collaborative controller. In Chapter 6 we move
from the theory of decentralized runtime norm enforcement to its implementation. It
is important to consider conventional programming paradigms in order to promote
the development of agent systems with norm enforcement. We proposed design pat-
terns for object-oriented programming which capture often reoccurring solutions in
the agent programming literature. We also showed how an object-oriented implemen-
tation can be expanded with norm enforcement using aspect-oriented programming.
Finally, we made an example simulation of a smart roads scenario (Chapter 7). This
simulation illustrates how we may view the task of a smart road as the decentralized
runtime enforcement of norms.
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1 Samenvatting

De opkomst van autonome voertuigen biedt nieuwe mogelijkheden voor het reguleren
van verkeer. Een van de mogelijkheden is dat we de infrastructuur uitbreiden zo-
dat deze op een individuele basis kan communiceren met voertuigen. Een dergelijke
infrastructuur wordt ook wel een smart road genoemd. Een smart road houdt het
verkeer in de gaten en helpt om de doorstroom en veiligheid te maximaliseren. Een
smart road kan voertuigen gepersonaliseerde instructies geven. Denk hierbij aan bij-
voorbeeld de optie om voertuigen doelsnelheden op te leggen zodat ze perfect ritsen.
Hoofdstuk 7 beschrijft hier een simulatie van. Als een voertuig zich niet houdt aan
de ontvangen instructies, dan moet er een gepaste reactie komen zoals een boete. Dit
levert twee basistaken op voor de smart road. Enerzijds moet het verkeer in de gaten
gehouden worden om te bepalen wat de voertuigen zouden moeten doen en of ze dat
doen, en anderzijds moeten overtredingen afgehandeld worden.

De term agent wordt gebruikt voor software dat zelf de reactie bepaalt op input
van de omgeving (zoals snelheidsborden) en persoonlijke doelen najaagt (zoals het
bereiken van een doellocatie). Hoofdstuk 6 gaat meer in op de achtergrond van
agenten. In deze thesis beschouwen we de taken van een smart road als een voorbeeld
van de meer algemene taak om agenten in het gareel te houden. Een specificatie van
hoe agenten zich zouden moeten gedragen, in combinatie met de maatregelen wanneer
ze dit niet doen, heet een norm. In ons verkeersvoorbeeld is een norm vergelijkbaar
met een verkeersregel. De taak van een smart road kan geherformuleerd worden als
‘het handhaven van één of meer normen’. De verkeerssituatie op de ene weg kan
gevolgen hebben voor situatie op een andere weg. Daarom passen normen vaak niet
in het kader van een enkele smart road, maar is het meer gepast om ze te plaatsen
in het kader van een wegennet. In zulke gevallen moeten de wegen samenwerken om
de normen te handhaven. Dit heet gedecentraliseerde handhaving omdat niet een
centrale entiteit alle normen handhaaft. In het bijzonder zijn we gëınteresseerd in
de beperkingen en mogelijkheden van gedecentraliseerde normhandhaving wanneer
we dit toepassen in een applicatie zoals een smart road. Daarom richten wij ons op
runtime handhaving 2. Hiervoor maken we in de hoofdstukken 2-5 formele runtime

2Runtime handhaving houdt in dat de handhaving plaatsvindt terwijl het systeem dat we con-
troleren draait. Handhaving die niet runtime is kan bijvoorbeeld de vorm hebben van ontwerpaan-
passingen aan het systeem zodat het systeem niet anders kan dan aan de normen voldoen. Merk
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modellen van handhavende entiteiten (zoals smart roads).
Onze bevindingen en contributies zijn als volgt. Gedecentraliseerde normhand-

having is een samenspel tussen ‘monitoring’ en ‘control’ (Hoofdstuk 2). Monitoring
voor gedecentraliseerde runtime normhandhaving kan gelijkgesteld worden met het
controleren of een systeem een zogeheten ‘linear temporal logic’ (LTL) formule ver-
vult (Hoofdstuk 3). Voor dit soort controles zijn in de literatuur enkele voorstellen
te vinden van mechanismen, waaraan we twee nieuwe voorstellen hebben toegevoegd
(Hoofdstukken 3 en 4). Ook hebben we de veiligheid en robuustheid van een ge-
decentraliseerde monitor beschouwt (Hoofdstuk 4). Control voor gedecentraliseerde
normhandhaving is overeenkomstig met control voor zogeheten discrete event systems
(Hoofdstuk 5). Uit de discrete event systems literatuur hebben we een controller mo-
del genomen en getoond hoe deze kan worden toegepast voor het handhaven van
normen. Een typische eigenschap van gedecentraliseerde handhaving is dat twee of
meerdere controllers parallel aan elkaar kunnen opereren, net als twee smart roads die
tegelijk het verkeer in de gaten houden. We hebben in Hoofdstuk 5 omschreven hoe de
parallelle toepassing van controllers kan worden gemodelleerd als een collaboratieve
controller voor normhandhaving. In Hoofdstuk 6 stappen we over van de modellering
van normhandhaving naar de implementatie daarvan. Het is belangrijk om aan te
sluiten bij gangbare programmeerparadigma’s als we de ontwikkeling van agentsys-
temen met normhandhaving willen promoten. Daarom hebben we veel voorkomende
oplossingen in de in de literatuur rondom agentprogrammeren gevangen in een design
pattern voor objectgeoriënteerde programmeertalen. Daarnaast hebben we aange-
geven hoe normen in een objectgeoriënteerde applicatie kunnen worden toegevoegd
door middel van aspectgeoriënteerde methoden. Als laatste hebben we een simulatie
gemaakt van een smart roads scenario (Hoofdstuk 7). Deze simulatie illustreert hoe
we de smart roads taken kunnen zien als gedecentraliseerde runtime handhaving van
normen.

op dat voor verkeer dit niet mogelijk is omdat de overheid niet volledige controle heeft over hoe de
autonome voertuigen werken.
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31 Yakup Koç (TUD), On the robustness of Power Grids
32 Jerome Gard (UL), Corporate Venture Management in SMEs
33 Frederik Schadd (TUD), Ontology Mapping with Auxiliary Resources
34 Victor de Graaf (UT), Gesocial Recommender Systems
35 Jungxao Xu (TUD), Affective Body Language of Humanoid Robots: Perception and Effects in

Human Robot Interaction

2016 01 Syed Saiden Abbas (RUN), Recognition of Shapes by Humans and Machines
02 Michiel Christiaan Meulendijk (UU), Optimizing medication reviews through decision support:

prescribing a better pill to swallow
03 Maya Sappelli (RUN), Knowledge Work in Context: User Centered Knowledge Worker Support
04 Laurens Rietveld (VU), Publishing and Consuming Linked Data
05 Evgeny Sherkhonov (UVA), Expanded Acyclic Queries: Containment and an Application in

Explaining Missing Answers
06 Michel Wilson (TUD), Robust scheduling in an uncertain environment
07 Jeroen de Man (VU), Measuring and modeling negative emotions for virtual training
08 Matje van de Camp (TiU), A Link to the Past: Constructing Historical Social Networks from

Unstructured Data
09 Archana Nottamkandath (VU), Trusting Crowdsourced Information on Cultural Artefacts
10 George Karafotias (VUA), Parameter Control for Evolutionary Algorithms
11 Anne Schuth (UVA), Search Engines that Learn from Their Users
12 Max Knobbout (UU), Logics for Modelling and Verifying Normative Multi-Agent Systems
13 Nana Baah Gyan (VU), The Web, Speech Technologies and Rural Development in West Africa

- An ICT4D Approach
14 Ravi Khadka (UU), Revisiting Legacy Software System Modernization
15 Steffen Michels (RUN), Hybrid Probabilistic Logics - Theoretical Aspects, Algorithms and

Experiments
16 Guangliang Li (UVA), Socially Intelligent Autonomous Agents that Learn from Human Reward
17 Berend Weel (VU), Towards Embodied Evolution of Robot Organisms
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