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CHAPTER 1
INTRODUCTION

‘We believe passionately in press freedom,
but we also believe in press responsibility’

Bill Norris, ‘PressWise’ Associate Director

New technologies have often raised challenges to traditional social rules and have also
led to the adoption of new legal rules to reflect those changes. Information technolo-
gies are a very good example of such an effect. Such inventions as block printing,
radio or TV have triggered plenty of debates and the adoption of entire bodies of law
to regulate each of them. It was long known that knowledge and the ability to dissemi-
nate it can be a very powerful tool. Radio and TV have made the point even more
evident, and many governments have both exploited new media to manipulate public
opinion and attempted to prevent private actors from doing the same. 

The effect was so serious that some authors such as Marshall McLuhan1 have even
argued that communication technologies may determine social relations and shape
society itself. Whether or not that is the case, it cannot be denied that society in general
and the legal profession in particular have always reacted to serious developments in
the telecommunications area.2

After Gutenberg’s introduction of block printing to Europe, very few if any
developments in information technologies have had such a revolutionary effect as the
creation of the internet. Not that this medium is very different from others in any of its
main components – in fact the internet is mostly based on pre-existing technology,
coupled with innovative ways of converging various media and connecting them in
one system. It is submitted here that it is not the technical side itself, but rather the new
social realities it helps create that give the internet much of its uniqueness.

THE PROBLEM

The internet contributes a lot to individual empowerment in the area of freedom of
expression. In many respects this is a positive development that deserves every
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protection and support possible. However, as with just about any other invention, it
can also be used to cause harm. There is no shortage of examples of harmful speech
reinforced by the new medium: pro-terrorist, racist, defamatory, paedophile and other
expression, while in evident decline in ‘traditional’ media, has largely migrated to the
internet. For instance, according to the Internet Watch Foundation (IWF), reports of
images of child abuse on the internet have risen sharply. IWF received 14,313 reports
of suspect material between January and June 2006, a rise of 24% on the year before.
Of those websites investigated, nearly 5,000 contained potentially illegal content, an
increase of 50%.3 Another example: while terrorist and radical groups all around the
world continue to act and to attempt to communicate their message to the rest of
society, they are quite limited in their ability to ensure such communication. This is
because most newspapers, TV or radio stations will normally refuse to air the speeches
of terrorists, at least when they directly promote terrorism and related ideas. In
addition, terrorists themselves fear being identified. The internet however offers the
perfect opportunity for such groups to tell the world what they are up to or have done
already and to expose their political agenda in order to persuade more people to follow
their position. All this is done with full anonymity so that even the countries with the
most advanced technologies and specialists are not able to trace them. The ‘informa-
tion war’ against such groups as Al Qaeda does not appear to have been won by the
authorities. For instance, silencing a website or a discussion/chat group provokes the
display of the same content virtually hours later on other websites.

All of the above is not a privilege of terrorist speech alone and can be used to
convey any other content such as hate speech, defamation or pornography (these three
are the subject of this research). The difference is that, unlike other types of content,
terrorist speech has become the focus of concentrated efforts by many countries under
the leadership of the USA, of excluding such speech from the Net and of identifying
its authors. If, despite such efforts and the huge resources drawn to achieve the aim of
silencing terrorists, such speech is still available online, one may safely assume that
other types of potentially harmful content will continue to be available on the internet.

High-profile actions on an increasingly frequent basis, such as world-wide opera-
tions for the identification and arrest of child pornographers’ rings, do create a deter-
rent effect but they do not completely exclude such content from the Web. One
witnesses today a lack of a uniform approach and of global solutions, each country
trying various methods of ensuring that its laws are respected by its citizens and
residents who use the internet. Occasionally, powerful states manage to ensure
compliance with their courts’ orders by other states, as exemplified by the Indymedia
case and the ‘exemplary’ cooperation of the USA authorities with their Italian and
Swiss counterparts in respect of identifying and silencing a UK based anti-globalis-
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ation group, regardless of the position of the UK authorities themselves.4 However,
where the state making the request is not so influential, and the underlying interests
are different, the outcome may be different, as seen in the case of Salman Rushdie and
the requests by Iran for penalties against him, which were refused. Similarly, in the
Yahoo! France case5 a French court ordered the California-based Yahoo! Company to
ensure that French internet users could not access Nazi memorabilia on its services.
Instead of complying with that court order, Yahoo obtained from a US court effective
immunity from any attempts to enforce an eventual final French judgment on US soil.
The initial decision was later quashed by a higher French court, probably also because
of the impossibility of enforcing any order against Yahoo!, but the case was a high-
profile example of the type of problems internet regulation may encounter.

Some states may also wish to deal directly with private companies involved in
internet communication, and occasionally they are successful in adjusting those
companies’ actions to the laws of those states. For instance, Google routinely filters
some of its search results for countries such as France and Germany (especially Nazi
speech) but also China, which is gradually becoming a major market and is thus
acquiring additional international importance. This raises issues of private censorship,
whether at the request of governments or on the initiative of the private entities
themselves. Private censorship, as will be examined in the research, may cause no less
damage than state-sponsored censorship and thus needs to be verified for compliance
with human rights standards.

FOCUS ON BETTER PROTECTION OF FREEDOM OF EXPRESSION ONLINE

The problems of protecting freedom of expression on the internet may appear not to
be obvious at first sight. On the one hand, the main purpose is to contribute to a better
protection of freedom of expression in the context of the internet. On the other hand,
the present situation is that freedom of expression has already received its utmost
protection in this new medium, protection that stems not so much from good regula-
tion as from its non-enforceability online. With a few exceptions, one can say anything
on line. In this situation, how would research on cyberspeech contribute to better
protection, if speech finds its own ways of development and the only issue is always
the extent to which it is limited by Government intervention? 

There are at least two problems. First, absolute freedom of expression will ulti-
mately infringe upon other rights such as privacy, reputation or the best interests of
minors. This author does not subscribe to the idea of total freedom of expression and
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opts for responsible speech subject to a strictly limited degree of state intervention for
the sake of protecting other rights. This requires some type of internet regulation. A
purely utilitarian argument would be that persons getting used to complete lawlessness
online may become more inclined to break the law offline, in ‘the real world’, in some
form of legal nihilism.

Second, and more important, Governments will – and already do – try to enforce
limitations on cyberspeech to protect the multitude of social interests ranging from
protection of other rights to issues of national security or health and morals.6 One
could leave the protection of cyberspeech to only the specificity of the medium, which
has plenty of resources to resist attempts to regulate its content. However, one should
not then be surprised at government attempts to overcome such technological difficul-
ties, even at the expense of having an overwhelmingly serious impact on freedom of
expression and on the development of communication technologies. In short, the
argument ‘accept our absolute freedom, because you cannot control us anyway’7 is
bound to sooner or later be answered by attempts to control that freedom regardless
of the (social) costs. It will be examined in this work to which extent Governments
already have the ability to regulate cyberspeech. The issue of which of such techni-
cally possible limitations would be in line with human rights standards and which
others should not be allowed will then become very important. Analysis is hence
necessary now, in order to offer guidelines for future regulation so that it does not
violate requirements set up in international human rights instruments such as the
United Nations International Covenant for Civil and Political Rights (1966, ‘the
ICCPR’) the European Convention for the Protection of Human Rights and Fundamen-
tal Freedoms (1950, ‘the ECHR’).

TWO LEVELS OF ISSUES RAISED

It appears from a preliminary examination of the issues raised by cyberspeech regula-
tion that they appear at two distinct, though interconnected levels, one international
or global and one local or regional. While the first has to do with the global reach of
the internet, the second should be a more detailed, practical one regarding the specific
manner of applying freedom of expression laws to the new medium. A survey of
existing solutions is planned here and the development of specific methodology and
criteria for determining the details of interaction between freedom of expression and
the internet will be sought.
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At a more general level, the questions will be asked: (a) whether the internet
enhances freedom of expression and in what specific manner, and (b) whether it
changes the roles and responsibilities of governments and private actors in regard to
disseminating information. 

As for enhancement of freedom of expression, this research will attempt to identify
the aims of that freedom (what it may be seen to contribute to the individual exercising
it) and to verify the manner in which the internet contributes to the achievement of
those goals.

In respect of the distribution of responsibilities for online speech, the research will
attempt to verify whether the internet, which has been called ‘a world of communica-
tion and not of broadcast’,8 changes the traditional views on the extent of liability of
intermediaries for cyberspeech. 

Many questions are raised by the new reality of internet communication, which will
not necessarily find answers in this research but will, perhaps, be emphasised and the
causes of the failure to give solutions explained. Should one give more choices to
individuals in protecting themselves from internet threats or should one take a pater-
nalistic view and protect one’s nationals regardless of their own choices? Should one
make intermediaries to internet communication responsible for any harm caused while
using their services? Is there a need to impose more far-reaching restrictions on
freedom of expression because of the new medium used and the lesser degree of
authorities’ control over online behaviour? Is there a place for anonymous speech on
line and what are its limitations in respect of the obligation of the authorities to ensure
that authors of abusive speech are made responsible for the harm they cause? Should
there be one set of rules governing the internet which are distinct from the laws of any
one country and should those rules regulate substantive issues or just ‘conflict of laws’
and ‘conflict of jurisdiction’ issues? Does the internet affect society to such an extent
as to fundamentally change social relations (as per McLuhan), can one foresee and
direct its development as suggested by Ithiel de Sola Pool in his Technologies of
Freedom?9 This list of questions is clearly non-exhaustive.

LIMITATIONS OF THIS RESEARCH

This study does not claim a holistic approach, as it is limited in a number of respects.
First, it is not possible due to lack of time and space to analyse all types of speech that
may be harmful to society or individuals. The three examples that were taken up (hate
speech, obscenity and defamation) serve to illustrate both the types of issues that may
appear and also the method of analysis advanced. Second, these examples are thought
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to be representative, since they include institutes of both criminal and civil law, and
represent speech that affects both individuals and groups. At the same time, these three
issues are among the most hotly debated in academia and fought over in the courts,
although recently the additional issue of fighting terrorist speech has become the
subject of utmost attention. Two of them have also been the subject of first attempts
of international online content regulation10 and even of international court litigation.11

Third, these issues are the ones which involve competing human rights, as opposed to
conflicts between freedom of expression and interests that are more the concern of the
state such as national security.

Fourth, there are reasons for limiting much of the analysis in this research to
Europe and especially to the European Convention. Besides the more obvious and less
relevant European background of the author, there are more important reasons. Any
attempt to establish online content regulation should aim at more or less recognised
universality. This will necessarily imply that European countries agree to the rules
proposed, as these countries account for an important number of internet users and
businesses. Yet no country in Europe is able to agree to a rule that is incompatible with
the ECHR. This does not imply that the Convention should be the standard for the rest
of the world, of course, but it is just as well that no cyber regulation will be able to
claim true universality and thus widespread applicability if it contradicts the ECHR.
Besides, at a more practical level, while there are major difficulties in establishing a
coherent universal online content regulation, the European Court of Human Rights
(ECtHR or simply ‘the Court’) already started to face cases rooted in the specificity
of the internet (see the Perrin case mentioned above). To help it avoid the initial
struggle that many courts in European countries had with terminology, technology and
their relevance to human rights issues, it is important to analyse how article 10 of the
ECHR may apply to cyberspeech. After all, it is more probable that the Court will deal
with ‘ideal cases’ (of author/intermediary who suffered from interference with freedom
of expression being under the jurisdiction of the respondent State), because in order
to complain under the ECHR, a person must have already been subjected to decisions
of national courts (to exhaust domestic remedies) and thus the State is able to assert
jurisdiction over the applicant.

Moreover, there has recently been seen a marked tendency of governments to
‘localise’ the internet experiences of their citizens. Using geolocation and other tools
to identify with increasing precision the physical location of an internet user (e.g. the
territory of a specific country), governments already attempt to limit the types of
information available in those locations to coincide with their own legislation regard-
ing content. If such practices of parcelling the internet become more widespread, it
may well happen that the medium will not be governed by international regulations,
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but rather a multitude of national or regional ones. In such a case, it is important to
know how a significant group of 47 Council of Europe member states will regulate
freedom of expression online. Finally, ECtHR case law represents an easily locatable,
updated and organised database in two major international languages. Since it also
reflects a coherent system of values and rules concentrated from the 47 member states
and over 50 years of experience, it is a very convenient subject of analysis.

While recognising the importance of trying to determine universal rules for an
internet regulation based on universal human rights, analysing how the European
Convention applies to cyberspeech may serve as a regional model for solutions to
issues related to such speech and inspire at least a part of the approach to be taken at
the global level. This geographical limitation is also reflected in the fact that the law
and practice of European countries is primarily analysed in the relevant chapters, with
the USA and Canada being added in view of their often similar to the European
approach to solutions and more developed case law on certain issues.

In short, the study builds upon previous knowledge of principles of freedom of
expression, analyses their application to online speech and how the European Conven-
tion may apply thereto, and then deals with problems raised by the internet as a global
medium. It is hoped that the issues raised will better identify problems, and some of
the solutions offered will allow to both reach the aims of protecting fundamental
values of society and observe human rights, in particular freedom of expression.
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CHAPTER 2
PRINCIPLES OF FREEDOM OF EXPRESSION

In order to make an in-depth analysis of the interaction between freedom of expression
and the internet it is necessary to determine, in as much detail as possible, each of the
two objects of this interaction. The present chapter has the purpose of an extensive
analysis of freedom of expression: its general principles and acceptable limitations, as
well as the reason for those limitations, the manner in which states can intervene and
other factors which may affect the level of harm caused through the exercise of that
freedom.

2.1 GENERAL PRINCIPLES REGARDING FREEDOM OF EXPRESSION, ITS
IMPORTANCE AND TESTS UNDER THE ECHR FOR ITS LAWFUL LIMITATION

2.1.1 General principles regarding freedom of expression

Several aims of freedom of expression can be identified: (a) search for and exchange
of information and ideas with others, as the basis for forming informed opinions, for
pluralism and tolerance, and the discovery of truth, (b) self-expression and self-
realisation, (c) participation in public life and decision-making processes at various
levels, (d) control of authorities in the exercise of their duties, the ‘public watchdog’
function, (e) means of exercising or protecting other rights and legitimate interests, and
(f) progress of society as a whole.

A short analysis of each of these aims follows.

(a) Search and exchange of information and ideas with others, as the basis for
forming informed opinions, for pluralism and tolerance, and the discovery of truth

This function of freedom of expression is the basis for many other aims of freedom of
expression, since an informed person with opportunities both to find/receive informa-
tion and opinions of others and to impart his/her own ideas is better prepared to
participate in democratic processes, to have a voice, to check the performance of
authorities and to express him/herself, being aware of his or her own strengths or
weaknesses and rights.

Where free exchange of information and opinions is possible, there is normally
diversity of views, which implies having to tolerate the views that may sometimes be
opposed to one’s own and teaches wider tolerance in relations with others in society.1
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Or, in the words of the ECtHR, freedom of expression ‘is applicable not only to
“information” or “ideas” that are favourably received or regarded as inoffensive or as
a matter of indifference, but also to those that offend, shock or disturb. Such are the
demands of that pluralism, tolerance and broadmindedness without which there is no
“democratic society”.’2

As for the discovery of truth, it is based on the assumption that there is no estab-
lished, infallible truth, and that constant challenge and discussion of all kinds of
knowledge is a guarantee that in the long run at least, truth will be found. This may
imply a high degree of mistrust in any attempt by authorities to defend established
‘truths’ or even to prohibit challenges to them.3 However, practice shows that in
Europe some types of speech are banned. The rationale for prohibiting racist threats
or Holocaust denial is not so much the fact that in those areas some kind of ‘universal
truth’ has been discovered and needs to be protected against attempts to challenge it,
but rather that those types of speech are regarded as so harmful to the victim groups
that regardless of the issue of truth they should not be allowed in public discussion.

(b) Self-expression and self-realisation
For some, expressing themselves freely is a way of living emotions and sharing them
with others. For others, this may go further and serve as a ‘safety-valve’ in that
negative emotions are exteriorised through words and gestures rather than through
actions. One may also recognise ‘the inherent value in allowing individuals to control
their own destiny and the instrumental value in developing individuals’ mental facul-
ties’.4

The fact that expressing oneself contributes to the realisation of a sense of dignity
has also been strongly argued. In fact, it has been suggested that repression of expres-
sion, which is closely related to own thoughts and feelings, ‘is a more serious impinge-
ment on our personalities than many other restraints of liberty’.5

Hence, it is an important function of freedom of expression to allow exteriorisation of
feelings, quite apart from the function of exchanging ideas with others and participat-
ing in the life of society.

(c) Participation in public life and decision-making processes at various levels
It is one of the important aims of freedom of expression to allow members of society
to communicate to others, especially those in power, about their interests and grievan-
ces. This way, speech performs the ‘interest accommodation and social stability’
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function.6 Learning about the needs of people may be no less important in a society
than learning some objective truths, assuming the latter exist.

Besides simple communication of needs and grievances, there are more active ways
people participate in the life of society and decision-making, such as mounting public
opinion for a certain issue or lobbying. It is important thus that all kinds of political
views and messages not be subject to Government control due to the danger that the
latter prohibit all speech that endangers the prospects of that Government’s continuing
in power.

Public life concerns not only politics, elections, etc., but requires active participa-
tion and informed decisions on a variety of issues of concern for the population. In
turn, this may help the performance of those public bodies, such as in the field of
‘administration of justice, which serves the interests of the community at large and
requires the cooperation of an enlightened public’.7

(d) Control of authorities in the exercise of their duties, the ‘public watchdog’ function
Besides telling the authorities about one’s own problems and grievances, one impor-
tant function of democracy, empowered by freedom of expression, is that of checking
the way those in power perform their duties. And the opportunity for individuals to
exercise that control is very important. To cite the ECtHR, ‘[i]n a democratic system
the actions or omissions of the government must be subject to the close scrutiny not
only of the legislative and judicial authorities but also of public opinion’.8

Because citizens cannot always know all details of Government action, there is a
need for someone to alert them when such action takes place and that is cause for
concern. This is where the media come into one of their most important roles, and this
is where they play their famous ‘public watchdog’ role.9

(e) Means of exercising or protecting other rights and legitimate interests
It may also be argued that exercising freedom of expression may sometimes serve as
a means for enjoying or defending other rights and legitimate interests. For instance,
a reply to statements by others (such as in the case of allegedly defamatory remarks
about oneself) serves the aim of defending personal reputation combined with above-
mentioned aims such as pluralism and multilateral informing of public opinion.

The ECtHR has also emphasised the relationship between freedom of expression
and freedom of assembly and association, which in certain cases is so close that it is
necessary to apply the principles of one to fully grasp the legal reasoning in exercising
the other. The Court has asserted this principle in a number of cases, determining that
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‘[t]he protection of opinions and the freedom to express them is one of the objectives
of the freedoms of assembly and association as enshrined in Article 11’.10

Similarly, the requirement of publicity of court proceedings in Article 6 of the
European Convention for the Protection of Human Rights and Fundamental Freedoms
(hereinafter called the ECHR or European Convention) constitutes not only the
public’s right to be informed about the administration of justice, but is also an indirect
guarantee for the participants to court proceedings of observance of procedural rights
and objectiveness and impartiality of the court.

Finally, businesses and legal persons benefit from freedom of expression (whether
it is ‘commercial speech’ or otherwise, and especially those involved in the media and
communications field).11

(f) Progress of society as a whole
In the Handyside case, the Court has declared that in relation to democratic society,
freedom of expression is ‘one of the basic conditions for its progress and for the
development of every man’,12 and in the Barthold case that it ‘constitutes one of the
essential foundations of a democratic society and one of the basic conditions for its
progress and for the development of every man and woman’.13

It may well be that social progress takes place not as a result of an abstract exis-
tence or application of principles of freedom of expression, but rather through the
achievement of the above-mentioned aims. In other words, society develops through
the self-expression and self-development of its members, through communication and
tolerance, through public participation of many and control over the actions of those
who lead it. Because freedom of expression is closely linked with the exercise of many
other rights and interests, it clearly plays an important role in the shaping and life of
democracy in a given society.

It is worth mentioning that attempting to use the protection given by Article 10 to
achieve aims other than the ones outlined above may result in denying such protection
altogether to the expression in question. In such a case, Article 17 becomes important,
as it recently did in the Garaudy case,14 where the Court rejected the applicability of
Article 10 to revisionist and anti-Semitic statements, the real purpose of which was to
‘rehabilitate the National Socialist regime and, as a consequence, to accuse the victims
of the Holocaust of falsifying history’.
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One may conclude that freedom of expression strives to achieve a number of aims
important for both the individual and society as a whole. These aims are reflected in
what is included in the notion of protection of freedom of expression under Article 10
§ 1 of the ECHR, a notion which continues to develop.

2.1.2 Tests for verifying compliance of limitations of freedom of expression with
the European Convention

While the importance of freedom of expression in a democratic society, as shown
above, cannot be underestimated, there are instances where this freedom has to be
limited due to encroachments upon other rights. Some such instances are analysed
below in Chapter 2.2.

In situations where authorities may be justified in limiting the exercise of freedom
of expression, it becomes of primary importance to impose strict conditions on
limitations to it. Much of the ECtHR’s case-law on Article 10 of the Convention is
dedicated precisely to determining the exact ‘limits of limitations’. For the purposes
of this research, it is important to make an analysis of the criteria the Court uses to
determine the acceptability of a limitative measure.

The Court’s approach towards limitations on freedom of expression necessarily
starts from the text of Article 10 § 2 of European Convention for the Protection of
Human Rights and Fundamental Freedoms (hereinafter called the ECHR or (European)
Convention). That text only applies in the case where there is an interference with
freedom of expression and further describes three tests, or conditions, namely that a
limitation must: (a) be provided by law, (b) pursue one of the legitimate aims expressly
and exhaustively enumerated in § 2, and (c) be necessary in a democratic society.

Practice shows that relatively rarely do the first two elements of this three-prong
test raise special analysis and serve as a basis for finding a restrictive measure unac-
ceptable under the ECHR.15

A. Interference with the right to freedom of expression

In order for the ECtHR to even consider the lawfulness and necessity of a limitation,
it must first be decided whether the actions taken amount to an interference with the
freedom of expression of the applicant. The Court’s case-law shows that the notion is
rather flexible and comprehensible, and can be formulated as: anything that affects the
author because of exercising freedom of expression, or the means used to exercise that
freedom, or interferes in any way with the process of communicating or receiving
information and ideas.
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Such limiting measures may include:16 prevention of publication (prior restraint),17

or of repetition of words (injunctions),18 confiscation of published material,19 or all
kinds of punishment or negative consequences for the author,20 as well as more subtle
means such as limiting the amount of money that can legally be spent in an election
campaign on procuring and disseminating electoral publicity.21

Besides such direct interferences that block communication of ideas or create a
‘chilling effect’ sufficient to prevent the author from willing to communicate again,
‘interference’ may have even wider interpretations. For instance, whenever the
authorities have the obligation or in the absence of such an obligation they still decide
to assist in dissemination of ideas of third parties, they must do so in a non-discrimina-
tory way.22 Hence, one may say that an interference exists also where a person is
deprived of an equal opportunity to use such facilities or means, procedures, etc. that
(s)he would not normally be entitled to, yet has the right to such use in virtue of that
right being given to other persons in similar conditions.

The interference with the freedom of expression must moreover be attributable to
the state party to the ECHR, either directly or through one of the additional means
such as state agents’ acts or inaction of authorities in cases where they are obliged to
prevent harmful acts of others.23 This rule is part of the principles applied under Article
34 as one of the admissibility criteria and will not be analysed in detail here.

B. Provided by law

A limitation on the freedom of expression must also comply with the requirement of
legality, i.e. it must be ‘provided by law’. Law has an autonomous meaning under the
Convention, and is not limited to only formal acts of Parliament expressly named
‘law’, but includes case-law, Government and other regulations,24 and even the rules
of international law.25 Much more important than the name of a regulation is its
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compliance with two criteria that form a required level of ‘quality’ of law: the law’s
accessible and foreseeable character.26

A law is accessible if ‘the citizen [is] able to have an indication that is adequate in
the circumstances of the legal rules applicable to a given case’. One important element
of such accessibility is some form of publication of the rules, even if not in express
acts, but in published case-law or other materials.27

A law is foreseeable when it is sufficiently predictable in its application, i.e. it is
‘formulated with sufficient precision to enable the citizen to regulate his conduct: he
must be able – if need be with appropriate advice – to foresee, to a degree that is
reasonable in the circumstances, the consequences which a given action may entail’.28

Since it is practically impossible to formulate laws in such a way as to include
specifics of every possible individual case, the notion of ‘law’ will necessarily imply
a ‘certain degree of flexibility’.29 Where authorities have discretionary power that
cannot be neatly circumscribed in a law, the relevant regulations should at least
‘provide guidance as to the exercise of the discretion’ and thus serve as ‘safeguards
against arbitrary interference’.30 The fact that such discretion is only used occasionally
does not in itself diminish predictability of the measure, as long as there is a suffi-
ciently clear practice (or case-law) on previous limitations of the same kind.31

In view of the fact that in most cases the Court does accept the limitation as having
been taken on the basis of some kind of ‘law’, I will not discuss further the case-law
relating to this requirement.

C. Legitimate aims

According to Article 10 of the European Convention, any limitation on freedom of
expression can only be applied in pursuance of one of the six legitimate aims expressly
and exhaustively enumerated in § 2 of that Article.

However, the formulation of legitimate aims, as well as the broad interpretation the
Court gives them, ensures that most limitations will fit into one or more of the six
categories listed.32 Yet it may be important, for purposes of further examination of
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necessity in a democratic society, to determine which exact aim has been claimed
– and accepted – as requiring the given measure. This is due to the fact that different
legitimate aims imply different levels of ‘margin of appreciation’ given to states in
determining the need for the measure, and also because the interference must be
‘proportionate to the legitimate aim pursued’, i.e. proportionality of measures is
examined not in abstracto, but in relation to the aim of the particular measure in the
specific case.33

The six legitimate aims that can legally be pursued in limiting freedom of expres-
sion under the Convention are: (a) Protection of national security, territorial integrity
or public safety, (b) Prevention of disorder or crime, (c) Protection of health or morals,
(d) Protection of reputation or rights of others, (e) Preventing of disclosure of informa-
tion received in confidence, and (f) Maintaining the authority and impartiality of the
judiciary.

This research analyses three types of harm (hate speech, adult material and defama-
tion), and thus only aims (b), (c) and (d) are relevant.

Because of the approach the Court takes in allowing most of the limitations to be
considered as pursuing legitimate aims, the focus will be made on examining the
‘necessity’ of limitations, which is the main basis for analysis of compatibility of
limitations to freedom of expression with the Convention.

Still, the present research examines in more detail certain aspects of three of the six
legitimate aims: protection of reputation of others, protection of rights of others
(against hate speech) and protection of morals (the case of adult material). These are
analysed in Chapter 2.2 below and in subsequent chapters.

D. Necessary in a democratic society

This is the main test that the Court applies in determining the acceptability of a
restriction on freedom of expression under the ECHR.34

The Court has used a number of criteria in its Article 10 case-law to determine
necessity of measures, with no clear distinction among such criteria, which it some-
times uses interchangeably, or without expressly specifying the criterion used to come
to its conclusions. This may have been done intentionally, with the message that the
totality of various criteria, or substantive methods of protection, forms the test a
measure must pass to be acceptable. Even if it is so, it is very important to determine
exactly the elements of that test, especially if one intends to use the criteria determined
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for a hypothetical analysis the types of measures that can be taken and their consis-
tency with the ECHR (this will be done, for online measures, in Chapter 4.1 below).

According to a number of authors35 and the Court’s case-law,36 there are three
criteria for verifying the need for a measure: (a) existence of a ‘pressing social need’,
(b) advancement of ‘relevant and sufficient reasons’ for the limitation, and (c) propor-
tionality of the measure. Some of these authors argue that of the three criteria men-
tioned by the Court in its case-law, only the third is in fact applied. Reviewing the
need for a restrictive measure means, according to them, reviewing its proportionality.
In any event, the third criterion is definitely analysed more often and in more detail by
the Court, and thus merits most attention.

Where the Court did review the first two criteria, they seem to have been part of
the wider review of proportionality and did not serve alone as a basis for the final
conclusion, even though a more recent trend is to at least declare that all three ele-
ments have been reviewed to the Court’s satisfaction.37 Therefore, one examines each
of the three elements below, and proportionality in more detail in what follows.

(a) ‘Pressing social need’
The ECtHR has decided that the requirement of ‘necessity’ ‘is not synonymous with
“indispensable”, neither does it have the flexibility of such expressions as “admissi-
ble”, “ordinary”, “useful”, “reasonable” or “desirable”; rather, it implies a “pressing
social need”.’38 In determining the existence of such a pressing need, states have a
rather extensive margin of appreciation, even though it does not give full discretion
and is subject to a level of European supervision. And sometimes the Court undertakes
extensive analysis of the existence and level of the social need to limit freedom of
expression, as it did, for example, in the Ahmed case.39 This case also serves as an
example of the type of circumstances that may influence the decision as to whether
there is a pressing social need. Authorities have based their decision on a report drawn
up beforehand which amply showed the need to impose limitations on the exercise of
freedom of expression of the type that was eventually established. The same report had
served as an important element for the Court in agreeing with the existence of the
pressing need claimed by the Government in that case.
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The Court has also repeatedly mentioned that the need for an interference must be
‘established convincingly’.40 And the more ‘pressing’ the social need for a particular
limitation, the clearer is the ‘necessity’ of applying it.
It seems that there is an intrinsic link between the ‘pressing need’ issue and the
legitimate aim pursued. Because one can only limit freedom of expression to achieve
one or more of the six legitimate aims of Article 10 § 2, no other need, no matter how
pressing, will be relevant in justifying the limitation of that freedom.

At the same time, each of the legitimate aims is in itself a response to a specific
need perceived at the moment when the Convention was adopted. In other words, each
of the aims has been seen as representing an area where the exercise of freedom of
expression could conflict with other sufficiently important rights or interests. To this
extent, each of those aims embodies a built-in level of social need, just as freedom of
expression embodies a similar intrinsic need of protecting communication of informa-
tion and ideas. Because the Convention does not give automatic preference to either
the freedom of expression or the six competing rights and interests, it is the circum-
stances of the particular case that complete the picture and are the basis for the Court’s
decision. It is the types of such circumstances and their relative weight in the Court’s
determining of how ‘pressing’ the need is that is of particular importance, also in view
of the fact that in certain cases the decision is based on a balancing of the interests
involved (see below in the section on balancing of interests).

In practice, one needs to determine criteria for verifying the existence and the
extent of the social need (how ‘pressing’ it is). Even though the authorities are given
a certain margin of appreciation in making this determination, they are not completely
free of any control from the Court in this regard. A first limitation is that the margin
of appreciation varies from one legitimate aim to another, and some of those aims
allow for quite a limited margin. It seems therefore important for the Court to accept
only those aims claimed to be pursued which demonstrably respond to a pressing
social need. When two or even more legitimate aims are pursued, it may become
important to determine the exact nature and extent of pressing social need that exists
in regard to each of them. This is in order not to allow the justification for action in
pursuance of one aim to be amalgamated with other evidence and then be used to
restrict freedom of expression in pursuing another legitimate aim.

Moreover, one of the principles the Court constantly reiterates in its recent Article
10 case-law is that the ‘power of appreciation is not however unlimited, but goes hand
in hand with a European supervision’.41

An important distinction well established in the ECHR case-law which influences
the test of ‘necessity’ is based on the topic of the expression analysed. While the Court
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has recognised that Article 10 protects virtually every type of expression,42 it recog-
nised that various types of expression may have a varying degree of importance in a
democratic society. Accordingly, limitations imposed on one type of speech will need
to be proved to be more ‘necessary’ than those imposed on other types of speech.

The court found that there are three broad categories of expression, according to
their topic: political, artistic and commercial expression.

Political expression is given superior protection in comparison to the other types
of expression, because of its fundamental role in a democratic society.43 Moreover, the
term ‘political expression’ is understood in a rather broad sense, since the Court found
‘no warrant in its case-law for distinguishing (…) between political discussion and
discussion of other matters of public concern’.44 It appears that the most important
criterion in determining whether a specific type of expression is a ‘political’ one is
whether it touches upon issues of public concern in a genuine manner. Of course,
purely political discussion and especially statements by a political opposition may
have a particular importance in a democratic society and thus warrant additional
tolerance on the part of the Government.45

However, even political speech is subject to limitations and politicians implicitly
accept with the extra protection of their speech the need to tolerate sharper criticism
than others.46

Artistic expression is protected to a lesser extent, in particular when it comes into
conflict with domestic moral standards, in which member States are given a broad
margin of appreciation in view of a lack of consensus on many issues related to
protecting morals.47

Commercial expression is accorded the least protection since it involves mostly
private (economic) interest rather than that of society or parts of it and normally does
not convey information and ideas capable of promoting public debate on issues of
general interest. The best example of commercial expression is advertising, and States
parties are given a rather large margin of appreciation as to the regulation needed in
this sphere.48
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(b) ‘Relevant and sufficient reasons’
The ‘relevant and sufficient reasons’ requirement may be seen as the logical link
required between the ‘pressing social need’ determined by the authorities and the
legitimate aim pursued. A limitation on freedom of expression must be the result of a
need which is pressing enough to require action. Yet showing that one needs to do
something about a real problem does not mean that one can do just about everything
one can imagine. The action has to be justified by pursuance of one or several of the
six legitimate aims examined above.

One of the ‘general principles’ under Article 10, as repeated by the Court in the
Ahmed case, is that it ‘has to satisfy itself that the national authorities applied stan-
dards which were in conformity with the principles embodied in Article 10 and,
moreover, that they based their decisions on an acceptable assessment of the relevant
facts’.49 In other words, it can be said that the Court verifies whether national authori-
ties and first of all courts have genuinely applied freedom of expression principles to
the case at hand.

In practice, there have not been cases where the Court has already found a limita-
tion unnecessary at the stage of examining this requirement. Normally, if an action is
accepted to have been taken in pursuance of a legitimate aim, the underlying reasons
will reflect that aim and will be relevant and sufficient.

It is, however, important to examine the reasons adduced by authorities (national
courts first of all) for limiting freedom of expression, since for instance failure to base
the reason on a specific aspect/principle, at least implicitly, later prevents Government
from claiming such a basis before the ECtHR.

(c) Proportionality of a measure
As a general principle, the ECtHR has emphasised in its case-law that ‘inherent in the
whole Convention is the search for a fair balance between the demands of the commu-
nity and the requirements of the individual’s fundamental rights’.50 Proportionality of
measures taken to ensure such a balance is an important part of the ‘necessity’ test, and
while the principle is of general importance for the Convention system, it has been
recognised as applicable to freedom of expression specifically.51 According to a
number of authors,52 three sub-tests are part of the proportionality test: (a) suitability,
(b) less restrictive alternative, and (c) balancing of means and ends. Bosma considers
that a fourth test is balance between the interests involved. These are examined in the
following part.
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Suitability
A measure limiting freedom of expression cannot be proportionate to the aim pursued
if it is irrelevant, and can never lead to achieving the aim, or is not instrumental to
achieving that aim under the circumstances of the case. As Bosma puts it, verifying
suitability means ‘reviewing whether the restriction is appropriate to achieve the aim
pursued’.53

Yet due to the margin of appreciation each Council of Europe (hereinafter referred
to as CoE) member state has in determining the best way of responding to harmful
behaviour, the Court seems reluctant to determine a restriction as disproportionate
merely because it is not suitable to achieve the aim pursued, as that would encroach
too much on the decision-making power of states to take those measures as they deem
fit to respond to a particular threat. This is why this test usually does not alone lead to
the conclusion of the Court.54 In other words, the Court will generally not declare the
reasons adduced by national authorities ‘irrelevant’ (this should be the term used for
measures that are not suitable in principle to achieve the legitimate aim). Instead, the
tendency is to accept, sometimes reluctantly or on an ‘even if’ basis,55 that the reasons
are relevant, and concentrate on whether or not they are sufficient.

It is not inconceivable, however, for the Court to determine that, in the particular
circumstances of the case, a particular measure could not have led to the achievement
of the legitimate aim. This could happen in areas where states have a small margin of
appreciation and/or where the irrelevance of the measure is blatant. Such a measure
could moreover raise the issue of applicability of Article 18 of the Convention (prohi-
bition of using restrictions for purposes other than the ones for which they have been
included into the Convention).

One may add here that where a measure is close to being irrelevant or otherwise
inefficient and thus unsuitable to achieve the legitimate aim pursued, it seems logical
that it will have little chance of being considered by the Court as well balanced with
its aim (third criterion examined below). This is simply because when one needs to
compare whether the damage to freedom of expression exceeds the benefits from the
measure, and there are (practically) no such benefits to show, the probability of
imbalance is great.

A word of caution must be made here against falling prey to the desire to verify the
suitability of a measure by judging from its results in practice. This kind of post-
factum review of suitability would suffer from at least three problems.

First, the authorities, or anyone else, cannot be always 100% sure in advance that
the measure will be efficient. An honest and well grounded expectation that the
measure will have at least substantial success should suffice. Even if later proven to
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be much less successful, such measures should not automatically be considered as
having been unsuitable.

Second, some measures may only start having a substantial effect after some (even
a significant) period of time, and it is not for an international tribunal to judge on the
appropriateness of a measure at a moment where it might not yet achieve the expected
results.

Third, authorities may feel pressed to take measures even where there is no clear
estimation of their success, if only to prevent claims of deregulation of the matter in
the future. This is because the Court has recognised that failing to take measures on
a particular matter may create legitimate expectations of a similar failure to act in
respect of similar conduct in the future. If restrictive measures are taken in cases of
similar conduct, they may be viewed as inefficient and not contributing to the aim
pursued, as was decided in the Weber case.56 A caveat needs to be made here, how-
ever: the Court’s decision in Weber referred to a very specific type of offence, namely
disclosure of confidential information. In that case, it seems that what mattered was
not so much the repetition of the conduct that could have been, but was not, punished
on a previous occasion, but rather the fact that due to the first occasion, information
was revealed and on the second occasion it could no longer have been regarded as
confidential. In fact, the Court expressly recognised that:

‘it must not be forgotten that the Convention, as is shown especially by its Article 60, never
puts the various organs of the Contracting States under an obligation to limit the rights and
freedoms it guarantees. In particular, in no case does Article 10 para. 2 compel them to
impose “restrictions” or “penalties” in the field of freedom of expression; it in no way
prevents them from not availing themselves of the expedients it provides for them (see the
words “may be subject”)’.57

This means that failure to take action regarding harmful expressive behaviour on one
occasion may, at least in the limited area of protecting confidential information from
dissemination, make unsuitable any similar subsequent action against similar conduct
in the future.

In fact, most cases where the Court examined most clearly the suitability of an
action relate to the sphere of preventing confidential information from being disclosed
and this needs to be taken into account. Just as in the Weber case, the measures in the
cases of both the Spycatcher58 and the Open Door Dublin Well Woman59 aimed at
preventing disclosure of confidential information, but had been rendered inefficient
to that end due to public availability of the relevant information from other sources.

In conclusion, the suitability of restrictive measures needs to be verified by asking
the question: whether, at the moment of adopting the measure, it could be reasonably
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regarded as contributing to the achievement of the legitimate aim pursued (regardless
of subsequent new information as to its efficiency). Of course, applying a measure that
has already proven inefficient raises additional doubts as to its suitability. Yet certain
importance needs to be given to the national margin of appreciation of the suitability
of the measure.

Less restrictive alternative
The name of this criterion is self-explanatory, and it is more often used than the
criterion of suitability in the Court’s case-law. Often, examination of this criterion
focuses on the penalties issued against the speaker: the more strict the penalty (espe-
cially where of a criminal nature), the more chances for the measure to be considered
as disproportionate to the aim pursued, taking into consideration the range of lesser
(civil, administrative, suspended or monetary) measures available.60 In fact, the Court
declares as part of its ‘general principles’ of freedom of expression that the nature and
seriousness of the penalties applied are also elements to be taken into consideration
when measuring the proportionality of the interference.61

On at least one occasion, the severity of the penalty applied to the applicant was
the single decisive factor that tipped the balance in favour of finding a violation of
Article 10 – the Tolstoi Miloslavsky case.62 In that case, the award given against the
author of a defamatory statement exceeded by far any other award previously given
in such cases and was far unrelated to the damage to the reputation caused. In fact,
while the Court does not mention that, one might consider that the Court wished to
prevent a limitative measure that otherwise can lawfully be applied from performing
an additional function that is at odds with the principles of Article 10 of the Conven-
tion and the legitimate aim in issue. Namely, while the purposes of giving redress to
the victim of defamation and of preventing future similar attacks against him/her form
part of the principles of Article 10 protection, one can hardly agree that Article 10 also
envisaged the idea of any punitive sanctions against persons (ab)using their freedom
of expression.

In another case, the language the Court used strongly emphasised the importance
of severity of penalties in balancing freedom of expression with other interests. In the
Karatas case, the Court was ‘furthermore and above all (…) struck by the severity of
the penalty imposed on the applicant’.63

It is not only, and sometimes not so much, the nature and seriousness of the penalty
that determines the proportionality of the measure. Less restrictive alternatives often
do not mean applying lesser penalties, but not applying them at all. In other words, a
measure that is disproportionate to the end pursued will not become acceptable only
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because the penalty was minor, or even lifted by the superior courts. One may cite at
least two cases where the Court found a violation of Article 10 in such circumstances.
In the Thoma case, one Luxembourg franc was the fine for allegedly defamatory
statements by a journalist, and even that constituted too great an interference with
journalistic freedom, one may suppose especially due to its precedent-setting role.64

In the case of Nikula, again the penalty eventually applied was small (criminal sen-
tence against the applicant quashed, and there remained only an obligation to pay
damages and costs of procedure).65 Still, the danger of imposing such a sanction (in
that case, danger for both freedom of expression and the rights of the accused repre-
sented by counsel in court) was too great. Plus, there were alternative measures that
could have achieved the same aim, namely the right of the presiding judge to either
warn counsel during the session, and even to dismiss her from representing her client
or, as it happened in the case, the right of the national court to simply ignore counsel’s
declaration in its judgment.

Even where no penalty at all had been applied to the applicant, but rather an
injunction from repeating certain strictly described statements, did the Court consider
the measure to be, on occasion, disproportionate. Such was the decision in a recent
case against Austria,66 where an injunction from repeating statements alleging ‘racist
agitation’ by a party was disproportionate.

In fact, in most cases where the penalty applied was rather insignificant, the
Government emphasised that insignificance in its argument. The Court only paid more
attention to it when the restriction was otherwise not disproportionate.

The absolute character of a restriction, and its inflexibility as regards the variation
of circumstances that deprives the national courts of the possibility to strike a fair
balance between the rights and interests in each case, is one danger signal the Court
is very alert to. Thus, in the Lentia case the Court did not accept that the only alterna-
tive offered by Austrian law to ensure pluralism – a total ban on private companies in
the sphere of television (i.e. maintenance of state monopoly) – was absolutely neces-
sary.67 By referring to the experience of other countries where, in similar conditions,
less restrictive measures proved to be efficient in achieving similar ends, the Court was
able to reject the state monopoly as an acceptable solution. A similar type of argument
was the basis for rejecting the total ban on information regarding abortions abroad
imposed by Irish law.68 More recently, a French defamation law rule has been seen as
disproportionate due to the fact that it gave full protection to foreign heads of state
from criticism, by excluding even the defence of truth, without any room for flexibility
to take account of the circumstances of the case.69 The Court expressly notes that
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whatever the evident interests of a state in having friendly and trustful relations with
the leadership of other countries, the privilege of such immunity from criticism
surpasses what is necessary to achieve that objective.

In a famous case the Court considered a limitation disproportionate mainly due to
its overreaching character. In the Lingens case, the Court found that to require proof
of truth of a value judgment is to often ask for the impossible, because ‘existence of
facts can be demonstrated, whereas the truth of value judgments is not susceptible of
proof’.70 Less restrictive alternatives exist, as the Court noted the possibility of value
judgments also being scrutinised and on occasion leading to liability, when there is not
sufficient factual basis for it. The measure of requiring full proof of truth went too far
in this regard.

There is also a strong case to make against any ‘prior restraint’ on publication, as
it is just about the harshest measure that can be applied, effectively silencing the voice
of the author/publisher. For the Court ‘the dangers inherent in prior restraints are such
that they call for the most careful scrutiny’ on its part.71 More recently, it noted that it
‘attache[d] particular significance to the fact that the applicant was convicted and
sentenced to imprisonment for disseminating (…) propaganda even though the
impugned article was never actually disseminated since the edition of [the newspaper]
which contained the article in issue, was seized by an order of the Istanbul State
Security Court before it was distributed.’72

On a number of occasions, the less restrictive alternative criterion worked the
reverse way: it is because there were, and there could be, no less restrictive alterna-
tives, that authorities were allowed to take the measures they had taken.73 For instance,
in a case against Switzerland, the Court noted that ‘[s]ince the exhortation to violence
extended throughout the publications, it was not possible to delete only certain parts
and to hand out the rest’.74 The earlier Handyside75 case presented simultaneously two
aspects of the ‘less alternative means’ test. On the one hand, the Government could
seize the copies of the book, since no other use for them than being distributed to
children existed, and it was judged inappropriate for children. On the other hand,
however (and this was not determinative for the Court), only one chapter relating to
sex education was declared unacceptable, and it would have been less restrictive to
require the removal of that section, while leaving the rest intact.
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The intrinsic link needs to be emphasised between the ‘less restrictive alternative’
and the ‘pressing social need’ criteria. It seems logical that only where there is a
sufficiently pressing need can a measure become acceptable that is rather intrusive into
the freedom, but is the less (or even least) restrictive one. Curiously, the Court recog-
nises for national authorities a certain margin of appreciation in determining both
pressing social need and the alternative measures to be taken to respond to them.

Even more curiously, because states often succeed in convincing the Court of the
need to take the measure by showing that it is the less – even if not the least – restric-
tive alternative, there is nothing to prevent states from adopting very restrictive
measures, as long as they take the prudence of having ‘in reserve’ an even tougher
action. The Court’s extensively criticised decision in the Muller76 case is a good
example. The Court found there that confiscating the controversial paintings was
clearly a less restrictive measure than destroying them. Yet the same paintings had
been displayed, and not provoked adverse reactions, in a number of other Swiss
cantons, which proves that they retained at least some value for people outside the
region where the case originated. Confiscation of the paintings prevented any further
use of them in other places, which clearly went far beyond what could have been a
reasonable measure in the given case, namely prevention of display of the paintings
to the public in the only region where they were deemed too offensive. This is why
simply finding an even more restrictive alternative should not imply an automatic
exemption of strict verification of the need for taking the one that was actually taken.
It may be necessary for the Court to establish that the rule is not the ‘less restrictive
alternative’, but ‘the alternative that is sufficiently lesser than the most strict one’. This
would exclude, together with the most restrictive alternative, all others that differ
insignificantly from it in their effect on freedom of expression, and leave room for the
national and European courts to adjust the solution to the circumstances of the case.

The Muller case is even less comprehensible in light of the earlier Handyside
decision, where the fact that authorities did not take action against a revised version
of a book (which in the new version excluded the controversial passages which had led
to the previous seizure) ‘suggest[ed] that the competent authorities wished to limit
themselves to what was strictly necessary, an attitude in conformity with Article 10
of the Convention’.77

Besides ‘less restrictive alternatives’ to restrictive action, the Court on occasion
looks at what can be termed ‘less intrusive action by the applicant’. In other words,
restrictions on exercising freedom of expression may be proportionate to the aim
pursued if they leave sufficient alternatives to the person to express him/herself, while
preventing the most intrusive alternatives. This is logical, since the Convention always
attempts to find solutions to conflicts between rights it protects whereby both rights
are protected to the fullest extent possible. It is of course not always possible to have
such perfect solutions and avoid direct conflict, yet where it can, the Court insists on
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such solutions being adopted. Thus, in the Jacubowski case,78 the applicant was
prevented from distributing a circular, yet retained other opportunities to express
himself on the issue. Similarly, in the Barfod case, it was determined that ‘[t]he State’s
legitimate interest (…) was accordingly not in conflict with the applicant’s interest
(…)’ in that the applicant could have legally criticised the composition of the court and
reasoning of the decision without having to resort to attacks on lay judges.

It remains to be seen, however, whether the Court can also refuse to consider such
‘less intrusive alternatives’ for the applicant when they are much less efficient in
achieving the aims of the applicant’s freedom of expression, just as on the other hand
the state argues that less restrictive alternatives are inefficient ways of achieving the
aim. One may find in the Court’s Article 10 case-law, under the heading of examining
the necessity of a measure, that often not only the measure as such is examined, but
also the guarantees and redresses offered by the national law and specific decisions
applying it in the case at hand. To the extent that those guarantees and actions are
intended and applied to the limitation of any damage to the applicant (implicitly to
freedom of expression) in excess of what is strictly necessary, they are also a legiti-
mate object of analysis for the Court and sometimes are the elements tipping the
balance in favour of accepting a restriction as ‘necessary’ or rejecting it. Thus, one can
identify a separate sub-issue in the test of less restrictive alternative, whereby a
measure may become less strict, if accompanied by sufficient safeguards. Often it is
the reverse case, as was noted in the Ekin case.79 In that case, the safeguards of judicial
review were in fact rather weak, and the redress the French Government argues existed
for the applicant most importantly did not remedy the main damage caused, namely
the impossibility of distributing the banned book for nine years, time during which it
might lose much of its importance.

Finally, at least one recent case may prove to be a turning point in the Court’s
assessment of the measures taken, from merely verifying whether there was a less
restrictive alternative, to the more proactive approach of verifying whether the limita-
tion was the least intrusive efficient measure. In the Ahmed case, the Court declared:
‘As to whether the aim of the legislature in enacting the Regulations was pursued with
minimum impairment of the applicants’ rights under Article 10 (…)’.80 It is not clear
whether or not such a strict requirement towards restrictions was the result of applying
the opposing principles of very strong protection given to political speech or the need
to preserve local officers’ impartiality in matters in which it was indeed required to
preserve the public confidence in the decision-making process at the local level (also
noted in the decision). It is important though that the Court went on to verify whether
the limitation was the least restrictive and concluded, after a profound analysis of the
principles and factual circumstances, that it was indeed so.
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Balance between means and ends
Regarded by most authors who analyse proportionality under Article 10 case-law as
a separate and important criterion, balance between means and ends can be defined as
comparing the degree of the negative impact of a limitation on freedom of expression
on the one hand and that of the benefits the limitation brings in terms of protecting
other rights and lawful interests on the other. Put simply, this reflects the popular
wisdom ‘you don’t get rid of mice by burning the house’, which reflects the concern
of applying serious measures to ensure a comparably less important interest.

In determining the double effect of the restriction (the negative and the positive
side), the Court analyses the particularities of the expression limited, especially its
importance for public debate and its correspondence to issues of general public
concern.81 The more important such a concern, the less power the national authorities
have to limit the expression and vice versa.

At the same time, the less impact the limitation has in the sense of limiting the
damage caused through the exercise of freedom of expression, the less proportionate
the measure is considered to be. In the Fressoz and Roire case mentioned above, the
penalty imposed for divulging information that was not very confidential anyway, did
not avert damage serious enough to outweigh the importance of reporting on an issue
of clear importance to the public.

As mentioned above, the three criteria of proportionality are interrelated and often
used in conjunction by the Court. Thus, it may happen that a limitation’s suitability is
analysed, and then the intermediate results used as a basis for determining whether the
positive effect of the means used was too insignificant in comparison to the damage
to freedom of expression. And the limited positive effect may well result from the
initial unsuitability of the measure to in fact bring about an efficient solution. It can
also happen that a measure is a ‘less restrictive alternative’ to others, yet there are even
less restrictive alternatives which are as efficient in achieving the aim. In this case, the
balance of means and ends may take into consideration the existence of efficient
means to achieve the aims without too much restriction on freedom of expression. On
the other hand, a measure that is indeed less restrictive than others, yet too restrictive
on freedom of expression anyway, will probably be regarded as disproportionate to the
aim pursued. The Hertel case is useful as an example here. In this case, Swiss courts
issued an injunction against Mr. Hertel prohibiting the use of certain expressions
regarding the danger to human health from the use of microwave ovens. While noting
that this restriction was limited to specific expressions only, the ECtHR nonetheless
pointed to the fact that the injunction struck at ‘the very substance of the applicant’s
views’, and thus the effect was ‘to censor the applicant’s work and substantially to
reduce his ability to put forward in public views (…)’.82 In other words, while the
injunction was clearly a less restrictive measure than others available, it had too great
a censoring effect to be considered proportionate to the aim pursued.
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Thus certain authors argue that both the suitability test and the ‘less restrictive
alternative’ form part of the larger category of balancing the means to the ends, and
all of them are elements of proportionality review.83

The balance between means applied and ends pursued may be affected by addi-
tional, often procedural, issues. The Court has on occasion based, at least in part, its
decision of finding a measure disproportionate on the fact that besides the restrictive
measure itself, the national authorities, first of all courts, have worsened the situation
of the applicant by refusing him/her certain procedural rights. For instance, in the
Jerusalem case the balance between the end of protecting the reputation of others and
the means of requiring the proof of truth had already been affected by the incorrect
description of statements as factual when in fact they represented value judgments. Yet
in addition to that, the Austrian courts refused to allow the applicant examination of
certain evidence that could prove the truth of the statements because they were
considered to be factual ones. In its own words, the Court ‘is struck by the inconsistent
approach of the domestic courts on the one hand requiring proof of a statement and on
the other hand refusing to consider all available evidence’.84 The Court clearly gives
weight to this shortcoming, and then concludes that the measure was disproportion-
ate.85 In another case the law prevented defendants in defamation cases from attempt-
ing to prove the truth of their statements when the person defamed was a head of
foreign state. This led to the finding of a violation in Strasbourg.86

Similarly, in another recent case the Court seems to suggest, if tacitly, that mea-
sures which normally could be regarded as acceptable could fail the necessity test if
combined with procedural or other types of impediments that worsen the situation of
the applicant. In the Association Ekin case,87 the Court started by noting the rather
arbitrary way in which sometimes the relevant law had been interpreted and the
insufficiency of procedural guarantees of judicial review (§ 61). An important element
was the rather exceptional character of stay of execution of the relevant administrative
decision, which made the measure even more intrusive. Added to these was the time
period of nine years for a final judicial determination on the case that the applicant
association had to wait, something which for the Court ‘substantially undermined the
practical effectiveness of the judicial review, whereas the case should have been dealt
with more expeditiously precisely because of its subject matter’.

One of the most recent cases, Colombani v. France, again supports this view, by
basing the decision at least in part on the fact that unlike the rest of French defamation
law, in suits for defamation in regard to foreign heads of state one cannot defend by
proving the truth of the statements. The Court found such an additional procedural rule
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as ‘an excessive measure’ for the protection of personal reputation.88 The fact that
French courts themselves started to question the validity of the distinction the law
makes between protecting the reputation of heads of state and other persons was, for
the ECtHR, an additional support of lack of necessity of the rule (§ 67).

These cases seem to be an implied recognition of the fact that additional (proce-
dural or other) requirements or impediments to the person trying to defend against a
restrictive measure exert an additional effect on the balance between means and ends
and may eventually undermine the proportionality of the entire set of measures.

Balancing of interests
Heleen Bosma advances a fourth ‘substantive method of protection’ or test applied by
the Court to verify compliance of restrictions with the Convention – the balancing of
interests.89 According to her, in some cases such as Goodwin,90 the Court came to the
conclusion that the limitation was not proportionate, and yet it did not use (or only
partly used) any of the three criteria of proportionality examined above. For at least
some measures in the Goodwin case, the Court balanced not the means and ends, but
rather interests on both sides: for example, the interest of a company in discovering the
disloyal employee and of preventing future disclosure of confidential information by
him or her, plus the possibility of recovering damages from that person, against the
interest of the media in protecting the confidentiality of their sources, with the result-
ing (undermining of the) trust of confidential sources into the media and the right of
the public to be informed as fully as possible on issues of public concern.

Similarly, in a more recent case of Janowski,91 the Court determined that the
penalty applied to a journalist had not been disproportionate. That due to the fact that,
on the one hand, there was sufficient interest on the part of the society to protect civil
servants from them being ‘hindered in carrying out their duties’ and there was a need
for continued ‘public confidence in conditions free of undue perturbation’, and on the
other hand the interest of protecting freedom of expression was reduced by both the
use of offensive words and the private nature of the role of the journalist, who was not
act as a journalist but merely as a private party. In a recent defamation case, the Court
did not disagree with the domestic courts’ finding that certain statements of the
applicant were of a factual nature and had not been proven.92 Yet the Court weighed
the tone and gravity of criticism by the applicant and the interests of the public to be
informed on matters of public concern and found a violation of Article 10 on that
account.

One cannot overemphasise the importance, in such cases, of the nature and extent
of the margin of appreciation accorded to national authorities. It is this concept that
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was crucial in the Janowski case and allowed the Court to defer to the appreciation of
the Polish state the degree to which the two competing interests had to be balanced
(something the Court has come to call ‘striking a fair balance’ between competing
interests).

It seems that the balancing of interests, which indeed seems to occur once in a
while,93 is only applied in cases where the use of the above-mentioned tests has either
proved that both freedom of expression and the restriction thereof have equally cogent
arguments and none has to yield to the other on the basis of suitability, available
alternatives or relationship between means and ends. In such very balanced cases, the
Court has to analyse the importance, under the circumstances, of each of the two
interests and give priority to one of them that seems the more urgent in the given
case.94

In this type of analysis, the initially verified presence of a ‘pressing social need’ for
the restriction meets the counterbalancing principle of the freedom of expression – its
‘importance in a democratic society’. This is why both need to be examined very
thoroughly by the Court. In fact, there is no precedence of either of these two compet-
ing interests as a matter of principle. It is only the circumstances of the case that shape
the final balance between the two and on the basis of which the Court gives priority
to one. The types of circumstances that may influence this balance are examined in
detail in Chapter 2.4 below.

To make a summary, the Court attempts to accommodate both freedom of expression
and other rights and legitimate interests of the individual or of society in each case
before it. When this is impossible due to the direct conflict between the rights in issue,
the decision needs to be made on whether freedom of expression has been limited in
a manner incompatible with the principles of the Convention. A set of tests have been
devised over time, and at present they include answering whether:

1. There was an interference;
2. The interference was provided for by law;
3. It pursued one of the six legitimate aims of Article 10 § 2 (national security, territo-

rial integrity or public safety, prevention of disorder or crime, protection of health
or morals, protection of the reputation or rights of others, preventing the disclosure
of information received in confidence, maintaining the authority and impartiality
of the judiciary), and

4. It was ‘necessary in a democratic society’, i.e. it:
a) responded to a ‘pressing social need’;
b) was backed up with ‘relevant and sufficient’ reasons by the authorities; and
c) was proportional to the aim pursued. This means that the limitation:
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(i) was a suitable means for achieving the legitimate aim pursued;
(ii) could not have been replaced with a similarly efficient, yet sensibly less

restrictive alternative;
(iii) was a means well balanced to the aim pursued, leading to more benefits

to society than damage to the individual; and
(iv) responded to an interest sufficiently serious to outweigh, under the circum-

stances, the interest of protecting freedom of expression.

The bottom line is, however, that the Court does not base its decisions on any one
separate criterion above. In its flexible approach, the diversity of criteria used and an
unmistakable support of democracy, the Court most often than not finds the way to
come to the right solution compatible with the principles embodied in the European
Convention.

2.2 TYPES OF HARM THAT CAN BE CAUSED BY EXERCISING FREEDOM OF
EXPRESSION, THE MECHANISMS OF CAUSING THAT HARM

This section focuses on the harm that can be caused to other rights and lawful interests
by exercising freedom of expression and is followed by a section on steps that need
to be taken to prevent or diminish such harm (section 2.3). Chapter 3 then examines
the technical ways of achieving the same preventive measures on the Internet and on
the human rights considerations such measures raise.

The logic of the present chapter follows that adopted by democratic societies while
dealing with socially harmful acts. Most generally stated, the policy is to prevent such
acts from happening and punishing the persons guilty of committing them, thus also
creating a deterring effect for future similar acts.

In practice, these general imperatives include a number of issues that need to be
addressed. First, in the case of any limitation of freedom, but especially in the case of
criminal law, one needs to clearly define the actions/inactions that are considered
harmful and prohibit them accordingly.

Second, one needs specific acts to secure prevention/diminishing of the harm. The
types of actions to be taken will naturally depend on the type of harm caused and on
the specific way (mechanism) in which that happens, both of these being vital consid-
erations in defining the harmful acts.

Third, in order for the law to have a clear deterrent effect against future harmful
acts, punishment is the final, if regrettable, element.

Each of these three directions of state action implies separate sub-issues, which are
important for determining the range of problems to be analysed in the other chapters
of this study. This does not imply that the study takes a pro-Government position
towards freedom of expression. Far from it, the focus is on examining how limitations
to freedom of expression should be applied to online speech, in order to determine
which limitations are inapplicable due to human rights considerations and how to
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design other limitations so that they do not raise human rights issues. Each of the three
elements of state actions in the context of expressive activities is examined below.

As in any research on freedom of expression, one has to concentrate on those
factors that limit freedom of expression in order to determine the outer limits thereof
and the relationship freedom of expression has with other social values. In this study,
the harm caused through the exercise of freedom of expression is examined as the
main criterion or reason for limiting that freedom.95

Virtually every legal system provides for restrictions on personal freedom in certain
situations where that freedom is used to the unfair detriment of other social values.
This also applies to freedom of expression. While the situations that warrant such
limitation vary from one society to another and with time within the same society,
there is significant common ground throughout the world regarding the need to restrict
expressive activities in certain cases. This is evidenced, for instance, by the large
number of ratifications of the International Covenant on Civil and Political Rights
(hereinafter called the ICCPR). The findings in this chapter will thus be relevant for
the global perspective, even though it concentrates on the European system of human
rights protection.

In the European legal tradition, in both civil and common law, limitations to
freedom of expression find their basis in the harm caused to other social values or the
potential for such harm. The applicable rules are grouped into legal institutions
according to their subject, such as protection of reputation, of health or morals, or
private life. One possible explanation for the need to group rules into separate legal
institutions comes from the fact that each protects different values, which can be
affected in different ways by speech and thus require specific regulations.

It is these underlying values, and the specific ways in which they can be affected
by speech (hereinafter called mechanisms of harm), that constitute the main focus of
this part of the study.
The mechanism of harm is defined in this research as a set of answers to the following
questions: What values are protected by prohibiting or limiting a specific type of
speech? How exactly can the various types of expressive behaviour affect those
values? What criteria can be used to determine the degree of harm caused?

The following fragment was one of the inspirations for this approach:

The courts must determine as best they can what the community would tolerate others being
exposed to on the basis of the degree of harm that may flow from such exposure.96
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A report from within the Council of Europe has concentrated on online content and
behaviour harmful to minors.97 The authors reached the conclusion that it is preferable
to use a wider term of ‘risk of harm from online and related offline activities’ which
better describes the psychological and social complexity of the interaction between the
young and the online environment. It was rightfully pointed there that some content
may only create harm to minors in certain contexts while being perfectly lawful in
others. However, the definition of harmful content as used in the present research does
not contradict this finding since it takes into account that no content is harmful in
abstracto but only when placed in its context, as will be developed in the chapters to
follow. In this sense the notion of ‘harmful content’ and ‘harm’ are to be understood
in the wider meaning, including ‘potential harm’. In addition, this research was limited
to analysing only such harm to minors as caused by exposure to adult material or by
abuse of minors during the production of such material, which limits the area of
research as compared to that in the above-mentioned report, dealing as it does with the
whole range of risks to minors from online and offline activities.

The mechanism of harm as established in this Chapter is the basis for determining
which technical and even social features of the internet affect freedom of expression
and in what way. On that basis one may choose only the relevant features of the
medium and predict new ways in which this and other media may affect freedom of
expression in future.

Three institutions were chosen here to illustrate the various issues raised by cyber-
speech: hate speech, protection of morals, and defamation. Each of these is examined
below.

2.2.1 Racist, xenophobic, anti-Semitic, anti-Muslim and generally intolerant
speech (‘hate speech’)

What values are protected by prohibiting or limiting hate speech? How exactly does
hate speech in all of its forms affect those values? In other words, what is the mecha-
nism of harm of hate speech?

A short overview of several countries’ law and practice follows as an example,
without any claim of exhaustive coverage of those countries’ situation or of a wide
geographic variety. The only purpose here is to see whether there are common trends
amongst the countries under consideration in respect of values protected from hate
speech and the types of legal response to a threat to those values from hate speech.
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United Kingdom98

In 1986 the UK Parliament amended its legislation and criminalised the use of threat-
ening, abusive or insulting words or behaviour with the intention or likely result of
provoking a breach of the peace.99

British law prohibits not only speech that creates the danger of immediate illegal
action, but also incitement to racial hatred, because it is believed that in the long run,
such speech may lead to breaches of the peace.100 It seems that the main concern of the
common law for a long time was not so much the protection of groups affected by hate
speech themselves but rather the danger of breach of the peace resulting from racist
speech and the reaction to it.

The Race Relations Act 1965 (with 1976 and 1986 amendments) lists two distinct
offences: one relating to written expression and the other to expression through speech
or other behaviour. Still, authors mention weaknesses of the law such as the need to
prove either intent or likelihood of inciting racial hatred. For example, a jury acquitted
two men in 1978 when they argued that their racist remarks were so insulting that they
would cause sympathy rather than hatred towards the victims of their statements.101

Also, the language must be threatening, abusive or insulting, which excludes from
the application of the law statements which are very harmful in their meaning, but not
in their form (where moderately phrased).102 Expression that simply causes anger or
distress to others does not reach the level of harm required for the offence to be
committed103 unless there is a danger of immediate breach of piece, considering the
audience to which the speech is directed.104 The fact that racist material is directed at
persons already holding racist views does not exclude liability.105

Unlike in many other jurisdictions, British law does not require the proof of
specific intent to stir up racial hatred – it is sufficient that the words or conduct are
objectively likely to cause such an effect.106

In Northern Ireland, the 1987 Public Order Act penalises expressive behaviour
which ‘arouses fear’ or stirs up hatred against religious or racial groups.

After 1986 the law acknowledged the impact of racist speech on the target individ-
ual or group and introduced a new offence, punishing words and behaviour on the one
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hand and writings, signs or other visible representations on the other hand, which are
threatening, abusive, or insulting, when made ‘within the hearing or sight of a person
likely to be caused harassment, alarm or distress thereby’.107

As in many other countries, penalty enhancement statutes for a racial motive in
committing ordinary crimes exist in the UK, such as section 31 of the Crime and
Disorder Act 1998.108 One such statute deals with the use of mail to send materials
with the aim of grossly offending.109

Some general trends are discernible from the analysis of British law and practice.
First, the tendency is not to create separate, specific offences directed at prohibiting
racism and its manifestations, but rather to consider any racial motivation for violence
or other existing crimes as an aggravating element. At the same time, the requirement
of Article 4 of the CERD (discussed below) also to criminalise speech inspired by
ideas of racial superiority or incitement to discrimination is fulfilled subject to the
qualification that the expressions used must be threatening, abusive or insulting and,
in the context, likely to stir up racial hatred.

The accent is still much more on the interests of the state such as maintenance of
public order than on those of the individual victims and their groups,110 in spite of the
fact that individual victims and groups as such suffer the most. In the words of
Oyediran, ‘[r]acist speech and literature are employed as a form of intimidation. It can
be a form of racial harassment, an abuse of the right of freedom of expression with the
aim of intimidating and restricting target groups in the enjoyment of their rights’.111

It is only where such intimidation poses rather clear threats to public order through
violence and similar acts that the law can really be used to restrict speech.

France112

French legislation punishes incitement to discrimination, hatred or violence on the
basis of the victim’s ethnic origin, race, nationality or religion.113 It is the result of a
particular history of struggle with violence and discrimination which marked France
for centuries and which caused its laws to be shaped somewhat differently from those
of UK and the US, for instance.114.
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Group libel is punished when it is ‘non-public, directed at a person or a group of
persons by reason of their origin or their belonging, or not belonging, true or supposed,
to an ethnicity, a nation, a race or a specific religion’.115

The Criminal Code also punishes non-public insult, if made in the same circum-
stances as the group libel discussed above.116

Legislation not concerned specifically with racist speech, yet applicable to it,
includes prohibition of threats of committing violence against the victim, when made
repeatedly or in written or graphic form, or through objects.117

France and Germany are also the most prominent examples of a special type of
restriction on freedom of expression designed to protect against modern forms of
racism, namely revisionism. Contestation of existence of crimes against humanity, as
defined in the Statues of International tribunals and as determined as a matter of fact
by French or international courts are prohibited in France.118

According to the President of Tribunal de Grande Instance of Paris in one of the
cases decided,119 the revisionist statements examined amounted to incitement that
could cause disorder and violence.

Since 1994, it is also prohibited to display uniforms, insignia or symbols resem-
bling the similar signs used by organisations declared criminal under international
law.120

Professor Roger Errera considers that such kind of incitement constitutes a twofold
aggression: aggression against the individual or the group and aggression ‘against the
whole body politic and its social and moral fabric’.121 He further gives a good passage
from Alexander Bickel, which is of particular importance for this study:

There is such a thing as verbal violence, a kind of cursing, assaulting speech that amounts
to almost physical aggression, bullying that is no less punishing because it is simulated. The
sort of speech constitutes an assault. More, and equally, important, it may create a climate,
an environment in which conduct and actions that were not possible before become possible
(…) Where nothing is unspeakable, nothing is undoable.122

The legislation regarding hate speech, especially revisionist speech, is definitely not
dead letter in France – it is regularly applied. Some of the cases resulting from chal-
lenges to applying such legislation resulted in landmark decisions such as the Fauris-
son case decided by the UN Human Rights Committee,123 as well as the Yahoo France
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case in national French courts.124 Each of the two is examined in more detail in
relevant chapters below, because of their importance to international efforts to regulate
cyberspeech.

Germany125

Article 3 of the Federal Constitution enshrines the principle of equality and non-
discrimination on a number of bases, including race. Another article that is not found
in many other constitutions expressly bans organisations which have purposes contrary
to criminal laws, constitutional order or international understanding.126 An additional
restriction comes with the power of the Federal Constitutional Court to declare
unconstitutional political parties or organisations which by reason of their purpose or
behaviour of their adherents threaten the free and democratic basic order of society.127

Similar guarantees exist in Land Constitutions.
The expressive acts inspired by racism and prohibited by the German Criminal

Code are: incitement to hatred, to ‘violent or arbitrary acts’, as well as ‘insulting or
maliciously ridiculing or defaming’ a ‘certain part of the population’.128

These terms have been interpreted to mean:129

– inciting to hatred means ‘stirring up enmity in an invasive manner, beyond mere
rejection or contempt’;

– violent or arbitrary act means ‘acts of violence or lawlessness against personal
freedom’;

– insult, ridicule or defamation implies more than ‘mere expression of disrespect’ or
‘disparaging assertions the truth of which cannot be proven’.

Rainer Hoffman cites a number of recognised German authors to show views on what
values are protected by restricting hate speech. Shaftheutle says that in the case of
racist speech ‘the core of the evil’ is ‘the attack on humanity, human dignity, and
general public peace’.130
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Von Bubnoff and Lackner speak of the main purpose of Article 130 Criminal Code
as being to protect from attack ‘on the core area of the victim’s personality, a denial
of the victim’s right to life as an equal in the community’, treatment as an inferior
being, excluded from the protection of the Basic Law.131

Also, according to von Bubnoff, the harm caused includes not only attacks on
human dignity resulting in breach or danger to public peace, but also attacks ‘which
might result in a feeling of being threatened among persons belonging to the particular
group under attack, on the one hand, or in the increase in an existing predisposition to
commit such attacks among those persons likely to be incited to acts of verbal or
physical violence on the other hand’.132

Even though an additional article specifically directed at prohibiting racially
motivated depiction of cruelty or violence exists in the Criminal Code (Article 131),
it has hardly been used and doctrine agrees that Article 130 sufficiently protects the
relevant social values.

In a case before the Federal Supreme Court,133 it was decided that a pamphlet
amounted to ‘an attack on human dignity’. The test was whether the attack was
directed at the unrenounceable core of the personality of another person, and denied
his or her value as a human being. Specifically, the attack was ‘apt to provoke an
emotional, hostile stance towards the Jews’. The argument that Jews could feel
threatened by the pamphlet was not considered relevant.

In recent years, German courts had to deal with an increase in neo-Nazi groups’
activities, first of all speech intended to glorifying Nazism and also speech and acts
(notably arson) threatening groups such as Jews or immigrants.134

In parallel to legislation specifically designed to deal with racism, an approach
similar to that in the United Kingdom Is also used, namely that ‘ordinary’ crimes are
considered as aggravated if accompanied by racist motives.135

The Netherlands136

The Constitution of the Netherlands provides, since the 1983 modifications, the
principle of equality in similar circumstances and non-discrimination.137 Since in
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Dutch law138 binding international agreements become part of the legal system and
even prevail over contrary stipulations of national law, additional protection against
racism can be derived from the CERD and other instruments. Yet those same instru-
ments also provide for protection of freedom of expression, so a fair balance needs to
be made between the competing rights.

Dutch law139 punishes the following acts when committed against a group of
persons on account of their race, religion or conviction or sexual preference: incite-
ment to hatred of or discrimination against other persons or incitement to violence
against persons or property of others; as well as making public utterances while
knowing or having reason to suspect that they insult, or incite to hatred, violence or
discrimination of a group distinguished by those criteria.140

Intent is not a constitutive element of the crime – ‘it is the nature of the expression
itself which is crucial, not the actual effect’.141

Group libel is also prohibited. The law punishes ‘a person who, publicly, either
orally or in writing or by image, intentionally makes a defamatory statement about a
group of persons on the grounds of their race, religion or personal beliefs (…)’.142

As in other countries, racist motives in committing crimes, especially violent ones,
are considered an aggravating circumstance.143

Canada

The Canadian Human Rights Act144 deals extensively with the issue of discrimination,
practices to be considered as discrimination and various remedies to be followed.
Canadian law and practice has dealt extensively with the issue of hate speech regula-
tion and produced interesting results.

Section 318 of the Canadian Criminal Code prohibits advocacy of genocide, while
Section 319 prohibits ‘incitement to hatred against any identifiable group where such
incitement is likely to lead to a breach of peace’ or ‘wilfully promoting hatred against
any identifiable group (…) by communicating statements, other than in private conver-
sation’.

However, a number of exceptions to this section make sure that reasonable, non-
aggressive attempts to discuss, debate issues of public concern can still take place.145

Besides, private communication is totally excluded from the sphere of application of
this Section.
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The Canadian Supreme Court has been prolific in clarifying and upholding various
aspects of the legislation against hate speech and discrimination.146 R. v. Keegstra is
a leading case on hate speech issues in Canada. Besides upholding the constitutionality
of Section 319, the Court gave important insights as to the essence and effect of hate
speech and its regulation. Especially important here is the following passage about the
harm of such speech:

Essentially, there are two sorts of injury caused by hate propaganda. First, there is harm
done to the members of the target group. It is indisputable that the emotional damage caused
by the words may be of grave psychological and social consequence (…) The derision,
hostility, and abuse encouraged by hate propaganda have a severely negative impact on the
individual’s sense of self-worth and acceptance (…) A second harmful effect of hate
propaganda which is of pressing and substantial concern is influence upon society a large
(…) [T]he threat to the self-dignity of the target group members is thus matched by the
possibility that prejudicial messages will gain some credence, with the attendant result of
discrimination, and perhaps even violence, against minority groups.147

Besides Section 319, the offence of spreading false news by hate speakers could
theoretically be used, yet it proved difficult to gather evidence, since one needs to
prove both the factual elements, specific intent and causing of harm to the public
interest.148

Responding to a specific practice often used at the time, i.e. the dissemination of
hate propaganda by placing pre-recorded telephone messages that could be reached by
anyone calling the number, another offence was introduced: the use of telecommunica-
tion devices to promote hatred on the basis of a prohibited ground of discrimination.149

It is interesting that for this offence no specific intent needs to be proven. The constitu-
tionality of this apparent deficiency has been unsuccessfully challenged in the Taylor
case, where the Court decided that human rights legislation does not deal with inten-
tions, but with effects.150 The Court also noted that much discrimination is systemic
rather than individual and intended, which is in line with the Keegstra’s decision that
declared hate speech as affecting both the target group and the social fabric.151

In contrast to British law and practice, Canadian courts show a trend of understand-
ing and giving much importance to the effect of the hate speech on its victims, individ-
ually and as a group, and not just to the public peace and order that may be endangered
by violent reactions of both offenders and their victims.152
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The United States of America153

The First Amendment to the Constitution offers such protection to freedom of speech
that many see that freedom as absolute there. This is not true, especially in light of the
recent years’ anti-terrorism efforts in that country. In the sphere of hate speech, there
are at least three categories that are prohibited and punishable under Federal and/or
State law:

– speech likely to lead to immediate illegal action, when there is no alternative way
of preventing that action (the case of ‘clear and present’ danger);

– threatening or intimidating remarks, letters, calls, etc. directed at specific individu-
als;

– hate speech directed at ‘captive audiences’, when the audience is not able to avert
their attention away from the message directed at them.154

Initially, the first of these categories was wider, and included, besides ‘words that tend
to incite to an immediate breach of the peace’ also ‘words which, by their very
utterance inflict injury’, both included under the notion of ‘fighting words’.155 How-
ever, it is said that in the light of subsequent Supreme Court decisions, only the
incitement to immediate illegality is still standing law.156 Similarly, although one of
the earlier cases gave wide permission to have laws prohibiting dissemination of
materials promoting racial or religious hatred,157 it is now considered to have fallen
into desuetude, even though it was never formally overruled.158

It is also worth mentioning here that both incitement to immediate illegal acts and
that part of the ‘fighting words’ doctrine that still survives First Amendment scrutiny
is of limited, if any, importance for written materials. This is because the two doctrines
have been interpreted to require ‘both intent and a likelihood that the speech will incite
imminent unlawful action’ (advocacy of illegal conduct), or to be ‘likely to provoke
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the average person to retaliation, and thereby cause a breach of the peace’, and there
is no precedent of applying them to any type of written materials.159

As for threats, they need to be ‘true threats’, which imply a ‘promise to engage in
conduct that will injure the intended victim’.160 Harassment has to be understood as
repeated targeting of an individual either with the intent or with the result of causing
‘substantial emotional or physical harm’.161

A number of other laws have been adopted by the various states to curb hate
speech, imposing both criminal and civil liability. These include group libel, anti-
harassment laws, laws requiring a licence for demonstrations, punishment enhance-
ment statutes, and torts such as defamation and intentional infliction of emotional
distress. Whenever they do not fall under one of the three categories acceptable under
the First Amendment as analysed above, they are routinely struck down as unconstitu-
tional, excessively wide or otherwise unacceptable. For instance, the Supreme Court
held that choosing to sue for intentional infliction of emotional distress instead of
suing for defamation could not bypass the stricter requirements of applicable defama-
tion law. Hence, this legal move did not relieve the applicant, a public figure, from the
obligation of proving intent to defame and not merely reckless conduct.162

No matter how odious the speech, the US courts will resist any attempts of ‘prior
restraint’163 based on its content rather than on a clear threat of unlawful action
resulting from such speech.164

The US doctrine is not united on the issue of limiting freedom of speech to protect
against discrimination and human dignity. Although everyone seems to agree that real
harm is caused through hate speech to both the individual and the group (s)he repre-
sents, possibly to society as a whole, there are two opposite courses of action advo-
cated to prevent the harm of racist speech. On the one hand, there is the libertarian
approach of ‘more speech’, which can be restated as the idea that however harmful the
hate speech, one needs to tolerate most of its forms in order both to weaken its effect
on society (by showing, through more speech, that those ideas are wrong and by not
making heroes out of hatemongers) and to preserve democracy from the dangers of
censorship. To cite one of the Supreme Court Justices, ‘[i]f there is a bedrock principle
underlying the First Amendment, it is that the Government may not prohibit the
expression of an idea simply because society finds the idea itself offensive or disagree-
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able’.165 It is also rightly pointed out that there is a danger of focusing on eliminating
the effects of racism as evidenced through racist speech, while forgetting about the
roots of racism. Yet one should not forget that the ‘more speech’ argument often does
not work with racists, who seek not dialogue, but to impose their views at any cost on
others.166

International instruments

An analysis of international instruments167 dealing with the range of expressions
generally called ‘hate speech’ shows that there are three main types of expressive
behaviour that can be restricted: (a) incitement to unlawful acts, especially to violence,
but also to discrimination, (b) incitement to hatred, and (c) speech directly attacking
the victim and/or group, including insults, group defamation and threats. All three
types of action constitute hate speech when they are made on racial, ethnic or other
origin, religion or other similar grounds (see definition of racial discrimination
below).168

The main international human rights instruments that deal with both freedom of
expression and racial discrimination, in direct or indirect ways, are the Universal
Declaration of Human Rights, the ICCPR, the CERD, the ACHR, the ACHPR, and the
UNESCO Convention against discrimination in education. Most have similar provi-
sions and appear to be interpreted so as not to conflict with the definitions given in the
others.

Because it includes one of the most comprehensive definitions of racial discrimina-
tion some of the relevant provisions of CERD are analysed in detail below.

International Convention on the Elimination of All Forms of Racial Discrimination
Article 1 of the CERD gives an ample definition of ‘racial discrimination’. According
to it, racial discrimination means

any distinction, exclusion, restriction or preference based on race, colour, descent, or
national or ethnic origin which has the purpose or effect of nullifying or impairing the
recognition, enjoyment or exercise, on an equal footing, of human rights and fundamental
freedoms in the political, economic, social, cultural or any other field of public life.

While Article 2 obliges member states to condemn racial discrimination and change
their policies accordingly, it is Article 4, creating the obligation to punish such
conduct, which is of most importance for this part of the study.
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The list of expressive acts punishable under Article 4 includes:

i. all dissemination of ideas based on racial superiority;
ii. all dissemination of ideas based on racial hatred;
iii. incitement to violence; and
iv. provision of assistance to racist activities.169

These acts amount to racial discrimination only if targeting ‘any race or group of
persons of another colour or ethnic origin’. Providing assistance to racist speech is not
a direct expressive activity, yet it raises the issue of responsibility of intermediaries.

The European Commission against Racism and Intolerance has emphasised the
importance of conveying the message to the public through prohibition of hate speech,
when it issued its General Policy Recommendation No. 4. In its preamble the docu-
ment states: ‘Considering moreover that the acknowledgement of the validity of the
experiences and perceptions of potential victims conveys an important message both
to the population as a whole and to the vulnerable groups themselves (…)’.170

As is evident from the summary analysis of various international and national
provisions regarding hate speech, there is by a long way no unanimity in regulating
such speech. From the very start of the drafting process of the CERD, and especially
when Article 4 was discussed, it became clear that some countries, notably the USA,
cannot agree to such limitations except in the most extreme cases of imminent danger
of violence caused by incitement. This is why the article includes the so-called ‘due
regard clause’, by virtue of which any member state can disregard some (or even most)
of the provisions of Article 4 of the CERD in order to ensure observance of other
rights and fundamental freedoms, especially freedom of expression.171

Other human rights instruments, both universal and regional, do not deal in such
detail with either the notion of racial discrimination, or with specific means of prevent-
ing its utterance through expressive behaviour. However, all of them have provisions
to ensure both equality of all and non-discrimination, and to limit freedom of expres-
sion in the case where ‘rights of others’ are violated through exercising that
freedom.172 Case-law under many of these instruments confirms that in principle
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limitations of the type required by Article 4 of the CERD may be in compliance with
such instruments and may even be necessary if the case warrants.

Article 20 of the ICCPR needs to be mentioned as one of the exceptions: it ex-
pressly deals with hate speech. According to that article, ‘[a]ny advocacy of national,
racial or religious hatred that constitutes incitement to discrimination, hostility or
violence shall be prohibited by law’. Hence, under the ICCPR, only speech that both
advocates hatred on, among others, a racial basis, and at the same time incites one of
the three types of illegal action (discrimination, hostility or violence) can be banned.

As mentioned in a study made for the CERD173 and an update to another report to
the UN Sub-Commission,174 one of the types of expressive acts in Article 4 of the
CERD, namely ‘dissemination of ideas based on racial superiority’, raises most of
problems and creates the potential of abusive interpretations. In its extreme variant, a
prohibition on disseminating such ideas could threaten any, even legitimate, discussion
on racial issues and create legislatively imposed truths. Caution is thus required in this
area, and the study showed that many countries do not criminalise such acts, unless
they also constitute one or several of other acts prohibited in Article 4 of the CERD.
As for incitement to racially motivated violence, virtually all countries in the world
punish such expressive behaviour, including those considered the most liberal in the
freedom of expression field such as the USA.175

The Update to the Preliminary Report on Freedom of Opinion and Expression gives
another interesting opinion that ‘(…) expression of racist ideas may perhaps be
regarded as an act of disinformation that legitimises limitations’.176 The same expert
opinion continues with the idea that of the range of legitimate aims of limiting freedom
of expression that is traditionally accepted in both national and international regula-
tions, ‘protection of the rights of others’ is the only one precise and objective enough
to offer guarantee against abuse. The rapporteurs specifically warn against using the
‘protection of morals’ aim and show that making reference to other rights and free-
doms is a commonly used technique in international human rights law.177

According to the report, propaganda for or advocacy of hatred, incitement to
discrimination, hostility and violence and the dissemination of ideas based on racial
superiority and hatred ‘appears to assume that the culpable behaviour will receive
some publicity [and] refers to the notion of indoctrination and to that of false informa-
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tion and disinformation’. This disinformation may be the basis for limitations to
freedom of expression, which supposes the right of each individual to be ‘well in-
formed’.178

The Cybercrime Convention
More recently, an Additional Protocol to the European Convention on Cybercrime has
been opened for signature – the protocol ‘Concerning the criminalisation of acts of a
racist and xenophobic nature committed through computer systems’. Promoted by the
Council of Europe, the Convention and its protocols are open to membership by all
states, on condition of unanimous agreement of existing members.179

That Protocol gives the following definition:

‘“racist and xenophobic material” means any written material, any image or any other
representation of ideas or theories, which advocates, promotes or incites hatred, discrimina-
tion or violence, against any individual or group of individuals, based on race, colour,
descent or national or ethnic origin, as well as religion if used as a pretext for any of these
factors.’

According to Article 3 (1), the actions which the member states undertook to criminali-
se include: ‘distributing, or otherwise making available, racist and xenophobic material
to the public through a computer system’ when ‘committed intentionally and without
right’.

In the face of opposition from certain countries, notably the USA, Article 3 (3) was
introduced into the Protocol, allowing any member state not to apply the criminal law
‘to those cases of discrimination for which, due to established principles in its national
legal system concerning freedom of expression, it cannot provide for effective reme-
dies’ in the form of criminal legislation. The Parliamentary Assembly of the Council
of Europe urged the drafters of the Protocol to eliminate that paragraph and to amend
the text to also include ‘unlawful hosting’ of the relevant content.180 Those proposals
do not seem to have been followed in the final text adopted.

The Protocol goes on to give details of three specific types of actions which need
to be criminalised: threats, insults and negationism, ‘when committed without right’
against ‘(i) persons for the reason that they belong to a group, distinguished by race,
colour, descent or national or ethnic origin, as well as religion, if used as a pretext for
any of these factors, or (ii) a group of persons which is distinguished by any of these
characteristics’.
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Racist and xenophobically motivated threats are further defined as ‘threatening,
through a computer system, the commission of a serious criminal offence as defined
under its domestic law’.

Racist and xenophobic motivated insults are defined as ‘insulting publicly, through
a computer system’, with an optional requirement that the insult ‘has the effect that the
person or group of persons (…) is exposed to hatred, contempt or ridicule’.

Denial, gross minimisation, approval or justification of genocide or crimes against
humanity (negationism) is defined as ‘distributing or otherwise making available,
through a computer system to the public, material which denies, grossly minimises,
approves or justifies acts constituting genocide or crimes against humanity, as defined
by international law and recognised as such by final and binding decisions of the
International Military Tribunal, established by the London Agreement of 8 August
1945, or of any other international court established by relevant international instru-
ments and whose jurisdiction is recognised by that Party.’

One may observe that the definitions above in fact are based on an analysis similar
to the one called in this research ‘mechanism of harm’ and the results largely coincide.

The Parliamentary Assembly unsuccessfully proposed to replace in the text of the
above definitions the words ‘threatening’ with ‘disseminating or otherwise making
available to the public, threats’ and ‘insulting’ with ‘disseminating or otherwise
making available to the public through a computer system, insults’.181 The difference
may seem to be subtle, but it is one of principle: the text as it stays only criminalises
the active involvement of individuals in threatening or insulting the victims, while
reproducing and circulating such material without a proven direct intent to affect
specific victims is not considered a crime, even though it may well contribute to the
propagation of hate speech.

Finally, Article XIX has formulated its policy regarding the adoption of laws
against hate speech182 in which it makes a strong case for freedom of expression, while
at the same time recognising a limited number of cases where it ‘does not oppose’,
even though it ‘does not advocate or endorse’ restrictions on that freedom. For the
purposes of this and other parts of this study, two elements of this policy are very
important:

a) the cases that Article XIX considers as allowing acceptable restrictions under
relevant circumstances, which are limited to incitement to:
– an act of imminent violence;
– hatred; or
– discrimination on grounds such as race, religion, colour, descent, or ethnic or

national origin.183
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b) the definitions it gives in determining those cases. The following definitions are
given:
– ‘incitement’ means ‘instigation or encouragement which could reasonably lead

directly to imminent, unlawful action. Incitement must be distinguished from
mere advocacy, which may support or even call for the taking of unlawful
action but in a context where, or in a manner that, unlawful action is unlikely
to be a direct result’. Article XIX also distinguishes incitement from provoca-
tion, except from the case where the latter is ‘so provocative that a violent
reaction would be justifiable under widely accepted principles of self-defence’,
and besides the authorities have no other reasonable means of preventing the
injury;

– ‘violence’ = an actual or threatened physical attack on a person or piece of
property;

– ‘hatred’ = hostility, intimidation or harassment which aims at the destruction
or limitation of any fundamental rights or freedom;

– ‘discrimination’ = ‘any distinction, exclusion, restriction or preference based
on race, colour, descent, or national or ethnic origin which has the purpose or
effect of nullifying or impairing the recognition, enjoyment or exercise, on an
equal footing, of human rights and fundamental freedoms in the political,
economic, social, cultural or any other field of public life’; and

– ‘necessary’ implies that ‘there is compelling evidence that no measures to
prevent such conduct that are reasonably available and less intrusive on free-
dom of expression would be likely to be effective’.184

A collection of papers published in an ‘Article XIX’ publication in 1992185 as well as
the national law and practice of a number of countries both in Europe and abroad show
that basically the same three categories of acts as listed above are criminalised:

– incitement to racial violence, hatred, and discrimination;
– promotion of these ideas; and
– direct attacks on the victim and/or group, such as group defamation, insult or

threats.

Conclusion

Which are the values affected by (and protected from) hate speech?
The following social values appear to be protected by prohibitions of hate speech in
various countries:



Chapter 2

186 Although a number of other European countries also have penalties for Holocaust denial, such as
Austria, Belgium, the Czech Republic, Lithuania, Poland, Romania and Slovakia.

187 Protocol ‘Concerning the criminalisation of acts of a racist and xenophobic nature committed through
computer systems’, articles 2-6.

188 See Council’s Web site Combating racism and xenophobia on computer networks, published at
<http://assembly.coe.int/Main.asp?link=http://assembly.coe.int/Documents/WorkingDocs/doc02/E
DOC9538.htm#_ftnref8>, last visited in August 2007.

50

1. Protection of the victims’ (and their families’) life, security and property, alongside
public peace and order – through prohibition of incitement to violence;

2. Protection of personal security, privacy and sentiment of self-worth and self-
fulfilment – through prohibition of racially (religiously, ethnically, etc.) motivated
insults, threats or intimidation directed at specific individuals (and in many coun-
tries also directed at identifiable groups);

3. Protection from systematic discrimination, stigmatisation and possible future
unlawful acts inspired or legitimised thereby – through prohibition of incitement
to hatred and discrimination (in many countries – also advocacy or promotion
thereof);

4. Protection of public peace and order – through the prohibition of insults, defama-
tion or malicious ridiculing of individuals and/or groups that may provoke violent
reaction and disorder (breaches of the peace);

5. In several countries a subspecies of (3) above – prohibition of denial of the Holo-
caust and related crimes (notably France and Germany186).

All countries studied accept most of these restrictions, while there is quite a diversity
of approaches and of level of protection accorded to hate speech. One may clearly see
that the protection of the rights of others is the main criterion for limiting the freedom
of expression of those resorting to hate speech.

It is worth mentioning here once more the only international agreement that
expressly outlaws revisionism, the Additional Protocol to the European Convention
on Cybercrime. The Protocol187 lists exactly the above-mentioned five types of speech
as those which it is necessary to prohibit and criminalise. Moreover, as experts from
the Committee of Experts on the Criminalisation of Acts of a Racist and Xenophobic
Nature Committed through Computer Systems note, the text is based on the fact that
many Council of Europe members already prohibit such acts and in fact includes
common points found in the legislation and practice of member states.188

It is interesting to note that, unlike Article 9 of the Convention on Cybercrime itself
(child pornography, see sub-section on adult material below), the Protocol to the
Convention does not criminalise acts of possession and procurement of racist material.
This is so despite the fact that possession and procurement are ‘local offences’, that is
they are committed by the state’s own nationals on its own territory. In such cases,
authorities could more easily prosecute persons who have obtained or possess illegal
materials on the territory of their state rather than creators or distributors from abroad,
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and hence have more control over illegal online speech. This issue is examined in
more detail in Chapter 4.

The mechanism of harm in the case of hate speech
As discussed above, one important element that needs to be analysed in this study is
the ‘mechanism of harm’. Any time a person engages in harmful speech, on purpose
or by accident, one or more social values are affected, such as the values named above.
It is however important to know how exactly, through what means the words or other
expressive behaviour result in harm. These means are called here mechanism of harm.

The mechanism of harm can be directly determined from each type of social value
that the law protects against harm. For instance, laws protect the value of human life.
Hate speech can affect that value through a very simple mechanism: that of calling on
others to kill or harm the victim. The link is evident, since there is a serious threat that
the words, if acted upon, will result in the victim’s death.

On the basis of the social values protected by anti-hate speech laws of various
countries, it is possible to determine the mechanism of harm, which includes four main
categories:

1. The value of protecting from direct harm to the person’s rights and freedoms – can
be affected through insults, harassment and threats directed at him or her. This
directly affects the enjoyment of rights such as participation in public dialogue,
freedom of expression or self-fulfilment in a democratic society. Such insults,
harassment, etc. often result in similar harm even where they target the group as a
whole;

2. Danger of persuading others to take immediate take illegal action against the
victim through incitement to such actions;

3. Incitement of and propaganda for racially motivated hate and discrimination
creates the danger of persuading others to adopt or accept the views of the speaker.
This causes three sets of harm simultaneously. First, such incitement makes the
audience more likely to commit either of the two previous types of harm (when one
becomes convinced of racist ‘truths’, one may seek to act somehow to solve
problems perceived). Second, where not ready to act, newly converted racists feel
they at least need to convince even more people of the ‘truths’ they now know,
which amounts to further incitement and propaganda. Third, it legitimises in wider
strata of society ‘routine discrimination’ and stigmatisation, and at the same time
conceals its existence, making non-severe, yet constant acts of discrimination a
norm of society. This third aspect is particularly damaging to the group as a whole,
and not only to the individual who may be the suffering witness of such incitement
or insults.189
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4. Lastly, there is the danger that hate speech may spark a violent reaction from the
audience (the victims themselves or third parties), leading to breaches of the public
peace and order and thus challenge the authority of the state.

Another harm perceived as a separate type by some is denial of crimes against human-
ity, first of all the Holocaust. However, it is submitted here that that this is a sub-type
of the more general incitement and propaganda, made in a specific way. The mecha-
nism of causing harm is exactly the same in this case as in (3) above. In fact, it is not
the denial or challenge itself that is to be considered as harmful, but the manner
(context and form) and purpose of doing it. The decision of the UN Human Rights
Committee in the case of Robert Faurisson v. France,190 and especially in the concur-
ring opinions to that decision,191 gives endorsement to this approach. In that case,
Mr. Faurisson, a French revisionist, was punished for statements that challenged the
existence of certain facts related to Nazi atrocities such as the existence of gas cham-
bers. What made the concurring members of the Committee agree that the punishment
of the author was not a violation of article 19 of the ICCPR was the manner in which
French courts applied the relevant law, namely the emphasis made on the fact that the
denial of the Holocaust was made in the form of, and served as a basis for, clear
incitement to anti-Semitism.

2.2.2 Adult material

What are the values protected by the institute of ‘protection of morals’? What is the
mechanism of harming those values?

As rightly mentioned by Nowlin,192 when saying ‘protection of morals’, Europeans
mean almost exclusively ‘sexual morals’ (and to a lesser extent blasphemy), but not
other issues such as tax evasion.193

In practice and as will be shown below, the notion of protecting sexual morals
seems to include the following three values:
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a) protection from sexual abuse
b) protection from the depraving effect of obscene material and especially protection

of minors from premature exposure to ‘adult’ material; and
c) protection of reluctant adults from accidental or involuntary exposure to adult

material.

The mere fact of having ‘non-traditional’ sexual orientation has for a long time
constituted a ground for limiting personal freedom, because acts pursuant to such
orientation ‘unsettled’ the majority view of what is moral and made members of the
majority feel discomfort of some sort. This led to the imposition of a certain model of
morality on all members of society, which has been termed ‘legal moralism’. It implies
‘a majority deciding what values should inform individual lives and then coercively
imposing those values on minorities’.194

It is only during recent decades that Europe and a few nations outside it have
started to abandon, arguably still incompletely, this view.195

Just as in the section on hate speech above, this section makes an overview of the
law and practice of several countries in order to verify the existence of common trends
amongst the values protected by limitations on adult speech. Again, no claim of
exhaustiveness either of legislation or of geographic representation is made.

The United Kingdom

Obscenity
British law punishes authors and disseminators of materials which tend to ‘deprave or
corrupt’ the ‘likely readership’ (audience in general). This being a common law
offence, the case-law of the highest courts is of specific importance. In her analysis of
this field, Heleen Bosma196 identifies from the case-law several criteria constituting the
notion of ‘depraving and corrupting’ the audience. There is no need to show any
conduct based on being ‘corrupted or depraved’, as ‘corruption of the mind’
suffices.197 In other words, there is no need for the prosecution to show that a person
was not only exposed to material that could morally corrupt him or her, but also has
subsequently acted in some immoral way. However, even those already corrupted are
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also to be protected from being ‘maintain[ed] in a state of depravity and corruption’,
as Lord Cross puts it in the same D.P.P v. Whyte.

Common law seems to have adopted a variable criterion for determining what
material is likely to deprave and corrupt. As pointed out by Barendt, the key term
‘likely readership’, which naturally varies, prevents the existence of an objective
determination of the term, and has to take into account the audience of the material in
the particular case.198 Yet as implied by the House of Lords,199 the essence of the
offence is to generally protect against moral corruption: protect not only the innocent
from becoming corrupt, but also those already corrupted from remaining in that state
of mind or from reinforcing that corruption.

A further requirement is apparent from the case-law: that a ‘significant proportion
of the likely readership’ be corrupted and/or degraded, the numbers being entirely left
to the jury to determine.200

As of 1959, the offence is also provided in a Parliament Act,201 which basically
repeats the common law offence. This text has been argued to be unable to distinguish
between harmful pornography and simply sexually explicit materials.202

Indecency
There is a common law offence punishing publication of materials that are ‘lewd,
disgusting and offensive’, yet do not tend to ‘deprave an corrupt’, but rather do a bit
more than render readers ‘shocked or disgusted’.203 This is the offence of ‘outraging
public decency’. Under the same rule, the mailing of obscene materials to persons who
have not requested it in advance is also prohibited.

Protection of children
Children are given special protection by law,204 which deals primarily with the issue
of child pornography. Besides, the subsequent legislation205 has filled in some gaps in
the previous legislation, especially relating to technical detail such as the notion of
‘photograph’ (now understood to apply also to digitised images).

Special attention is given in the legislation to the more modern problem of pseudo-
photographs that constitute images of children involved in sexual activities, but are
created either totally or partially by using computer programs (morphed images). The
Act prohibits both and the assumption is that harm is caused by the images as such,
apart from abuse of real children which may take place in producing the images. An
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additional argument applies: that it becomes more and more difficult to distinguish
between images created with and without the use of computer software.206

In 2003 a new Act was adopted which deals comprehensively with the variety of
issues regarding sexual crimes, including in respect of minors and through the use of
information technologies,207 reinforcing the Child Protection Act (1978).

France

French law on obscenity and related offences has several relevant provisions.

Obscenity
The Criminal Code prohibits producing, transporting, distributing by any means and
on any carrier a message with a violent or pornographic character, or which is capable
of gravely attacking human dignity, as well as selling such material. It is a separate,
more serious offence, if such materials can be seen by a minor.208 Distribution through
the public media is presumed to have this effect.

In applying this article, a French court decided that one cannot define pornography,
or attack at public morals, by reference to a religious or philosophical morality. The
distinction between what is permitted and what is not can only be assessed in the
specific circumstances of the relevant age and specific place.209

Jurisprudence tries to distinguish between erotic and pornographic materials by
making reference, first of all, to the purely physical, as opposed to moral, manifesta-
tions of sexual relations, and even more on the degrading and dehumanising, or violent
and perverted character of pornographic materials.210 One has to also take into account
the audience to which the material is addressed. Clearly, depiction of sexual acts
between adults and minors is a punishable offence, and so is a journalistic report that
tends to present as banal or even acceptable the sexual exploitation of minors.211

The main character of obscene matter seems to be its illegality due to conveyance
of ideas of violence, exploitation and dehumanisation, as well as abuse of minors.

Indecency
It is prohibited to distribute by public means or in public places messages contrary to
decency.212 The same article punishes the act of sending or distributing, without prior
request from the addressee, indecent messages to a person’s home. In addition, the act
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of knowingly facilitating, through aid or assistance, the preparation or committing of
the above offences is also punishable.

Together with the prohibition of sexual exhibition imposed on another person in
a place situated in public sight,213 these provisions protect reluctant adults from
unwanted exposure to adult materials or activities. The law does not require that the
images of behaviour exposed or imposed on reluctant persons provoke outrage – it is
sufficient for that material or behaviour to be indecent.214 The ratio legis of article 222-
32 is to ‘repair the scandal caused by [indecent acts], due to their publicity’.215 The
Dalloz commentary states that there is no legal definition of indecency, yet one may
suppose that one is concerned here with ‘the moral instinct that prohibits the showing
of certain body parts, because they are related to the sexual act, or the making of
sexual gestures in front of others, the exhibition of which is aimed at either awakening
in another person certain desires or at provoking his or her repulsion due to their
obscenity’.216 As determined in case-law, intention is not important for the committing
of the offence: even recklessness is sufficient. Also, in view of the increasing presence
of nudity on TV screens and elsewhere, it is now accepted that simply appearing partly
or even totally nude is not necessarily an outrage to public decency (such as appearing
at a nudist beach). However, where such nudity is not reasonably expected and thus
is exposed in public places to bystanders who may object, the act will in all probability
constitute an offence. This is even more so where the person displays sexual gestures
or similar behaviour, which leave no doubt as to the intention of the person.

The factor of publicity for the behaviour is also important. It does not suffice to
declare that acts taking place in public could have been seen by others – one needs to
show that at least one person has witnessed the behaviour. On the other hand, for
public places (as opposed to private ones), it does not matter whether the witness was
exposed voluntarily or not to such behaviour, and neither does the degree of morality
of such a witness him/herself. However, if a third person witnessing indecent behav-
iour has done so by their own fault (for example by entering a private place without
permission), there is no offence to public decency.217

Corruption of minors
Corruption of minors is a separate offence.218 This includes adults organizing events
during which sexual exhibitions or activities are performed with, or in the presence of,
minors (§ 3 of same article). It is interesting that it is presumed that the organiser of
the event knows that persons of minor age are present, and any defence of ignorance
will have to be based on other arguments than that (s)he thought, in view of the
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physical development of the minor, that the latter was actually of legal age.219 The
offence also includes the sending of erotic material to a minor. Simply making obscene
remarks and even giving vague advice to a minor in the direction of involvement in
sexual acts is not constitutive of this offence. However, similar speech that is persistent
enough and results in the actual involvement of the minor in such acts will constitute
an offence.220

Child pornography
Child pornography is punished more severely, and consists of fixing, recording or
transmitting an image or representation of a minor, with a view to distribution, if the
image or representation presents a pornographic character.221 The distribution (diffu-
sion) of such an image or representation by any means, as well as importing or
exporting it (§ 2), has the same effect. An even greater penalty ensues for distributing
such an image or representation to an undetermined public, using any telecommunica-
tions system (§ 3). Finally, images or representations of a person who looks like a
minor may also trigger responsibility, unless it is proven that the person was 18 or
older at the moment of creating the image (§ 4).

The Netherlands

While being known for its very liberal regime as regards human sexuality, the Nether-
lands have a number of limiting provisions in the area of its expression.

Indecency
Indecency, which involves the display of certain parts of the body and/or sexual acts,
occurs whenever such a display takes place: (a) in a place designated for public
movement; (b) in a public place, other than the one described in (1), accessible to
persons under the age of 16; or (c) in a non-public place, where another person present
is exposed to it against his will.222

This offence deals with actions made in persona, unlike the next offence, where
punishment ensues for any ‘person who knows or has serious reason to suspect an
image or object to be offensive to decency and who: (a) publicly displays or offers that
image or object in or at a place designated for public movement; or (b) sends that
image or object to a person, other than at the request of that person’.223

This second offence is concerned specifically with images and symbols: it is more
relevant for the media, rather than expressive behaviour prohibited by Article 239.
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As in other countries, threats of violence or of committing other illegal acts, such
as discrimination based on the gender of the victim, or to make her/him consent to
forced sexual relations is a punishable offence, even though it is not a separate gender-
specific one to be examined here.

Protection of minors.
One offence consists of supplying, showing or offering an image or object that ‘is to
be regarded as injurious to persons under the age of sixteen’ to such a minor who the
person knows or should reasonably suspect is younger than sixteen.224

Child pornography bears a much heavier penalty. It consists of ‘disseminating,
publicly displaying, manufacturing, importing, transiting, exporting or having in stock
an image or data carrier containing an image of a sexual act in which a person who
clearly has not reached the age of sixteen is involved’.225 One may escape liability if
able to prove that one uses such images for scientific, educational or therapeutic
purposes.

Canada

Following the approach that speech can only be limited if it causes harm, the Canadian
authorities attempted to determine what exact harm various types of material (includ-
ing adult material) could cause.226 Similar attempts to establish objective grounds for
limiting adult speech were also undertaken in other countries in the 1970s with a
number of influential reports including in the USA,227 the United Kingdom228 and
France229.

The Canadian Report 1972 analysed a list of harms commonly feared to be caused
by obscenity in general, including: (a) causing sexual arousal without due regard to
feelings; (b) overt misbehaviour, a utilitarian justification which assumes translation
of what one sees into similar own acts; (c) change in moral standards by the actions
of a few, subverting the morals of many; (d) commercial exploitation of pornography,
spreading the harmful content and profiting from the curiosity and weaknesses of
some; (e) offensiveness to reluctant audiences (which can be voluntary, i.e. exposure
to obscenity on one’s own choosing, and involuntary, i.e. exposure to obscenity in
places where one would not reasonably expect it or easily avoid it; and (f) the effect
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on the audience accessing the material, if one accepts, as courts have in a number of
cases (in the USA,230 Canada (see below) and Europe231) that obscenity is not objec-
tive, but circumstantial, that is one can only judge the effects of a piece of material in
light of its effect on a specific audience.

However, the report has not confirmed any of the above fears as verified scientific
information. Once the utilitarian reasons fail for lack of solid proof that exposure to
obscenity leads to translation into illegal acts by its viewers, the remaining reasons can
serve at best to condemn such materials morally.

While the above-mentioned reports evidenced against many of the perceived harms
caused by exposure to adult material in a variety of settings, in the decades following
the 1972 Report both North American and European research (empirical, clinical,
statistical analysis of sex offences, etc.) have shown that some sexually explicit
material (especially violent pornography and pornography which is non-violent but is
dehumanising and degrading) may create actual harm. It is in the wake of this new
evidence that a series of cases were decided in the ‘90s in Canada which resulted in
the including of violent and dehumanising pornography into the notion of obscenity.232

One such source of evidence came from the Canadian Government itself.233

In one of the first such cases, R. v. Wagner,234 on the basis of evidence given also
by Check,235 Justice J. Shannon accepted that there that there are three types of
sexually explicit material: violent pornography, non-violent but dehumanising porno-
graphy and erotica. Only the third category was mostly harmless and could be toler-
ated, while the first two had to be included in the notion of obscenity as they ‘unduly
exploited sex’ or sex and violence or discrimination against women.

In another leading case and standing law, R. v. Butler, valuable insights are given
into modern Canadian obscenity law and its application, especially from the point of
view of the protection women from abuse through pornographic materials.

In the words of Justice Sopinka:

material which may be said to exploit sex in a ‘degrading or dehumanising’ manner will
necessarily fail the community standards test, not because it offends against morals but
because it is perceived by public opinion to be harmful to society, particularly women.236
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Is this passage to be understood in the way that harm is caused when the majority of
the population thinks or feels that harm is caused? Probably that would not suffice, for
it would be just another version of ‘legal moralism’. In the same judgment, Justice
Sopinka explains the ‘community standard test’ as ‘what the community would
tolerate others being exposed to on the basis of the degree of harm that may flow from
such exposure’. The focus thus is not on what the public opinion considers fit or moral,
but rather on the degree of harm to society that certain material may cause.

Even this is too general a statement, as society often sees as harmful to itself many
types of behaviour which are different from those adopted by the majority, especially
when such behaviour tends to invite imitation by youth. It is useful therefore to refer
here to a more specific notion, advanced by two other Justices in the case, L’Heureux-
Dubé and Gonthier JJ.:

Section 163 of the Code is aimed at preventing harm to society, a moral objective that is
valid under s. 1 of the Charter. The avoidance of harm to society is but one instance of a
fundamental conception of morality. In order to warrant an override of Charter rights the
moral claims must be grounded; they must involve specific questions such as life, harm and
well-being, and not merely differences of opinion or taste. A consensus must also exist
among the population on these claims. The avoidance of harm caused to society through
attitudinal changes certainly qualifies as a fundamental conception of morality. It is well
grounded, since the harm takes the form of violations of the principles of human equality
and dignity.

The key part is thus, according to the two Justices, that harm amounts to violations of
the rights of others, and this is quite an objective criterion, foreseeable in its applica-
tion to future cases.

Justice Sopinka has come to the conclusion that what can be seen as a proper basis
of limitation is only harm to other rights and freedoms.237 Yet he also hints at the
mechanism through which the harm is actually caused, something which must be done
where there is no immediate unlawful action, but merely dissemination of material
which indirectly contributes to harm being caused:

Harm in this context means that it predisposes persons to act in an anti-social manner, in
other words, a manner which society formally recognises as incompatible with its proper
functioning. The stronger the inference of a risk of harm, the lesser the likelihood of
tolerance.
(…)
While a direct link between obscenity and harm to society may be difficult to establish, it
is reasonable to presume that exposure to images bears a causal relationship to changes in
attitudes and beliefs.
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It seems that for the majority in R. v. Butler, exposure to certain types of (porno-
graphic) material has the effect of encouraging, perhaps provoking unlawful actions
by at least some of the members of the audience. Further evidence had appeared by the
mid-‘90s, confirming the view that some harm is created by exposure to pornogra-
phy.238 Research is ongoing and new data appear constantly, most confirming the data
and conclusions already made in the mid ‘90s.239 Importantly, the experience of
Denmark, often cited as providing evidence of a country where pornography became
legal in 1969, and in other countries, shows an actual increase in serious crimes such
as rape or sexual assault, and the overall decrease of sex-related offences in Denmark
in 1970 was a methodological mistake, where researchers did not observe the non-
inclusion in statistics of several decriminalised categories of ‘lesser crimes’.240

One comes to the conclusion that, in Canada, material implying violations of the
rights of others is illegal.241 Examples of such materials include presentation of sexual
activities in a dehumanising way, such as when women are treated unequally, as
objects of sexual desires. Harm is then produced through to the possibility that some
of the viewers will possibly adopt such attitudes and repeat such acts. It is not abuse
of the persons depicted in a pornographic video that causes the harm (although
compelling someone to perform in such a video would clearly be prohibited), but
rather the effect on the audience, and the resulting indirect encouragement or even
incitement to act similarly towards other, possibly non-consenting, persons. One
protects future victims in parallel to those already abused and depicted in the videos.

Protection of minors
One should not treat a piece of work differently just because it may be seen by
children, would be the message of Justice Sopinka in the Butler case:242
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Explicit sex that is not violent and neither degrading nor dehumanising is generally tolerated
in our society and will not qualify as the undue exploitation of sex unless it employs
children in its production. If material is not obscene under this framework, it does not
become so by reason of the person to whom it is or may be shown or by reason of the place
or manner in which it is shown.

It is clear though that protection of children takes place by two means:

a) Protection against their mis-education and danger to moral well being, which is
achieved through prohibition of distributing obscene materials to children;

b) Protection from abuse, achieved through punishment of any pornographer who
abuses minors to create materials.

Protection in this second case extends not only to the children depicted (direct vic-
tims), but to all the children as future victims. This is clear from the above dictum by
Sopinka, who declares any work obscene if children are depicted.

The obscenity of child sex material could be explained in the following way.
Because minors, as a matter of their own protection, are unable in law to give full
consent to participation in sexual acts, their involvement necessarily implies abuse,
degradation and dehumanisation. This harm is quite apart from any actual mistreat-
ment caused to the children depicted. One may safely argue mental and even physical
harm to children engaged in sexual activities.

In fact, studies have revealed at least four ways in which pornography is used in
child abuse:243

a) images from child pornography are shown to children to interest them (showing
happy faces for younger children, or trying to sexually arouse the older ones);

b) the same images are shown with a view to convincing the child that it is OK, it is
legal and not shameful to participate – ‘others do it and are happy’;

c) the same images are often used by paedophiles to sexually arouse themselves
before committing abuse; and

d) images of others (or even of oneself) involved in child abuse legitimise and justify
their own actions by showing that others feel the same and do the same.

Thus, apart from the harm to children involved in producing child pornography (which
is always an offence, because children cannot give full legal consent), the images
themselves obtained this way cause harm. This is why not only the producers, but also
distributors and even consumers (persons in possession) of child pornography are
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criminally liable. The law is applied and in 1995 a man was convicted in Canada for
sending online pseudo-photographs of child pornography.244

United States of America

The USA was among the first countries to attempt to both determine the effects of
sexually explicit materials on individuals and society and to regulate it. As long ago
as 1970 the Obscenity Commission Report was an attempt to discover what harm
might be caused by sexually explicit material. The conclusion was that there was no
evidence to support a finding of harm being caused.

However, the Attorney General Commission reported in 1986 that there was by
then sufficient proof of such harm.245 As shown above, a number of subsequent studies
and reports tend to confirm that conclusion.246

Pornography in general is considered speech protected by the First Amendment.
However, it is not immune from limitations, and there are several types of restrictions
that may apply, such as (a) obscenity laws, (b) child pornography laws, and (c)
restrictions as to time and place of showing (to protect minors and reluctant adults).

Obscenity
As with other limitations to freedom of speech in the USA, most are adopted by state
legislation or local ordinances rather than being adopted by Congress. Regardless of
their source, obscenity laws must observe the First Amendment.

In verifying if a material is obscene, courts in the United States use the test
whether:247

[t]he average person, applying contemporary community standards, would find that, taken
as a whole, [the material] appeals to the prurient interest; that which depicts and describes
in a patently offensive way (…) sexual conduct as defined by the applicable state law; and
that which, taken as a whole, lacks serious literary, artistic, political or scientific value.

The majority in Miller held that determining whether a material ‘appeals to the
prurient interest’ is a matter of fact to be determined by the jurors – just as it is in the
UK. To help determine what such an appeal would mean, the Court held, in Roth v.
United States248 (in which the present standard was first held and reaffirmed in Miller),
that ‘sex and obscenity are not synonymous’.

The three parts of the obscenity test are: first, showing the area of concern (only
material appealing to prurient interest); second, two additional elements, that the
conduct be clearly described in the relevant law of the State and that it describes or
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depicts such conduct in a patently offensive way; and finally, that the standard does
not require a showing that the work is ‘utterly without redeeming social value’, but
merely ‘lacks serious literary, artistic, political or scientific value’.

As a conclusion, obscene material is not as such protected under the First Amend-
ment, and the only problem in outlawing it is to formulate the laws stringently enough
that works worthy of protection are not banned.

Indecency
The Miller case cited above reaffirmed the earlier case of Roth, where the constitution-
ality of a Federal statute249 prohibiting the mailing of ‘obscene, lewd, lascivious or
filthy (...)’ material was upheld. The decision was based on the conclusion that
obscenity, defined as above in Miller, has never been intended to be protected under
the First Amendment. The law was thus able to protect reluctant adults from being
exposed, in the privacy of their homes, to obscene materials.

Under the same federal law, broadcasting can be limited in the sense of prohibiting
the airing of ‘any obscene, indecent, or profane language by means of radio communi-
cations’. This statute was challenged – and upheld – in F.C.C. v. Pacifica Foun-
dation.250 The Court held:

Of all forms of communication, broadcasting has the most limited First Amendment
protection. Among the reasons for specially treating indecent broadcasting is the uniquely
pervasive presence that medium of expression occupies in the lives of our people. Broad-
casts extend into the privacy of the home and it is impossible completely to avoid [438 U.S.
726, 728] those that are patently offensive. Broadcasting, moreover, is uniquely accessible
to children. (p. 748-750).

Note, however, that it seems rather relevant to the outcome of the proceedings that a
minor was involved. It is submitted here that because of the ‘pervasive presence’ and
intrusion into the privacy of one’s home, reluctant adults can also be unwittingly
exposed to content they would rather avoid. Unlike in public places, where one has the
‘duty to turn the eyes away’, there is no such possibility for ‘captive audiences’, and
one should consider as such audiences exposed against their will to material through
a highly intrusive medium as is radio. The opposite might also be argued, however, in
the sense that one may turn off the radio or change the channel, which then stops the
‘invasion’ into privacy.

For a number of authors, especially those representing the feminist movement in
the USA, pornography goes beyond obscenity or indecency and causes lasting harm
to women by cultivating a culture of inequality. In the words of MacKinnon, ‘(…) to
the extent that pornography succeeds in constructing social reality, it becomes invisi-
ble as harm’, and ‘[t]he harm of pornography, broadly speaking, is the harm of the
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civil inequality of the sexes made invisible as harm’. Another harm is that ‘[w]hat por-
nography does goes beyond its content: it eroticises hierarchy, it sexualises inequa-
lity’.251

Protection of minors
The Supreme Court has also held that statutes designed to protect minors from material
harmful or otherwise inappropriate for them are constitutional, even where the material
itself is not obscene according to the general test of obscenity.252 Special consider-
ations regarding the welfare of minors and the justified claims of parents to decide on
how to educate their children allow adjustment of the obscenity test to this special
audience and restrictions on offering such content to minors. Moreover, where the law
requires a specific intent to expose minors to adult materials to be shown, as in this
case, the persons distributing such materials have a reasonable chance to foresee the
application of the law and to mount an efficient defence. The additional defence of
honest mistake about the age of the minor was also recognised as a necessary rule in
protecting distributors.

As concerns access of children to adult material on the internet, the two continents
of North America and Europe remain divided. In the USA, while there is a strong
current of public opinion in favour of protecting children from accessing adult mate-
rial, there still is no efficient law punishing those who allow such access. In spite of
continuous efforts to adopt such a law,253 in at least two occasions the relevant provi-
sions have been struck down by the Supreme Court. The reason was that of over-
breadth: the legislator could not find the right formula that would on the one hand be
efficient in achieving the social goal it declares, and on the other hand be limited to
just that goal, without interfering with the right to access lawful material.

Child pornography
The legislator and courts in the USA have long recognised the special case of child
pornography as being particularly harmful. The Supreme Court emphasised the harm
to children and the resulting increased power of regulation in the Ferber case.254 A
similar decision followed in 1990, whereby an Ohio law prohibiting private possession
of child pornography has been upheld, because it did not pursue any paternalistic wish
of protecting the minds from ‘poisoning’, but to protect children from real danger of
abuse.255 More recently, a study showed that about 40% of those prosecuted for online
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child pornography and related offences were involved in criminal relationships with
actual children.256

Pseudo-photographs of child pornography, however, are not deemed as harmful
enough to warrant prohibition. The United States Supreme Court has overthrown a law
adopted by Congress to bar, among others, any material that depicts a person engaged
in sexual activity and who ‘appears to be a minor’.257 This decision came against the
background of technology allowing the creation of images of children entirely by
computer simulation, or manipulation of non-pornographic images of children so that
the resulting images become pornographic. It is thus clear that, in the view of the US
Supreme Court, harm is not caused merely by disseminating the idea of involvement
of children in sexual activity, but exclusively by material that actually depict real
scenes of such involvement and/or abuse. The court rejected four arguments submitted
by the Government along the lines examined here.258

In fact, this is the general position of US authorities towards many types of harm
that can be caused by exercising freedom of speech. In the context of racist remarks
online and their treatment in the USA, it was stated that the only case where restriction
of free speech can be lawfully undertaken is in circumstances where the expression
creates the danger of immediate and unlawful action on the part of others.259 Because
presenting images of children as engaged in sexual activity or being abused does not
directly incite violence or abuse of children, there is little hope of a successful prosecu-
tion.

International instruments

The Council of Europe Convention on Cybercrime260

The reason for focusing here on this instrument only is that unlike the other human
rights instruments that may be relevant (ICCPR and regional instruments), the Cyber-
crime Convention deals directly with content regulation. Human rights instruments
only rarely deal with direct content regulation, examples thereof being the CERD,
Article 4, discussed above, as well as Article 20 of the ICCPR that bans propaganda
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of war and of advocacy of discrimination on a number of grounds. Mostly, however,
such instruments rely on national legislation to determine which content can be
limited, and impose strict requirements on such legislation.

The Cybercrime Convention attempts to give more detailed definition of child
pornography, as guidance for national legislators and courts in interpreting and
applying the term. The Convention only deals with what all countries in the world
without exception prohibit to some extent at least – child pornography.261 It gives the
following definition (Article 9) to the term:

‘pornographic material that visually depicts
a. a minor engaged in sexually explicit conduct;
b. a person appearing to be a minor engaged in a sexually explicit conduct;
c. realistic images representing a minor engaged in a sexually explicit conduct’.

This part of the article definitely raised controversy as to the exact object of protection.
In light of the recent US Supreme Court ruling on pseudo-photographs representing
child pornography,262 it is clear that US only recognises that harm may be caused by
child pornography when the materials depict real children who have been subject to
abuse. In view of such differences of attitude, the Convention allows any member state
to opt out of Articles 9.2(b) and 9.2(c) it wishes so.263 Other states, presumably most
of the European ones, also wish to prohibit what looks like the idea of child sex/
pornography, whether or not real children are involved in the creation of the particular
material. In fact, the drafters of the Convention spell out rather clearly that
‘[p]aragraphs 2(b) and 2(c) aim at providing protection against behaviour that, while
not necessarily creating the harm to the ‘child’ depicted in the material, as there might
not be a real child, might be used to encourage or seduce children into participating
in such acts, and hence form part of a subculture favouring child abuse’.264

This limiting of the circulation of an idea may be questionable in the USA, yet at
least the restriction itself is limited to only visual representation. The expression
‘visually depicts’ in § 2 ensures against a wider interpretation such as fantasies
exposed in written/oral form with no graphic material, which is the subject of a
number of discussion groups online. The different approach probably stems from the
long established idea that graphic material represents a much more intrusive and
inviting or seductive character than do all other forms of expression. There is the
additional difficulty of establishing, in each case, whether the child depicted is a ‘real
child’, which is often very difficult, if not impossible.

There is an inconsistency in that explanatory report however. The Convention
requires that states ‘adopt such legislative and other measures as may be necessary to
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establish as criminal offences under its domestic law, when committed intentionally
and without right’ three types of content, as described above.265 The Explanatory report
defines the term ‘without right’ as allowing states to accept defences to Article 9.2.
One such example is that Article 9.2(b) may be interpreted as relieving a person of
criminal responsibility if it is proven that the ‘person appearing to be a minor engaged
in sexually explicit conduct’ was in fact an adult.266 Yet accepting such a defence may
reduce significantly the efficiency of the prohibition. This is because one type of
damage child pornography causes is to promote the idea of children being involved
in sexually explicit conduct. As soon as the audience is under the impression that that
it is reasonable to see minors engaged in sexual acts, the damage has been done. It
matters little that at a later date, in some court proceedings, it could be proven that the
minors depicted were in fact adults dressed and otherwise presented to look like
minors – for the audience these were minors who participated.267

It is argued here that one should either accept that portraying the idea of child sex
is harmful and should be prohibited in all circumstances, thus excluding the defence
of legal age,268 or one has to link liability to proving actual involvement of real minors,
which makes Article 9.2(c) non-defendable, as it relates exclusively to non-real
minors.

Conclusion

A few principles regarding harm caused through the creation and circulation/access
to adult material can be discerned from analysis in this chapter.

The values protected by the laws of the countries examined in regard to material
with a sexual content may be reduced to the following:

1. Material displaying violence towards, or dehumanising/degrading treatment of
another human being are mostly prohibited (under various names, generally
included under the prohibition of indecency). The standards and tests applied vary,
but there is a high degree of similarity. Child pornography in particular is univer-
sally prohibited, yet some countries ban only such child pornography as results in
harm to actual real children, while others prohibit all such material, whether real
or simulated/fake;

2. Material that may disturb other persons may be subjected to ‘time and place’
regulations, such as those prohibiting sending it to the home of persons who have
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not requested them or publicly displaying it (material which outrages, or otherwise
are contrary to, standards of decency in the relevant community);

3. Material that may be harmful to minors, even if not obscene or otherwise accept-
able when used by adults, may have limits on its distribution to minors; and

4. Material which is sexually explicit or otherwise quite detailed is treated differently,
depending on the test used. Although in ideal the tests presented above for each
country should lead to more or less similar results – to allow distribution of materi-
als that do not fall into any of the first three categories – some of the tests use a too
broad interpretation so as to include in the notions of obscenity and indecency
materials ‘contrary to morals’, whatever meaning the particular judge or jurors may
give it under specific circumstances.

What is the mechanism of harm of each of the first three types of expression (i.e.
expression subject to legitimate limitations)? It is accordingly:

1. Harm is caused by violent or degrading material, as well as child pornography, etc.
through, first of all, the victimisation of the persons involved in its production.
Second, harm is caused by the use of the resulting materials: (a) by inducing or
convincing unsuspecting victims to consent to being victimised in the production
of new material, (b) by changing public attitudes from neutrality or rejection into
acceptance, trivialisation, legitimating and imitation or even ‘improvement’ of acts
depicted, which leads to sexual offences being committed and the treatment of
others who commit them less strictly. Of course, relevant defences apply, such as
use of such material for scientific, medical or artistic purposes. Material created
through criminal acts is illegal in itself;

2. Harm is caused if indecent or disturbing material is displayed to reluctant audi-
ences in public places or at home (e.g. through radio or TV), or by creating a
‘captive audience’ or a similar effect;

3. Harm is caused through giving minors access to adult material, which results in
mis-education or prevention of the education chosen by parents and also in the risk
of them engaging in sexual activity at an early age.

Except where it falls into the second and third categories above, material which is
sexually explicit or otherwise possibly disturbing (but not violating the rights of
others) does not cause harm and can be freely created, distributed and consumed.

2.2.3 Defamation

The notion of defamation as used in this section is to be distinguished from group
libel, which is normally the domain of hate speech, examined above. It is also to be
understood as a general term which includes both slander and libel, when one dis-
cusses defamation in common law jurisdictions.
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United Kingdom

British law provides for both criminal269 and civil270 libel actions. Criminal proceedings
for defamation are brought very rarely, and thus are basically not of particular
concern.271 However, the civil action of defamation is used much more often and
Britain is well-known for being a generally pro-plaintiff jurisdiction, which imposes
a high burden of proof on the defendant. According to common law tradition, reputa-
tion is given much more weight than freedom of expression,272 lest ‘good men fall prey
to foul rumour.’ The situation has slowly begun to change since the Human Rights Act
came into force and made much more relevant to the UK the provisions of the Euro-
pean Convention on human rights and the ECtHR’s case-law on Article 10.

What is a defamatory expression? Authors analysing this common law tort are
fairly consistent in their definitions. ‘A defamatory statement is one which has a
tendency to injure the reputation of the person to whom it refers; which tends, that is
to say, to lower him in the estimation of right-thinking members of society generally
and in particular to cause him to be regarded with feelings of hatred, contempt,
ridicule, fear, dislike, or disesteem’.273 Or: ‘A defamatory statement is one which
injures the reputation of another by exposing him to hatred, contempt or ridicule, or
which tends to lower him in the esteem of right-thinking members of society’.274

From the definitions above, it seems obvious that harm caused by defamation is
where the statement induces others to believe that the victim/plaintiff has done or said
something that did not in fact happen but which, if true, would expose the victim to
the array of negative sentiments as described above. However, this is not the only way
harm may be caused. As established in the case-law, even where no one would believe
the statement to be true, there still may be harm caused to the victim. For ‘[i]f words
are used which impute discreditable conduct to my friend, he has been defamed to me,
although I do not believe the imputation, and may even know that it is untrue’.275

Defamation law only protects against attacks on personal reputation and not other
injurious and/or untruthful statements. This is why, on the one hand, only the victim
can sue and not his/her successors, nor legal persons, and on the other hand statements
directed not at reputation, but causing harm in some way, may bring responsibility
under a completely different set of rules, for a tort called ‘injurious falsehood’. The
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same is true of insults, which, however injurious, do not affect reputation and are thus
not within the area of defamation law.276

As doctrine emphasises, ‘the test of the defamatory nature of a statement is its
tendency to excite against the plaintiff the adverse opinions or feelings of other
persons’.277 Typically, defamatory attacks involve attributing to the victim some type
of conduct that is considered disgraceful by the audience, yet it may include also other
kinds of attack, such as caricaturising the appearance or manners of the victim.278

To refer to ‘right-minded members of society’ implies a level of generalisation and
does not allow a judgment on the defamatory character of a statement in light of moral
or other standards peculiar only to a limited group.279

Intent is not a prerequisite for responsibility. If utterances are considered defama-
tory, it is not important (save for determining the level of compensation) that their
author sincerely believed them to be true, or made them as a joke, or was unaware that,
in the light of additional facts (s)he did not (and even could not) know, the utterances
become defamatory or can be identified as directed against a specific person (innu-
endo).280 Interestingly, proving the intent to defame that materialised in a form that was
not understood as defamatory by the audience will not prove defamation. The Defama-
tion Act 1952 added an important qualification, namely that in cases of innocent
publication (i.e. the person did not know of additional facts in view of which the
material becomes defamatory) the publisher has the right to make an offer of amends
and either avoid the suit and damages altogether or raise the refusal to accept such an
offer as a defence in proving innocent publication.281 Modifications operated by the
1996 Defamation Act have once more changed this rule, which can no longer be raised
as a defence, yet there is a presumption, until the opposite is proven, that the publisher
did not know of any special facts that constituted the innuendo.

No statement is defamatory or non-defamatory per se, i.e. objectively. The meaning
of each word or statement is to be determined only in light of all the circumstances of
its utterance. However, some words have a prima facie defamatory or non-defamatory
meaning, and depending on this the defendant has to prove that in that case the non-
defamatory meaning would be the one understood or show that it also has at least one
such innocent meaning.282

Communication of the defamatory statements is vital for the tort to take place. It
can be oral, by gesture, in written or published and it suffices that it is communicated
to one other person who is not the victim/plaintiff.
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Interestingly, in criminal defamation procedures, another type of harm may be
identified – that defamatory utterances may cause a breach of the peace (this is why
communicating them to the victim him/herself may also suffice for responsibility).283

Harm is caused every time a new publication (or re-publication in other sources)
of the same statement takes place.284

A distinction is traditionally made between libel and slander. The differences
between the two notions relate primarily to the form of expression (expression in a
permanent manner, such as writings or film, will be libel, while oral expression
amounts to slander) and to damage that must be proven (only a tendency to damage
the reputation of a person is sufficient in libel cases and it is necessary to prove actual
damage caused in slander proceedings).285

The potential harm that can caused through slander may affect the victim him/
herself: in so far as it can be reasonably established that an illness of the victim was
in all probability caused or aggravated by the slander committed, and it can also be
considered as damage the law takes into consideration in slander proceedings.286

France

France protects the dignity of persons through a series of articles in both criminal and
civil settings.

The Penal Code punishes by a fine non-public defamation of any person.287 One
may raise the defence of truth to such an accusation, which then has to be proved (§ 2).
The ‘non-public’ character implies that the defamation is made by means that do not
imply wide distribution to the public, even if a number of persons in a closed assembly
were exposed to the relevant words. However, if the utterances were made in a private
message, and then made public by the recipient, the author does not incur liability. It
is only the redistributor of defamatory materials who is responsible.288

Non-public outrage is also considered a less serious offence, as compared to
utterances made in public.289 The important element here, as opposed to defamation,
is that the injurious statements must be made directly to the person about whom they
are said as if, for instance, where a letter is addressed to a person and contains outrage
against the addressee.290 The literature is silent on the specific motivation for this rule,
yet one may suppose that it either protects the feelings of the person from gratuitous,
unfair attacks or from a possible follow-up to such an attack, which may be a breach
of the peace or a similar disorder-causing act.
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Whenever the non-public utterance is not defamatory, but causes injury to the
person exposed to it, it amounts to the offence of insult. There is a separate norm to
punish such behaviour.291

Public utterances are dealt with under special laws, first of all the 1881 Law of the
Press. This law defines public defamation as ‘any allegation or attribution of a fact that
attacks the honour or reputation of a person or an entity to which the fact is
attributed’.292 This law punishes public utterances as if they had been made in the
media. It does not matter whether the allegations of fact are made in the first instance
or represent a re-publication of pre-existing utterances.

Another tort that can lead to responsibility for the contents of publications is
outrage (injure). It consists of ‘any outrageous expression, expressions of hate or
invective that does not imply the attribution of any fact’.293 The law distinguishes
between cases where the outrage is a response to a provocation and where it is not.

The Netherlands

In the Netherlands, the following criminal provisions regarding defamation exist.
It is a slander if anyone intentionally impugns the honour or reputation of another

person by alleging that he committed a particular act, with the clear intent of giving
publicity to the allegation’.294

Where the same act is done ‘by means of written material or images, which are
either disseminated, publicly displayed or posted, or by means of written material the
contents of which are publicly uttered’, this constitutes a libel and is accordingly
punished more severely (§ 2).

The defences to both libel and slander are: good faith: belief in the truth of state-
ments, coupled with a required public interest or where the author acts in necessary
self-defence.

If intent to defame is proven, i.e. the person knew the statements to be ‘contrary to
the truth’ at the moment of uttering them, a separate aggravated offence has been
committed.295

One of the ways of determining exactly whether the allegation is (un)true is to
examine any criminal court decision on the basis of those allegations (conviction of
the person defamed precludes responsibility for aggravated defamation, while acquittal
gives full proof of falsehood of the allegation).296

Where the offence is not committed through public acts or in writing, it is a ‘simple
defamation’.297 To this offence, the defence is available of ‘defending the public
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interest, through expressions/acts not designed to cause worse offence in any other
way than might be assumed from their purport’.

Punishment may also be applicable to the lodging of false complaints or accusa-
tions with authorities,298 as well as to defaming the deceased.299

It seems thus that in the Netherlands the main harm guarded against by defamation
law is that of creating false news, inducing the public to believe untrue facts to be true.
Value judgments are generally protected against defamation suits.

United States of America300

As in the case of other limitations to freedom of speech, most of the legislation in the
USA is concentrated traditionally at state level, with the federal courts and especially
the Supreme Court being the main guarantors of uniform interpretation and against
abuse by local legislators.301 Most states have some type of legislation against defama-
tory statements.

A statement is defamatory if it ‘tends so to harm [a person’s] reputation (...) as to
lower him in the estimation of the community or to deter third persons from associat-
ing or dealing with him’.302

In the case of public figures one also has to demonstrate that the publication/
dissemination of such false facts has been made with knowledge of their falsehood.303

Otherwise, one must still show that the author published the statement with reckless
disregard to the truth.304

Besides this high hurdle in the way of a defamation plaintiff in America, there are
additional elements helping to defend mass media, such as the provision of the
Uniform Correction or Clarification of Defamation Act, widely imported into State
laws, giving the right of the mass media to publish timely and accurate correction or
clarification, which then significantly diminishes the threat of large amounts of
damages being awarded.305
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All of the cases cited above dealt with statements of facts and it is indeed part of
the US constitutional tradition that only factual falsehoods are actionable, while
opinions, however unpleasant they may be, must be met with ‘more speech’. This is
why public figures have to rely more on speech than on libel suits, for they have much
greater access to channels of communication to defend themselves from attack, unlike
private individuals.306 Moreover, public figures have consciously chosen a position that
normally attracts more criticism.

Additional grounds for limiting speech
Even though it is not traditionally included in the heading of ‘defamation law’, there
is a limitation to freedom of expression in the USA similar to the ones found in UK
and France. The relevant equivalent in the US is the doctrine of ‘fighting words’,
which was first introduced in Chaplinsky.307 However, as noted earlier, the doctrine has
lost much of its force in the years following its adoption by the Supreme Court (see
section 2.1.1 above) and is not only limited to incitement to immediate illegal actions.
One cannot restrict the freedom of speech of a person just because of the possible
violent reaction of the audience (or of the person of whom outrageous remarks are
made).

Yet another way one could attempt to sue for basically defamatory statements is
false light privacy. In this case, publication of true but embarrassing facts may lead to
suits according to the laws of several of the States, yet according to established case-
law the plaintiff will only succeed if proving malicious falsehood or recklessness
applicable also in defamation cases.308

Finally, one needs to mention the tort of ‘intentional infliction of emotional dis-
tress’ that on occasion is used as an alternative to defamation suits. However, in the
Hustler case309 the Supreme Court held that it is not possible to circumvent defamation
law requirements through a seemingly different tort action such as this.

International instruments

The general rule that freedom of expression may be limited in order to protect ‘the
rights of others’ is provided by a variety of international instruments such as Article 19
of the ICCPR, Article 10 of the ECHR, Article 13 of the ACHR, Articles 9 and 28 of
the ACHPR, etc. Most of them establish additional safeguards: the limitation should
be provided by law and be necessary (proportional).

While specific details (such as the level of the burden of proof and its distribution
between the parties to proceedings) may vary, it seems acceptable to say that the
limitation to freedom of expression based on the protection of the reputation of others
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is interpreted in a largely similar manner on the basis of all the international human
rights instruments, which makes it possible to refer here to the interpretation of Article
10 of the ECHR, as discussed earlier in this research. It also appears that the values
protected by the national law and practice of the countries examined above largely
coincide with the values intended to be protected by most such international instru-
ments, which is normal since the states took into account their own domestic realities
when concluding the relevant instruments.

Conclusion

As a general conclusion for the defamation laws analysed, one observes more diversity
among the approaches taken in the countries examined. The laws in all these countries
are designed to protect the same values from the same harms, but while some countries
(notably the USA) restrict legal protection to only one major harm, others include
additional ones. The values thus protected by defamation laws may include:

1. The danger that the audience will be induced to believe that statements of fact are
true, when in fact they are not;

2. Protection of the victim’s feelings from unfair and outrageous attacks on their
personality (possibly coupled with the danger of a breach of the peace) and the
even greater injury caused when such attacks take place in public;

3. Danger that interests other than reputation may suffer as a result of false non-
defamatory statements of fact may be believed by the audience; and

4. Danger that the audience will be induced to agree and support negative value
judgments about the victim, when these opinions are abusive of freedom of expres-
sion in some way, such as not being having a sufficiently factual basis or represent-
ing clearly (intentionally) unfair conclusions from such facts.

The mechanism of harm caused to the above social values will include acts which:

1. Contribute to an increased acceptance of false facts as true, to improved credibility
of the statement and/or its source;

2. Increase the likelihood of the victim suffering from outrageous attacks or of a
violent response to such attacks;

3. Affect in a particular way interests other than reputation, increase the damage
caused to such interests;

4. Increase the likelihood of audiences sharing negative value judgments about the
victim, while not having a reasonable factual basis for that value judgment; any-
thing that increases the impression that the author of the opinion in fact does have
such a provable factual basis.

It is not the purpose of this study to argue in favour of one system or another of
protecting both freedom of expression and other rights – this has been a moot issue for
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many decades now and states are not eager to change their policies in this area. The
overview of the law and practice of several Western countries has shown that there is
a variety of social values protected by prohibiting certain speech, both in Europe and
elsewhere, and that there are certain common grounds amongst them. This allows us
to see those areas where cooperation at the international level is more probable at the
moment, as well as to point to those differences we will have to deal with when we
deal with global cooperation (in Chapter 4 below).

This sub-chapter has also served as a definitional support, i.e. it has highlighted the
first of three main types of action authorities take when limiting freedom of expression
to curb various types of harmful speech, namely to define what types of speech may
be harmful. The two others, prevention of harm from speech and punishment/redress,
are examined in sub-chapters 2.3 and 2.4 respectively.

2.3 TYPES OF ACTIONS NEEDED TO PREVENT OR DIMINISH THE HARM PRODUCED
BY EXERCISING FREEDOM OF EXPRESSION (RESPONSE MECHANISMS)310

Approach
It is logical that actions authorities need to take to prevent or diminish harm caused by
speech should directly relate to the mechanism of that specific type of harm, as
determined above in section 2.2 (otherwise they will not be ‘relevant and sufficient’
to the aims of any restriction of freedom of expression, to use the Article 10 terminol-
ogy of the ECtHR). Such actions should interfere with that mechanism, preventing it
from exerting its full effects.

Accordingly, the types of actions to be taken will depend of the specific type of
harm to be prevented. This requires separate examination of the acts designed to
prevent/diminish each type of harm. At the same time, it is natural that many features
of the mechanism of harm are similar for some or all the types of harmful speech. This
is why repetitions become unavoidable. To reduce their number, I make a full analysis
of acts in relation to hate speech, while the rest of the issues are covered by reference
to this first group and adding supplementary analysis where such acts are different.

This section only examines the issue of what needs to be done to prevent or
diminish harm from speech, but not the issue of who should be liable to perform such
activities, which is examined in Chapter 3.

Dealing with harmful speech and its effects implies a series of logical operations
aimed at becoming aware or discovering the presence of possibly harmful (illegal)
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materials and singling them out, followed by verifying whether the material is harmful
and finally taking the preventive, attenuating or punishing actions themselves. There
are thus four main types of activities that must be performed to prevent or diminish
harm from expressive behaviour:

– content verification;
– decision as to its harmful character or lawfulness;
– acts of prevention or diminishing of harm; and
– punishment and redress.

As will be shown below, depending on the situation these actions may be performed
by the same or by different persons or entities, or presumed to have been performed
as is the case of the author of a material in regard to the first two actions. Each of the
four types of action is examined below.

2.3.1 Content verification

Before one may decide whether a piece of material is (il)legal, harmful or not, one
needs to become aware of its existence and content.

The author of a material always is presumed to know what (s)he has created, but
this presumption does not extend to other persons. In order for such other persons to
become aware of that content (in the case of harmful speech – possibly illegal content),
they must enter into some kind of contact with the material. Some persons are obliged
by law to do content verification, others may be presumed to be familiar with that
material, and still others may want to perform such verification for whatever reasons.
In all these cases, the person will have to verify the content of materials.

There are three ways in which a person may become aware of certain content:

– content verification ex officio;
– notification; and
– warning.

Content verification ex officio, as the term suggests, means that the person is expected
or presumed to become aware of the content of a certain material by his/her own
motion, as part of normal duties or activities. One example is that of an editor, who is
presumed, as part of his or her professional duties, to check all the information his/her
publication includes. The fact that sometimes the editor leaves it to others to check the
content, or trusts the author enough to publish without any verification, does not
relieve the editor from liability for any harm the material may cause.

Some countries go even further and make the owner of newspapers liable for the
content thereof, even though it is commonly accepted that it is the editor who in fact
checks and accepts or rejects the content and the owner has little to do with the
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process.311 The logic seems to be that the owner is ultimately in control of the policies
adopted in the newspaper and has some decision-making power to impose his own
views on the editorial process. As the ECtHR once said, ‘[a]dmittedly, publishers do
not necessarily associate themselves with the opinions expressed in the works they
publish. However, by providing authors with a medium they participate in exercise of
freedom of expression, just as they are vicariously subject to the “duties and responsi-
bilities” which authors take on when they disseminate their opinions to the public’.312

Of course, content verification ex officio is only to be presumed where it is reason-
able to expect the person to carry it out and thus it must be a relative presumption,
subject to proof of the impossibility or unreasonableness of performing.

Notification implies that the person, while not expected to carry out content
verification ex officio, becomes aware of a piece of material that is potentially harmful
when another person notifies him/her of that fact.

Of course, notification itself does not mean that the person has become familiar
with the material, yet on being notified (s)he has the opportunity to check its content
in a similar manner as a verification ex officio. The difference is that it is only neces-
sary to check (one) specific piece(s) or item of material identified in the notification.
One may treat content verification on notification as a verification ex officio of only
the notified pieces of material.313

Notification may be made by anyone who becomes aware, for whatever reason, of
the (harmful) content, or by authorities with that responsibility such as the police. If
a regular person sends a notification to the editor/publisher/author, it may not at all be
a fact that the material is indeed harmful, as the notification may be issued by someone
who simply strongly disagrees with the content. Thus, the relevance and force of such
notifications for the person handling (distributing, selling, copying, etc.) the particular
piece of material will vary, depending on who issues the notification, and it should be
an issue taken into account if notification is considered a sufficient ground for liability
because of knowledge of harmful content.

Warning is the third and last means of becoming aware of harmful content and also
applies to the case where the person is not expected to verify ex officio the material for
presence of such content.

Warnings are issued by persons obliged to do so by law (this is the case with all
adult material, for instance). In fact, they represent a specific type of notification, with
the difference that while anyone may issue notifications, usually only the author/
publisher or other persons responsible for creating and disseminating the material issue
warnings about their own material. For that reason, the value of warnings as a source
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of information about presence of harmful material has to be higher than that of a
notification from third parties. This is because one issues warnings out of a sense of
a legal obligation to do so and presumably diminishes thereby the circle of persons
willing to purchase that material. Whoever accepts such potential losses will consider
very thoroughly before issuing a warning, unlike a person who simply would like
material which is unacceptable to him or her to be inaccessible.

Warnings provide protection to the creators of material that may be harmful to
some, if they stumble across such material without being informed beforehand and in
fact strongly reject and suffer from the content of that material. They thus perform the
function of pre-verification by the author or publisher, assisting unsuspecting audi-
ences in determining their choices about what to access.

Finally, warnings are only applicable to such speech that is only harmful to some,
but acceptable in a democratic society when accessible to others (usually those willing
to access such material). This is typically the case with adult material. This is why
warnings have no role in relation to material which is completely illegal under any
circumstances, at least because they do not protect the person issuing the warning from
responsibility (even though it may be relevant in terms of assessing the harm caused
whether warnings were issued for illegal material, identifying them as such).

Having become acquainted with the content of a particular piece of material, one
may proceed to the next step, which is taking the decision on the harmful character or
lawfulness of its content.

2.3.2 Decision as to the harmful character or lawfulness of the content314

To decide on whether or not the material is harmful or illegal means to compare its
content with the legal rules in force in the given society (such as those reviewed in
section 2.2 above regarding hate speech, obscene materials and defamation in a
number of countries). Such decisions are not just for courts to make, since publishers
and others dealing with circulation of information often also have to decide on whether
or not to publish materials, based also on whether or not they are lawful. Such deci-
sions will clearly lack the authority of those made by the courts and possibly other
authorities. Yet those decisions are the basis for the further actions (or inaction) by the
person taking them in regard to the particular piece of material. The law should require
such decisions on lawfulness to be made only by those persons who have the power
to act in regard to that material in some way (others may form their opinions, express
them, etc., but cannot exert legal influence on the content).

A further issue though is that not everyone is qualified to make decisions of
lawfulness of materials, even if having a certain degree of control over the content.
Consider the case of a truck owner who concludes a contract with an advertiser to
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display publicity on the sides of his truck. Clearly, the owner has all the decision-
making power to refuse such a contract or influence the content of the advertisement,
but does (s)he know what content in that advertisement might be harmful or illegal and
is (s)he interested at all in becoming a specialist in freedom of expression just to be
sure that this publicity does not bring him/her to court some day? Probably not. Yet
if at the same time he has to act as a censor of content displayed on his/her truck, the
tendency will more often than not be to exclude any material that even remotely brings
to mind anything harmful, to avoid liability. Freedom of expression concerns would
have no role at all in this decision-making process, because the person has not volun-
tarily started a debate and does not have to stand for the content created by others.

The advertiser is in a much better position to know the rules regarding content and
would be expected to do so in virtue of its involvement in essentially expressive
activities. So is a newspaper editor and so is its owner. The issue is then of whether
non-specialised ‘censors’ should be obliged by law to take decisions on content where
they are not qualified to, nor interested in, doing so.315

2.3.3 Acts of prevention/diminishing of harm

Prevention of harm or diminishing of its magnitude does not have to be the exclusive
obligation or desire of authorities protecting other rights such as equality or dignity.
As used here, the term implies all acts that may in principle be taken to prevent or
diminish harm, including by the author or distributor thereof. Yet most such acts
attracting public attention are normally carried out by authorities, either ex officio or
at the request of an injured party, and even those taken by private actors are most often
the result of the obligation to observe content related legislation. However, there is a
much less emphasised level of routine acts taken by editors, publishers, university
authorities, etc. in preventing harm, which is called, in more severe cases, self-censor-
ship.

Where speech or other expressive behaviour is involved, there are three main types
of action that can be taken to prevent potential harm:

a) changing the content of material;
b) preventing or limiting distribution of harmful content; and
c) preventing or limiting access to it.

a) Changing the content of material to avoid harmful effects is an obvious, if costly,
solution. Obvious, because once rid of the harmful part, the rest of the content may
freely circulate and thus no further action or risk is involved. Costly, because of the
tradeoffs one has to make in giving up to expressing oneself in a free manner. If
content were changed every time somebody (especially the authorities) objected to it,
the situation would be that of a typical dictatorial state press.
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Clearly, the decision to change the content cannot be taken by someone who has
no control whatsoever over that content. Consider the postal service that has been
notified, e.g., that a specific identifiable letter contains, among other things, racist
material. The one thing no one would expect the postal service to do is to rectify the
content of the letter in any way to prevent it from causing harm. The service could take
one of the other two courses of action discussed below, for instance prevent the further
distribution of the material by informing the relevant authorities.

Where one decides to change content, the additional issue emerges of who has the
power to do so and whether the author has any role to play in this decision-making
process, because ultimately it is his/her speech that is being censored, for good or for
bad reasons.

If someone else than the author changes the content of a piece of material, that
someone will also take responsibility for the new content so created, which is yet one
more disincentive for assuming the role of editing harmful materials.

b) Preventing or limiting distribution of harmful content is the most often used method
of preventing harm from speech, and is the main type of action taken by third parties
distributing the content created by others.

The level at which speech becomes harmful is determined by law and varies from
one society to another (or even between regions of the same country, if one accepts the
theory of local community standards). Someone obviously abusing the freedom of
speech in the US by threatening a person or inciting to immediate illegal actions can
be prevented from further expressing him/herself (e.g. by being detained by the police
or excluded from the university where (s)he was studying and spoke out in such
abusive terms). Yet a leaflet with racist propaganda without any immediate call for
violence may well be protected by the First Amendment and thus neither the edi-
tor/publisher, nor prosecutors or courts will be willing or successful in attempting to
prevent distribution of that material. In other jurisdictions such as in Europe, there is
no question about the fact that racist propaganda also needs to be prevented from
distribution. This will ensure that, besides the punishment awaiting the
authors/distributors, other harms as identified in section 2.2 above will not be caused
(or be minimal), because for instance the public will not be able to purchase or
otherwise obtain the material and thus will not be likely to be persuaded of the ideas
it contains.

Where it is impossible to prevent harm (in many jurisdictions prevention, at least
by authorities, is regarded as an extreme measure amounting to prior censorship and
subject to the strictest verification of constitutionality), the alternative is to limit its
effects. If there were insufficient reasons to prevent someone from speaking to a
crowd, one may sometimes find it easier to stop such a speech during which the
previously vague concerns become specific through abusive language or the resulting
behaviour of the audience.

As in the case of changing the content and prevention of access to harmful materi-
als, two issues have to be examined here: who is to perform the prevention of distribu-
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tion, and how is it to be done. Of course, the answer will depend on many elements
such as the medium used (more analysis on this follows in Chapter 3). As a general
rule, however, only those persons who can reasonably prevent or limit dissemination
should also be required to do so. This may or may not be the same person who
performs content verification and who takes the decision on lawfulness thereof.

Distribution implies both active transmission of materials to recipients and facilitat-
ing their access to such materials, be it through offering for access from publicly
available sources, or informing about such sources and ways of accessing them and/or
contents therein.

c) Preventing or limiting access to harmful content is more often than not a very
dubious alternative. It is, first of all, much more difficult to achieve, in comparison to
action in regard to the source of the relevant material. Technology makes it increas-
ingly easy to obtain access to materials that authorities would like to prevent from
being circulated, whether or not there is a real social need for such an action.316 And
the number of persons in the audience traditionally exceeds by far that of speakers,
which makes it even less probable that preventing or limiting access to content will
have any significant impact.

In fact, preventing or limiting distribution of the content, coupled with the prospect
of punishment of the guilty, is normally sufficient to prevent harm, so that there is no
need to act on access. In other words, if the author/distributor is stopped (or prefers to
stop) from continuing to disseminate harmful speech, there will be no content to access
and thus no reason to regulate it.

The situation is different, however, when it is impossible to ensure that everyone
(or most people) involved in knowingly creating or disseminating harmful material is
punished and refrains from continuing such activities. Where the possibilities of
efficient control of the source of information are limited, the focus shifts to the other
end of the process of communication, that of accessing material. Chapter 3 will expand
on the effect of complete decentralisation of content distribution systems and the
tremendous increase in the number of speakers on the balance between the two
methods: prevention of distribution and of access.

Combined with attempts also to control the creation and distribution of harmful
material, control of access to it provides more efficiency, yet one needs to discuss (in
Chapter 3) the costs in terms of human rights and freedoms of applying such broad
powers of censorship.
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Preventing access to information may however be the only alternative when
material is distributed which is harmful only to a part of the audience, such as minors,
but not to the rest. Preventing dissemination of such material is too drastic a measure,
for it deprives audiences that have the full right to access such materials of a real
opportunity for such access. Yet protection of minors requires some action to be taken
to prevent the harm and the best course of action in this situation seems to be preven-
tion of access by minors.

Limiting access to information by subjecting it to certain requirements such as the
issuance of warnings may be the best measure in the case of harm caused to parts of
the population that do not require state protection in the same way as minors do, yet
prefer to stay away from certain types of material. This is the case of reluctant adults
in relation to adult material or hate speech.

For obscene material, regulation of access is particularly relevant and one needs to
present here the entire range of actions that must be taken. Reflecting the various
social values and mechanisms of harm determined in section 2.2 above, there are three
types of action to be taken:

– preventing creation and distribution of, and access to, illegal adult material;
– preventing access by minors to adult material; and
– preventing accidental access by reluctant adults to adult material.

Preventing access by minors to adult material is the most difficult exercise of all types
of preventive action analysed in this research, because it implies the elaboration and
successful application of two criteria simultaneously: not only does one have to verify
whether the material is ‘for adults only’, but one also has to determine somehow that
the person willing to access that material is a minor.

This second action relies on age identification (or age verification, as it is more
often designated), and is only relevant to access to materials harmful to minors. This
implies a process similar to the one described below more generally for identification,
but only requires the checking of a part of personal data, namely whether or not the
person is an adult. This issue will be analysed in more detail in the context of the
internet in Chapter 3.

2.3.4 Punishment and redress

This sub-section includes three main types of actions that need to be taken in the case
where speech does create harm and redress is needed, as well as to ensure both the
punishment of those guilty and a deterrent effect for the future.

These actions include:

– identifying those responsible for the harm;
– determining the level of harm caused and the degree of responsibility for it; and
– exercising jurisdiction over the matter; adjudicating it.
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In this section, the issue of identification is analysed while because the issue of
determining the level of harm is the subject of analysis in section 2.4 below (criteria
for determining harmful effects of speech). There is no possibility in this study to
devote too much time and space to the issue of cyber-jurisdiction, which is the topic
of separate analysis by many researchers and which will be touched upon in Chapter
4. Moreover, it will be argued in that chapter that the special problems raised by
cyberspeech cannot be efficiently solved by simply delimiting jurisdictional compe-
tences.

Identification

If punishment and redress are an indispensable element for securing a fair balance
between freedom of expression and other fundamental social values, then identifica-
tion of those responsible for causing harm or contributing to it is the cornerstone for
securing such law enforcement. Indeed, one cannot efficiently redress the harm and
prevent its repetition without actually finding and trying or punishing the author and
his/her assistants.

Four questions have to be asked and answered regarding identification:

a) To what extent is identification necessary?
b) Identification of whom?
c) Identification by whom?
d) How to ensure reliable identification?

a) To what extent is identification necessary?
There is no serious disagreement about the fact that where a certain expression
oversteps the limits of what a democratic society can tolerate and produces substantial
harm to social values and/or a specific person, the person causing that harm needs to
be identified and held responsible. In such cases of illegal expressive acts, identifica-
tion is a necessary prerequisite that allows the legal system to ensure the punishment
of the guilty and prevention of similar acts in the future. The problem appears usually
regarding the amount of information that needs to be disclosed – and recorded in some
way – prior to, and independently of, any criminal investigation or civil suit, to allow
possible future recourse. Because presumably what a person intends to say will not
violate anybody’s rights, one should not insist on that person’s disclosing of full
identity, unless willing to. In fact, many believe that because they are not intending to
breach any rules, they are entitled to complete anonymity, an argument traditionally
supported by the United States Supreme Court and lower courts,317 even if post-
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September 11th legislation and practices have clearly eroded this freedom.318 Yet some
data that could be later used to obtain full identification of the author of an illegal or
harmful expression are necessary for law enforcement purposes.

How does one ensure a fair balance of competing interests?
Traditionally, using certain types of communication implies the possibility for the

speaker him/herself to choose the degree of self-identification (see below). At the same
time, nothing prevents law enforcement agencies from trying to identify the author by
tracing back the path of communication. Also, each person or entity that repeats the
anonymous or pseudonymous message takes responsibility for its content (otherwise,
media would be tempted to abuse anonymity to avoid responsibility for their own
content). The relative balance thus created consists of the fact that media to which
individuals have unlimited and anonymous access are themselves limited in their
reach, i.e. their audience is rather small. Examples may be given of letters sent by mail,
phone calls from public phones, or displaying leaflets on streets, etc. Society is
prepared, it seems, to accept at least the attempt of a person to speak anonymously, as
long as the impact of that expression on the masses is insignificant. Even then, the
right is reserved of trying to find the author.319

When re-publishing information from someone else, media can and often do
preserve the confidence of sources, as they have the right to do.320 Yet even then, in
cases of serious crimes and by court order if the situation warrants, the identity of the
source must be disclosed.321 Alternatively, the media may decide to limit or exclude
their own liability for third party statements by disclosing the identity of the source.
Thus the media can require from their sources some identity information just in case
they might need it for the future litigation. Yet they are not obliged to do so, and
certainly the anonymous source can refuse to give that identification.

If it still decides to publish statements by that anonymous person, the medium
simply becomes its author. Yet the process implies taking decisions regarding all the
elements of the case: the nature and content of the statement, the importance thereof
for public debate, etc. I shall return to this very important observation when discussing
the distribution of liabilities for dissemination of information online.
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b) Identification of whom?
With regard to harms caused by distributing information to others, the task of identifi-
cation includes two elements: (a) identifying the author, and (b) identifying all those
who contributed to the transmission of the message (intermediaries). This second
element is not necessarily caused by the need to make intermediaries liable, because
it may simply be the best, or even the only, way of determining the identity if the
author. Therefore, it is often more convenient to start the process of identification
– and indeed investigation – from the second step, i.e. identifying the intermediaries.
Identifying intermediaries implies the determination of the path information has
followed from author to destination, i.e. all the participants in the process of communi-
cation who have in one way or another taken part in it. Because the legislation of most
countries requires at least registration, if not the obtaining of a licence to offer commu-
nication services, it is often rather easy to verify the identity of the intermediaries
involved. Yet in respect of the internet the tendency is not to require the obtaining of
a licence or other authorisation. However, even if not under obligation to obtain
permission to start work, such intermediaries are required not only to provide their
identification data to the relevant state authorities on request, but also make them
known to the public in a clear and visible manner. Such information includes name,
address, licence number, etc. These data are also often part of the publicity such
entities organise for themselves and are generally not considered a burden. All of the
above may be called self-identification.

A separate issue is the identification by some intermediaries of other intermediaries
in communication. It is a usual practice for intermediaries to know the identity of other
entities through which they send and/or receive information. However, obtaining such
information can create shortages of resources (e.g. of computer memory on which
identification data is preserved) and present technologies do not allow efficient and
cheap ways to verify authenticity of identities obtained.

Identifying the author can be a much more problematic issue. Normally, the author
does the same as intermediaries: provide his/her own identity (ID) in some way, i.e.
self-identification. This may take the form of a contract for the use of services of
intermediaries such as a phone line, which includes the client’s ID, or of providing that
ID when actually using the service (e.g. by writing the return address on the back of
the letter). While in the case of contracts the company usually performs an ID check
to be sure that the client will pay for its services, no one actually verifies such ID in
other situations. The author of a letter can write any name and address on its back and
thus effectively preserve anonymity, presenting an almost impossible challenge in the
way of identification, as proven my the tragic examples of letter bombs and more
recent anthrax letter attacks in the USA.

To say it in a few words, identification of authors of harmful materials depends
almost entirely on whether, and to what extent, authors can obtain access to communi-
cation tools without having to disclose their identity. It is not uncommon in many
media to offer such anonymous means of communication: mail, public telephones or
similar public access services are but a fraction of the number of available tools.
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A separate issue in the area of identification is that of stolen identity, where a
person transmits the message, yet presents him/herself as another person. This could
make an innocent person liable for the content provided by others. It is important,
therefore, to determine whether technically it is possible to verify the true source of
a message, or at least to exclude false sources thereof.

A different type of identification is required in the setting of preventing minors
from accessing adult materials. This is identification, better known as age verification,
discussed above.

c) Identification by whom?
As discussed above, it is normal for anyone with good intentions to identify his or her
self, if only in order to be able to receive feedback from other persons. Of course, in
other cases, it is the primarily the task of law enforcement agencies, or private investi-
gators, to try to identify the author of a harmful statement. Yet they depend, volens
nolens, on cooperation of intermediaries through which the message of the anonymous
author has circulated. The question thus appears: to what extent should intermediaries
be obliged to: (a) require and obtain identification data of their services’ users, and (b)
preserve and disclose such data?

One of the elements to be taken into consideration will need to be the technical
capacities of each intermediary concerned. Another element is the effect of such
intermediary actions on freedom of expression, on their businesses as such, and on the
existence and development of technology, as well as, on the other hand, the efficiency
of such actions in the law enforcement task and existence or lack of alternatives in
performing that task (all these issues are examined in Chapter 3).

d) How to ensure reliable identification?
This issue is mostly technical, yet its solution must be compatible with human rights
standards (thus it is examined it in more detail in Chapter 3). Here it suffices to
mention that any identification made should be reliable, if it is to be defended with any
chance of success against the effects of the competing right to privacy. In other words,
simply obtaining an identity which cannot lead to the real person behind it would
preserve the burdens on speakers and intermediaries mentioned above, yet not solve
the problem for which such identification is supposedly required.

Identification of a person in a modern state is based on documents (or other forms
of recording personal data, such as electronically) issued by authorities of the state of
citizenship and/or residence and typically takes the form of a passport or identity card.
Such information usually includes full name(s), address, as well as a picture of the
owner and possibly a basic description or even biometric data of the owner. Such
means of identification may be called primary identification documents.

All other forms of identification will have their final basis in these primary identifi-
cation documents. In other words, additional means of identification (at least the most
important ones such as driver’s licence, credit card, company identity badge or airline
tickets, etc.) are issued to persons whose identity is first confirmed by examining
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primary identification documents issued by the authorities. Less important documents
may be issued on presenting identification documents other than the primary ones, the
assumption being that they themselves have been obtained by presenting primary
identification documents.

In the case of direct communication, identification is simple, as one sees the
participants and can determine, if necessary by checking passport or other documents,
their real identity.

In the case of any kind of non-direct (assisted or mediated) communication, in
order to ensure reliable identification, one has to rely on other means of verifying
whether the personal (identification) data the person discloses coincide with his/her
real identity. The easiest case is when the same communication medium has issued the
person a code or another piece of information, known only to the owner and serving
as identification at distance, to avoid checking the primary identification documents
every time. Such kind of alternative ID is normally issued after direct contact with the
person and verification of the state issued documents.

The next level makes use of the existence of other services that issue unique pieces
of information. Thus, it is possible not to check directly the identity of a person if (s)he
provides a credit card number. One can verify with the bank whether the number
indeed identifies the persons claiming to be the owner. If need be and on the basis of
a court order, it will be possible to find out, from the bank, the identity data of that
person.

If access to communicating through a medium requires mandatory and reliable
verification of a person’s identity or part thereof, the medium will have to obtain the
relevant identification information and verify that information (if necessary at a
distance).

As a side issue, one needs to also look at the extent and nature of information an
intermediary (assistant or mediator) to the process of communication may obtain and
provide regarding the path the message has gone through before (and possibly after)
reaching that intermediary, called traffic data.322

Basically, these are the four issues to be checked for each participant to communi-
cation process:

a) obtaining the relevant identification information;
b) verifying that information;
c) providing traffic data; and
d) performing age verification (only regarding certain types of information).

Determining whether, to what extent and at what cost (in terms of limiting effect on
freedom of expression, technical development and also in expenses) an intermediary
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may perform these tasks will give the answer to the question of who should be liable
to identify. It will also give an answer as to whether access subject to disclosing one’s
identity is a lawful requirement. These issues are examined in Chapter 3.

One may summarise the above by saying that while identification of the author of
harmful statements is sometimes necessary and law enforcement agencies use certain
investigation techniques to secure it, the author is free to determine independently the
level of self-identification in using certain media. As for the mass media or media
professionals, the decision of the author whether and to what extent to identify him or
herself, combined with the decision of the editor whether or not to disseminate the
statement, as well as whether or not to require the author’s ID, result in the actual
degree of identification. In all instances, because dissemination takes place without
any relation to criminal or other investigation, identification is voluntary.

2.4 CRITERIA FOR DETERMINING THE LEVEL OF HARM: CONTENT, CONTEXT AND
FORM OF THE MESSAGE

Previous chapters, especially section 2.2, have dealt with types of harmful expression
and measures that can be taken in response to them. They analysed the principles and
presented a more general picture regarding harms and lawful ways to respond to them,
including under the European Convention. Yet, as the Court has emphasised time and
again, freedom of expression cases can only be correctly decided, and a fair balance
struck between the conflicting rights, after examining all the circumstances of the case,
i.e. ‘in light of the case as a whole’.323 The Court itself performs such an analysis,
under the heading ‘application of the above principles to the instant case’, and it
expects national courts to carry out a similar exercise. This is why it is important to
determine which circumstances the Court perceives, or could perceive, as relevant, i.e.
the criteria for both identifying those circumstances and for determining the exact way
they influence the balance between freedom of expression and other conflicting rights.
This, in turn, may serve as a basis for national courts in their freedom of expression
case-law and for determining which aspects of the internet are relevant in determining
the harm caused by cyberspeech.

It is submitted here, on the basis of analysis of the Court’s case-law, that there are
three main groups of such criteria: content, context and form of the message. Those
criteria serve the purpose for determining the effect of expressive behaviour, and the
latter is always designed to convey some meaning to others (the audience and the
victim). Thus, the task is to determine what factual circumstances may modify the
effect a message has on others. The main effect is, naturally, from the content of the
message. However, the way that content is understood by its audience depends on two
additional sets of factual circumstances: the form the message takes and the context
in which it is disseminated to the audience. In fact, the form and context of a message
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may change drastically its content, or the understanding of that content, by the victim
and audience.

The notion of content may have two meanings. The first one is the content of an
expression in abstracto, outside a specific context and form. The other meaning is the
result of combining this abstract content of the message with its context and form. The
three elements of content, context and form are examined in detail below. More
exactly, one determines which factual circumstances related to each of these three
elements has an effect on the level of harm caused by the expression at issue (increas-
ing or diminishing it).

One last remark before beginning to analyse the three elements influencing the
final content of a message is that each of the three elements represents a detailing of
the more general principles determined in Section 2.2 above. Indeed, this section
develops the rather general statements regarding the mechanisms of harm with more
specific elements, circumstances which can increase or decrease the level of harm
caused through the exercise of freedom of expression.

2.4.1 Content of the message

The content of the message conveys the author’s idea(s). Based on its content, the
message receives various degrees of protection under the ECHR approach. The content
of a message, when it conflicts with another right, determines the application of two
sets of appreciations of the message.

First, from the content of a message one may determine whether it addresses issues
of political, artistic or commercial nature. Accordingly, the Court distinguishes three
types of speech, always in a broad sense: political, artistic or commercial. The highest
level of protection under the Convention is ensured to political expression, a little
lower for artistic expression and even less for commercial speech. This categorisation
is important in determining the necessity of a limitation under Article 10 § 2.324

Second, the content of a message determines the type of harmful speech the
message belongs to, such as defamatory speech, hate speech or divulging of confiden-
tial information. It is hence the basis for deciding which legitimate aim to pursue in
attempting to limit it.

Some jurisdictions (notably the USA) are suspicious of limiting expression where
the criterion used is its content. This is because content-based limitations may easily
amount to censorship of unpopular ideas. Limiting context and form, on the other
hand, is more acceptable, because they are usually content-neutral. Yet other legal
systems, in both Europe and outside it, accept that certain types of content are in all
circumstances so damaging to social values that it is acceptable to target that type of
content for legal action. This is the case with racist and xenophobic speech, for
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instance, and the approach of targeting such speech is enshrined in a number of
international instruments, notably the International Convention on Elimination of All
Forms of Racial Discrimination.

Content-related circumstances relevant for determining the degree of harm caused
are those that define the given type of harm, i.e. these circumstances correspond to the
elements that form the notion of a specific harm (or crime). In order to determine
which factual circumstances are relevant in this sense, one needs to examine the
definition of each type of harm. Three of these types of harm have been analysed in
Chapter 2.2: adult material, hate speech and defamation.

(a) Hate (racist and xenophobic) speech
As determined in Chapter 1.2, hate speech operates through the following mechanisms
of harm:
1. Direct harm to the person’s rights and freedoms – through insults, harassment and

threats directed at him or her.
2. Danger of persuading others to take immediate illegal action against the victim –

through incitement to such actions;
3. Incitement of and propaganda for racially motivated hate and discrimination

creates the danger of persuading others to adopt or accept the views of the speaker.
4. The danger that hate speech may spark a violent reaction from the audience,

leading to breaches of the public peace and order and thus challenge the authority
of the state.

5. Denial of crimes against humanity, first of all the Holocaust.

From this list of harmful expressive actions, one may determine that the factual
circumstances that affect (increase or diminish)325 the harmful effect caused include:
1. In the case of threats, insults, etc. – circumstances that:

– make the threats more credible;
– make insults more hurtful; and
– make harassment more persistent, less avoidable and more serious for the

victim.
2. In the case of incitement to immediate unlawful action – circumstances that:

– make the incitement more convincing, or make more immediate the danger or
unlawful acts;

– make the audience more prone to be convinced and/or to act as incited to.
3. In the case of incitement and propaganda of racially motivated hate and discrimina-

tion – circumstances that:
– make the incitement more convincing;
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– help create an environment of routine, non-conscious discrimination and latent
hatred.

4. In the case of hate speech which may spark a violent reaction from the audience –
circumstances that:
– make hate speech more provocative of violent reaction;
– make the audience more prone to react violently.

5. Finally, in the case of denial of crimes against humanity – circumstances that:
– make the hate speech more convincing, especially by concealing the hateful

nature of the message, contributing to its wider acceptance;
– makes the denial more hurtful for victims.

(b) Adult material
One may recall that the mechanism of harm for material with sexual content is:
1. Harm is caused by illegal (violent/degrading/child, etc.) pornography through, first

of all, the victimisation of the persons involved in it. Second, harm is caused by the
use of the resulting materials: (a) by inducing or convincing unsuspecting victims
to consent to being victimised in the making of new materials, (b) by changing
attitudes of consumers from neutrality or rejection into acceptance or trivialisation,
legitimating and imitation or even ‘improvement’ of acts depicted, which leads to
sexual offences being committed and others who commit them being treated less
strictly;

2. Harm is caused through indecent or disturbing material by exposing it to reluctant
audiences in public places or at home, possibly creating a ‘captive audience’ or
similar effect;

3. Harm is caused through giving access to minors to adult material, through mis-
education/prevention of the education the chosen by parents, premature exposure
to materials minors are not yet ready to process.

Circumstances that affect the level of harm include:
1. For illegal pornography – circumstances that:

– result in abuse, injuries and other victimisation for the persons depicted;
– allow easier and/or more widespread victimisation of persons other than those

depicted;
– make illegal pornography be viewed as less dangerous or even acceptable,

trivialise the issue of abuse and stigmatisation it creates.
2. For exposure of reluctant/unsuspecting audiences to adult material – circumstances

that:
– increase the ‘captive audience’ effect;
– increase the element of surprise;
– increase the intrusiveness into privacy.

3. For exposure of minors to adult material – circumstances that:
– increase the (immoral) effect on minors;
– contribute to their mis-education.
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(c) Defamation
Defamatory speech may cause three main mechanisms of harm, namely:
1. Danger that the audience will be induce to believe that statements are true, when

in fact they are not;
2. Protection of the victim’s feelings from unfair and outrageous attacks against own

person (possibly coupled with the danger of a breach of the peace) and the even
greater injury caused when such attacks take place in public; and

3. Danger that interests other than reputation may suffer as a result of false non-
defamatory statements may be believed by the audience.

4. Danger that the audience will be induced to agree and support negative value
judgments about the victim, when these opinions are abusive of freedom of expres-
sion in some way, such as not being having a sufficiently factual basis or represent-
ing clearly (intentionally) unfair conclusions from such facts.

Circumstances that increase or decrease the harm caused by these types of defamatory
speech are:
1. In the case of false statements about the applicant – circumstances that:

– mask the falsehood of those statements and increase the credibility of the
message;

– increase the degree of falsehood and defamatory character.
2. In the case of outrageous personal attacks – circumstances that:

– increase the degree of provocative character and of suffering (how much
suffering the statement caused, how great was the danger of violent reaction).

3. In the case of damage to interests other than reputation – circumstances that:
– increase the extent of such damage, by making more credible the false (even

though not defamatory) statements;
– increase degree of falsehood.

4. For the case of unsupported or unfair value judgments – circumstances that:
– mask the lack of factual basis for the value judgment;
– create false impression of fair conclusions/comments on the facts;
– make the audience more easily accept and promote negative opinions.

Of course, the reverse logic is also valid and the content of a message will have less
harmful effects if it can be shown to have the reverse effects to those shown above
(e.g. reducing the credibility of the message by emphasising its satirical nature).

Obviously, the main means for increasing or decreasing the level of harm as shown
above is by choosing words that will convey such a sense as to cause such harm or
avoid it. For instance, it is very simple to increase the effect of a racist insult by using
expressions or words that one knows from previous experience are most hurtful to
members of the victim’s racial or other group. Similarly, if the definition of defama-
tion includes the notion of unfair/unsupported value judgments, then one can increase
the effect by increasing the ‘degree of unfairness’, such as making extremely far-
reaching defamatory conclusions from a clearly insufficient factual basis. And if child
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pornography is extremely harmful, then the effect may further be affected by the age
of children depicted, as well as by the degree of abuse.

Thus, by shaping the content of one’s message, one adds a qualitative element to
the message, a matter of degree of harm that is, or has to be, generally foreseeable to
both the author and the victim or audience based on common sense, prior experience
and other rules of social life.

The harmful effect may be even further increased by combinations of harmful
content. For instance, as determined above, minors need to be shielded from premature
exposure to sexually arousing materials, so showing a minor pornography is already
harmful enough. Yet the effect is even worse if, besides the main harm of such
premature exposure, the material suggests/educates the normality of acts such as
incest, child pornography or rape.

Inversely, the message an author sends may expressly or impliedly attenuate the
harm caused or even exclude the damaging effect. In the Jersild case,326 the Court
partly based its decision in finding a violation of Article 10 by Denmark on the fact
that the author had referred to the ongoing debate on racist groups in the country,
declared the intention to portray the mentality and social background of ‘Green
jackets’ and thus had set the framework within which the further content had to be
seen by the audience. Only thereafter were the interviews with the racists broadcast,
and even though they contained clearly racist statements, the programme author’s
intention was not to offend by disseminating those ideas (which he expressly rejected
in the programme), but rather to raise public awareness of the problem.

Sometimes, the express words used by the author are a key element in determining
the level of harm from (and tolerance towards) an expression. In the Hertel case, the
Court took into consideration that although the material published about the alleged
danger to health from using microwave ovens was controversial, ‘nowhere [did] it
expressly propose (…) that microwave ovens be destroyed or boycotted or their use
banned’.327 Similarly, in the Lehideux and Isorni case, the fact that the applicants had
expressly denounced Nazi atrocities and persecutions ensured that the message they
conveyed could not be apologetic of Nazism or denial of crimes against humanity.328

And in a case that dealt with a different type of harm (speech allegedly threatening the
security and territorial integrity of Turkey), the Court noted that in spite of using
strong language, the speech in issue ‘(…) did not constitute an incitement to violence,
armed resistance or an uprising; in the Court’s view, this is a factor which it is essen-
tial to take into consideration’.329 In the same vein, it is argued here, direct calls for
racist violence or discrimination or other illegal acts are prima facie cases of unaccept-
able speech, and the lack thereof is an important element of finding the message not
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to be excessive. The Court has also recognised a higher margin of appreciation of
national authorities in assessing the need of limiting expressions where they ‘(…)
incite to violence against an individual or a public official or a sector of the popula-
tion’.330

In addition to the above, it is useful to make the distinction between the primary
and secondary content of a message. Where the harmful part of the content is minor
compared to the main content, which determines the aim thereof, there are fewer
motives to limit freedom of expression.331 This is typically important in defamation
cases, where sometimes a message is to be tolerated because the main facts it alleges
are essentially true and the main thrust of the statement is based on them, even if some
of the less important, less relevant or less defamatory facts are proven not to be true.332

However, this distinction is also relevant to the other types of harm analysed. For
instance, a picture of a totally nude child is not considered pornography if the child is
depicted in an environment natural for a child such as a beach or being washed by its
mother. The nudity in this case is not the main idea, not the focal point of the picture
and does not as such arouse any sexual interest.

To conclude, the content of a message in the restricted sense (content in abstracto)
is the effect of the text/image/sound itself and is the main tool in shaping the effect on
audiences, by either increasing or decreasing the level of harm.
I shall now examine how the elements of context and form affect some of the above
content elements.

2.4.2 The context in which the message is disseminated

The context in which a message is disseminated by the author and received by its
audience may have a crucial effect on the overall content and effect on the audience.
This has been recognised time and again by the Court in its Article 10 case-law. For
instance, in the Barthold case, the Court found that to properly balance the competing
rights, ‘the prohibited declarations must be placed in their proper context and exam-
ined in the light of the particular circumstances of the case’.333 In a more recent case
demonstrating the Court’s acceptance of the fact that content can be influenced by
context, it was held that ‘it is not to be excluded that an expression, which is not on the
face of it offensive, could have an offensive impact in certain circumstances’.334

Context is composed of the totality of circumstances relevant to the process of
communication and which are external to the message itself (unlike content and form).
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In British defamation law, the process of showing how a message that is not of itself
defamatory, or does not relate to the applicant but becomes defamatory of the appli-
cant in view of additional factual circumstances (whether known to the author or not)
is called innuendo. Basically, this principle is valid for all kinds of speech, not only
defamatory one, even though it is a separate and difficult question whether the author’s
knowledge and intent are relevant and to what degree.

In order to analyse the context elements of internet speech later on, it is important
here to determine the context circumstances in the communication process in general.
To that end, one examines all the elements of that process, namely the participants
thereto (content originator, audience of the message and victim or persons/interests
harmed), and the relationships between the participants above in regard to the specific
message and in more general settings. It will be shown further in this section that there
are at least five elements that may constitute the context of a message: (a) the author,
(b) the audience, (c) the victim, (d) the time and place of disseminating the message,
and (e) the general background of expression.

The objective is to determine the circumstances that are relevant to arguments both
in favour of freedom of expression and in favour of limiting that freedom. In other
words, the resulting set of relevant circumstances will be instrumental in striking the
balance between the importance of a message to freedom of expression and more
generally to the principles of a democratic society on the one hand, and on the other
hand the ‘pressing social need’ to limit the expression that causes harm.

Besides the main meaning of context on which this part of research will focus,
there is also context in the limited sense of the word. In this case, context includes any
logical relationship that a message has with other messages presented as a whole to the
public. The classical example is the publication of a newspaper article on the same
page (or in the same issue) as another article about the same person or event, or next
to a picture of the person, etc. Even if no formal reference is made in either of the two
or more pieces of information to each other, the reader (viewer, listener) may make
that logical connection and that may sometimes lead to harmful results from the
materials published or broadcast. This second type of context stricto sensu is examined
at the end of this section.

The ECtHR took into consideration some of the circumstances determined in this
part of the research as relevant to the communication process. I will emphasise such
Court analysis and cite cases where it was applied. Other circumstances discussed
were not part of ECHR jurisprudence, yet seem relevant thereto and for these one
needs to emphasise the effect on freedom of expression issues. For each of the ele-
ments shown below (audience, author and victim), I will analyse how it relates
specifically to the three types of harm selected.

A. Content originator (author)

The status, past behaviour and/or statements and other details regarding the content
originator (author, editor, publisher, i.e. the person or entity that provides the content
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to its audience, whether or not being the actual author; called hereinafter, for the sake
of brevity, ‘the author’) may influence the effect of the message. This is because it is
normal for persons with critical, independent thinking to examine not only the plain
text or meaning of a message, but also what its author may imply, what motives and
purpose lay behind the statement.
The author’s status may result from at least two distinct sets of circumstances:

a) belonging to a specific group, which may by itself impose a certain status on its
members, and

b) the author’s identity, background and actions that may reasonably be linked to the
message.

Membership of certain groups
Membership of certain groups (whether express or implied) has been recognised by
the Court as a circumstance occasionally relevant to and affecting the meaning of the
message. As the court mentions in the Engels case, the notion of ‘order’ in article 10
is not limited to ‘ordre public’, but ‘also covers the order that must prevail within the
confines of a specific social group’.335

Thus, the fact that the author is a mass medium is a very important circumstance,
because the media play an important role of informing and of being the ‘public watch-
dogs’ of a democratic society. Media are thus generally given higher protection in
respect of exercising freedom of expression than other authors.336 For instance, it has
long been held that ‘journalistic freedom also covers possible recourse to a degree of
exaggeration, or even provocation’.337

Under certain conditions, groups of campaigners not related to the media may also
claim a higher than normal level of protection of their expression. In this respect, the
Court considers that ‘in a democratic society even small and informal campaign groups
(…) must be able to carry on their activities effectively and that there exists a strong
public interest in enabling such groups and individuals outside the mainstream to
contribute to the public debate by disseminating information and ideas on matters of
general public interest such as health and the environment’.338

At the same time, this privileged status creates special ‘duties and responsibil-
ities’339 that extend further than those other speakers are expected to observe, espe-
cially regarding the duty of diligence and objectivity of research and of presentation.340

In the Steel and Morris case mentioned above, the Court added that certain safeguards
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such as increased tolerance to statements on issue of high public interest are subject
to the proviso of good faith and an accurate and reliable basis, which applies equally
to non-media actors.341

The status of elected or otherwise chosen people’s representative is also important
for the purposes of freedom of expression, because such persons express the will of
their constituencies. Hence, authorities have to show more tolerance towards expres-
sion by trade union leaders, especially when they play a role on the political scene,342

and towards members of legislative bodies of all levels, especially when they represent
a dissenting voice.343

The fact of being a member of the armed forces is also occasionally a relevant
circumstance, since specific measures required to maintain armed forces discipline
may include greater limitations to freedom of expression than applicable to civilians.344

The Court does not automatically accept such limitations however and reviews the
extent to which the particular restriction was indeed required to maintain armed forces
discipline or other valid concerns.345

The Court has viewed as relevant and acceptable similar considerations stemming
from the need to maintain rules essential for the status and role of certain other groups.
The reasons for limitations on freedom of expression may differ from one group to
another, reflecting the specific function or position of the group. For instance, judges346

and generally civil servants347 may be subject to the ‘duty of discretion’ or to a duty
to show a more reserved attitude in virtue of one’s prominent position in the highest
financial institution of the country.348 In the case of judges this is also important for the
preservation of public trust in the judiciary as a whole and for the protection of the
rights of parties to cases decided.349 It is worth noting, however, that the limitations to
freedom of expression of judges can only be greater than the freedom of others ‘in all
cases where the authority and impartiality of the judiciary are likely to be called into
question’.350 In the case of Wille, the Court even gave a list of examples of what
statements would not be acceptable from a high level judge – ‘(…) remarks on pending
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cases, severe criticism of persons or public institutions or insults (…)’ (§ 67 in fine).
Thus, membership of the specific group, judges, only requires certain type of restraint
and not general limitation of freedom of expression.

The duty of lawyers351 is not to unnecessarily undermine the trust into the judicial
system or show disrespect to the court, while teachers352 have to exercise restraint in
order to avoid abuse of the influence they have over their pupils. Local and higher
level government representatives may lawfully be restricted in the exercise of freedom
of expression, especially when it comes to their political involvement, in order to
maintain the trust of larger sections of the population.353 Various medical professionals
may be required to exercise restraint on their freedom of expression, for instance when
it comes to self-advertising.354 Finally, inmates355 may be subject to such restrictions
that are warranted by prison security needs, etc. Only circumstances in areas that are
essential for the group’s role and functions will be relevant in determining the balance
between freedom of expression and conflicting rights.

Status conferred by membership of a group is not an immutable characteristic.
Context may affect the rights and obligations stemming from such status. For instance,
the applicant in the Janowski case addressed municipal guards with very harsh words
in response to their insistence that street traders move to another square. The journalist
accidentally witnessed this scene and verbally attacked the guards. His behaviour was
not mitigated by his status as journalist. The Court expressly addressed the issue and
found that it did not involve freedom of the press ‘(…) since the applicant, although
a journalist by profession, clearly acted as a private individual on this occasion’.356

Thus, no special protection was to be given to the speech of the journalist speaking
outside his journalistic status.

Membership of a group, while creating a certain status as described above, cannot
however be the sole and absolute basis for prohibiting the exercise of freedom of
expression. Thus, in a context of fighting terrorism examined in the Surek case, while
the Court took notice of the applicant’s role as a leading member of a proscribed
organisation, it considered nonetheless that the fact ‘(…) cannot in itself justify an
interference with the applicants’ right to freedom of expression’.357 Even more con-
vincingly, the Court expressly rejected the power to limit freedom of expression by
way of dismissing from public office persons formally affiliated with political parties
for that reason alone, even where the goals of the party are judged dangerous for
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democracy.358 At the same time, the interference will be legitimate if the person acts
contrary to regulations that are considered essential to be observed by members of the
group, such as independent and unbiased work of judges.359

Some of the circumstances examined above are applicable to the three types of
harm analysed in this study. For instance, the special role and protection given to the
media is equally important in all circumstances. Similarly, judges often have to
examine – and pronounce themselves – on cases relating to hate speech, pornography
and defamation, and unless they clearly cross the limits of objectiveness and impartial-
ity, they are presumed not to intend to cause harm. Also, the special relationship and
influence that teachers have over their pupils is equally important for all areas in which
the teacher chooses to express him/herself. Defamatory, hateful or sexist language will
have a deep impact on children and thus teachers have to exercise special diligence.

Other circumstances have different levels of relevance to each of these types of
harm. For instance, the status of people’s representative gives extra protection for
speech related to that status, i.e. mainly political speech. This kind of speech often
collides with the right to honour and reputation and thus is very relevant in defamation
proceedings. It may also be important in cases of (alleged) hate speech, as in volatile
situations such as in Turkey or Spain where hate speech is often alleged when it deals
with complicated political-ethnic issues. Yet being an elected representative may be
much less relevant for cases of alleged sexual harassment or other harmful expressive
acts in the area, unless they form part of a wider debate in the society and are part of
political expression.

The same applies to Government officers and Governments in general, with the
difference that they have to display an extra degree of restraint since all statements
they make presumably have a strong influence on the population as a whole and even
at the international level. It seems though that of the three harms analysed, hate speech
emanating from Governments or authorities is the most serious one, because it has the
potential to upset harmonious relations among large sections of population and serve
as a basis for further private hate speech and violence.

Author’s identity, background and actions that may reasonably be linked to the
message
This category includes circumstances related to the author other than personal identity
and group membership. They may complement the presumption of the need to limit
freedom of expression of a person that is part of one of the groups above, or they may
create independent reasons for limiting freedom of expression or for showing more
tolerance towards the message.

Past or contemporary conduct of the author not directly linked to, but relevant to,
the subject matter of the message, is sometimes important. Such conduct or statements
may create a context within which expressions unacceptable under normal circum-
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stances may have to be tolerated. Analysis of acts of the parties involved may also
serve as a basis for determining the motives, the good or bad faith of the author. This
is why it was important, in the Lehideux and Isorni case, that the authors of the
statement published to defend the name of Philippe Pétain and his role in the Vichy
Government, were made clear to the audience, who could thus know the motives of
those authors in writing the statement.360 In another case the Court noted that ‘[b]eing
a right-wing extremist, [the applicant] had entered the public scene well before the
series of letter-bomb attacks’,361 thus confirming that a private person may also
become, through his/her own actions, a type of limited extent ‘public figure’.362

It is submitted here that the actions the author can take – on purpose or unwit-
tingly – that affect the degree of harm, are those of shaping or affecting other types of
circumstances that affect content. As determined above, such circumstances can be
grouped in the following categories, as circumstances related to: (a) the audience, (b)
the victim, (c) the time and place of disseminating the message, and (d) the general
background of expression. Besides this, the author chooses the content of own mes-
sages and the form thereof. The totality of acts the author takes in these six areas,
together with any additional relevant circumstances flowing from the author’s identity,
background and membership in a special group as examined below, forms the circle
of author-related circumstances or context. Of course, not all the author’s actions will
affect those other areas, as (s)he does not have full control over each of them. Full (or
almost full) control is only exercised over the content (in the strict sense) and form, as
well as time and place of dissemination. Substantial control exists over the author’s
own identity, of course, which is increased through means such as anonymity. In
regard to audience and victim, the author has some control that can vary in particular
cases, and there is close to nothing that the author can do about the general background
of expression. However, even if the author does attempt to shape or use any of the
above-mentioned five elements, the effect is still felt through the two main ones:
audience and victims. It is through the changes in the attitude of these two groups that
harm is caused, and all the rest of the elements will have their effect also through the
impact on the audience or victims.

In fact, from the way the author uses, manipulates or even shapes, creates content,
context and form circumstances, may often be determined his or her good or bad faith.
And in cases where the interests of protecting and that of limiting freedom of expres-
sion are well balanced, the good faith issue may be the single element tipping the
balance in favour of one of the two interests in conflict.
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The relevance of the above for each of the three types of harmful speech analysed
in this research (hate speech, adult material and defamation) is examined below.

Hate speech
The good or bad faith of the author is often an important element analysed by the
Court. In one case, the author showed bad faith in publishing a book on racist groups
in Norway. The Court noted that the author could have easily established the truth of
statements on which he based serious accusations against a politician, yet he failed to
do so. It was thus not unreasonable to make him liable for false statements of fact or
opinions based on such false facts.363

And in the Jersild case, the Court took into consideration that it was ‘undisputed
that the purpose of the applicant in compiling the broadcast in question was not
racist’.364

Some of the author’s acts enhance the harm caused on the victim. For instance, in
the case of threats, letting the victim know who makes them, know that (s)he lives not
too far away, and especially know that the person is aware of the victim’s own identity
and address increases drastically the effect of threats and/or harassment, the fear and
anxiety that follow from words. This was for instance conformed in a US study in
2000 in respect of online threats.365 That study revealed such a reaction to threats
and/or harassment in the case of young people of both sexes in the USA, and reflects
the intuitive attitude towards threats combined with possibility of really becoming a
victim if they are put into practice. It is felt that these attitudes are not groundless, and
even if they were, the fears and thus the harm would still be real. It is furthermore
possible that a victim feels more threatened by an author who displays such a degree
of arrogance and disrespect for the law that (s)he not only clearly breaches it by
making racist remarks, threats, etc., but even does not attempt to hide his/her identity.
This implies a sense of complete security that the author has and thus diminishes the
victim’s sense of assurance that the law-enforcement agencies will protect him/her
from the author’s illegal acts.

In addition, if the author is a person known for past racial violence, the effect of
new threats (s)he makes is more serious, since the victim has many more reasons to
fear that they will be put into practice as violent acts. If the author is furthermore
physically strong, has special fighting or other skills that can assist in committing
illegal acts, or has acquired a weapon and shown or otherwise ‘advertised’ it to the
victim, all this also increases the effect of threats.

The persistence of expressive behaviour by the author may also be relevant. If such
behaviour is not an accidental, one-time event, but constitutes a series of acts with a
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common aim to harm, and if furthermore the acts focus on the same person(s) as a
victim, the effect of such expression may be much harder on the victim than each such
event taken separately. Such persistence seems to be almost a prerequisite for finding
the author’s behaviour to be harassment, yet it will play the role of aggravating factor,
also revealing the bad faith of the author in relation to insults or threats, as well as
incitement and propaganda. In fact, the laws of many countries in the world allow
courts to impose heavier penalties for recurrent offenders who commit the same or
similar types of crimes after being warned or punished earlier. Besides the fact that
such recurrence of behaviour is a direct challenge to the authority of the state that
needs to be responded to, this may also implicitly support the idea that more harm is
caused when the individual is rather persistent in achieving the harmful aims.

However, anonymous authors may be as frightening to a victim as known ones.
The source of fear in this case is not what the victim knows about the author (violent
past, persistence, etc.), but quite the reverse – what the author knows about the victim.
By not being able to identify the source of threats or the motives, yet being given just
sufficient insights as to how deeply the attacker has penetrated into his/her private life,
a victim is left with a constant fear of attack coming from anywhere, in any unexpected
place or form and against a variety of values the victim holds dear.

Adult material
Sometimes the effect of adult material or behaviour on the victim and audience
depends on the author who offers/facilitates access thereto. For instance, where
pornographers want to abuse minors, they try to form a trusting relationship and
become friends with the victim. This is particularly important for cases of minors not
under the control of the abuser, when the abuser attempts to lure the minor into a
closer relationship and eventually to a meeting somewhere where abuse can happen.
This is the author-friend scenario. When this fails, sometimes coercion or blackmail
of some kind is used, and in this case one has an author-coercer. The case of abuse by
parent, tutors, teachers or other persons who have some kind of authority or control
over a minor represents one of the worst instances of use of an author’s background
or position to abuse children. This is also true not only for direct abuse, but also for
mis-education and even indirect effect on minors through personal example (immoral
behaviour that is witnessed by children and easily imitated and accepted as a norm of
conduct).

For accidental or involuntary exposure of adults to adult material, it may sometimes
be important if the author is, for example, a newspaper or TV channel, and is known
for avoiding publication or broadcast of such material. The surprise of coming across
adult material is bigger when the source of material is less likely to contain them (and
vice-versa, there should be little surprise that a sex shop will have all kinds of adult
material on display). Similarly, the harm from exposure of minors to adult material in
places or publications,that are presumed to be free of such content may be higher. This
is so at least because the presumption of absence of such material in certain places
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creates a false sense of security, which implies less supervision and more chances that
minors will in fact access that material, often undetected.

Whenever adults are under some kind of dependence or subject to other formal or
informal authority of others, there may be situations where the authority or person in
charge creates annoyance in a sexual manner. The classical case is sexual harassment
at work, but it can also be any kind of sexually explicit (or implicit) behaviour that
simply is distasteful to colleagues/employees, but who cannot avoid exposure to it.
This is an equivalent of a captive audience and imposed lifestyle that is rather intrusive
into the (work) privacy of others. And this is mainly due to the author’s authority or
relationship with the victims.

Similarly to hate speech, there is distinctly increased fear of sexual violence or
harassment in cases where the author and victim know each other. This is furthermore
confirmed by scientific research. A recent World Health Organisation report on
violence and its effects shows that male aggressors in particular are more prone to
commit rape and other sexual violence against women they already know rather than
against strangers.366 Thus, when threatening or harassing statements are made to a
victim by an author (s)he knows, the harmful effect on the victim may be stronger.

Persistence of harassment or of attempts to abuse a victim (such as using a number
of various approaches to convince a minor to be involved in pornography) is a factor
that not only shows the bad faith of the author, but also creates more harm to the
victim, or more potential harm to persons repeatedly approached, contacted, etc.
Systematic and intentional exposure of reluctant adults to adult material increases the
harmful, annoying effect on them. As an example one may consider the sending of
unsolicited mail with adult material inside and no warning on the outside.

Defamation
In defamation law often the credibility of the source of a message is an important
element for determining the degree to which the audience could believe the statement
as true, or the comment as fair and well based, correct in essential details, etc. The
more credible the source (the author), the more people will trust the statement and the
more damage will be caused if the statement is in fact incorrect, unfair or abusive.
Therefore, if the author is a newspaper/news agency or person well known for the
accuracy and good faith of statements made, the result of inaccuracy or bad faith is
increased. Of course, when it comes to determining the level of liability, the good faith
of such an author in such a case will count in its favour and additional circumstances
may even be a basis for exempting from liability altogether, but this does not affect the
increased level of harm that is initially caused.

Inversely, newspapers (and individuals) with the bad reputation of a taste for
sensationalism and lack of accuracy or even bad faith do not enjoy a high degree of
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trust from the population and thus will cause a distinctively low, if not negligible, level
of harm (but only that harm which is caused through convincing audiences to believe
false statement to be true, because harm from annoying unfair repetition of same false
statements may also cause damage to no lesser degree than if made by serious
sources). Besides, if the author in the past made many unserious remarks, the harm
from a subsequent remark is less tangible as no one takes his or her remarks seriously
any more.

The special background of an author may come from his/her (previous) affiliation
with the victim. Thus, former employees can cause especially serious damage to the
business reputation of their former employer by making allegations on matters that
became known to him or her by virtue of that affiliation with the employer. Such
sources naturally tend to be viewed as more trustworthy and knowledgeable than
outside sources and thus again statements made in such a context about a former
employer will cause, if incorrect or abusive, more harm. The same applies in reverse,
when an employer speaks about his or her former employee.

The rule is also relevant to other close relationships humans have among them-
selves, formal or informal, such as doctor–patient, lawyer-client, priest–believer,
members of the same political party or club, close friends, etc. In all these cases the
harm is aggravated when the author has contacts with persons with whom the victim
also interacts on a regular basis.

Comments made regarding the quality of a product or service, the professionalism
of a person or the reliability of a business, etc. is often made in the media and in
society and forms a part of normal debate in various areas. Yet the same kind of
evaluations and comments may have a bigger impact on the audience and victim if
made by persons with recognised professional background/knowledge in the area
commented upon. Hence, the effect of a statement doubting the viability of a new bank
or the quality of a product, while simple annoyances if made by laymen, may become
very harmful if made by specialists in the relevant field. That is, of course, if the
audience is informed of the identity (and possibly of the special expertise in the area)
of the author.

One of the more known ECHR cases in which the victim’s conduct affected the
level of tolerance towards reactions to such conduct is Oberschlick. The Court has
found there that even though the journalist had used very strong language against the
politician, that fact that he ‘expresse[d] himself in such terms expose[d] himself to a
strong reaction on the part of journalists and the public’.367

Even where the victim of harmful speech is not a true public figure (see above,
victim subsection), his or her past deeds and statements may project him or her to the
public discussion domain or cause legitimate strong response. In the Bergens Tidende
case,368 the Court did not accept that the allegedly defamatory article was an attack on
one cosmetic surgery clinic singled out for no good reason. In fact, the article was a
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response to the reaction of several women who had undergone treatment in the clinic
and who themselves were prompted to contact the newspaper after it published an
article describing in exclusively positive terms the work of the clinic in question. In
that sense, agreeing to provide positive information for publication about one’s
business implied the right of others to reply with negative examples of the same
business.

The good faith of the author is often of particular importance: did the author pursue
one of the aims that make freedom of expression such an important right? Or did (s)he
abuse that right in pursuit of a private or less worthy aim? While it is probably impos-
sible to fully understand the mind of the author, but some of his or her actions and
statements in a logical relationship with the message in issue may provide evidence
as to the good or bad faith.

For instance, bad faith cannot be presumed where the author did not contribute to
the relevant harmful formulation. In examining the limitation of freedom of expression
of Mr. Hertel,369 the Court excluded an intention on his part to enhance the harmful
effect of the paper he wrote on the dangers of using microwave ovens, by using a
particularly telling form (disturbing pictures). This finding resulted from the fact that
the author did not participate in the illustration or accompanying comments of his
paper, and thus could not be seen as having acted in bad faith.

In the Barthold case,370 a statement could have been interpreted as a covert attempt
at self-publicity. However, the applicant’s good faith in publishing the statement was
partly shown through the genuine character of the problem discussed, and partly due
to the serious, public and long-standing concern and campaigning of the author
regarding the subject matter. Even though the case was not one relating to defamation,
it is relevant that an author’s long-term genuine dedication to a topic is an indication
of good faith. This may become important if statements are made in pursuing or
defending views in such an area of special interest to the author, even if it may
occasionally harm the honour or reputation of others.

For the media, the Court often verifies another circumstance to determine whether
the statement was made in good faith: existence and extent of evidence gathered, as
well as whether the comments based on such evidence were reasonable or excessive
or misleading.371 Sometimes it is not so much the extent of the evidence on which a
journalist basis an article that counts, but the manner in which (s)he has attempted an
objective determination of facts. In the Prager case, the failure of the journalist to
perform a sufficiently detailed research, and above all his failure to attend at least one
of the court hearings presided by the judge he had criticised precisely for that judge’s
conduct during court proceedings, meant for the Court the inability of the applicant to
rely on good faith in writing the article.372
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As in the case of other types of harm, persistent acts of the author in achieving the
aim to harm is an aggravating circumstance. The Court occasionally takes this element
into consideration in defamation cases. For instance, in the Dalban case,373 the Court
determined that it was not proven that the description of events made by the journalist
was ‘designed to fuel a defamation campaign’. One may infer from this that had the
publications been made in a manner persistent enough to constitute such a campaign
(and in view of the additional circumstances of the case, namely that not all the facts
alleged were true, and that harsh language was used), the penalty imposed on the
author might have been ‘necessary in a democratic society’.

One important issue is that of the effect on the level of harm caused by the anonym-
ity of the author. The phenomenon of anonymous publication of defamatory materials
about specific persons becomes increasingly widespread, and needs to be examined.
A first effect of anonymity that comes to mind is that of a certain lack of credibility
of the source, which diminishes the harm. In other words, unless the message itself is
sufficiently verifiable without knowing the identity of the author (e.g. it makes
reference to documents, places, persons that can be found and the truth of allegations
made anonymously thus verified), it is generally less trusted. However, it would be an
oversimplified statement of reality, since the above argument is valid for (most) people
with critical, independent thinking. Unfortunately, no society can yet claim that most
of its members correspond to this description, and thus there are enough people who
make no major difference between credible (identifiable) and less credible (anony-
mous) authors or expression.

Besides, harm is caused, as shown above in Chapter 1, not only when people can
be led to believe false statements to be true. Harm can come from annoying repetition
of declarations that are seen by everyone as untrue and completely biased, but repul-
sive in their insistence to discredit the victim. In this sense, there is a legitimate interest
of the victim in putting an end to such speech, and the only way to do it is to identify
the author and either enjoin him or her to desist from further similar speech or bring
him or her to justice in a court.

Moreover, whenever the anonymous author includes statements that are not
available to the general public, there is an additional interest in determining the
identity of the possibly inside (company) source and preventing further disclosure.374

B. The audience for the expression

Every message is meant to convey information to other persons, and the harm caused
through speech is again one that often expresses itself in the conduct or reaction of the
audience to such speech. Hence, in cases where the audience is essential for causing
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the harm, circumstances related to how the audience perceives a message will be of
primary importance.

There are two main characteristics of the audience which are of importance for this
part of the study: (a) the size of the audience, and (b) its ‘quality’.

Size of the audience
The size of the audience is by itself a circumstance that has effect on the extent of
harm. The larger the audience exposed to the expression, the bigger the presumed
harm or impact caused and vice versa.375

It is not always possible, however, to determine exactly the size of the audience of
a message. In such cases, one may look at additional factual circumstances that allow
one to make a knowledgeable guess in this regard.

One such element is the medium used for disseminating the message. The larger the
potential audience a medium reaches, the bigger the size of the audience presumably
accessing the message disseminated through it. Thus, nationwide or even international
TV and radio stations, newspapers and journals have a much more extensive reach
than local ones, and accordingly a wider impact to be taken into consideration.376

Inversely, the fact that a journal has a small and stable readership reduces the effect
of materials published therein.377 At the same time, it can be argued that in regard to
some harms such as defamation, the limited readership that includes most inhabitants
of a small town in fact increases the defamatory effects of a material regarding a
person living in that community because everyone in his or her community will have
been exposed to the material.

Newspapers and journals can in fact give even more exact data regarding the size
of their audience, due to the fact that there is a known certain number of copies of each
issue.378 TV and radio, on the other hand, cannot offer such a degree of exactitude,
since even knowing the number of persons subscribing to a TV channel does not
guarantee that all of them will be watching the relevant programme at the relevant
time. In such cases typically one uses estimates based on the geographical reach of the
broadcasting and the ‘hours of broadcast’.379

Other presumptions exist in this area, such as that certain audiences have well-
known peculiarities that affect the overall audience of one’s message. For instance, it
is generally accepted that sending a material to a newspaper may result in its publica-
tion in that newspaper and thus the author accepts from the beginning that the actual
size of the audience can be not just the addressee and staff of the newspaper, but its
entire readership.
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Where the medium used is not mass media, the Court presumes the lower impact
resulting from the limited reach of the message, such as where literary works are the
vehicle of expression,380 or an even lesser effect where a letter is handed to a single
person.381

The effect of the size of the audience on hate speech is not always the same. The
general principle of ‘the bigger the audience, the greater the harm caused’ is valid for
harm, which results largely from attitudes of others towards the message.

Finally, sometimes the audience of an expression is itself targeted by harmful
speech. When that happens, the entire audience (or those persons in it who feel
offended) may be considered victims. I refer to it as ‘victim-audience’. For instance,
when the audience consists of (or has amongst it) persons belonging to a racial group
and the speaker makes racist remarks against the group, each of its members in that
audience is harmed. Because it is still an audience, the two criteria of size and quality
of the audience apply. The larger the victim-audience’s size, the more harm is caused,
because more victims are affected. Attacking a group of persons without singling out
any one of its particular members may be felt to be less dangerous. Yet consider the
harm caused by someone who announces anonymously to the public of a city that
(s)he will kill members of the victim group and then starts doing so. Every member of
that specific group in that town has reasons to be afraid. In comparison to this, a
declaration that killings will extend to members of the group in the entire region or
country, especially if accompanied by acts showing such a broad area of interest for
the killer, will result in fear and anxiety to many more people than in the first case.382

This despite the fact that no particular victim is identified.
This phenomenon is well recognised for hate speech, but it may equally affect

groups of people through defamation or adult material.

Hate speech
In the case of racially motivated insults, the increased suffering comes from the victim
having to helplessly endure such insults in public. The effect of large audiences on
suffering thus caused is empirically evident, as it is one thing to suffer from insults at
a local bar and a totally different one when they are uttered in front of a crowd or even
in the media.

All kinds of racist incitement or propaganda are obviously directed at changing or
reinforcing attitudes in the audience towards the victims. Naturally, the larger the
audience exposed to such speech, the greater the chance of more people being con-
vinced and thus the bigger the potential harm caused.
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And if incitement to imminent racially motivated lawless action is examined, the
size of the audience may become even more important. Research in human psychology
has long established that individuals in big crowds are often subject to serious devia-
tions from the line of conduct they would ordinarily take.383 Hence, inciting to racially
motivated violence made during large gatherings may much more readily result in
actual violence than if such incitement was directed at each individual separately, and
the larger the crowd, the bigger the effect of a strongly promoted common idea.
Moreover, if the racist speech is made in the presence of large numbers of members
of the victimised group, there is a greater danger of a violent reaction from such a
group against the speaker and/or groups supporting him.

However, racist (or generally any) threats do not have such a direct relationship
with the size of the audience (unless the threat is part of incitement to imminent
lawless action described above). In fact, in most cases threats are made in private
directly to the victim, and in that sense it is les relevant whether others have seen or
heard them. The size of the audience may be important in the case of threats that do
not target a specific audience, but rather the entire group. In that case, the size of the
victim-audience is relevant.

Adult material
The size of the audience is rather important in respect of adult material also. This part
does not deal with the audiences that become victims by virtue of their exposure to
adult material (see victim sub-section below). Yet it is victim-audiences which
constitute much of the harm of adult material and the larger such audiences, the greater
the harm.

Where the harm from adult material is caused partly also through the fact that
others than the victims depicted in such material are exposed to it, it is important to
determine the number of persons so exposed. The larger this number, the more harm
is caused. This is particularly true if it is accepted that harm may be caused through
trivialisation of illegal pornography, through presenting it as not very disturbing,
dangerous or worthy of the effort to regulate it.

As for sexual harassment or insults, such expression causes harm in and of itself,
but is further aggravated when others than the victim assist and witness the humiliation
and embarrassment the victim suffers. Again, the more such witnesses there are, the
more harm is caused.

Defamation
If for the other two types of harm above the size of the audience exposed to the
relevant message is important, then for defamatory speech it is absolutely essential.
That is, in the absence of third persons (others than the author and victim) who would
listen to, read or view the defamatory material, there is no defamation. This
emphasises that it is in the minds (and resulting changed attitudes) of the audience that



Chapter 2

384 Wille v. Liechtenstein, 28 October 1999.
385 Jersild v. Denmark, op. cit., § 34.
386 Handyside, op. cit.
387 As was the case in Muller v. Switzerland, A133.
388 Nederlandse Omroepprogramma v. the Netherlands, No. 16844/90, 13.10.1993 (unpublished).
389 See the Handyside case cited above, § 56.

112

defamation takes place, and thus it is logical that the larger that audience, the more
harm is caused.

The only exception here is the case of personal attacks and insults, where in
principle the victim is hurt even if there are no witnesses. Still, such attacks cause
more harm when many people witness them, so even here the size of the audience is
important.

‘Quality’ of the audience
The effect of the same words or symbolic actions is not uniform on everyone. Yet it
is also impossible for the law to require the determination (by the author and later by
courts, should the case reach them) of the effect on each individual who might be
exposed to the message. Instead, it is possible to approximate the effect by considering
the overall ‘quality’ of the audience, at least when it consists of specific groups that
are expected to react in a more homogenous way than society in general.

The Court thus took into consideration, for instance, that academic discourses,
directed at educated and critically thinking individuals, are less prone to exert a
negative effect than speeches directed at the ‘ordinary citizen’. Such was the case, for
instance, where a high-level judge gave a speech at a research institute on constitu-
tional law issues and opined that the Prince of Luxembourg was subject to the jurisdic-
tion of the Constitutional Court, a highly politicised issue at the time.384

Similarly, even though a journalist reported statements of a clearly racist nature in
the form of interviews with individuals inclined to be racist, one of the elements that
made the material acceptable in a democratic society was that it was ‘part of a serious
(…) news programme and was intended for a well-informed audience’.385

Other groups are generally considered to be more vulnerable and in need of extra
protection from certain material. This is why whenever the audience is composed of
children,386 or children may be among those exposed to the material,387 there is a
higher danger of harm caused by the content of the material and thus more need to
limit its distribution. The Commission also had occasion to focus on the peculiarities
of the audience specifically targeted, when it found no apparent violation of Article 10
in a case regarding a children’s TV programme.388 The Court also differentiated
between a book with a certain tendency to ‘deprave and corrupt’ and pornography with
a much stronger effect, in view of the fact that the book was specifically targeted at
children, while the pornographic material was targeted at adults.389
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Special audiences may consist of persons customarily exposed to this type of
message. The impact of exposure to another example of similar material would
therefore be only limited.390

Depending on the type and mechanism of harm, harmful messages may exert
greater effect through some audiences than through others. For instance, defamatory
statements are generally harmful. Yet if they are targeted at persons who often come
into contact with the victim, and who as a result adopt negative attitudes or even
exclusion of the victim from their communication circle, the effect on the person
defamed is much more immediate and hard than where the message is sent to the
public at large. The same is true of businesses in relations with clients. This may have
been one of the reasons for which the Court decided in the Jacubowski case391 to
sustain the limitation of the applicant’s freedom of expression. In that case, the
applicant had sent a circular to the clients of his former employer, in which he criti-
cised the latter’s work and described its grim financial situation. The circular ended
with an invitation to cooperate with the applicant himself. The Court has emphasised
the fact that the injunction against Mr. Jacubowski was only limited to issuing similar
circulars, which can be viewed as an implicit recognition that targeting the specially
interested audience of the former employer’s clients caused maximum harm to the
employer’s business reputation.

Audiences can be either prepared or not for exposure to certain types of content.
Thus, persons not warned of the possibility that they will see material expressing
sexuality or violence (this applies with special force to children) are more prone to be
negatively affected.392

One of the concepts that merit special attention is the so-called ‘captive audience’.
While democratic principles may require toleration of speech of others that ‘shocks or
disturbs’, this is accompanied by the implicit possibility and right of anyone who has
such negative feelings in response to such speech to avoid being exposed to it. How-
ever, when the author of such speech either uses or creates conditions in which the
audience cannot avoid such exposure, the harm caused may exceed the limits of
tolerance and thus warrant limitations.393

There are limits, of course, as to the weight the Court gives to various audience
related contexts. And sometimes, especially it seems where it is difficult to determine
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with any degree of exactitude the effect on the audience, the tendency is to avoid such
a review altogether and focus on other circumstances and principles.394

Hate speech
For hate speech specifically, the quality of the audience is an important element. As
shown above (the Jersild case), well-informed, educated and critically thinking people
are less prone to be convinced to either accept racist ideas or act on their basis.
Inversely, minors may often be more susceptible to believing what adults tell them.

Even though continuous or repeated exposure to hate speech is also harmful, for
it reinforces the sentiments and beliefs of those exposed to it, the effect on such
persons routinely exposed to hate speech is bound to be smaller than the effect on
‘newcomers’. In fact, while very violent and far-reaching racist ideas may have a
stronger negative effect on persons regularly exposed to hate speech in general, but
may scare off or repulse some of those not (yet) embracing racist ideas in general. In
the latter case therefore, in a strange way, the more shocking the ideas, the less
attractive they are to newcomers.

On the other hand, if the mechanism of harm consists not of trying to convince of
racist ‘truths’, but to incite to immediate unlawful action, then addressing such
incitement to persons already convinced is rather a precondition of any effect. That is
because few people will be convinced during a speech or other one-time event not only
that the ideas advanced are correct, but also that it is high time to immediately act on
their basis, and act in a violent form. Most will probably ignore such incitement, if not
be also repulsed by the ideas on which such incitement is based. Usually, there are at
least some persons in the audience already convinced of racist ideas who will more
easily be persuaded to act violently.

Audiences may be more prone to racist violence, for instance, by virtue of circum-
stances which do not depend on the author. Consider the example where a report is
published which identifies a gang that committed racially –motivated crimes. If as a
result a crowd spontaneously gathers, addressing such an audience with incitement,
or even with seemingly neutral statements such as providing a name and address of an
alleged gang member may easily – and in foreseeable manner – result in violence.

In the case of captive audiences, besides the increased effect on the victim-audience
(see below, victim subsection), there is an additional annoying effect on those who are
repulsed by racist ideas, but cannot escape being exposed to them. The residual danger
that some persons who are neutral towards such ideas, but have no other choice than
to hear or see them, will in fact – out of curiosity, a desire to exercise logical and
debating skills or otherwise – become convinced of racist ideas is also to be taken into
consideration.

If the audience of racist speech (especially insults) is not an indeterminate one, but
rather consists of colleagues or other persons whom the victim meets regularly, hisor
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her suffering may be increased thereby. This is due to the fact that in such cases the
victim cannot escape the memory of the suffering and humiliation and unwittingly is
reminded of it every time he or she is in contact with those who assisted in the humili-
ation. This is especially true where the audience does not strongly condemn the racist
remarks. The effect on the victim may be even more devastating when the author
remains anonymous in circumstances suggesting that she or he is a colleague or
otherwise in a close relationship with the victim. This can ruin the work, study and
other environments.

Adult material
Much of the harm from adult material is caused to the audience exposed to it, and
therefore the audience in such cases coincides with the victim (and is examined below
in the victim section). This situation is quite different from what some would term
‘victimless crimes’.

However, certain harm may be caused to a victim from the fact that others – the
audience – can view the relevant materials. That is, for instance, the case of child
pornography and of other illegal materials (especially where forced against the vic-
tim’s will). The fact that a someone has been abused can be considerably worsened if
persons who know the child, including other children, come across the evidence of that
abuse, as recorded in pictures, video, etc. In such a case, the initial suffering from the
abuse is increased exponentially by the impossibility to forget, to hide behind anonym-
ity. It may also add to the suffering of a victim when he or she finds out that their own
abuse has been commercially exploited and serves as one more object for the satisfac-
tion of the basest instincts long after the abuse itself has finished.

However, harm is not caused if the audience consists of persons professionally
involved in dealing with the type of materials in issue. Thus, researchers studying
human sexuality, including deviant sexuality, need to access the same (even though
illegal) material as their research subjects in order to fully understand their motives
and thinking. And if a customs officer or a member of the ‘morality police’ comes
across such materials, they should not suffer any significant harm in view of their
duties and training in looking for exactly this type of material.

Defamation
Clearly, some audiences are more interested in information about the victim of a
defamatory statement than others. Generally, the main criterion seems to be whether
the given audience knows the victim, either because of coming into occasional contact
with him or her or because the victim is a public person (see below on public persons
in the victim sub-section). In fact, the closer the contacts between the audience and the
victim, the more attention such an audience may pay to any material about the victim.
In such cases, the gossips, the sensational facts or defamatory messages often on
display are not about an almost abstract newspaper or TV star but about their next-door
neighbour or colleague. Therefore, knowingly sending defamatory material to an
audience one knows has a special interest in it is bound to have an additional negative
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effect on the victim. Recalling the mechanism of harm, whereby defamation basically
causes harm through negative changes in the attitude of audiences towards the victim,
it is clear that such a change of attitude will most likely and immediately be felt in
relations with such persons with whom one interacts most often. The harm caused is
then the most serious.

The captive audience notion is also relevant for defamation in a similar way as it
is for hate speech: its negative effect is increased when the persons in the audience
cannot escape exposure to it and are forced to witness the depth of false allegations or
bad faith comments. There is furthermore a residual danger that some persons in the
audience could in fact be convinced by (some of) the allegations.

Defamatory speech will not have the same negative effect on professionals who
deal with it, just as in the case of other harms examined above. One common example
is court proceedings in defamation cases where judges, lawyers and even the lay
audience are often exposed once more to the relevant message(s), yet presumably are
not affected in view of the additional knowledge they have of the fact that the state-
ment is under court scrutiny and will possibly lead to liability. Maybe it is in recogni-
tion of this fact also, and not only of the need to fully protect the rights of the defen-
dant or accused that the law in many countries creates privilege or exemption from
liability for most of what is said in court.395

One does not have to be a professional in the area in order to be accustomed to a
certain type of material and thus be less affected by new materials of the same kind.
This was basically one of the rationales the Court followed in the Hertel case,396 where
it noted that sending a text that alleged health risks from using microwave ovens to a
journal specialising in health issues had less effect on its stable readership, which was
already alert to various similar allegations. Thus in regard to persons already having
formed a negative attitude towards a person or business, it seems that exposure to other
similar ideas will not affect very much such persons’ attitudes towards the same person
or business.

C. The victim

The level of harm caused through exercising freedom of expression sometimes also
depends on the peculiarities of the victim affected thereby. Some victims react more
strongly than others to certain types of speech, and in certain cases the author is aware,
or should be aware of such a peculiarity. If he decides to target such a victim, the
author presumably knows that the harm caused may be greater (and the resulting need
to limit freedom of expression higher) than normal. Conversely, some persons may be
proven to be less affected by harmful speech and thus the need to limit freedom of
expression is lower.
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In this analysis, only those victim peculiarities and circumstances are relevant
which make the victim more (or less) susceptible of being harmed by the specific types
(and mechanisms) of harm analysed earlier in this chapter. Therefore, one examines
them in relation to each of these three types of harm.

Membership of special groups
First of all, victims, just like authors and audiences, may have a certain status stem-
ming from membership, explicit or implied, in a specific group. If a group is generally
known to be subject to abuse, attacks or other kind of harm, including from speech
directed at the group, then each member of the group can presumably be – to varying
degrees – more harmed by similar speech directed at him or her than by similar
expressions directed at persons not coming from such disadvantaged groups. Consider
an angry remark made to a lawyer suggesting that all lawyers should be eliminated –
this is already an almost banal expression. Yet someone saying that all Jews should be
killed will unmistakably know that this brings to the mind of many Jews the history
of the Holocaust, the attempt to exterminate their nation and the suffering they endured
then, as well as the modern ideas of some to continue such attempts. Definitely, the
same expression may cause incomparably different levels of harm mainly because of
the victim’s belonging to one group or another.

Furthermore, membership in certain groups not traditionally associated with abuse,
discrimination, etc. may also impose a certain role on victims, which makes them more
susceptible of being harmed. These are the groups the members of which are to some
degree dependent on, or even controlled by other groups. To be more specific, con-
sider the relationship between a teacher and the pupils in class. It has been
recognised397 that teachers (and other persons supervising minors) have both a strong
influence and control over the children they supervise.

That children are considered a category or group of persons in special need of
protection is beyond discussion. The formal criterion for this group is the young age,
accompanied by the immaturity, excessive trustfulness, naivety and other qualities that
make children a special type of victim. The lower the age, the more defenceless the
victim against all kinds of attacks, verbal or physical. The effect is more serious and
lasting for a minor, since at that age experiences are often more emotional, taken more
personally and find their way into the forming personality of the child. Therefore, it
is not only teachers, tutors, parents, or other persons with formal influence over
children who may cause them serious harm, but just about anyone.

Different reasons may be at the basis of the special status of a number of profes-
sionals such as judges, lawyers, doctors and priests. These categories of persons are
prevented, in view of their professional obligations, from effectively defending
themselves against verbal attacks, whenever such defence would involve either
disclosure of information received in confidence or undermining important social
institutions (e.g. administration of justice). In view of this ‘procedural weakness’ of
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such persons, they are considered more vulnerable to verbal attacks and thus in need
of extra protection.

There may thus be more reasons to limit an expression that amounts to such an
attack in comparison to similar words addressed to other persons. This is especially
true if the attack also jeopardises the social institution and the trust of the population
in its proper functioning.398 However, as was shown in respect of the author’s status
above, such a weak position stemming from belonging to a group is not an immutable
characteristic and it may be rendered irrelevant in certain contexts. For instance, only
in regard to matters where the special duties prevent efficient defence is a person in the
groups mentioned a weaker opponent to criticism. If their activities or words in other
spheres are criticised, they should react as does any other member of society. Also,
even in situations where such persons are prevented from reacting due to their profes-
sional obligations, they lose that special protection in cases where the obligation of
secrecy or restraint is no longer in force. Such was the case, for instance, of a doctor
in Norway who could, in the opinion of the Court, defend himself by seeking to be
relieved of the doctor-client secrecy by his patients, especially since the latter had
already published details of that relationship.399 The failure of the doctor to try this
avenue, even though he was not obliged to do so, prevented the successful raising of
the duty of professional secrecy before the Court.

There may be various combinations of such dominating-dominated groups; they
have been analysed in more detail in the ‘author’ subsection above. Here it suffices to
mention that when describing the role of a member of a dominant group in the authors’
subsection, one necessarily also thinks of the dependence of the dominated (victim)
group members, because it is in relation to the latter that the former dominates.

Individual characteristics of the victim
Besides status (higher or lower vulnerability to being hurt) resulting from group
membership, there may also be individual characteristics of a person which make him
or her be more affected by harmful speech. These will be examined in regard to each
of the three types of harm analysed in this study.

Hate speech
Victims known to have previously suffered from racially motivated attacks, harass-
ment or insults may be more affected by new threats of similar attacks, especially if
the author of the new threats is the same person who has perpetrated the previous
violence.

A person known to be the leader of a minority group in a town, region or country
will feel particularly threatened if someone points at this leader in the street and tells
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a group of people ready for aggression that this is the leader who must be beaten or
even killed. In this case, the peculiarity of the victim, known to the author, is that of
publicly representing a minority group and of attracting, as a consequence, the atten-
tion of violent racists.

The person may in fact be a member of a group alleged to abuse others and be in
power and still be in danger of violence if identified to an angry group of persons as
the alleged perpetrator of a particularly hideous act. This was examined as an implicit
element by the Court in the case of Alinak.400

Also, persons who cannot defend themselves from physical violence such as
children, ill persons or in certain conditions women and elderly people may feel much
more affected by racist threats than strong healthy persons of the same racial group.
Even the latter can really feel the threat, when it affects members of family or property
who are not easily defendable from attack.

Conversely, insulting or harassing victims who look strong enough (and maybe are
already angry enough) increases the chances of a violent reaction to such expression
and thus to ‘breaches of the peace’.

A person who belongs to a racial group is a victim of racist statements whenever
they are made of the entire group. Yet the suffering, anxiety and fear is dramatically
increased when the victim is singled out from the group, so that (s)he becomes a
specific target for violence, discrimination or further insults, harassment, etc. Just as
an identified, specific author may feel as more dangerous to the victim (see above the
author sub-section), so a victim identified to a number of potential (and often anony-
mous) assailants feels more open to attack.

Adult material
Certain victims of sexually related expressive behaviour by others may react more
strongly to such behaviour. For instance, the victim of a rape will react stronger to a
rape threat or harassment than a person who has not had such an experience. Of
course, it is important to determine whether the author knew of this particularity of the
victim, since sometimes words that are normally innocent may cause enormous
suffering to people in particular situations.

The age of the victim is often particularly important in the case of adult material.
It is not by chance that the criminal codes of most countries have additional provisions,
or higher penalties, for various types of sexual conduct involving minors.

There may also be different degrees of harm within this category. For instance,
pornographers who intend to abuse minors select material which best fits the way
children at various ages understand and/or are interested in them. Thus, pre-pubertal
children are often shown child pornography as a means of convincing by example to
repeat what children of similar age do in those films. For teenagers, materials shown
tend to rely less on pure imitation and more on arousing sexual interest. The material
used then is quite different.
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Victims of sexual harassment, insults, or other reprehensible behaviour are some-
times said to be partly responsible for the aggression towards them. While such
statements should not be overemphasised, there is a certain truth in them in that
victims may occasionally provoke reactions from others. A person who sends unmis-
takable signs of (sexual) interest in another person should not be hurt if the other
person reacts, e.g. by showing similar signs or otherwise expressing attitudes that
could otherwise be considered harassment. Of course, there are limits to this, and it can
never be claimed, for instance, that such behaviour provoked the rape of the victim.

Defamation
It has long been recognised that some (alleged) victims of defamatory speech have to
be considered to suffer less from such expressions than others. This is the case with
politicians, other ‘public persons’, and even to a higher degree Governments. In the
Lingens case,401 the Court found that the limits of acceptable criticism regarding
politicians were wider than those regarding private individuals. This has become one
of the ‘general principles’ of freedom of expression the Court has reiterated in many
subsequent defamation cases. While the fact of being a politician does not exclude all
protection of honour and reputation, that protection is not as strong as it would
normally be and thus it may happen that expressions normally subject to restriction
cannot be limited when they relate to a politician. A number of subsequent cases402

have determined that there is a higher level of tolerance that Governments must have
for criticism made towards them.

People that become ‘public persons’ in virtue of their active involvement in public
affairs must also accept a certain level of scrutiny of their role, even though to a lesser
extent than Governments and politicians must. The common feature is public volun-
tary involvement, not the degree to which the person is in fact famous, known, or
recognisable to many. In the words of the Court, ‘(…) it is of little importance whether
a certain person (or his or her picture) is actually known to the public. What counts is
whether the person has voluntarily entered the public arena’.403

This is confirmed by the Janowski judgment.404 This was a case where a journalist
was fined for insulting two municipal guards. The Court found that the guards, in their
status as civil servants, may have a higher level of protection against insulting remarks
than Government and politicians, since unlike politicians they do not ‘knowingly lay
themselves open to close scrutiny of their every word and deed’.405

Clearly, the fact that the (alleged) victim belongs to a certain group may create a
special status and influence the degree of harm such a person is expected to tolerate
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from critics, the media and the public. It has not been examined above because it
seems very specific to defamation law.

In defamation law, it is also now well accepted that people must accept very harsh
responses to their own actions or statements, when those are provocative in content or
form. The Oberschlick case in the Court is a leading one on this issue. In that case, the
Court found that a ‘politician who expresses himself in such terms [likely to shock
many people] exposes himself to a strong reaction on the part of journalists and the
public’.406 Hence, the actions and statements of the victim him or herself may them-
selves constitute a context in which others are allowed to react virulently, possibly
with words or deeds that would normally be intolerable otherwise. However, clearly
such reactions should bear a reasonable relationship to the acts and words of the
victim.

There are limits to even such replies to the victim’s provocative statements, as
exemplified in the Wabl case.407 The Court decided in that case that the applicant’s
remarks (calling a newspaper’s activity ‘Nazi-journalism’) were excessive, even
considering the fact that they came as a reaction to a provocative statement by the
newspaper itself. It was also important that the Mr. Wabl’s response to the newspa-
per’s initial article did not come as an immediate reaction, but only a few days later,
after the newspaper had published a retraction.

As mentioned above, in the Bergens Tidende case there was a collision between the
status of the victim (duty of professional secrecy, which would make the victim less
able to defend himself and was thus a circumstance favouring limitation of freedom
of expression) and his actions or inactions (failure to attempt to defend oneself by
asking to be relieved, especially since the patients had already disclosed some details
of the relationship with the doctor). The latter effectively overrode the impact of the
status and thus the Court considered the victim to be (close to) an ordinary person for
purposes of defamation law.

Even if this is seldom expressly recognised, courts tend to examine the past acts
and statements of alleged defamation victims in determining the level of harm they
suffer. Namely, if a person has suffered serious blows to his or her reputation in the
given field (e.g. as an honest businessman), new (defamatory) statements in the same
vein may affect him or her less. This is of course not to say that once a person is
proven to be a liar in a particular case, the epithet can stick with him or her for the rest
of the life – the law certainly protects such persons against new unwarranted attacks.
Yet it would seem that the degree of reputation lost through such an attack is much
lower just because there is not much reputation left to defend in the particular field.
Conversely, persons with good and widely recognised reputations usually claim much
more severe harm, and courts seem to agree.
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Another element that may play a role in determining the level of harm is the number
of victims. Indeed, the larger the number of victims, the more harm is caused and
presumably the more ‘pressing’ the social need to limit the exercise of freedom of
expression causing such harm.

Insulting not one person but several is thus more harmful, and this is where the
notion of victim-audience becomes important. As mentioned above in the ‘audience’
sub-section, there are cases where the entire audience of a message (or a group within
the audience) becomes the victim of the message, because the expression hurts those
exposed to it.

Since victim-audiences are still audiences, it is also important to examine the
‘quality’ of such an audience. For instance, for adult material, the quality of the victim-
audience is a criterion that in fact separates harm into three main types. Thus, an
audience composed of children is so special that any adult material is presumably not
fit for it (unless proven otherwise, such as material intended for sexual or artistic
education). And the specificity of a second group, reluctant adults, makes adult
(sexual) materials unacceptable only when shown to such adults without warning or
prior agreement. Because one cannot say about a person or group of persons, by just
looking at them or knowing their addresses, that they accept or avoid adult material,
it is to be presumed that such persons did not accept such exposure, unless the contrary
is proven. Of course, when warnings or other means are used that allow any adult to
foresee that the material to which (s)he is about to be exposed is of a sexual or violent
nature. Since illegal pornography cannot claim any legitimate audience and victimises
anyone exposed to it (whether or not the person feels that way), the quality of the
audience of such ‘expression’ is irrelevant (except for the case of law, psychology and
other professionals analysing such materials in order to combat them better, which
does not justify in any case producing new material of this kind).

The effect of the captive audience phenomenon in the area of adult material is very
serious. In the case of reluctant adults who prefer to avoid exposure to adult material,
accidental exposure without warning is already harmful. Yet forcing such persons to
view or listen to such content is far worse. Similarly, forcing minors to be exposed to
adult material is more serious than simply allowing or proposing for them access to
such content. And if the material is illegal, then forcing them to view it may deeply
disturb even those adults who otherwise do not mind seeing adult content.

One could even speak of a notion of ‘captive victim-audience’, where on the one
hand the audience cannot escape exposure to the harmful speech (as generally in the
case of captive audiences), and on the other hand persons in that audience suffer not
only the annoyance of such exposure, but the real harm as victims. The effects on the
victim of such exposure are much more serious than simple exposure to harmful
speech.
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D. Time and place of disseminating the message

The ‘timing’ of an expression and its ‘placing’ may become important elements
affecting its eventual meaning and impact on the audience or victim. An author may
sometimes exercise freedom of expression in such places and at such times that may
make such an expression harmful, or exclude such a dangerous effect.

For instance, choosing to publish clearly defamatory materials about a politician
just before elections is one example of acts enhancing the harm to the victim. Even if
it is later on proven that the statement was completely biased, incorrect and made in
bad faith, it may have caused more damage if the politician lost the election as a result
of that allegation being made. The statement, its content and form, the author, audience
and victim are the same as in the case of ‘ordinary’ defamation, yet due to the timing
of the statement to coincide with elections, the harm is dramatically increased.408

Similarly, making insulting, defamatory, etc. remarks prior to the victim’s wedding,
or ruining his or her chances to obtain a much-wanted job by making such statements,
will cause much more damage to the victim in comparison to exactly the same expres-
sion made at other times. The intentional timing of expressive behaviour in such a way
as to coincide with either general background events (see below) or important events
in the life of the victim (his or her family, relatives and friends, business, etc.) or other
personal condition (e.g. stunning a patient who has just had a stroke with very unpleas-
ant and unexpected news presented in such a way as to maximise the suffering rather
than sparing the feelings and health of the victim) is also a relevant circumstance.

Of course, such timing only causes additional harm if the statement is logically
linked to the event with which it coincides (precedes or follows) and is moreover made
with the intent to cause more (or less) harm.

The Court has implicitly accepted that the passage of time affected the tolerable
level of reaction to provocations, finding that a politician should have proven more
self-control when answering a newspaper’s provocation several days after the fact as
opposed to an immediate reaction.409

To exemplify the impact of the place of sending a message, consider racist threats
made to a minority member during a gathering of persons supporting racist ideas – the
victim will feel very threatened that more physical, immediate and illegal acts might
follow in such a place and context than if the author was simply saying the same things
in a one-to-one situation. Or racial threats made to a person in a remote area, at night,
where there is no way to quickly find shelter or help, nor are there any persons around
to witness the violence should it happen and thus act as a deterrent on the assailant. In
both situations, the fear the victim suffers from the threats addressed to him or her is
very much increased by such additional place circumstances.



Chapter 2

410 National Socialist Party v. Skokie, 432 U.S. 43 (1977).
411 The Court has noted this background element in a number of cases, such as Ireland v. the United

Kingdom, §§ 11 et seq., but especially cases against Turkey, such as Zana (where the background of
terrorist attacks in fact was the key element for being able to lawfully restrict freedom of expression);
Aksoy, op. cit., § 60; Incal, § 58; United Communist Party of Turkey and Others, § 59, etc.

412 Murphy v. Ireland, 10 July 2003, § 71.
413 Ahmed v. United Kingdom, 2 September 1998, § 62.

124

In the case of Skokkie,410 decided by the US Supreme Court, American Nazis chose
to march in a city area inhabited predominantly by Jewish people, many of them
survivors of the Holocaust, knowing that there the march would not be simply looked
at as a foolish, stupid, unimportant, etc. act, but taken very personally by many. It was
not a captive audience, since they could either shut windows or leave town for the day,
yet the knowledge that such a march would take place was already an affront of the
highest order to the inhabitants. The Court struck down the ban imposed by the city
council on that occasion.

E. General background against which the message is cast

The Court has sometimes used the term ‘general background’ or ‘background’ (of the
case or of the expression) to designate more general context relevant to the expression
analysed, but existing quite apart from that expression or the people involved. One
such example, found in a number of freedom of expression cases before the European
Court, is the background of fighting armed resistance and terrorism in south-eastern
regions of Turkey. This is a context relevant to analysing the necessity of limiting
expressions endangering the national security, territorial integrity, public order and
rights of others.411 The cases cited here all relate to terrorism or other armed struggle
against the state, yet the principle should remain the same for other types of contexts
– that relevant background elements may play a role in assessing the effect of a
message. Confer with the Murphy case and the recognition by the Court of ‘the
particular religious sensitivities in Irish society’, which allowed limiting of religious
broadcasting there.412 In this case, the general background taken into account was the
long-standing religious differences and violence to which such differences had led in
the recent past.

Occasionally, the background against which the expression is to be measured is
clarified by research, reports or other evidence of the intensity of the problems that
might be exacerbated by allowing the particular type of expression to go unrestricted.
Thus, in the Ahmed case413 the Court took note of the Widdicombe Committee’s report
on abuses of freedom of expression by government officers, which threatened the
long-standing traditions of political neutrality of local government in the United
Kingdom. Against such a background, it was not unreasonable to restrict the freedom
of expression of senior government officers in order to preserve the important role
which political neutrality traditionally plays in the United Kingdom.
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The general background often includes the analysis of presence (or lack) of general
public interest and debate on the matter. The higher such an interest, the more impor-
tant is the message in the exchange of opinions, in the public life of society, and the
more tolerance must be shown towards such speech. Circumstances that count in
determining the existence of a (high) public interest in the matter discussed include:
(a) the level of discussions on the topic in various settings,414 including debates in
parliament or other elected bodies, other media, number of public speeches or of other
forms of participation of the public, such as political parties’ platforms or public
debates, (b) nature of the message – some topics are presumably highly important for
public opinion, such as health issues,415 or consumer protection in health services,416

including the health of animals,417 ecology,418 political issues (elections,419 local
representation,420 accountability of political leaders,421 etc.), administration of justice
and taxation,422 criminality and the fight against crime,423 including raising awareness
of the existence and effects of crimes such as racism,424 treatment of foreigners and
xenophobia,425 police brutality,426 etc. In other words, these are issues that directly
affect important aspects of the life of many people in the country, region or town. It
is, however, not a matter of high public interest to for instance insult, without provoca-
tion or other sufficient reason, public officers in the exercise of their duty,427 or to
allege without proper evidence bias on the part of lay judges.428

Not all background is relevant to the subject matter of an expression. In the Barfod
case, the Court was expressly invited to consider the political background in which the
applicant journalist had made the defamatory statements. It rejected the relevance of
that background, since what the journalist attacked in the article and for which he had
been punished were allegations of improper (biased) conduct of two lay judges and not
the composition and work of the court. Only the latter issue was influenced by the
political background, not the personal attacks on lay judges.429
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It may finally be noted that ‘background’ elements seem to be especially relevant
for that part of the Court’s analysis of cases under Article 10 which deals with ‘neces-
sity’ of limitations, and more specifically the ‘pressing social need’ criterion. Indeed,
sometimes it may be shown that a certain level of public concern and of harm to social
values stems not just from one particular expression, but from an ongoing, generally
disturbing situation that amplifies the effects of each particular act. For instance, if
racist violence builds into systematic and organised activity creating major worries for
minority groups over a longer period of time, this is a relevant context for every single
expressive act that incites, or even only alludes, to committing further racist violence.
National authorities are thus entitled to assess such general background together with
other circumstances in balancing freedom of expression with other rights in conflict.
And if authorities do show such a relevant serious enough background, it will also
serve as proof of a pressing social need to limit the expression in question.

Context stricto sensu
Context stricto sensu is the context in which words or images/sounds appear in a
particular medium, and is formed of other similar words or images/sounds that may
be logically linked to the message at issue. For instance, a sentence may have an
additional or completely different meaning from its plain sense, if it appears next to
another sentence with which it makes a logical connection. It is such context that may
allow courts to find, for instance, that even though a defamatory phrase does not
mention the name of the victim, the latter’s identity is clear because the entire text is
mainly about that person and the harmful phrase is also to be understood as referring
to the same person. Or without naming the person anywhere, one of the phrases of the
article mentions the position held by the person defamed, and that position is known
to be held by the victim. The Lehideux and Isorni case is important in this respect,
since it dealt with the issue of who should be viewed as the author of an article,
considering the modality of displaying information.430 The Court also examined the
issue of whether failing to mention important historical facts in the context of defend-
ing actions of a historical figure constituted a sufficient basis for convicting the authors
of the account.431

However, context includes not only such close proximity as between phrases of the
same text. It may include other texts in the same issue of a newspaper, for instance.
This was the case with Bergens Tidende,432 where the applicant newspaper published
on the same page both the allegedly defamatory article and views of another specialist
which implicitly diminished the defamatory effect on the victim, plus the reply from
the victim himself. In that context, readers would not be presented with a totally
misbalanced, tendentious view of the business of the alleged victim. Moreover, the
case illustrates another type of context, namely content on the same or related topics
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published in the same medium on previous occasions. Because the applicant newspa-
per had published in a previous issue a mainly positive picture of the alleged victim’s
business, readers would have taken this article into consideration when reading the
new, critical article. And finally, the Court also noted the fact that the newspaper
published in subsequent issues two of the applicant’s views, which had the effect of
redressing any residual harm that could have been caused. Context thus includes
information related to the one under examination, which will have been read by
essentially the same audience in the same article, page, issue or even in past and
subsequent issues.

If the author does not decide on, or contribute to, the issue of context and form in
which his or her material will be presented in a medium (e.g. a journal), there can be
no liability for the particular context in which it appears. Thus, the Court took into
consideration that the author of a controversial article on dangers to health from using
microwave ovens did not contribute to the editing of the article or the way it was
illustrated, which was one of the important reasons for finding a violation in the Hertel
case.433

This brings up the fact that context stricto sensu is not limited to material in exactly
the same category, such as text, but can involve logical relationships between text and
images, for instance. In the Hertel case above, one of the major concerns of the Swiss
Government was the rather extreme form of illustrating the article – the image of a
Reaper holding out one hand towards a microwave oven. This has been seen as a very
relevant context of the text, even though it was later determined that the applicant
himself had nothing to do with that particular illustration. Similarly, in a case against
Austria, the Court accepted that publication of pictures of B., a person against whom
criminal proceedings had been brought, was a relevant circumstance. In fact, prohibit-
ing the applicant company from publishing B’s pictures in relation to comments about
his case, while not doing so in respect of other companies publishing B’s pictures in
a similar context, was one of the main reasons for finding a violation in that case. The
Court accepted the national courts’ finding that ‘it was not the pictures used by the
applicant company but only their combination with the text that interfered with B.’s
rights’.434

In short, context represents a variety of circumstances related to any aspect of
communication (author, audience, victim, time and place of speech and any general
background) outside the message itself (the latter includes content and form). Not all
the circumstances are relevant for all types of harm, and even when relevant they may
differ as to the weight they have in influencing the level of harm. And often the factual
particularities of a case include complicated combinations of various circumstances,
which may have contradictory or combined effect on the harm caused, the intent of the
author and the level of tolerance towards the message.
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2.4.3 Form of the message

The form a message takes can influence and sometimes drastically change the initial
(plain) meaning of a message or its effect on the audience or victim. To determine
exactly in which ways the forms a message may take may change hate speech meaning
and effect, one needs to analyse the range of forms a message can generally take.

The form of a message may be understood in two ways: (a) the physical form, i.e.
the physical and technical support for expression of ideas and information such as oral
speech, written words or the use of various media for storage and transmission of, and
access to, information (audio, still and moving pictures, etc.), and (b) the abstract form,
i.e. use in the formulation of the message of certain logical relationships, symbols,
styles, appearances, etc. that by consensus in society have or convey certain meaning.

More often than not, the two types of form are combined in each message, because
it has to be conveyed in a physical form to be transmitted and accessed by others, and
yet in an almost mandatory and often unconscious way information is shaped within
that physical form with the use of abstract form notions and symbols. One may call
that the first category (physical form) as message format. For instance, a published
scientific article combines the written word format with an unmistakable scientific
style, terminology and tone.

It is the second meaning of form, the abstract one, that is most interesting for
analysis in this part of the study, because the author can shape and combine various
elements of abstract form to achieve different results, and thus affect the level of harm
caused.

Language used
Certain words and gestures are associated with very hateful, insulting or provocative
meaning. The Court has on several occasions noted that the use of provocative or
insulting language has an effect additional to the main content of the message, worsen-
ing the harm caused. For instance, in one case involving expression allegedly threaten-
ing the security and unity of Turkey, the Court noted that it ‘(…) contained words such
as “resistance”, “struggle” and “liberation”, [but] did not constitute an incitement to
violence, armed resistance or an uprising (…)’.435 Implicitly, the Court recognised that
the words used above caused a certain level of tension with the interest of protecting
security and order in Turkey. Only because the circumstances of the case as a whole
excluded the interpretation of these words as amounting to incitement did the Court
find that punishment for such speech constituted a violation of Article 10 of the
Convention.

However, those words cited by the Court are only relevant for the specific type of
harm – threats to security, territorial integrity, etc. The other types of harmful speech
have their own ‘code language’. One classical example of such a language in the area
of hate speech is the combination of the word ‘black’ (or any other minority member
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designation) with other insulting words. The second word may by itself be insulting,
but it receives a totally new racist dimension when attributed to a member of a minor-
ity. Similarly or even more insulting are some gestures, even though their meaning
may vary from one culture to another.

In defamation law, strong language, name-calling or other insulting or defamatory
statements have been recognised as elements adding to the need to limit the relevant
expression. Both cases of Oberschlick (1) and (2) against Austria involved the issue
of using strong, close to insulting, language. In both cases politicians have been
victims of the freedom of expression exercised by the journalist, and the first one was
compared to a Nazi, while the second one was called stupid (‘trottel’).436 On the other
hand, the use of language that is not so strong may diminish the harmful effect on
reputation. For instance, the Court noted in the Hertel case that ‘(…) the applicant’s
views (…) are expressed in far less categorical terms than the Government inti-
mated’.437 In that case, the Court also identified the elements that made the language
less categorical – ‘(…) in particular (…) the repeated use of the conditional mood and
the choice of non-affirmative expressions’.

Other words and gestures are utterly threatening in nature, or annoying, harassing,
provocative or aggressive. When used in association with racist speech, they are
designed to have an even bigger impact on the victim, and thus cause more harm.
The fact that some words and gestures with sexual connotation may be harmful to
reluctant adults and especially to minors is reflected in the general avoidance and even
ban of such words in the mainstream media.

Form used to affect context elements
In the case of those harms that are caused mainly not directly to a victim (or victim-
audience), but through an audience (e.g. incitement, propaganda and denial of crimes
against humanity), such elements of form are important that influence the effect on the
audience.

For instance, form may affect the size of the audience (by increasing or diminishing
it). As an example, highlighting a message with bright colours or big fonts has the
effect of attracting more attention from readers. Thus, including the name of a minority
group politician represented in Parliament into the big font heading of a newspaper
article will probably ensure that more people will want to read about that politician in
that article. And if the article has racist remarks about the politician and/or the group
(s)he belongs to, the effect is that possibly larger audiences will have read the racist
message. Similarly, including in the heading or highlighting in the text some of the key
words that prima facie represent hate speech attracts attention. The European Commis-
sion on Human Rights had the occasion to confirm this, in the Lehideux and Isorni
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case,438 by finding that ‘the text was presented in the form of a separate advertisement
and contained repeated phrases calculated to arrest the reader’s attention’.

The same effect of enlarging audiences may be achieved in various media. For
instance, a sudden change in the volume and tone of a TV or radio programme attracts
the attention of the audience. It is not by chance that the commercials, when they
interrupt films or radio programmes, are often louder than the programme. And a
speaker during a speech in front of people, when needing to draw maximum attention
of as many in the audience as possible, will use longer pauses, or raise or lower his
tone, or use other actions that are known to draw more attention to what will follow.

Thus, even within the same medium used, there may be additional means of
ensuring larger interested audiences than would normally be attracted to the speech,
and such means are often the form used to highlight or otherwise draw attention.

However, other forms may imply exposure to smaller audiences, as agreed by the
Court in the Karatas case. It determined there that the author of rather aggressive
remarks against the Turkish government ‘expressed his views through poetry – which
by definition is addressed to a very small audience’, a factor which significantly
diminished the potential harm to national security and territorial integrity.439 A similar
conclusion was reached in the case of Polat, which involved literary works,440 and in
Sokolowski, in which a leaflet of which no more than 150 copies were printed was at
issue.441

One issue that occasionally becomes important is whether the form of presenting
the material is completely unilateral and biased, or objective and balanced. This also
has serious implications for determining the good faith of the author. Starting with
some of the first Article 10 cases such as the Sunday Times (1)442 and continuing with
more recent ones,443 the Court has repeatedly taken into consideration, in the media
cases, whether or not presentation was made in a balanced way, even though a bias
towards one side of the story may not automatically mean that the expression needs
to be limited, especially when the intentions of the author are clear.444

Finally, form includes the means of conveying a message – the medium used. At
the same time the choice of a medium and of certain of its features may affect the final
content of expression, as discussed above. It is only logical then that the ECtHR
decided that the means of distributing messages are also to be protected, since ‘any
restriction imposed on the means necessarily interferes with the right to receive and
impart information’.445 In this case the Court had to examine the effects of choice of
form on accessing information, but the second part on the right to impart information
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may well be seen as stating that affecting an author’s choice of the type of medium
used also affects the resulting content.

Expressive behaviour
Occasionally, the exercise of freedom of expression takes place through expressive
behaviour rather than through words, sounds or images. Cross or flag burning or
demonstrations are but a few examples of such conduct. Whenever such expressive
behaviour comes into sufficiently serious conflict with other rights and interests, it
may be restricted. In such a case, it is sometimes not the content of the expression, the
meaning or symbolism such acts have in the eyes of their authors or authorities that
is the basis for limitation. More important is the particular way of expressing oneself
in such a form – whatever the content behind it – which exceeds what is tolerable in
a democratic society. Regulating the physical aspect of expression is one example of
‘content-neutral regulation’, a key concept in American jurisprudence on freedom of
expression and a guarantee against abuse in the form of censorship power exercised
by the Government.

It is submitted here, however, that focusing on the impact of the physical part of
expressive behaviour and the instances when they conflict with content-neutral
regulations overlooks the fact that often such physical acts are used to reinforce the
content such behaviour is meant to convey. For instance, it is no secret that burning
a cross in the yard of a black family in the USA was a clearly threatening sign, a
message from white supremacist groups such as the Ku Klux Klan. And that the real
harm intended – and undoubtedly caused – was not to create the danger of accidental
fire, trespass or other violations against the property (acts which do of course also
violate the content-neutral rules society is entitled to protect). Hence, in parallel to
verifying compliance with content-neutral regulations, one also needs to verify
whether such physical acts that accompany or embody the message constitute an
additional element enhancing the harm caused by the content of the message.

It is often said that the medium used to convey a message has a certain influence
on the effect of that message. For instance, in the Jersild case, the Court stated that
‘the potential impact of the medium concerned is an important factor and it is com-
monly acknowledged that the audiovisual media have often a much more immediate
and powerful effect than the print media. (…) The audiovisual media have means of
conveying through images meanings which the print media are not able to impart’.446

This description hints at the role form plays in this special effect of the audiovisual
media, i.e. images are considered to be more telling than text. Presumably, moving
images have an even greater effect. Consider also a more recent case, where the Court
declared that the authorities were ‘entitled to be particularly wary of the potential for
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offence in the broadcasting context, such media being accepted by this Court (…) as
having a more immediate, invasive and powerful impact’.447

It is argued here however that any medium is just another technical means of
organising the process of communication and its components (examined above: author,
audience, potential victim, context and form, as well as the general background of
expression), in a certain way. Therefore, rather than accepting as a general statement
that the medium as such affects freedom of expression and related issues, this study
examines the medium as (new) combinations of elements analysed, with the form
playing a major role.

Why are images and moving images more efficient in conveying meanings than
text? Even though this may well be the domain of psychology more than law, it seems
that the criterion is that the (moving) image allows the audience and the victim many
more details, more information. As analysed in the author section, in the case of many
types of harmful speech it is important to know the identity and background of the
author. While text only gives such information if expressly stated there, images present
the author together with the message (s)he conveys to the audience or victim.

Besides, it has been shown in this section, certain symbols, graphic images depict
much more realistically the danger, humiliation, or other negative meanings that the
author wants to provoke in the victim or audience. And audiovisual or newer media
allow distribution of such images.

Also, written text is often incapable of transmitting the multitude of (non-articulate)
sounds, gestures, body language and other non-verbal symbols that may affect the
meaning and impact of the message. In this sense, still images are inferior to moving
ones, and colour video is better than black and white or even early silent films.

It may also be for psychologists to verify the causes and degree to which interviews
and live broadcasts on TV or radio seem to have a more telling effect on people, yet
practice shows that media companies have understood and successfully used these
techniques for quite some time.

Finally, certain forms of expression are an essential part of the way certain media
operate. For instance, interviews are essential for the successful exercise of the
function of ‘public watchdog’ by newspapers, and represent one of the important
means for obtaining news and information for the press.448

Also, the protection of sources is essential for the press, and preserves a special role
that allows the finding out and communication to the public of ideas and information
that could otherwise remain hidden if not for the trust anonymous sources have in
newspapers’ source confidentiality.449

The above are general observations that may have different value for the various types
of harm.
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Hate speech
For hate speech, those forms of the message are important that make racist threats, for
instance, more credible. Thus, a warning that a minority family should move out of a
region in town or face violence, delivered in the form of a violent act, will have a
much more immediate effect than simple words. A threat made through graphic signs
will often be more telling than plain text.

As for incitement to immediate illegal action, the more convincing arguments such
incitement uses, the more it appeals to uncontrollable emotions and adopts a tone
which it is hoped will mobilise to action, the more effect such a form will have on the
audience and the bigger the chance of violence taking place.

And if addressing members of a race group in a bid to provoke a violent reaction
on their part, the more provocative the form of the message, the more chances there
are that such a violent reaction will follow.

All kinds of propaganda, incitement and denial may succeed better if presented in
the form of scientific knowledge or serious research that should not be doubted.
As mentioned above, racist harassment or insults often take the form of a ‘code
language’ which, when used, reinforces the effect on both the victim and the author.

Adult material
In the case of adult material, it seems important to distinguish texts from images and
the latter from moving images. The effect on victims, especially on minors, seems to
increase in correlation to the degree to which the form of the adult material approaches
real life sexual experiences. Plain text is the least offensive in this regard, while video
combined with audio and the viewing of apparent participation in sexual acts have
maximum effect. It is not by chance that video games, which may be not only highly
graphic but also fully interactive, have long been subject to ratings and other kinds of
content and form verification similar to those in the film industry.

Also, in the case of both minors and reluctant adults, the more intrusive into the
privacy of a person the medium is (and thus the more possible any accidental exposure
to such material), the more serious the harm caused. The degree of intrusiveness is also
very relevant to the issue of sexual harassment.

‘Code language’ is relevant to all three types of harm examined, with the caveat
that each type of harm has its own code. In the case especially of sexual harassment
and insults, the use of certain words and gestures is especially damaging to the victim,
while it is well recognised that some words are especially ‘lewd’ and have more
‘depraving and corrupting’ effect on minors than others. It is not by chance that a
number of such words are prohibited from all public fora.

Defamation
In defamation law, as mentioned above, one of the mechanisms of harm is to make the
audience believe statements to be true that are in fact false. And any element that
makes such false statements more credible increases the harm caused. The form of a
message may be such a factor giving more credibility to a statement or otherwise
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misleading the audience. For instance, the Court decided in the Lunde case that the
applicant book’s ‘claim to provide a scientific survey’ increased the impact on the
victim’s reputation.450 In fact, the form of the book as a scientific research gave so
much weight to the statements that they outweighed the limiting effect that the small
scale of distribution had on the level of harm. Similarly, in the Lehideux and Isorni
case, it was important that the authors of a text supporting a controversial historical
theory defending the name and role of Philippe Pétain during the Vichy Government
in Nazi-occupied France expressly mentioned the names of the sponsor organisations
and the word ‘Advertisement’ at the top of the page. That would have drawn attention
of the readers to the authorship and special interest of the publication and thus pre-
vented any misleading of the audience.451

Other forms a message can have in and of themselves give the message an extra
meaning to be understood together with the main meaning. For instance, using a
caricature or sketch style almost automatically excludes the perception of the drawing
as a statement of true facts, or as a faithful reproduction. Because it is commonly
accepted that caricatures represent intentionally distorted images of reality or even a
result of the author’s fantasy with sometimes little in common with reality, the
audience and victim must realize that what is described is not a claim of true facts.

The Court found in one case that ‘[a] serious accusation of theft cannot, in the
Court’s view, be justifiably read into such a statement, particularly when the satirical
character of the text and the irony underlying it are taken into account.’452

Of course, there are some limits here too, since images may be simply insulting and
have absolutely no basis in the conduct of the victim. At the same time, reproduction
of reality using devices that are intended to reflect reality (both visually and auditively)
faithfully and objectively creates the presumption that the reproduction is indeed
objective and faithful

Harm may also be caused when the form of the message is misleading to the
audience. This must be the implicit conclusion from the Oberschlick (1) case cited
above, where the publication of the statement in the form of an announcement of a
crime was found not only to be misleading but to have a ‘particularly telling effect on
the average reader’.453

One way of giving more legitimacy and creating the false impression of truthful-
ness of the facts declared is the use of the form of attributing statements to either the
victim (to make him discredit him or herself through his or her own statements in the
eyes of society), or to other people or institutions whose declarations will presumably
be better trusted (with a similar effect of discrediting the victim and inducing more
people to believe the statements to be true). Thus, using quotation marks in such a way
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as to create the impression of a representation of words said by the victim may
sometimes result in more harm than simply inventing statements about the victim.

Another such form is the presentation of essentially factual allegations in the form
of value judgments, which nonetheless lets the audience determine quite precisely
what such ‘opinions’ are suggesting.

Conclusion to Chapter 2

One of the main goals of this research is to determine how freedom of expression
interacts with the internet and to identify ways of reproducing online the ‘fair balance’
between freedom of expression and other rights and legitimate interests. Chapter 2 of
this research offers a methodological basis for the approach in this work, since it
makes an extensive analysis of freedom of expression as one of the two elements in
the interaction mentioned above.

The main instruments which this part of the research provides to enable an efficient
analysis of the internet and its interaction with freedom of expression are: (a) general
principles of freedom of expression as developed by the ECtHR, including the all-
important principles regarding limitations to that freedom, (b) the notion of the
mechanism of harm, allowing the exact determination of the values protected by
speech-limiting legislation and the manner in which such values may be attacked,
(c) based on the mechanism of harm, the response mechanism, intended to prevent or
limit the harm caused. This required an additional analysis of the types of actions (or
practical steps) in ensuring such prevention (content verification, decision as to its
harmful character and lawfulness, acts of prevention or diminution of harm, and
punishment and redress), and (c) the identification of the types of additional factors
which may affect the final existence and/or extent of harm caused, namely that an
expression affects its audience through its three elements of content, context and form.

Accordingly, the results of the analysis in Chapter 2 are essential for determining
which features of the internet are relevant in determining a fair balance between
freedom of expression and other rights (the subject of Chapter 3’s analysis) and
generally to verify the interaction between freedom of expression and the internet.
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CHAPTER 3
APPLYING THE PRINCIPLES OF FREEDOM

OF EXPRESSION TO THE INTERNET

In Chapter 2 an analysis was made of the principles of freedom of expression on the
basis of ECHR jurisprudence. The purpose of this chapter is to analyse how those
general principles apply to specific features of internet speech.

Yet before performing any more specific analysis (in respect of distribution of
liabilities and human rights compliance in imposing various obligations, covered in
section 3.2 and in respect of circumstance of dissemination – content, context and form
as they appear online, examined in section 3.3), it is worth taking a look at the effect
of the internet in general on freedom of expression. As will be shown below, the
internet is definitely a welcome tool in expanding freedom of expression, but it can
also be a tool of more widespread and serious abuse of that freedom. This is the topic
of section 3.1 below.

3.1 THE INTERNET AND FREEDOM OF EXPRESSION – GENERAL CONSIDERATIONS

It is not a new concept that the same technologies that may assist in obtaining more
freedom may also be abused to cause harm. Since the following section focuses on the
harmful effects online speech may have, this subsection only examines the way
freedom of expression is enhanced through the use of the internet. However, this focus
on the positive side of the internet does not exclude and even almost presupposes that
the same features emphasised in this section can be used to cause more harm than is
possible without the use of the internet.

The internet enhances freedom of expression – this is a universally accepted
statement. What exactly is the positive effect on freedom of expression from the
specific means of communication presented above? It is submitted here that the
positive effect of the internet as a technical means of communication consists of
assistance in overcoming some of the obstacles and limitations to freedom of expres-
sion. There are two main groups of limits to freedom of expression: limited physical
and technological capacity, and regulation.

The limited physical and technological capacity consists of objective limitations.
For instance, the impossibility of travelling long distances in split seconds (or
‘teleportation’ as it is called in science fiction) excludes, at least for now, the chance
of direct and on the spot interpersonal dialogue among persons separated by distance.
However, technology has long since allowed similar contact whereby the person’s
voice and more recently also his or her image can be transmitted over distance. In this
way, the objective limitation on our ability to convey messages to other persons over
great distances has been at least partly overcome. Another example is communication
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with someone who is not available to communicate at the moment, i.e. communication
which does not take place in ‘real time’. One may leave a message for the other
person, who will respond when possible and whose answer the first person may
receive some time later still. In essence, the invention of writing itself was an efficient
means of solving this problem.

The second limit to freedom of expression is a subjective (or artificial) one and
results from regulation. Not every expressive behaviour that is technically possible is
allowed by society, for various reasons. Any means of avoiding the effect of such
regulation implies more freedom.1

It is thus necessary to analyse how the use of the internet improves our capacity of
communication and how it reduces the effect of regulations and their enforcement in
the area of freedom of expression. To carry out this analysis, each means of communi-
cation on the internet is examined below. Since these means share some of their
features and to avoid repetitions, analysis is only made the first time a feature is
examined in this section and subsequently only mention thereof is made.

Online means of communication enhance freedom of expression by contributing
to the achievement of the aims of freedom of expression for the individual and society,
as determined above in Chapter 2.1. It is worth repeating that the socially positive aims
freedom of expression is meant to help achieving include: (a) the search for and
exchange of information and ideas with others, as the basis for forming informed
opinions, for pluralism and tolerance, and the discovery of truth, (b) self-expression
and self-realisation, (c) participation in public life and the decision-making process at
various levels, (d) control of authorities in the exercise of their duties, the ‘public
watchdog’ function, (e) means of exercising or protecting other rights and legitimate
interests, and (f) progress of society as a whole.

These aims of freedom of expression are also criteria for analysis in this section.
Namely, of the totality of technical features and their effects on freedom of expression
(within the two broad categories of overcoming technological limitations and regula-
tion as determined above), only those effects are examined which contribute to a
greater achievement of the aims of freedom of expression.

A. Overcoming technological limitations

The first obvious result of the ability of practically anyone with some basic skills and
the minimum of equipment to create their own online content without the supervision
or participation of anyone else is that the person has the widest possible area for self-
expression. The simplicity of creating content and offering it to large audiences is a
truly liberating factor for many.
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Besides the fact that modern computer technology offers enormous possibilities to
support people’s creativity, there is an additional, possibly more important novelty of
the internet: it is cheap. Communication through websites is often very cheap or free,
the internet being the first medium that offers virtually every person the possibility to
disseminate ideas and information to large audiences. Previous media allowed either
cheap, but limited dissemination (such as letters or messages on public bulletin
boards), or widespread but expensive means (such as paying for space in a newspaper
or on radio or TV). On the internet, the number of persons actively involved in
communication (i.e. acting as authors rather than just audience members) has increased
dramatically compared to other media.

Similarly, the cheaper (or even free) access to the internet (and the cheaper the
personal computers needed to use the net), the more people can access online material
and thus obtain information and ideas they are looking for. Again, the ever-lower cost
of internet access results in a considerable increase of audiences. This is not to say that
there are more internet users today than, for example, TV watchers. However, not only
does the number of PCs significantly increase each year, but also do the possibilities
for choosing content using them. TV offers only a limited choice among programmes
(considering the fact that programmes are aired at specific times and the user usually
cannot influence the timing or content). On the other hand, a website or email can be
accessed at any moment at the specific request of a user interested in it. This is
possible due to the asynchronous character of online communication – ‘the message
need not be received as it is sent; it can be stored and retrieved later’.2 Hence, specific
ideas or information, especially those less popular in a society, region or town and thus
less likely to be aired on TV, will reach more people than they could through the use
of any other medium.

Online material can be accessed not only at any time of the day or night, but also
from any place in the world that has an internet connection. This eliminates the
problem of access to many types of information available online. In the case of
population from underdeveloped and developing countries, this is a major improve-
ment, since most people there cannot afford the costs of travelling to the major
libraries in other countries and many would in any case not be allowed to due to visa
and immigration laws. Thus, the internet greatly improves access to information and,
increasingly, to education.

Since exchange of opinions, information (i.e. interaction) is definitely a more
valuable exercise of freedom of expression than unilateral transmission of information
from author to audience (one-way communication), it is important to note that web-
sites, BBS and other types of online speech allow the owner of the service to receive
feedback from users, and even exchange of opinions among users of the service.

Offering information on the internet can also greatly improve interaction between
citizens and authorities. It allows authorities to inform the population about its activi-
ties, to do online questionnaires and other analyses to help them tailor government
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activities to the needs of their populations. It also allows a better relationship between
the regions of states and the central authority, especially in geographically large states,
as well as among administrative and territorial units. In developing countries internet
communication allows the costs of such interdepartmental communication to be
reduced drastically, and even within wealthy countries and organisations such as the
UN there is a recent trend to limit communication as far as possible to electronic,
rather than paper, format.

The internet also gives for citizens the opportunity to influence the decision-
making process, to inform the authorities of their concerns, opposition or support for
various measures and so on. In other words, the internet can (and already does in some
countries more than in others) play an important role in increasing interaction between
the population and authorities. At a sufficiently high level, such interaction is called
‘electronic government’ or ‘e-government’,3 and freedom of expression (in its forms
of access to information, exchange of opinions and control/pressure over authorities,
etc.) plays a vital role therein.

Participation in public affairs is not limited to interaction with authorities, but
extends to activities addressing the population rather than the government. For
instance, it is an essential function of freedom of expression to criticise the govern-
ment and to look for support from the population for ideas and policies alternative to
those pursued by authorities. The internet allows such private campaigns, including
electoral ones, to be run at a fraction of the costs normally incurred. Because of the
limited control or influence of the government on the process of creating and running
websites and other forms of online communication and of the broad audiences they
may reach, such communication fulfils its important tasks more easily.

Human rights groups have especially benefited from the possibility of easy and free
setting up and updating of websites. This is one of their favourite means of telling the
world about human rights violations, launching urgent appeals, etc. Back in the 1970s,
the introduction of fax machines was declared to be the end of complete despotism
around the world, since information about human rights violations could be instantly
sent around the world. To some extent, the fax and then cheaper international calls
have improved human rights NGO activity. Yet the internet is much more efficient in
bringing to the entire world sensitive information at no cost and in a very short time.

One specific way of raising public awareness is by performing tasks that are
essentially within the domain of mass media, first of all the ‘public watchdog’ task.
Since it is not at all difficult to create and maintain a mass medium online, many more
media are available nowadays. This contributes to better overall informing of the
population and to the checking of government actions, while avoiding the often-
present corporate interests of the media.
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The effect of combining the various means of online communication, coupled with
low costs and anonymity, is that more people decide to speak and more are able to
listen than in any other medium.4

B. Avoiding the effects of regulation

It is not uncommon for governments to impose limitations on freedom of expression
through regulation of content, context and form. Some of these regulations are based
on reasonable criteria, compatible with the requirements of international human rights
instruments. However, others are designed to protect the authorities or certain groups
of society sponsoring those authorities from the effects of free exchange of opinion,
and of criticism directed at those in power.

In this second case (e.g. in dictatorship states but by no means limited thereto), the
means the internet offers an invaluable tool for free speech. To be able to grasp the
magnitude of the liberating effect of the internet, we need to remind ourselves of the
types of actions that can be taken to limit freedom of expression. These include, as
determined in Chapter 2: (a) content verification, (b) decision as to the harmful
character of speech, (c) acts of prevention or diminution of the harm, and (d) punish-
ment of the guilty and redress.

The internet allows the circumvention of  many elements of these four groups of
restrictive measures. Ways of doing this for each of the above four groups of measures
are examined below.

Content verification
First, the immense volume of information sent through the internet virtually eliminates
any hope of being able to verify the content of all the messages. While selective
verifications can still be done, their efficiency is diminished in view of the multitude
and diversity of modes of online communication.

Authorities are much less efficient in identifying harmful (in their view) content
online not only because of the enormous volume of information exchanged, but also
because more and more communication takes place in real time mode. That is to say,
messages are transmitted to their addressees immediately and often not preserved in
any form, very similar to a telephone conversation. Of course, cyberspeech can be
recorded and eavesdropped just as a telephone call can, but in both cases one needs to
know exactly when and through what medium the next communication will take place.
Due to the volume and diversity of online communication, such identification of
specific transmission is much more difficult than it is for the telephone. Hence, there
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is more freedom from authorities’ attempts to verify (and censor) content online than
in other media.

Moreover, online content can easily be protected from being understood by
unauthorised users. Modern encryption5 software allows the codification of messages
to such a degree that they become quite difficult to decode. The stronger the encryp-
tion, the less capacity the authorities have to verify content. Moreover, when more and
more users encrypt their messages, the already limited decoding capacity is drastically
reduced.6

Even relying on notifications (i.e. one of the means through which one is alerted
to possibly harmful content through communications from others) from users or other
persons does not substantially improve the technical predicament of having to check
thousands of messages, because there are thousands of such notifications, most of very
limited worth, sent every day to all kinds of authorities.

In the case of private communications, such as email or chat between two persons,
there is the additional protection based on privacy laws, namely that authorities are
prevented from ‘fishing expeditions’, i.e. checking large numbers of such private
communications in the hope of discovering something illegal. The system requires,
instead, that first an initial case be made and a warrant for intercepting private cor-
respondence be properly issued.

Decision as to harmful character of content
Deciding on the harmful character of a message is obviously very much dependent on
the identification of suspicious messages, i.e. on successful content verification. One
cannot decide on the lawfulness of material unless one has identified material which
is potentially harmful. Since the internet, as shown above, makes it difficult to verify
content, there are fewer instances (overall) where decisions as to the lawfulness of
online speech have to be made.

However, if numbers are examined not in relation to the entire volume of informa-
tion disseminated, but in rough numbers, those numbers are so huge that it becomes
difficult physically to take the relevant decisions as to lawfulness. This means that
cyberspeech has an additional protection that comes first of all from the numbers of
messages.

Prevention or diminution of harm
As mentioned in Chapter 2, prevention of harm implies any of the three actions:
amendment of the content to exclude any harmful effect, prevention of distribution of
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harmful material and/or prevention of access thereto. These actions will also be taken
by totalitarian regimes to halt legitimate criticism. Both the enormous volume of
information disseminated online and the diversity of specific means of cyberspeech
diminish the efficiency of such prevention. The problem is the same as that affecting
content verification and decision as to lawfulness of speech, and since these two are
less efficient online, so is the act of prevention. In other words, it is not possible to
prevent harm from a message that is not identified as (potentially) harmful.

Even in the case of clearly identified harmful speech (e.g. a specific website), it is
often difficult to ensure prevention. The web page may be situated on a server abroad,
where such content is legal. In such cases it is impossible to prevent dissemination of
content or to impose a change. But preventing access to that material is also difficult.
There are a number of ways to find online material, which are liable to varying levels
of control from the national authorities.7 There will always remain, however, some
ways that authorities cannot influence. Furthermore, banning or blocking a specific
web address is not efficient, since the same content is often available from a number
of sources (addresses), either in the form of similar websites (or similar other services
such as blogs, BBS, chat, FTP, etc.) or even exact copies of the same content repli-
cated on other servers (called mirror sites and having different addresses).

Encryption and anonymiser services only increase the difficulty of prevention. This
is because encryption makes much more difficult attempts to use automatic text
recognition to prevent distribution or access, while anonymity allows measures aiming
at preventing speech of specific authors or at identifying sources of harmful speech to
be bypassed. One recent example of an anonymity service growing in popularity is
Freenet, which allows communication and simple ‘web surfing’ in almost complete
anonymity and thus without any fear of liability.8

Punishment for abusive speech and identification
Finally, punishment for allegedly harmful cyberspeech is not very easy to ensure. As
noted in Chapter 2, punishment essentially depends on the ability to identify the person
guilty of abusing freedom of expression. The internet allows many more possibilities
for anonymity than any other medium today, which implicitly makes more difficult
any attempt to identify persons.

Both anonymity and pseudonymity can be achieved online through a number of
techniques. For instance, many online fora allow their users and visitors to contribute
comments that will be available to all other users. There is usually no requirement to
give any more information about oneself before posting a comment besides basic data
such as a username and password, and often also an email address. Since all these
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elements usually have nothing to do with the real identity of the person using them
(including email, see below), it is largely impossible to trace posted comments to a
specific, ‘real life’ person.

The same principle of anonymous exchange of opinions online applies to electronic
bulletin board systems, chat, etc. since all these usually do not require any data about
the person that could identify him or her thereafter, or if they do require such data they
have no realistic means of verifying them.

Electronic mail may be a source of identification of the email account owner, but
only in the case of accounts opened ‘offline’, i.e. where the person has a contract with
an email service provider and pays fees, etc. In this case, the provider has all the data
necessary (in order to be able to charge the customer). However, creating an account
in web-based email such as Yahoo! mail does not require any physical contact and the
data requested are never checked for accuracy or correspondence to reality.

Moreover, anonymiser services have existed for a long time now, allowing email
messages to be stripped of all identification data and then forwarded to the addressee.
This way, even messages from offline (identifiable) email accounts can become
impossible to identify.9

Besides the initial problem of identifying the alleged abusers of freedom of
expression, punishment of the guilty and redress for the victims also normally implies
the need to bring the person to a court of justice for trial. The internet, however, is the
first truly universal medium that allows dissemination of ideas regardless of state
frontiers, and often even having identified the author of a piece of material, it is
difficult to secure that person’s trial. The classical case is where the author resides in
a country with strong free speech protection such as the USA.

In conclusion, the internet offers numerous opportunities to enrich freedom of
expression in all its aspects, sometimes by increasing access to or affordability of
previously unavailable means, and sometimes by offering new tools. The two main
ways the internet improves freedom of expression are: (a) overcoming technological
limitations and (b) avoiding the effects of regulation. However, the same tools and
mechanisms may also be used to abuse freedom of expression and cause harm, one
obvious example being the use of the internet to plan terrorist activities.

3.2 VERIFYING THE HUMAN RIGHTS COMPLIANCE OF CYBERSPEECH LIMITATIONS

The approach in this section is to make short overviews of technical elements of
internet communication and give them a legal appreciation from the human rights
point of view. ECHR jurisprudence on limitations to freedom of expression will be
useful in this analysis.

From the start one needs to mention that much has been written about how the
internet works – its technical side. This study has neither the space nor the need to do
a full technical analysis of the medium. Instead, the focus is on two areas of interest
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from the human rights perspective, namely (a) the distribution of roles (and of liability)
in online communication, and (b) circumstances which may increase or decrease the
level of harm (and affect the level of tolerance towards a specific expression). Analys-
ing these two areas will reveal respectively the various roles which intermediaries may
play in the process of online communication, with a special focus on the issues of
knowledge and control over content as a basis for liability, and the internet equivalent
of circumstances of content, context and form.

Analysis is made of measures to prevent and punish abuse of freedom of expression
on the internet that are both technically possible and acceptable under human rights
standards. As discussed in chapter 2, whether or not applied to online speech, those
measures fall into four general types just as measures regarding any other kind of
speech: (a) content verification, (b) decision as to harmful character of material, (c)
prevention or diminution of harm, and (d) punishment and redress. The obligations
within these four categories in fact mean three major tasks: knowledge of (potentially)
harmful materials circulated, degree of control over those materials by the various
participants in communication, and identification. Based on what participants to online
communication can do (technically) to prevent/diminish harm, it is possible to deter-
mine which such measures are acceptable in a democratic society based on observance
of human rights.

Before analysing the compatibility with human rights of requiring various measures
to be taken by specific participants to the online flow information, some general
remarks need to be made. Chapter 2 above summarised ECHR jurisprudence regarding
limitations on freedom of expression. In order to check the compatibility of a measure
with ECHR, one needs to check whether the measure amounted to an interference with
freedom of expression, whether it was provided for by law, in pursuance of a legiti-
mate aim mentioned in Article 10 and was ‘necessary in a democratic society’.

In most cases, measures to prevent or diminish harm from speech or punish those
who abuse freedom of expression will result in interferences with that freedom. This
is rarely a debatable issue, however, and the final determination will depend upon the
particular circumstances of the case.

It cannot be denied that there are many instances where harmful and illegal material
circulates over the internet – whether being accessed or disseminated by users. The
simplest example is the need to prevent dissemination of child pornography. In such
a case, it will be rather easy to identify legitimate aims that could be pursued in
limiting freedom of expression.

Also, in most cases the limitation will be ‘provided for by law’, taking into con-
sideration the rather liberal interpretation of the term ‘law’ given by the Court.
However, it is possible to foresee challenges to the ‘quality’ of law in the context of
the internet. The case that comes first to mind is when cyberspeech initiated in one
country leads to liability in a number of others. It may be difficult to argue that a law
is adequately accessible when in order to acquaint with its contents a person would
have to understand the relevant foreign language, to find that text (possibly by travel-
ling abroad) and to do all this in respect of several dozen countries where harm might
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have been caused. Therefore, unless online activities are in some express way directed
towards a specific country’s audience, any limitation on freedom of expression should
better be based on the law of the country where the physical activity took place.

In practice, only one set of criteria is the focus of most debate on this, namely
whether the interference is ‘necessary in a democratic society’. Therefore, when
examining compatibility of measures to limit cyberspeech, the focus will be on this
requirement. Other requirements, i.e. that there had been an interference, it was
‘provided for by law’ and taken in pursuance of a legitimate aim, are assumed to have
been observed.

As developed in Strasbourg jurisprudence, the test of ‘necessary in a democratic
society’ includes verification of whether the limitation of freedom of expression
responded to a ‘pressing social need’, was backed up with ‘relevant and sufficient’
reasons, and was proportional to the aim pursued.

But before applying the above-mentioned human rights considerations, one needs
to make an overview of online communication as such, which follows below.

3.2.1 The process of online communication – technical roles in online commu-
nication and corresponding liabilities

The focus in this section is on the involvement and role of intermediaries in the
process of communication, in order to determine later on the degree of liability for
harmful material circulated online.10 One may distinguish three levels of communica-
tion, according to the level of participation of those involved in the process:11

(a) direct communication;
(b) assisted communication; and
(c) mediated communication

A short characteristic of each follows:

(a) Direct communication – is where the author (message originator) transmits his/her
message directly to the intended audience, without the mediation of anyone else. Oral
speech or sign language, as well as any other form such as writing, or technically
supported communication, where the author and the audience are in direct, immediate
vicinity and contact, are all examples of such direct communication. Authors are
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completely aware of the content sent, can freely modify or delete it, and hence are
fully responsible for any harm such content may cause.

(b) Assisted communication – takes place where the originator of the message is not
in direct contact with his or her audience, and uses the services of one or more other
entities or persons to convey the message to the audience. Two important features need
to be emphasised here: First, the author has to enter into some kind of prior agreement
with the person or entity offering assistance in transmitting the message. Usually, this
is related to paying certain fees for the assistance, yet nothing prevents the offer of free
assistance in this area, something that happens quite often.

Second, the assistance the author of the message receives is purely technical and
relates only to allowing the message to reach to audiences that are beyond reach by
direct communication. The provider of such services does not check, censor or
otherwise influence the content of the message, even though technically one may argue
that at least some verification is possible. For instance, when investigative organs
obtain the requisite legal permission and ask such services to assist them with verify-
ing specific parts of the medium they work with, technically they are able to perform
such tasks. A good example is wiretapping of telephone conversations. However, they
are prevented, through privacy protection legislation, from even trying this kind of
interference as part of their routine activities, outside criminal investigation requests
from competent authorities. Furthermore, the service provider has no right to refuse
to transmit the message as presented by the author. In the USA the equivalent notion
is ‘common carrier’ and the category of intermediaries covered thereby enjoys protec-
tion from liability for any material unwittingly circulated through the relevant
services.12 The rather low standard of care applies – that of ‘actual knowledge’ of  the
presence of harmful material on their services or premises.13

One can give many instances of such assisted communication: mail or telephone
and fax services are the most common. Take the example of telephone communication.
Although both the author and the intended audience have to make certain prior
arrangements before being able to communicate (i.e. subscribe to a telephone company
and receive a phone number), and although later for any specific call one needs to rely
on the system created and maintained by that and possibly other phone companies, as
well as on any cable or satellite operator the signal goes through, all of these will
automatically offer their technical means for transmission. Obviously, when the
prosecution comes with a warrant to tap a specific phone line, it will be possible to
monitor all the calls to and from that line, yet this implies that at least one person is
occupied listening to all the calls made and deciding on whether or not they reveal
illegal activities. It is technically and financially impossible for any company to
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routinely monitor the entire bulk of its clients’ conversations. Moreover, the fact that
a person can buy a prepaid telephone card and use public phones excludes this possi-
bility altogether, as it is impossible to know precisely which line will be used next time
by the person under examination, or whether the same or a different card will be used
in the future by that person.

To a certain extent, one may say that assisted communication is a kind of extension
of the basic human senses such as hearing, sight and more recently even smell and
touch.14 It allows one to transmit, in real time or as a record, on a data carrier, manifes-
tations of direct communication and recreate them for the audience, while being
separated from it in space and/or time. It is technically enhanced direct communica-
tion. And in this sense, it is no less odd to impose liability for harmful content on a pen
manufacturer because someone uses that pen to write defamatory remarks than it is to
impose a similar liability on someone who offers the possibility of sending the same
message through an internet service.

(c) Mediated communication takes place where the message is not transmitted directly
to the audience, yet it is also different from simple assisted communication. Just as
assisted communication has direct communication as its basis, mediated communica-
tion is based on both of the forms described above. The important difference between
mediated communication and all others is that mediated communication requires
active involvement of third parties in the process of communication. This involvement
is not only related to technical assistance in transmitting the message – it also has to
do with its content.

The feature of mediated communication most important for this research is the fact
that mediators have full control over content. This means that they have the power to
decide what content will, and what will not, be disseminated through the medium they
have set up, they can also modify such content if the author agrees and exclude the
message altogether if he or she does not. Naturally, media such as online newspapers
and the like depend on their audiences, especially when they charge fees for atten-
dance or for publicity to be offered to visitors. In any case, the tendency for ‘serious’
media is to offer a certain level of quality of the content presented, which requires
verification of most information disseminated to avoid flaws, just as is done with
‘normal’ newspapers offline. Due to this tendency, which continued throughout the
‘Gutenberg era’,15 the presumption has been entrenched in public opinion (and
consequently in law) that anything published in a medium which disseminates the
ideas of others will have been thoroughly checked by the mediators (editors, program-
me editors, etc.).

If assisted communication is in fact technically enhanced direct communication
between the author and his or her intended audience, then mediated communication
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is a mix of assisted communication on the one hand and the creation of an organised
discussion forum on the other hand.

Mediated communication is not something necessarily to be associated with
(modern) technology such as the invention of print or electronic media, although
obviously they are the best examples. Even the simplest form of direct communication
– oral speech – can be mediated, such as when a third party sets up a forum for
discussion, when it maintains the rules there, including the right to interrupt an in-
vitee’s speech, and creates publicity for it to attract larger audiences. In the law and
practice of practically any country one will find much more detailed, sometimes
restrictive, rules regarding organised public gatherings, as opposed to simple discus-
sion (even though other considerations such as prevention of disorder are also relevant
to the adoption of those rules). Organising a forum for direct communication offers the
organisers only limited control over the content, yet they still have the power to
interfere, such as by disconnecting the microphone or forcing the speaker to leave the
forum. Besides, the organisers are also held to a certain degree of diligence as regards
the speakers they invite or allow to participate, such as the extra diligence needed
when inviting notoriously scandalous speakers.

One feature of mediated communication is particularly important when considering
online speech – that the outcome of the mediator’s work, the final ‘product’ (be it a
newspaper, a TV programme or a book) will almost by definition only reach its
intended audience by using assisted means of communication. The book or newspaper
will normally be distributed through newsstands and shops, as well as by mail, all of
which have the same technical role in the process of dissemination as the cable
operator or the phone company in the case of phone calls. True, however, is the fact
that unlike a phone company a newsstand has a much smaller number of informational
units to deal with and technically it is easier to examine the content of each of them.

Another feature that must be emphasised is that creating an organised medium
addressing large audiences rather than specific individuals is the most important
element, not the participation of third parties in organising it. A person who gives
others the possibility to display messages visible from the street on the side of his or
her own house, is obviously a mediator of that medium – i.e. the person who has
control over what messages will appear on that building. However, if (s)he displays
his or her own messages there, she or he will have the function both of message author
and of mediator of the medium where it appears. The same can be said about contribu-
tions in a newspaper by its editor or about most radio and TV programmes. In short,
the author can be the same person as the mediator. In some instances the same person
or entity can be author, assistant and mediator at the same time as regards one mes-
sage, yet maintain only one or some of these three roles in regard to others. For
instance, the mail company can send its customers informational letters, in relation to
which it appears as author, assistant and mediator, but it will only be assisting in the
distribution of similar letters sent by others. It is thus always important to determine
the exact role it has played in the creation and dissemination of the particular message.
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More difficult cases appear when the same person appears in special cases of
combined roles. For instance, will the practice used in some scarcely populated regions
of Australia or Alaska whereby special radio programmes exist to air messages from
one person to another be considered simply assisted (by the radio station) communica-
tion or will they be deemed to be  mediated? Does the distinction depend at least partly
on whether the programme is pre-recorded or aired live, implying no opportunity for
the radio station to make prior checks for improprieties in the content? Or also on
issues such as the lack of any feasible alternatives to such communication and the
obvious need for direct communication among people?

Analysing the three corresponding categories of intermediaries under US law,
Niehaus deduces two rules, which seem to be of sufficient generality to be used as
legal principles: (a) the more discretion an information disseminator has in including
a piece of information on its premises, the higher the standard of care required of it,
and (b) the standard of care imposed by law varies, depending on what is feasible,
taking into account the methods of operation of the information disseminator.16

It can be concluded from this section that no fixed role can be presumed in regard
to many participants in communication, and correspondingly no presumed liability for
materials circulated. In each case, one must determine the actual degree of involve-
ment, of knowledge of potentially harmful materials and of the degree of control
exercised. As will be shown below, this conclusion may be particularly true for online
communication, with the multitude of intermediaries that can participate.

3.2.2 Participants in internet communication

This section makes a short overview of the roles that can be assumed by various
participants in online speech and then analyses the resulting assignment of liabilities
in the light of human rights standards. The internet, as it is known today, offers a wide
range of communication techniques. The roles that can be assumed in the process
whereby the message travels from the author to his/her audience (and any feedback
thereto) can all be grouped into the following main categories (with the obvious caveat
that each may have dozens of variants and by the time this research is finished there
will probably appear new categories altogether):

(a) World Wide Web sites (hereinafter called websites) and related (such as blogs
(weblogs), File Transfer Protocols (FTP) or Gopher);

(b) Electronic mail (email);
(c) Bulletin Board Services (BBS, as well as instant messaging and data transfer

systems such as ICQ or Yahoo! Messenger, commonly called ‘chat’, as well as
‘usenet’);

(d) File Sharing Systems, etc.
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While of these categories of participants in online speech have their specificity,
they rely mostly on the same technical arrangements. As mentioned above, all types
of communication except for direct communication as a rule make use of assisted
communication. In the case of the internet, there can be by definition no direct com-
munication and thus one needs to identify what assistance a person needs to transmit
the message to the intended audience and receive feedback. Such assistance consists
of: obtaining access to the internet and storing content online to make it available to
users. Accordingly, one distinguishes the following participants that can be involved
in online communication: (a) internet access providers and (b) host providers. Besides,
online communication usually supposes the involvement of two more categories of
persons or entities: (c) content providers, which ‘fill in’ the internet with information
and ideas, and (d) service providers, which help the information published and the user
to find each other and thus form the basis for exchanges of opinion between authors
and audiences.

To illustrate with a short example: an author who wants to tell the world an idea
through a web page will have to find some kind of access to the internet, create a web
page and save (store) it on a server so that it can be accessed by others, and may also
use some of the services to make the page more attractive, easier to find, etc. In this
simple example, the author him or herself will act as a content provider, who makes
use of the services of an access provider, as well as of a host provider and possibly a
service provider. The same main four categories are involved in most other forms of
online communication. For instance, in order for a person to send an electronic mail
message to another person, (s)he will first have to obtain access to the internet
(through an access provider), use the services of a company running an electronic mail
server (the company plays the role of both access provider and host provider for the
time when the message is stored on the server awaiting the other user’s request to pick
it up). And of course, the author of the message acts as a content provider. The only
type of online communication that uses perhaps to a lesser extent services of third
parties is email and peer-to-peer information exchange systems (or file sharing
systems, as they are also known), whereby users connect directly to each other in a
very decentralised manner, but still use a third party program to do so.

Information will then circulate from the author to the audience in two stages: first
it will have to be made usable to the users (e.g. all the actions the author takes to have
a web page up and running) and second, the audience will need to take steps to find
and access it, in order to be able to read, view or listen to the author’s idea.

In examining the role of each of the four groups mentioned above (access provid-
ers, host providers, content providers and service providers), focus will be on the four
types of measures determined in Chapter 2 as part of efforts to prevent or diminish
harm, namely: A. Content verification, B. Decision as to harmful character of content,
C. Acts of prevention or diminishing of harm and D. Punishment and redress.
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3.2.2.1 Internet access providers

Access providers are entities which have the relevant technical capacity and license
to offer access to the internet. Even though many of these companies also tend to play
additional roles such as mediators, only their pure role of access providers is examined
here. Basically, their role is not different from that of a telephone company – to give
clients access to the service and leave to them the choice as to when and how (through
what specific techniques) they will communicate. The technical means of giving
access to the internet differ, yet they all have in common the fact that not the user, but
another person or entity (the access provider) makes all the arrangements which in turn
allow the end user to connect to the web. Such access may take the form of providing
each client either with access through company servers to the internet (giving clients
a login name and password) or physical access through the computers owned by the
access providers.

This second case is that of cybercafés, universities, libraries or similar public access
points which offer – for a fee or for free – access to the internet through their own
computers. In such a case, there may be a form of prior agreement with the access
provider (e.g. the act of buying the right to access the internet for a set period of time),
but there may also often be free access with no prior agreement (the case of public
libraries in a number of cases).

The author who wants to publish ideas on a website, use email or participate in
online chat will thus need to use the services of an internet access provider to be able
to communicate through the internet. The audience (i.e. persons willing to read the
ideas on the website) will also need to use the services of a provider to be able to
access the internet and information within. Regardless of the particular form or
technique of communication on the internet that is used (websites, blogs, FTP, email,
BBS, etc.), information will have to circulate through internet access providers.

The only case where a person does not need the services of an access provider is
when she or he is an access provider. This is the case when access providers also
contribute their own content (e.g. AOL, the largest US access provider, offers plenty
of its own content and does not need to use the services of another entity to access the
internet).

A. Content verification

The two extremes in the range of actions which access providers may take to ensure
content verification are, on the one hand, to do nothing in respect of content verifica-
tion, and on the other hand to verify the content of each and every message circulating
through their services. Since access providers are usually the entities most prone to
state regulation (i.e. they are located on the territory of the state seeking regulation),
and many nations require that such intermediaries take some kind of action to help
fight harmful material online.
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If it is decided that internet access providers must participate in content verifica-
tion, several alternatives may be envisaged. The first alternative is the creation of state
monopolies in providing access. In certain countries, the practice still exists to of
limiting access to the internet in order to ensure complete content verification. In such
countries,17 only one or a small number of state-owned access providers operate and
either directly examine content of communications of their clients or allow that to be
done by other state authorities. This amounts to a monopoly on internet access, which
by itself would raise serious problems under the ECHR scrutiny. In the Lentia case,18

the ECHR has determined that the Austrian law’s requirement of a monopoly of state-
owned TV broadcasting was not objectively necessary and infringed the right to access
to information. In particular, the monopoly was a case of ‘greatest restrictions on
freedom of expression’, and there were less restrictive alternatives, as exemplified by
the practice of issuing licences subject to specific conditions in other countries.

Imposing a monopoly on access provision in a country is clearly the most restric-
tive measure that can be taken. Very serious reasons need to be advanced, therefore,
to justify such a measure. Moreover, there are both alternatives to such measures
(discussed below, mainly by concentrating on the author and mediators) and ways to
abuse freedom of expression by avoiding such providers altogether. The simplest way
of bypassing attempts by access providers to verify content is by not using their
services at all. Such alternative ways of accessing the internet include subscribing to
satellite connections offering faster (yet more expensive at the moment) access, or
simply contacting foreign providers to access the internet in other countries.19 More
and more people today can already afford lengthy and cheap international calls. Those
who intend to abuse freedom of expression will certainly find resources to bypass
national efforts to verify content through access providers.20 Increasingly, privacy
protection groups contribute to the creation of technical means of anonymous and
unrestricted access to the internet21 and on increasing the efficiency of such anony-
mous activities.22

This means that while it is very intrusive, the measure of imposing a monopoly in
internet access provision is also not as efficient in achieving the legitimate aims of
protecting the rights and interests of others, national security, etc. as it is thought to be.
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Thus, it cannot be seen as proportional to the aim pursued (see the ‘proportionality’
of limitations to freedom of expression in Chapter 2 above).

In addition, the problem of being able to actually verify the content of each and
every message circulated through an access provider, described below, is even more
acute for monopolistic providers, since they would have an even larger number of
messages to deal with. Hence, such a solution cannot be accepted if human rights
norms are to be observed.

It is worth mentioning that the European Union’s Electronic Commerce Directive
expressly denies member states the right to subject ‘taking up and pursuit of the
activity of an information society service provider’ to prior authorisation or other
similar requirements.23

A second alternative and a less intrusive requirement is to allow various access
providers to operate in the country, yet to impose a strict obligation of verifying the
content of every single message circulated by their clients. This is theoretically
possible, although at great cost to the service providers and thus to their users.24 The
problem is of course the enormous amount of information that is usually circulated
through the servers of access providers.

Would this requirement be compatible with Article 10 of the ECHR? If measures
are taken to limit such aspects of cyberspeech, as is done with child pornography,
defamation or racism, it will be rather easy to show a social need pressing enough to
justify the interference.

To respond to such a pressing need, Governments may take a number of steps. One
of these can be to oblige internet access providers to verify the content of all the traffic
through their services in order to prevent dissemination of or access to harmful
material. There is a reasonable connection between preventing access or dissemination
of such harmful materials and preventing harm, therefore if such reasons are given for
the interference, they will probably be regarded as ‘relevant’ and depending on the
circumstance of the case, possibly also sufficient.

However, it is much more problematic to defend such interference when it comes
to verifying its proportionality. On the one hand, it is not impossible that requiring the
verification of every message’s content by access providers could in principle achieve
the aim of drastically diminishing harm caused by materials on the internet. Thus, such
a measure could be considered suitable for achieving the legitimate aim pursued. On
the other hand, however, as will be shown below, there are alternative, much less
restrictive means of achieving the same aims. Moreover, the measure in question
would not be well balanced to the aim pursued and to freedom of expression, since it
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would impose a far-reaching interference, but would not lead to a reasonably high
degree of success in preventing harm from cyberspeech. The small chance of success
of such measures is due to the same factor as discussed above for monopolies – the
possibility of bypassing local (national) access providers altogether. Added to this is
the physical impossibility of manually verifying the content of each and every mes-
sage, when the number of such messages is too large (see chapter 2 above).

The imbalance of imposing the solution discussed is also manifest when examining
the accompanying negative effect thereof. In order to comply with a legal obligation
to verify the content of their entire traffic, access providers would need to change their
methods of work considerably: employ much larger staff, which would need to be
trained in freedom of expression and related issues, and reduce traffic to a level
corresponding to what that staff can read and decide upon. Since there are obvious
physical limits to how much an individual can read, view or listen to and make
reasonable decisions upon, the traffic would tend to be rather limited. In parallel, many
access providers would increase prices for their services to be able to pay their cyber-
censors. This would lead to a drastic decrease in online communications since many
users would be unable to afford high prices. And many access providers would have
to close down. The overall effect on freedom of expression online would be signifi-
cant, and the internet would no longer offer some of the features it does better than any
other medium – cheap, readily available, universal communication. In fact, it may well
be said that measures like this might solve some cyberspeech problems (of harmful
effects) by destroying the internet itself. This cannot be viewed as a proportionate
measure.

In view of the fact that requiring access providers to do this affects important social
interests, in a rather intrusive manner and without a sound degree of efficiency in
achieving the legitimate aim(s) pursued, such a measure must be considered not
‘necessary in a democratic society’.

Reflecting these and other (commercial) concerns, the European Union has adopted
its directive in line with the above conclusion. The Electronic Commerce Directive25

excludes internet access providers’ liability for content transmitted through their
services, with certain exceptions.26

A third alternative is to require access providers to react only to notifications and
warnings about possibly harmful or illegal content.27 The main difference from the
solution above is that access providers do not have to constantly monitor the content
of traffic they allow to circulate, and can concentrate instead on a smaller number of
messages notified by third parties or content providers as potentially harmful (coupled
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with an obligation for the access provider itself to attempt in good faith to identify at
least some messages on its own initiative). The result is a significantly smaller number
of messages to be examined and thus fewer negative effects on freedom of expression.
This would largely correspond to the common carrier legal status and its relevant
obligations in the US law.

It is difficult to determine in abstracto whether such a requirement would violate
freedom of expression principles. The reduced number of messages to be checked
definitely changes the balance between the need to protect freedom of expression and
the need to limit it. Yet even with a reduction in the number of messages to be verified,
they may still constitute significant amounts of content – easily much more informa-
tion than can be reviewed by a reasonable number of staff. Making an access provider
strictly liable for not removing or blocking access to a message notified as harmful
results in a tendency to penalise big access providers, because they will have more
traffic and almost implicitly more notifications. The same applies to warnings, which
may be just too many to be able to react to.

However, it is possible to say that notification- and warning-based content verifica-
tion is generally human rights compliant, provided that the decision-making in respect
of messages notified is proper (see below). Such a measure will be relevant and more
balanced to the aim pursued. As will be seen below, however, other considerations
may play a significant role in deciding on the final balance between freedom of
expression and other interests involved.

It is this third alternative, of notification-based content verification and action, that
is favoured in many jurisdictions. Basically, many countries now accept that access
providers (and many service providers for that matter) cannot be obliged to verify all
the material they help circulate, but they are liable to do so if notified in a specific
enough manner. For instance, the EU directive on electronic commerce allows liability
to be imposed on service providers if they do not react promptly on being notified of
harmful content being transmitted through (and possibly temporarily and automatically
stored on) their servers.28

Finally, a fourth alternative in involving access providers in content verification
is to require automatic content verification. As discussed above in Chapter 3, there is
a variety of software allowing both verification of content and decision on harmful
character and measures to be taken to prevent dissemination of or access to harmful
material. If such tools are only used to notify personnel about possibly harmful
content, the situation is rather similar to notification-based content verification
described above. The problems remain similar, as there is still a need to ‘manually’
verify the content of each message notified. Yet at least from the point of view of the
(reduced) number of messages that needs to be verified, such automatic tools could be
seen as in accordance with the principles dictated by Article 10 of the ECHR.

As concerns email messages, there is a problem additional to the ones mentioned
above – privacy concerns. Email is normally private communication protected by the
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right to privacy of correspondence, and thus not only technical, but also legal impedi-
ments exist to attempts of content verification. This is a problem for any intermediary,
not only access providers. An interesting question appears here: is automatic verifica-
tion of email content a violation of privacy? On the one hand, no human being is
looking at the text, and the machine does not understand what it reads and moreover
cannot use that material for another purpose (except when instructed to do so). Alert
and manual reading of the text would only be an issue should the machine discover
suspicious text or words. On the other hand, there is much room for abuse here,
especially considering how imperfect are the judgments machines make.

Electronic bulletin boards (BBS) and chat create an additional type of challenge –
very dynamic communication. Even if it is possible to identify certain harmful mes-
sages (automatically or based on notifications), new messages appear with such speed
and in such volumes that it is even more difficult to keep pace with the new content.
However, in those BBS which are moderated, the moderator (or sysop) routinely views
new messages and applies his or her own judgment to prevent certain messages from
appearing. Yet this is just one person with obvious physical limitations as to the
volume of information that can be ‘processed’ by a human brain. That person may try
his or her best to screen messages, yet be unable to guarantee fully against harmful
content.

In this sense, it is worth mentioning one of the first cases relating to harm from
cyberspeech in the USA, which dealt with defamation and the liability of a BBS for
statements made by its users. In the Stratton case,29 the court used two major criteria
to determine that the BBS owners had to be aware of defamatory content and had in
fact editorial control over it. First, the corporation promoted itself as a family-friendly,
moderated service more similar to newspapers. Second, it was performing some kind
of screening and thus was making decisions as to content. The result was a strange
one, since it effectively promoted the idea that not attempting to perform any control
whatsoever of the content posted by third parties is the best way to avoid liability.
However, it is of course better for the law to encourage reasonable attempts to prevent
dissemination of harmful speech, as far as is possible under the circumstances.

In the USA, the precedent no longer has practical importance in view of new
legislation,30 which insulates internet service providers from liability for harm caused
by third parties.

In Britain the situation is less clear. For instance, section 1(1) of the Defamation
Act 1996 provides that:
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‘In defamation proceedings a person has a defence if he shows that – (a) he was not the
author, editor or publisher of the statement complained of, (b) he took reasonable care in
relation to its publication, and (c) he did not know, and had no reason to believe, that what
he did caused or contributed to the publication of a defamatory statement.’

That act also has a so-called ‘internet defence’31 in section 1(3), which provides that
the status of author, editor or publisher of a statement will not be ascribed to a person
who is only involved:

‘ (a) in processing, making copies of, distributing or selling any electronic medium in or on
which the statement is recorded; (b) in operating or providing any equipment, system or
service by means of which the statement is retrieved, copied, distributed or made available
in electronic form; or (c) as the operator of, provider of access to, a communications system
by means of which the statement is transmitted, or made available, by a person over whom
he has no effective control.’

Yet there still is the possibility of a ‘vicious circle’: the internet service provider’s
(ISP) defence is based on showing reasonable care in relation to publication (section
1(1)b), while to be qualified for the section 1(3) protection from editor/publisher
liability, it must only be involved in the activities listed.32 However, taking steps to
secure reasonable care may be viewed by courts as more than only disseminating
information, but also as exercising some degree of editorial control.

One more mention needs to made here of the EU Electronic Commerce Directive.
As a basic rule, the Directive declares that no general obligation can be imposed on
intermediaries to monitor, or ‘actively seek facts or circumstances indicating illegal
activity’.33 Thus, at the EU level it is recognised that such an obligation would be
disproportionate. The rule applies not only to access providers, but also to ‘caching’
and ‘hosting’, examined below.

B. Decision as to the harmful character of content

Since it was determined above that neither a monopoly on access provision, nor a
requirement to check every single message circulated for harmful content are human
rights compliant alternatives, there is no further need to examine them here (while
arguments given below apply with even more force to these two alternatives). Instead,
the focus is on notification- or warning-driven content verification and automatic
verification.

Because access providers are essentially in the business of telecommunications
rather than publishing, they have no real interest in dealing with content they allow to
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circulate. Their (commercial) interest lies with collecting fees and avoiding all legal
complications.

Added to this is that unlike content providers and mediators, access providers do
not usually invest in such skills of their personnel that would allow them to take
professional decisions regarding content. These skills do not contribute to offering the
main product of these enterprises – possibilities of communication rather than the
content thereof – and thus would lead to unnecessary costs.

A logical result of all the above is that almost every notification or warning of
potentially harmful content made to access providers will result in automatic deleting
or blocking of content, without any examination of the merits of the case. This is
hardly in line with the social interest of ensuring a fair balance between freedom of
expression and other rights. Because states cannot escape their obligations by delegat-
ing some of their functions to private parties,34 such automatic limitation of freedom
of expression may result in state liability. It is worth repeating from Chapter 2 that any
automatic, inflexible limitation of freedom of expression often leads to a finding of an
Article 10 violation.

A more balanced, flexible approach is thus needed. Yet the only occasion when
access providers would invest in the quality of decision-making regarding content
would be if the law obliged them to do so (e.g. by giving the other side – the content
provider whose message is deleted or blocked a right of action against illegal removal
or blocking of content). Caught in such a ‘cross-fire’ of competing interests backed by
the law and risking liability almost regardless of how they decide on the content of a
message, many access providers would prefer to close down their business. Alterna-
tively, they would have to invest heavily in their staff’s content evaluation skills, limit
drastically the amount of information circulated to allow any meaningful content
verification, and charge much more for their services.

Hence, obliging access providers to take decisions regarding harmful character of
content they allow circulating invariably results in negative effects on freedom of
expression. This is either because of the distinctly non-protective attitude towards
speech access providers tend to take if not obliged to perform qualitative content
verification, or because of the much more limited opportunities for communication
online in case when providers are subjected by law to such an obligation to verify
content.

Besides, access providers would become cyber-censors of any content circulating
through their services. And since the tendency would be to accept most notifications
and delete or block content, there would be many more private censors. Namely,
anyone who dislikes for whatever reason the content of a message or even its author,
would be able to effectively silence that other person from the Web by constantly
notifying access providers of allegedly harmful content and threatening legal action
in case of non-compliance with his or her demands. Private censorship is no less
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dangerous than that sponsored by authorities and runs counter to freedom of expres-
sion principles.

As for automatic verification tools, besides automatic content verification, they
also allow decision-making regarding the content and the taking of measures to
prevent dissemination/access to harmful materials. Unlike notice-based content
verification, such computer software allows verification of huge amounts of informa-
tion without human intervention, thus saving time and money and making such
verification physically possible. Moreover, such software can be used not just to
identify harmful content online and prevent its dissemination/access thereto, but also
to actually censor the types of materials to which any internet user has. China offers
a good example, with its attempts to prevent its citizens from accessing any informa-
tion online dealing with particular topics or using particular keywords. What is
impossible in other media, namely to put a censor at the side of each citizen in order
to check what she or he is viewing, listening to or saying, is now possible, to a certain
extent, through the use of content filters and other computer software. Use of such
tools should not immediately be viewed as negative, since they could prevent the
spread of child pornography and other content considered harmful by the user.

While useful to notify personnel about possibly harmful content, these tools are still
quite far from being able to efficiently screen out harmful content. The danger is, as
pointed out in Chapter 3, that such software both ‘underblocks’ and ‘overblocks’
content. Translated into human rights terminology, these two terms mean that these
tools both largely fail to achieve the legitimate aim pursued (not all harmful materials
are blocked) and are disproportionate to the aim (since they also affect harmless
content). Moreover, often they offer no notice to either the end user or to the content
provider of the fact of blocking content, thus leaving no efficient redress for any
possible violation of freedom of expression.

There is one more problem with automatic tools – they are not ‘intelligent’ enough
to be able to take into account background circumstances of speech. As discussed in
Chapter 2, background circumstances may play an important role in making the final
decision as to the harmful character (and degree of harm) of speech, and the ECtHR
constantly emphasises the need to examine the case as a whole in order to be able to
make a fully balanced decision on limitations on freedom of expression. Since artifi-
cial intelligence at present does not allow the complex contextual analysis and under-
standing of meaning that only humans are capable of, automatic tools cannot, at least
for now, ensure sufficient quality of decision-making that would ensure appropriate
protection to freedom of expression. In terms of ECHR case-law, automatic decision-
making amounts to rather inflexible limitations on speech, which usually results in
findings of Article 10 violations. There is thus one more reason to see the use of such
tools as contrary to freedom of expression principles.

As for peer-to-peer file transfer systems, the software is run on personal computers
by private individuals and there is essentially no intermediary to perform any actions
regarding content. The entire power of decision lies with the participants to the file
sharing networks, who are thus also liable for any harm caused. Importantly, however,
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a recent US Supreme Court decision found that creators and distributors of peer-to-
peer technology may, when taking clear steps to promote illegal file-sharing, be liable
for offering such tools to end users.35

C. Acts of preventing or diminishing of harm

Normally (i.e. when an access provider is not also the author of the material), access
providers have no power over content of a message. They cannot change that content
or delete the message altogether – all they can do is block its circulation through their
servers. This does not cause the material to disappear, but prevents it from being either
sent to the rest of the world through the internet or from being accessed by all the users
of the relevant access providers.

However, there are more active ways of preventing access to certain information.
One of these is ordering access providers to block specific web addresses (IP ad-
dresses, and/or email addresses, blog sites, FTP sites, etc), so that they cannot be
accessed at all while using the relevant access provider’s services. For instance, there
is an ongoing debate in the USA over secret orders issued by the Attorney General of
Pennsylvania to block over 300 websites allegedly displaying child pornography.
Because of the secrecy involved, there is no way to verify precisely which websites
have been blocked and whether or not their content is indeed child pornography.36

If similar measures were to be taken in Europe, would they be compliant with the
ECHR? Again, only the issue of necessity in a democratic society would be outstand-
ing in such a case (since the measure would probably be based on a law and would
pursue the legitimate aim of protecting minors and morals).

There is no question that there is a fairly strong social need to protect children from
maltreatment during the creation of pornography, as well as to prevent the spread of
material resulting from such maltreatment (or even encouraging some to engage in
similar activities with minors).

The question however is whether such a need can be met with measures of the type
examined here, namely the blocking of specific IP addresses. On the one hand, such
measures seem to be relevant to the aim pursued, since they indeed prevent harm
through access to illegal information. And they are definitely efficient in achieving the
aim. Yet it may be argued that banned websites are able to change their IP addresses
frequently, create ‘mirror sites’ which will not be blocked until discovered and ordered
to be blocked, etc. which makes efforts to prevent access to harmful material very
difficult and the result doubtful. A counter-claim would be that such measures are in
fact very efficient in that they prevent offending websites from having a stable ‘reader-
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ship’ or sufficient cross-linking,37 which basically results in newly opened sites’ virtual
non-existence due to inability to locate them in the vast amounts of information.

One concern however is that a peculiarity of the internet is to allow various
websites to share the same IP addresses. Blocking one IP address often results in
blocking not only the offending website(s), but also all others sharing the same IP
address. This is what happened when prosecutors in some states of the USA started
requesting ISPs to block certain IP addresses from being accessed on the territory of
those states.38 Many other sites that share the same IP might not have any illegal
content. There is a strong case for arguing the lack of proportionality of such measures,
since they affect much more than the harmful content.

The secrecy of the measures, especially the impossibility of finding out which IP
addresses have been blocked by a particular access provider, results in a lack of redress
for violations such as blocking of harmless websites (and the resulting inability of
users to access valuable information). This is hardly adding to the feeling of sufficient
consideration being given to freedom of expression alongside the other competing
interests involved.

Yet in principle, provided that the above-mentioned shortcomings are addressed
(i.e. more openness of measures and more accurate targeting of harmful websites), the
measure of blocking specific IP addresses could become acceptable.

Similarly, applying automatic tools (e.g. net filters) results in rather harsh measures
regarding the content of a message. If such an automatic tool ‘decides’ that at least
some content on a website is harmful, it will block access to the entire site, thus
causing a much more serious effect on freedom of expression than necessary. Depend-
ing on the specific circumstances of the case, such an effect may be considered
disproportionate to the aim pursued.

However, it is possible to instruct such tools to prevent access to only the offending
material, without blocking the entire site. Yet regardless of such possibilities, the
shortcomings in the decision-making outlined above make the entire issue of using
automatic tools to actually block content (rather than just notify personnel) a useless
one – such tools are not in compliance with the ECHR.

It is completely another matter to oblige access providers to block access to and
distribution of specific websites or BBS or other fora specifically identified in a
decision of a competent authority. If a court decides that a website presents unlawful
materials, that court’s order can easily be complied with at the level of access provider
by instructing its software to block access to that specific site.

D. Punishment and redress

As discussed earlier in this chapter, the main issue in the area of intermediaries’ roles
in punishing those who abuse freedom of expression is that of assisting in identifica-
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tion of such offenders. Access providers are often the best placed to provide informa-
tion on the identity of their users who abuse freedom of expression, since they are
usually commercial enterprises that need reliable identification of users in order to
ensure ability to collect payments for their services.

Aside from concerns about users’ privacy (which is not the focus of this research),
the main issue that may appear here from a human rights perspective is whether
obliging access providers to identify content providers is a burden they can cope with
technically and financially. Should it be too difficult or too expensive to identify
authors or users of various messages, an obligation to identify would have the effect
of increased costs for access providers (and increased costs of accessing the internet
for users), decreased data traffic and possibly a drastic reduction in the number of
providers themselves. This in turn would translate into a negative effect on freedom
of expression, with fewer opportunities to speak out and access others’ opinions,
increased costs of communication and resulting decrease in volumes of exchange of
information and ideas.

It is definitely not too difficult for an access provider who has a contract with a user
to identify that user. Identification does not only relate to providing ‘real life’ informa-
tion about users, but also (and most importantly) traffic data (i.e. evidence from
electronic recordings of internet sessions, which reveals the types of content accessed
by a user, addresses visited and other evidence of online activities). Once it is deter-
mined in one way or another (through own actions, third party notification or through
the use of automatic tools) that harmful or illegal material has been accessed or
disseminated, it is important to match that unlawful activity with the relevant user.

However, since access providers are neither qualified nor willing to make content-
related decisions, it is much more difficult for them to know in advance which commu-
nications are (potentially) harmful. Hence, in order to be able to match illegal online
expressive behaviour with specific users, access providers have to save electronic
records of all the sessions in regard to all the users. That requires significant resources
and at the present state of technology it is impossible to maintain such records for long
periods of time. Thus, requiring an access provider to provide full information not only
on any of its users, but also all the history of their activities online, could be too
burdensome. The resulting increases in costs and decreases in volume of services
offered, and the diminished opportunities of communication for users, all point to the
need to see such an obligation as disproportionate to the aim pursued. Again, much
will depend on the circumstances of particular cases.

One may preliminarily conclude that there is little that access providers can
realistically contribute to the aim combating abuse of freedom of expression, since
they are essentially content-neutral, much as telephone companies are. They represent
in fact the purely technical element in assisted speech that one needs for communica-
tion over distance and over time. They are part of assisted communication and cannot
be obliged to perform many of the measures that may be necessary to prevent harm
from cyberspeech. Yet access providers do have an important role to play at the level
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of enforcing decisions made by others in regard to content, since they have more
powers than most others in blocking harmful content.

Who should take decisions on content? Those who are more involved with content
rather than the technical part of communication itself. And the ultimate authority in
deciding cases where there is a potential clash between freedom of expression and
other rights must be the courts. It is much easier to absolve access providers of the
obligation to verify and decide on content, and to involve them only in enforcing court
decisions.

3.2.2.2 Internet host providers

Host providers are entities that possess servers connected to the internet and which, for
a fee or for free, offer a part of the computer memory available on those servers to
users who want to place their content online. They ‘host’ the content provided by
others, e.g. by storing on their servers websites created by others. A website hosted in
this way may be then accessed through the internet by various audiences. Communica-
tion through websites is the most important field of participation for host providers.
However, hosting is required in most other types of cyberspeech: for instance, email
has to be stored temporarily on an email service provider’s server until the user
downloads it. Of course, the bulk of activities of the email company consists of
services, but it also appears as a host in relation to mail stored and waiting for its
clients to download it. For internet-based email, all material is stored on the server, and
it is the user who organises it.

Host providers are essential in two ways to online communication, especially
through websites.

First, they offer the possibility of continuous access to online material, because
servers are designed to be always (or most of the time) connected to the internet (or
‘stay online’, as it is more usually termed). Of course, personal computers may act as
servers, and increasingly users can afford permanent connection to the internet.
However, such computers only allow quite limited amounts of information to be
stored, and few users like the idea of giving access to materials on their PCs to
strangers. Finally, PCs permanently connected to the internet are prone to hacker
attack and this further discourages their use as servers. In view of such limited alterna-
tives to using servers (implicitly the services of host providers), and also of the fact
that online material has to be stored in some way to be available to users, it is clear that
host providers are essential to the process of online communication.

Second, host providers are important to online communication in a more subtle
way. It is through their cheap or free services that the internet became so accessible
and popular. Because it is (still) often free or very cheap to ‘publish’ a website
(implicitly by storing it on a server owned by a host provider) or to offer content in
other ways, many more people can afford online communication. While the ‘digital
divide’ between developed and developing countries is still large and tends to widen,
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it may have started to narrow in some areas due to the internet.39 One good example
of this trend is Google’s project of digitising and offering on the internet the contents
of books in several major US libraries,40 as well as offering the full text of older books
the intellectual property rights (IPRs) for which have expired and the pages where the
terms searched appear, information which would otherwise remain unknown to many
around the world.41

Thus online communication – and particularly the use of websites, which is one of
the most common types of cyberspeech – depends largely on the existence and
affordable character of site hosting.

Which of the four categories of measures to prevent harm from cyberspeech could
host providers take? Which of these would run counter to human rights standards?
They are examined below.

A. Content verification

Internet host providers are in a much better position than access providers in terms of
being able to verify whether the content of materials they host is harmful. This is
because the amount of information that needs to be checked is usually incomparably
smaller than that circulating through access providers. Also, many hosts have more
control over content since they can refuse to host a particular type of material or just
material they dislike for any reason.

Besides, hosted content is usually more ‘static’ than that circulating through access
providers, i.e. information tends to be preserved for comparably longer periods and can
easier be verified in time. That is of course not always true, since nothing prevents
users saving information on a server for only short periods of time, which then makes
the situation of host providers more similar to that of access providers.

It is however generally more convenient to check hosted content for the presence
of harmful material than it is to check content circulating through services of access
providers. It is even easier to do so in regard to only that material which has been
notified as such to the host provider by third parties, since the number of such notifica-
tions is even smaller than the amount of information hosted in general.

From a human rights perspective, an obligation to check the content of a fairly
small number of messages (if it is the case, since some host providers such as You-
Tube may find it difficult to be aware of all of the constantly changing content they
host) and to remove them in due time should they be harmful seems to be in line with
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ECHR standards. This preliminary conclusion only relates to the problem of the
quantity of information to be examined, not to other issues examined below.

B. Decision as to harmful character of content

While the problems resulting from large amounts of information circulating online are
less relevant for obligations of host providers, those related to quality of decision-
making regarding content remain valid and pressing.

Often, hosting services are made not to give ‘shelter’ and organise ideas also shared
by the host, but simply to allow more people opportunities to disseminate their views.
Such services can be commercial, whereby a certain amount of disk space is given for
a fee to the use of anybody who wants it. Hosting may also be offered for free as an
accessory to other goods and services sold online (e.g. offering free web-based email
service and hosting of personal website). In any of these cases, the host is neither
interested nor qualified to take decisions regarding content.

However, if the law requires the prevention of abuse of freedom of expression,
there will be a tendency, similar to the one described for access providers, of eliminat-
ing any content even remotely resembling harmful speech. And if the law imposes in
some way the obligation to also protect freedom of expression (again, a good example
is that of giving both sides the right to sue – for hosting illegal content and for illegally
removing harmless content) then host providers are caught in ‘cross-fire’, which
results in increased costs, reduced amounts of information hosted and a smaller
number of host providers as such. Undermining the availability of free or low-cost
hosting would undermine many of the internet’s distinctive features that make it truly
a universal communication medium, also taking into account the importance hosts
have for online communication, described above.

The smaller number of messages that need to be verified and decided upon in the
case of hosting has no major effect on the problems faced by host providers. From the
point of view of someone who is not in the business of publishing or mass media, but
simply offers others space to express their views, there is little difference between
having to decide on the merits for and against limiting one expression or fifty expres-
sions. A person who is not qualified to take content decisions in a professional way
may of course rely on common sense and impose certain rules on customers, but there
is always a chance of taking wrong decisions.

The counter-argument that precisely this should be the aim, to make all intermedi-
aries such as host providers, more responsible for what they help disseminate, fails
because it is based on the mass media paradigm. In other words, it is acceptable to
require such professionalism from mass media, and there is nothing wrong with some
newspapers disappearing because they are unable to compete in quality with others.
Yet internet communication is not just about publishing, but above all about communi-
cation, where quality is not always the highest, but where the important part is the
chance for everyone to express him or herself. Reducing the number of host providers
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others to make their contributions, something practised quite a lot at present.

167

to only a few ‘quality’ ones would take away important online communication features
worthy of protection.

From the human rights point of view, obliging host providers to verify all the
content they host or even only content notified by third parties, and take decisions
thereupon, results in insufficient protection of freedom of expression, imbalanced and
almost automatic restriction of speech, which is a sign of lack of proportionality of a
measure in relation to its aim.

C. Acts of prevention and diminution of harm

Taking decisions on content is hence not an activity to be required from host providers.
Yet if someone else takes the decision (e.g. the content provider or a court), then
enforcing it and thus limiting or preventing harm from abusive speech becomes much
easier. This is because host providers have considerable power over what materials are
hosted, and can remove or ask for modification of content of any such material. It is
also possible to limit the negative effect on freedom of expression by removing only
that material which causes harm (or causing the content provider to remove or modify
them).

Some concern from the human rights perspective is raised by the fact that host
providers, not actually having editorial control over content, cannot modify it, but can
only delete it from the server altogether (or partly), thus also excluding valuable, non-
harmful material. Determination of the extent to which the author of material is given
the opportunity to modify the text in such a way as to preserve its harmless areas will
thus depend on the circumstances of the case.

In respect of secondary hosting42 at least, hosts have fewer opportunities to control
material. When material changes in real time (e.g. in a live chat room), there is
virtually no opportunity to affect content – at most only to warn clients against future
potentially harmful conduct.

D. Punishment and redress

As in the case of access providers, it is preferable to leave it to the parties in a dispute
over content, eventually with participation of state authorities such as the prosecutor’s
office and courts, to sort out issues regarding limitations on freedom of expression.
Host providers would then be left with the task of assisting in enforcing the decision,
such as removing offending content.

As concerns identification of content providers, which is the main focus when
analysing the obligations of intermediaries as regards punishment and redress, there
is no easy answer. The problem is that while some host providers insist on obtaining
the identity of their users, others do not. And even if they do require some identifica-
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tion, often there is no way to verify the truth of statements made by their users, since
there is usually no need to enter into any kind of physical contact with the user. Most
free hosting can only be maintained free by not applying reliable identification means,
which are expensive. Thus, imposing a strict obligation on host providers to identify
all their users would increase costs and would probably mean the end of free hosting.
This in turn would negatively affect freedom of expression.

At the same time, such a requirement would not only limit the right to anonymity
that we occasionally need to exercise, but also not achieve the aim of punishing
abusers of freedom of expression, since they will make use of other technologies to
avoid being identified by their host providers. A limitation on freedom of expression
which has the potential of reducing choices for large numbers of people in expressing
and informing themselves, and on the other hand has only limited, if any, effect on
achieving the legitimate aim pursued, is likely to be considered not ‘necessary in a
democratic society’.

However, if technology is developed that is cheap and easy enough to use by both
users and host providers,43 it may become less of a limitation on freedom of expression
and more accurate in ensuring the achievement of the aim of identifying content
providers. Privacy concerns would probably still remain, however.

3.2.2.3 Content providers

Having identified the basic technical means – and the relevant entities – through which
communication through websites takes place, we turn to the third category of partici-
pants in the communication process. These are the ones who contribute their content
to the internet, in this case websites. They are commonly called content providers.

This is not a uniform group, as a person may become a content provider not only
by setting up a website on someone else’s server, but also by combining the roles of
access/host provider and content provider. In the case of AOL, mentioned above, the
company is not only an access provider, but also contributes its own content and hosts
it on its own servers. In this section, only the role of content providers is examined.

On the internet in general and in its specific form of website communication, two
groups can be distinguished within the category of content providers: authors and
mediators. The difference corresponds to that highlighted above in 2.1.1, namely that
between direct and mediated speech.

As will be shown in one of the sections below, authors have many more opportuni-
ties for self-expression on the internet, including through the use of websites, in
comparison to other media. Some of the roles of mediators may also change online,
as will be shown in more detail below.
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Together with the audience, content providers form the two ends of the process of
communication and its reason. It is due to the willingness or even need of content
providers to express themselves and the audience’s need to know that communication
has a purpose and a social role.

There is however no need for any profound analysis of the role of content providers
(authors and mediators in mediated communication) in all the aspects of harm preven-
tion and reduction. They are not only presumably aware of their own content, but also
have full editorial control over it and can prevent harmful material from being dissemi-
nated by simply adjusting their own behaviour or the content. It is fully compatible
with human rights standards to require content providers to have complete responsibil-
ity for their own content.

3.2.2.4 Internet service providers (ISP)

The activity of service providers is manifold and one may say with 99% accuracy that
between the time of writing this section and when it is publicly available there will
appear a number of new kinds of services. To give just an illustration, ‘Information
Society Services’ may be defined as covering

‘a wide range of online activities amongst which: online information services (newspapers,
magazines, libraries, electronic databases, search engines, etc.); (…); on-line services to
consumers (interactive teleshopping, information on products and assets, purchase tests,
research and evaluation of promotional offers), on-line tourist services (… virtual visits to
museums, monuments and sites, etc.); online entertainment services; new telecommunica-
tion services on demand (videoconference, internet access, electronic mail, discussion
forums) etc.’44

Therefore, this part of the study, while presenting the variety of services existing
today, will try to identify more general principles common to all or most of these
services, thus allowing them to be applied to future ones, rather than concentrating on
the minute details of each service.

The first important characteristic in all kinds of such services is that in most cases
the user makes the final choices about content, by deciding what exactly to access (as
a member of the audience) or to disseminate (as an author). In this respect, the auton-
omy of the user is much higher than in traditional media, because of large diversity of
online services, access on very specific demand and at the specific time, and often in
the specific manner chosen by the user.

Another common feature of many types of service providers acting as such is that
they do not contribute their own content or a mixture of own and third party content
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as do mediators, but rather offer possibilities of various actions regarding the content
of others. Generally speaking, internet service providers may be said to include:

– information viewing/accessing tools (eg web browsers);
– assistance in creating websites and other online content;
– information search services (which can be of two types: search engines and directo-

ries);
– promotion and publicity services (services aimed at making specific websites or

other information more easily found or more conspicuous);
– electronic mail services;
– electronic bulletin board/chat services, etc.

Of the services listed above, special attention needs to be paid to information search
services, due to their important role in both enhancing the effect of freedom of expres-
sion and in contributing to the potential harm caused. The findings in this section will
then be very relevant to section 3.2, where analysis is made of various content, context
and location circumstances of speech.

The internet already resembled some years ago an extremely large library in the
aftermath of a flood: a lot of information present, yet much chaos as to where each
item is placed and what items exist there. The best way to find a specific website was
and is still to know exactly its URL,45 or as it is popularly called its ‘web address’.
Alternatively, one would have to guess the site’s address, or find a hyperlink to it on
another site,46 which is often a too lengthy and unreliable method.

The ever-increasing volume of information available online only makes it more
challenging to find information needed. Obviously, one only needs to find those
materials that are relevant to one’s topic, and this cannot be done on a manual search
basis. To answer that need, new services appeared that assist in finding the necessary
information. Two main such services are search engines and directories.

Arguably the most popular, internet search engines (or simply search engines)
appeared. These are computer programs47 that consist of three components: (a) a
‘crawler’, or ‘spider’ – a piece of software that constantly and automatically surfs the
internet and creates descriptions of what it finds on the sites visited, periodically
revisiting and updating the descriptions, (b) an index or catalogue, where the data
collected by the spider is stored, and (c) software that matches a user’s search with
index data and decides which websites indexed are most relevant to the search. This
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software also produces a ‘results list’, which is essentially a list of hyperlinks48 to the
sites ranked as relevant to the search performed.

The principles used to decide which sites are more relevant to a search (ranking)
vary, but they are all based on the automatic search for key words, or images, either
in the body of the website’s (chat room, BBS, etc.) texts, especially the heading and
first phrases, or in metatags (the special technical description each site gives for the
purpose of guiding the web browser and search engines).49 Similarly, search engines
will easily identify a type of content if it is registered in a way that already includes
a description of the type of content, such as the newly adopted ‘.xxx’ top level domain
(TLD) for pornographic websites.50 A more advanced system, which would understand
relationships between words and phrases in a way humans do, requires artificial
intelligence of a level that is not yet attainable, despite all the progress made in that
direction.

The site most ‘relevant’ to the search performed is displayed among the first in the
results’ list, and practice shows that users tend to more often view the sites appearing
first in result lists. There is sometimes severe competition for obtaining better ranking
by various search engines. Methods used include multiple repetition of the key word
in the heading, text, metatags51 and other technical description of the Web site, as well
as ‘promotion’ of that site (see more on that below).

Not surprisingly, the same problem users face in searching for information is also
faced by content providers, i.e. they also need organised ways of offering content, so
that it may be found more easily. Possibly this is how the idea appeared of creating
Directories (of websites, chat rooms, blogs, FTP sites, etc.), i.e. information sorted by
categories. This answered both the user’s need to find information and the content
providers’ need to make it more reachable. Directories can be formed by two main
technical methods: (a) either directory staff search the web, using whatever means
necessary, such as web surfing and search engines or other directories, and then
reviews each site individually before introducing the good ones into the directory, or
(b) the website author or administrator sends a short description of the entire site to the
directory and on that basis the site is attributed to one or several categories within the
directory. Importantly, in both cases the site is normally examined only once and any
subsequent changes in its content will not affect its listing in the directory.

When a user looks for a topic or key word, an automatic search is made, a result
list is created much the same way as with search engines, with the difference that only
sites listed in the directory are searched through and included into the list.
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Of course, nothing prevents a search engine service from also having a directory,
and often this happens in practice (Google is the best-known example).

Since communication through websites can and often does take place without the
use of search engines or directories, these two types of services are not absolutely
essential for cyberspeech. At the same time, due to factors such as the enormous
amount of information available online and the difficulty of finding the necessary
information (implicitly of insuring that one’s own content reaches larger audiences),
the role of such information search services is much more than a simple convenience.
Much online information would simply not be found in the absence of automatic
searches provided by search engines and directories.

The reverse can also be said: because it is in principle possible to locate websites
through information search services, cross-linking among sites (see more on this
below) are not essential. Yet they play a distinct role that cannot be replaced by search
services – that of presenting focused information on a subject and thus ensuring access
to sites that are of specific interest to the user.

In sum, successful communication through websites depends on the possibility to
both ‘surf’ alongside hyperlinks from one site to another and locate sites through the
use of information search services. In the absence of any of these two main means of
finding information online, there would be much reduced chances of information on
the websites reaching large audiences and/or audiences specifically interested in the
type of information the particular websites offer.

Below is an analysis of the effects of imposing various types of obligations on
service providers from a human rights point of view.

A. Content verification

As discussed above, there is a large and heterogeneous group of internet service
providers (ISPs). They have varying degrees of knowledge and control over content
circulated online. For instance, information viewing/accessing tools (e.g. web browsers
or email clients) are sold to customers without any knowledge of what content those
tools will be used to access. Of course, many such tools allow the application of
automatic means of verification in the form of content filters with varying degrees of
tolerance towards content. Yet these can only be activated (or deactivated) by the user,
which means the user is totally independent of the producer or seller of the product.
Besides, making filters a mandatory feature of such tools would face the same prob-
lems as discussed before in terms of the inability of current software to perform
complex contextual and logical analysis to determine the final effect and meaning of
words.

As a result, sellers of information viewing and accessing tools cannot be held to
any obligation to verify content accessed through the use of their products, since such
an obligation would impose an impossible burden on them.

Besides, there are less restrictive alternatives in the form of imposing content
verification on mediators and to some extent other intermediaries. The existence of
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such alternatives implies probable lack of ‘necessity in a democratic society’ of
imposing the obligation on producers and sellers of information viewing/accessing
tools.

Services offering assistance in creating websites may have a dual role in regard to
content. Many such services offer pre-created forms that can easily be filled in by
users who want to create their own websites, but do not participate in the process of
actually creating sites. In such a case, the situation is virtually the same as for informa-
tion viewing/accessing tools – no way of knowing what content is created and/or
affecting its final shape.

However, some services which assist in creating websites and other information
portals do actively participate in the actual creation of the site and therefore may well
be aware of the kind of content present there. Of course, nothing prevents an owner of
a site from adding material at a later stage, when the site is created and there is no
more involvement of any intermediaries. In this latter case, such services could not
even theoretically know of such additional content on the site they originally helped
create.

Information search services (search engines and directories) are a complicated case
when it comes to dealing with harmful content. On the one hand, it is undeniable that
without such services much content that may cause harm would not reach too many
people and thus the damage caused would be minimal. There is definitely thus a
pressing social need to attempt limiting the harmful effect of certain cyberspeech by
also limiting the possibilities of finding it online. This would also correspond to a
number of legitimate aims (such as protection of children, of morals or of reputation).

There are major differences between search engines and directories in regard to
technical possibilities of content verification. As discussed earlier, search engines work
in automatic mode to comply with user demands for finding information. Such tools
have to be fully automated, since the volume of information they need to find for their
users is so large and diverse that it is physically impossible for human beings to do the
same. Hence the futility of asking search engines operators to verify individually the
content of each search performed and of each result displayed. Such an obligation
would impose impossible burdens and would probably constitute measures dispropor-
tionate to the aim pursued.

The alternative is to use automatic content verification tools to block certain
content from appearing in the results list of search engines. Such tools could apply to
both the key words (or phrases) typed by the user and the content of the sites viewed
by the ‘spiders’ of these engines when they catalogue sites visited.52 Such tools
(content filters) can already be applied to searches with most search engines, yet they
remain voluntary and can be easily disabled by users.
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Again, the same problem persists of imperfect software, which does not allow to
fully all circumstances to be fully taken into account. Hence, making the installation
and use of content filters mandatory would most probably result in harmless and
valuable content being blocked, or to adults being prevented from accessing content
which would only be harmful to children. At the same time, as mentioned above, such
automatic content verification tools are less than completely efficient in preventing all
harmful content from being accessed. This only adds doubts as to the proportionality
of a requirement for mandatory use of such tools.53

As for verifying only such sites that are notified by third parties, search engines are
confronted with an even bigger problem than access providers. This is because unlike
access providers, which are usually somewhat limited to the number of customers
residing in the territory where the access provider operates (be it a town, a region or
a country), search engines reach throughout the world to many more users. If access
providers have difficulties in verifying the content of each notified message, then
search engines would have an even more difficult task to comply with.

Yet at least theoretically, it would be possible for search engine personnel to review
a site notified as harmful by third parties and if confirmed as harmful take action in
regard to it.

Directories, unlike search engines, have the particularity that professional staff
reviews each entry before adding it to the list. This way, it is clear that those staff
members who have reviewed the site – and by implication the administration – are
fully aware of the content of each site they refer to in their lists. Hence the possibility
of presuming knowledge of any harmful material present on any of the sites referred
to in directories.

However, even the biggest and most widely known directories such as Yahoo!
began updating their lists by web crawling, which is essentially the automatic search
method used in search engines and excludes any human involvement.

Another caveat is needed here. While initial content verification in order to include
a website into a directory is normally done, this is not true for follow-up verifications.
In other words, the directory administrator does not routinely verify the content of
each site after it has been added to the directory, and thus any subsequent change to
the site’s content has good chances of being unnoticed by the directory owner. It is
possible for the personnel of a directory to check the content of a few sites added daily,
but it is a completely different matter to attempt to check the content of the entire
database for changes with possible harmful content being added.

As for notification-based verification, directories are in a better position to verify
potentially harmful content when notified of it, since there are not so many sites on the
database in comparison to the number of sites on a search engine database, for in-
stance. This however does not apply to directories created by automatic means.
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B. Decision as to harmful character of content

The difficulty of just verifying the content of each website or other types of cyber-
speech notified to a search engine as harmful is plain. Yet the difficulty of deciding on
the lawfulness (harmfulness) of each such material is incomparably greater, in view
of the large number of notifications that would be received.

Not only would search engine operators have to examine huge amounts of informa-
tion, but they would also face diverging national laws. Indeed, because search engines
are not confined to specific countries and users from all around the world use them,
which law should govern the decision-making of a search engine personnel notified
of harmful content? And what if the law of one country makes illegal content which
is perfectly lawful in another? A website owner could even initiate legal proceedings
against a search engine for illegally blocking the site to viewers in a jurisdiction that
accepts similar content as lawful, even if the author of the site has no connection with
that other country (other than that the impossibility of viewing the material in that
country may already be causing damage to the author in that country).

If it is very difficult (for cost reasons which eventually result in greatly limited
choices for the user) for an internet access provider to take well-balanced decisions on
content, then the same task is practically impossible for search engines.

In addition, search engines will tend to have an attitude similar to access providers:
whenever a notification is made of allegedly harmful material, and if the law imposes
responsibility for preventing access to material so notified, relevant web sites (or chat
rooms, FTP, etc.) would be blocked almost automatically, without any review of the
merits of the complaint.54 This implies a very low level of protection given to freedom
of expression, as discussed above for access providers. And similarly to the latter,
search engine owners are not interested in the content itself, but only in not having
problems with the law and in maintaining a good business. If the law obliges in some
way to take balanced decisions to also protect freedom of expression, search engines
will be caught between the two and will basically cease operating or start charging
users, which in turn limits choices for the consumer.

Besides, to ensure that minors cannot reach certain content which is lawful, yet
harmful if accessed by minors, search engines would have to perform age verification,
which is very difficult and still rather expensive and exclusive of those who do not
have credit cards, for instance. Moreover, the general reluctance to use credit card
numbers online for fear of fraud is a factor that will immediately diminish the number
of those willing to use search engines equipped with such adult verification, which
may lead to the disappearance of those businesses.

The only case where search engines could successfully and in a manner which is
friendly to human rights apply automatic content verification tools is in regard to
content which authors themselves term as harmful (e.g. to certain groups such as
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minors). This is the case of warnings given by content providers themselves, and
which could be recognised by software. Since the decision regarding the content of
materials has already been made by their authors, there is no need to make balanced
decisions and thus the main drawback of such automatic tools is removed for that sort
of material.

To conclude, if search engines were obliged to perform content verification and
also take decisions in regard to content, there would be major changes in their work
and a resulting serious limitation of the choices of users and their ability to speak
freely online. On the other hand, not only would such measures not be very efficient
in achieving the legitimate aims pursued, but they would be rendered unnecessary by
the existence of alternative, less restrictive means (discussed below).

Directory operators can take decision as to the content of websites they list, since
they routinely review the content anyway when adding new sites to the directory. As
mentioned above, this does not relate to changes in the content of sites already added
to the directory. In this latter case, decisions as to harmfulness of content can be made
if specific sites are notified to the directory by third parties.

Directories are also in a better position to decide upon content since they have to
make value judgments on that same content in order to classify the site into one or
several categories in their databases. However, this is not a legal classification and
depends very much upon factors such as the moral attitudes and personal taste of the
directory personnel, or payment from the site owners for the right to be included in
specific sections of the directory. It is a completely other matter to require by law
decisions on harmfulness (lawfulness) of content, since they require other types of
professional skills and more time.

As in the case of host providers, directories would have fewer sites to verify on the
basis of notifications, and would also have the power to exclude them from their
services without asking for any kind of cooperation from the author or owner of the
site. Yet also, similarly to host providers, directories are essentially not in the publica-
tion or broadcast business. They are rather in the business of facilitating circulation of
content, by helping audiences and authors find each other. And accordingly, they have
neither the requisite skills nor the willingness to analyse profoundly the content they
deal with, and strike a fair balance between freedom of expression and other rights and
interests involved. The lack of professionalism in taking decisions on content makes
it less important that the number of websites to review is more limited – each case will
carry the danger of mistakes. The tendency will be, as always with technical intermedi-
aries, to avoid legal problems and delete from the database links to any site that are
allegedly harmful, without any detailed analysis of content and any freedom of
expression merits. The rest of the arguments regarding increased costs and possibly
stopping the service if the law requires balanced decisions as discussed above apply
to directories too.

If a directory, however, is created through the use of automatic tools, all of the
principles discussed above for search engines apply too.
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In conclusion, while technically it is easier to verify the content of at least those
sites in the directories which are notified as harmful by third parties, obliging directory
operators to take decisions on content imposes an obligation that they cannot meet, or
if they do, then with too high a price for the user, whose freedom of expression will
suffer greatly. In view of less restrictive alternatives available, such a measure would
probably be viewed as disproportionate to the legitimate aim pursued and thus not
‘necessary in a democratic society’.

C. Acts of prevention/diminishing of harm

If the decision is taken that a piece of material is harmful, then two types of action can
follow: (a) deleting or amending the content, or (b) blocking or limiting access to it.
In other words, focus may be on the source of harmful speech or on preventing that
speech from reaching intended audiences, or both. While none of the intermediaries
discussed above seems to be well suited for the task of taking content-related deci-
sions, some of them have a central role in ensuring enforcement of decisions taken by
courts or self-regulatory bodies.

For instance, if the content of a website is declared as unlawful, search engines can
exclude that site from result lists. Directories can take a further step and simply delete
the relevant site from their databases, so that no matter what category is searched, the
site will never appear in the result list.

There is no point of requiring similar steps from web browser creators and sellers
or email services and file transfer systems, since they normally feature rather dynamic
information and may change their addresses and other identity information. Hence in
stead of requiring, for example, web browser producers to store information on
prohibited sites in the web browser itself that almost immediately becomes old, it is
more efficient to put the accent on access providers and information search services.

It is worth mentioning here that excluding a certain piece of information from
information search engines and excluding its circulation through other types of online
services may drastically reduce the effect of that material, since significantly fewer
people will be able to find it online. On the other hand, none of the intermediaries
discussed have the power to actually amend or delete the information, their possible
role is limited to not facilitating the finding of that information on the internet.

D. Punishment and redress

The voluntary nature of proving identity information to service providers (e.g. to
search engines and directories) and the distance that often separates them from users
and content providers prevents any reliable identification. In fact, since many cherish
their privacy, they could refuse to use such services if reliable means of identification
were in place (unless of course no alternative ways to find or display information
online existed).
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Besides, the costs of ensuring identification are at the moment rather high and such
free services as search engines and directories do not have any real possibility of using
them without starting to charge users, which is another factor that might scare off users
and limit their choices of speech online. With the advent of cheaper technologies to
ensure identification, the main issue will remain not cost, but privacy concerns.

Hence, at least at the moment, service providers may only have a limited input in
terms of identifying their customers and ensuring the reliability of that identification.
To some extent, such identification is against the essence of such services, which are
based on free or cheap and anonymous interaction.

In conclusion, intermediaries acting as conduits for speech (assisted speech) should
not be obliged to take content decisions. The latter should be left for content providers,
mediators, alleged victims and ultimately courts, following the ‘end-to-end’ responsi-
bility principle.55

Should one just absolve all the types of intermediaries discussed above of any
obligation regarding content or enforcement? They are in the best position to remove
or block such content after all, and there is thus not much sense in renouncing such an
efficient tool. Such intermediaries should not be left without any obligations, but their
obligations should depend on their role and situation, which is often different from that
of the traditional mass media. Instead of obliging them to deal with content (verifying
and making decisions on it) they should be left to what they are best at – participating
in the enforcement of decisions regarding content made by others (i.e. they should
delete or block harmful content). The decision should be made eventually by courts
or in extra-judicial procedures guaranteeing a certain level of protection to both
freedom of expression and rights of those claiming to have suffered from abuses of
that freedom. The kind of ‘notice and take down’ and ‘notice and put back’ procedures
used in intellectual property disputes seem to be the best example of such practices.

3.3 ONLINE SPEECH DISSEMINATION (CONTENT, CONTEXT AND FORM) AND
THEIR EFFECTS FROM A HUMAN RIGHTS PERSPECTIVE

Having identified in general the participants that may be involved in online communi-
cation and the various roles and combinations thereof they may assume, we have
obtained a basis for determination of a fair, efficient and human rights compliant
distribution of liabilities for harm produced by cyberspeech. Yet new communication
media may modify not only the roles and the resulting distribution of liabilities, but
also the effect such communication has on the audience, and thereby may influence
(increase or diminish) the level of harm caused. For instance, the internet allows
defamatory material to be sent to many more persons than other media allow, and such
communication may be much more intrusive into the privacy of our homes and
computers.  Therefore, it is important to determine which characteristics of new media
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(such as the internet) may affect the level of harm and in what way, as well as to
determine criteria which must be used to check any particular effects.

Chapter 2 has determined that the ECtHR often takes into account a number of
circumstances in determining how the ECHR should apply to the facts of the particular
case. In analysing the ECHR Article 10 case-law it was also possible to identify both
the broader groups into which such circumstances may fall, and specific types of
circumstances that are most often found as relevant.

Since cyberspeech is just a special case of speech in general, the same criteria will
be used to analyse internet-related circumstances that affect freedom of expression as
those identified in Chapter 2.4 above for all speech. In other words, this section
focuses on circumstances of content, context and form and the way they appear in the
online environment – their online equivalents. After identifying such (groups of)
circumstances, this section also examines their effect from a human rights perspective
(i.e. as circumstances increasing or decreasing potential harm and thus requiring more
or less restriction of freedom of expression).

As shown above in Chapter 2, there are three types of circumstances typically taken
into consideration in individualising a freedom of expression case: content, context
and form of the expression. Each of them is examined below.

3.3.1 Content of online speech

Content in the strict sense as discussed above (i.e. the plain meaning of the text,
images or sounds, without considering their context and form) is a category not subject
to influence from technology. Whatever the means used to convey a meaning, the
basic content itself remains the same.

It is not necessary to restate here the types of content that may be harmful in and
of itself. Reference is made here to Chapter 2. However, the internet presents novelties
in terms of the context and form content may have, and thus these two sets of circum-
stances warrant detailed analysis.

3.3.2 Context of online speech

As determined in Chapter 2, the context of speech may include elements such as: (a)
the author, (b) the audience, (c) the victim, (d) the time and place of disseminating the
message, and (e) the general background of expression. These may have specific
aspects in the online environment, as shown in Chapter 3. Each of them is examined
below to determine their effect on human rights in an online environment.

A. The author of the expression

As mentioned in Chapter 2.4 above, one of the issues that may arise is membership ofo
certain groups which results in specific status. On the internet, two issues seem to be
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especially interesting in this regard – the notions of mass medium and of people’s
(elected) representatives.

Even such a seemingly simple notion as ‘mass media’ has no clear meaning online.
On the one hand, there are those persons and entities who attempt to avoid being called
a mass medium or being in any other way associated with editorial control over
content of the messages they assist in circulating. These are the intermediaries to
online communication (access providers, host providers, as well as a number of service
providers such as information search tools, email service providers or BBS administra-
tors). Their argument is based on lack of knowledge and control over information that
they only assist in circulating, without dealing with content, as well as difficulties in
decision-making regarding content.

On the other hand, there is the problem of other authors who do assume full
responsibility for the content they publish online, but who claim additional protection
as online mass media. This way, one-person newspapers or even TV or radio stations
can easily be created. And of course there may be cases where under the guise of
informing the masses quite private interests are pursued, such as defaming or other-
wise attacking individuals or corporations.56 Attempts to distinguish ‘genuine’ online
mass media from those promoting private interests meet serious obstacles in that there
are no clear criteria. Formal criteria such as registration with a state body and provid-
ing names of responsible personnel and other identification data of the mass medium
and its staff are easily met.57 Online, there is no need, nor possibility to refuse a licence
on the basis of ‘scarcity of resources’ arguments (such as the limited number of radio
frequencies available). The natural factors limiting the number of mass media in the
previous era – costs of setting up a medium, limited reach to audiences and geograph-
ical limitations – are virtually irrelevant for online publishing.

Other criteria such as number of ‘issues’ are also irrelevant, since websites or BBS
do not have ‘issues’ – they can be viewed as many times as necessary from the same
copy. Neither can the number of readers be a criterion, since first this would discrimi-
nate against newcomers and low-end media; second it remains subjective (is 99
subscribers too few for a newspaper, but 100 sufficient?).

From a human rights perspective, attributing a particular medium (or programme,
type of publication, etc.) to mass media implies a special legal regime. More exactly,
mass media are specially protected under the ECHR system, but also have additional
‘duties and responsibilities’.

Therefore, it is rather important to be able to answer the question of whether a type
of online speech is a mass medium or not. Otherwise, the situation may occur where
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there is no ‘normal’ speech online – everybody is either a mass medium or a technical
conductor for the speech of mass media. The risk is that of deflating the notion of mass
media and their role in society, which might in the long run lead to less protection
given to online mass media as a whole.

At the same time, as mentioned above, it is rather difficult to distinguish between
‘real’ and ‘pretended’ mass media when it comes to their online equivalents. The most
promising direction is to examine the nature of the activities of a person or entity
claiming to be a mass medium as a whole. A good example in this sense could be set
by the notion proposed by Council of Europe experts working on the right of reply
online. The experts had problems defining an online medium and after deliberations
have excluded certain irrelevant elements such as the name ‘professional online
media’. According to the text,58 ‘[t]he term ‘medium’ refers to any means of communi-
cation for the periodic dissemination to the public of edited information, whether
online or offline, such as newspapers, periodicals, radio, television and web-based
news services’. It has to be admitted that this is a rather loose notion and many online
publications could qualify. At the same time, the purpose of this notion is limited to
the right of reply online and it could need modifications if trying to determine the
essence of mass media for other purposes.

In any case, if a particular online newspaper or radio or TV etc. is considered an
internet equivalent of a mass medium, the consequences are similar to those described
in Chapter 2 above, namely that more tolerance needs to be shown to reports made by
such entities due to their important role in a democratic society.

The second special status-imposing group is that of becoming some sort of a
representative of others. This status can also have peculiarities in the online environ-
ment. It may be informal, as when a person speaks for a number of others, but has not
formally received such a power of representation through elections. Or ‘elections’ may
have taken place through an opinion poll online or other variants of unofficial repre-
sentation. For instance, the founder and active promoter of an online campaign who
receives plenty of emails and other kinds of communication endorsing his or her views
may be said to express the views of many and could even prove such support. One
might need to consider a person as acting as people’s representative and as deserving
of extra protection for his or her speech in that capacity.

Membership of other groups (such as judges, lawyers, government officials, etc.)
is not affected by the internet and will have a similar effect on the balancing of
freedom of expression with other rights involved as if the expression was made
through traditional media. However, it is worth mentioning new categories of judicial
authorities dealing specifically with internet-related issues such as domain name
dispute resolution and various types of (online, remote) dispute resolution. The
specificity of their subject of work does not change the essence of their special rights
and obligations as judges however.
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Attention will of course be paid to the exact way online representation comes into
existence and often it could be unsupported by legal mechanisms, leading to lack of
recognition on the part of state authorities. From a human rights point of view,
however, it cannot be denied that if in essence a person speaks for a number of others
who have given that person some power of representation, that person’s speech needs
extra protection. This is especially true in cases where the group is prevented from
official registration or incorporation by authoritarian regimes. Of course, the more
conducive such representation is to the achieving of socially important goals, the more
chances there are of it being given official recognition. For instance, such representa-
tion may be a novel way of participation in the political life of society or a way of
protecting consumer rights, etc.

The main criterion in analysing whether a person receiving power of representation
of others through online means (and possibly for online purposes only) should not be
so much the (technical) means of obtaining such representation, but the aims pursued
thereby and the real representation exercised, i.e. the resulting representation.59 And
of course, as always in such cases, numbers matter – the more people can be shown
to be represented that way, the more legitimacy can be claimed, and the more tolerance
towards such expression.

Just as in traditional media, some online media have created a good name and serve
as important and trusted source of information for many. This is especially true of
journals that already have a good reputation and double their work on the internet. The
result of misleading, defamatory, racist, etc. information being distributed by such big
names is bound to be more damaging, since people tend to trust such media more than
others. Conversely, such established sources of information can rightfully claim
serious aims in presenting controversial subjects, having proven that they are not after
sensationalism, but rather truth, or at least a balanced search for it.60

Besides this authoritative role of established media, the latter play an additional
important role online – they are focal points for searching various information. As
discussed in the previous chapter, one of the issues affecting the way information is
found online is that of it gradually becomes inflated. There is simply too much
information for any individual to process and part of it tends to fail to reach its
intended (or unintended) audiences. Search engines and directories play an important
role in remedying the situation, but increasingly people prefer portals or other focus
points they can trust as a good starting point in searches on a variety of subjects. Well-
known media, through their online versions, are among the better trusted focal points
of this kind for many. Accordingly, they constantly expand their areas of interest and
the topics covered on their websites. Such sites as cnn.com or bbc.co.uk are very
popular starting points in searching on desired subjects, and such searches are not at
all limited to news broadcasts. With this increased role comes special responsibility
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– if such an established medium distributes harmful information, it not only does so
to many people, not only gives such information more legitimacy through its own
name, but also serves to channel the attention of many to such information, and to
people who might have missed or disregarded such information had it not appeared on
such a trusted and focused online source. All the above becomes even more apparent
when specialised information is of interest. Consider the case of a well-known public
health journal that offers on its website extensive information on health issues. If it
posts there an allegedly defamatory message about a particular surgeon, the defama-
tory result is much worse than otherwise, since many users would have stumbled
across the relevant information mainly because they trust the journal as a good general
source on health-related issues.

Yet while the above is part of the ‘special duties and responsibilities’ the media
have in regard to what and how they broadcast, it does not imply that a lower level of
protection should automatically be given to speech of online media because of the
extra effect they have on the population. After all, it is no more than an online equiva-
lent of the role and influence such media have outside the internet, a role which is
essential in a democratic society.

The conclusion has to be that in each specific case involving online media it is
important to determine all the circumstances that might affect the harm caused and
show the intent of all those involved.

In what concerns the author’s identity and conduct, some of the online equivalents
thereof raise important human rights issues.

Anonymity is one such obvious issue. As mentioned earlier, certain messages (e.g.
threatening ones) may sometimes be more damaging if they are anonymous. The many
means the internet offers for delivering anonymous speech could thus be considered
in some instances as an additional harmful circumstance. Any feature of the internet,
including anonymity, that is used to cause harm or to increase the harm to the victim
is to be considered a circumstance aggravating the author’s deed.

The internet offers the ultimate level of anonymity and thus many more opportuni-
ties for harmful speech to go unpunished. As mentioned above, specific means of
obtaining anonymity online vary (web-based email accounts, anonymiser services or
public discussion fora that do not guarantee the matching of user identification with
his or her real life identity). The common trend of all these means is to allow a rather
high level of protection of privacy to both authors and audiences.

At present, some degree of protection of privacy stems from the difficulty of
ensuring reliable identification online. As technology develops and becomes more
accurate and affordable, the focus will switch to the legal arguments of the limits to
which e-ID is to be allowed in a modern society.

In some cases however, anonymity is in fact a kind of a psychological barrier
between the assailant and the victim – the latter knows that there is no ‘real world’
danger. In this sense, anonymity of the author of abusive speech is matched by the
similar anonymity of the victim and thus the harm is minimised. Yet any hint that the
attacker knows the real identity of the victim immediately raises additional concerns
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and fear.61 Even such a simple detail as the online attacker’s email address having the
same country of origin as the victim may play such a role of additional individuali-
sation and fear. The fear would increase even more should the attacker claim to be a
hacker who can ‘break’ into the victim’s computer and identify the victim in the ‘real
world’, and even more so if (s)he proves such capacity and intent with similar previous
acts.

Moreover, the sense of more security that many have while speaking online
(meaning fewer chances of being caught while sending harmful materials to or about
the victim) may increase the tendency to use the internet to harm victims. It is even
more apparent where so-called ‘victimless crimes’ occur, i.e. crimes usually not
reported by their victims, such as minors accessing pornography. There is a tendency
for more people to engage online in activities that they would otherwise avoid for fear
of prosecution or at least moral condemnation by members of society. Since the
internet allows anonymous participation in such activities, such legal and social
constraints are often removed. In this sense, anonymity may contribute to proliferation
of harmful activities. Combined with the possibly more powerful effect on the victim
discussed above, such an increased sense of security when verbally attacking others
online may well increase the harm caused to the victim and eventually to society.

Additionally, in such types of harmful content as defamatory statements, the harm
is increased by the fact that the victim, not being able to identify the author of the
statement, has no real chance of responding to the allegations and putting an end to the
abuse. Hence, anonymity of harmful speech may occasionally be considered as an
additional aggravating circumstance (and an additional reason to allow an interference
with freedom of expression under the ECHR).

Another issue raised in the previous chapter, persistence of the author’s targeting
the victim, relates to the acts of the author in relation to the harmful message and the
victim. Various forms such persistence can take online have been described above
(such as highly intrusive targeting of a particular victim or assuming the victim’s
identity in order to compromise him or her through their ‘own’ acts or statements).
From a human rights point of view, these are additional circumstances that show the
author’s intent to cause more harm than would normally occur from simple distribution
of the message. It will be important to determine the degree to which the message
could have been sent by mistake or, alternatively, could have constituted a well-
planned, intentional attempt to maximise the harm caused. And of course there can be
almost no case of accidentally assuming the victim’s identity and using it in a way as
to specifically harm the real owner of that identity.

Such persistence in targeting the victim helps not only to determine the most
probable intent of the author, but also the effect on the victim and audience. Hence, it
will be necessary to examine in each case how the choices the author made in distrib-
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uting the message could reasonably be expected to affect probable audiences. Very
important here are also the particularities of the audience, discussed below.

Somewhat ironically, the more efficient content filters become in identifying
harmful content, the less need to punish the authors of harmful material can be
claimed. This is simply because with better automatic content verification, the chances
of actually reaching one’s audience decrease accordingly, thus limiting the harm that
can be caused.

Naturally, the lack of circumstances mentioned above showing specific intent of
the author to harm may imply the need to view the harm as less serious. And if in fact
either the author’s status or actions show reasonable attempts to prevent or limit the
harm, as well as good faith in distributing the message, responsibility for the harm, if
any, must be reduced.

B. The audience of the expression

As discussed above (chapter 2), two sets of circumstances may be important in regard
to the audience – size and ‘quality’ thereof. In the previous chapter a number of
technical means to affect or determine both of these types of circumstances have been
analysed and here I examine their human rights effects.

It has been noted in Chapter 3 that when it comes to information on websites, the
size of the audience depends directly on the prominence that site has in search engines
and directories. Regardless of the particular technical means used to achieve such
prominence, the use of any such means has to be presumed as a circumstance aggra-
vating the harm caused. Moreover, any purposeful use of such means reveals a clear
intent to increase the audience of materials on the site. If the materials are harmful,
then the harm caused is increased and hence the stronger need for interference with
freedom of expression. Conversely, if no use of such means is made (or at least only
those means are used that are normal for the publication of websites), the presumption
has to be that the content provider did not intend any additional harm and thus no extra
need to limit freedom of expression exists.

Since online communication gives the author quite a number of choices regarding
the context and form in which to disseminate his or her message, it is important to
examine in each case the totality of choices (s)he made in relation to the message,
including those circumstances (s)he knew or should have understood as increasing or
diminishing the harm potentially caused. Hence, the size and quality of the audience
may indirectly refer back to the author and help determine his or her real intent.

In fact, an interesting analysis can be made of the varying degree of intent of the
author depending on how (s)he chose the audience. For instance, choosing to publish
information on a publicly available website is some indication of an intent to make it
widely available. However, this shows much less evident intent to increase harm in
comparison to, for instance, paying a search engine for the service of making the site
more prominent in the results list. Even a higher degree of intention to harm could
become clear from the choice of keywords in response to which the search engine
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should make the site more prominent. If one of those words is the name of the victim,
it necessarily means that the author of the site wanted as many people as possible to
find his or her page whenever they search for the name of the victim. This latter means
of increasing prominence would in fact in parallel include another circumstance – the
quality of the audience. Namely, besides increasing the size of the potential audience
of the harmful material about the victim, it would also ensure that those users already
interested in the victim and thus more perceptive to any news or details about him or
her will access the harmful materials.

Besides the various means that help users find the content they are looking for
(cross-linking, paying search engines and directories for the right to more prominence,
suggestive hyperlinks, etc.), there also exist means that not only definitely draw
attention, but do so in annoying and intrusive manners. Pop-up windows, automatic
linking, also often the impossibility of leaving the website are but a few examples of
such techniques.

These techniques have certain common features. They tend to bring to the attention
of the user websites which have not been requested, thus promoting their prominence.
In fact, such prominence is even higher, because in the case of search engines, for
example, even though certain sites appear to be more relevant to the search performed,
the user can still prefer to access sites that are seen as much less relevant by the search
service, but not by the user him or herself. Thus, there is a certain degree of autonomy
for the user. If certain techniques are successful in excluding all other sites competing
for users looking for the same topics or keywords, as described above, less user
autonomy exists, because of the shrinking choice. Yet the worst case is that of non-
requested pop-up windows, where prominence is maximal, as the user is close to being
obliged to actually access just one or several sites. This may be seen as the closest
online relative of ‘captive audiences’ concept in US law. Of course, intrusive materials
may harm by just violating the privacy of home or PC, almost regardless of content
(spam can be considered such an example). Viewed from this angle, harmful materials
that are forced upon audiences have a double negative effect and there is thus all the
more reason to limit such expression under the ECHR.

The four main ways to promote prominence of materials on websites (by promoting
sites with search engines and directories, by cross-linking, by making content promi-
nent to unwilling users and by offline advertising) must be considered as examples of
author-driven circumstances to influence the size of the audience. These in turn may
increase or decrease the harmful effect of speech (by increasing or decreasing the size
of the audience).

Similar conclusions must be made for the effect of circumstances increasing (or
decreasing) the size of audience of a message sent by email, a BBS or other means of
online communication. Every specific means of affecting the size of the audience
discussed in Chapter 3 results, from a human rights perspective, in another circum-
stance potentially important in determining the final balance between freedom of
expression and other rights and interests involved. As in the case of websites, besides
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the primary damage caused by harmful expression, there may be additional negative
effects such as invasion of privacy (e.g. by unsolicited email).

In fact, for some types of harm such invasion of privacy is one of the main types
of harm that is caused.62 In the case of involuntary exposure of adults to certain
materials (e.g. sexually oriented materials), the main characteristic of harm is the lack
of warning and inability to avoid such exposure, as discussed in Chapter 2. If means
of online communication are used to ensure exposure of as many persons as possible,
including those who might be reluctant to access the type of materials, such means are
necessarily an additional aggravating circumstance warranting restrictive measures.

Whenever new technologies allow a more exact determination of the size of a
message’s audience, they should be used to acquire a more accurate estimation of the
harm caused. The smaller the audience, the less harm presumably caused, unless there
are additional circumstances, not the least relating to the quality of the relevant
audience. Moreover, in some instances (such as email communication or subscription-
based distribution of materials) the harm caused may be further limited by giving the
victim the possibility of a correction or reply, which is often the fastest and most
efficient way of defending at least certain rights (such as honour and good name). In
such cases there is a big chance of the same audiences being reached in an attempt to
restore the rights of the victim.63

As determined in Chapter 3 above, no general assumptions can be made about
online speech as regards the size of the audience exposed to a certain message. It is
only after examining each case in its entirety that a court can see the probable extent
of distribution of the message and assess the potential harm caused by it.

Yet besides determining the size of the audience exposed to harmful speech, it is
also often important to determine the quality of the audience. The general principles
determined in Chapter 2 apply mutatis mutandis to the online environment and as
shown in Chapter 3 there may well be homogenous groups of people that can be
reached online as they can be in real life. The legal results must also be similar: if one
can discern an audience of a particular quality which is supposed to react in a certain
way to the relevant content, the level of harm is accordingly mitigated or increased by
such specificity of the audience. Since the internet allows contact with such specialised
audiences and for that contact to be proved or determined, it is possible to take such
circumstances of dissemination into consideration when balancing freedom of expres-
sion and other rights and interests.
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For instance, an entire report was made about the link between football in Europe
and racism, and how the internet is used to promote racist views.64 It is well known
that among football fans there is a comparatively higher percentage of racists than in
the rest of society. The sentiment seems to rise whenever the fan’s favourite team (or
national team) plays against teams from other countries, and occasionally results in
clashes between the fans of the two sides. Posting racist speech on websites destined
to be read first of all by football fans ensures a more potent harmful effect, since the
speech meets an already (partly at least) friendly audience, which often needs no
convincing, but only reinforcement of their racist views.

Of course, attention will have to be paid to the specific (technical) means of
contacting such limited audiences, since the means used can in their turn shed light on
other elements such as the size of the audience and the author’s intent. The general
conclusion is, however, that the effect of such internet-specific circumstances on the
balance between freedom of expression and other rights is similar to the same type of
circumstances offline. In other words, whatever the technique used, if it results in
affecting the size and/or quality of the audience, then it is most probably a circum-
stance that needs to be taken into consideration when deciding on freedom of expres-
sion cases.

C. The victim of the expression

Determining any particularities the victim(s) of abusive speech may have is important
in determining the level of harm potentially caused and thus the level of interference
with freedom of expression allowed under international law. The general principles
identified in this respect in Chapter 2 (membership of special status-giving groups and
personal particularities of the victim) also apply to victims of online speech. Yet as
shown above, the internet brings additional elements to the notion of victim that may
have important human rights implications.

One issue that appears important is whether a person can be considered a victim of
abusive speech if only his or her online identity (or image) has come under attack (as
opposed to the real life, offline identity).65 Online, it is not uncommon for a person to
be assaulted verbally (especially during heated exchanges, also called flaming,66 or
entire defamatory campaigns), but usually it is only the online identity of the victim
that suffers. In other words, often a person may feel deeply offended by a statement
against him or herself, but no one except the owner of a cyber-identity knows that it
is Mr. X or Ms. Y who appears online under that identity. Hence, the harm is mini-
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mised in the sense that few if any persons would associate the real life victim with the
humiliation its online image has received. It is usually rather simple to change online
identity.

Yet to be truly in line with ECHR jurisprudence, any case of online verbal attacks
has to be examined in its entirety. It may well happen that for some reason the online
ID of the victim cannot easily be changed for a variety of reasons (because it is
assigned for fixed periods of time without possibility of change, or because the person
would lose too much from losing ownership of a particular online identity). The best
example would be a person defamed in a ‘digital world’ where (s)he spends a lot of
time, such as the famous ‘Second Life’.67 Some individuals have earned fortunes in
such digital worlds, fortunes in ‘real’ money, and would be clearly financially affected
if their reputation was undermined.68

It may also happen that an entire community associates a real-life person with a
particular online identity, such as when a political activist makes his or her name
through active online participation (maybe even claims some right of representation
of others, as discussed above) and is rather interested in making known the connection
between his or her e-ID and the real person, perhaps in order to expand activism to the
offline world.

More generally, many people, especially of the new internet generation, make little
difference between their online and offline identities. For a person whose life partly
takes place on the internet, the perception of this network is often quite personal and
emotional, and the experience is very different from the formal definition of what a
computer network is.69

In conclusion to the above, it is not possible to determine in abstracto whether a
victim of online verbal attacks will have suffered more harm or less from his or her
online identity being targeted. The final determination of the degree of harm will
depend on a number of issues such as the importance the victim attributes to their own
online image and the extent to which the latter can be reasonably linked to the real life
person.

Just as targeting specific, more (or less) vulnerable audiences may have an excep-
tionally strong (or inversely, reduced) effect on those audiences, so can the targeting
of a specific victim or victim group. Such groups may be composed according to other
criteria than outside the internet (common interests and cultural, religious and other
heritage become much more important than geographical proximity). Other groups
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will be the exact equivalent of similar groups in real life, such as belonging to a
national minority. And some technical means used to target these specific groups may
increase the harm.

Inversely, some victims are expected to tolerate more harmful content than others
due to their specific field of specialisation. Moderators of online communication
services (e.g. sysops in BBS) are a type of professional who is prepared to find all
kinds of content online, maybe take action in regard to harmful material, but who is
generally supposed not to be too distressed from accessing such material.

A special issue may arise in regard to victims of online defamation. As discussed
above, belonging to specific groups of persons may impose a certain status on the
person. Some of these groups are not at all changed by the online environment (e.g.
the quality of a judge, juror or lawyer). Yet others may well suffer some changes. For
instance, politicians and persons participating in public debate or otherwise in public
life knowingly lay themselves open to more attention and criticism from media and
generally the public. However, can it be said that a person who is active in online
public life could attain such a level of notoriety and participation in the life of society
as to be included in the category of public persons (for general or specific purposes)?
It is submitted here that indeed it is possible for a person to become such a public
figure by virtue of their online activities. Consider the case of a person starting an
online campaign of protest or criticism of a policy or company or product. Having
taken a public stance and even more so having initiated and participated in debates,
called on others to join the campaign, etc. the person has voluntarily entered the realm
of public life. To a lesser extent perhaps than politicians, such online activists would
be obliged to show significant levels of tolerance of criticisms against them. It is thus
not unreasonable to foresee that a person might become a public figure because of
their own actions, committed made exclusively on the internet.

In addition to the main argument for attributing such a public figure role to online
activists based on voluntary participation in public events, a second reason mentioned
in US jurisprudence, that of having more avenues to respond to criticism, is also
present on the internet. This medium allows anyone quite significant powers of
response. In fact, because practically anyone has these powers of response, this cannot
be a determinant criterion for creating a new public figure online (it cannot be reason-
ably claimed that anyone who can use the internet is for that reason alone a public
figure). It remains that voluntary participation in public life is the main criterion. This
also implies a limiting effect: only those activities online that have led to the notoriety
of the person may serve as a basis for criticism or review, and not necessarily all the
person’s acts online or offline.

The victim’s own actions online may occasionally result in harm that may in fact
not be directed intentionally at the person. One rather common cause of unwanted
exposure to sexually explicit material is misspelling URL addresses of non-sexually
explicit websites, resulting in access to explicit ones.70 However, such accidental
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exposure is not totally attributable to the user’s mistake – it should not be possible for
a user to access an adult site without reaching first a warning page and without
accepting on such a page the possibility of exposure to adult material.

Similarly, if a person initiates (or actively participates in) a flaming incident in a
live chat, (s)he has to expect that the other person(s) may also react with rather strong,
even insulting expressions. Some types of online communication, even if not using
audio communication, very much resemble real-time oral discussions – many people
type fast enough to maintain a ‘conversation’ online through writing. It is only logical
that in cases where the victim of defamatory or otherwise unpleasant or harmful
speech had him or herself initiated similar speech should expect – and tolerate –
immediate reprisals in the form of the same type of speech.

Just as in the case of other types of circumstances (such as the ones affecting the
size and quality of the audience described above), general rules applicable in real life
also apply to internet speech. This means that even though new technology may
introduce some variation, the effect (harm) on the victim remains of similar nature
both online and offline. Whether a person is defamed in a newspaper or on a website,
the type of suffering and prejudice caused will be similar. Only the details that help to
determine the exact intention of the author and level of harm to the victim will depend
on the medium used. It is thus important to be able to determine which circumstances
are relevant on the internet and how, so that they can be meaningfully applied in
deciding in cyberspeech cases.

D. The time and place of disseminating the message

The general rule in determining the effect of time and place circumstances online
remains the degree to which they may increase or decrease the harm caused (by
affecting the size and quality of the audience, specially affecting the victim(s) and
possibly also showing the intent of the author, etc).

As illustrated in the previous chapter, time and place may have different meanings
on the internet in comparison with other media, or a similar meaning in other cases.
In those cases where the internet appears as just another means of communication
similar to others (e.g. when sending an email it is just a faster alternative to ordinary
mail), time and place elements will play a similar role as described in Chapter 2 for
other media in general.

In those other cases where time (or place) receive new meanings online as
described in the previous chapter, the main focus has to be the verification of whether
such new elements may affect the degree of harm caused and in what specific ways.
In particular, such elements are important as the asynchronous character of sending
and retrieving information (which allows information to be accessed online regardless
of when it was actually sent by the content provider) and the particular longevity of
information online (in the sense of ability to occasionally appear online as ‘fresh’ even
if actually distributed at a much earlier date).
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Each of these two elements may have different importance in examining a freedom
of expression case. For instance, the asynchronous character of online communication
means that children can access information at any time and thus it is no longer possible
to protect them from accessing adult material by limiting the time of broadcast. Hence
the need for other measures, such as cyber ‘zoning’, limiting access to certain parts of
the internet (or certain websites) only to those who can demonstrate their legal age.
Similarly, the asynchronous character of communication implies the possibility for
more people to access the materials (and avoid ‘missing’ it as often happens with radio
and TV), which means that the harm from defamatory messages, for instance, is higher
than in some of the other media. Yet this asynchronous characteristic has little if any
effect on other types of harm such as direct racist threats – a determined racist will
always find ways of contacting the victim by a variety of means, and will not stop just
because the victim is not at home or their phone line is busy at the moment. Indeed in
such and other similar cases, communication needs to be in real time rather than
asynchronous in order to have the maximum effect on the victim.

Longevity of information can both worsen and alleviate harm caused. If a defama-
tory (or racist, sexist etc.) material is quickly removed from the web, even if during the
short period it was easily accessible to many, the resulting harm will most probably
be lower than if the material had been accessible for long periods of time. However,
longevity is a relative concept, since sending an email to a multitude of addressees is
a one-time, short-lived event, yet it results in continued availability of the message to
all those addressees. Moreover, due to the ease of redistributing information online,
such a message could become accessible to an exponentially growing audience and
hence continue to have effects long after the initial communication has ended. It is thus
important in particular cases of cyberspeech to analyse whether and to what extent the
message was made public and whether it remained so for longer periods of time, with
or without the author’s intent.

From a human rights perspective, the greater the longevity of harmful speech, the
more harm it presumably causes and the more reasons as a consequence to limit the
freedom of expression of those who abuse it.

Similarly to time considerations, space can have its own specific meaning online,
as illustrated in the previous chapter.71 It is worth reminding that only those features
of space that are relevant to determining the level of harm caused that need to be
examined in cases of alleged abusive cyberspeech. And just as in the case of time and
other additional circumstances of dissemination of speech, many such elements only
have their effect on the level of harm through the persons involved. In other words,
such circumstances are only important in freedom of expression cases because they
affect audiences of abusive speech, or victims thereof, or show author’s intent. All
other circumstances of dissemination serve as additional means of clarifying these
three main issues in specific cases.
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This is why such an element as publication in a place largely accessible to people
from around the world is more damaging through the fact that the size of the audience
is larger than in more private or limited forms of communication. Yet it should not be
presumed that larger audiences always automatically imply more harm. For instance,
defaming a person from a small town on a website will clearly hurt him or her through
the fact that friends and colleagues in that town and maybe other places (s)he visits
will have known the victim. Yet the fact that the same defamatory message can also
be read in other countries does not necessarily mean more harm, since probably most
people in all those places will know nothing about the victim and will not pay any
attention to the information. The situation is different with persons with (at least some)
international notoriety, however.

The combination of the asynchronous character of online communication (the
possibility of retrieving information at any time when one wishes regardless of the
time when it was made available), its availability in nearly any physical location and
the high degree of anonymity, imply additional, perhaps more subtle, effects. Many
more persons may attempt to produce, circulate and access harmful materials than in
other media, because of the ease of doing it and sense of security. A number of
unwritten social rules and taboos place limits on what most individuals are prepared
to try in real life. Yet the same persons are more easily persuaded to try certain
expressive behaviour contrary to such social rules if it can be done in the privacy of
one’s home, without the risk of being seen by others, especially in the local commu-
nity, and at the time when it is most convenient to the person. This affects all those
involved in the communication process: authors (who become bolder and feel more
secure to attempt illegal acts such as online harassment), audiences (which may accept
more than they would in other media, thus contributing to the diluting of social and
legal norms) and victims (such as a child accessing pornography from curiosity or
agreeing to start an online friendship that feels secure enough to step beyond the rule
of ‘no talking to strangers’).

E. The general background of expression

As mentioned above, for many internet users the ‘internal perspective’ of the internet
is the main reality they see while using the web.72 From this point of view, it is
possible to envisage that certain circumstances related purely to the internet have a
similar effect to that of general background circumstances outside the net.

Such online circumstances may be diverse. One example already mentioned above
is when an intense public debate takes place online and incidentally serves as a
background for expressions on the same or similar topic. This is the exact equivalent
online of similar manifestations of general public interest that take place outside the
internet too.
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Another example of such general background could be considered some specific
features of internet communication. For instance, the internet could not work as
efficiently if there was no cross-linking among the multitude of websites, which in turn
allows ‘surfing’ the net. Taking this general background of online communication into
account allows the avoidance of wrong decisions such as making website owners
responsible for links to other sites which contain harmful material, unless it is clear
otherwise that the person was aware of such content and made the link on purpose to
invite more users to access the harmful material. If the contrary decision were taken,
it would seriously undermine one of the main forms internet speech takes, which
translates under the ECHR standards into an issue of proportionality of interference
with freedom of expression.

Background of online speech may serve as an additional circumstance in determin-
ing the fair balance between freedom of expression and other rights, and its effect on
that balance is basically the same online and offline. Regardless of the specific
(technical) means used, the relevant background elements affect victims or audiences,
may serve as a basis for determining more exactly the author’s intent, or may serve as
evidence of increased social importance of the type of speech in issue. The final
decision in freedom of expression cases may thus depend on whether and to what
extent such background circumstances increase or decrease the harm caused, or the
level of tolerance that needs to be shown towards the relevant speech.

F. Context stricto sensu

As mentioned in the previous chapter, since the internet uses the same forms of
representation of materials as other media (text, pictures, audio, video and all kinds of
combinations thereof), context stricto sensu will mostly have the same effect online
as offline.

However, besides the general rules of understanding context, some special ones
may apply due to the specificity of online speech.73 Both online and offline, the one
most important context issue is whether a reasonable reader will make a logical
connection between two or more distinct pieces of content, a connection which may
change the overall meaning of each (or some) of such messages.

Starting from this main principle, more specific rules can be determined, which
may differ depending on the medium used. In simple cases such as presence of phrases
(pictures, caricatures, sounds, etc) in the immediate vicinity or on the same page, in
the same issue of a newspaper and so on the logical connection between various parts
of the content may be evident and similar in all media. Yet it becomes more compli-
cated to determine the existence and clarity of such a logical connection when pieces
of content are separated by time and space. The medium used then plays an important
role. Hence, if mistakes are made in a published book, they will be remedied by
publishing a small addendum that can be attached to the book. For newspapers it is
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much more logical to simply publish a retraction, reply or apology in the next issue,
since periodicity allows the same readers to be informed of the mistake. The logical
connection between two or more issues of the same journal is evident. Yet online
speech is even less constrained by temporal limits, which allows new forms of present-
ing separate pieces of content. A mistake made in a publication online can easily be
remedied by changing the content of the original publication. And if it is preferred not
to do so, replies and rectifications may be placed in the immediate ‘vicinity’ of the
original text.

This brings up the issue of prominence. As mentioned above, there is so much
information online that it tends to be inflated – each message has relatively less
importance than offline and also is more difficult to find on the net. Even within the
same website there can be so much information that two pieces of content that are
logically related could easily escape the attention of viewers, who will fail to make the
logical connection. If the two pieces together form harmful content, then the lack of
an evident logical and/or physical connection actually reduces the harm caused.
However, if special tools are made available to users that allow to easily find on the
website (or within any other type of communication, such as a BBS or file-sharing
system) related messages, then the harm is fully caused. For instance, a message
defaming a person without giving any details allowing identification of the victim is
not harmful in and of itself. As soon as the author publishes another message that
identifies the victim in some way, harm is caused. Yet if finding the two messages
together on the website is rather complicated (such as if the second one is placed on
a different page from the first), then few will make the logical connection. At the same
time, anything that will make the two messages and/or the logical connection between
the two more prominent will immediately increase the harm. So, placing a link to the
second message next to the first (in whatever form, such as a simple textual link, or,
even more suggestively, – a picture of the victim) has the effect of increasing promi-
nence and thus worsening harm. Conversely, when willing to rectify or remedy the
harm caused, it is important that the author makes the rectifying statement as promi-
nent and clear as possible.74

In conclusion, it can be said that context stricto sensu online, while taking into
consideration the technical specificity of the internet, is subject to the same general
principle which can be traced back to the audience. Simply put, what matters is
whether the reader or user will reasonably see a logical connection between separate
pieces of content, regardless of what specific technology is used. Whenever such a
connection is made, and the messages together become harmful, this needs to be taken
into consideration when deciding on the limits of freedom of expression online.
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3.3.3 Form of online speech

As a general initial remark, many forms of speech used offline are replicated online
rather exactly, thus making it possible to apply the same principles to the form of
cyberspeech as for speech in other media. A simple example of such form is the
language used (abusive, harassing, threatening or defamatory, etc.).

Some features of online speech may cause the re-examination of established
principles regarding freedom of expression and potential harms it causes. For instance,
it is recognised in defamation law that occasionally very harsh responses to someone
else’s similar remarks or provocations are justifiable (refer to the Wabl case discussed
above). It is also recognised that after a while emotions can no longer play such a
major role and one must start exercising a certain degree of self-control over one’s
own statements. This is why generally oral statements are regarded as immediate and
emotional responses carrying less harm than written ones, which are more considered.
Besides, when writing something down it is psychologically ‘sobering’ since the
author realises that the words will have a more lasting effect, may be reproduced in the
media or otherwise have longer and geographically more extended effect on the
person(s) against whom the statement is made. These considerations are at the basis
of separating ‘libel’ from mere ‘slander’ in British common law.75 For centuries the
test for determining whether the statement could be treated as a less harmful one, a
slander, or a more serious libel one was whether it was in oral or written form. With
the advent of new technologies especially during the 20th century, the rule had to
accommodate new realities and the main criterion became not so much the writing
itself as the fixed form of the message, the time and effort needed to record it on an
information carrier (besides writings, printings, gramophone disks and other carriers
became recognised as ‘written matter’). Yet it was correctly determined that some such
innovations were closer in their nature to oral speech, to immediate and sometimes
hasty reaction, than to written speech. This is why telephone conversations, for
instance, cannot be libellous. Yet it is not the oral form of transmitting the message
through telephone that matters. Defamation through radio or TV broadcasts is consid-
ered to be libel and indeed are often even more damaging than the written word, even
though it is essentially oral speech.76 The difference between these and the telephone
is that the content aired is not only seen or listened to by large audiences, but that there
is also the possibility of recording and reproducing the content time and again.

It can thus be forcefully argued that the main criterion is not the final form in which
a statement appears, but rather the way it is created, the psychological processes
involved, plus the long-lasting effect on the audience. All this is important for the
following reason: online communication is more often than not in written form, but in
many cases preserves the psychology of oral communication. BBS, especially real-
time chat, is but one such example. Messages are written and answered in split
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seconds, since people learned to type fast; ‘icons’, abbreviations and signs speed up
even more the process. As a result, it is easy to have an angry, hasty, not really thought
of response to someone’s remarks in a way very similar to that one would have in
speaking to that person. It is only logical to attribute such rapid exchanges of remarks
to the category of less serious, less harmful speech that can only cause slander in
British law (and in other laws be considered less dangerous and thus less worthy of
punishment), even considering that formally the statement is made in written.

Hence, some types of online communication may take one form (typed text), but
in fact mean another form (oral speech) and should be treated as such by courts and
legislators.

As for the argument that even if hastily typed, messages may remain available to
the public for long time and can be reproduced later on even easier than TV or radio
broadcasts, first of all it needs to be mentioned that most real-time discussion fora do
not preserve copies of texts sent through them (it would be technically close to
impossible). Second, unlike TV and radio, where there is often a period of time
between expression and its publication, and where programme editors are responsible
for verifying content professionally, there are no such limitations in real-time discus-
sion online, where each person says what she or he thinks directly and immediately.
Finally, even TV and radio do not create libel level responsibility for statements in
‘live’ programmes, which is the closest form to online chat.

As discussed elsewhere, another area where the form of the message is rather
important is privacy and unwanted exposure to unpleasant (sexual, racist, defamatory,
etc) materials. There are means by which internet offers are used quite intrusively to
attract the attention of the user, or, even more disturbingly, to impose certain content
on him or her. The senders of such materials often walk a thin line between the lawful
and illegal, trying to advertise their content to as many persons as possible, while still
not violating the law. One of the most common examples is sending spam to email
addresses. Even these messages often contain nudity or other content that is objected
to by some and thus cause harm. Even more intrusive techniques cause more harm and
should serve as an even stronger basis for limiting freedom of expression of those who
use them to abuse that freedom.

In the case of unwanted exposure to all kinds of unpleasant material, three of the
main decision criteria are: (a) the level of surprise, (b) the level of coercion to view the
relevant material, and (c) the level of repulsiveness of the material.77 Hence, in
examining such cases in the context of online communication, attention will need to
be paid to the fact whether and how the technical means used have increased or
decreased the level of any (or all) of the above elements.

The interactive character of many types of online speech, combined with high
levels of anonymity and low costs of communications and services, may be the bases
of more harmful results than simple distribution of similar materials. People, and
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especially minors, seem to be more involved and attracted to materials presented in
interactive manner. One widespread example is the proliferation of live chat services
with barely-dressed women, who for a charge will also perform nude and even
hardcore scenes on demand. While paying for the nude part implies using a credit card
and thus protects minors from such exposure, the free chat often has no protection
whatsoever. Minors not only have access to such free chat, but are also attracted to it,
not least because such services offer a rare chance of interacting in a sexual context
with almost naked girls and women. And the effect from such live interaction is much
more intense than from just watching pictures or even videos.78

If such materials advocate values contrary to those accepted in a democratic society
(such as racism or involvement of children in sexual activities), the interactive charac-
ter of presentation increases harm through presenting that material as more attractive.
Such attractiveness may be increased by a careful selection of presenting the materials
so as to gradually make audiences accept increasingly harmful material. If such
techniques, and generally interactive presentations are used with an effect of interest-
ing larger numbers of people, they may be an additional basis for limiting the freedom
of expression of their authors.

It has also been mentioned in the previous chapter that suggestiveness of material
may play a role in determining the harm caused (harm increases with the increase of
suggestiveness of at least some types of harmful material). This is especially true for
adult material, both when it concerns the protection of children and protection from
unwanted exposure of adults to such materials. Suggestiveness itself may be described
as the degree to which representation of things actually resembles those real things.
Since humans perceive reality through their senses (visual, auditive, olfacory, gusta-
tive, tactile), it is the realistic appeal to those senses that matters in recreating reality.
Hence, the more graphic, the closer to ‘the real thing’ a representation, the more
influence on the mind of the audience it has. Being able to combine the effect on
several (or even all) human senses into one representation of reality is the peak of
influence on the mind. The above-mentioned example of live chat and interaction with
nude partners is a good example of this.

Added to the interactive character described above, suggestiveness creates a new
level of effect on audiences or victims. If the material presented is illegal or harmful,
the harm it causes is increased by its suggestive nature (combined or not with its
interactive character). All this translates into more reasons to limit the freedom of
expression of those who use the special features the internet allows in order to cause
harm.

As mentioned in Chapter 3, some forms of communication may be essential for the
proper functioning of the medium in question. Prohibiting or significantly limiting
such forms of communication on the relevant medium may well result in reducing its
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overall efficiency. In turn, that limits the freedom of expression of those who use the
medium for lawful purposes. If some of the special features thus lost are not reason-
ably replaceable by communication over other media, the issue of proportionality of
the interference arises (discussed in more detail earlier in this chapter). Hence, caution
must be taken in imposing limitations on the form of speech, including on the internet.
This is even more important when considering that most forms of speech as such have
neither a positive nor a negative effect on audiences, and it is only the content trans-
mitted in that form that really makes the entire picture clear.

3.4 EXAMPLE ANALYSIS OF CASES APPLYING THE CRITERIA DEVELOPED IN
THIS RESEARCH

This section is intended to verify how some of the criteria developed in the previous
sections may apply to specific cases. Obviously, not having the entire case file limits
the extent of the analysis, since the courts which examined each of these cases did not
necessarily consider some of the facts to be relevant but which could have served as
a basis for further conclusions based on the criteria in this research. However, the
material present is hopefully sufficient to illustrate the approach taken and to show that
the criteria developed may be useful in deciding cases so as to preserve observance of
the ECHR.

The cases were chosen from the three categories of harmful speech examined in
this research: defamation, hate speech and adult material.

3.4.1 Defamation

The case of Yves Rocher c. Alain K. et «Centre d’information et de défense de fran-
chisés (Cidef)».79

A. Facts

In this case Cidef, an organisation defending the rights of franchisees, placed an article
on its internet site <www.lecidef.com> titled ‘The franchisee, is he really the owner
of his clientele?’. Since the Yves Rocher company considered itself defamed in that
article, it initiated court proceedings against Cidef and the author, as well as Cidef’s
director Alain K.

The court analysis focused on the issue of whether the plaintiff had complied with
the limitations period80 in filing the suit, given the peculiar character of internet
publication.
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The article was placed on the website on 23 July 2003 and a formal confirmation
of its contents at the plaintiff’s request took place on 17 November 2003. The plaintiff
argued that by virtue of the specific way information was disclosed to the public on
the website, such disclosure amounted to unlimited republications and thus each new
access to the information constituted a new publication. They therefore asked the court
to find that the three-month period for lodging a claim had been complied with.

The defendants opposed such a finding, claiming (as did the court in its judgment)
that the short period for initiating defamation proceedings played an essential role in
protecting freedom of expression and resulted from the presumption that with the
passage of time any damage to the rights of an alleged victim of defamation would
attenuate.

The court reiterated that, according to the law, the day when the first publication
takes place is the day when the potential harm is caused, that is defamation is an
‘instantaneous deed’. It went on to emphasise that the technical specificity of internet
publishing should not change that basic principle, regardless of the particular manner
in which the relevant message reaches the public.

The court relied on the fact that previously the Conseil Constitutionnel had de-
clared unconstitutional81 the provision of the Digital Economy Trust Law,82 more
exactly that part of it which established the principle of counting the three-month
period for initiating defamation actions from the date when the public availability of
the allegedly defamatory materials ended. That decision cited did not give to much
detail, however, as to why it considered the distinction between paper-based and
online publications in terms of calculating the limitations period to be unconstitutional.

It was noted, however, that the presumption of one-time publication at the date of
first public display may be rebutted should it be proven that the content of the message
changed thereafter in a sufficiently significant manner or the website address changed.

In order to verify whether the contents of the article about the plaintiffs had been
changed since its first publication, the court analysed the same text published in a
paper-based periodical published by the defendants during the same period (July
2003). It was revealed that the texts and the names of the two articles were virtually
identical (apart from two words) and that made the court conclude that no material
change had taken place since the first publication.

The court took into consideration the declaration made by the defendants’ internet
provider, confirming that while the defendants could on their own modify the text of
their articles, they could not modify the database kept by the provider and thus the
publication date mentioned therein (in this case, 23 July 2003) was necessarily
genuine.

Noting that the web page containing the disputed article had been moved from the
first page to another page called ‘Edito’ on the same website and thus generally
preserved the same web address, the court rejected the argument that such changes, not
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involving any textual rephrasing, warranted a finding of significant modification
capable of re-initiating the limitations period. The court emphasised that the change
actually made the specific web page less visible to the public visiting the defendants’
website.

The court rejected the plaintiffs’ argument that since the text of the relevant web
page only appeared on a user’s monitor when requested by the user, each such new
display of information constituted a new publication. The text had been made available
with its first placement on the website and the mere accessing of that site by users at
later dates did not change the publication date as such.

B. Analysis

Since the court limited itself to examining the issue of the date from which the limita-
tions period ran, the present analysis can hardly go beyond that issue, even though
some hypothetical remarks will be made.

There was no doubt as to the fact that the defendants had been the authors of the
impugned article and that they had full control over its content. They could thus fully
take all the measures required to prevent or reduce any harm should that become
necessary, namely to verify the content of their article, to decide on whether it is
harmful to the plaintiffs, to remove or change it so as to reduce the harm caused and
to bear the responsibility for its contents. As a side note, the internet provider did play
its role in the case by doing what it does best – providing the internet traffic data which
it had already acquired during its normal operation, which helped the court reach its
conclusions about the date of the first publication of the article and the impossibility
for the defendants to modify that date without the participation of the provider.

There was also no discussion as to the defamatory character of the article, which
the court did not cite, obviously in view of its finding that the action had been lodged
out of time. There is therefore no need to examine the content of the article in deter-
mining the level of harm it could have caused.

Having found no debatable issues in respect of the correct distribution of responsi-
bilities in respect of the article in question in the present case and in respect of the
content of that article, one may examine the extent to which various circumstances of
context and form affected the fair balance between the right to protection of the
plaintiffs’ dignity and the defendants’ freedom of expression.

The relevant context of the article was taken to some extent into account by the
court in deciding this case. While the identity and particularities of the authors of that
article were not analysed, they would have been relevant had the court considered the
action admissible. The fact that the authors were an organisation specialising in
protecting the rights of franchisers and that, judging by the title of the article at least,
it dealt specifically with such rights, would warrant an additional level of protection.
Besides, defending somebody’s rights would already create the presumption of a
certain public interest in such a debate and this would be the basis for an additional
level of protection according to the ECtHR’s case law.
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Neither was there any discussion of the audience reaching the relevant material, its
supposed size and quality. Again, had the case reached its merits before the court, such
issues could have become relevant, since well-educated readers interested in franchis-
ing rights would not necessarily be presumed to have believed an article without any
own reflection. Yet the court did make one important finding when referring to the
effect of moving the impugned article from the first page to another page of the
defendants’ website. The court rightfully noted that the move resulted in the article
becoming less visible to the public. Presumably, such reduced visibility resulted in
fewer individuals being exposed to the material, at least in respect of accidental
exposure to that material. This latter remark needs to be made, since finding the article
could have been affected by additional factors such as whether hyperlinks on other
websites referred directly to the article and whether the defendants knew about such
‘embedded’ linking and had accepted it. In such a case users visiting other websites
could follow a link directly to the article regardless of where on the site it was actually
situated. In addition, no analysis was made of the effect of moving the article to
another page on searches for the information therein made through search engines and
directories. If the article remained relatively high profile in search results, the number
of visitors to that specific article would increase. Of course, moving the article to
another page (and implicitly changing a part of the web address) may well have made
obsolete and ‘non-working’ links from other sites and entries in directories, which
would also affect the resulting level of exposure of the material to the public. On the
contrary, if the court had found that, after the page was moved, the defendants sub-
mitted the new address to directories or took additional steps to ensure its increased
visibility such as promoting it with search engines, this might be a reason to consider
that serious enough attention was given to the page by its authors after the initial
publication and to consider such steps as a new publication.

What the court did concentrate on were the elements of time and place of publica-
tion, as well as its form. It skilfully used the availability of an offline version of the
same article to determine both the exact date of publication and the lack of any
substantial change to its contents. It also ruled that new instances of accessing the
article after the date of its first publication did not constitute new publications. In this
respect it relied on the decision of the Conseil Constitutionnel, which unfortunately
does not give much detail as to the basis for rejecting the argument of permanent re-
publication of online materials by virtue of constant access to them by users. One may
make a parallel here with public archives: materials published on a certain date remain
accessible to the public for years and yet each time a reader requests access to such a
material the law does not consider that to be a new publication. The reasons for that
will probably stem from the fact that archives do not reach the masses and anyone
requesting access to archived information will know it is old news. And old news just
does not have the same effect or interest people enough to seriously endanger the
reputation of a person, which was probably at the basis for establishing the rather short
three-month limitation period in French law.
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Applying these reasons to online communication is not evident: even ‘archived’
pages on a newspaper’s website may well be read by more individuals than in tradi-
tional archives. However, as long as they are aware of the fact that the material is old
news, the comparison may still hold. That is why it was important in the case at hand
that the article was placed on a page called ‘Edito’ together with other similar material
and presumably differing from the ‘front page’ style. The fact that it clearly displayed
its publication date only confirmed the impression for any reader that they were
accessing old, ‘archived’ material.

Finally, there was no mention of any element of form which may have attracted
more attention to the article, which presumably means that there were no such ele-
ments in the case.

As a general conclusion to this case one may say that defamation is an instanta-
neous event, the harmful effects of which fade away with time. The only case when
courts may treat access to material on the internet after the passage of some time as
constituting a new publication is where the authors of that material (or others control-
ling it) take steps specifically aimed at bringing the material back into public attention,
thus causing more harm to the victim.

3.4.2 Hate speech

The case of Uejf et autres c. Free, AOL et autres.83

A. Facts

(a)  The first set of proceedings
The plaintiffs, organisations founded in France for the purpose of fighting racism and
anti-Semitism, initiated court proceedings against three internet host providers,
commercial organisations based in the USA. The reason was that these companies
hosted the website ‘www.vho.org/aaargh’ on which racist, anti-Semitic and revisionist
ideas were accessible to residents in France.

By orders of 20 April and 25 May 2005 the Tribunal de grande instance found on
the merits that the entire contents of the impugned website was racist and negationist
and therefore illegal. The court accepted the plaintiffs’ claims and enjoined the host
providers from giving access from France to the relevant website. A number of French
internet access providers were also parties to the proceedings.

(b)  The second set of proceedings
In its judgment of 13 June 2005 the same court noted that the earlier orders went
unheeded by two of the companies. Two individuals attempted to intervene to protect
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their right to freedom of expression, which was refused by the court on procedural
grounds.

On the basis of the Digital Economy Trust Law (article 6-1.8) the court may turn
to internet access providers if it is impossible to obtain the desired results from the host
provider, which the court did in pursuing French internet access providers to ensure
that the relevant website was not accessible from France.

The access providers (defendants) argued that it was technically difficult – if not
impossible – to ensure that a specific website located abroad be totally inaccessible
from France, that they were unable to provide such data regarding the site which could
allow identification of its editors and that such data could have been requested from
the host providers.

The court rejected the defendants’ argument that in order to efficiently prevent
access to the website in future they needed first to first the site editor’s identification
data from the host providers. This would undermine the efficiency of the procedure
established by the legislator specifically for cases where host providers could not be
rendered liable.

The defendants’ argument, based on a report drawn up for the occasion, that none
of the main means at their disposal to prevent access to the relevant site was efficient
or feasible, was rejected since the report did not reflect on all possible types of action
and did not find it absolutely impossible to implement such measures. Moreover, the
defendants did not give any detail as to how the technical system of each of them
specifically would be (negatively) affected by the implementation of the measures.
Only if it was shown that a specific access provider’s technical system, notwithstand-
ing all efforts, made it impossible to ensure compliance with the court order could
there be an exemption. Besides such technical impossibility, the only limit to imple-
menting the order could be the protection of the privacy rights of internet users.

The court noted that the plaintiff’s demands were limited to only one specific
website and requested the prevention of access to it from the territory of France only.
It also referred to the extensive debate in the French parliament prior to the adoption
of the Digital Economy Trust Law, notably on the extent to which it was technically
possible to ensure compliance with its provisions. In addition, it was determined that
should such measures be implemented, the relevant website would become much less
visible on French language search engines. The harm caused was increased by the
important amount of material available on the impugned site.

There was a risk that the relevant site could change address to an ‘electronic
paradise’ thereafter, but this in itself should be regarded as a mitigating factor since
the site would become less available to important numbers of persons. However, the
plaintiffs’ request to oblige the internet access providers to take any additional steps
that would become necessary should the site change its host and address was rejected
as imposing an obligation exceeding the limits established by law. Notwithstanding
this conclusion in the analysis part, the court ordered the defendants to ‘implement all
measures in order to interrupt access from French territory to the contents of the online
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communication system currently hosted at the address www.vho.org/aaargh’ (emphasis
added).

B. Analysis

This is one of the latest cases raising the issue of liability of intermediaries for harmful
content disseminated by others through their services. Realising that a lot of content
considered unlawful in France remains easily accessible there from foreign (notably
American) sources, the legislator opted for the possibility of ensuring that domestic
entities (internet access providers) be obliged to ensure that the relevant material is
unavailable in France.

The issue in this case may be summarised as: is it possible to ensure, by the efforts
of internet access providers alone, the prevention (or the significant reduction) of
access to illegal materials located abroad? The French legislator considers that it is
possible and so did the court in the present case.

As discussed earlier (chapter 3.2.2), the distribution of liabilities regarding online
communication includes four main categories of action ((a) content verification, (b)
decision as to harmful character of the content, (c) acts of prevention and of diminish-
ing the harm and (d) assistance in punishing the guilty). In the present case the
defendants were required to abide by a court order, they did not have any role to play
in respect of actions (a) and (b) above (the plaintiffs identified the potentially harmful
content and the court found it to be illegal). Since the illegal part was to offer the
relevant material online and that happened abroad, the defendants were also not
required to contribute in any way to assisting in identifying and punishing the author(s)
of the material.

The action that was required of the defendants was indeed the only one where one
may presume as acceptable, in a democratic society, the imposition of obligations on
access providers – preventing the harm or diminishing its effects.

It is worth noting, as the court did, that the impossibility of accessing a website and
of linking to it and from it would reduce its ‘popularity index’ in search engines and
will make it less visible in searches. The decreased visibility of the relevant website
in French language search engines will in all probability result in fewer people
accessing that site and thus will limit the level of harm caused (smaller size of audi-
ence). However, this has to be placed in the context of two main types of audience
accessing such sites: (a) regular, fanatic users, and (b) irregular users, accessing the
site by accident.

The fanatics will not be deterred by any measure of control and will find solutions,
rendering the measures taken useless (see below). It is only the second group that will
be affected by the limited visibility and more difficult access to the site, reducing to
the minimum the risk of accidental exposure to the relevant material. Limiting the
harmful effect on only this part of the potential audience of such material does appear
relevant and in itself sufficient for imposing certain obligations on intermediaries such
as access providers. Yet if this is the only realistically attainable aim, then the mea-
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sures required of the access providers should reflect that aim, i.e. they should not
request any measure other than those which help prevent accidental exposure to the
proscribed material.

For the sake of a more complete analysis, the author of this research accessed, in
December 2005 and from French territory, the website which the local internet access
providers were supposed to filter. The result was telling: not only was the site accessi-
ble (more correctly, a page containing a message from its owners), but it listed a
number of internet addresses where the site could be viewed in its entirety, from
French territory. At least one such site, located in Russia, was indeed accessible. All
the interrelated sites also gave instructions on how to circumvent the filtering imposed
by the access providers, notably by using anonymiser services.

Moreover, to verify the effect on searches made in the French language, the name
of the association which had created the website subject to the present proceedings was
entered into the French language search in Google. The results were mixed: on the one
hand, Google did not list the website of the organisation amongst its search results,
which clearly limited the visibility (and thus accessibility) of the material. On the other
hand, many of the sites referred to the court case examined were accessible here, from
which the address could be found and thus the material accessed. Google itself
included a statement to the effect that it had excluded one site from its results list
following a legal action and gave a link thereto, which again ultimately allowed the
relevant website, which had been blocked, to be accessed. The total number of
websites found was over 50,000, which is also impressive for a site which should be
as invisible as possible as a result of the court order discussed here. Of course, per-
forming the same search in English resulted in many more findings and the first site
found was the one blocked in the French language search. There is nothing to prevent
someone from searching a site in English even if the site itself is in French: clearly,
anyone who wishes to find the relevant pages only has to switch to another language
to increase considerably the efficiency of his or her search. (S)he can also use online
translation services which allow approximate translation of entire phrases or even
entire Web pages from a number of languages, which makes it even simpler to locate
material on foreign language websites.

However, all of the above only relates to persons specifically looking for the
association or specific types of (racist, denial, etc.) materials and proves that there is
less chance of someone in France visiting the site by accident.

It follows that, with the help of hindsight, one may find the court order to have
been ineffective in totally preventing access to the unlawful material. Even if those
sites which are accessible will become inaccessible soon, others will appear at such a
pace as to render impossible for access providers to follow. Considering that it is very
cheap to make calls from France to a number of other European and North American
countries, it is also entirely feasible for a French resident to subscribe to an internet
dial-up connection abroad and in this way to bypass the French internet access provid-
ers completely. This makes the court order even less efficient when it comes to
blocking access to the site of those who really want to obtain such access.
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The court did make arguments in this respect, noting that the applicants’ request
only related to one specific website. It was argued then that the site would in all
probability be mirrored on many other sites and that this would necessarily enlarge the
effect of the request. As it happens, those arguments were correct and the site is
available today on a number of other sites.

One issue in the court order analysed here was that the court found that the report
on the technical means of blocking access to the website did not discuss all the
alternative measures, but only the main ones. However, the court or the plaintiffs did
not give any alternative variant of their own for ensuring compliance with the order.
Admittedly, it was for the defendants to present details of their technical systems
because they were in the best position to provide such information. However, this
failure to provide information does not alter the problem and in another such case such
information could be provided, requiring the court to enter into detail and not avoid
the issue on a formal legal ground.

It appears that the French legislator, in response to growing public demand (see the
court’s discussion above of the debates on occasion of adopting the 2004 law), takes
measures which normally would not be acceptable (places the entire responsibility for
preventing access to harmful material with access providers) but become so because
there is simply no feasible alternative (the author of the site and the host provider
being outside French jurisdiction). Even though the court rejected, in its analysis, the
plaintiffs’ request to oblige the defendants to take all further measures that could
become necessary should the relevant website change address, in its order it used
rather vague terms suggesting that in fact access providers would have to take further
steps, perhaps based on new complaints.

From a human rights point of view, imposing on access providers the obligation to
totally block access to a website seems to be excessive as it is clear that, regardless of
the measures taken (apart from excluding all kinds of alternative communication,
including international telephone calls), some individuals will in any case be able to
find the material they seek. Note that the case did not concern any criminal prosecution
of persons accessing material from French territory which does not appear to be
unlawful there.

While the effect of measures taken would thus be minimal, the burden on the
access providers would be major, requiring training and maintaining of staff dedicated
to the problem of updating the list of sources blocked from French territory by various
court orders. In such a situation the balance between the legitimate aim sought (and
not achieved) and the burden on the access providers may well not be struck correctly
and may lead to a violation of European Convention rights of both the providers and
internet users.

The only obligation which may reasonably be imposed on access providers is to
exclude, as far as possible, access to the relevant website by accident. This is less
onerous for the companies and more efficient in practice. However, the problem is
precisely that access providers have little to do with the manner in which information
is searched for – and found – online. Search engines and directories, as well as cross-
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linking amongst websites are the three main means of finding information on the
internet, and these are services not dependent on access providers. Of course, one may
block access to those search engines and directories which refuse to block from their
search results certain sites (as China does routinely in respect of certain material), but
that involves a serious restriction on the freedom to access information which may not
be acceptable under ECHR standards.

Hence, even in respect of ensuring against accidental access to materials the role
that may be imposed on access providers is limited to only such reasonable actions on
their part which may affect the visibility of certain websites (or certain clearly identi-
fied content) in web searches.

In conclusion, it would appear that, in the circumstances of the present case, the
obligation imposed by a court order on the internet access providers to take all the
steps necessary to prevent access to the content of the proscribed website may be
viewed as disproportionate in relation to the aim pursued, given the technical difficulty
of complying with such an obligation on the one hand and the rather limited effect
achieved on the other. This is the result of the ability of the authors of a site to simply
move and mirror it on various servers abroad, as well as for the users to avoid local
access providers altogether or to use anonymiser services.

In contrast, blocking access to a specific website is possible and has been partly
done in the present case, and additional steps taken against Google in the USA allowed
a further reduction of the site’s visibility in France. The prompt reaction of the access
providers in response to the court order allowed them to avoid liability but not the
costs of proceedings, which may or may not be considered to create a chilling effect
on such purely commercial entities, which may be tempted in future to respond to any
notification by any group or individual by blocking access to specific content so
notified without any guarantee that the relevant material could lawfully be restricted.

On the other hand, the lack of any other alternative to ensure, even theoretically,
protection against hate speech, may lead to the acceptance of restrictions not normally
compatible with the European Convention, and common European standards may
appear in this respect. All these elements could be taken into consideration when
deciding future similar cases.

3.4.3 Adult material

The case of Monsieur le Procureur de la République c. Philippe H.84

A. Facts

Mr Philippe H. was accused of having accessed, in 1996-1997 from his computer at
work, pornographic and paedophile images obtained through ‘the corruption of minors
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aged below 15’. He was also accused of having purchased, from various online
services, some 1,000 paedophile images and having stored them on the hard drive of
his computer at work. Finally, the use of the computer for purposes other than profes-
sional ones was another charge against him.

The court noted that the accused conceded having committed all three offences and
that he expressed his deep regret. Nonetheless, it was necessary to convict and sen-
tence him because of the particularly offensive nature of the photographs downloaded,
the large number of such photographs proving an interest exceeding that of simple
perverted curiosity about such material. Moreover, the accused had paid over five
thousand French francs for those photographs, thereby helping finance paedophile
rings.

The court noted that the accused’s level of education and of professional responsi-
bility (he worked as Cabinet Director of  Sarthe General Council) should have allowed
him to understand, better than others, the reprehensible character of his deeds and the
destructive effects on the children depicted in the photographs.

B. Analysis

This is one of the earlier cases in which trans-frontier issues did not yet arise and it
demonstrates that those offences for which the internet user may be held liable (first
of all, intentional access to unlawful information) are better enforceable than those
which target the author of such material or intermediaries to online communication.
Because the accused lived in France and the relevant evidence was obtainable in that
country, it was not particularly difficult to ensure his identification, conviction and
actual serving of his sentence.

The offence in the present case consists of access to, and storage of, child porno-
graphy. Since there may be occasions when a person accidentally accesses such
material and also where abusive techniques are used by pornographers to store such
content on a computer without its user’s knowledge (using hacker software such as
trojans or special viruses and spam), it is important to determine whether the access
and storage of the material was intentional in the specific case. In addition, certain
persons may be allowed to legally access such materials by virtue of their professional
obligations, such as the police or psychologists attempting to identify or understand
the motives of sex criminals.

In the present case, there is no question that Mr H. was unaware of the illegal
character of the material he had accessed or of the fact that accessing and storing the
relevant material on his computer constituted criminal offences in France. In fact, as
the court rightfully noted, his level of education and his professional responsibilities
excluded any such mistake on his part. Moreover, it was indeed important that he had
stored a thousand pictures and had paid for them. This proved a specific intention to
obtain access to the relevant material and thus excluded any argument of accidental
access or storage of material.
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The court seems to have taken the view that the harm caused by the actions of the
accused was to real children exploited in the process of making the relevant material.
This is of course the main reason for prohibiting any form of circulation of such
material as it constitutes the main mechanism of harm of such materials. However, the
court or the prosecution did not claim that any of the pictures represented images of
real, identifiable children. This should not mean that the conviction was not in order.
It in fact suggests that harm to children is also caused through the propagation of the
idea itself of children as objects of sexual acts. A similar approach was later incorpo-
rated in the Council of Europe Cybercrime Convention, mentioned above.

The additional aggravating element taken into account by the court was that by
paying for child pornography the accused had supported the activity of child pornogra-
phy rings, which in turn either exploit real children or promote the idea, sometimes
implemented by individuals or groups.

Having found all of the above, the court gave only a suspended sentence to the
accused, partly because he had confessed and regretted his actions and, probably,
partly because he had not been alleged to have taken any active steps such as dissemi-
nating child pornography or molesting real children and thus his acts had caused less
harm to the interest of protecting children. There was no discussion about possible
further damage caused should other persons have been allowed to have access the
material on the accused’s computer (in the absence of any password or other control).
More recent cases could also include more complicated issues of liability for such
materials if downloaded using peer-to-peer technology, whereby downloading material
is accompanied with simultaneous distribution to others. In the absence of such
additional elements in the judgment, one assumes that no such issues arose in the
present judgment.

While the conviction was included in his criminal record, this was, strangely
enough, not because of the gravity of the crime but rather because of the associated
offence of abuse of his public position.

This simple case illustrates how general principles of criminal responsibility for
materials which are unlawful offline can be successfully applied to online communica-
tion. At the same time, the court put all the needed emphasis on excluding any argu-
ment of lack of knowledge or access by accident, and discussed (at least partly and in
other terms), what essentially is the mechanism of harm of child pornography.

The case of Perrin v. United Kingdom (dec.), no. 5446/03, 18 October 2005.

In Perrin v. UK the ECtHR has adopted its first decision in a case where the specificity
of internet speech was at the heart of the problem. It is worth including an analysis of
this decision here since in it the Court applied some of the criteria mentioned above
in this research.

One of the first issues which the Court had to deal with was whether the interfer-
ence with the applicant’s freedom of expression had been ‘provided for by law’ within
the meaning of Article 10 of the Convention. The applicant’s argument was that, since
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the major steps for the publication of the impugned material had taken place in the
USA, it was not reasonably foreseeable for him to predict a prosecution in another
jurisdiction (the UK), given that the relevant material was allegedly lawful in the USA
itself. The Court was unimpressed by that argument, finding that as a resident of the
UK who moreover conducted business in the area of internet publishing, he should
have been aware of the possibility of legal action against him, if need be with the help
of a lawyer.

One may discern from the above that the Court accepted the practical approach of
the domestic courts: because of the close ties with the UK, his country of residence and
business, he was not only aware of obscenity laws but was also within the jurisdiction
of those courts. Neither of these may have applied had he lived abroad. In this sense,
the particularity of the author of speech affected the situation to such an extent as to
enable the courts of one country punish for content originating from another country
but having negative consequences abroad. The Court did not refer to another element
which made the relevant web page published in the USA of particular relevance for
the UK: the fact that at least one user, the police officer, was allowed to become a
member of the relevant adult service with his UK address and to pay with a UK issued
bank card. This makes it plain that the service did not exclude UK residents from
visiting the site and was aware of actual cases where such persons had in fact accessed
the service.

The Court next turned to the applicant’s argument that his conviction was dispro-
portionate because the same material was lawful in other countries, notably the USA.
Relying on Handyside v. UK (cited above, § 57), the Court essentially found that, in
the area of morals, the margin of appreciation given to the member states allows for
situations where the same material is lawful in one country and prohibited in another,
without there being a violation of Article 10 of the Convention.

Similarly, while recognising that conviction of the authors of one website would
not reduce in any significant manner the availability of such material on the internet
and thus would not contribute to achieving the legitimate aim pursued (protecting
morals), the Court found that ‘the fact that the 1959 Act may provide only limited
protection to vulnerable people is no reason why a responsible Government should
abandon the attempt to protect them’. One may add that this is in fact one of the major
problems of internet regulation today, where enforcing rules adopted is more difficult
than in traditional media, and yet gradually such enforcement becomes more efficient,
especially with the adoption of international agreements such as the Cybercrime
Convention, mentioned above.

The Court then dealt with the argument based on the analogy to the Observer and
Guardian v. United Kingdom case (‘the Spycatcher’ case85). It rejected that analogy,
basing its finding essentially on the specificity of the mechanism of harm in the
Observer case, which was different from that in the present case. The mechanism of
harm in the Observer case was that of revealing confidential information to the public.
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As soon as that happened for the first time, that information was not confidential any
longer and thus no harm could be caused by its subsequent publication. However, in
the present case, harm is caused each time where a person is ‘deprived and corrupted’,
regardless of whether similar material is available from other sources. Hence, the
availability of such material on other internet sites could not serve as a basis for
claiming the lack of a need to prevent such publication whenever possible.

Another element taken into consideration by the Court was that the conviction in
the present case was limited to the possibility offered by the applicant’s website for
young persons to freely access that site without any form of age verification (that was
the major element which had led the domestic courts to convict the applicant). The
court accepted that such websites were almost never visited by accident (the domestic
courts did not convict him for accidental access, even though this too had been
requested by the prosecution). However, since protecting the young included protec-
tion from their own curiosity with which some of them would actually search for such
material, the argument of improbable accidental access was irrelevant to the issue of
responsibility for giving access to the young to adult material.

The present case seems to support the idea that where harm is caused and less
intrusive measures are inefficient, more serious measures may prove to be proportion-
ate under the Article 10 test. The Court replied to the applicant’s argument that other
measures are available such as self-regulation and parental control by finding that
nothing prevented the Governments from adopting a stricter approach, ‘particularly
when those other measures have not been shown to be more effective’.

At the same time, the Court noted that the applicant could easily have avoided
responsibility by implementing age verification measures to prevent minors from
accessing adult material on the preview page. That such measures where possible and
not too onerous was clear from the fact that his website had such a system in place for
the rest of the service. This implies that, while for the Government other measures
were not clearly more efficient, for the applicant it was very simple to take steps which
he conscientiously avoided, since the preview page was designed to attract the mem-
bership of as many persons as possible and any credit card verification is known not
to be very popular amongst web surfers, especially when they do not yet know whether
they want to trust the site and to become its paying members or not.

Finally, the Court verified whether the severity of the punishment in the present
case made the interference disproportionate. It found that 30 months’ imprisonment
(with a right to release after half of that period) did not constitute a disproportionate
penalty because a purely financial penalty would not have affected the applicant
significantly enough in view of the fact that he was making financial gain through the
publication of the relevant material. Moreover, the court found no ‘chilling effect’ or
other threat to the freedom of the press or to uninhibited public discussion, since the
materials in question did not involve the press or contribute anything to public debate.

One may conclude that the ECtHR adopted a practical approach in this case, such
as upholding the power of a state to extend its jurisdiction (to prescribe legal rules, to
enforce them and to resolve any legal disputes resulting from those rules). It also
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applied, albeit not expressly, some of the criteria determined in this work. For instance,
the differences in the mechanisms of harm resulting in different treatment of revealing
confidential information as opposed to ‘depraving and corrupting’ of minors. Simi-
larly, the mechanism of harm for depraving minors has the particularity that minors
themselves will not resist or complain, but will occasionally seek out the relevant
content, and thus the response mechanism has to be special (and not limited, as Mr
Perrin suggested, to preventing only accidental exposure to depraving materials). The
court also noted that the state did not have reasonably efficient alternative means for
ensuring the legitimate aim of protecting minors, while Mr Perrin had rather simple
means of avoiding liability (through age verification).

Overall, this seems to be a well thought of and balanced decision of the Court.

The result of the case analysis in these three instances is, for its author, that the criteria
developed in the earlier sections are viable and may be useful in deciding specific
cases involving internet communication. Those criteria also constitute an example of
a regional approach towards issues of cyberspeech in Europe, which may serve as one
possible model of regulating cyberspeech on the internet in general.

In conclusion, the internet presents new challenges of both affecting the distribu-
tion of liabilities for harmful speech and creating circumstances that affect the level
of harm. Yet it does so not in any magic or undeterminable way and all of its effects
can be viewed through the prism of the same basic principles of freedom of expression
as those that apply to any other medium.

This chapter’s focus was on showing how general principles of freedom of expres-
sion apply to the internet, while at the same time taking into consideration the (techni-
cal and sometimes social) specificity of the medium involved. In many respects, such
principles apply in virtually the same way both in ‘real life’ and on the internet. There
is, for instance, no difference whatsoever between the status of a politician or judge
when (s)he declares something to a newspaper or to an online news bulletin. In other
respects, old presumptions need to be done away with, such as the ‘late hour broad-
casts’ to protect children from exposure to adult material. Yet the new rules to replace
such old presumptions also need to comply with the general principles of freedom of
expression. Hence, there is no need to invent completely new legal regimes for the
internet, but rather to find ways to accommodate new technological realities to basic
principles upon which our societies are based.

Incidentally, what promised to be one of the most important, challenging and
exciting chapters of this work – determining how principles of freedom of expression
apply to the internet – came to be more of a conclusion to the previous two chapters
instead. Since it was determined earlier what principles of freedom of expression are
applied in other media, and then how the internet works, it was a simpler task to
combine the results of those two parts of research to show that they not only can
coexist and interact successfully, but also do so in ways often very similar to those
evidenced in other media as well.
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Much of the analysis in this chapter also had to be rather theoretical, in the sense
that it is only possible to fully determine both compatibility with Article 10 of a certain
limitation on freedom of expression and the effect of circumstances of dissemination
when specific cases are examined. It might even prove necessary to make a full
analysis of a real case decided in some national jurisdiction in order to illustrate the
entire range of criteria applied to practice. Such an addendum to this work is under
consideration.

The present chapter has dealt with the relatively simple case: when the only issue
is how to apply traditional principles of freedom of expression to new technologies
such as the internet. And the conclusion is that mostly those principles apply in the
same way, due regard being paid of course to the specific circumstances related to the
medium used. The next chapter will deal with some of the even more challenging
issues arising from the supranational character of this medium – the inability of any
state to impose its own system of legal principles to all online speech and the resulting
ability of individual speakers to avoid even the laws of own state. That chapter will
also deal with the issue of cultural relativism as one of the main obstacles to successful
world-wide regulation of the internet.
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CHAPTER 4
GLOBAL REGULATION FOR A GLOBAL MEDIUM?

4.1 THE PROBLEM

What the previous chapters have helped determine is that notwithstanding the some-
times extraordinary developments in communication technology, it is possible to
determine how principles of freedom of expression apply to new media. Some such
principles (and more detailed rules developed on their basis) for regulating expressive
behaviour in other media are unaffected by the advent of the internet; others will suffer
various degrees of adaptation. Yet it is generally not impossible to determine how the
technical specificity should be taken into account while examining cyberspeech cases,
and this is what lawmakers and courts in a number of countries have been trying to
achieve in the last decade.

However, the preceding chapters dealt with the ideal case – where all the elements
involved belong to the same state or region. While the ECHR and its case-law were
analysed as the main example, the same methodology of analysis can be used in any
particular legal system, national or international. Yet problems appear immediately
when some of the elements of a case belong to more than one jurisdiction, such as the
author residing in the USA and publishing in Europe. In such cases, two or more
jurisdictions compete for regulation of expressive behaviour, and occasionally provide
for different or even opposite rules on the same matter.

As a truly universal medium, the internet allows many opportunities for such
expression with foreign elements. It brings to another quantitative and qualitative level
cross-cultural expressive behaviour and thus creates many more problems than
traditionally encountered in other media.

Yet it is by far not exclusive to this new medium that conduct by individuals bears
reasonable relationship to several jurisdictions at the same time. Traditionally, to avoid
conflicts on this basis, states have concluded international agreements. In their simpler
version, such agreements simply provide rules for deciding which of the competing
jurisdictions should have priority in adjudicating the case. This is the preferred way
of dealing with conflicts of jurisdiction in private international law. However, this may
prove not to be a widely acceptable solution when it comes to expressive behaviour,
for the simple reason that in this area states are much more likely to use the exception
of public order (ordre publique). This exception can be used in cases where the normal
application of rules for solving conflict of law situations would result in the application
of (foreign) laws contrary to some of the most fundamental principles of a given
society. Since freedom of expression and its relationship with other rights and social
interests is in many countries considered a very important, even fundamental feature
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of a society, it is very likely that states will simply block the application of rules from
other legal systems to cyberspeech cases involving their own citizens or residents.1

To illustrate this it is enough to make reference to differences in defamation law
in the USA and the UK, which led to several cases decided in one of these countries
not being recognised or executed in the other.2 One clear distinction between US and
UK law on defamation is the level of protection given to the defendant in such cases
and the level of proof regarding the intent to defame that the plaintiff must show. Due
to serious differences in this area, there is occasionally a lack of mutual recognition
of relevant decisions and their implementation. This affects not only final judgments,
but any other action as well such as extradition requests or requests to identify an
author of a message. An even more striking example of non-recognition across the
border of decisions in the sphere of freedom of expression has to be the Salman
Rushdie case. What religious leaders and the greatest part of society in Iran consider
to be one of the most serious crimes possible – blasphemy against Islam – is not illegal
in the United Kingdom (which prohibits only blasphemy against the Christian faith).3
Hence Mr. Rushdie was immune from decisions in Iran condemning him for his
‘Satanic Verses’ and did not risk extradition or punishment, nor could any defamation
award be enforced against him in the UK.

To solve such deeper-rooted differences another approach has been taken, namely
of adopting international agreements dealing not only with ‘procedural’ aspects such
as those concerning conflicts of jurisdiction, but also with substantial issues. If states
agree on substantial content of freedom of expression and on the limitations thereto,
there is no reason to resist adjudication of cases in foreign jurisdictions abiding by the
same rules.

Since the internet is a global medium, affecting virtually all states and their
populations, it is only logical to examine instruments that enjoy similarly wide
recognition. In this sense, the Universal Declaration of Human Rights (hereinafter
called the UDHR) and the United Nations Covenant on Civil and Political Rights
(hereinafter called the ICCPR) are the best suited such instruments, owing to their
quasi-universal acceptance.
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4.2 UNITED NATIONS INSTRUMENTS

How would cyberspeech be regulated on the basis of universal human rights instru-
ments? Two issues are important here: first, the way in which freedom of expression
is protected in those instruments; and second, the extent to which such instruments can
constitute the basis for regulating a universal medium such as Internet.

Freedom of expression under the United Nations instruments
One first observation that needs to be made is that neither the UDHR nor the ICCPR
differ in any important way from the ECHR in what concerns freedom of expression.
This is evident from both the formulation of the relevant articles in all the three
instruments4 and from the case-law under the Covenant (regarded largely as embody-
ing the UDHR’s notion of freedom of expression) and the Convention. The Human
Rights Committee (HRC) did not have too many opportunities to decide on freedom
of expression issues, however, in order to clarify in detail more provisions of Article
19 of the ICCPR. Moreover, the HRC does not seem to prefer to make reference to
case-law from regional human rights bodies, and such references are especially made
in response to arguments by parties to cases before it.5 Still, the willingness even to
consider arguments based on the jurisprudence of the ECtHR is an indication of the
fact that the two bodies can and do learn from each other. It only seems logical that
when an issue is not too specific to the European heritage, but is in fact more universal
in nature, the HRC can well base itself on the much more developed jurisprudence of
the ECtHR on freedom of expression, taking of course into consideration its own
specific mandate of a worldwide supervisory body.

Since the UDHR and the ICCPR are largely similar to the ECHR in regard to
freedom of expression, the analysis made in the previous chapters can also be consid-
ered relevant for these two universal instruments. More particularly, the limitations on
freedom of expression under the ICCPR include most of the same grounds as those
under the ECHR. Some of the ECHR bases for interfering with freedom of expression
that appear to be missing from the ICCPR6 have been expressly considered as included
in its more general formulations.7

Just as in the case of the ECHR, freedom of expression case-law under the ICCPR
concerns itself primarily with the limitation of that freedom. And in this sense, exactly
the same approach is taken as under the ECHR analysed in chapter 2 – a limitation on
freedom of expression must:



Chapter 4

8 Nowak, op. cit., p. 351.
9 See, for instance, Sarah Joseph, op. cit., at p. 392.
10 Nowak, op. cit., p. 351.
11 Citing E/CN.4/438/Rev.1; E/CN.4/L.156/Rev.1.
12 ICCPR Article 19 § 3 a) and b).

218

– be provided by law;
– be taken in pursuance of one of the legitimate aims expressly named in Article 19

of the ICCPR; and
– be necessary to achieve that legitimate aim.

Of course, while the three-part approach is identical under the two instruments under
comparison, there are slight differences in understanding and applying each of these
elements. These differences stem from the different role the UN Human Rights
Committee has in comparison with the ECtHR, the lack of an equivalent of the
ECHR’s ‘acquis conventionnel’ as well as the much more limited amount of freedom
of expression case-law developed over the years.

The ‘provided by law’ criterion is interpreted in a similar way to its equivalent
under the ECHR – the interference must be allowed, and sufficiently precisely circum-
scribed, by a written law or a non-written but well established and foreseeable equiva-
lent (such as British common law).8

The interference is considered ‘necessary’ if a certain degree of proportionality
between the aim pursued and the means used is observed.9 In other words, the limita-
tion must be ‘proportional in severity and intensity’ and because it is an exception to
the rule of observing freedom of expression, it needs to be ‘interpreted narrowly in
case of doubt’.10 Nowak mentions the express exclusion of the term necessary ‘in a
democratic society’, which was proposed, but narrowly rejected. Thus, in the absence
of the necessity requirement, proportionality remains the main criterion of verifying
necessity of interference.11

As for the grounds (purposes) of interference, they are fewer than the comparable
list in Article 10 of the ECHR. The ‘missing’ ones were all proposed during the
drafting of Article 19 of the ICCPR and rejected as too specific, but implicitly included
none the less. The three legitimate aims analysed earlier in this work can all be found
in the ICCPR. The Covenant allows restrictions necessary for ‘respect of rights or
reputations of others’ (this includes protection from both hate speech and defamation)
and also the ‘protection of … morals’ (including restrictions on adult material).12

The only direct content regulation imposed by the ICCPR comes in Article 20 as
a prohibition of propaganda of war or of discrimination on a number of grounds. While
the ECHR has no equivalent provision, it does include the possibility of similar
limitations on the basis of both the non-discrimination rule (Article 14 in combination
with other articles and, for countries accepting it, Protocol 12), and prevention of
abuse of the system of ECHR protection under Article 17.
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The UDHR and the ICCPR as a basis for regulating the internet
Virtually all states accept the UDHR as a universally accepted, arguably binding
instrument, and it is also claimed to constitute an authoritative interpretation of the
human rights provisions in the United Nations Charter.13

Currently at least 160 countries are parties to the ICCPR and 67 more are signato-
ries thereto.14 This implies a nearly universal acceptance of the instrument and the
principles it embodies. The question is whether a universal medium as is the internet
can be regulated on the basis of such broadly-accepted universal instruments (in
respect of issues covered therein, such as freedom of expression).

Indeed, if that is possible, such elements as the nationality and residence of the
author and victim of harmful cyberspeech and of any intermediaries and the resulting
applicability of one or another jurisdiction would make no real difference – the courts
would apply largely similar principles to speech regardless of its origin or destination.

Another question immediately arises: is it so important to have uniform regulation
of freedom of expression or should one leave a certain ‘margin of appreciation’ to each
society in adjusting the general rule of Article 19 of the ICCPR to the local realities?
The second option seems more acceptable, especially considering the difficult pro-
blems raised by cultural relativism, discussed in the next section.

4.3 UNIVERSALISM VERSUS CULTURAL DIFFERENCES IN THE CONTEXT OF THE
INTERNET

The issue of whether human rights are universal to such an extent that they must have
essentially the same meaning and can be applied in a rather similar way throughout the
world has been debated for years. Adherents to cultural relativism argue that human
rights are not universal in either origin or application. To them, the importance of local
traditions, cultures, practice and so on in formulating, and especially in implementing,
human rights, is very high. More importantly from a practical perspective, the leaders
of certain countries have taken the cultural relativist point of view in order to rebut
criticism of the human rights situation in their states.15

Traditionally, when speaking of cultural relativism one envisages the more evident
differences, even conflicts between Western and other (African, Asian, Islamic, post-
socialist, etc.) societies in treating human rights. Yet such cultural differences are no
strangers to the Western world too,16 as exemplified by the tensions in defining and
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fighting child pornography, analysed in the previous chapters, whereby despite the
strong international consensus embodied in the International Convention on Cyber-
crime17 still meets some resistance. Most countries participating in the drafting of the
Cybercrime Convention considered it necessary to prohibit materials in which a person
‘appearing to be a minor’ or ‘realistic images representing a minor’ engage in ‘sexu-
ally explicit conduct’,18 but member states are able to opt out of applying these latter
two provisions. The USA is the obvious beneficiary of this opt-out rule, in light of its
Supreme Court decision of 13 May 2002,19 which confirmed the above-mentioned
position of limiting the definition of child pornography to material resulting from
actual abuse of children.

A similar difference of interpretation is evident in the text of Articles 3, 4 and 5 of
the Additional Protocol to the Cybercrime Convention, in accordance with which the
members states undertook to criminalise dissemination of hate speech (see section
2.2.1 above). The US First Amendment tradition only allows limitations to freedom
of speech if it directly and immediately affects the rights of another (such as racist
threats or insults), while the European tradition would also prohibit dissemination of
such material if the effect on another person’s rights is not immediate but indirect.20

As the example above shows, differences appear even between such similarly
minded (in many aspects anyway) societies as American and European ones. Of
course, the farther from each other the values among societies, the more issues there
are to resolve. In the example above, there are serious practical implications of the opt-
out possibility in Article 9 of the Cybercrime Convention. A citizen or resident of a
European party to the Convention may effectively escape the application of national
or European laws and publish online fake (morphed) depictions of children (or of
adults looking like children) engaged in sexually explicit conduct. If (s)he does so on
a US server anonymously, there is nothing authorities in Europe can do to enforce their
laws or the Convention, since such material is not illegal in the USA. Since no valid
claim of illegal conduct can be made, no request to identify the author or owner of the
material will be successful, which reinforces the feeling of impunity. Similarly,
European authorities will refuse to identify, for instance, a Saudi resident who pub-
lishes pictures from a bikini show, which is considered inoffensive even to minors in
Europe, but may be very harmful in the light of Saudi tradition.

These often subtle differences among cultures are certainly not new and the
problem of conflicting laws existed prior to the internet too. It was difficult to tackle
the problem of cultural relativism when it referred to the way governments and
societies treated their own members. It has always been however an issue of contro-
versy when the values of one society were sought to be applied to people coming from
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other societies. The compromise that was reached was that each state enforced its
values and laws on its own territory, and foreigners present on that territory are also
generally subject to those rules. This sometimes uneasy agreement worked not least
because of the limited number of nationals going to countries with significantly
different cultures and at the same time the limited effect of such foreign exposure on
the travellers’ home countries. The internet brings a new level of contact with other
cultures, with a gradual erosion of society’s control over its members’ behaviour.

One solution that would seem rather easy is to declare that while each society has
the right to certain specificity, which has an influence on the way human rights in
general and freedom of expression in particular are treated, each individual should
have the right to choose. In other words, societies and states have the right to specific-
ity, but not the right to force any individual to prefer such an identity over personal
choices.21 This way only those individuals who want to are exposed to the values of
other cultures, including to material considered harmful in his or her own society. Yet
this would ignore the fact that the right of the individual to choose is in and of itself
considered a threat to basic precepts of some societies. The problem of how to deal
with ‘deviant’ or ‘modern’ individuals or groups (partly) rejecting traditional practices
in favour of individual rights as understood in the West is very challenging to cultural
relativists.22 This is especially true of smaller communities and many cultures feel they
need to defend against what they see as Western cultural imperialism. Yet it is also a
feature of large societies.23 It is only reasonable to ask why some Arab states should
be tolerant of women who refuse to wear the traditional headscarf while France does
not display much tolerance towards its female Muslim citizens who would rather wear
a headscarf in the classroom or at work.24

Since the internet allows very efficient, cheap and uncontrolled access to informa-
tion and values from abroad, it may be seen as a major threat by some societies. This,
in turn, undermines efforts at harmonisation of laws regulating cyberspeech.

Yet from a formal point of view, the issue of cultural relativism was decisively
dealt with more than a decade ago and enshrined in the Vienna Declaration and
Program of Action 1993.25 According to this document, which is the result of a
worldwide consensus, ‘All human rights are universal, indivisible and interdependent
and interrelated’. Universality of human rights is thus widely recognised and this is not
undermined by the additional formulation, emphasising that ‘the significance of
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national and regional particularities and various historical, cultural and religious
backgrounds must be borne in mind’. This phrase has often been cited by opponents
of universality of human rights as evidence of a lack of genuine consensus or at best
as a politically motivated one.26 What others note is that this phrase, far from contra-
dicting universality of human rights, was designed to emphasise the need to take into
account diversity, which exists even within largely homogenous societies such as those
of the Council of Europe member states (and the resulting margin of appreciation
concept developed by the Court). The UDHR proclaimed equality of all human beings,
but it did not call for assimilation – rather for equal dignity within different identities.27

Finally, the World Summit on the Information Society has once more ‘reaffirm[ed] the
universality, indivisibility, interdependence and interrelation of all human rights and
fundamental freedoms’.28

There can be a number of positions regarding universality of human rights. Accord-
ing to Donnelly, the two opposite polls are radical universalism (which denies any role
of culture in formulating moral rights and rules, because these are universal) and
radical cultural relativism (which attributes to culture the main source of validity of
moral and other rules).29 He adds that there can be a number of intermediate positions,
however, such as strong cultural relativism and weak cultural relativism, depending
on the extent to which local culture is given a role in determining the content of human
rights.

While many of the claims of protecting local cultures and traditions may be well
justified, Baehr argues that they often do not have to mean divergence from the
meaning of human rights embodied in international instruments. Even if the notion of
rights as entitlements of an individual against the state or society is mainly a Western
idea, other societies have come up with alternative ways of protecting the same
fundamental values.30 These include the protection of life and prohibition of torture,
protection of dignity and ensuring a place to the individual in social life, as well as
sufficient resources for a decent living.31 Moreover, most societies have already been
transformed, he argues, by exposure to Western values, and many want at least some
degree of change in their lives, even though usually this relates to economic situation.32

There are today few if any truly traditional societies; most have borrowed certain
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practices from the West. Often it is a country’s dictator or ruling elite that invokes
cultural relativism, while at the same time experiencing quite Western ways of life and
emulating Western methods of repression of political opponents. In a society, which
cannot protect its members through traditional, alternative ways, against an increas-
ingly powerful state, it is argued, rights of the type enshrined in international instru-
ments are a necessity.33 It is hence important for objective and impartial international
supervisory organs such as the UN Human Rights Committee to distinguish between
genuine claims of cultural differences and those made up in order to pursue other
(political, economic, etc.) private aims.

The conclusion of both the above-cited authors is that gradually most societies
accept human rights not as mainly an embodiment of Western ideology, but rather as
ways of ensuring the human being’s worth. More and more practices that were normal
centuries or decades ago have now been virtually universally prohibited, such as
slavery, torture or genocide.34 There is thus hope that gradual acceptance of other
rights can also happen, while preserving the vital cultural differences that exist among
societies. Gradually, as the problems arise, it is easier to expect acceptance of human
rights as a natural solution to threats to the modern state.35 And if one should not be
able to eventually find universal human rights concepts, some argue that at least it is
impossible not to determine a list of ‘universal wrongs’ – things that ‘should not be
done to anybody anywhere’.36

It so happens that morals are extremely important especially in traditional cultures,
but also in modern societies.37 It takes a long time for morals to evolve from their
traditional role of cementing and organising society towards more liberal attitudes
whereby at least private acts of individuals are no one else’s concern. In fact, some
traditional societies oppose such transformation, defending their right to protect their
way of social organisation from alternative modern formats. It has also been noted that
at least in regard to some deeply rooted practices that involve harm to the health of
persons (such as female genital mutilation, the classical example of cultural specificity
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still being debated especially in respect of some African countries), local communities
may even resist their own authorities in accepting change.38

The direct reference to morals (as well as rights of others) as a basis for limiting
freedom of expression in Article 19 of the ICCPR offers governments room for
manoeuvre.39 The Human Rights Committee has expressly recognised in the above-
cited Hertzberg case that ‘…public morals differ widely. There is no universally
applicable common standard. Consequently, in this respect, a certain margin of
discretion must be accorded to responsible national authorities’.40 At the same time,
where morals are not expressly and relevantly raised as a basis of limitation, the HRC
tends not to overemphasise cultural differences warranting different understanding and
observance of relevant rights. In fact, the Hertzberg case cited above was the only one
where the Committee mentioned the ‘margin of discretion’ given to states, and later
cases appear to have rejected this notion. In any case, no complaint has been set aside
solely on account of the margin of appreciation of states, which would dilute ICCPR
rights, in light of the multitude of varying cultures of members states.41 Instead,
recognising cultural differences in some instances, the HRC occasionally recommends
slightly different measures to improve the situation, such as education of the popula-
tion in the spirit of discontinuing harmful practices.

Universality of human rights: standard-setting vs. implementation
One may say that there are two levels of universalism of human rights: universalism
in accepting human rights and universalism in their implementation. The large mem-
bership of the ICCPR clearly means that the first of the two has been achieved.
However, achieving true commitment to freedom of expression worldwide is a much
more difficult task.

It is argued that Islamic, African, Asian, socialist and other cultures have all
traditionally included provisions to protect human dignity, yet none of them amounted
to human rights in the (modern) sense of entitlements opposable to the state and the
rest of society.42 At the same time, having been exposed to modern market economy
and centralised government and other external (often Western) values, such societies
have not only borrowed some such ideas, but have also come to need the modern
version of human rights. And the clearest example of such a need is the virtually
universal recognition of the International Bill of Rights. Indeed, no government today,
regardless of any claim of cultural differences, argues against human rights as they are
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included in international instruments. Hence, at least at the level of accepting the list
of rights and their basic formulation, there is common agreement among nations.43

States differ not so much in the listing or formulation of the human rights norms
they want to (or have to) apply, but rather in their interpretation. With regard to
freedom of expression, there are two important areas of disagreement or at least
variation. First, certain states tend to give too much or too little importance (the latter
is evident in the case of the USA) to the potential harm caused by certain types of
speech such as hate speech or pornography. Second, they tend to inversely give too
little (or too much) importance to freedom of expression in their societies and the
corresponding degree of protection it requires (here the roles reverse, with the USA
strongly emphasising and other countries such as certain Arab, Asian or post-socialist
ones downplaying the need to protect freedom of expression). Since very often the
harm caused depends on moral value judgments,44 it is difficult to object to a country’s
stand towards one type of speech or another. Hence there are situations where the USA
and Europe view communications violating intellectual property rights (IPRs) as very
damaging and subject to prohibition, while political dissidents can speak freely, and
at the same time China is, or at least was in the recent past, more lenient towards IPR
infringements but curbs any attempt at political dissent.45

As mentioned before, such differences of emphasis have traditionally constituted
a source of unease among states, but they never affected so many individuals from so
many countries in a direct way before the internet. When this new medium became
truly universal, individuals obtained the power to do ‘forum shopping’, looking to
publish their (often unpopular) views in those jurisdictions that are the least strict in
curbing the type of speech in which the person engages.46 State leaders may continue
to argue the need to protect local values against what they see as Western-type human
rights, yet they are already losing control over their citizens who are exposed to the
foreign values. And nothing has contributed more to increasing such exposure than the
internet (the closest to this transborder effect previously was satellite TV, but it offers
much fewer opportunities of communication to the average person and thus limits
diversity of international influences). In this sense, in a strange way, the requests for
help in bridging the digital divide and the efforts of developed states to respond to
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such concerns47 might in fact accelerate ‘modernisation’ not only in a technical sense,
but also in cultural, moral and other spheres and might therefore be viewed by some
as a threat. At the same time, there is growing evidence that the internet is well
understood and used by non-Westerners, e.g. Muslims, to promote and reinforce their
own values, as evidenced in Gary Bunt’s work.48

One might mention, moreover, that certain authors argue that universality of human
rights proves to be a myth even within Europe or even within the European Union. For
Päivi Leino, ‘[t]here is no uniform, common tradition of right in Europe’.49 Or rather,
he seems to imply that while acceptance of the list of rights is taken as a natural thing,
there are variations in implementing various rights, as exemplified by the uncertainty
of the limits of the right to life. If European societies cannot agree on details of
implementing rights due to cultural, moral, or even economic differences, one can
hardly promote the idea of strong universalism of human rights around the world.50

Notwithstanding such criticism, it is possible to argue that today more and more
rights (or aspects of rights) are not only accepted universally, but increasingly consis-
tently implemented.51 Prohibition of arbitrary deprivation of life and freedom, protec-
tion from torture and slavery offer good such examples. Moreover, not only do
international human rights norms not contradict the basic principles of the main
religions, for instance, but they can be enriched from such additional sources with
concepts such as human needs and a closer relationship between the rights and
obligations within a society.52 Specifically regarding freedom of expression, it is
rightly noted that both international agreements and national legislation of countries
all around the world guarantee an essentially similar core value, which is the basis for
claiming its universality.53
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In fact, the example above on the position of the USA on morphed images of child
pornography is not unanimous within that country. Soon after the law prohibiting all
forms of child pornography, including morphed images, was defeated in the Supreme
Court, certain legislators vowed to find ways of achieving the same aim through other
laws, if modified somewhat to pass the Supreme Court.54

As mentioned above, however, due to the close link between at least certain aspects
of freedom of expression and morality, it is more difficult to find universal standards
regarding freedom of expression. Yet there is hope in this area too, if the correct
approach is taken. The work of the Committee for the Rights of the Child shows55 that
there are a lot of examples of a positive attitude of states in the sense of trying to
change traditional practices harmful to children to better conform to universal human
rights standards. This is true even for some of the most deeply rooted traditions and
is not limited to female genital mutilation, which is one of the subjects attracting
continual attention on the part of the West.56

Political dangers for human rights
Universality of human rights is often undermined for political reasons. One of the main
points against human rights in several regions of the world is that these rights are seen
as another instrument of the West in imposing its own views and interests. Nothing
contributes more to strengthening this opposition than the use of double standards. One
good example thereof is the Israeli-Palestinian conflict and the attitude towards human
rights violations committed there by the two sides. Ordinary Arab people and their
authorities alike are disgusted with examples of condemnation of human rights
violations by Palestinians,57 while Israel (and for that matter many other states impor-
tant enough to become immune from international responsibility such as Russia,
Turkey, or the USA, to name but a few) is shielded from such condemnation. The
West’s failure to be consistent and variability in applying its human rights (and
implicitly moral) standards in a universal manner is considered by some to be one of
the main reasons for challenging the universal validity of human rights as such.58
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Fortunately, there is a recent trend, led by Europe, to critically assess human rights
performance both abroad and within Europe itself.59

The United States stands out in one important way – it is by far the most ardent
supporter of unilateral enforcement of human rights, unilateral meaning that it takes
all necessary measures to avoid becoming itself the object of scrutiny by the interna-
tional community.60 In showing such a clear opposition to allowing general human
rights rules to be applied to itself, the USA provokes strong resentment from many
other countries (and the most evident example is its resistance to the work of the
International Criminal Court). If this country is simply unable to accept the power of
an international objective body to examine whether its citizens have committed some
of the most heinous and universally recognised types of crimes – genocide, war crimes
and crimes against humanity – then how will it agree to its citizens’ being judged by
other jurisdictions for lesser deeds violating human rights?

Michael Ignatieff also argues that, despite the perception by some that human rights
are a Western creation promoting its values, the idea of universal human rights should
by no means be repudiated61 and more than half a century of history of modern human
rights proves the viability of that idea. Encouragingly, moral and cultural values are
not static and do evolve; certain values do come to be truly universally appreciated
beyond any political and other differences. A lot depends on how the relevant ideas
are presented and on who is the author thereof, but some ideas do tend to eventually
be embraced. The United States is not completely fanatical about protecting free
speech no matter what, and recent attempts by some sectors of that society to protect
minors from harmful online content have met with resistance mainly not because of
opposition to the idea itself, but rather due to (technical) inability to limit the censor-
ship effects of such measures.62 Similarly, Arab societies do not oppose human rights
as such, including freedom of expression, and have not only formally recognised such
rights, but are beginning to have genuine discussions about their role in the specific
types of cultures present in the region. Certain leading Muslim scholars forcefully
argue that freedom of expression is protected under Islamic law, with certain specific-
ity such as enhanced protection against blasphemous and obscene material.63 And of



Global Regulation for a Global Medium?

64 Adopted on 5 August 1990, see text at, e.g., <http://www.religlaw.org/interdocs/docs/cairohrislam1990.
htm>, visited August 2007.

65 See Sarah Joseph, op. cit., at p. 17.
66 See United Nations General Assembly Resolutions 53/22 of 4 November 1998, 54/113 of 10 December

1999 and 55/23 of 13 November 2000 ‘United Nations Year of Dialogue among Civilizations’ and
Resolution A/RES/56/6 of 21 November 2001 ‘Global Agenda for Dialogue among Civilizations’.

67 Declaration of Principles: Building the Information Society: a global challenge in the new Millennium,
WSIS-03/GENEVA/DOC/4-E, 12 December 2003.

68 Armin von Bogdandy Globalization and Europe: How to Square Democracy, Globalization, and
International Law, EJIL (2004), Vol. 15, No. 5, p. 888-889.

229

course, the Cairo Declaration on Human Rights in Islam64 expressly recognises, in
Article 22, the right to ‘express his opinion freely in such manner as would not be
contrary to the principles of the Shari’ah’. While one may oppose the subjection of
freedom of expression to religious law, it is a step forward to recognise that there is
freedom of expression.

On the basis of the formal agreement on human rights (in universal instruments
such as the ICCPR), it is hence possible to gradually reach a common understanding
of such rights around the world. It is important to pay attention to local cultures and
how freedom of expression is incorporated therein, but cultural relativism should not
be given a too important role. This position is supported by the jurisprudence of the
UN Human Rights Committee, which apparently is less receptive to concepts similar
to the doctrine of ‘margin of appreciation’ used by the ECtHR in regard to certain
issues such as morality.65 There is a growing pressure to find inter-cultural and even
inter-civilisation links, as evidenced by work at the UN level.66 In the context of
internet governance, the World Summit on the Information Society adopted a declara-
tion in which ‘the representatives of the peoples of the world’ (representing approxi-
mately 175 countries) reaffirmed ‘the universality, indivisibility, interdependence and
interrelation of all human rights and fundamental freedoms’.67 The Declaration referred
to Article 19 of the UDHR as an essential foundation for the Information Society.

The internet is part of the wider process of globalisation; it is only one, possibly
more evident, aspect thereof. Globalisation or ‘global contraction in the language of
international business circles, is thought to have been brought about primarily by the
revolution of communication and transport technologies, together with the gradual de-
mantling of borders and the increasing role of international organisations’.68 Modern
economies seem to have to embrace globalisation in order for them to stay competi-
tive, and ICTs (Information and Communication Technologies) are part of the new
reality. One does not necessarily have to abandon one’s own traditions and beliefs, but
since ICTs have become increasingly common business tools there will be an almost
natural need to achieve wide consensus on a variety of issues, human rights included.
There is reason to believe therefore that in the long run global solutions will have been
adopted for the global medium.

For the moment, the same reasons that make it difficult to conclude international
agreements to regulate cyberspeech also diminish the efficiency of adopting many
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types of regulations specifically tailored to the internet. Almost from the inception of
the internet, there were many voices in favour of creating cyberlaw – a legal system
created for, and applicable exclusively to, the new medium.69 According to these
authors, cyberlaw would be different from all other national legal systems and from
international law, something that would ensure both better accommodation of the
specificity of the medium and that no state is given too much power in internet
regulation. In fact, since such a legal system supposes having substantive rules such
as regulating harmful content, states should first agree on relevant common substantive
rules. And as long as states can hardly agree on such rules to conclude treaties, there
is even less probability that an entire separate legal system can be created to regulate
the internet at present.70

One difficult issue in developing cyberlaw, even on the basis of existing universal
treaties such as the ICCPR, is that it would require states and their nationals to submit
to some form of international adjudication and enforcement. Failing such enforcement,
the situation remains as it is today – each country basically enforces its own legisla-
tion. Although the first additional Protocol to the ICCPR was ratified by around 109
states and signed by 34 more,71 it has a limited effect in ensuring enforcement, but is
resented nonetheless by some states. It would be even more difficult to achieve
agreement on an international legal system subjecting persons, regardless of their
nationality, to enforcement measures from abroad. There is some degree of interna-
tional accountability, mostly political, through the reporting mechanism, but it does
not equate to a true enforcement that would be necessary to regulate cyberspace.

4.4 THE PRICE OF FAILING TO FIND WORLDWIDE CONSENSUS ON FREEDOM OF
EXPRESSION

In the face of challenges to the universality of human rights, one may take a number
of positions: (a) to join radical cultural relativists and reject any continued effort at
approximation, (b) to disregard any discrepancies between declarations and reality and
insist on virtually identical application of human rights around the world, or (c) to
continue work in the direction of finding common values among societies and on
shaping implementation of rights so that to ensure both an internationally protected
minimum and respect for local cultures in vital areas. The first two approaches are
radical and I feel obliged to reject both. The third one has at least one weakness when
applied to the internet – since it supposes a gradual, cautious approach, it is simply too
slow.
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There is, however, a certain urgency in taking action regarding online conduct,
including expressive conduct or cyberspeech. This urgency stems from the fact that,
as mentioned earlier, individuals are using the special features of the internet often in
ways considered harmful or illegal in their own states. While states and scholars debate
on universality of human rights and on what standards should be applied, individuals
already de facto benefit from what could be called personal forum conveniens. If
information of some sort is banned in one country, individuals simply look for sources
in other states, and when it is illegal to publish in one place, they do so in others72. This
may negatively affect rights, morals and law observance in all kinds of societies,
traditional or modern, both in the West and beyond. Neo-Nazis may thus freely publish
their ideas on US servers and disseminate them to Europe, where such material is not
only illegal, but is also actively prosecuted. At the same time, the same individual may
take advantage of the fact that the laws of a country such as Germany are much less
strict than those of the USA on the issue of non-sexual nudity.73

What will happen if problems are left to resolve ‘themselves’ (no solution is found
to suit a majority of states)? At least two developments can be foreseen, which may
well happen simultaneously. First, the lowest common denominator among legal
orders will apply. Second, many states will have to take sometimes rather strict action
regarding the medium itself, the internet.

A. Lowest common denominator

If no (quasi-)universal standards are agreed upon amongst the majority of states on
how to regulate the internet (implicitly cyberspeech), the result will be that one largely
already observes: the lowest common denominator among applicable legal orders will
prevail. The term ‘lowest common denominator’ is used here to describe (parts of)
legal systems which take the least restrictive approach towards expressive behaviour,
offering only very limited protection to other rights that might be affected by free
speech. If a number of legal systems offer varying degrees of protection to certain
types of cyberspeech, individuals will choose the most protective, avoiding application
of the others.74 This least restrictive system will be the lowest common denominator
and currently US law probably offers the best such example, prompting some to ask
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whether the First Amendment should (or not) be ‘the default standard for free speech
on the internet’.75

Yet it does not have to be any one entire legal system; instead, separate rules within
a system may suffice. For instance, individuals will prefer to avail themselves of
protections given by US legislation in most types of freedom of expression such as
hate speech, pornography or defamation, yet that same legislation is much less
attractive when it comes to alleged violations of intellectual property.76 Hence, the
same individual who benefits from US protection to access or distribute certain types
of material will prefer to do the same in another country in respect of material possibly
violating intellectual property.

Moreover, the resentment of many governments of the effect of US legislation
allowing circulation of speech harmful abroad may translate into unwillingness to offer
increased (US level) protection to intellectual property. For some, it could even be a
kind of ‘revenge’ for the similar attitude the USA has to other aspects of freedom of
expression.77 Of course, any other country may appear instead of the USA in the above
example, as for instance most European states in relation to a number of Asian or
African ones. And as mentioned earlier, differences may and do occur even between
the USA and European countries, or among the latter.

It is worth reminding that it is by no means automatically ‘good’ or ‘bad’ that
individuals are able to avoid the effect of some of the national laws. Avoiding state
censorship in order to raise important social, political, religious, etc. issues which
could otherwise not be raised for fear of reprisals may be ‘good’. Doing the same in
order to violate someone else’s rights or dignity, or to plan terrorist acts, etc. is ‘bad’,
but this is again a value judgment, since some may see such things as free discussion
of religious matters as blasphemy, violating rights. Much depends on who is assessing
the situation, but universal standards must be helpful in this regard. Each society will
find some aspects of cyberspeech to be harmful, and almost certainly some other
society will not see in it sufficient danger to ban it, thereby helping individuals avoid
the laws of their own country.

Whether or not blocks of states could ‘trade off’ some of their values and regula-
tions to offer each other concessions and hence raise the common denominator to
another level (i.e. more restrictions to freedom of expression) is a long way from
certain, taking into consideration the constitutional and other issues involved. If this
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happened, it would mean that the majority of states agreed on common human rights
standards and thus on some form of universality.

If no such agreement is reached, and yet the clear problem of citizens avoiding the
effect of national regulation persists or increases, other approaches are bound to be
taken. Some of them are examined below.

B. Stricter enforcement

Approaches that could be taken to ensure observance of national laws by citizens or
residents may vary greatly, depending on both national traditions and available
technical means. Some are already used, with varying degrees of success.

One first example of such action – and arguably the most efficient – is the drastic
limitation of access to the internet by own citizens or residents. Saudi Arabia and
China are but two examples of this approach.78 By limiting access to the internet by
limiting the number of access providers and through strict censorship of the content
of communications passing through such ‘bottlenecks’, it is indeed possible to prevent
both access to and distribution of information. The means used have already been
described in chapter 3 above, such as a combination of manual verification and content
filters. It has also been shown above, however, that there are increasing opportunities
to bypass even such controls by avoiding the use of national access providers alto-
gether.

Yet faced with such lack of control over individual choices, authorities might take
even tougher action, such as banning satellite and cellular communication (cf. the case
of Iran and satellite TV dishes), so as to impose the use of terrestrial communications
(implicitly state-controlled access to the internet)79. Thus, the lack of universal consen-
sus on freedom of expression, coupled with increasing frustration with unchecked
online behaviour of citizens or residents may lead to increasingly restrictive regula-
tions of that freedom.

An increase in limitations on freedom of expression is also seen in democratic
countries, apparently caused by the same inability to ensure observance of national
legislation relating to, inter alia, freedom of expression.80 Consider the case of Ger-
many and its anti-Nazi and anti-pornography legislation. Since any German can access
from abroad (mostly the USA at the moment) and also publish there, materials that are
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illegal in Germany, the latter insists on the use of internet content filters by intermedi-
aries,81 whether or not that is actually efficient.82

It has been mentioned above (Chapter 3) that at least at present content filters and
other automatic means of content verification are insufficiently developed to allow
value judgments on content, including on context of expressions83. The conclusion
reached there was that due to this, such automatic means may at best be used as
warning systems triggering manual human verification. In other cases (i.e. where the
software also takes ‘decisions’ and automatically blocks content), there may be serious
questions of proportionality under the ECHR. The ‘overblocking’ (blocking of more
than just the illegal material or blocking of access by everybody, including consenting
adults, to adult material in order to prevent minors from accessing it) and ‘under-
blocking’ (failure to prevent all illegal or harmful content to be accessed or distributed)
of content was also one of the main reasons for the US Supreme Court decision in
dismissing the requirement of using such automatic means as unconstitutional84.

In spite of these deficiencies of automatic means of content verification, Germany
insists on their use for the simple reason, it seems, that it sees no alternative ways of
preventing access to and distribution of materials it sees as extremely detrimental to
Germans and German society as a whole. This is one more example of how failure to
agree on universal standards to regulate cyberspeech results in more restrictions to
freedom of expression than would normally be applied.

Actions directed at intermediaries (service providers) whose services are used to
disseminate or access harmful materials represent a further example of restrictions. In
the Yahoo! France case analysed earlier, French judicial authorities agreed with the
plaintiffs on the need to require action (content verification and prevention of circula-
tion of harmful content) from an intermediary – the Yahoo! corporation85. The case is
especially interesting because of the fact that as well as the French branch of Yahoo!,
the US mother company was also named as a respondent. Eventually, the US company
refused to implement the first-instance court’s decision and continues to display the
controversial auction materials. Most importantly, it has secured a US court order
which protects it against any possible French claim to execution of judgment in USA.
This was possible due to the US court’s applying different freedom of expression
standards, in particular allowing much wider protection to hate speech.
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Hence one comes to where one started: in the absence of a worldwide consensus
on regulating cyberspeech, action directed at intermediaries located abroad will fail to
produce results. Of course, states may react by prohibiting operation of such foreign
intermediaries on their territory (which is in itself an increasingly relative concept).
Germany did so and ensured some degree of self-censorship on the part of a number
of foreign (especially US) intermediaries. The restrictive effect on freedom of expres-
sion is however clear, and private censorship is by no means better than the state-
sponsored version, as discussed in Chapter 3.

Internet geopositioning86 and identification may well be the next battle front in this
continuous struggle. The first one aims at determining exactly where geographically
the user (or intermediary, server, etc.) is located, by analysing data about the access
to the internet that user obtained. The second one deals with direct identification of
users when using the internet.

There has been an attempt of using geopositioning as an argument in the above-
mentioned Yahoo! France case87. This technique is widely used by service providers
to determine the region or country where users are located mainly in order to offer
more focused publicity and services (e.g. publicity in the language of the user’s
country). It has been argued that the same technique could be used to ensure, for
instance, that no French person would be able to access Nazi memorabilia and anti-
Semitic materials on the Yahoo! auction portal.88 It will be shown below that there are
plenty of means to bypass a system based on such a verification.

Much more ‘promising’ is identification of each person using the internet.89 If a
state conditions any of its citizens or residents’ access to the internet on ensuring
online identification (e-ID)90 that could then help trace all online activities, it solves
at least some of the problems of illegal content online. That this option is attractive to
at least some authorities is confirmed by attempts to ensure identification of users
made around the world at various times. Examples include the US long-time opposi-
tion to increased levels of encryption (partly in order to allow identification) and recent
cases whereby authorities in Germany, Sweden and other countries have tried to
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ensure that anonymiser services provide data to law enforcement authorities on the
identity of their customers.91

Moreover, nothing prevents making that e-ID work also as a content filter: e.g. a
system whereby one could not access other websites (BBSs, blogs, FTP sites, etc.)
than those specified by the national authority.

Since as shown above attempts of influencing the behaviour of persons in other
countries may well meet the objection of those other countries and thus fail, it is likely
that states will switch their attention to their own citizens physically present in the
country. This means that regulation will be directed not at the (foreign) authors of
materials and intermediaries, but mostly at end-users. This is not the best solution, for
a number of reasons discussed in Chapter 3, the main one being that most of the harm
is caused by authors, who are also the most able to know of illegality of material and
to prevent the harm it may cause. The solution also means that instead of dealing with
fewer sources of harmful content, emphasis is placed on the much larger number of
users.

Moreover, identification would not decrease significantly the amount of illegal
material distributed by citizens or residents. The only efficient way to prevent local
‘speakers’ from speaking is to reduce privacy (especially secrecy of personal cor-
respondence) to zero. Otherwise, while indeed unable to directly create or contribute
to a web page with harmful material, individuals could nonetheless do so by sending
those materials to friends abroad, who would then post them online. Since emails are
private correspondence and should normally not be read, and since moreover they can
be encoded in very secure ways, it is virtually impossible to stop the flow of all kinds
of material in and out of country.

The contrary argument runs, however, that internet regulation, just as with any
other law, need not be 100% efficient to achieve its regulatory purposes. It is sufficient
for the law to raise the costs of engaging in certain behaviour or for ‘importing’
information from abroad to a sufficient degree to discourage most, not all persons.92

Of course, there is always an even greater level of restricting rights, by for instance
prohibiting all kinds of encryption and by declaring all online communications
(including private email) to be public and subject to verification. An alternative is to
create and distribute online so-called ‘spyware’ – programs currently used for such
unlawful purposes as obtaining passwords or private information such as web surfing
habits about the user. Such programs may occasionally be installed without the user’s
knowledge or consent. To the extent that a government or society accepts such a
scenario, the problem of preventing at least local speakers from distributing illegal
material is mostly solved, at the obvious expense of basic rights such as privacy.
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On another note, states can take other, less strict, measures to deal with their own
citizens or residents trying to bypass national regulation. For instance, criminalising
access to illegal material (as opposed to possession and distribution) might be an
answer. If accessing hate speech or similar was punished just as accessing child
pornography is,93 then states could concentrate on catching those who access such
material, thereby causing a great deal of self-censorship. It would at least partly solve
the problem of ‘cyberspeech safe havens’ by threatening to punish any individual
discovered to have simply viewed (or to have accessed more systematically, to avoid
punishing for accidental access) illegal material.94 Of course, states have at their
disposal significant resources for discovering those accessing illegal materials, as
exemplified by the multitude of cases where child pornography rings have been
dismantled, and individuals charged, or those of identifying hackers and virus writers
and proving their guilt.95 These cases, increasing in numbers and scope, give an idea
of states’ power to discover illicit activities online, and they by themselves create
sufficient threat to make most would-be child pornographers think twice before
engaging in circulation of such material. A ‘good’ example of the state’s power of
detecting ‘illegal’ (or at least inconvenient, to the authorities) information and of those
circulating it is the long history of arrests and persecution of political dissidents in
China over their use of the internet – at least 36 people have been arrested over just the
last few last years there; China is said to employ around 30,000 people to monitor its
citizens’ behaviour online,96 and offers a bounty for reporting pornography on web-
sites.97 Similar threats in respect of other materials would also be rather efficient, one
may suppose.

Whether or not democratic societies will accept such regulation is another matter.
Issues such as privacy of users may arise, as well as practical difficulties such as
proving that a person was aware of and understood the racist, sexist, defamatory, etc.
character of a statement (s)he has accessed online. This author believes that such
practices may well contravene established human rights standards.

However, the above-mentioned means of stricter control over cyberspeech are
already being used in various parts of the world, including in countries one usually



Chapter 4

98 See, e.g., the attitude of the Parliamentary Assembly of the Council of Europe in its Resolutions such
as Resolution 1307 (2002) Sexual exploitation of children: zero tolerance; The APC European Internet
Rights Project Internet Rights report on the European Union, by Martine Paulet & Chris Bailey at
<http://europe.rights.apc.org/eu/overview.html> (last visited in August 2007); as well as the adoption
of the Convention on Cybercrime, cited above.

99 The Chinese Government has already announced the creation of its own, domestic ‘internet’ – see BBC
report China and the Break-Up of the Internet, at <http://news.bbc.co.uk/1/hi/technology/4779660.stm>
last visited in August 2007.

100 The Grid: Next-Gen Internet?, in WiredNews, at <http://www.wired.com/news/technology/
0,1282,42230,00. html > (last visited in August 2007).

238

considers to be democratic. One possible explanation of why Council of Europe
members go so far in restricting freedom of expression online is that there has to date
been virtually no case at the ECtHR on a relevant topic, while at the national level
there is growing support to act against harmful material notwithstanding any human
rights implications.98 Another reason could be that under present conditions there are
simply no alternative, efficient ways of preventing harm from certain types of cyber-
speech, and the measures taken are viewed as necessary in the relevant society.

It is not inconceivable that some states could go as far as to ‘nationalise’ their part
of the internet, whereby none of their citizens or residents would be allowed to access
any information other than that published on the state’s own ‘domain’.99 So what is
used today to designate the country where the server is located and is administered by
individual countries (domains such as .uk or .fr) could in some cases become the only
type of information available to users in that country. Definitely a very human rights
unfriendly act, but a very efficient step nonetheless. This moreover would mirror the
more traditional international law principles, based on state sovereignty and on
cooperation among states much more often than on personal freedom. Such ‘parcel-
ling’ of the internet would play into the hands of those governments wishing to limit
freedom of expression for a variety of non human rights related reasons.

Finally, a process of replacing the internet with other networks or splitting it into
levels or tiers is under way. Projects such as Internet 2 or the Grid, are being devel-
oped by the USA in cooperation with a number of other countries and not yet destined
for wide public use, even though offering much improved communication (faster,
more reliable, more capacity, etc).100 Alternatively, a superior level of access to parts
of the web could be given to companies which can pay for it. In the case of these
networks, the ‘mistakes’ (from the US government point of view) such as failure to
preserve full control over the system, will probably not be repeated. If the new systems
become more popular with businesses, the latter will migrate there, leaving the present
internet without financial support. In the absence of financing, the internet could
eventually disappear or be used so rarely as to warrant no more serious attention of
governments and public alike. It is not clear however whether and when such a shift
could happen, since the alternative networks are much less available to, or popular
with, the general public. Many resist such moves, however, including the inventor of
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the internet, Sir Tim Berners-Lee, who predicts that a single, equally accessible web
(open model) will remain the only viable future.101

Yet simply creating a more organised, controlled medium will not solve the
problem of cultural (and legal) differences among states. So if the USA was to retain
ultimate control over such a network, it would also cause resentment among other
states by applying its own values and regulations. It could, however, be possible in
such an advanced system for other states to control at least to some extent their own
citizens or residents.

One may conclude that in the absence of universal agreement to regulate cyber-
speech, two already developing processes will probably develop in parallel: on the one
hand, individuals will continue to try to bypass national laws and use the regulations
of the country most protective of the specific type of cyberspeech. This is a very
efficient type of ‘forum shopping’ and at the same time a direct challenge to the
authority of their own states. On the other hand, states will focus on own citizens or
residents and attempt a variety of means – quite possibly rather strict and contrary to
human rights standards – to prevent such bypassing of national regulation. This is a
lose-lose situation: while states adopting restrictive measures would violate at least
some human rights of their citizens or residents, the price of not taking any action
could be the effective substitution, online, of their laws with those of the more lenient
jurisdictions.

It is clear that complete lack of action in the area of online conduct is not an option,
not only because of strong popular support for some sort of action102 but also because
of the effect online behaviour has on ‘real life’ social relations. Because one cannot
separate the physical and the virtual world, concerted action in ensuring more or less
uniform regulation of both is rather important and is within the primary purposes of
the modern state.

A role of each state, one should add, and this immediately brings up the next im-
portant issue, that of delimitating one state’s competence in regard to online behaviour
from that of other states (in other words, the issue of jurisdiction over such behaviour).

4.5 JURISDICTION OVER EXPRESSIVE BEHAVIOUR ONLINE

Much has been written about online jurisdiction and principles of resolving the
obvious clash between competing claims of jurisdiction over expressive behaviour
online.103 The problem stems from the fact that many aspects of cyberspeech may have



Chapter 4

2007); Martin H. Hamson Cyberspace - Here, There or Everywhere: A Study of Jurisdiction, available
at < http://www.internetlibrary.com/publications/chtoeasoj_art.cfm > (last visited in August 2007). See
also a list of cases on the issue in David G. Post/Cyberspace Law Institute Personal Jurisdiction on the
Internet - A Survey of the Cases, available at <http://www.cli.org/jurisdictioncases.htm> (last visited
in August 2007); Goldsmith, op. cit., etc.

104 Joe Zopolsky Censorship on the Internet: Who Should Make the Rules?, in 1 Okla. J.L. & Tech. 1 (2004).
105 It is worth remembering that in that case the French branch of Yahoo! had to comply with the French

court decisions, but the US based head office was free to ignore them, see Yahoo! France case cited
above.

106 See Goldsmith, Against Cyberanarchy, op. cit. 
107 Which may mean very strong protection of freedom of expression or vice versa, preserving the strong

limits on that freedom in order to protect other social goals.
108 In the words of Yves Poullet in The legal implications of the Yahoo! Inc.Nazi memorabilia dispute: an

interview with Professor Yves Poullet, at <http://www.juriscom.net/en/uni/doc/yahoo/poullet.htm> (last
visited in August 2007).
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multiple ‘contact points’ with a variety of jurisdictions, each of which may claim
priority over others. There is no need to go into the details of the debate – it alone
deserves many separate studies and many have already been made.

What is important is to note that the result of the many debates on cyber-jurisdic-
tion and of the state practice in this regard is a lack of common understanding.104

Commercial activities online may already benefit from more or less clear rules of
jurisdiction, but this is very much not the case with regard to cyberspeech. In this area,
it all comes down to the issue of whether the subject of regulation (person or entity)
has some type of assets or physical presence in the country that asserts jurisdiction
over some expressive behaviour online, as the Yahoo! France case illustrates all too
clearly,105 which underlines the point made even before that case was adopted by
Goldsmith106 that jurisdiction to prescribe is limited, especially in the context of the
internet, to the limits of the jurisdiction to enforce.

Whatever principles one tries to apply to establish jurisdiction over cyberspeech,
the result is going to reflect two important facts: first, there are differences in the
values of various countries and correspondingly they accord more protection to either
freedom of expression or to other rights and interests this freedom may conflict with.
Second, freedom of expression (and its relations with other rights and interests) is
considered to be of such importance to the bases of most societies that states feel it
necessary to take all possible legal action to defend the status quo in this regard.107

Both these elements have been analysed above as obstacles to concluding and observ-
ing international treaties creating regulation of cyberspeech.

In view of these two important elements, any scheme of delimiting jurisdiction over
online speech is likely to be inconvenient, indeed unacceptable, to many states because
it will result in having to agree to application of foreign freedom of expression
standards in certain cases, even if the latter conflict with its own standards. The USA
is likely to disagree with allowing foreign law to be applied to US nationals as a vio-
lation of the First Amendment. Yet the reverse logic is also valid: ‘must French law
tolerate Nazi websites just because the U.S. Constitution says so?’108
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109 International Commercial Terms (INCOTERMS 2000), see the official website available at <http:
//www.iccwbo.org/index_incoterms.asp> (last visited in August 2007).

110 Ward Ferdinandusse The Interaction of National and International Approaches in the Repression of
International Crimes (essay reviewing four books), EJIL (2004), Vol. 15, No. 5, 1048-1050.

111 See Jonathan L. Zittrain The Generative Internet, 119 Harv. L. Rev. 1974 (2006).
112 Note that the most vocal supporter of the legitimacy under international law of unilateral regulation of

online activities, Jack Goldsmith (in his Aghainst Anarchy, op. cit., and subsequent articles), expressly
avoids discussing the implications for the internet as a whole and for human rights of parcelling this
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Since the same argument of public order will tend to be applied, jurisdictional
conflicts seem destined to end up in what they represent today: each country applies
its law on its own territory and to the limit it is de facto able to do so. And of course
one should not forget that internet users will cleverly use differences between the
values of various states and make sure they do not fall under the de facto power of the
‘wrong’ (in their own view) jurisdiction. In other words, users will continue to make
extensive use of forum shopping.

It would all be different had there been essentially similar rules for dealing with
cyberspeech all over the world, just as in the case of a number of commercial activities
(a good example in this sense is the field of contracts and INCOTERMS).109 Had this
been the case, jurisdictional issues would become much easier to solve, since no
serious opposition would be raised to a case being decided according to the legislation
of another state. Consider the case of child pornography: it is rather easy to concede
the right of another country to organise the trial of a child pornographer and there is
extensive international cooperation in both defining the offence and in enforcing the
rule, in identifying the ones that indulge in the practice and in protecting the victims
around the world. Jurisdictional issues still remain, but they are much less of a problem
just because states agree on the values to be protected. However, there is no evidence
of any major breakthrough in freedom of expression issues such as defamation or hate
speech, as exemplified in Chapter 2.

Moreover, even in the case of international crimes, which are codified consistently
in international law and in the domestic legislation of most states, the issue of the
forum for examining a case is still problematic. The lack of a clear hierarchy amongst
national, internationalised and international courts and the competing grounds for
jurisdiction (for instance, territorial, active and passive nationality or universal
jurisdiction), as well as the various interests that may be involved (such as the ten-
dency of the courts in a regime to avoid condemning members of the regime still in
power for international crimes) still create uncertainties even in respect of these
universally recognised crimes.110

It is thus the contention of this research that attempting to solve issues of harmful
cyberspeech solely by delimiting jurisdiction over it has no real chances of success.
Or rather, success can be claimed in the limited sense that a country would be able to
control what its own citizens or residents do online through unilateral action, with the
price of ‘balkanising’ the internet, with the possibility of limiting access to information
and the development111 of the medium itself.112 This does not look like an acceptable
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medium. However, this is a very important consideration, which is part of the most general aims of
freedom of expression as discussed in Chapter 2 above.

113 Consider the individuals and groups in Europe engaged in Holocaust denial or xenophobic speech,
some of whom conscientiously risk imprisonment to voice their position and who view the internet as
their last free speech haven.
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solution from a human rights perspective since it undermines some of the most
remarkable features of the internet and thus prevents a fuller achievement of the aims
of freedom of expression as discussed in Chapter 2 above.

Instead of focusing on just delimitation of jurisdiction, states will probably concen-
trate on alternative ways of ensuring that harmful speech is limited in its circulation
and effect. Some more general considerations in this regard follow below.

4.6 ADDITIONAL POLICY REMARKS

It is now time to ask important policy questions about internet regulation. The main
one has to be: what would one want cyberspeech regulation to achieve, if all impedi-
ments were removed? What is final aim of such regulation? Answering this question
allows one to make decisions as to means of achieving the aim and to strike a fair
balance between competing interests and rights.

One way to answer the question of the main aim of cyberspeech regulation is to see
that speech as a liberating force, a tool in the hands of all those who consider them-
selves to be oppressed by their own governments or by influence groups, allowing
minorities to express themselves despite potential conflicts with the views of the
majorities around the world. This certainly seems to be the position in the United
States in respect of speech in a number of other countries where dictators or other
authoritarian rulers impose strict limits on freedom of expression. Yet if the aim of
regulating the internet is just to develop to the maximum its liberating force, then such
liberation should occur regardless of content, it should help all those who consider
themselves oppressed, even if the ‘oppressor’ is the government of a democratic state.
Hence, attempts by the USA to prevent violations of IPRs and child pornography
could also be seen as a kind of oppression or censorship. Similarly and for the sake of
consistency, European countries should not be able to embrace this liberating role of
the internet in respect of political opposition in Zimbabwe or China, and of women’s
rights groups in Iran, while at the same time denying Europeans the opportunity to
express themselves freely on matters such as the validity of certain historical facts,
abortion, euthanasia, homosexuality, blasphemy and even racial or ethnic differen-
ces.113

One may object that unlike oppressive regimes, European democracies have a
sufficiently balanced regulation of freedom of expression which allows sufficient
expression of unpopular beliefs while protecting victims thereof. Yet that would
already mean qualifying the extent to which the internet should be viewed as a
liberating tool and allowing limits to be placed on such liberation by value judgments.
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The authorities in a dictatorship may similarly claim that in their society there is a fair
(if specific to local culture) balance between the various rights and interests, and they
will not care for the legitimacy of such claims as long as they retain control over their
citizens.

Because many states cannot, in the name of the liberating force the internet
represents, offer unlimited freedom in practice to their own nationals, one comes to the
conclusion that this role cannot be the only – or the main – purpose of internet regula-
tion.

An alternative aim can be formulated: such new regulation must have the aim of
re-creating in the internet era a balance between freedom of expression and other
rights and interests that existed before the medium appeared. In other words, internet
regulation must ensure that using the new medium causes as little harm to other rights
as possible, while at the same time supporting the many benefits it brings about. All
this should be achieved without unnecessary limitations on either freedom of expres-
sion or other rights, and should not hinder, as far as possible, technical development
of communication technologies, which in itself often expands freedom of expression.
This seems to be the main aim of cyberspeech regulation. The liberating role that
comes along is a welcome addition, but not a primary goal, as shown above.

Yet in view of the multitude of cultures and corresponding legal systems present
in the world that may all claim the power to regulate cyberspeech, as mentioned above,
it is at present hardly possible to attempt to create, at the international level, a balance
between freedom of expression and other rights so that most societies will see it as fair.
The logical conclusion is that if creating such a fair balance is possible, it has to be
done at the national level (or regional, where the presence of international agreements
such as the ECHR or ACHR ensures sufficient consistency of regulating freedom of
expression). Global instruments such as the ICCPR have fewer chances of achieving
the same unifying role because of cultural differences described above.

If each society could largely avoid the perceived threats from cyberspeech under-
mining its established system of values and principles, while at the same time enjoying
the many benefits the internet brings, this would have been a rather welcome result.
In effect, if such a system is put into place, the situation would very much be in line
with traditional international law, where each state has the power of regulating
activities of own nationals and residents and only gives up part of that power by virtue
of international agreements such as regional and international human rights treaties.

Of course, challenges would constantly be raised to such a system, and individuals
or groups will always find ways to bypass national laws, but as long as they remain
constrained and under threat of punishment, the preventive role of regulation is
achieved. Moreover, the very fact that such means of avoiding complete state control
will continue to exist will also ensure some degree of liberating power of the internet
in all countries, democratic or not.

This solution of ‘parcelling’ regulation of the internet will definitely have its
drawbacks. A truly global medium intuitively requires universal norms and no one will
benefit more from common international standards than transnational communications
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114 The Bavaria v. Felix Somm (Compuserve case) at <http://www.ijclp.org/1_1998/ijclp_webdoc_
14_1_1998.html> (last visited in August 2007), and Yahoo! France (cited above) ones are but a few
examples.

115 See, e.g., Google Filtering Of French & German Web Sites Revealed, report by Danny Sullivan, at
<http://www.searchenginewatch.com/sereport/article.php/2165101> (last visited in August 2007),
making reference to the source at Harvard at <http://cyber.law.harvard.edu/filtering/google/> (last
visited in August 2007).
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and information companies and services. Indeed, one has long noted the difficulty,
indeed impossibility, of being able to observe the laws of so many countries where the
internet (and information services and products transmitted through it) is available. Yet
the reality is that, as shown above, various societies often find it difficult to agree on
implementation of universal norms in the area of freedom of expression and today the
de facto situation is that of states (or groups of states) trying to impose their own
regulations on as wide a variety of online conduct as they can reasonably enforce.

One result of such de facto ‘nationalisation’ of parts of the net is a process opposite
to the ‘lowest common denominator’ described above. A number of transnational
corporations involved in creating and distributing speech or even simply acting as
intermediaries in assisting in the circulation of information online find it safer to
conform to the legislation of countries they work in. A couple of high profile cases in
the wake of mass use of the internet in Europe underlined the tendency.114 The trend
is that if such a company, e.g. a big US newspaper with an online version that needs
foreign subscriptions for its business, wants to make sure its content is available in
other countries, it will conform to the domestic legislation of all countries involved.
If legislation varies among several countries (with the highest protection being usually
accorded under US law), the outcome is that the newspaper follows the ‘highest
common denominator’ (the most restrictive legal system). In other words, to be safe
from prosecution or at least from being blocked from accessing users in target coun-
tries, the newspaper will often simply conform to the most demanding (least free
speech protective) legislation. This may mean that the newspaper does not publish in
one country material acceptable there solely because in some other country the same
material is illegal. Of course, there is always the possibility to tailor various forms of
the same service or product so that each fits best the requirements of the particular
target country. For instance, the leading search engine Google seems to be doing just
that, by automatically filtering out, e.g. Nazi speech, for users in Germany (at
Google.de) and France (at Google.fr), while maintaining availability of the blocked
materials to users elsewhere.115 Strangely enough, but also tellingly about the wish to
avoid extra-territorial application of laws, the two governments seem to not have asked
Google.com, the English language site available in both countries, to filter out the
same content. One may thus conclude that unofficially at least some transnational
corporations will impose self-censorship to abide by local laws whenever possible.
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116 Can the Internet survive filtering? July 23, 2002, by Jonathan Zittrain, available at <http://news.
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that there is a growing number of countries where some form of State sponsored net filtering occurs.
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Besides the policy difficulties of accepting a parcelling of cyber-regulation,116 there
are of course technical difficulties in doing so. As shown in Chapter 3 above, most of
the means of enforcement states have at their disposal today are either too inefficient
or in too much conflict with human rights standards. Yet precisely because few
reasonable alternatives exist, authorities are able to argue that increased limitations are
necessary in a democratic society. States with less accountability and less emphasis
on human rights do not even have to bother explaining too many of their actions in
regulating cyberspeech.

What is happening already today and is likely to continue is a multitude of initia-
tives to create a system that will, as far as possible, protect both freedom of expression
and other rights and interests in the context of the internet. Corrections will have to be
made to account for the specificity of the medium, especially the inability in many
cases to ensure the responsibility of the author(s) of harmful material. Efforts are likely
to concentrate on the other end of communication – the receiver and user side. A
variety of means will be used, ranging from encouraging self-regulation by both
industry and users, as discussed above, to tough legislation punishing illegal online
activities.

Since states are likely to try to avoid extraterritorial application of their laws, they
may concentrate instead on their own nationals and residents. This is why initiatives
such as personal online identification (e-ID) are also likely to have their share of
attention. They will have to survive challenges under privacy protection principles,
however. In addition, content rating combined with content filtering will continue to
be in the focus.117 Finally, a greater accent may be put on punishing individuals for
accessing and possession of illegal materials, modelled on practices related to child
pornography. In this way, while not being able to completely stop harmful material
from circulating in and out of a country, authorities will be able to greatly limit the
extent of such activities.

The situation is in fact not that unique or novel. Take the example of use of soft
drugs in Europe. While most countries there continue to outlaw the use of all kinds of
illegal narcotics, and definitely possession, transportation and distribution thereof, the
Netherlands has for many years preferred not to enforce the relevant legislation. A safe
haven has thus been created and it is well known that hundreds or even thousands of
people travel to the Netherlands from neighbouring countries with the main purpose
of enjoying a joint of marijuana. Due to the relaxed atmosphere and organised distribu-
tion, prices are low, and so are the costs of travelling in Europe. In effect, all those
people crossing the border to use drugs in the Netherlands are evading their govern-
ments’ legislation on the use of drugs, and some do it regularly. Yet this does not
cause countries such as Belgium or Germany to close their borders with the Nether-
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lands. And no obligation is imposed on transporters such as railway or bus companies
to identify from among their passengers those who are probably into the use of soft
drugs – this would be the offline equivalent of imposing content verification online.

Similarly, states generally do not prohibit their nationals from travelling abroad,
e.g. to the USA, where they could access ideas and materials illegal in their countries
of origin. Attempts are made though to prevent importation of such materials back to
these countries. If (or should one rather say, when) intercontinental travel becomes
rather quick and cheap, many more people will be able to travel abroad and there will
be nothing for their governments to do to prevent circulation of ideas and information.
The internet is just faster and cheaper at the moment and states do have a bit more
power to control circulation of materials from and into their territories, yet essentially
and increasingly, such ability is lost just as in the case of mass international travel
described above.

Is the situation completely out of control? Not necessarily, for several reasons: first,
laws usually do not completely differ from one country to another (in the example
above with narcotics in the Netherlands, only soft drugs are condoned in the Nether-
lands, and other countries consider adopting a similar attitude, such as the United
Kingdom). Second, emphasis is placed on the prevention of the importation of harmful
substances back into the country, or at least preventing the attitude towards such
substances from ‘corrupting’ an increasing number of people there. The same attitude
could apply to ideas and importation thereof from abroad through the internet.

However, as mentioned elsewhere, one of the first and most evident examples of
international regulation of cyberspeech – the Additional Protocol to the Cybercrime
Convention, does not require the member states to criminalise either possession or
access to hate speech online. This way, states waive one more opportunity to control
expressive behaviour online of their own nationals. This also reflects the need to
concentrate on alternative means such as education and prevention.

Whatever the method used, if the general aim is to be preserved – that of creating
a fair balance between freedom of expression and other rights – any measure will have
to be fully proven to be necessary in a democratic society. This is where for Europe
the ECHR will play a major role, establishing a common standard in most areas
freedom of expression is likely to touch upon. This why it is important to analyse how
Article 10 of the ECHR may apply to cyberspeech (see Chapter 3 above). Similarly,
any means applied in other geographical regions would also have to comply with the
requirement of necessity under the applicable international (global or regional) human
rights instruments.

Added to the technical difficulties of enforcing national legislation (discussed in
Chapter 3) is the above-mentioned lack of agreement on jurisdictional principles for
online activities. Yet the need to react to clear harm caused by certain abusive cyber-
speech (abusive in the eyes of national authorities) is strong enough to push for
asserting jurisdiction in almost any relevant case, almost bordering extra-territorial
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118 Compare the lack of reaction in response to requests from Iran for punishing Mr. Salman Rushdie and
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and only if repeated or constant access happens would more serious action follow.
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application of national laws. Of course and as usual, the ‘more important’ the country
pursuing such a course of action, the better chances of success it has.118

State control or individual responsibilities?
There is a more general question in relation to internet regulation: to what extent
should states relinquish control over individuals and let them independently decide on
expressive conduct online? In the most general way the answer is simple: as long as
such conduct does not cause harm to any socially important interest, whether indi-
vidual or for groups and society, the person is the main decision maker, through self-
regulation (as described below, at 4.7).

What if harm is considered to be caused to the user him or herself by their access-
ing certain materials? Should society protect individuals from such harm even against
the will of the person (apart from the case of minors and other persons not fully able
to make responsible decisions)? Just as it is accepted that minors should be protected
from certain materials or activities (online and offline),119 so some countries consider
that they similarly have the right to protect their nationals from what those states
consider to be harmful to them and to their society.

The answer may be that individuals should in most cases decide by themselves, and
that society, state and industry should only provide help and tools to those who want
to protect themselves and their dependents against harmful cyberspeech. Only in the
case of the most serious harm caused to others (e.g. potential future victims of sexual
assault) as a result of accessing certain materials (e.g. illegal pornography) should the
state intervene on the user end (e.g. prosecute those wilfully accessing such material
and putting other people at risk as a result). All other efforts to limit harmful speech
online should concentrate on the authors and content providers rather than on users
(i.e. punishing those who create unlawful materials and organise their distribution).
Plus, if access to certain materials becomes punishable, there is always the danger of
penalising persons for accidental access.120

There is also the danger of authorities assuming certain moral views on the part of
their own nationals, while in fact the latter do not share those views. The following
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citation from the report of UN Special Rapporteur on freedom of expression is particu-
larly telling:

The Special Rapporteur also believes that action by States to impose excessive regulations
on the use of these technologies and, again, particularly the internet, on the grounds that
control, regulation and denial of access are necessary to preserve the moral fabric and
cultural identity of societies is paternalistic. These regulations presume to protect people
from themselves and, as such, they are inherently incompatible with the principles of the
worth and dignity of each individual. These arguments deny the fundamental wisdom of
individuals and societies and ignore the capacity and resilience of citizens, whether on a
national, State, municipal, community or even neighbourhood level, often to take self-
correcting measures to re-establish equilibrium without excessive interference or regulation
by the State.121

With the increasing opportunities to bypass national internet access and service
providers altogether (e.g. by dialling a foreign number to connect to the internet), it is
increasingly evident that individual users – and not State authorities – should be the
main driving force in protecting against harmful content online. Industry is also often
keen to promote safe and harmless use of the internet, so many intermediaries could
be persuaded to help either identify sources of harmful cyberspeech, or limit availabil-
ity thereof to groups of people or even geographically. The practice of Google.fr and
Google.de not allowing users in France and Germany to find Nazi propaganda is just
one such example. As always, there will be ways to bypass such mechanisms, but as
long as such harmful speech is the exception and its authors and readers are subject to
possible detection and punishment, such expression will remain marginal, without
serious impact on societies.

The practice of letting other actors than the state participate in the regulation of
online conduct is generically called self-regulation, touched upon in Chapter 5.

Conclusion

It can be concluded from all the above that at least for the time being there can be no
uniform regulation of the internet in the sense of a consequent, systematic, and
universally accepted set of rules to govern both procedural and substantial issues.
What is being already gradually put into practice is a certain level of control by states
or groups of states, with the purpose of reconstituting online the balance among
various rights, including freedom of expression, and legitimate interests.

In this sense, it is important to analyse what factors should be taken into account
when devising legislation to regulate the internet, and this research has focused on how
an international agreement that harmonises to great extent the position of Europe on
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freedom of expression issues, the European Convention on Human Rights, may apply
to the internet.

One of the most difficult issues in this connection is that to follow traditional ways
of balancing between freedom of expression and other rights means to concentrate on
the source of harmful speech (author, content provider) rather than on anyone else
(intermediaries and users). Yet precisely such an accent on sources is more difficult
on the internet, since they are often either anonymous or located abroad. Notwithstand-
ing such difficulties and the resulting tendency to restrict human rights in order to offer
efficient solutions, such solutions will have to comply with the relevant human rights
standards both at the national and international levels. Stricter limitations of rights
should only be allowed when clearly responding to harmful online activities that
cannot be remedied or prevented in any alternative reasonably available way.

In parallel to this, another process is developing. States from all around the world
develop much closer positions regarding an increasing number of issues related to
human rights in general, including freedom of expression. Child pornography and
racist and xenophobic speech are the most prominent examples, but more are likely to
follow (such as the efficient solution achieved to domain names disputes under
ICANN power122). Working on understanding the implications of a specific right in a
society, and finding solutions that would both provide minimum guarantees and still
respect the local culture and social structure is a necessary, if slow, process that will
eventually result in a body of law governing at least certain aspects of online behav-
iour. The ICCPR, and other universal instruments such as the ICESCR, CRC and
CEDAW should naturally be the main starting point for such work, even if today they
may come short of providing a sufficient basis for consistent internet regulation. The
supervisory bodies created under such instruments can also contribute, by progres-
sively interpreting the relevant instruments and by rejecting claims of cultural rela-
tivism where they are irrelevant or not genuine and serve mostly private interests of
elites claiming them.

One needs to make a clear difference between regulation and enforcement of legal
provisions as part of regulation. While it appears, for instance, that the UDHR and the
ICCPR are widely acceptable and may thus form the basis for regulation of global
media such as the internet, there is much to be done in the area of enforcement of any
rules for that medium. It is in this latter respect that cultural relativism or whatever
other concept is used to describe the need to accommodate local specificity has the
strongest impact.

One good example to illustrate how the lack of efficient enforcement may frustrate
regulation is intellectual property rights (IPRs). Unlike in many other areas of freedom
of expression, there is today a rather widespread recognition of the rules governing
IPRs and there is virtually no attempt by any country to resist application of interna-
tional agreements or choice-of-law rules. There is also little or no argument in this
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specific area that local customs warrant a different approach to IPRs than what was
agreed on in the relevant international agreements.123 Basically, the laws of all coun-
tries protect the IPR holders, albeit with minor differences. And yet the internet has
become the major challenge to IPRs and continues to be so for many years, in that
users download for free copyrighted materials in large quantities. Recent years have
witnessed an unprecedented attack by the music and film industry (primarily in the
USA and to a lesser extent in Europe) to identify and punish ‘online pirates’ and to
dissuade ordinary users from downloading and sharing for free copyrighted material
(virtually every month new reports are made known of more court cases brought
against individuals and companies which illegally obtain or circulate copyrighted
materials). Huge resources went into that campaign and it undoubtedly brought some
positive results in scaring off numerous users from continuing to break IPR laws. Yet
despite this massive effort, net piracy continues and the methods used continue to
evolve in order to avoid both identification and responsibility for ‘net piracy’. The
rights holders simply cannot hope to initiate legal actions against all or even any
significant enough proportion of internet users who violate IPRs either on purpose or
unwittingly. Despite the fact that the laws of most countries allow civil and even
criminal prosecution of IPR violators, the global effect of attempts to actually do so
have still not produced a serious change in the online pirates’ attitude.

Regulation of internet speech is similar in this respect: while the UDHR and the
ICCPR could form the basis for universal regulation, enforcement is far from satisfac-
tory, partly because of local values and the specificity of morals in various societies
and partly because of the ease of avoiding State controls (as identified in Chapter 3
above). Yet the simple fact of not being able to ensure totally effective enforcement
does not mean that IPRs should not be considered valid law or can be simply be
ignored. Similarly, online speech regulation should not be declared impossible just
because enforcement is not yet there (see more about this in Goldsmith’s articles cited
below).

One proposal in this sense is to create universally acceptable rules to govern the
internet while allowing states to opt out of certain non-fundamental provisions, to
preserve their constitutional guarantees, similar to the provision in Article 16 of the
European Convention on Transfrontier Television. At the same time, it is emphasised
that safeguards must be put into place to prevent internet users from some countries
from circumventing the law by publishing in other countries.124 Criminalisation of
hosting hate speech materials would be a step in that direction, which was not accepted
by the USA and was thus not included in the final text of the Additional Protocol to
the Council of Europe Cybercrime Convention.
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Efforts to deal with unlawful online behaviour are increasingly international. After
the more known examples of common police action by countries in both north America
and Europe, such as those leading to the dismantling of several international paedophile
rings, more permanent forms of cooperation are under consideration. For instance, it is
planned to have, by 2006, an international G8 countries’ database of paedophiles and of
their victims in order to be able to share and automatically determine patterns and places
of abuse and eventually be able to uncover more of the abusers.125

A growing accent is put on co-regulation,126 whereby state private actors, together
with civil society, share powers and responsibilities in ensuring a safer yet free
internet. The WSIS127 terminology uses the broad definition of internet governance,
which is currently defined as

‘the development and application by Governments, the private sector and civil society, in
their respective roles, of shared principles, norms, rules, decision-making procedures, and
programmes that shape the evolution and use of the internet’.128

Internet governance is larger in scope than just regulation of online behaviour analysed
in this research, but aims at ensuring all conditions for the Information Society to
work. In this sense, four areas of action have been identified: infrastructure and
management of various internet resources, use and regulation of the internet as such,
issues relevant to the internet but with a wider effect, such as international trade and
intellectual property, and issues relating to developmental aspects of the Internet, such
as capacity building in developing countries.129

One of the particular issues identified is the lack of an effective global internet
governance mechanism and the administration of the root zone file by the US Govern-
ment alone.130 A new development, in the form of an international ‘forum for multi-
stakeholder policy dialogue’ (the Internet Governance Forum) has been agreed upon
to gradually tackle this issue and the issue of internet governance in general, although
the language used is rather general.131 Another such issue is ‘the lack of efficient tools
and mechanisms to be used by countries to prevent and prosecute crimes committed
in other jurisdictions, using technological means that might be located within or
outside the territory where the crime had a negative effect’.
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Discussion on eliminating ‘cybercrime havens’ is increasingly practical and has
already some legislative basis in the form of the European Cybercrime Convention,
cited above. The WGIG recommended that as many countries as possible either sign
and ratify that Convention or at least take it as a basis in strengthening their domestic
legislation on the subjects covered by that instrument.132 In this context, Governments
of developing countries may make use of support, in adopting efficient ‘e-strategies’,
through high-quality analysis and other materials from the civil society.133 The Tunis
Agenda (para. 40) mentions UN Resolutions as a further universal-level basis for such
action.134

The WGIG considers that a number of actors have an important role to play in
ensuring that the Information Society is brought about and identifies the types of
activities that can be performed in this respect by Governments, international organisa-
tions, the private sector and civil society. In order to facilitate dialogue between all
these actors, it also proposes the creation of a multi-stakeholder forum related in one
way or the other to the United Nations.135 This will allow a harmonisation process not
only amongst various types of actors, but also amongst various types of policies and
legal systems around the world.

The extensive analysis of the various proposals resulted in four models, all of
which are designed to ensure that internet governance complies with the WSIS
Declaration of Principles and Plan of Action.136

One last note to be made is that as follows from this chapter, no ready solutions
exist that would satisfy every need of individuals, local and international societies,
various legal and cultural traditions and also the need for technical development. Yet
the problems the internet raises are mostly not technical. The real problems all relate
to changing relationships between the state and society and their own nationals in the
sense of less control over the latter, and the need to accordingly find new forms of
regulation and cooperation among states to respond to such changes. At the moment,
few instances of such cooperation can be cited, but there is hope. There is no clear
possibility today of having global regulation of the global medium under examination,
but there are ways of making that medium less chaotic and more systematically
regulated, and human rights have to play an important role in determining the limits
of such regulation. This way, freedom of expression will continue to flourish online
without creating too much harm to other rights and interests and one will be able to
continue enjoying the benefits of the internet while not suffering from it.
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CHAPTER 5
CONCLUSIONS

As the debate continues amongst scientists about the best manner of regulating the
internet (or avoiding such regulation), the parents of little Billy continue wondering
what he will be exposed to online before he grows up: (child) pornography, brutal
murders ‘for fun’ or instructions on how to grow drugs at home? They also wonder
whether one day their son or even themselves could become the victims of some
skinhead gang inspired by neo-Nazi groups abroad or simply subject to shameless lies
and defamation by a colleague or neighbour who has published his allegations anony-
mously. The MP they have voted for can do little to dispel their fears, for his country
prohibits content which Billy’s parents see as harmful, but little or nothing can be done
in respect of content published in other countries such as the USA, which continue
giving such content broad protection. These questions are not theoretical since the
internet is not a separate world and it only exists because it creates an added value to
real people using it. The damage caused through its misuse is, however, also real and
is often designed in such as a way as to maximise its effects precisely outside the net
as such.

While the present work goes some of the way towards giving Billy’s parents an
answer, there is a good chance that they will see their son become an adult before
practical solutions are found, at least to the ‘international’ part of the problem.

In dealing with the issues raised by the internet and its regulation in the sphere of
freedom of expression a number of competing values needed to be accommodated, all
of importance in a democratic society: how to respond to abuses of freedom of ex-
pression, while at the same time preventing ‘a chilling effect’ on those who legiti-
mately exercise that freedom?; how to solve the problems raised by the transnational
character of the medium without blocking its development?; how to protect the rights
of individual victims without taking an overly patronising attitude to society as a
whole? The list could go on.

Essentially, this research attempted to formulate the issues in order to see exactly
what problems are raised by the internet and why, accordingly, one needs regulation
of that medium, with a focus on cyberspeech. Having so formulated the ‘why’, it is
then necessary to answer the ‘how’, that is to offer solutions to the problems raised.

Problems raised by the internet

From the point of view of the courts and the legislators, the internet appears to raise
issues at two levels. First is the obvious global reach of the medium, which allows
national borders to be easily crossed and, on occasion, the undesirable (from the
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author’s point of view) effects of the domestic law of any particular country, even his
own, to be avoided. It is indeed very easy even for persons with an average technical
knowledge to go ‘forum shopping’ by publishing their material on servers located in
countries where such content is protected so as to ensure that no matter what other
countries do, there is a high probability that the material will continue to be available
online.

This results in a de facto extraterritorial application of the laws of some countries
known for their robust protection of freedom of expression and in undermining the
legislative aims and, some would say, the sovereignty, of other nations, the laws of
which remain without effect in such circumstances (also called the ‘spillover effect’).

This first level of issues can be called jurisdictional, since the main problem is not
how to apply any particular law to the internet but rather which law should apply and
how to delimit competing jurisdictions.

The second level at which the internet raises issues is that of determining the
interaction between the internet and law (in the present case, laws governing freedom
of expression). Even assuming that a particular case does not involve an extraterritorial
element (e.g. the author of the allegedly harmful content is present in the same country
where a lawsuit is brought against him or her, or at least an eventual judgment can be
enforced against the defendant’s property situated there), there are issues which need
to be clarified here. In particular, it is important to know how exactly to apply existent
laws to the new medium, which of the latter’s technical features may be important for
the outcome of cases and whether some of the rules of freedom of expression estab-
lished with older technologies in mind should be inapplicable or should be reinter-
preted when applied to the internet. Much lesser attention was apparently given to
these issues in the academic debate in comparison to the jurisdictional issues, but the
former are perhaps of more importance to a court when examining a specific case in
which the specificity of the medium raises difficult questions of application of freedom
of expression and other rules.

Of course, the two types of problems raised by cyberspeech are not completely
separate in nature, but are rather interdependent. At least some of the specific technical
features affecting the relationship between freedom of expression and the internet
(most importantly, its global reach and the resulting limited ability of states to fully
control online activity) are also amongst the main issues debated at the jurisdictional
level. The solutions given at the latter level may thus affect the manner in which one
examines specific cases domestically.

Current solutions to jurisdictional issues

Much of the academic debate seems to be focused at the jurisdictional level, i.e. on the
issue of how to organise the regulation of the internet in such a way as to avoid
overlapping jurisdictional claims of various countries, while providing protection to
the alleged victims and also to freedom of expression. There is no denial that the area
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is very complex. While there is no shortage of solutions offered, none appears to be
universally acceptable.

Virtually all the variants of adapting to the online environment existent conflict-of-
laws and other jurisdictional approaches were explored, ranging from Goldsmith’s
rejection of the existence of any element of the Internet absolving it from the applica-
tion of existent jurisdiction laws1 to the proclamation of the medium’s sovereignty and
the proposed inapplicability of any national laws,2 giving special powers to the United
Nations3 or even the creation of a separate body of law and (quasi-)judicial authorities
to deal with claims arising out of alleged violations of such laws4. Each of these, and
the many intermediary theories, have been criticised for failing to properly take into
account at least some of the major interests involved (to be sure, such criticism is
unavoidable since there is, at the moment, no perfect solution to suit everyone).

Unfortunately, it seems that only limited international cooperation in the form of
treaties or harmonisation of the domestic laws is possible in the area of cyberspeech,
as exemplified by Europe’s Cybercrime Convention and its two Protocols or the more
advanced and already efficiently functioning system for domain name dispute resolu-
tion. Whenever a proposal is advanced to have international definitions and rules
governing content online, each state becomes defensive of its own values. As illus-
trated by the Yahoo! case (more precisely its follow-up in American courts), differ-
ences between such values may effectively prevent enforcement of foreign rules or
judgments when they contravene local fundamental principles.

While far from reaching cultural relativism, which despite some renewed attempts
at arguing for it cannot seriously challenge the universality of human rights, one has
to recognise that local values and the manner chosen for their defence do constitute a
differentiating factor sufficient to distinguish even within such more or less uniform
groups of societies as can be found in Europe and between these societies and USA,
for example. This does not mean that some of these states are ‘wrong’ in their interpre-
tation of freedom of expression or that they are not democratic societies. And yet being
a party to the major universal human rights treaties such as the ICCPR allows suffi-
cient room for interpretation to take into account local values. Indeed, it may not be
in the best interest of humanity to have full harmonisation of the laws (and underlying
values) around the world as that would endanger cultural diversity. This gives one
more argument for the right of states to regulate, even unilaterally, the online behav-
iour of their own citizens.
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It is also true, as advocated by Goldsmith, that unilateral action on the part of at
least some states (or state actors, such as courts or prosecutors) is already happening
and will probably continue to constitute the main manner of regulating online behav-
iour.5 Such action is typically directed at states’ own citizens and at foreigners who
have links (such as property or business relations) with the country trying to regulate
cyberspeech,6 although it may raise practical issues and potentially threaten innocent
breaches of the law.7 In a natural process of trial and error states are gradually limiting
their jurisdiction to prescribe to such as sphere where they retain jurisdiction to enforce
their own laws and court judgments.

Advances in technology such as geo-location make this claim even more realistic.
Geolocation allows special soft- and hardware to determine with rather good accuracy
the ‘real world’ location of the user’s personal computer and is helpful in offering
more geographically (and language) relevant publicity. But it can also be used to carve
out special access rules for persons residing on the territory of a specific state, allow-
ing governments to demand from the internet intermediaries to block certain content
or certain sources from being accessed in their respective countries.

Arguments can be found both in favour and against the unilateral action described
above. One could support such action bringing at least some kind of order and relief
to the victims and as ultimately potentially supporting speech itself. Indeed, where
self-regulation fails (assuming it is established, which is not a given for many areas of
online conduct), it is the state which will ultimately be responsible for protecting the
alleged victims of unlawful action. In fact, failing to do so could lead to state liability
before international jurisdictions, if it is proved that the state had the ability to inter-
vene in some way.8

However, one will also forcefully argue that one of the internet’s most important
features – its worldwide reach and diversity – is being eroded through unilateral action
and thus diminishes its contribution to some of the important aims of freedom of
expression. The two main contributions of the internet – that it allows to escape from
the constraints of physical limitations (especially of space and time) and the liberating
force against oppressive law – would be undermined. The spreading of geolocation
technology to set content limitations could lead to the balkanisation of the internet.
This would probably be the end of the internet as we know it, as France’s limited
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success with the minitel would appear to suggest. Moreover, such restrictions would
probably amount to prior censorship which, coupled with the less than perfect techni-
cal tools used for filtering out information, would restrict access of the population to
lawful information.

Whether or not one agrees with the arguments for either side (and the present work
argues in favour of solutions upholding the internet’s unique character and contribu-
tion to the development of freedom of expression), it is clear that some countries
already successively apply various technical means to online behaviour (China being
the best known example), while others, including democratic ones, are trying out such
means (such as Germany in the Bűssow order9 or France, as exemplified in the Yahoo!
case). The possible new reality introduced with Internet 2 could give even more
control to individual states over online activity. There is also the distinct possibility
of states penalising their own citizens for accessing illegal information, such as is
currently the case with child pornography and copyright infringements at the moment.
All these show that effective state control over online activity has already become
reality.

The internet does not create any new jurisdictional problem but rather fantastically
emphasises those already in existence. For instance, since the invention of block
printing material lawfully published in one country was occasionally unlawful in
another and it has always been the case that some such material has been smuggled
from one country into another, whether by mail or by personally bringing them from
abroad. Moreover, anyone who travelled to the country where the material was lawful
could easily access it there and there was little that their own country of origin could
do to prevent that (except for prohibiting travel, as was done in certain socialist
countries). The internet simply allows more people to virtually ‘travel’ abroad to
access the material they desire and to ‘bring it back’ with ease, if they so wish.
However, with the advent of the internet and even, prior to that, of satellite TV, the
phenomenon grew from the exceptional ability of a few to a mass one. Essentially,
anybody who really wants to access some type of material available somewhere in the
world will eventually be able to do so. What the governments try to do is to keep such
access exceptional and to raise its cost so that to prevent changes to society as a whole.

On a more futuristic note, it is interesting what the governments will say when
(hopefully) international travel will become so fast and cheap that anyone will simply
be able to visit another country and access any material there, even it is unlawful in his
or her home country. This is the case already for Belgians who wish to use soft drugs,
since they can easily travel to the Netherlands, where such use is legal. There may
come a stage where access to information of any kind will be the individual’s business
and the states will be unable, and therefore unwilling, to patronise their citizens in this
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respect but rather help them protect themselves through education and appropriate
technical means.10

The present work does not propose any new solution to the jurisdictional issues
raised by cyberspeech, although it makes an overview of existing issues and proposed
solutions and makes some comments. Instead it concentrates on the second level of
issues raised by the medium, namely how exactly the internet interacts with the
principles and rules of freedom of expression. While acknowledging that the lack of
solutions to the jurisdictional issues leaves open certain issues regarding the applica-
tion of freedom of expression principles to the internet in the context of any specific
legal order, this is not an excuse to avoid dealing with these issues. Moreover, if
unilateral action as described above is to become mainstream as seems to be happen-
ing, domestic courts will often be faced with the situation where they must enforce
their domestic law to cyberspeech. Hence, the issue of how a particular legal order
should interact with the internet becomes of primary importance.

One should add here that there is an additional value in examining mandatory legal
regimes applicable to big groups of states such as those of the Council of Europe and
the ECHR, given the extensive jurisprudence and the rather uniform application of
freedom of expression principles, valid for 47 countries. It is therefore important to
determine how the ECHR provisions regarding freedom of expression relate to the
internet, given the effect on a European population of over 800 million. This explains
in part the preference for analysing that convention in this work. Because this over-
view of the jurisdictional issues was supplementary in this research and not a main
focus, it was examined in a last chapter as a reminder that the findings in the previous
chapters were still dependent on whatever happened to the internet as a whole.

It will also be noted that the work concentrates on the legal approach to dealing
with the various issues raised by the internet, while noting other relevant self-regula-
tion, education and other forms of international and multi-stakeholder cooperation
approaches such as that adopted within the WSIS, for example.

The interaction between freedom of expression and the internet

Fundamental principles of freedom of expression
The basic logic behind this work was the assumption – which was confirmed during
the research – that any society maintains a core of fundamental principles of freedom
of expression which survive virtually any type of technological developments. These
principles are not normally directly applied to solve any conflicts since they are too
general, but they inspire more specific rules. Rules can be found in legislation and are
more specific to the context in which they are designed to be applied. They are
therefore drafted with the object of regulation in mind.
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In the context of regulating freedom of expression the rules will naturally be based
on the medium which they are supposed to regulate. Accordingly, a dramatic change
in the technology will necessarily lead to the need to revise and perhaps partly replace
some of the old rules, but always in line with the general principles of freedom of
expression (and other applicable principles of the same rank).11 It is these principles
which this work set out to establish first, in order to be able to see how the lower-level
rules should apply to the internet.

If the above seems a bit too theoretical and dry, an example might help. One such
clear example is the general principle of preventing minors from accessing adult
material in order to protect their psychological development from premature exposure
to such material. This principle has for many centuries been preserved in most societ-
ies and it still is the case when trying to regulate modern media such as the internet.
Of course, certain developments have taken place in the sense of an evolution in the
understanding of what is harmful to minors and the gradual exclusion from this notion
of health-related material and sex education, an evolution which can hardly be linked
to any particular medium, despite the broad claims of some well-known authors such
as Marshall McLuhan regarding the creative role of the media. And it remains true that
such principles can vary from one society to another, depending on the system of
values developed in each society.

At the same time, the specific rules concerning the protection of minors have
responded to the various technical developments: while it was simple to prohibit the
display of adult material to minors or to sell such material to them at a newsstand, it
became impossible to ask the same of radio and TV broadcasters, who had no means
of verifying the age of those receiving their programmes. A new rule was then created
which achieved the same goal set in the general principle, but in an entirely different
manner specific to these two new media, namely the ‘watershed’ rule. Broadcasting
after the watershed was presumed to exclude access by minors to adult material
because children were generally asleep at such a time or their parents were already
home and could exercise their parental protection. Again, the watershed rule was
eroded with the arrival of satellite TV, at least internationally, since what was late in
Chicago was not necessarily so in Paris or Tokyo. The internet has totally different
notions of time and material can be accessed at any time and not necessarily at the
moment when it was ‘broadcast’. New rules have already been designed for this new
situation, namely age verification by credit card number and other means of independ-
ent age verification, while the internet content providers were obliged to prevent
access to their main resources failing such verification. The latest initiative in this
sense was the introduction of the ‘.xxx’ domain name designed to include only
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pornographic web sites and which will allow a more efficient filtering to prevent
access by minors,12 although many other options may be of interest.13

In order to determine the fundamental principles of freedom of expression this
research based on the jurisprudence of the ECtHR on Article 10 of the European
Convention, as the combined wisdom of this part of the world.

Mechanism of harm and response mechanism
The example referred to above mentions one keyword in this research, namely that of
harm caused. The theory of harm as the only valid basis for limiting freedom of
expression was an important element in trying to determine why one sort of rule was
chosen to implement the general principle and not another. As noted in the example,
the manner in which harm could be caused to minors was the main criterion for
drafting the rules designed to prevent or diminish such harm. That manner of causing
harm is called ‘mechanism of harm’ in this work and it directly depends on the types
of values protected in a given society. The legislation and practice of several Western
countries and the case-law of the ECtHR were the basis for determining some of the
freedom of expression related values protected in those societies. For instance, the
mechanism of harm of hate speech includes at least four possible elements: direct
(non-physical) attacks on and insults to the victim, speech aimed at directing others to
take immediate illegal action against the victim, incitement and propaganda in favour
of discrimination and other hate messages, and speech likely to provoke a violent
reaction by the victim or bystanders. Each of these can be achieved through a number
of more specific actions constituting the mechanism of harm.

It was natural then to attempt to determine what other mechanisms of harm there
are which could threaten fundamental principles of freedom of expression. However,
for time and place constraints it was impossible to determine them all, and it was,
moreover, not the main purpose of the research. The important aim was to take several
examples of mechanisms of harm and to see how their specific elements could be
affected by cyberspeech. Depending on this interaction, it is argued here, future rules
governing cyberspeech can be devised in full knowledge of the specific effect of each
different feature of the medium used.

The determination of the several mechanisms of harm also allowed the develop-
ment of corresponding specific actions which are needed to prevent or diminish such
harm, which is called in this work the ‘response mechanism’. Again, the relevant
response mechanisms (for the three examples of speech, namely hate-speech, adult
material and defamation) were also examined in their interaction with the internet.
This response mechanism was then the basis for analysing the distribution of responsi-
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bilities amongst the participants (first of all intermediaries) to online speech, and for
the subsequent verification of human rights compliance of these responsibilities.

The basic structure and work for the internet
When setting out to analyse how the principles of freedom of expression (as detailed
in the mechanism of harm for any of the three specific types of expression selected for
this research, and the relevant response mechanisms) interact with the internet it is
obvious that one cannot proceed without somehow conceptually organising the
internet itself to allow such analysis. There is of course a myriad of ways to classify
the elements of such a vast and continuously changing medium. For the purposes of
this work it was thought to be important to determine how communication takes place
in this medium from the point of view of the roles of various participants in such
communication and also the forms which such communication may take. Moreover,
this largely coincided with what was relevant for the mechanism of harm and the
response mechanism, where the main questions are always who can cause or prevent
harm to a protected value and how. Accordingly, it was necessary to see how the
participants to online communication can interact with each other and through what
means specific to the internet they could either cause harm or prevent it. Since the
roles of intermediaries can change so quickly and since they can, moreover, overlap,
regardless of the particular name given to them or claimed by them, it was also
considered necessary to try their classification based on the degree of their involve-
ment in a particular process of online communication. Accordingly, this work distin-
guishes between direct, assisted and mediated communication.

Again, a caveat is to be made here to say that the purpose was not to have an
exhaustive analysis in respect of every possible type of online communication (this is,
moreover, difficult in view of the rapidly developing nature of this medium, in which
a short time may well mean that new forms of communication or modifications of the
old ones have been developed since last examined).14 The aim was to develop a theory,
based on a few examples, of how to determine as exactly as possible the relationship
between each type of expression selected and specific features of the internet, as part
of the broader question of how the internet and freedom of expression interact and
influence each other. It is hoped that the approach is universal enough to be applied
to other types of cyberspeech and/or to other types of online communication and even
beyond, allowing for future application to new media yet to be introduced. All that
would have to change in such a case is the technical analysis, the fundamental princi-
ples of freedom of expression and the mechanisms of harm and of response to such
harm remaining intact.

Specific criteria for determining harm caused by cyberspeech
The final analysis, and one hopefully particularly helpful for the courts since it deals
with the most specific details in the interaction of the internet and freedom of expres-
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sion, was to determine the elements which affect the level of harm by causing (increas-
ing) or preventing (diminishing) it. Three main groups of such elements were identi-
fied: content, context and form of an expression. Since the content of an expression,
the meaning conveyed by its author, normally does not depend on the medium used,
it is the context and form, with their various embodiments on the internet, that were
the focus of this part of the research.

The content, or meaning of an expression, may be changed drastically by the
context or form in which it is conveyed. For instance, it may seem almost harmless for
someone to defame an image representing another person in an online game or a
digital world such as Second Life. However, it may be that the person whom the in-
game image represents has painstakingly gathered a good reputation and is engaged
in this activity as a full-time job, making a good living or even a fortune, given the
interest in such games and the possibility to trade various in-game property or abilities
for real money.15 This context drastically changes the issue since defaming such
persons could undermine their main source of income or simply ruin years of what
they undoubtedly consider their work. Of course, not only games are affected, since
anybody can be defamed in this way.16

To give an example of how the form influences the content of an expression, think
of a boy who mistakenly accesses a pornographic site and who is made ‘captive
audience’ of that site by various technical means such as preventing him from fully
closing the web browser (by opening a new window each time he closes one), or by
changing his ‘homepage’ to that site so that each time he opens the browser he is
automatically directed to that site. Each of these are technical elements specific to the
internet and which, in the examples examined above, increase the harm caused. The
present work gives an entire list of examples of such criteria, although it cannot be
exhaustive for the above-mentioned reason of extreme diversity of settings in which
online speech can occur. When examining a specific case it will be possible to take
account of all the elements present in that case. To test this, analysis was made in this
work of several cases decided by domestic courts, while applying the criteria devel-
oped here.

The human rights dimension
One of the general aims of this work was to contribute to the more efficient protection
of freedom of expression online as a human right. In doing so one examined, against
the jurisprudence of the ECtHR, various proposals and criteria for cyberspeech
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regulation, notably in assessing the responsibilities to be distributed to the various
participants in online communication. The findings are mixed.

On the one hand, it can be concluded that many responsibilities in preventing harm
from cyberspeech cannot be imposed on the various participants in online communica-
tion (especially intermediaries) without at the same time violating principles of
freedom of expression and Article 10 of the ECHR in particular. One reason for that
is the imperfection of the technical means to be used, which results in preventing
access to some lawful materials and incomplete restriction on all unlawful materials.
In a perfect world, such deficiencies would probably be too serious to pass human
rights review and some will probably be incompatible with the ECHR under any
circumstances.

However, the ECHR has long been interpreted to be a ‘living instrument’ and
change is possible, especially if the Court can be persuaded that the proposed course
of action is the least intrusive interference with freedom of expression and that it is
absolutely necessary in order to protect other rights provided for in the Convention,
such as the right to a good name under Article 8. It may also be that the Court, in
pursuance of its doctrine of margin of appreciation, decides to leave certain issues to
the discretion of the domestic legislator, given the lack of a European consensus on
many issues concerning cyberspeech and given the seriousness of the problems which
need to be solved in the absence of viable alternatives. If the authorities in a state come
up with a workable solution to the issues raised by cyberspeech which implies a
certain derogation from established principles, it may happen that such a solution be
allowed and all a human rights lawyer could do is damage limitation.

It is therefore important to limit such allowances given to member states to the
minimum necessary to achieve such goals, and in this sense it is important, first of all
for the ECtHR, to know as exactly as possible all the relevant elements. It is hoped that
this research and the various mechanisms and criteria developed therein can help to
at least partly understand the issues raised by cyberspeech and to respond in the most
efficient manner to them.

So where do we go from here? What answers can be given to Billy’s parents as
members of the public, to the lawmakers and courts in respect of the future of internet
regulation? What becomes increasingly clear is that states will retain their regulatory
role and the role of ultimate enforcement of laws. This role will be limited to their own
territories and persons residing there or doing business, having assets there. While this
is insufficient today and is unlikely ever to be sufficient to exclude from the internet
material a particular country believes to be harmful (unless most other countries agree,
such as most forms of child pornography), it is sufficient that most law-abiding
nationals of that state are generally prevented from accessing such material (by threat
of prosecution or fines, combined with an increasing cost of access). Indeed, the
inability to fully suppress from the net material which is not universally considered
unlawful provides a guarantee for dissident voices that they can be heard and guards
against the hegemony of any particular state or group of states over online content.
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Generally, it is now accepted that courts will not extend their jurisdiction beyond
what they can realistically hope can be enforced. This will limit the potential for
spillover effects and will thus diminish the threats to the medium as a whole from
having competing jurisdictions in respect of the same online behaviour.

In spheres where international cooperation is possible, it needs to be pursued, along
the lines already followed in such directions as prohibition of child pornography,
intellectual property rights infringements or domain names. One good starting point
for this is the ICCPR and other universal human rights instruments. Where it is
impossible to have common rules for content regulation, one may at least pursue a
certain level of harmonisation.

Continued attention will have to be given to self-regulation and co-regulation,
especially where the industry and interest groups can agree on common rules and are
able to implement them. However, state regulation will remain the final guarantor
against abuse, when such alternative regulation does not work for some reason.

At the domestic level, which will continue to be the most important one in the areas
where no international rules have been devised and even in applying internationally
agreed rules (unless international courts or arbitration of some kind are created, as is
the case with domain names), the legislators and courts will have to make important
policy decisions, specific for their needs. As mentioned above, their actions will be
directed at residents in the country or foreign businesses with presence in the country
and which care about observing local laws. The policy decisions will include issues
such as to what extent to oblige local intermediaries to filter content and whether the
(still imperfect) tools for doing that deserve to be preferred over the right to access
lawful material, some part of which is likely also to be blocked.

It is important that, in making these policy decisions, and in judging specific cases,
the legislator and courts are aware of the full range of human rights implications these
decisions may entail. It is in this direction that the present research developed a system
for determining the effects of the specific features of a medium used for communica-
tion and the impact on that medium, on freedom of expression and on the harm caused
through it.

It should be noted that a systemic approach is needed, to take into account all kinds
of rights and interests affected by any important policy decision. While this work has
not developed this idea for lack of space, it is important to analyse, before adopting
policy decisions, the effects not only on freedom of expression and the medium itself,
but also on issues such as basic rights including privacy and protection of intellectual
property, costs involved, and the impact on the development of the internet as a whole,
including the need to bridge the digital divide between the various nations of the
world. The impact on the development of the internet is a new criterion which will
have to be weighed together with the other factors in finding the ‘fair balance’ between
the rights and interests involved. Promoting the development of the medium is impor-
tant since it brings by itself many benefits to freedom of expression and other rights
and interests, but it cannot be the dominant factor, requiring sacrifice of important
social interests solely in the name of its own development. Rather, both the medium
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and the legal environment will have to adapt to each other and both will make conces-
sions at times in order to ensure a fair balance.

While the focus in this work was on the regional model based around the ECHR,
nothing prevents a similar approach based on a universal human rights instrument such
as the ICCPR. In order for this next level of human rights compliance in the area of
internet regulation to succeed a more active role of the UN Human Rights Committee
and a gradual elimination of some of the member states’ practices incompatible with
Article 19 ICCPR as it should be universally understood will be required.

Regardless of the specific instrument relied on, one of the main ideas in this work
is that any regime of regulating cyberspeech should not be adopted without examining
its compliance with human rights standards, including the principles of freedom of
expression. Where derogations from these standards are to be allowed, this should be
a conscious step with all human rights implications taken into account.
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SAMENVATTING

ASPECTEN VAN REGULERING VAN VRIJHEID VAN MENINGSUITING OP HET INTERNET

Het is algemeen bekend dat het internet de manier waarop mensen communiceren,
informatie verkrijgen en zich uiten diepgaand heeft veranderd. Minder onderzocht is
de vraag wat precies de wisselwerking is tussen de vrijheid van meningsuiting en het
internet, en wat de juridische consequenties van de bijzondere eigenschappen van dit
nieuwe medium zouden kunnen zijn. Het veel geopperde idee van een virtuele ruimte
van ultieme vrijheid, niet onderworpen aan enige regulering, is inmiddels praktisch
verlaten. Het gaat nu niet langer meer om de vraag óf online gedrag, inclusief de wijze
waarop mensen zich uitlaten, gereguleerd zou moeten worden, maar hoe dat te doen
op een wijze waarbij alle met elkaar strijdende belangen zo veel mogelijk tot hun recht
komen. Het onderhavige onderzoek is gericht op het vaststellen van methoden van
analyse en criteria om te komen tot een eerlijk evenwicht online – een ‘fair balance’
(om het Europees Hof voor de Rechten van de Mens (EVRM) te citeren) – tussen
vrijheid van meningsuiting en andere concurrerende rechten en vrijheden. De nadruk
ligt derhalve op het mensenrechtelijk aspect van de regulering van internet, waarbij
grenzen van een dergelijke regulatie worden aanbevolen met het oog op buitensporige
gevolgen voor de vrijheid van meningsuiting.

Het uitgangspunt van het onderzoek was niet één bepaalde eigenschap van het
internet, dat zo divers en immens is dat een analyse ervan praktisch onhanteerbaar zou
zijn zonder reeds bepaalde criteria op het oog te hebben. Het begon, daarentegen, met
de nadeelstheorie, inhoudende dat vrijheid van meningsuiting slechts beperkt kan
worden indien, en in zoverre als, het de rechten van anderen schendt. Door middel van
een analyse vanuit dit perspectief van de wetgeving en rechterlijke praktijk van
verscheidene landen in drie voorbeeld-gebieden (haatspraak, volwassenen spraak en
smaad/laster), alsmede van de theorie en rechtspraak van het EVRM, worden in het
onderzoek gemeenschappelijke redenen – hier beschreven als een ‘nadeelsmechanis-
me’ – geïdentificeerd om vrijheid van meningsuiting te beperken. Dezelfde analyse
identificeert soorten reacties op dat nadeelsmechanisme, die hier ‘responsmechanis-
men’ genoemd worden. Het zijn deze, in de analyse van het internet gezochte, elemen-
ten die een nuttig middel bleken om slechts toe te spitsen op die eigenschappen van
het medium die werkelijk van belang zijn voor de vaststelling van de noodzakelijkheid
en mate van een beperking van de vrijheid van meningsuiting. In het proefschrift
worden algemene principes met betrekking tot vrijheid van meningsuiting geïdentifi-
ceerd die waarschijnlijk niet aan verandering onderhevig zullen zijn met het
voortschrijden van de tijd en de techniek, en wordt bezien hoe deze kunnen worden
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overgezet naar de online werkelijkheid. Het algemene principe, bij voorbeeld, dat
minderjarigen beschermd moeten worden tegen materiaal dat alleen voor volwassenen
is bedoeld, is op verschillende wijzen belichaamd in regels, zoals het moeten tonen van
een identiteitsbewijs in een winkel of bioscoop of het pas op een laat tijdstip mogen
uitzenden op televisie en radio dat gebaseerd is op de veronderstelling dat onbegeleide
minderjarigen dan minder kans lopen aan dat materiaal blootgesteld te worden. Geen
van deze beide regels is gemakkelijk bruikbaar op het internet (er is geen ‘laat tijdstip’
op dit medium dat altijd ‘aan’ is), en dit principe heeft daarom een andere vorm
moeten vinden gericht op leeftijdsidentificatie, zoals het gebruik van nummers van
betaalkaarten.

Het voornaamste resultaat is hier niet zozeer de lijst met criteria voor het analyse-
ren van het internet – die een illustratie is die niet uitputtend pretendeert te zijn –, maar
veeleer de methode, die hopelijk een toekomstige analyse mogelijk maakt en die niet
beperkt is tot het internet alleen, om zulke criteria vast te stellen.

Het onderzoek behandelt noodzakelijkerwijze de meest ingewikkelde eigenschap
van het internet – het wereldwijde karakter, dat ertoe leidt dat er niet een op zichzelf
staand juridisch systeem, plus een autoriteit die op naleving toeziet, is om het medium
te reguleren. De voornaamste conclusie is hier dat het enige echte obstakel voor
samenhangende regulering niet zozeer een technische eigenschap van het internet
betreft, maar gelegen is in het ontbreken van een stelsel van essentiële normen die het
online doen van uitlatingen reguleren, voortkomend uit de diverse juridische en morele
tradities in verschillende gemeenschappen, die soms tegenovergestelde opvattingen
hebben over een bepaald onderwerp. Zolang er nog geen wereldwijde overeenstem-
ming is, zouden de in het onderzoek ontwikkelde criteria het internationale en nationa-
le gerechten mogelijk kunnen maken om beter om te gaan met het onderwerp van de
regulering van cyberspeech.
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